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Abstract

Network traffic patterns vary significantly across collection environments, which
often degrades the generalization capability of existing models. This motivates the
need for a foundation model that can capture the underlying patterns of network
traffic independent of collection environments and can be shared across multiple
downstream tasks. In this work, we propose a foundation model specialized for
network traffic data. After building a foundation model, our framework leverages In-
Context Learning (ICL) and incorporates a Mixture-of-Experts (MoE) architecture
for downstream tasks, such as intrusion type classification, utilizing the foundation
model. To assess the validity of the proposed approach, we conduct ablation
studies on ICL and MoE components, demonstrating their respective contributions
to adaptability and efficiency. This study highlights the necessity of a universal
foundation model for network traffic analysis and suggests a promising direction
toward building scalable, general-purpose solutions for future network intelligence
applications.

1 Introduction

Network traffic analysis is a cornerstone for a wide range of applications, including intrusion detection,
anomaly detection, and traffic forecasting. However, traffic data collected from different environments
(e.g., infrastructures or time periods) exhibit highly diverse patterns. This heterogeneity severely
limits the generalization of traditional machine learning models, which are often trained on a single
dataset or require costly task-specific fine-tuning.

Recent progress in foundation models has demonstrated remarkable success in capturing general-
purpose representations that transfer across diverse domains [1, 2, 3]. Nevertheless, building a
foundation model for network traffic data presents unique challenges. First, traffic patterns evolve nat-
urally over time and vary across collection environments, demanding models that learn environment-
invariant representations. Second, network traffic is inherently sequential, requiring architectures that
can capture both short- and long-term temporal dependencies. Finally, continual adaptation to new
data sources and tasks must be achieved without sacrificing compatibility with prior knowledge, as
newer models should not deteriorate on queries previously handled correctly.

In this work, we aim to address these challenges by developing a transformer-based foundation model
for network traffic data, utilizing task adaptation with ICL [4, 5, 6, 7] and MoE [8, 9, 10, 11]. We
validate the proposed framework on a representative downstream task: intrusion type classification.
Through ablation studies on ICL and MoE components, we investigate their contributions to adapt-
ability, efficiency, and backward compatibility. Our work highlights the importance of designing
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Figure 1: Overview of proposed framework. Data collected from diverse network environments is
used to train a foundation model for network traffic. The trained foundation model is then adapted
to downstream tasks, where adaptation leverages in-context examples and a MoE module with a
learnable router to enhance task performance.

compatible foundation models for evolving data distributions and provides a step toward reliable,
general-purpose network intelligence.

2 Proposed Method

Let D denote a large-scale network traffic dataset, composed of multiple subsets Di, each collected
under a different environment i ∈ I (i.e., D =

⋃
i∈I Di, where Di ⊆ X × Y). Here, X is the input

space of traffic sequences, and Y is the space of attack labels (e.g., "benign", "DDoS", "DoS"). Each
Di reflects traffic characteristics under specific collection conditions (e.g., network infrastructure).
Each traffic sequence x = (x1, x2, . . . , xL) ∈ X is a multivariate time series of length L with C
network traffic features (i.e., xt ∈ RC).

Our first objective is to train a transformer-based foundation model M on these datasets, enabling it
to learn universal, environment-invariant representations of network traffic. The second objective
is to leverage the pretrained foundation model M for downstream tasks. We utilize the foundation
model M as a general-purpose feature extractor and train a lightweight, task-specific model on top
of its representations.

2.1 Tokenization of Network Traffic

To consider the temporal dependencies of network traffic data, we tokenize the x into N temporal
patches of fixed length P , where N =

⌊
L
P

⌋
. Each patch x:t = {xt−P+1, ..., xt} ∈ RP×C is linearly

projected into an embedding vector zn ∈ Rd via a 1D convolution, as follows.

zn = Wtoken · vec(x:n·P ) + btoken, n = 1, . . . , N (1)

Here, Wtoken ∈ Rd×(P ·C) and btoken ∈ Rd are learnable parameters, and vec(·) denotes vectorization.
A learnable positional embedding en ∈ Rd is then added to generate a token hn = zn + en. The
sequence of tokens {hn}Nn=1 serves as the input to the attention block of M. During training, a
causal attention mask is applied so that each token attends only to its past and present tokens.

2.2 Training Foundation Model

The foundation model M, parameterized by θ, is trained on D to capture both: (i) the reconstruction
fidelity of benign traffic and (ii) discriminative structure across traffic types. Given an input x ∈ X ,
tokenization yields {hn}Nn=1, and the foundation model outputs {ĥn}Nn=1 = fθ(x).
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Reconstruction Objective. For benign sequences, the model minimizes the discrepancy between
reconstructed patches ĥn and original embeddings hn. We adopt a Huber loss with automatically
chosen threshold δ(x), estimated via the median absolute deviation of residuals within each batch,
where Dbenign ⊆ D denotes the set of benign samples.

Lrec(θ) =
1

|Dbenign|
∑

x∈Dbenign


1

2
(ĥn − hn)

2, if
∣∣∣ĥn − hn

∣∣∣ ≤ δ(x),

δ(x)

(∣∣∣ĥn − hn

∣∣∣− 1

2
δ(x)

)
, otherwise.

(2)

Contrastive Objective. To encourage discriminability across classes (benign and multiple attack
types), we adopt a contrastive objective. Let (ĥn, ĥm) denote a selected pair of reconstructed patches
from original embeddings (hn, hm) with class labels cn, cm. Here, n is sequentially selected, while m
is randomly sampled from remaining elements in {1, . . . , N}, excluding n. The pairwise contrastive
loss is defined as follows, where ξ is a margin hyperparameter.

Lcont(θ) =
1

|D|
∑
x∈D

N∑
n=1

Em∼U({1,...,N}\{n})

{
∥ĥn − ĥm∥2, if cn = cm,

max(0, ξ − ∥ĥn − ĥm∥2), if cn ̸= cm.
(3)

Final Objective. The complete learning objective combines reconstruction and contrastive terms,
where α and β control the relative importance of reconstruction and discriminative representation, as
follows.

LFM(θ) = αLrec(θ) + β Lcont(θ) (4)

2.3 Downstream Task Adaptation Strategies

In-context Support within Environment. Given a query sample (x, y) ∈ Di, we construct the
in-context set Si(x) by drawing S examples from the same environment Di, as follows.

Si(x) = {(xs, ys)}Ss=1 ⊂ Di \ {(x, y)} (5)
The foundation model then produces representations {h̃n}Nn=1 = fθ(x | Si(x)), which conditioned
on the environment in-context examples. These representations are subsequently passed into a
task-specific expert E, which is adapted with h̃ for the target task. The overall training objective
using these representations h̃ can be expressed as follows, where ℓ(·) denotes task-specific loss.

Ltask(E) =
∑
i∈I

E(x,y)∼Di
ESi(x)

[ N∑
n=1

ℓ
(
h̃n, E

)]
(6)

Mixture-of-Experts with Router Learning. Since network traffic exhibits heterogeneity across en-
vironments and intrusion types, we extend the framework to employ multiple experts, {E1, . . . , EK},
each of which can specialize in different traffic patterns. A router π assigns each input representation
h̃n ∈ Rd to a specific expert as follows, where ϕ ∈ RK×d is a learnable parameter.

πϕ(· | h̃n) = softmax(ϕ · h̃n) (7)

Here, the stochastic policy πϕ is optimized via reinforcement learning with state h̃ and action
a ∈ {1, ...,K}. For each decision, the reward compares the chosen expert’s loss ℓ

(
h̃n, Ea

)
to the

best-performing alternative, as follows.

R(h̃n, a) =
mink ℓ(h̃n, Ek)− ℓ(h̃n, Ea)

ℓ(h̃n, Ea) + ε
+ ζ (8)

In (8), a constant ζ encourages the overall reward to remain positive and stable, and ε is added for
numerical stability. Since this setting corresponds to a single-step contextual bandit [12, 13], the
router receives an immediate reward after each action, without multi-step dependencies. Thus, the
objective reduces to maximizing the expected immediate reward via policy gradients, as follows.

∇ϕJ(ϕ) = Ea∼πϕ(·|h̃n)

[(
R(h̃n, a)− b(h̃n)

)
∇ϕ log πϕ(a | h̃)

]
(9)

In (9), b(·) denotes the baselines computed as the expected reward over all experts, serving to reduce
variance in policy gradient estimation. This update encourages the router to increase the probability
of selecting experts that achieve higher relative performance, leading to improved expert assignment
and overall model quality.
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Table 1: Simulation Results of Intrusion Attack Type Classification across Datasets

Settings Seen environment Unsseen environment
ICL MoE UNSW-NB15 BoT-IoT CICIDS2018 ToN-IoT

case 1 ✗ ✗ 34.17 45.93 46.25 40.68
case 2 ✓ ✗ 41.19 47.73 47.64 45.36
case 3 ✓ ✓ 50.51 50.62 50.66 48.23

3 Simulation

3.1 Simulation Setup

In this work, we evaluate our framework on one representative downstream task, the intrusion type
classification task. We employ NF-UQ-NIDS-v3, which includes four widely used intrusion detection
datasets—UNSW-NB15 [14], ToN-IoT [15], BoT-IoT [16], and CICIDS2018 [17]—into a NetFlow
schema [18]. We designate three environments as seen environments (UNSW-NB15, BoT-IoT, and
CICIDS2018) and one as an unseen environment (ToN-IoT). For each seen environment, we split
the data into train and test with a ratio of 8 : 2. For in-domain evaluation, we use the held-out
test sets from the three seen environments. For out-of-domain evaluation, we use the entire unseen
environment (ToN-IoT) as a test-only set. To measure the performance of the proposed method, we
use classification accuracy.

We compare three configurations to quantify the contributions of ICL and MoE. A baseline model
without either component (Case 1), a variant that incorporates only ICL (Case 2), and the proposed
approach that combines both ICL and MoE (Case 3).

3.2 Simulation Results

Table 1 summarizes the classification accuracy across different datasets under three settings. Overall,
the results demonstrate a consistent improvement when both ICL and MoE are applied jointly
(case 3). Specifically, case 3 achieves the highest accuracy in both seen and unseen environments,
demonstrating the complementary effect of ICL and MoE.

It is worth noting that the performance on UNSW-NB15 is relatively lower compared to the other
datasets. This can be attributed to the fact that UNSW-NB15 contains only about one-tenth of the data
volume compared to the other benchmarks, which limits the model’s ability to generalize effectively
in this setting. However, when both ICL and MoE are employed in the proposed framework, the
performance gap between UNSW-NB15 and the other datasets becomes much smaller compared to
the other cases. This indicates that the combination of ICL and MoE effectively compensates for the
limited data volume in UNSW-NB15, leading to more consistent performance across heterogeneous
datasets. These results highlight the importance of jointly leveraging ICL and MoE to improve
generalization, even in data-scarce scenarios.

4 Conclusion and Discussion

Conclusion. In this paper, we propose a novel framework for adapting foundation models to
network intrusion type classification by integrating ICL and a MoE architecture. Starting from a
foundation model trained on diverse network environments, we demonstrated how the combination
of ICL and MoE enables effective downstream adaptation while maintaining robustness across
heterogeneous settings.

Discussion. This work opens several promising directions for future research. First, extending the
category of downstream tasks to include traffic forecasting or resource management could further
strengthen its practical benefits for maintaining reliable and efficient network operations in diverse
real-world environments. Second, exploring more advanced optimization strategies for the router of
MoE or incorporating compatibility-aware objectives may improve stability when adapting foundation
models over time.
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