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Abstract

Balancing strong privacy guarantees with high
predictive performance is critical for time se-
ries forecasting (TSF) tasks involving Elec-
tronic Health Records (EHR). In this study,
we explore how data augmentation can miti-
gate Membership Inference Attacks (MIA) on
TSF models. We show that retraining with
synthetic data can substantially reduce the ef-
fectiveness of loss-based MIAs by reducing the
attacker’s true-positive to false-positive ratio.
The key challenge is generating synthetic sam-
ples that closely resemble the original training
data to confuse the attacker, while also intro-
ducing enough novelty to enhance the model’s
ability to generalize to unseen data. We exam-
ine multiple augmentation strategies — Zeroth-
Order Optimization (ZOO), a variant of ZOO
constrained by Principal Component Analy-
sis (ZOO-PCA), and MixUp — to strengthen
model resilience without sacrificing accuracy.
Our experimental results show that ZOO-PCA
yields the best reductions in TPR/FPR ra-
tio for MIA attacks without sacrificing perfor-
mance on test data.

Keywords: Time Series Forecasting, Elec-
tronic Health Records, Membership Inference
Attack, Privacy, Synthetic Data, Data Aug-
mentation
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1. Introduction

Membership Inference Attacks (MIAs) are a ”de facto
standard” attack scenario on the privacy of machine
learning models (Carlini et al., 2022). Such adversar-
ial attempts to determine whether a given sample was
part of the training set are a real-world problem in
the application of machine learning to sensitive health
data such as Electronic Health Records (EHRs). As
is known since Dinur and Nissim (2003), removing
identifying information such as patients’ names from
a database is not enough to protect privacy, but in-
stead random perturbations have to be applied to
the outputs in order to protect privacy even in the
simplest case of “statistical” queries such as averages
over databases. If EHR data is used to train machine
learning models, e.g., for medical time series forecast-
ing (TSF), the randomization techniques provided in
the framework of differential privacy (Dwork, 2006;
Dwork and Roth, 2014) allow giving strong guaran-
tees on the information derivable from private train-
ing data when querying a machine learning algorithm.
However, there is an unavoidable tradeoff between
utility and privacy of trained machine learning algo-
rithms (Jayaraman and Evans, 2019; Cai et al., 2021).
As shown by Yeom et al. (2018), overfitting of ma-
chine learning models is sufficient to allow MIA under
the simple assumption that the average training loss
of the model, but no information about the training
data is leaked.

The goal of this work is to investigate the possi-
bilities of data augmentation techniques to balance
privacy protection against MIA and prediction util-
ity for machine learning on EHR data, ideally with
improvements on both criteria. As we will show em-
pirically, although the simple loss-based MIA of Yeom
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et al. (2018) is weaker than attack scenarios based on
shadow or reference models (Shokri et al., 2017; Ye
et al., 2022; Carlini et al., 2022; Zarifzadeh et al.,
2024), it is still effective for complex applications like
multivariate TSF on sparsely sampled medical data.
Following Carlini et al. (2022), we start from an eval-
uation of the effectiveness of MIAs by considering the
ratio of their true positive rate (TPR) over their false
positive rate (FPR). The privacy of a trained machine
learning model can be protected by decreasing the
TPR/FPR ratio from two sides. First, the FPR rate
can be increased by generating synthetic data and re-
training the model on the augmented dataset. These
data need to be sufficiently different from the training
examples in order to allow a decrease in held-out loss
of a re-trained model. Second, the TPR rate can be
reduced by adding synthetic examples that are simi-
lar enough to the original training set such that fewer
original training examples are correctly recognized as
members by the attacker. The goal is to reduce the
TPR/FPR ratio towards 1, where the attack becomes
equivalent to random guessing.

The main contribution of our work is the presenta-
tion of an algorithm that optimizes a joint objective
of privacy protection and utility by zeroth-order op-
timization (ZOO) in the space of neural embedding
matrices of training examples. The goal of this algo-
rithm is to guide data augmentation in the direction
of synthesizing examples that lead to decrease of the
TPR/FPR ratio. We exemplify our algorithm on the
difficult regression problem of 24 hour TSF on mul-
tivariate clinical data. Owur experimental compari-
son investigates the power of ZOO versus standard
data augmentation algorithms like MixUp (Zhang
et al., 2018). Best results are obtained by enhancing
Z0O0O with information about the principal compo-
nents in embedding space (ZOO-PCA). While MixUp
achieves best performance on test data, the best re-
ductions in TPR/FPR ratio for MIA attacks with-
out sacrificing performance on test data are achieved
by ZOO-PCA. Since ZOO-PCA directs the augmen-
tation process along the most significant data varia-
tions, it also enjoys favorable convergence rates due to
effectively performing sparse zeroth-order optimiza-
tion (Balasubramanian and Ghadimi, 2022).

2. Related Work

Differential privacy has become a de-facto standard
for theoretically well-founded privacy preservation in
machine learning since it allows giving strong guaran-

tees on the information derivable from private train-
ing data when querying a machine learning algorithm
(Dwork, 2006, 2008; Dwork and Roth, 2014). A
shortcoming of randomization-infusion as done in dif-
ferential privacy approaches is an unavoidable trade-
off between model utility and privacy protection.
This privacy-utility gap has been proven to be un-
avoidable by Cai et al. (2021), and quantified em-
pirically by Abadi et al. (2016). According to Ja-
yaraman and Evans (2019), it leads to either models
with limited accuracy loss and meaningless privacy
guarantees, or to useless models with strong privacy
guarantees.

Data augmentation as alternative method for pri-
vacy protection has been discussed quite controver-
sially. Sablayrolles et al. (2019) show that due to
a reduction of the gap between training and held-
out accuracy of models trained on augmented data,
the effectiveness of loss-based attacks can be de-
creased. An even stronger claim is made by Hin-
tersdorf et al. (2022) who show that using genera-
tive adversarial networks to synthesize data, a poten-
tially infinite number of samples will be falsely clas-
sified as members of the training set by an attacker.
However, Kaya and Dumitras (2021) claim that on
complex tasks, data augmentation cannot provide a
“free lunch” to defeat membership inference attacks.
Besides different experimental settings, a conceptual
difference between these approaches is the decision
whether synthetic data should count as genuine mem-
bers of the training set instead of as false positives
(Yu et al., 2021). In our case, synthetic data are gen-
erated in the latent embedding space and do not even
have correlates in the space of input representations.
We thus believe synthetic embeddings generated by
Z0OO0O or MixUp to be fair and effective distractions
of an attacker.

3. Time Series Forecasting (TSF)

TSF with Transformers To convert real-world
data — specifically, irregularly sampled medical time
series — into a long-term time series forecast (TSF),
we use the implementation of Staniek et al. (2024)
which is based on a Transformer encoder-decoder ar-
chitecture (Vaswani et al., 2017). The architecture of
this model is illustrated in Figure 1.

In our dataset, each sample S = {(t;, fi,vi)}7
consists of triplets where:

e t; € R>g is a timestamp,
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Figure 1: The process of time series forecasting for
irregularly sampled medical time series data. Real-
world data is binned into hourly buckets. The binned
data is then transformed into embeddings using a
Dense Encoder Embedding Function, capturing the
embeddings relevant for the augmentation process.
The embeddings are processed by a Transformer en-
coder, which learns contextual representations. An
iterative multistep forecasting (IMS) decoder with
autoregressive properties generates forecasts.

e f; belongs to a set of clinical variables F,
e v; € R is the corresponding measured value.

Thus, a data point (¢4, fa,vs) indicates that vari-
able f, was measured with value v, at time t,. To
enhance comparability, all values are standardized on
a per-variable basis.

To prepare the data for the transformer, we bin
the time series into hourly buckets, retaining only
the first observed value per hour and variable. Given
the high sparsity of the data, we apply zero-mean
imputation and simultaneously generate a masking
matrix indicating which values were missing.

Next, we apply an encoder embedding function
to transform the samples into embeddings, which
are subsequently used for data augmentation because
they provide a consistent matrix size without miss-
ing or imputed data. This approach exclusively fo-
cuses on the right side of Figure 1, where the embed-
dings of the original data are fixed, as are the weights
of the dense encoder embedding function. Generat-
ing new data begins at the embedding layer, mak-

ing this strategy particularly valuable for enhancing
model robustness and improving generalization with-
out compromising data integrity.

The embeddings are processed by an encoder, fol-
lowed by an autoregressive Transformer decoder for
forecasting. For the decoder, we employ an Iterative
Multi-Step (IMS) approach, where an output vector
i € RIFl is generated using the history of previous
predictions.

For long-term TSF, we concatenate the predic-
tions over all time steps ¢t = 1,...,7. As demon-
strated in Staniek et al. (2024), the autoregressive
decoder performs better when applied with student
forcing, where previous predictions are treated as
ground truth during training.

Performance Evaluation Metrics A data point
x = (e,y, m) representing a patient’s ICU stay con-
sists of an embedding matrix e € R?*X" represent-
ing the first 24 hours, a ground truth time series
y € RT*IFI for the subsequent T hours, and a mask
m € {0,1}7*IF| indicating the presence of measure-
ments in y with the count |m|. T indicates the num-
ber of hours predicted. The dimension n of the em-
bedding is model-dependent.

To evaluate the performance of TSF models, we
define a masked mean squared error by

WMSE(z, 0) — ﬁum(e) —y) o m|32

(1)

for a single sample. The mMSE is masked to ensure
that only observed values contribute to the loss cal-
culation, effectively ignoring missing data points. It
is then normalized by the cardinality of the mask,
enhancing the comparability between samples with
varying amounts of observed data. For a dataset X,
we generalize mMSE to

MSE(X, ) = % S mMSE(z, ).

reX

(2)

4. Membership Inference Attack
(MIA) and Privacy Loss Evaluation

The loss-based MIA described in Yeom et al. (2018)
can be formalized as follows:

Definition 1 (Loss-based MIA) A loss-based
MIA is a privacy attack on a machine learning
model f where an adversary A attributes a positive
membership to a datapoint x if the model loss on the
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datapoint L(f(x),y) is lower than a threshold T for a
model prediction f(x) and a label y:

3)

In order to evaluate the attacker’s success, we fol-
low Carlini et al. (2022) who replace dataset-wide
evaluation metrics for success rates of privacy attacks
by an evaluation that measures if a MIA can reli-
ably violate the privacy, even if it affects just a few
users. Conversely, an attack that unreliably achieves
a high aggregate success rate should not be consid-
ered successful. This is achieved by an evaluation of
the attacker’s True Positive Rate (TPR) at low False
Positive Rate (FPR).

TPR/FPR ratio We assume that the attacker has
access to both mMSE (Equation 1), for example, via
an API that provides access to the model as scor-
ing device, and to MSE (Equation 2), for example,
via published results on the model’s average MSE on
particular datasets. To defend against a loss-based
attack with 7 set to the average training loss, we aim
for a low TPR and a high FPR for an attacker A.
TPR and FPR are defined as follows:

Aloss(xa y) = H[(f(x),y)<7‘

1
TPR(Xtraina T, 9) = |Xt ; | Z HmMSE(z,9)<T
TN € X prain
(4)
1

FPR(XteSt, T, 9) = =

| test ‘

Z IMmsE(z,0)<r (5)

TE Xtest

In other words, members should ideally not be rec-
ognized as members (minimizing TPR), while non-
members should be classified as members (maxi-
mizing FPR) until the ratio reaches 1 and non-
members become indistinguishable from members.
This TPR/FPR ratio is advantageous as it remains
valid even for unbalanced test sets. Following Yeom
et al. (2018), we assume the attacker is aware of the
average training loss, which we will use as threshold
7. This yields the following privacy metric:

TPR(Xtraina T, 9) (6)
FPR(XteSt, T, 0)

This metric represents the attacker’s advantage in
correctly identifying members compared to incor-
rectly identifying non-members. A lower Priv value
indicates less advantage for the attacker.
Additionally, we define privacy loss (PL) as the
positive membership prediction of a single data point:

(7)

Pl“iV(Xtraim Ktest, T 9) =

PL(xz,7,0) := LumsE(z,0)<r

In our implementation, the threshold 7 is set to
the average training loss, computed after each train-
ing run using the current model parameters 6. This
ensures that 7 adapts to each model instance and
reflects the actual distribution of losses encountered
during training.

ROC curve By varying the threshold 7 and cal-
culating the corresponding TPR and FPR values,
we generate the Receiver Operating Characteristic
(ROCQC) curve. The area under the ROC curve (AU-
ROC) provides a quantitative measure of the model’s
susceptibility to membership inference. An AUROC
value of 0.5 indicates that the training and held-out
sets are indistinguishable, implying no vulnerability
to the attack. Conversely, an AUROC value ap-
proaching 1 suggests that the sets are highly sepa-
rable, indicating a significant privacy risk.

5. Data Augmentation

The central idea of data augmentation is to improve
a model’s generalization performance by re-training
on a dataset augmented with synthesized examples
that cover aspects of the data distribution that are
not found in the training sample. In our work, we
focus on data augmentation techniques that synthe-
size data in the space of neural embeddings. We
compare mix-based data augmentation (Zhang et al.,
2018; Cao et al., 2024) with zeroth-order optimization
in embedding space (Nesterov and Spokoiny, 2015;
Chen et al., 2017). We use data augmentation not
only to reduce MSE on the held-out set but also to
lower the TPR/FPR ratio of the attacker. In our ex-
periments, new data is generated within each epoch
and the model is trained on a mix of original training
data and synthetic data, while the embedding layer
is kept fixed.

Z0OO Zeroth-order optimization methods are of in-
terest for machine learning problems where only the
zeroth-order oracle, i.e., the value of the objective
function but no explicit gradient, is available. Our
application of ZOO is inspired by a black-box attack
on deep neural networks where adversarial images
that lead to misclassification are found by approxi-
mating the gradient through a comparison of func-
tion values at random perturbations of input images
(Chen et al., 2017) or language (Berger et al., 2021).
In addition to being simple and scalable, ZOO meth-
ods can be adjusted to optimize non-differentiable
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functions and are still provably convergent (Fu, 2006;
Nesterov and Spokoiny, 2015).

The central idea of ZOO is to perform optimiza-
tion in the space of neural embeddings by iteratively
updating an embedding for S steps by evaluating an
objective function g over randomly perturbed points.
This procedure includes the following iterative steps:

1. Generate k random perturbations u; drawn from
a normal distribution A/(0,I) and normalized to
lus| =1,i=1,... k.

2. Given a data point x = (e,y,m), consisting
of an embedding matrix e € R?**” a ground
truth time series y € RT*IFl and a mask m €
{0, 1}T*IFl compute perturbed samples a;:

-rli = (85 + Hug, may)

3. Update the embedding matrix using:

%

k _
1 g(a?j,X,H)—g(xZ aXve)
€541 = €5 — )\E Z 2[[1
i=1
e )\ € R: Learning rate controlling the step size of
updates.

e ;1 € R: Perturbation width controlling the scale
of sampling around e;,.

We use a parameterized objective function g, that
is designed to improve both utility and privacy of
medical data. Utility is optimized by searching for
embedding matrices that represent examples that are
sufficiently different from the training examples, in
order to allow a decrease in held-out loss after re-
training. This is achieved by using a negative mMSE
term (Equation 1) in the loss objective. Privacy pro-
tection is optimized by searching for embedding ma-
trices that are similar to the training examples in
order to distract the attacker. This is achieved by
using a negative PL term (Equation 7) in the loss ob-
jective. The interpolation weight a € [0, 1] balances
these two competing goals: when a = 1, we purely
optimize for diversity (high MSE on synthetic sam-
ples encourages exploration); when oo = 0, we purely
optimize for privacy (low PL makes synthetic samples
indistinguishable from training data). In practice, in-
termediate values of o achieve the best utility-privacy
tradeoft:

go(z, X, 0) = —(a mMSE(z, ) + (1 — o) PL(z, X, 9))
(8)

ZOO-PCA In traditional ZOO, the perturbations
are generated randomly from a standard normal dis-
tribution, meaning that each feature in the embed-
ding matrix is perturbed independently. While this
can help explore the parameter space, it may not al-
ways result in meaningful or efficient perturbations,
especially when certain features are more important
than others for the task at hand.

In ZOO-PCA, by performing Principal Component
Analysis (PCA) first, we are essentially identifying
the most significant directions in the data that ex-
plain its variance. These principal components rep-
resent the major patterns or features of variation in
the data, rather than treating all features equally.
By keeping only the components that explain a sig-
nificant portion of the variance (based on the cumu-
lative explained variance ratio threshold), ZOO-PCA
guides perturbations toward the most relevant vari-
ance components of the data, rather than random or
less important components.

MixUp The MixUp technique of Zhang et al.
(2018) generates a new data point by interpolating
between two randomly selected data points z; =
(e1,y1,m1) and zo = (ea,y2,ma). With a A ~
Beta(3, ), we receive:

{()\61 +(1—)\)62,y1,m1), it A>0.5
IMixUpl,2 = .
()\61 +(1- )\)eg,yg,mg), if A <0.5
(9)
The new data point has a new embedding matrix,
and the mask and target of the dominant data point.
Due to the high sparsity of medical time series this is
a good way to have a working perturbation instead
of mixing most of the time zero values with observa-
tions. With a small 8 (8 < 1), the new data points
resemble one example more closely, while with a large
B (8> 1), the examples are pushed toward a mixture
of both points.

6. Experimental Setup

In our experiments, we use the Medical Information
Mart for Intensive Care IIT (MIMIC-III) data (John-
son et al., 2016) and the larger eICU dataset (Pollard
et al., 2018). A detailed description of the data is
given in Appendix A.

In all of our experiments, we go beyond the stan-
dard forecasting setup — predicting hours 24 to 48,
based on input from hours 0 to 24 — by employing a
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Table 1: Evaluation results for baseline and data augmentation methods for TSF on MIMIC-III and eICU.
All results are reported on unseen test data. Generalization performance of models is reported as MSE on
test data MSE(Xiest). Effectiveness of a loss-based MIA is reported by TPR/FPR ratio using the average
training loss as threshold. An approximate randomization test (Noreen, 1989) shows that all result differences
are significant (with p < 0.05) except for the MSE between baseline and ZOO-PCA for the eICU dataset.
Best results for data augmentation methods are shown in bold face. FPRQ7 values show that ZOO-based
methods and DP-SGD increase false positive rates, effectively distracting the attacker.

MIMIC-ITT eICU

Method ~ MSE(Xiet) LEE@r FPROr | MSE(Xi) ZLEE@r FPRaQr
Baseline 0.5053 3.5482  0.1870 0.5604 1.3206  0.5137
DP-SGD 0.7446 0.9887  0.6560 0.8228 0.9969  0.6676
700 0.4945 1.9925  0.4148 0.5576 11716 0.6877
ZOO-PCA 05000  1.4271  0.6421 0.5607  1.1299  0.7712
MixUp 0.4918  3.2264  0.1936 0.5519  1.2927  0.5000

8
Number of Different Observations per Patient per Hour

Number of P
g 3
8 8

4 12 3% 48 60 72 8 9%
Hours after Admission

108 120 132 144 156

Figure 2: The bar plots (right axis) show the av-
erage number of different clinical variables recorded
per patient per hour after admission (multiple mea-
surements of the same variable within one hour are
deleted during binning). These counts remain rela-
tively stable over time for both MIMIC (orange) and
eICU (blue). In contrast, the line plots (left axis) dis-
play the number of patients contributing to each 4-
hour sliding window, which declines over time — more
sharply in eICU — reflecting the decreasing number of
long-staying patients.

sliding window technique that covers a wider range of
temporal patterns. Specifically, for each patient, we
shift both the observation and prediction windows
in four-hour intervals throughout the ICU stay, en-
abling forecasts such as hours 40 to 64 based on in-
puts from hours 16 to 40. This strategy allows us
to capture temporal dynamics more comprehensively
and is illustrated in Figure 2. As a result, we do not
restrict our analysis to the initial data points but in-
clude all windowed segments up to the first four days

after admission, while the set splits stay on patient
level. This significantly expands our datasets: from
21,573 to 342,213 samples in MIMIC-III (a 15.9-fold
increase) and from 65,053 to 868,487 in eICU (a 13.4-
fold increase).

For each data augmentation run, we generate
32,000 new synthetic examples. After the genera-
tion process, the model is re-trained on a balanced
dataset composed of 50% original and 50% synthetic
data. Due to memory constraints, the number of syn-
thetic examples is limited such that it never exceeds
50% of the size of the training set. If this limit is
reached, the oldest synthetic samples are discarded
to make room for newly generated ones.

The updated model parameters are denoted by 6,
and the augmented dataset X,z comprises both the
original training data Xy, and the generated syn-
thetic data. The mean squared error (MSE; see Equa-
tion 2) is evaluated on a held-out set using the current
model parameters. The privacy metric (Equation 6)
treats the training set as the member set, the held-out
set as the non-member set, and uses the augmented
set as the reference for computing the average loss 7.

For all training runs, the model is only updated if
the following conditions are satisfied:

PriV<Xtraina Xheldou'm T, 9) S (]- + Epriv) Privbes‘w
MSE(Xheldoutv 9) < (1 + <C-‘MSE) MSEbest7

PriV(Xtraina Xheldout7 T, 9) + B MSE(Xheldouta 9)
S Privbest + B MSEbest~
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Figure 3: MIMIC-III: ROC curves (log-log scaling)
for varying thresholds of loss-based MIAs on models
trained with and without data augmentation. Upper
plot magnifies the area for FPR < 0.1%. The DP-
SGD curve (not shown) is nearly indistinguishable
from the diagonal, representing random guessing.

These criteria ensure that the model is not up-
dated unless it preserves a balance between utility
and privacy: neither the privacy risk nor the held-
out MSE may increase beyond a small threshold, and
the combined metric must improve. Thus, the opti-
mization does not aim for absolute minima in either
privacy or utility alone, but instead for an improved
tradeoff between both. In our experiments, we set
epriv = eémse = 0.5% and § = 3. Complete meta-
parameter settings are given in Appendix B.

7. Experimental Results

In our experiments, all results are reported on un-
seen test data. The evaluation metric used is MSE
(Equation 2) on test data to measure the generaliza-
tion performance. The effectiveness of the loss-based
MIA described in Definition 1 is measured by the

—— Baseline

True Positive Rate (TPR)

107
False Positive Rate (FPR)

1094 —— Baseline (AUC=0.614)
Z0O (AUC=0.602)

~——— ZOO-PCA (AUC=0.608)
, | =™ MixUp (AUC=0.601)
-- Random

True Positive Rate (TPR)

1073 1074 107 1072 107t 10°
False Positive Rate (FPR)

Figure 4: eICU: ROC curves (log-log scaling) for
varying thresholds of loss-based MIAs on models
trained with and without data augmentation. Upper
plot magnifies the area for FPR < 0.1%. The DP-
SGD curve (not shown) is nearly indistinguishable
from the diagonal, representing random guessing.

TPR/FPR ratio with 7 set to the average training
loss, and negative examples taken from the test set.
Results are reported in Table 1 for the best tradeoff
between privacy protection and utility on validation
data for each method, respectively.

We present two complementary evaluations of
MIA’s effectiveness: Table 1 follows Yeom et al.’s
(2018) fixed-threshold scenario where 7 is set to the
average training loss (the only information realisti-
cally available to an attacker), while Figures 3 and 4
show Carlini et al.’s (2022) recommended evaluation
using ROC curves with varying thresholds, particu-
larly focusing on the low FPR regime where privacy
breaches are most critical.

As baseline we use a model that is trained to con-
vergence on the training set without the use of syn-
thetic data.
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Table 2: Evaluation of DP-SGD with varying noise
multipliers (o) and fixed clipping norm C = 2 on
MIMIC-IIT and eICU datasets.

\ MIMIC-III \ elCU
0 | MSE(Xtest) Hon@r | MSE(Xtest) mpp@r
11| 0.7446 0.9887 0.8228 0.9969
15 | 0.7655 0.9913 0.9324 0.9976
20 | 0.8403 0.9844 0.9938 0.9945
3.0 | 0.7952 0.9838 1.0610 0.9929
40| 0.7788 0.9816 1.0302 0.9952
50 | 0.7900 0.9823 0.9931 0.9942
6.0 |  0.8044 0.9795 0.9835 0.9966
70 | 0.8150 0.9861 0.9774 0.9963
8.0 | 0.8320 0.9814 0.9762 0.9951

Furthermore, we compare to DP-SGD (Abadi
et al., 2016), a standard method to foster differential
privacy by clipping and adding Gaussian noise to the
gradient updates. Following Abadi et al. (2016), the
privacy accounting (moments accountant) provides
meaningful e-DP bounds primarily for ¢ > 1. We
implemented DP-SGD with noise multipliers rang-
ing from ¢ = 1.1 to ¢ = 10, gradient clipping
norms C' € {1.1,1.5,2.0}, and increased the learn-
ing rate by 100 against the baseline to compensate
for the added noise. While DP-SGD achieves strong
privacy protection with TPR/FPR ratios approach-
ing 1.0 at any noise levels, this comes at the cost
of severe utility degradation. Table 2 shows that
even at the lowest noise level (¢ = 1.1), DP-SGD
achieves strong privacy protection (TPR/FPR =~ 1)
but at significant cost to utility, with MSE degrad-
ing by 47% on MIMIC-IIT (0.5053) and 47% on eICU
(0.5604) compared to baseline. This demonstrates
that DP-SGD’s noise injection mechanism is poorly
suited to high-dimensional, sparse EHR forecasting
tasks. While DP-SGD can provide theoretical guar-
antees during the augmentation phase, it is impor-
tant to note that our overall system cannot pro-
vide end-to-end e-DP guarantees. This is because
our pretrained embedding layer was trained with-
out DP. By the composition theorem (Dwork, 2006),
Etotal = Epretrain + Eaug]ﬂﬂe]ﬂtafciona and since Epretrain
is unbounded, the partial privacy bound has limited
practical value in our specific setup. For the results in
Table 1, we used o = 1.1 and C' = 2 with a learning
rate of 0.005.

The data augmentation methods are ZOO, ZOO-
PCA, and MixUp as described in Section 5. The

MSE(X¢est) results in Table 1 show that all data aug-
mentation techniques improve generalization perfor-
mance on test data compared to the baseline, while
best results are achieved for MixUp due to its ability
to explore distant data regions while ZOO stays close
to training points. This shows MixUp to be a strong
technique to improve generalization by data augmen-
tation. The TPR/FPR ratio results in Table 1 show
that all data augmentation methods achieve a de-
crease in the effectiveness of the loss-based MIA, with
best results obtained by the ZOO-PCA technique. In
our experiments, we keep as many principal compo-
nents as necessary to explain 70% of the variance.
This threshold was found to be optimal by exper-
iments on the held-out set testing 50% to 90% (see
Appendix C). This shows that the setting of the ZOO
algorithm that prefers synthesis of complex data in
order to increase the FPR of the attacker, together
with a focus on principal components in embedding
space, yields the best tradeoff between generalization
and privacy protection.

Figures 3 and 4 show the ROC curves for the loss-
based MIA for varying thresholds 7. We see that
especially at low FPR values, the TPR/FPR ratio
is high for the baseline model, and substantially re-
duced for the models trained with data augmentation.
The ZOO data augmentation method forces the ROC
curve of the attacker close to the diagonal, which cor-
responds to an attacker based on random choice.

For a visual analysis of the privacy-utility trade-
off across different augmentation parameters, see Ap-
pendix F.

8. Discussion

Our study demonstrates the effectiveness of data aug-
mentation techniques, particularly zeroth-order opti-
mization, and its PCA-restricted variant, in optimiz-
ing both utility and privacy in medical time series
forecasting. In fact we found that all data augmen-
tation methods improve privacy against MIA at sim-
ilar or smaller MSE values on test data, albeit not
by huge amounts. In contrast, noise injection on
gradients as done in DP-SGD requires noise levels
that destroy the model’s ability to learn useful pat-
terns. The results presented in Table 1 highlight a
significant reduction in the effectiveness of loss-based
membership inference attacks through the strategic
generation of synthetic data. The ROC curves in
Figures 3 and 4 emphasize the privacy benefits of
our approach. At low FPR values, where the risk
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of privacy breaches is most critical, models trained
with ZOO-based augmentation significantly outper-
form the baseline model. The near-diagonal ROC
curve achieved by ZOO indicates that the attacker’s
performance is close to random guessing, effectively
mitigating the risk of MIA.

The ZOO-PCA method, which perturbs em-
beddings along the directions of principal compo-
nents, proved particularly effective in reducing the
TPR/FPR ratio. We hypothesize that ZOO-PCA di-
rects the augmentation process along the most signif-
icant data variations, whereas random perturbations
could lead to embeddings that are outside the con-
vex hull of the input embedding space. Since ZOO-
PCA effectively performs sparse zeroth-order opti-
mization, it enjoys favorable convergence rates (Bal-
asubramanian and Ghadimi, 2022). Furthermore, di-
recting the augmentation process along the most sig-
nificant data variations can better confuse the at-
tacker while maintaining or even improving model
utility. In contrast, MixUp, a randomization-based
approach, demonstrated strong generalization capa-
bilities, achieving the lowest MSE on the held-out
set. This highlights the complementary strengths of
gradient-free optimization and randomization tech-
niques in data augmentation.

9. Conclusion

Our study demonstrates that embedding-space data
augmentation can effectively mitigate membership
inference attacks while preserving predictive perfor-
mance in clinical time series forecasting. ZOO-
PCA achieves the best privacy-utility tradeoff, while
MixUp excels at generalization, highlighting comple-
mentary strengths of different augmentation strate-
gies. In future work we intend to explore hybrid ap-
proaches and investigate applicability to other deep
learning architectures and privacy attack scenarios.
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Appendix A. Data

MIMIC-III: MIMIC-III was collected from the
Beth Israel Deaconess Medical Center between 2001
and 2012 and contain over 40k patients. After filter-
ing for patients with an ICU stay of at least 24 hours
with reported gender and age of at least 18 years,
our dataset contains 44,858 ICU stays with 56 mil-
lion data points. We split the data into partitions for
training (28,791), held-out (7,144), and test (8,878).
For our study, we used 131 different clinical variables.
The full list of extracted MIMIC-III features is given
in Appendix D.

Converting the data to a dense one hour represen-
tation yields 89.08% missing data, changing per vari-
able from under 15% (HR, RR, SBP, DBP, MBP, and
02 Saturation) to more than 90% for 101 variables,
and exceeding 99% for 42 variables. On the other
side we are losing 17.73% of the data points through
the densification procedure where multiple measure-
ments occur within the same hour and for the same
variable. The high sparsity of the MIMIC-III data
presents a significant challenge for time series fore-
casting, requiring careful handling of missing values
and the development of robust models.

eICU: The eICU data was collected from over 200
US hospitals and comprise over 200,000 ICU stays.
After filtering for patients with an ICU stay of at
least 48 hours, reported gender and aged 18 years or
older, we arrived at 77,704 ICU stays with 415 mil-
lion data points. This set was partitioned in subsets
for training (49,730), development (12,433), and test-
ing (15,541). As shown in Appendix E, we extracted
98 clinical variables for our experiments. The mea-
surements in the elCU data set are denser than in
MIMIC-III since the number of observations per pa-
tient per hour is three times higher than for MIMIC-
IIT and decreases at a slower rate with length of stay,
also there are a lot of bed values. After our binning
process, this reduces to one sixth of the measurements
(16.86%) leading to still 89.85% missing data. The
same six variables (HR, RR, SBP, DBP, MPB, and
02 Saturation) as before are quite complete.
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Appendix B. Meta-parameters

The following meta-parameter settings were used in
our experiments:

Table 3: Hyperparameter configurations
700 and ZOO-PCA parameters

A nok

3000 300 3

steps

10

Variants of ZOO/ZOO-PCA (o) and MixUp ()
B
{0, 0.25, 0.5, 0.75, 1}  {0.2, 1, 5}

(0%

Acceptance Criteria

g
3

EMSE
0.5%

Epriv

0.5%

DP-SGD parameter
Noise Multiplier
{1.1, 1.5, 2}
{2}

Clipping Norm

{1.1, 1.5, 2}
{3,4,5,6,7,8,16,50}

Appendix C. Evaluation of ZOO-PCA

variance explanation

Table 4: Evaluation results for baseline and PCA
Z0OO0 data augmentations. The most fitting variance
explanation parameter was selected via grid search
on validation data from {50%, 70%,90%}. Compare
to Table 1.

MIMIC-IIT eICU
PCA ratio MSE(Xiest) LEEQ7 | MSE(Xiet) LhE@r
Baseline 0.5053 3.5479 | 0.5604 1.3206
50% 0.5037 1713 0.5602 1.1526
70% 0.5000  1.4271 0.5607  1.1299
90 % 0.4994 1.455 0.5597  1.1612
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Appendix D. MIMIC-III features

Table 5: For MIMIC-III, 131 dynamic variables were extracted.

ALP

ALT

AST

Albumin
Albumin 25%
Albumin 5%
Amiodarone
Anion Gap

BUN

Base Excess
Basophils
Bicarbonate
Bilirubin (Direct)
Bilirubin (Indirect)
Bilirubin (Total)
CRR

Calcium Free
Calcium Gluconate
Calcium Total
Cefazolin

Chest Tube
Chloride

Colloid
Creatinine Blood
Creatinine Urine
D5W

DBP

Dextrose Other
Dobutamine
Dopamine

EBL

Emesis
Eosinophils

Epinephrine
Famotidine
Fentanyl

FiO2

Fiber

Free Water
Fresh Frozen Plasma
Furosemide
GCS_eye
GCS_motor
GCS_verbal

GT Flush
Gastric

Gastric Meds
Glucose (Blood)
Glucose (Serum)
Glucose (Whole Blood)
HR

Half Normal Saline
Hcet

Heparin

Hgb
Hydralazine
Hydromorphone
INR

Insulin Humalog
Insulin NPH
Insulin Regular
Insulin glargine
Intubated
Jackson-Pratt
KCl1

KClI (Bolus)

LDH

Lactate

Lactated Ringers
Levofloxacin
Lorazepam
Lymphocytes
Lymphocytes (Absolute)
MBP

MCH

MCHC

MCV

Magnesium
Magnesium Sulfate (Bolus)
Magnesium Sulphate
Mechanically ventilated
Metoprolol
Midazolam

Milrinone

Monocytes

Morphine Sulfate
Neosynephrine
Neutrophils
Nitroglycerine
Nitroprusside
Norepinephrine
Normal Saline

02 Saturation
OR/PACU Crystalloid
PCO2

PO intake

PO2

PT

PTT

Packed RBC
Pantoprazole
Phosphate
Piggyback
Piperacillin
Platelet Count
Potassium
Pre-admission Intake
Pre-admission Output
Propofol
RBC

RDW

RR

Residual
SBP

SG Urine
Sodium
Solution
Sterile Water
Stool

TPN
Temperature
Total CO2
Ultrafiltrate
Urine
Vancomycin
Vasopressin
WBC
Weight

pH Blood
pH Urine
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Appendix E. eICU features

Table 6: For eICU, 100 variables were extracted. The 35 variables on the right column are drug-related.
Some of them seem redundant due to different hospitals but can not be merged because of different or not

standardized concentrations.

ALP

ALT

AST

Albumin

Anion Gap
BUN

Base Deficit
Base Excess
Basophils
Bedside Glucose
Bicarbonate
Bilirubin (Direct)
Bilirubin (Total)
Bodyweight (kg)
CO2 (Total)
Calcium
Chloride
Creatinine (Blood)
Creatinine (Urine)
DBP
Eosinophils
EtCO2

FiO2
Fibrinogen

GCS eye

GCS motor
GCS verbal
Glucose

HR

Hct

Hgb

INR

Lactate
Lymphocytes
MBP

MCH
MCHC
MCV

MPV
Magnesium
Monocytes
Neutrophils
02 L/%

02 Saturation
PT

PTT
PaCO2
PaO2
Phosphate
Platelets
Potassium
Protein (Total)
RBC

RDW

RR

SBP

Sodium
Stool
Temperature
Troponin - |
Urine

WBC

pH

Amiodarone
Dobutamine dose
Dobutamine ratio
Dopamine dose
Dopamine ratio
Epinephrine dose
Epinephrine ratio
Fentanyl 1
Fentanyl 2
Fentanyl 3
Furosemide
Heparin 1
Heparin 2
Heparin 3
Heparin vol
Insulin 1

Insulin 2

Insulin 3
Midazolam 1
Midazolam 2
Milrinone 1
Milrinone 2
Nitroglycerin 1
Nitroglycerin 2
Nitroprusside
Norepinephrine 1
Norepinephrine 2
Norepinephrine ratio
Pantoprazole
Propofol 1
Propofol 2
Propofol 3
Vasopressin 1
Vasopressin 2
Vasopressin 3
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Appendix F. Privacy-Utility Tradeoff Visualization

0562
0.506 ® Baseline

= ® z00
x N
0.504 056 ZO0-PCA
MixUp
0.502 =
—_ —~ 0558
0 0.5 2
] Z
= x
W 0498 O 0556
2 2 -
0.496 .
0.554
0.494
0.492 0.552
15 2 25 3 35 1.15 1.2 1.25 1.3
TPRI/FPR on test set TPR/FPR on test set

Figure 5: TPR/FPR ratio of MIAs against generalization performance on test data on MIMIC-III (top)
resp. eICU (bottom). The size of the interpolation parameter a € {0, 1, 3, 2,1} for ZOO and ZOO-PCA,

resp. B € {0.2,1,5} for MixUp in data augmentation is indicated by the size of the ball.

Figure 5 plots the TPR/FPR ratio of the loss-based MIA against generalization performance on test data
on MIMIC-III. The focus on improvements in mMSE or on privacy protection is shown by the size of the

interpolation parameter a € {0, i %7 %, 1}. Best results are achieved with higher values of a.
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