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Abstract

Evaluating fairness can be challenging in practice
because the sensitive attributes of data are often
inaccessible due to privacy constraints. The go-
to approach that the industry frequently adopts
is using off-the-shelf proxy models to predict the
missing sensitive attributes, e.g. Meta (Alao et al.,
2021) and Twitter (Belli et al., 2022). Despite
its popularity, there are three important questions
unanswered: (1) Is directly using proxies effica-
cious in measuring fairness? (2) If not, is it possi-
ble to accurately evaluate fairness using proxies
only? (3) Given the ethical controversy over in-
ferring user private information, is it possible to
only use weak (i.e. inaccurate) proxies in order
to protect privacy? Our theoretical analyses show
that directly using proxy models can give a false
sense of (un)fairness. Second, we develop an
algorithm that is able to measure fairness (prov-
ably) accurately with only three properly identi-
fied proxies. Third, we show that our algorithm
allows the use of only weak proxies (e.g. with only
68.85% accuracy on COMPAS), adding an extra
layer of protection on user privacy. Experiments
validate our theoretical analyses and show our al-
gorithm can effectively measure and mitigate bias.
Our results imply a set of practical guidelines
for practitioners on how to use proxies properly.
Code is available at https://github.com/
UCSC-REAL/fair-eval.

1. Introduction

The ability to correctly measure a model’s fairness is crucial
to studying and improving it (Corbett-Davies & Goel, 2018;
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Figure 1. Fairness disparities of models on COMPAS (Angwin
et al., 2016). True (or Proxy): Disparities using ground-truth
sensitive attribute values (or proxy model’s predictions). Forest
(or Tree): Random forest (or decisions tree) models. Observations:
1) Models considered as fair according to proxies can be actually
unfair (True vs. Proxy), giving a false sense of fairness. 2) Fairness
misperception (Forest vs. Tree) can cause practitioners to deploy
wrong models.

Madaio et al., 2022; Barocas et al., 2021). However in prac-
tice it can be challenging since measuring group fairness
requires access to the sensitive attributes of the samples,
which are often unavailable due to privacy regulations (An-
drus et al., 2021; Holstein et al., 2019; Veale & Binns, 2017).
For instance, the most popular type of sensitive information
is demographic information. In many cases, it is unknown
and illegal to collect or solicit. The ongoing trend of privacy
regulations will further worsen the challenge.

One straightforward solution is to use off-the-shelf proxy
or proxy models to predict the missing sensitive attributes.
For example, Meta (Alao et al., 2021) measures racial fair-
ness by building proxy models to predict race from zip
code based on US census data. Twitter employs a simi-
lar approach (Belli et al., 2022). This solution has a long
tradition in other areas, e.g. health (Elliott et al., 2009),
finance (Baines & Courchane, 2014), and politics (Imai
& Khanna, 2016). It has become a standard practice and
widely adopted in the industry due to its simplicity.

Despite the popularity of this simple approach, few prior
works have studied the efficacy or considered the practical
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constraints imposed by ethical concerns. In terms of efficacy,
it remains unclear to what degrees we can trust a reported
fairness measure based on proxies. A misleading fairness
measure can trigger decline of trust and legal concerns. Un-
fortunately, this indeed happens frequently in practice. For
example, Figure 1 shows the estimated fairness vs. true fair-
ness on COMPAS (Angwin et al., 2016) dataset with race as
the sensitive attribute. We use proxy models to predict race
from last name. There are two observations: 1) Models con-
sidered as fair according to proxies are actually unfair. The
Proxy fairness disparities (0.02) can be much smaller than
the True fairness disparities (> 0.10), giving a false sense of
fairness. 2) Fairness misperception can mislead the model
selection. The proxy disparities mistakenly indicate random
forest models have smaller disparities (DP and EOd) than
decision tree models, but in fact it is the opposite.

In terms of ethical concerns, there is a growing worry on
using proxies to infer sensitive information without user con-
sent (Twitter, 2021; Fosch-Villaronga et al., 2021; Leslie,
2019; Kilbertus et al., 2017). Not unreasonably argued, us-
ing highly accurate proxies would reveal user’s private infor-
mation. We argue that practitioners should use inaccurate or
weak proxies whose noisy predictions would add additional
protection to user privacy. However, if we merely compute
fairness in the traditional way, the inaccuracy would prop-
agate from weak proxies to the measured fairness metrics.
To this end, we desire an algorithm that uses weak proxies
only but can still accurately measure fairness.

We ask three questions: (1) Is directly using proxies effica-
cious in measuring fairness? (2) If not, is it possible to ac-
curately evaluate fairness using proxies only? (3) Given the
ethical controversy over inferring user private information,
is it possible to only use weak proxies to protect privacy?

We address those questions as follows:

e Directly using proxies can be misleading: We theoreti-
cally show that directly using proxy models to estimate
fairness would lead to a fairness metric whose estimation
can be off by a quantity proportional to the prediction
error of proxy models and the true fairness disparity (The-
orem 3.2, Corollary 3.3).

e Provable algorithm using only weak proxies: We propose
an algorithm (Figure 2, Algorithm 1) to calibrate the
fairness metrics. We prove the error upper bound of our
algorithm (Theorem 4.5, Corollary 4.7). We further show
three weak proxy models with certain desired properties
are sufficient and necessary to give unbiased fairness
estimations using our algorithm (Theorem 4.6).

e Practical guidelines: We provide a set of practical guide-
lines to practitioners, including when to directly use the
proxy models, when to use our algorithm to calibrate,
how many proxy models are needed, and how to choose
proxy models.

o Empirical studies: Experiments on COMPAS and CelebA
consolidate our theoretical findings and show our cali-
brated fairness is significantly more accurately than base-
lines. We also show our algorithm can lead to better
mitigation results.

The paper is organized as follows. Section 2 introduces
necessary preliminaries. Section 3 analyzes what happens
when we directly use proxies, and shows it can give mis-
leading results, which motivates our algorithm. Section 4
introduces our algorithm that only uses weak proxies and
instructions on how to use it optimally. Section 5 shows our
experimental results. Section 6 discusses related works and
Section 7 concludes the paper.

2. Preliminaries

Consider a K-class classification problem and a dataset
D° := {(xn,yn)|n € [N]}, where N is the number of
instances, x.,, is the feature, and y,, is the label. Denote
by X the feature space, Y = [K] := {1,2,--- , K} the la-
bel space, and (X, Y") the random variables of (z,, y,), Vn.
The deterministic target model f : X — [K] maps X to a
predicted label class f(X) € [K] (Wuetal., 2022). We aim
at measuring group fairness conditioned on a sensitive at-
tribute A € [M] :={1,2,---, M} which is unavailable in
D¢. Denote the dataset with ground-truth sensitive attributes
by D := {(zn, Yn,an)|n € [N]}, the joint distribution of
(X,Y, A) by D. The task is to estimate the fairness metrics
of f on D° without sensitive attributes such that the result-
ing metrics are as close to the fairness metrics evaluated
on D (with true A) as possible. We provide a summary of
notations in Appendix A.1.

We consider three group fairness definitions and their cor-
responding measurable metrics: demographic parity (DP)
(Calders et al., 2009; Chouldechova, 2017), equalized odds
(EOd) (Woodworth et al., 2017), and equalized opportunity
(EOp) (Hardt et al., 2016). All our discussions in the main
paper are specific to DP defined as follows but we include
the complete derivations for EOd and EOp in Appendix.

Definition 2.1 (Demographic Parity). The demographic
parity metric of f on D conditioned on A is defined as:

1
MO = DR
S IB(F(X) = A = a) - B(7(X) = HA = )],
i

Matrix-form Metrics. For later derivations, we define
matrix H as an intermediate variable. Each column of H
denotes the probability needed for evaluating fairness with
respect to f(X). For DP, H is a M x K matrix with

Hia, k] = P(f(X) = k|A = a).
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The a-th row, k-th column, and (a, k)-th element of H are
denoted by H [a], H[:, k|, and H [a, k], respectively. Then
APP(D, f) in Definition 2.1 can be rewritten as:

Definition 2.2 (DP - Matrix Form).

1

A S) = Srar DR

a,a’ €[M]
ke[K]

See definitions for EOd and EOp in Appendix A.2.

Proxy Models. The conventional way to measure fairness
is to approximate A with an proxy model g : X — [M]
(Ghazimatin et al., 2022; Awasthi et al., 2021; Chen et al.,
2019) and get proxy (noisy) sensitive attribute A := g(X).
Note the open-set setting (Wei et al., 2021), where Aand A
come from different spaces, is not considered in this paper.
The input of g can be any subsets of feature X. We write
the input of g as X just for notation simplicity. We define
weak proxies as follows.

Definition 2.3 (Weak Proxy). A proxy model g : X — [M]
is €g-weak if

max P(A=a|lA=a,X =1z) <1— ¢,

zeX
where 0 < ¢y < 1 quantifies the weakness. A larger ¢
indicates a weaker proxy.

Transition Matrix. =~ Define matrix T to be the transi-
tion probability from A to A where (a,a)-th element is
T[a,a) = P(A = a|A = a). Similarly, denote by T}, the
local transition matrix conditioned on f(X) = k, where the
(a, @)-th element is

Tila,a) :=P(A=a|f(X) =k, A=na).

We further define clean (i.e. ground-truth) prior probabil-
ity of Aasp := [P(A = 1),--- ,P(A = M)]" and
the noisy (predicted by proxies) prior probability of A as
p:=[P(A =1),--- ,P(A = M)]". Given only noisy
attributes, there are efficient tools! to estimate T' and p by
generating diagnosis reports without extra training.

3. Proxy Results Can be Misleading

This section provides an analysis on how much the measured
fairness-if using proxies naively-can deviate from the reality.

Using Proxy Models Directly. Consider a scenario with
C proxy models denoted by the set G := {g1,-- , g} The
noisy sensitive attributes are denoted as A, = ge(X),Ve e
[C] and the corresponding target dataset with Ais D :=

"https://github.com/Docta-ai/docta.

> |Hla, k] - H[d,K]|.

{(@ny yn, (@L, -+ ,a9))|n € [N]}, drawn from a distribu-
tion D. Similarly, by replacing A with Ain H, we can
compute H, which is the matrix-form noisy fairness metric
estimated by the proxy model ¢ (or G if multiple proxy mod-
els are used). Define the directly measured fairness metric

of f on D as follows.
Definition 3.1 (Proxy Disparity - DP).

APP(D, 1) ;:m > |Hla, k] - Hld', K]|.
a,a’ €[M]

ke[K]

Estimation Error Analysis. We study the error of proxy
disparity and give practical guidelines implied by analysis.

Intuitively, the estimation error of proxy disparity depends
on the error of the proxy model g. Recall p, p, T and T
are clean prior, noisy prior, global transition matrix, and
local transition matrix. Denote by A and A, the square
diagonal matrices constructed from p and p. We formally
prove the upper bound of estimation error for the directly
measured metrics in Theorem 3.2 (See Appendix B.1 for
the proof).

Theorem 3.2 (Error Upper Bound of Proxy Disparities).
Denote the estimation error of the proxy disparity by

Er®" .= |APP(D, f) — APP(D, f)].

Its upper bound is:

2 = _
Em™<— 3 (hk IAS(T T} — DAS |,
kE[K]

cond. indep. violation

+ 04 | ApTRAG — T ),

error of g

where hy, := 2 Y. Hla, k], 6 := max |Hla, k] — hg|.
a€[M] a€[M)]

It shows the error of proxy disparity depends on:

e hy: The average confidence of f(X) on class k over all
sensitive groups. For example, if f is a crime prediction
model and A is race, a biased f (Angwin et al., 2016) may
predict that the crime (k = 1) rate for different races are
0.1, 0.2 and 0.6 respectively, then hi = w =
0.3, and it is an approximation (unweighted by sample
size) of the average crime rate over the entire population.
The term depends on D and f only (i.e. the true fairness
disparity), and independent of any estimation algorithm.

e 0y The maximum disparity between confidence of f(X)
on class k and average confidence hy, across all sensi-
tive groups. Using the same example, 6; = max(]0.1 —
0.3],10.2 — 0.3],10.6 — 0.3]) = 0.3. It is an approxima-
tion of the underlying fairness disparity, and larger dy,
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Figure 2. Overview of our algorithm that estimates fairness using only weak proxy models. We first directly estimate the noisy fairness
matrix with proxy models (blue arrows), and then calibrate the estimated fairness matrix ( ).

indicates f is more biased on D. The term is also de-
pendent on D and f (i.e. the true fairness disparity), and
independent of any estimation algorithm.

e Conditional Independence Violation: The term is depen-
dent on the proxy model g’s prediction A in terms of the
transition matrix (1" and T};) and noisy prior probability
(p). The term goes to 0 when T' = T}, which implies
A and f(X) are independent conditioned on A. This is
the common assumption made in the prior work (Awasthi
et al., 2021; Prost et al., 2021; Fogliato et al., 2020). And
this term measures how much the conditional indepen-
dence assumption is violated.

e Error of g: The term depends on the proxy model g. It
goes to 0 when T}, = I which implies the error rates of
g’s prediction is 0, i.e. g is perfectly accurate. It measures
the impact of ¢’s error on the fairness estimation error.

Case Study. To help better understand the upper bound,
we consider a simplified case when both f and A are binary.
We further assume the conditional independence condition
to remove the third term listed above in Theorem 3.2. See
Appendix A.3 for the formal definition of conditional inde-
pendence. Please note that we only assume it for the purpose
of demonstrating a less complicated theoretical result, we
do not need this assumption in our proposed algorithm later.
Corollary 3.3 summarizes the result.

Corollary 3.3. For a binary classifier f and a binary sen-
sitive attribute A € {1,2}, when (A L f(X)|A) holds,
Theorem 3.2 is simplified to

Er ana(P(A:1\2:2)+P(A:2|A:1)),

where § = [P(f(X) = 1|A = 1) — P(f(X) = 1|4 = 2)|.

Corollary 3.3 shows the estimation error of proxy dispar-
ity is proportional to the true underlying disparity between
sensitive groups (i.e. ) and the proxy model’s error rates.
In other words, the uncalibrated metrics can be highly inac-
curate when f is highly biased or g has poor performance.

This leads to the following suggestions:

Guidelines for Practitioners. We should only trust the
estimated fairness from proxy models when (1) the proxy
model ¢ has good performance and (2) the true disparity
is small (i.e. the target model f is not highly biased). In
practice, without true sensitive attributes, we can roughly
infer the true disparity based on the problem domain and
known history. For example, racial disparity in hiring is
known to exist for a long time. We only need to know if the
disparity is extremely large or not.

In practice, both conditions required to trust the proxy re-
sults are frequently violated. When we want to measure f’s
fairness, often we already have some fairness concerns and
therefore the underlying fairness disparity is unlikely to be
negligible. And the proxy model g is usually inaccurate due
to privacy concerns (discussed in Section 4.2) and distri-
bution shift. This motivates us to develop an approach for
more accurate estimates.

4. Weak Proxies Suffice

In this section, we show that by properly using a set of proxy
models, we are able to guarantee an unbiased estimate of
the true fairness measures.

4.1. Proposed Algorithm

With a given proxy model g that labels sensitive attributes,
we can anatomize the relationship between the true disparity
and the proxy disparity. The following theorem targets DP
and see Appendix B.2 for results with respect to EOd and
EOp and their proofs.

Theorem 4.1. [Closed-form Relationship (DP)] The closed-
form relationship between the true fairness vector H]:, k]

and the noisy fairness vector H [:, k] is the following:

H[:, k] = (T Ap) 'ApH[:, k], Vk € [K].
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Algorithm 1 Fairness calibration algorithm (DP)
1: Input: A set of proxy models G = {g1,--- ,gc}. Tar-
get dataset D°. Target model f. Transition matrix and
prior probability estimator StatEstimator.

2: 4% + ge(x,),Ve € [C),n
vag))|n € [N}

4 H,p« DirectEst(D, f)

€ [N]

3: 5 — {(l‘n7 Yn, (a"}u e

,fK},ﬁ +— StatEstimator(ﬁ,f)
4.1
— (T] Ap) " ApH]:, K]
2.2
Hd', k]).

i (T

6: Vk € [K] : H[:, k]

7. A(D, f) + MOT-DR a.a’€[M] |H{a, k] —
kelK]

8: Output: The calibrated fairness metric A(D, f)

Algorithm 2 StatEstimator: HOCFair (DP)
1: Input: Noisy dataset D. Target model f.

2: C « #Attribute(D)

3: if C' < 3 then B
4: {(xmyn,( Lo @39)|n € [N]}+Get 2NN(D)
50 D {(@n,yn, @k, ,a°))n € [N]}

6: end if

7: {(ak,a2,a@)|n € [N]} + sample(D)

n»-'nr'n

n»-'ny'n

8: (T,p) < HOC({(ay, a3, a3)|n € [N]})

9: (T
k}), Vk € [K]

—) + HOC({(al,a2,a3)|ln € [NJ, f(z,) =

n?

10: Output: {ﬁ,~-- ,TK}aﬁ

Insights.  Theorem 4.1 reveals that the proxy disparity
and the corresponding true disparity are related in terms of
three key statistics: noisy prior p, clean prior p, and local
transition matrix Tj. Ideally, if we have the ground-truth
values of them, we can calibrate the noisy fairness vectors
to their corresponding ground-truth vectors (and therefore
obtaining the perfectly accurate fairness metrics) usingTh-
eorem 4.1. Hence, the most important step is to estimate
Tk, p, and p without knowing the ground-truth values of A.
Once we have those estimated key statistics, we can easily
plug them into the above equation as the calibration step.
Figure 2 shows the overview of our algorithm.

Algorithm: Fairness calibration. = We summarize the
method in Algorithm 1. In Line 4, we use the sample mean
in the uncalibrated form to estimate H as

SEON

and p as pla)] = P(A = a) ~ + 2N 1(a, = a),va €
[M]. In Line 5, we plug in an existing transition ma-
trix and prior probability estimator to estimate 7}, and p
with only mild adaption that will be introduced shortly.
Note that although we choose a specific estimator, our al-
gorithm is a flexible framework that is compatible with
any StatEstimator proposed in the noisy label litera-
ture (Liu & Chen, 2017; Zhu et al., 2021b; 2022c¢).

= kla, = a))

Details: Estimating Key Statistics. ~ The algorithm re-
quires us to estimate T}, and p based on the predicted A
by proxy models. In the literature of noisy learning, there
exists several feasible algorithms (Liu & Tao, 2015; Scott,
2015; Patrini et al., 2017; Northcutt et al., 2021; Zhu et al.,
2021b). We choose HOC (Zhu et al., 2021b) because it has
stronger theoretical guarantee and lower sample complexity
than most existing estimators. Intuitively, if given three
proxy models, the joint distributions of their predictions
would encode T}, and p, i.e.

P(A;, Ay, A3) = Func({T} }re(x)> P)-

For example, with the chain rule and independence among
proxy predictions conditioned on A, we have:

P(Avl = dhgz = 52723 =a3|f(X)=k)
= > P(A=a|f(X) = k) Ti[a,a1] - Txla, ] - Tia, as).

a€[M]

HOC counts the frequency of different (ﬁl, gg, Avg) pat-
terns to obtain LHS and solve equations to get T}’s in the
RHS.

Algorithm: HOCFair. More specifically, Algorithm 2
shows how we adapt HOC as StatEstimator (in Al-
gorithm 1, Line 5), namely HOCFair. The original HOC
uses one proxy model and simulates the other two based on
clusterability condition (Zhu et al., 2021b), which assumes
T, and its 2-nearest-neighbors share the same true sensitive
attribute, and therefore their noisy attributes can be used to
simulate the output of proxy models. If this condition does
not hold (Zhu et al., 2022c), we can directly use more proxy
models. With a sufficient number of noisy attributes, we
can randomly select a subset of them for every sample as
Line 7, and then approximate T} with T}, in Line 2. In our
experiments, we test both using one proxy model and multi-
ple proxy models. See more details of our implementations
in Appendix C.1 and HOC in Appendix C.2.
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4.2. Requirements of Proxy Models

To use our algorithm, there are two practical questions for
practitioners: 1) what properties proxy models should sat-
isfy and 2) how many proxy models are needed. The first
question is answered by two requirements made in the esti-
mation algorithm HOC:

Requirement 4.2 (Informativeness of Proxies). The noisy
attributes given by each proxy model g are informative, i.e.
Vk € [M], 1) T}, is non-singular and 2) either Ti[a,a] >
P(A = a|f(X) = k) or Ti[a,a] > Ti[a,d’],Vd' # a.

Requirement 4.2 is the prerequisite of getting a feasible
and unique estimate of T}, (Zhu et al., 2021b), where the
non-singular requirement ensures the matrix inverse in The-
orem 4.1 exists and the constraints on Tj[a, a] describes
the worst tolerable performance of g. When M = 2, the
constraints can be simplified as Tj[1, 2] + T%[2, 1] < 1 (Liu
& Chen, 2017; Liu & Guo, 2020), i.e. ¢g’s predictions are
better than random guess in binary classification. If this
requirement is violated, there might exist more than one
feasible estimates of T};, making the problem insoluble.

The above requirement is weak. The proxies are merely
required to positively correlate with the true sensitive at-
tributes. We discuss the privacy implication of using weak
proxies shortly after.

Requirement 4.3 (Independence between Proxies).
The noisy attributes predicted by proxy models
g1(X), - ,9c(X) are independent and identically
distributed (i.i.d.) given A.

Requirement 4.3 ensures the additional two proxy models
provide more information than using only one classifier.
If it is violated, we would still get an estimate but may
be inaccurate. Note this requirement is different from the
conditional independence often assumed in the fairness lit-
erature (Awasthi et al., 2021; Prost et al., 2021; Fogliato
et al., 2020), which is g(X) L f(X)|A rather than ours
91(X) L g2(X) L g3(X)|A.

The second question (how many proxy models are needed)
has been answered by Theorem 5 in Liu (2022), which we
summarize in the following.

Lemma 4.4. [f satisfying Requirements 4.2—4.3, three proxy
models are both sufficient and necessary to identify Ty,.

How to Protect Privacy with Weak Proxies. Intuitively,
weak proxies can protect privacy better than strong prox-
ies since the predictions are noisier, i.e. less informative.
We connect weak proxy’s privacy-preserveness to differ-
ential privacy (Ghazi et al., 2021). Assume misclassifica-
tion probability on A is bounded across all samples, i.e.
Va € [M],d' € [M],a # a”:

maxP(A=alA=a,X =2) <1— e,

zeX

min P(A

zeX
According to the definition of label differential pri-
vacy (Ghazi et al., 2021), we show that the privacy of the
sensitive attribute A, which is the “label” of proxy models,
satisfies In( = 1— 6“ )-DP. See Appendix B.6 for the proof.

=alA=d,X =1z) > €.

In practice, if the above assumption does not hold naturally
by proxies, we can add noise to impose it. When practi-
tioners think proxies are too strong, they can add additional
noise to reduce informativeness, further protecting privacy.
Later we will show in Table 2 that our algorithm is robust in
estimation accuracy when adding noise to proxy predictions.
When we intentionally make the proxies weaker by flipping
predicted sensitive attributes with probability 0.4, resulting
in only 58.45% proxy accuracy, it corresponds to 0.41-DP
(ep = €1 = 0.4) protection.

4.3. Theoretical Guarantee

We theoretically analyze estimation error on our calibrated
metrics in a similar way as in Section 3. Denote by
ADP(D f) the calibrated  DP disparity evaluated on our
calibrated fairness matrix H. We have:

Theorem 4.5 (Error Upper Bound of Calibrated Metrics).
Denote the estimation error of the calibrated fairness met-

rics by Er®® .= |APP(D, ) — APP(D, f)|. Then:

= > A7, 1A HE

ke[K

Erd < | &(Th, B),

1A Ap = T ITT 0 + (1T —
Tk 11 is the error induced by calibration. With a per-

where E(Tk ,p) =

fect estlmator T}, = T}, and Pr = pi, Vk € [K], we have
Er = 0.

Theorem 4.5 shows the upper bound of estimation error
mainly depends on the estimates T} and p, i.e. the following
two terms in e(Ty, P):

|45 Ap ~ TIL|ITeT; 1 and (|1 TLT, .
When the estimates are perfect, i.e. fk = T}, and p; = p,
then both terms go to 0 because A;IAP =Tand T, T, ' =
I. Together with Lemma 4.4, we can show the optimality
of our algorithm as follows.

Theorem 4.6. When Requirements 4.2—4.3 hold for three
proxy models, the calibrated fairness metrics given by Algo-
rithm I with key statistics estimated by Algorithm 2 achieve
zero error, 1.e.

[APP(D, 1) — APP(D, f)] = 0.

Besides, we compare the error upper bound of our method
with the exact error (not its upper bond) in the case of
Corollary 3.3, and summarize the result in Corollary 4.7.
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Corollary 4.7. For a binary classifier f and a binary sen-
sitive attribute A € {1,2}, when (A 1 f(X)|A) and
p = [0.5,0.5] T, the proposed calibration method is guaran-
teed to be more accurate than the uncalibrated measurement,
ie., Er*® < En® if

e1 + eo

max —— =

e(Th,p) <v:1= vk € {1,2}.

Corollary 4.7 shows when the error 5(fk, p) that is induced
by inaccurate fk and p is below the threshold -, our method
is guaranteed to lead to a smaller estimation error compared
to the uncalibrated measurement under the considered set-
ting. The threshold implies that, adopting our method rather
than the uncalibrated measurement can be greatly beneficial
when e; and ey are high (i.e. g is inaccurate) or when the
normalized (true) fairness disparity ”A;F[’:(%ﬁ is high (i.e. f
is highly biased).

4.4. Guidelines for Practitioners

We provide a set of guidelines implied by our theoretical
results.

When to Use Our Algorithm. Corollary 4.7 shows that
our algorithm is preferred over directly using proxies when
1) the proxy model g is weak or 2) the true disparity is large.

How to Best Use Our Algorithm. Section 4.2 implies a
set of principles for selecting proxy models:

i) [Requirement 4.2] Even if proxy models are weak, as
long as they are informative, e.g. in binary case the per-
formance is better than random guess, then it is enough
for estimations.

ii) [Requirement 4.3] We should try to make sure the predic-
tions of proxy models are i.i.d., which is more important
than using more proxy models. One way of doing it is to
choose proxy models trained on different data sources.

iii) [Lemma 4.4] At least three proxy models are prefered.

5. Experiments

Our algorithm is tested on datasets with real-world sensitive
attributes, e.g. gender, race.

5.1. Setup

We test the performance of our method on two real-world
datasets: COMPAS (Angwin et al., 2016) and CelabA (Liu
et al., 2015). We report results on all three group fair-
ness metrics (DP, EOd, and EOp) whose true disparities
(estimated using the ground-truth sensitive attributes) are
denoted by APP(D, f), ABOd(D, f), AFOP(D, f) respec-
tively. We train the target model f on the dataset without

using A, and use the proxy models downloaded from open-
source projects. The detailed settings are the following:

e COMPAS (Angwin et al., 2016): Recidivism prediction
data. Feature X: tabular data. Label Y: recidivism within
two years (binary). Sensitive attribute A: race (black and
non-black).Target models f (trained by us): decision
tree, random forest, boosting, SVM, logit model, and
neural network (accuracy range 66%—70% for all models).
Three proxy models (g1, g2, g3): racial classifiers given
name as input (Sood & Laohaprapanon, 2018) (average
accuracy 68.85%).

e CelabA (Liu et al., 2015): Face dataset. Feature X:
facial images. Label Y': smile or not (binary). Sensitive
attribute A: gender (male and female). Target models f:
ResNet18 (He et al., 2016) (accuracy 90.75%, trained by
us). We use one proxy model (g;): gender classifier that
takes facial images as input (Serengil & Ozpinar, 2021),
and then use the clusterability to simulate the other two
proxy models (as Line 4 in Algorithm 2). Since the
proxy model g; is highly accurate (accuracy 92.55%),
which does not give enough privacy protection, we add
noise to g;’s predicted sensitive attributes according to
Requirement 4.3. We generate the other two proxies (g2
and go) based on g;’s noisy predictions.

Method. We propose a simple heuristic in our algorithm
to stabilize estimation error on Tj. Specifically, we use a sin-
gle transition matrix 7" estimated once on the full dataset D
as Line 8 of Algorithm 2 to approximate T. We name this
heuristic as Global (i.e. T}, =~ T') and the original method
(estimated on each data subset Dy, := {(X,Y, 4)|f(X) =
k},ie Ty =~ fk) as Local. See Appendix D.4 for details.
We compare with two baselines: the directly estimated met-
ric without any calibration (Base) and Soft (Chen et al.,
2019) which also only uses proxy models to calibrate the
measured fairness by re-weighting metric with the soft pre-
dicted probability from the proxy model.

Evaluation Metric.  Let A(D, f) be the ground-truth
fairness metric. For a given estimated metric E, we define
three estimation errors:

Raw Error(E) := |E — A(D, f)|,

Normalized Error(E) := IW7

and

B Raw Error(E)
Raw Error(Base)’

Improvement(E) := 1

where Base is the directly measured metric.
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Table 1. Normalized estimation error on COMPAS. True disparity: ~ 0.2. Average accuracy of weak proxy models: 68.85%.

COMPAS DP Normalized Error (%) | EOd Normalized Error (%) | EOp Normalized Error (%) |
Target models f | Base  Soft Global Local | Base Soft Global Local | Base Soft Global Local
tree 4382 61.26 2229 39.81 | 45.86 6396 23.09 4281 | 5436 70.15 13.27 49.49
forest 4368 6030 19.65 44.14 | 4560 62.85 1856 44.04 | 53.83 69.39 17.51 63.62
boosting 4382 6126 2229 4464 | 4586 6396 2325 49.08 | 5436 70.15 13.11 54.67
SVM 50.61 66.50  30.95 42.00 | 53.72 69.69 32.46 47.39 | 59.70 71.12  29.29 51.31
logit 41.54 60.78 16.98 35.69 | 43.26 63.15 21.42 31.91 | 50.86 65.04 14.90 26.27
nn 41.69  60.55 19.48 3422 | 4334 6299 19.30 4324 | 5450 68.50 14.20 59.95
compas_score 41.28 58.34 11.24 14.66 | 42.43 59.79 11.80 18.65 | 48.78 62.24 5.78 23.80

Table 2. Normalized error on CelebA. We simulate weak proxies by adding noise to predicted attributes according to Requirement 4.3 to
bring down the performance of proxy models. Each row represents the noise magnitude and accuracy of proxy models, e.g. “[0.2, 0.0]

(82.44%)” means T'[1,2

] = 0.2, T[2,1] = 0.0 and accuracy is 82.44%.

CelebA DP Normalized Error (%) | EOd Normalized Error (%) | EOp Normalized Error (%) |.
FaceNet512 Base Soft Global Local | Base Soft Global Local | Base Soft Global Local
[0.2,0.0] (82.44%) | 17.37 11.65 20.58 5.05 25.06  26.99 6.43 0.10 24.69 27.27 11.11 1.07
[0.2, 0 2] (75.54%) | 30.21 31.57 24.25 13.10 | 44.73 46.36 11.26 9.04 37.67 38.77 20.94 27.98
[0.4,0.2] (65.36%) | 51.32 54.56 19.42 1047 | 6290 65.10 11.09 19.15 | 56.51 58.73 23.86 23.55
[0.4,0.4] (58.45%) | 77.76  78.39 9.41 19.80 | 79.31 80.10 24.49 8.02 78.35 79.62 10.61 5.71

5.2. Results and Analyses

COMPAS Results. Table 1 reports the normalized error
on COMPAS (See Table 7 in Appendix D.1 for the other two
evaluation metrics). There are two main observations. First,
our calibrated metrics outperform baselines with a big mar-
gin on all three fairness definitions. Compared to Base, our
metrics are 39.6%—88.2% more accurate (Improvement).
As pointed out by Corollary 4.7, this is because the target
models f are highly biased (Table 6) and the proxy models
g are inaccurate (accuracy 68.9%). As a result, Base has
large normalized error (40-60%). Second, Global outper-
forms Local, since with inaccurate proxy models, Require-
ments 4.2-4.3 on HOC may not hold in local dataset, induc-
ing large estimation errors in local estimates. Finally, we
also include the results with three-class sensitive attributes
(black, white, and others) in Appendix D.2.

CelebA Results.  Table 2 summarizes the key results
(see Appendix D.3 for the full results). First, our algo-
rithm outperform baselines significantly on all fairness defi-
nitions with all noise rates, which validates Corollary 4.7.
When g becomes less accurate, Base’s DP normalized error
increases by more than 10x while our error (Local) only
increases by 3x. Second, unlike COMPAS, Local now out-
performs Global. This is because we add random noise
following Requirement 4.3 and therefore the estimation er-
ror of Local is not increased significantly. This further
consolidates our theoretical findings. Therefore when Re-
quirement 4.3 is satisfied, using Local can give more accu-

rate estimations than Global (see Appendix D.4 for more
discussions). In practice, practitioners can roughly examine
Requirement 4.3 by running statistical tests like Chi-squared
tests on proxy predictions.

Mitigating Disparity. We further discuss the dispar-
ity mitigation built on our method. The aim is to im-
prove the classification accuracy while ensuring fairness
constraints. Partlcularly, we choose DP and test on CelebA,
where APP(D, f ) = 0 is the constraint for our method and
APP(D, f) = 0 is the constraint for the baseline (Base).
Recall ADP(ﬁ, f) is obtained from Algorithm 1 (Line 8),
and D := {(@n, Yn, an)|n € [N]}. Table 3 shows our meth-
ods with popular pre-trained feature extractors (rows other
than Base) can consistently achieve both a lower DP dis-
parity and a higher accuracy on the test data. Besides, our
method can achieve the performance which is close to the
mitigation with ground-truth sensitive attributes. We defer
more details to Appendix D.5.

Guidelines for Practitioners. The above experimental
results lead to the following suggestions:

1) Our algorithm can give a clear advantage over baselines
when the proxy g is weak (e.g. error > 15%) or the target
model f is highly biased (e.g. fairness disparity > 0.1).

2) When using our algorithm, we should prefer Local when
Requirement 4.3 is satisfied, i.e. proxies make i.i.d pre-
dictions; and prefer Global otherwise. In practice, practi-
tioners can use statistical tests like Chi-squared tests to
roughly judge if proxy predictions are independent or not.
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Table 3. Results (averaged by the last 5 epochs) of disparity mit-
igation. Base: Direct mitigation using noisy sensitive attributes.
Ground-Truth: Mitigation using ground-truth sensitive attributes.
Facenet, Facenet 512, etc.: Pre-trained models to generate fea-
ture representations that we use to simulate the other two proxy
models.

CelebA ‘ APP(D® )| Accuracy 1
Base 0.0578 0.8422
Ground-Truth 0.0213 0.8650
Facenet 0.0453 0.8466
Facenet512 0.0273 0.8557
OpenFace 0.0153 0.8600
ArcFace 0.0435 0.8491
Dlib 0.0265 0.8522
SFace 0.0315 0.8568
6. Related Work

Fairness with Imperfect Sensitive Attributes. Although
fair training may be performed with imperfect sensitive at-
tributes (Yan et al., 2020; Kilbertus et al., 2018; Du et al.,
2021; Wei et al., 2023b;d; Tang et al., 2023), the evaluation
of group fairness still heavily relies on the true ones. Ex-
isting methods of evaluating group fairness with imperfect
sensitive attributes mostly fall into two categories. First,
some assume access to ground-truth sensitive attributes on
a data subset or label them if unavailable, e.g. YouTube
asks its creators to voluntarily provide their demographic
information (Wojcicki, 2021). But it either requires labeling
resources or depends on the volunteering willingness, and
it suffers from sampling bias. Second, some works assume
there exist proxy datasets that can be used to train proxy
models, e.g. Meta (Alao et al., 2021) and others (Elliott et al.,
2009; Awasthi et al., 2021; Diana et al., 2022). However,
they often assume proxy datasets and the target dataset are
i.i.d., and some form of conditional independence can be
violated in practice. In addition, since proxy datasets also
contain sensitive information (i.e. the sensitive labels), it
might be difficult to obtain such training data from open-
source projects. The closest work to ours is (Chen et al.,
2019), which also assumes only proxy models. It is only
applicable to demographic disparity, and we compare it in
the experiments. Note that compared to the prior works, our
algorithm only requires realistic assumptions. Specifically,
we drop many commonly made assumptions in the litera-
ture, i.e. 1) access to labeling resource (Wojcicki, 2021), 2)
access to proxy model’s training data (Awasthi et al., 2021;
Diana et al., 2022), 3) data i.i.d (Awasthi et al., 2021), and 4)
conditional independence (Awasthi et al., 2021; Prost et al.,
2021; Fogliato et al., 2020).

Noisy Label Learning. Label noise comes from various
sources, e.g., human annotation error (Xiao et al., 2015;

Wei et al., 2022d; Agarwal et al., 2016) and model pre-
diction error (Lee et al., 2013; Berthelot et al., 2019; Zhu
et al., 2022b), which can be characterized by transition
matrix on label (Liu, 2022; Bae et al., 2022; Yang et al.,
2021; Zhu et al., 2022a). The undesired effect of noisy
labels can be alleviated by either designing robust loss func-
tions/regularizers (Wei et al., 2020; Cheng et al., 2023; Wei
et al., 2022c; 2023c; Wang et al., 2021a; Zhu et al., 2021a;
Cheng et al., 2021; Wei & Liu, 2021; Wei et al., 2022b)
or cleaning datasets (Zhu et al., 2022a), where the noise
transition matrix is important in designing robust loss func-
tions (Patrini et al., 2017; Liu & Tao, 2015; Xia et al., 2019;
Zhu et al., 2021b). Applying the noise transition matrix
to ensure fairness is emerging (Wang et al., 2021b; Liu &
Wang, 2021; Lamy et al., 2019). There exist two lines of
work for estimating the transition matrix. The first line relies
on anchor points (samples belonging to a class with high
certainty) or their approximations (Liu & Tao, 2015; Scott,
2015; Patrini et al., 2017; Xia et al., 2019; Northcutt et al.,
2021). These works require training a neural network on
the data pairs (X, A := ¢g(X)). The second line of work,
which we leverage, is data-centric (Liu & Chen, 2017; Liu
et al., 2020; Zhu et al., 2021b; 2022c¢) and training-free. The
main idea is to check the agreements among multiple noisy
attributes as discussed in Appendix C.2.

7. Conclusions and Discussions

Although it is appealing to use proxies to estimate fairness
when sensitive attributes are missing, its ethical implications
are causing practitioners to be cautious about adopting this
approach. However simply giving up this practical and pow-
erful solution shuts down the chance of studying fairness
on a large scale. In this paper, we have offered a viable
solution, i.e. by using only weak proxies, we can protect
data privacy while still being able to measure fairness. To
this end, we design an algorithm that, though only based on
weak proxies, can still provably achieve accurate fairness
estimations. We show our algorithm can effectively mea-
sure and mitigate bias, and provide a set of guidelines for
practitioners on how to use proxies properly. We hope our
work can inspire more discussions on this topic since the
inability to access sensitive attributes ethically is currently a
major obstacle to studying and promoting fairness.
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Ethics Statement

Our goal is to better study and promote fairness. Without a promising estimation method, given the increasingly stringent
privacy regulations, it would be difficult for academia and industry to measure, detect, and mitigate bias in many real-world
scenarios. However, we need to caution readers that, needless to say, no estimation algorithm is perfect. Theoretically, in
our algorithm, if the transition matrix is perfectly estimated, then our method can measure fairness with 100% accuracy.
However, if Requirements 4.2—4.3 required by our estimator in Algorithm 2 do not hold, our calibrated metrics might have a
non-negligible error, and therefore could be misleading. In addition, the example we use to explain terms in Theorem 3.2 is
based on conclusions from (Angwin et al., 2016). We do not have any biased opinion on the crime rate across different
racial groups. Furthermore, we are fully aware that many sensitive attributes are not binary, e.g. race and gender. We use
the binary sensitive attributes in experiments because 1) existing works have shown that bias exists in COMPAS between
race black and others and 2) the ground-truth gender attribute in CelebA is binary. We also have experiments with three
categories of races (black, white, others) in Appendix D.2. We summarize races other than black and white as others since
their sample size is too small. Finally, all the data and models we use are from open-source projects, and the bias measured
on them do not reflect our opinions about those projects.

Appendix
The Appendix is organized as follows.

e Section A presents a summary of notations, more fairness definitions, and a clear statement of the assumption that is
common in the literature. Note our algorithm does not rely on this assumption.

o Section B presents the full version of our theorems (for DP, EOd, EOp), corollaries, and the corresponding proofs.

e Section C shows how HOC works and analyzes why other learning-centric methods in the noisy label literature may not
work in our setting.

e Section D presents more experimental results.

A. More Definitions and Assumptions

A.1. Summary of Notations

Table 4. Summary of key notations

Notation ‘ Explanation
G:={91," " ,9c} C proxy models for generating noisy sensitive attributes
X,Y, A, and A= g9(X) Random variables of feature, label, ground-truth sensitive attribute, and noisy sensitive attributes
Ty Yn, An The n-th feature, label, and ground-truth sensitive attribute in a dataset
N,K,M The number of instances, label classes, categories of sensitive attributes
[N]:={1,--- ,N} A set counting from 1 to N
X, f: X = [K] Space of X, target model
D° = {(zp,yn)|n € [N]} Target dataset
D = {(xn, Yn,an)n € [N]} D¢ with ground-truth sensitive attributes
D = {(@n,yn, (@%,---,a))|n € [N]} D¢ with noisy sensitive attributes
(X,Y,A) ~D,(X,Y,A) ~D Distribution of D and D
u € {DP,EQOd, EOp} A unified notation of fairness definitions, e.g., EOd, EOp, EOd
AY(D, f), E“(ﬁ, ), 3“(5, 1) True, (direct) noisy, and calibrated group fairness metrics on data distributions
AY(D, f), E“(ﬁ, ), 3“(5, 1) True, (direct) noisy, and calibrated group fairness metrics on datasets
H.Hla|,H[:, k|, H[a, k] Fairness matrix, its a-th row, k-th column, (a, k)-th element
H Noisy fairness matrix with respect to A
T, Tla,a] := P(A = a|A = a) Global noise transition matrix
Ty, Tila,a] :=P(A = A =a, f(X) = k) | Local noise transition matrix
pi=[PA=1),--- ,P(A=M)]|T Clean prior probability
p=PA=1),-- ,P(A=M)T Clean prior probability
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A.2. More Fairness Definitions
We present the full version of fairness definitions and the corresponding matrix form for DP, EOd, and EOp as follows.

Fairness Definitions. We consider three group fairness (Wang et al., 2020; Cotter et al., 2019; Chen et al., 2022)
definitions and their corresponding measurable metrics: demographic parity (DP) (Calders et al., 2009; Chouldechova,
2017), equalized odds (EOd) (Woodworth et al., 2017), and equalized opportunity (EOp) (Hardt et al., 2016).

Definition 2.1 (Demographic Parity). The demographic parity metric of f on D conditioned on A is defined as:

1
ATCD = DR
S IB(F(X) = kA = a) - B(7(X) = HA = )],
s

Definition A.1 (Equalized Odds). The equalized odds metric of f on D conditioned on A is:
1
ABYD fy= — —— P(f(X)=kY =y, A=a) - P(f(X) = kY =y, A=d)|.
®.1) = 3G =1 /ZG[M] PF(X) = kY =y, A= a) = P(F(X) = kIY =y,4 =a)|
ke(K]ye[K]

Definition A.2 (Equalized Opportunity). The equalized opportunity metric of f on D conditioned on A is:

1

AEOP(D7 f) — m

S OP(A(X) = 1Y = 1,A=a) = P(f(X) = 1Y = 1,A = d)|.

a,a’ €[M]

Matrix-form Metrics.  To unify three fairness metrics in a general form, we represent them with a matrix H. Each
column of H denotes the probability needed for evaluating fairness with respect to classifier prediction f(X). For DP,
H{:, k] denotes the following column vector:

H[:, k] = [P(f(X) = klA=1),-- ,P(f(X) = klA=M)]".

Similarly for EOd and EOp, let k ® y := K (k — 1) + y be the 1-d flattened index that represents the 2-d coordinate in
f(X) xY, H[:,k ® y] is defined as the following column vector:

H[k@y) = [P(f(X) =kY =y, A=1),-- \P(f(X) =k|]Y =y, A= M)]".

The sizes of H for DP, EOd and EOp are M x K, M x K2, and M x 1 respectively. The noise transition matrix related

to EOd and EOp is T}y, where the (a, @)-th element is denoted by Tygy[a,a] :=P(A =a|f(X) =k, Y =y, A= a).

A.3. Common Conditional Independence Assumption in the Literature

We present below a common conditional independence assumption in the literature (Awasthi et al., 2021; Prost et al., 2021;
Fogliato et al., 2020). Note our algorithm successfully drops this assumption.

Assumption A.3 (Conditional Independence). A and f(X) are conditionally independent given A (and Y for EOd, EOp):
DP: P(A = a|f(X) = k,A=a) = P(A =a|A =a),Va,a € [M],k € [K].
(i.e.A L f(X)|A).
EOd/EOp: P(A=a|f(X) =k Y =y, A=a) =P(A=a|lY =y, A =a),Va,a € [M], k,y € [K].
(i.e.A L f(X)]Y, A).
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B. Proofs
B.1. Full Version of Theorem 3.2 and Its Proof

Denote by T}, the attribute noise transition matrix with respect to label y, whose (a, @)-th element is T}, [a, a] := P(A =
a|A = a,Y =y). Note it is different from T};,. Denote by T}, the attribute noise transition matrix when f(X) = k and
Y =y, where the (a,@)-th element is Tigyla,a] := P(A = a|f(X) = kY =y, A = a). Denote by p, := [P(A =
1Y =y),--- ,P(A=K|Y = )] and p, := [P(A = 1|Y = y),--- ,P(A = K|Y = y)]T the clean prior probabilities
and noisy prior probability, respectively.

Theorem 3.2 (Error Upper Bound of Noisy Metrics) Denote by Er™®" := |A%(D, f) — A%(D, f)| the estimation error of
the directly measured noisy fairness metrics. Its upper bound is:

e DP:

2 - _ _ _
By < = D | P [ AS(T T T = DA 461 [|ApTiA ;" — I
ke[K]

cond. indep. violation error of g

where hy, := & Y Hla, k], 6 == 11615,\)4(] |Ha, k] — hgl.

a€[M]
e EOd:
2 _ _
Ermggq < =8 Do | Prey 1As, (T Thay — DAG L +0key 1Ap, TeoyAg) — Il
ke[K],ye[K] 1. ind o
cond. indep. violation error of g
where hgy = 55 > Hla, k@ Y], dpey = maX |H[a, k ® y] — hrgyl-

aE[]VI]
e EOp: We obtain the result for EOp by simply lettlng k=1landy =1, ie,

ErrrEag)vp <2 Z hk®y ||A ( 1Tk®y -DA 1;1,1”1 +0key ||Apka®yA1;yl I
k=1,y=1

cond. indep. violation error of g

where hygy == 17 Y. Hla, k@), Skey = max |Hla,k @ y] — hrgyl-
aE[]\/[]

Proof. The following proof builds on the relationship derived in the proof for Theorem 4.1. We encourage readers to check
Appendix B.2 before the following proof.

Recall Ty [a,d’] := P(A =d'|A=a,Y =y). Note
Ap,1=T A, 1 (T,)) 'As,1=Ap 1.
Denote by -
H[:7 k® y} = hk®y1 + Viwy,
where hygy 1= 25 Yo P(f(X) =k|A =a,Y =y). We have
ApyH[ k (24 y] = hk®yA 1 + A 'Uk®y = hk®y( ) Apy]- + pr1 ’Uk®y
We further have
ﬁ[: k®y]

— (A5 Ty Ap, — I) HI: k@ y) + HE k@ y]

:Bk®yAt1T,j®y(TT)—1A,5y1 + A;le,j®yApyvk®y — hrgyl — Vkgy + H: k@]

“hreyAp) (T, (T)7 = 1) Ap, 1+ (A5 1T, Ap, — 1) vrsy + H[ k@ g,
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Noting |A| — |B| < |A+ B| < |A| + |B|, we have | |A + B| — |B| | < |A|. Therefore,

| |(ea — ea) THE: k@ ]|~ |(ea — ea) THI: k@ y]] |
_ _ T
§hk®y‘(ea—e&/)TAﬁy (T, They — 1) Aﬁy1’ (Term 1)

+ ’(ea —ea)" (A;;T,j®yApy - I) v,@y‘ : (Term 2)

Term-1 and Term-2 can be upper bounded as follows.

Term 1: With the Holder’s inequality, we have

Bk@y’( ea)TA ( 1Tk®y I)T

gy — 1) A,,ylH

<hk®y lea — earlly HApy

<2hk®y

A (T Ty — 1) Ap 1|

.
sy | AL (T, Thay 1) Ap,

sy |[Ap, (T Tray — 1) A5

Y

1

Term 2: Denote by iz, = ma}(] |Hla,k ®y] —
ac

Holder’s inequality, we have

'(ea — ea,)T (A;;Tk—r@yAm — I) v;@y‘
<l|lea — ea|1 H (A;;le@)yApy - I) Vkey -
<2 | (A5 Ty Ap, = T) ks

<2010y || A7 TioyAp, — I

:26k®y HApka@)yA;yl _ IHl

Wrap-up:

‘ ‘(671 —ex) HI: k®y]‘ —|(ea —ea) "H[: k@ y]| ‘

<L2hiy HAm (T, 'Thay — I) Ap) H1 + 20k0y

-1
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Denote by Azgy .= |Hla, k ® y]| — H[@, k ® y]| the noisy disparity and Azg; = |Hla,k®y]— H[d, k ® y]| the clean
disparity between attributes @ and &’ in the case when f(X) = k and Y = y. We have

AFOY(D, f) — AF(D, )|

1 aa aa
STEI IS
a,a’ €[M],k,y€[K]
< 2 h As (T'T, IHAZ! ) Ap ThoyAZt — T
STanT<ap> voy |[Ap, (T, Ty — 1) A5l|| + ke |[Ap, ThoyA! 1|

a,a’€[M],k,y€[K]

2 - _ _ _
k JWYE[K]

The results for DP can be obtained by dropping the dependence on Y = g, and the results for EOp can be obtained by
letting k = 1land y = 1. O

B.2. Full Version of Theorem 4.1 and Its Proof

Recall p, p, T and T}, are clean prior, noisy prior, global transition matrix, and local transition matrix defined in Sec. 2.
Denote by A and A, the square diagonal matrices constructed from p and p.

Theorem 4.1 (Closed-form relationship (DP,EOd,EOp)). The relationship between the true fairness vector A" and the
corresponding noisy fairness vector h" writes as

h* = (T*"Apu) *Asuh®, Vu e {DP,EOd, EOp},

where A . and Ap. denote the square diagonal matrix constructed from p* and p“, u unifies different fairness metrics.
Particularly,

o DP (Vk € [K]): pPP := [P(A=1),--- ,P(A=M)]T,p°P := [P(A=1),--- ,P(A = M)]T. TP := T}, where the

(a, a)-th element of Ty, is Ti[a, a] := P(A = a|f(X) =k, A = a).
hOF = H[: k] := [P(f(X) = k|A= 1), P(f(X) = k|A = M)]"
PP := HI:, k) = [P(f(X) = k|A=1),--- ,P(f(X) = k|A = M)]T
D

o EOd and EOp (Vk,y € [K],u € {EQOd,EOp}): Vk,y € [K]: k @y := K(k—1) +y. p" :=py = [P(A=1]Y =
y), P(A=M|Y =y)]T, p* = p, := [P(A = 1|Y =y),--,P(A = MY = y)]". T" := Tyg,, where the
(a, a)-th element of Ty, 18 Treyla,a] :=P(A=a|f(X) =k Y =y, A=a).

B = H[,k@y] = [PF(X) = K|Y = g, A= 1), \B(/(X) = HIY =y, A= 2)]"
R = Hok@y] = [PU(X) = BY =y, A= 1), B(F(X) = KY =y, A= M)]T
Proof. We first prove the theorem for DP, then for EOd and EOp.
Proof for DP. In DP, each element of hPP satisfies:
P(f(X) = kA = a)
:zae[M] P(f(X)=k,A=a,A=a)

Y PA=alf(X) =k, A=a)-P(A=a) P(f(X) = klA=a)
P(A = a)
Recall T}, is the attribute noise transition matrix when f(X) = k, where the (a, @)-th element is T [a,a] := P(A =
a|lf(X) =k, A=a). Recallp:=[P(A=1),--- ,P(A=M)]T andp := [P(A=1),--- ,P(A = M)] the clean prior

probabilities and noisy prior probability, respectively. The above equation can be re—written as a matrix form as
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H[: k] = AS'T)) A HI: K,

which is equivalent to

H[:, k] = (T))Ap) " A HI: k).

Proof for EOd, EOp. In EOd or EOp, each element of h satisfies:

PY=y,A=a
e PA=lf(X) = kY =y, A=a) - P(Y =y, A= a)-P(f(X) = kY =y, A = )
P(Y =y, A=a)
Denote by Tiey the attribute noise transition matrix when f(X) = k and Y = y, where the (a,a)-th element is
Treyla, a] = ]P( =alf(X ) =k, Y =y,A=a). Denote by p, := [P(A=1|Y =y),--- ,P(A=K|Y =y)]" and
py = [P(A=1Y =vy),--- ,P(A= K|Y = y)]" the clean prior probabilities and noisy prior probability, respectively.

The above equation can be re-written as a matrix form as
H[: k) = A T, Ay HI: K],
which is equivalent to
H. k| = (T})y,Ap,) ' Ap, HI:, K].
Wrap-up. We can conclude the proof by unifying the above two results with u. [

B.3. Proof for Corollary 3.3

Proof. When the conditional independence (Assumption A.3)
PA=d|A=aY =y)=PA=d|A=qa, f(X)=kY =y),Vd,a € [M]

holds, we have T}, = T}g, and Term-1 in Theorem 3.2 can be dropped. For Term-2, to get a tight bound in this specific
case, we apply the Holder’s inequality by using [, norm on e; — €5/, i.e.,

’(ea — ea,)T (A;;T,;r@yApy — I) vk®y‘
<llea — eallo | (A7, Ty Ap, —T) vicy |
= (45,7 A, — 1) i

<K Gy | A7 T A, — 1

1
K Gy [ Ap, Trou Ay 1|
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Therefore,
’ﬁEOd(ﬁa f) - AEOd(D7 f)‘

1 _
<% Z Orey HApka@)yAp’yl - IH

k,y€[K] h
1 _
k,y€[K]
1 .
LS el
k,y€[K]

where T)[a,a] = P(A=a|A=a,Y =y).

Special binary case in DP  In addition to the conditional independence, when the sensitive attribute is binary and the label
class is binary, considering DP, we have

APP(B, f) — APP(D, f)| < 200 |T - 1|,
where T),[a,a] = P(A = alA = ). Let T,[1,2] = e1,T,[2,1] = ea, we know

TI=<162 €1 )
€9 1—61

and
ADP(IZAjvf) - ADP(Da f)‘ S 251@ : (61 + 62)~

Note the equality in above inequality always holds. To prove it, firstly we note

Yaep PA=alf(X) =k A=a) -P(A=a) P(f(X) =klA=a)
P(A = @)
Y e PA = a[A=a)-P(A =a) P(f(X) = k|A = a)
P(A = a)
> P(A=alA=a) P(f(X) =klA=a),

i.e. H[:, k] = T H[:, k]. Denote by H[:, 1] = [h, h/] T. We have (& # a')
(ea — ea) THE )| = b= 1| -1 = 1 — al,

and

‘(6& — ea/)TH[:’ 1” = ‘h — h/|
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Therefore, letting a = 1,a = 2, we have

‘KDP(ZS,]”) B ADP(ID7f)‘

:% Z ‘ ‘(el—eQ)TH ’—|61—62)TH[ k” ‘
ke{1,2}

:‘ ‘(el —ey) HI:, 1]‘ ~[(er — e2) "HI[:,1]| ‘

—h— K| Jer +es|

=4 (e1 + e2),

where § = |P(f(X) =1]A=1) — P(f(X) = 1|A = 2)|. Therefore, the equality holds.

B.4. Proof for Theorem 4.5
Theorem 4.5 (Error upper bound of calibrated metrics). Denote the error of the calibrated fairness metrics by ErrCal =
|A“(D, f) — A¥(D, f)|. It can be upper bounded as:

e DP:

Ergd < — Z A, IApH: K]l (T, B),
ke (K]

where s(Tk,p) =[A, "Ap — Iy ||Tk A - Tk |1 is the error induced by calibration.
e EOd:

2 S R
Enthe< i3 ) 852 11Ap, FE o ]| 2(Tesys ),

ke[K],y€[K]
where s(fkm, Dy) = ||A1[T,y1 Ap, —1I|)1 \\Tk®yfkf§y\|1 +||I - Tk®yf“,;®1y||1 is the error induced by calibration.
e EOp:
| ~
Entd, <2 HA H |Ap, H[: k@ y]|| _ &(Thay, By)s
k=1,y=1
where &(Tkgy, Py) i= ||A;3Apy — 1|1 HTk®y’1A“k_@}yH1 + || I — Tk®yf,;§y||1 is the error induced by calibration.

Proof. We prove with EOd.

Consider the case when f(X) = k and Y = y. For ease of notations, we use T to denote the estimated local transition

matrix (should be fk@)y). Denote the noisy (clean) fairness vectors with respect to f(X) = kand Y = y by h (h). The
error can be decomposed by

(€0 — )T (A @) Ap, )| = |(e0 — )T (A7) (T,) " Ap, )| ’

= (e —eu)T (45~ A;)E) A B)

Term-1

+

(ea =)™ (ALHTT) Mg, R )| = [(ea = ea)” (A, (T,) ' Ap,R))| '

Term-2

Now we upper bound them respectively.

21



Weak Proxies are Sufficient and Preferable for Fairness

Term-1:
(e — e (852 = ApHET) ' Ap )|
9len - ew T( )(ThoyT~) " Ap, H, k®y]>‘
(b)‘ e r( Ap, — )A;legTApyH[ k®y])‘

<2(A;Ap, — 1) HOO |A7| Il | Ap, HE k@

=2, l1ap, HE Ryl (A7 A, - D|_I1Ts1,).
where equality (a) holds due to

Ap, H[: k ® y) = Ty, Ap, H[: k ® ]
and equality (b) holds because we denote the error matrix by T, i.e.
T = T; ' Thgy < Ts = TroyT "

Term-2: Before preceeding, we introduce the Woodbury matrix identity:

(A+UCV) '=A"'—A"'UC'+vAlU)'vA!
Let A := T,;'—@y, C=1,V :=1,U .= TT — T,;'—®y. By Woodbury matrix identity, we have

(T")™
=(Tizy + (T" =~ T5,))""

—~ —~ —1
~(T,) ™ = (TL,) '@ - TL,) (T+ (L) @ - TL,))  (Th,)

Term-2 can be upper bounded as:

(0 =€) (Mg (T7) ' Ap,B)| — (e _ea’)T(A;;(TJ®y)_IAﬁyE)"

(a)

(en =) (A ()" = (T) (7 =Ty (14 (@) (F7 = T) (1)) M)

)

<

~ ~ —1 ~
(e =€) (Mgl (T @7 = T, (T4 (T0,) (7~ T,))  (T) "8, ) \

e MG (T (BT = Ty (14 (o) (07 = Ts,)) (1, g,

<2 |[Apll | @) @ 1L, (T4 (@) @ - TL,) <TJ®y>*1AﬁﬁH

=2 || Ap || (1 + (0% @ T, 1) (T4 (@) @ - TL,) (TJm)‘lAﬁJLH
—2|A;) [I— (1+ @5 @ - TJm))”] (TJm)*AmEH

=2(|A5} (I - Tk@y'f_l)T (Tisy) " Ap,h ‘

22)a5) (Tdsw) A B|_

()

=2||Ap, || I = Tsll, [|Ap, HI: k@]l

where the key steps are:
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e (a): Woodbury identity.
e (b): Holder’s 1nequa11ty
e (C): T= TS T;@y and triangle inequality

o (d):
ﬁ[:, E®y] = A;;T,CT(@yApyH[:, k®y]
& (T, " Ap, HI k@ y] = Ap, H[: k@ y).

Wrap-up Combining the upper bounds of Term-1 and Term-2, we have (recovering full notations)

(e —ea)” (AGHET) Ap R )|~ [(ea = ea)T (A1 (Tils,) " Ap, B) \|

<2 A A HE ko, (A7 A, = D] _I1T501, + 17— T51),)

=2jaz| Ian Bk oulll, (45040 = D] [Re i, + 1= Tien i)
Denote by Ezg; .= |H][a, k ® y] — H[@, k ® y]| the calibrated disparity and Azg; = |H[a,k®y| — H[d', k ® y]| the
clean disparity between attributes @ and @’ in the case when f(X) = k and Y = y. We have

‘EEOd(ﬁ f) - AEOd(zD,f)’

1 aa
S]\4(]\4 —1)K?2 Z ‘Ak®y Ak®y
a,a’'€[M] k,yelK]
2 -1 -1 -1
<iz, & A hn b sull (Ja5 8, - D] BB, < - Befid] )

k,y€e[K]

The above inequality can be generalized to DP by dropping dependency on y and to EOp by requiring k = 1 and y = 1.
O

B.5. Proof for Corollary 4.7
Proof. Consider DP. Denote by H[:,k = 1] = [h, h']T. We know § = |h — h/|/2 = APP(D, f)/2. Suppose p < 1/2,
A, = 1/pand

|ApH[:, k]| . = max(ph, (1 —p)h').

oo

Recall
(T}, p) = | Ay Ay — I\ | TeTy |y + | T =TT, s

By requiring the error upper bound in Theorem 4.5 less than the exact error in Corollary 3.3, we have (when k = 1)

A | 1A HT: K]l e(Th, p) <6+ (e1 + e2)

0-(ex+e

(Tkvp > 1 (1 2)
Az | AR HE Kl

elfp) < — D@t

max(h, (1 —p)h'/p)

If p = 1/2, noting max(h, h’') = (|Jh + h'| + |h — h'|)/2, we further have (when k = 1)

(Tk p) < |lh =1 (€1+€2)_ ept+ex  erte
e N s R e Ry
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To make the above equality holds for all k£ € {1, 2}, we have

(Tk,p)< max %,Vke{l 2}.
wetia 1+ Gnsls

B.6. Differential Privacy Guarantee
We explain how we calculate the differential privacy guarantee.

Suppose P(A = a]A = a,X) <1—epand P(A = a|A = d/, X) > €,,VX,a € [M],a’ € [M],a # a’. Then following
the result of Ghazi et al. (2021), we have

P(RandResponse(a) = ) _ P(A = a|A = a, X) _ max [P’( =ad=0a,X) _1-«
P(RandResponse(a’) = a) — }P’(Z =alA=a,X) min P(A = =alA=da X) €1

153

) l—eg

Then we know € = In(=—*¢). In practice, if proxies are too strong, i.e. In(=-"2) is too large, we can add additional noise to
reduce their 1nf0rmat1veness and therefore better protect privacy. For example, in experiments of Table 2, when we add
40% of random noise and reduce the proxy model accuracy to 58.45%, the the corresponding privacy guarantee is at least
0.41-DP. To get this value, noting the proxy model’s accuracy of individual feature is not clear, we consider a native worst
case that the model has an accuracy of 1 on some feature. Then by adding 40% of the random noise (random response), we
have

1-04
0.4

e=In < 0.41,

corresponding to at least 0.41-DP.
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C. More Discussions on Transition Matrix Estimators

In this section, we extend HOCFair to a general form which can be used for EOd and EOp (Appendix C.1). For readers
who are interested in details about HOC, we provide more details in Appendix C.2. We also encourage the readers to read
the original papers (Zhu et al., 2021b; 2022c¢). For other possible estimators, we briefly discuss them in Appendix C.3.

C.1. HOCFair: A General Form

Due to space limit, we only introduced the HOCFair specially designed for DP(only depending on f(X)) in the main paper.
Now we consider a general fairness metric depending on both f(X) and Y. According to the full Version of Theorem 4.1
in Appendix B.2, we need to estimate T}, and p,, Vk € [K],y € [K]. We summarize the general form of HOCFair
in Algorithm 3. In this general case, our Global method in experiments adopt Tyg, ~ T and Dy = Dy, Vy € [K]. For
example, considering EOp with binary attributes and binary label classes, we will estimate 4 noise transition matrices and 2
clean prior probabilities for Local, and 1 noise transition and 2 clean prior probabilities for Global.

Algorithm 3 StatEstimator: HOCFair (General)

1: Input: Noisy dataset D. Target model f.

2: C « #attribute(D)

3: if C' < 3 then ~
4. {(l'n7yn7(a}w 7@20))‘,” € [N]}%GetZNN(D)
5: .5<_{(xn7yn7(d»];m 7&510))‘77‘6 [N]}

6: end if

7: {(al,a2,a®)|n € [N]} < sample(D)

8: (T,p) + HOC({(ak,a2,a%)ln € [N]})
9: fory € [K] do

10: (Tray, By) < HOC({(ak,a2,a3)n € [N], f(z) = k,Y =y}), Vk € [K]
11: end for

12: Output: T, {Tyey | k € [K],y € [K]}, {py, | y € [K]}

C.2. HOC

HOC (Zhu et al., 2021b) relies on checking the agreements and disagreements among three noisy attributes of one feature.

For example, given a three-tuple (@}, a2, a2 ), each noisy attribute may agree or disagree with the others. This consensus
1 =2 =3

pattern encodes the information of noise transition matrix 7T". Suppose (d,,, d;,,d;,) are drawn from random variables
(A'] A% A3) satisfying Requirement 4.3, i.e.

P(A' = j|AY = i) = P(A% = j|A? = i) = P(A® = j|A® = i) = T};, Vi, j.
Specially, denote by B _ _
=PA' =2(A' =1) =P(A? =2|A* = 1) = P(A® = 2|4% = 1),
=P(A' = 1]A' =2) = P(A2 = 1|A% = 2) = P(4® = 1]A% = 2).
Note A! = A% = A3. We have:
o First order equations:
D=PA ' =1)- (1 —e)) +P(A' =2) ¢
P(A' =2) =P(A' = 1) -e; + P(A' = 2) - (1—62)
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e Second order equations:

P(A'=1,A2=1)=P(A' =1,A2 = 1A' =1) - P(A' = 1)+ P(A! = 1,42 = 1|]A* = 2) - P(A} = 2)
=(1—e)? PA' =1) +e3-P(A' =2).

Similarly,

o

P(A' =1,A’=2) = (1 —e1)es - P(A" = 1) 4 ea(l —e2) - P(A' = 2)
P(A' =2,A=1)=(1—-e1)er -P(A" = 1) 4+ ea(1 —e2) - P(A' = 2)
P(A' =2,A> =2) =] - P(A' = 1)+ (1 —e2)? - P(A' = 2).

e Third order equations:

PA'=1,A2=1,A%=1)=(1—-e1)® P(A' =1) + €5 -P(A' =2)

P(A' =1,A> =1,A* =2) = (1 —e1)%es - P(A' = 1) + (1 — e2)e3 - P(A' = 2)
PA' =1,A> =2, A =2) = (1 —e1)e] - P(A' = 1) + (1 — e2)es - P(A' = 2)
P(A' =1,A> =2,A° =1) = (1 —e1)%e1 - P(A' = 1) + (1 — e2)e3 - P(A' = 2)
P(A' =2,A2 =1,A°=1) = (1 —e1)%es - P(A' = 1) + (1 — e2)es - P(A' = 2)
P(A' =2,A> =1,A*=2) = (1 —e1)e] - P(A' = 1) + (1 — e2)’ea - P(A' = 2)
PA' =2,A2 =2, A =1) = (1 —e1)e] - P(A' = 1) + (1 — e2)%eq - P(A' = 2)
P(A' =2,A> =2, A =2) =¢} P(A' = 1)+ (1 —e2)® - P(A" = 2).

With the above equations, we can count the frequency of each pattern (LHS) as (é[l], ¢, 6[3]) and solve the equations. See
the key steps summarized in Algorithm 4.

Algorithm 4 Key Steps of HOC
1: Input: A set of three-tuples: {(a},a?,a )|n € [N]}

n»'n? 77/

2: (e, el By < countFreq({(al,aZ,a)|n € [N]})

mni)'n) 'n

3: Find T such that match the counts (&', [, ¢B)
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C.3. Other Estimators That Require Training

Many estimators (Liu & Tao, 2015; Scott, 2015; Patrini et al., 2017; Northcutt et al., 2021; Li et al., 2022; Xia et al., 2020)
require extra training with target data and proxy model outputs, which introduces extra cost. Moreover, it brings a practical
challenge in hyper-parameter tuning given we have no ground-truth sensitive attributes. For example, the model may become
over-confident (Liu, 2021) and need calibration (Wei et al., 2022a; 2023a; Xia et al., 2021). We tried such approaches but
failed to get good results.

These estimators mainly focus on training a new model to fit the noisy data distribution. The intuition is that the new model
has the ability to distinguish between true attributes and wrong attributes. In other words, they believe the prediction of
new model is close to the true attributes. It is useful when the noise in attributes are random. However, this intuitions is
hardly true in our setting since we need to train a new model to learn the noisy attributes given by an proxy model, which
are deterministic. One caveat of this approach is that the new model is likely to fit the proxy model when both the capacity
of the new model and the amount of data are sufficient, leading to a trivial transition matrix estimate that is an identity
matrix, i.e., T' = I. In this case, the performance is close to Base. We reproduce (Northcutt et al., 2021) follow the setting
in Table 9 (no additional random noise) and summarize the result in Table 5, which verifies that the performance of this kind
of approach is close to Base.

Table 5. Normalized error (x 100) of a learning-centric estimator.

Method | DP Global DP Local EOd Global EOd Local EOp Global EOp Local
Base 15.33 / 4.11 / 2.82 /
(Northcutt et al., 2021) 15.37 15.49 4.07 4.02 2.86 2.95
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D. Full Experimental Results

D.1. Full Results on COMPAS

‘We have two tables in this subsection.

e Table 6 shows the raw disparities measured on the COMPAS dataset.
e Table 7 is the full version of Table 1.

Table 7. Performance on the COMPAS dataset. The method with minimal normalized error is bold.

Table 6. Disparities in the COMPAS dataset

True Uncalibrated Noisy

COMPAS | pp Eod EOp DP EOd EOp
tree 0.2424 0.2013 0.2541 0.1362 0.1090 0.1160
forest 0.2389 0.1947 0.2425 0.1346 0.1059 0.1120
boosting 0.2424 0.2013 0.2541 0.1362 0.1090 0.1160
SVM 0.2535 0.2135 0.2577 0.1252 0.0988 0.1038
logit 0.2000 0.1675 0.2278 0.1169 0.0950 0.1120
0.2318 0.1913 0.2359 0.1352 0.1084 0.1073
compas_score | 0.2572 0.2217 0.2586 0.1511 0.1276 0.1324

COMPAS

DP Normalized Error (%) |

EQOd Normalized Error (%) |

EOp Normalized Error (%) |

Base  Soft Global Local | Base  Soft Global Local | Base  Soft Global Local

tree 43.82 61.26 22.29 39.81 45.86 63.96 23.09 42.81 54.36 70.15 13.27 49.49
forest 43.68  60.30 19.65  44.14 | 4560  62.85 18.56  44.04 | 53.83  69.39 17.51 63.62
boosting 43.82 61.26 22.29 44.64 45.86 63.96 23.25 49.08 54.36 70.15 13.11 54.67
SVM 50.61 66.50 3095  42.00 | 53.72 69.69 3246 4739 | 59.70  71.12 2929 5131
logit 41.54 60.78 16.98 35.69 43.26 63.15 21.42 3191 50.86 65.04 14.90 26.27

nn 41.69  60.55 19.48 3422 | 4334 6299 19.30 4324 | 5450  68.50 1420  59.95
compas_score | 41.28 58.34 11.24 14.66 42.43 59.79 11.80 18.65 48.78 62.24 5.78 23.80

DP Raw Disparity | EOd Raw Disparity | EOp Raw Disparity |
tree 0.1362  0.0939 0.1884  0.1459 | 0.1090 0.0726 0.1548 0.1151 | 0.1160 0.0759 0.2204 0.1283
forest 0.1345 0.0948 0.1919 0.1334 | 0.1059 0.0723 0.1586 0.1090 | 0.1120 0.0743  0.2001  0.0882
boosting 0.1362  0.0939 0.1884 0.1342 | 0.1090 0.0726 0.1545 0.1025 | 0.1160 0.0759 0.2208 0.1152
SVM 0.1252  0.0849 0.1750  0.1470 | 0.0988 0.0647 0.1442 0.1123 | 0.1038 0.0744 0.1822  0.1255
logit 0.1169 0.0784 0.1660 0.1286 | 0.0950 0.0617 0.1316 0.1140 | 0.1120 0.0797 0.1939  0.1680
nn 0.1352  0.0915 0.1867 0.1525 | 0.1084 0.0708 0.1544 0.1086 | 0.1073 0.0743  0.2024  0.0945
compas_score | 0.1510 0.1072 0.2283 0.2195 | 0.1276 0.0891 0.1955 0.1803 | 0.1324 0.0976 0.2436  0.1970
DP Raw Error | EOd Raw Error | EOp Raw Error |
tree 0.1062 0.1485 0.0540 0.0965 | 0.0923 0.1288 0.0465 0.0862 | 0.1381 0.1782 0.0337  0.1257
forest 0.1043  0.1440 0.0469 0.1054 | 0.0888 0.1224 0.0361 0.0858 | 0.1306 0.1683  0.0425 0.1543
boosting 0.1062 0.1485 0.0540 0.1082 | 0.0923 0.1288 0.0468 0.0988 | 0.1381 0.1782 0.0333  0.1389
SVM 0.1283 0.1685 0.0785 0.1064 | 0.1147 0.1488 0.0693 0.1012 | 0.1538 0.1833 0.0755 0.1322
logit 0.0831 0.1215 0.0340 0.0714 | 0.0724 0.1057 0.0359 0.0534 | 0.1159 0.1482 0.0339  0.0598
nn 0.0966 0.1404 0.0452 0.0793 | 0.0829 0.1205 0.0369 0.0827 | 0.1286 0.1616 0.0335 0.1414
compas_score | 0.1062 0.1500 0.0289 0.0377 | 0.0941 0.1325 0.0261 0.0413 | 0.1261 0.1609 0.0150 0.0615
DP Improvement (%) 1 EQOd Improvement (%) © EOp Improvement (%) ©

tree 0.00 -39.79  49.15 9.15 0.00  -39.48  49.65 6.64 0.00  -29.05  75.60 8.96
forest 0.00 -38.05 55.01 -1.06 0.00 -37.83 59.30 3.42 0.00 -28.89 67.47 -18.18
boosting 0.00 -39.79  49.15 -1.87 0.00  -39.48  49.30 -7.04 0.00  -29.05  75.89 -0.57
SVM 0.00 -31.40 38.83 17.02 0.00 -29.72 39.57 11.78 0.00 -19.12 50.93 14.05
logit 0.00 -46.30  59.12 14.08 0.00  -4598 5047 26.24 0.00  -27.87 70.70 4835

nn 0.00 -45.23 53.27 17.93 0.00 -45.34 55.47 0.23 0.00 -25.69 73.94 -10.01
compas_score | 0.00 -4133 7277 64.48 0.00 -40.92  72.20 56.04 0.00 -27.59  88.15 51.21
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D.2. Experiments on COMPAS With Three-Class Sensitive Attributes

We experiment with three categories of sensitive attributes: black, white, and others, and show the result in Table 8. Table 8
shows our proposed algorithm with global estimates is consistently and significantly better than the baselines, which is also
consistent with the results from Table 1.

Table 8. Normalized estimation error on COMPAS. Each row is a different target model f.

COMPAS DP Normalized Error (%) | EQOd Normalized Error (%) | EOp Normalized Error (%) |
True disparity: ~ 0.2 | Base Soft Global Local | Base Soft Global Local |

tree 24.87 59.98 13.84 25.16 | 30.15 63.13 13.11 27.84 | 4242  68.50 4.46 43.54
forest 2394 58.67 10.00 26.64 | 29.19 61.66 11.61 33.85 | 41.53 67.50 1.77 45.03
boosting 24.87 59.98 13.84 25.44 | 30.15 63.13 15.74 3320 | 42.42  68.50 6.19 47.85
SVM 40.37 67.02 25.96 3473 | 49.57 71.56 29.33 4291 | 56.55 73.66 17.69 37.74
logit 16.71 58.46 7.39 22.17 | 17.23  60.64 7.02 2538 | 2224 59.77 13.48 26.13
nn 18.60  58.05 5.38 16.58 | 2291 61.42 5.90 22.63 | 33.55 65.23 0.94 4584
compas_score 29.00 59.17 10.02 31.32 | 3343 62.05 12.15 36.03 | 39.93 65.31 438 44.82

D.3. Full Results on CelebA

‘We have two tables in this subsection.

e Table 9 is the full version of Table 2.
e Table 10 is similar to Table 9, but the error metric is changed to Improvement defined in Section 5.1.

Table 9. Normalized Error on CelebA with different noise rates

DP Normalized Error (%) | EOd Normalized Error (%) | EOp Normalized Error (%) |

CelebA Base Soft Global Local | Base Soft Global Local | Base Soft Global Local

Facenet [0.0, 0.0] 1533 1254 22.17 10.89 4.11 6.46 7.54 0.26 2.82 0.34 12.22 2.93
Facenet [0.2, 0.0] 739 11.65  20.75 10.82 | 25.05 26.99 9.87 6.63 24.69 27.27 11.55 2.71
Facenet [0.2, 0.2] 30.24  31.57 2427 8.45 4471 4636  15.10 3.99 37.67 3877  21.79 16.73
Facenet [0.4, 0.2] 51.37 5456  20.12 20.66 | 62.94 65.10 3.45 3.67 56.53 5873 15.75 2.70
Facenet [0.4, 0.4] 77.82  78.39 8.76 2194 | 7936 80.10 5132 148.05 | 7839 79.62 7138  146.20
Facenet512[0.0,0.0] | 15.33 1254  21.70 7.26 4.11 6.46 4.85 0.52 2.82 0.34 11.80 3.24
Facenet512[0.2,0.0] | 7.37 11.65  20.58 5.05 25.06  26.99 6.43 0.10 24.69 2727 11.11 1.07
Facenet512[0.2,0.2] | 30.21 31.57  24.25 13.10 | 4473 4636  11.26 9.04 37.67 3877  20.94 27.98
Facenet512[0.4,0.2] | 51.32 5456  19.42 10.47 | 6290 65.10  11.09 19.15 | 56.51 5873  23.86 23.55
Facenet512 [0.4,0.4] | 77.76  78.39 9.41 19.80 | 79.31 80.10 24.49 8.02 7835 79.62 10.61 5.71
OpenFace [0.0, 0.0] 1533 1254 1031 9.39 4.11 6.46 10.43 5.03 2.82 0.34 0.56 0.93
OpenFace [0.2, 0.0] 739  11.65 8.93 6.60 25.05 26.99 9.86 13.01 | 24.69 27.27 1.08 10.96
OpenFace [0.2,0.2] | 30.24 31.57 13.32 21.46 | 4474 46.36 7.56 1588 | 37.69 38.77 5.90 7.40
OpenFace [0.4,0.2] | 51.39 5456  10.66 25.16 | 62.96 65.10 6.47 2494 | 56.55 58.73 6.11 47.12
OpenFace [0.4,0.4] | 77.84 78.39 1.60 117.27 | 79.38 80.10  34.00 19.47 | 7841 79.62  37.42 31.99
ArcFace [0.0, 0.0] 1533 1254 19.59 9.69 4.11 6.46 5.72 0.23 2.82 0.34 11.16 3.85
ArcFace [0.2, 0.0] 739 1165 1774 7.74 25.05  26.99 6.18 1.82 24.69  27.27 8.81 3.37
ArcFace [0.2, 0.2] 30.19  31.57  21.77 8.97 4477 4636  12.12 1891 | 37.69 3877  21.19 17.99
1
1

ArcFace [0.4,0.2 51.32 5456 1733 4452 | 6291 65.10  14.66 29.74 | 56.53 5873  24.39 4.92
ArcFace [0.4, 0.4 77719 78.39 8.38 84.37 | 79.34 80.10 8.31 165.03 | 7839 79.62 16.98 62.34

Dlib [0.0, 0.0] 1533 1254 15.09 5.30 4.11 6.46 4.87 425 2.82 0.34 9.74 2.32
Dlib [0.2, 0.0] 735 1165 1439 1.06 25.07  26.99 3.78 2.63 24.69 27.27 7.09 2.36
Dlib [0.2, 0.2] 30.23 3157 16.78 1.95 4477  46.36 9.50 11.28 | 37.72 3877 15.88 22.43
Dlib [0.4, 0.2] 51.40 5456  12.83 17.69 | 6296 65.10 10.34 11.47 | 56.57 5873  18.90 11.17
Dlib [0.4, 0.4] 77.84  78.39 0.46 96.58 | 79.38 80.10 7.99 86.36 | 7841 79.62 8.45 14.78
SFace [0.0, 0.0] 1533 1254 17.00 471 4.11 6.46 4.04 3.91 2.82 0.34 9.36 3.28

[
SFace [0.2, 0.0] 741 1165 1518 1.94 25.04  26.99 3.31 8.82 24.69  27.27 7.24 13.05
SFace [0.2, 0.2] 3022 31.57 18.16 2095 | 4472  46.36 4.58 2093 | 37.67 3877 11.55 34.72
SFace [0.4, 0.2] 51.35 5456 1472 4896 | 62.92 65.10 2.95 68.93 | 56.51 5873 15.22 68.85
SFace [0.4, 0.4] 7778 78.39 3.37 31.25 | 79.33 80.10 21.56 178.21 | 7837 79.62  20.03 86.59

D.4. Discussions on Global

Global is a heuristic to better estimate T}, when T}, cannot be estimated stably. According to Theorem 4.5, when T}s are
accurately estimated, we should always rely on the local estimates as Line 2 of Algorithm 2 to achieve a zero calibration
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Table 10. Improvement on CelebA with different noise rates

DP Improvement (%) 1 EQOd Improvement (%) 1 EOp Improvement (%) 1

CelebA Base Soft Global Local | Base Soft Global Local | Base Soft Global Local

Facenet [0.0, 0.0] 0.00 1822 -4458 2899 | 0.00 -57.38 -83.62 93.64 0.00  88.05 -333.85 -3.97
Facenet [0.2, 0.0] 0.00 -57.70 -180.88 -46.45 | 0.00 -1.75 60.60 73.52 0.00 -10.44  53.24 88.80
Facenet [0.2, 0.2] 0.00 -4.39 19.75 72.05 | 0.00 -3.69 66.22 91.07 0.00 -2.92 42.17 55.58
Facenet [0.4, 0.2] 0.00 -6.20 60.83 59.79 | 0.00 -3.44 94.51 94.17 0.00 -3.90 72.13 95.23
Facenet [0.4, 0.4] 0.00 -0.73 88.74 71.81 0.00 -0.94 35.33 -86.56 0.00 -1.57 8.94 -86.50
Facenet512 [0.0, 0.0] | 0.00 1822 -41.50 52,65 | 0.00 -57.38 -18.15 87.29 0.00  88.05 -319.18 -15.09
Facenet512[0.2,0.0] | 0.00 -58.10 -179.28 31.43 | 0.00 -7.70 74.32 99.58 0.00 -10.44  54.98 95.68
Facenet512[0.2,0.2] | 0.00 -4.51 19.72 56.64 | 0.00 -3.64 74.81 79.78 0.00 -2.92 44.40 25.73
Facenet512 [0.4,0.2] | 0.00 -6.32 62.17 79.60 | 0.00 -3.50 82.37 69.55 0.00 -3.94 57.78 58.33
Facenet512 [0.4,0.4] | 0.00 -0.81 87.90 74.54 | 0.00 -1.00 69.12 89.89 0.00 -1.63 86.45 92.71
OpenFace [0.0, 0.0] 0.00 18.22 32.76 3875 | 0.00 -57.38 -154.12  -22.45 0.00  88.05 80.03 67.15
OpenFace [0.2, 0.0] 0.00 -57.70  -20.83 10.69 | 0.00 -1.75 60.65 48.05 0.00 -10.44  95.64 55.62
OpenFace [0.2, 0.2] 0.00 -4.38 55.97 29.06 | 0.00 -3.62 83.11 64.51 0.00 -2.86 84.35 80.38
OpenFace [0.4, 0.2] 0.00 -6.16 79.25 51.05 | 0.00 -3.41 89.72 60.39 0.00 -3.86 89.19 16.67
OpenFace [0.4, 0.4] 0.00 -0.71 97.94  -50.65 | 0.00 -0.92 57.17 75.47 0.00 -1.54 52.28 59.20
ArcFace [0.0, 0.0] 0.00 1822 -27778 3678 | 0.00 -57.38 -39.45 94.31 0.00  88.05 -296.25 -36.65
ArcFace [0.2, 0.0] 0.00 -57.70 -140.07 -4.72 0.00 -1.75 75.31 92.72 0.00 -10.44  64.32 86.37
ArcFace [0.2,0.2] 0.00 -4.56 27.91 70.28 | 0.00 -3.55 72.94 57.76 0.00 -2.86 43.79 52.27
[ ]
[ 1

ArcFace [0.4,0.2 0.00 -6.31 66.22 13.25 | 0.00 -3.49 76.69 52.72 0.00 -3.90 56.85 91.29
ArcFace [0.4, 0.4 0.00 -0.78 89.23 -8.47 0.00 -0.97 89.53  -108.01 | 0.00 -1.57 78.34 20.47

Dlib [0.0, 0.0] 0.00 18.22 1.56 65.46 | 0.00 -57.38 -18.55 -3.43 0.00 88.05 -245.95 17.61

Dlib [0.2, 0.0] 0.00 -5850 -9579  85.62 | 0.00 -7.66 84.90 89.53 0.00 -10.44  71.30 90.42
Dlib [0.2, 0.2] 0.00 -4.43 44.49 93.54 | 0.00 -3.53 78.78 74.80 0.00 -2.80 57.89 40.54
Dlib [0.4, 0.2] 0.00 -6.15 75.03 65.59 | 0.00 -3.39 83.58 81.78 0.00 -3.82 66.59 80.25
Dlib [0.4, 0.4] 0.00 -0.71 99.41 -24.07 | 0.00 -0.92 89.94 -8.80 0.00 -1.54 89.22 81.15
SFace [0.0, 0.0] 0.00 1822 -1087  68.87 | 0.00 -57.38 1.61 4.85 0.00  88.05 -23248 -16.46
SFace [0.2, 0.0] 0.00 -57.31 -10491 73.84 | 0.00 =779 86.78 64.75 0.00 -10.44  70.66 47.12
SFace [0.2, 0.2] 0.00 -4.45 39.93 30.68 | 0.00 -3.67 89.76 53.18 0.00 -2.92 69.34 7.82

SFace [0.4, 0.2] 0.00 -6.24 71.34 4.66 0.00 -3.47 95.32 -9.55 0.00 -3.94 73.06  -21.85
SFace [0.4, 0.4] 0.00 -0.78 95.67 59.82 | 0.00 -0.98 7282  -124.64 | 0.00 -1.60 7444 -10.49

error. However, in practice, each time when we estimate a local fk, the estimaior would introduce certain error on the Tk
and the matrix inversion in Theorem 4.1 might amplify the estimation error on T}, each time, leading to a large overall error
on the metric. One heuristic is to use a single global transition matrix T" estimated once on the full dataset D as Line 8 of
Algorithm 2 to approximate T} Intuitively, 7' can be viewed as the weighted average of all T};’s to stabilize estimation error
(variance reduction) on T},. Admittedly, the average will introduce bias since the equation in Theorem 4.1 would not hold
when replacing T} with T'. The justification is that the error introduced by violating the equality might be smaller than
the error introduced by using severely inaccurately estimates of Tj,’s. Therefore, we offer two options for estimating T},
in practice: locals estimates T}, ~ Tk and global estimates T}, ~ T. Although it is hard to guarantee which option must
be better in reality, we report the experimental results using both options and provide insights for choosing between both
estimates in Sec. 5.2.

D.5. Disparity Mitigation With Our Calibration Algorithm

We apply our calibration algorithm to mitigate disparity during training. Specifically, the local method is applied on the
CelebA dataset. The preprocess of the dataset and generation of noisy sensitive attributes are the same as the experiments in
Table 2. The backbone network is ViT-B_8 (Dosovitskiy et al., 2020). The aim is to improve the classification accuracy
while ensuring DP, where A(D f) = 0 s the constraint during training. Specifically, the optimization problem is

N
S UF(2n)s yn)

s.t. AD,f)=

where { is the cross-entropy loss. Recall ﬁ(ﬁ, f) is obtained from our Algorithm 1 (Line 8), and D := {(2,, yn, @n)|n €
[N]}. Noting the constraint is not differentiable since it depends on the sample counts, i.e.,

Hla, k] =P(f(X) = k|A = a) Z L(f(zp = klan = a@)).
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To make it differentiable, we use a relaxed measure (Madras et al., 2018; Wang et al., 2022) as follows:

N
Ha K =PfX) =HA=d)~ — 3 fu.lH,

where f,, [k] is the model’s prediction probability on class k, and IV; is the number of samples that have noisy attribute a.
The standard method of multipliers is employed to train with constraints (Boyd et al., 2011). We train the model for 20
epochs with a stepsize of 256. Table 3 shows the accuracy and DP disparity on the test data averaged with results from
the last 5 epochs of training. From the table, we conclude that, with any selected pre-trained model, the mitigation based

on our calibration results significantly outperforms the direct mitigation with noisy attributes in terms of both accuracy
improvement and disparity mitigation.
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