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Abstract001

Graphical User Interface (GUI) agents extend002
large language models from text generation to003
action execution in real-world digital environ-004
ments. Unlike conversational systems, GUI005
agents perform irreversible operations such006
as submitting forms, granting permissions, or007
deleting data, making trustworthiness a core re-008
quirement. This survey identifies the execution009
gap as a key challenge in building trustworthy010
GUI agents: the misalignment between per-011
ception, reasoning, and interaction in dynamic,012
partially observable interfaces. We introduce a013
workflow-aligned taxonomy that decomposes014
trust into Perception Trust, Reasoning Trust,015
and Interaction Trust, showing how failures016
propagate across agent pipelines and compound017
through action/observation loops. We system-018
atically review benign failure modes and ad-019
versarial attacks at each stage, together with020
corresponding defense mechanisms tailored to021
GUI settings. We further analyze evaluation022
practices and argue that task completion alone023
is insufficient for trust assessment. We high-024
light emerging trust-aware metrics and bench-025
marks that capture error cascades and the se-026
curity/utility trade-off, and outline open chal-027
lenges for deploying GUI agents safely and028
reliably.029

1 Introduction030

The emergence of GUI agents marks a fundamen-031

tal transition in how AI systems interact with the032

digital world. Unlike chatbots that generate text033

responses, GUI agents take actions, clicking but-034

tons, filling forms, and navigating websites that035

produce immediate, often irreversible, real-world036

consequences (Nguyen et al., 2024a; Wang et al.,037

2024b; Xie et al., 2024). This shift from generation038

to execution fundamentally changes the stakes of039

AI trustworthiness. The contrast is clear: when a040

language model hallucinates in a conversation, the041

user can simply ignore the response; when a GUI042

agent hallucinates a button that doesn’t exist and 043

clicks the wrong element, it might authorize an un- 044

intended purchase, delete important files, or expose 045

sensitive information (Yang et al., 2024; Levy et al., 046

2024). The cost of failure is no longer measured in 047

user dissatisfaction but in tangible harm. 048

We argue that the core challenge underlying GUI 049

agent trustworthiness is what we term the Execu- 050

tion Gap: the fundamental disconnect between 051

three levels of agent operation. Perceptual Fidelity 052

requires correctly mapping visual pixels or Docu- 053

ment Object Model (DOM) structures to semantic 054

understanding of interface elements. Reasoning 055

Fidelity demands maintaining logical consistency 056

across multi-step plans in environments that change 057

between actions. Interaction Fidelity involves trans- 058

lating intended actions into precise coordinates or 059

commands that achieve the desired effect. This 060

gap explains why techniques successful for static 061

LLM applications often fail for GUI agents (Zheng 062

et al., 2024; Chae et al., 2024). For instance, a 063

model that excels at describing what it sees in an 064

image may still click the wrong button because it 065

cannot reliably map its understanding to actionable 066

coordinates. A planner that generates coherent step 067

sequences may fail when a pop-up dialog invali- 068

dates its plan mid-execution. 069

Existing surveys on LLM trustworthiness ad- 070

dress privacy, bias, and hallucination (Liu et al., 071

2023c; Weidinger et al., 2022; Gan et al., 2024). 072

Although these concerns apply to GUI agents, 073

three characteristics make GUI-specific analysis 074

essential. First, irreversibility: text generation 075

is infinitely reversible, users simply regenerate, 076

but GUI actions often cannot be undone, as sent 077

emails, deleted files, and completed transactions 078

persist (Hua et al., 2024). This asymmetry de- 079

mands different safety architectures than those de- 080

signed for conversational AI. Second, dynamic en- 081

vironments: unlike static documents, GUIs change 082

constantly through DOM updates, loading states, 083
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pop-ups, and A/B testing, meaning the interface an084

agent perceives may differ from the interface it acts085

upon milliseconds later (Ma et al., 2024). Trust086

must account for environmental non-stationarity.087

Third, action-observation loops: GUI agents op-088

erate in closed loops where each action changes089

the environment, affecting subsequent observations,090

and errors compound as a wrong click leads to an091

unexpected screen, which leads to further misinter-092

pretation (Wu et al., 2025a).093

This survey makes three primary contributions.094

First, we present a workflow-aligned taxon-095

omy organizing trustworthiness around Perception096

Trust (§3), Reasoning Trust (§4), and Interaction097

Trust (§5), reflecting how vulnerabilities propagate098

through agent pipelines. Second, we provide a099

comprehensive analysis of defense mechanisms100

integrated within each trust dimension, revealing101

how mitigations must be stage-specific. Third, we102

analyze evaluation methodologies (§6) with em-103

phasis on the security-utility trade-off that defines104

practical deployment decisions. Figure 1 presents105

our “Risk & Mitigation Landscape”, a unified view106

mapping threats to agent modules and their real-107

world impacts, which serves as a roadmap for this108

survey.109

2 Foundations: The GUI Agent Pipeline110

Before analyzing trustworthiness, we establish the111

foundations of GUI agents by examining their exe-112

cution pipeline, the existing execution gap at each113

stage, and the limitations of standard LLM safety114

in agentic settings.115

2.1 Pipeline Architecture116

GUI agents typically operate through three inter-117

connected stages: perception, reasoning, and inter-118

action (Lu et al., 2023; Wang et al., 2024b).119

Perception converts raw interface inputs, such120

as screenshots, DOM structures, accessibility trees,121

or hybrid representations, into a semantic under-122

standing of the interface state (Wu et al., 2024b;123

Nong et al., 2024). This stage answers the question:124

What elements exist, and what do they represent?125

Existing approaches span pure vision-based per-126

ception using multimodal large language models127

(MLLMs) (Zheng et al., 2024), structured pars-128

ing of HTML and accessibility APIs (Deng et al.,129

2023), and hybrid designs that combine visual130

and structural cues for improved robustness (Wang131

et al., 2024a). Recent work on universal visual132

grounding further argues that fully visual percep- 133

tion with pixel-level action execution can rival or 134

surpass text-augmented methods (Gou et al., 2024). 135

Reasoning operates on the perceived state and 136

task instructions to determine the next action. 137

This includes task decomposition, progress track- 138

ing, and decision-making over possible action se- 139

quences (Gu et al., 2024; Zhu et al., 2025; Koh 140

et al., 2024b). The core question is: What should 141

I do next to achieve the goal? Recent advances 142

introduce world models that simulate action out- 143

comes (Chae et al., 2024), hierarchical planning 144

frameworks that separate high-level goals from low- 145

level actions (Liu et al., 2025), and multi-agent sys- 146

tems that distribute reasoning across specialized 147

agents (Srinivas et al., 2024; Sengupta et al., 2024). 148

Interaction executes the selected action by trans- 149

lating abstract intentions (e.g., “click the submit 150

button”) into concrete interface operations such as 151

mouse clicks or touch events (Koh et al., 2024a). 152

This stage addresses the question: How is the 153

intended action physically performed? Reliable 154

interaction requires accurate coordinate mapping, 155

synchronization with dynamic UI elements, and 156

verification that the intended effect actually oc- 157

curs (Guan et al., 2024). 158

2.2 The Execution Gap at Each Stage 159

Each stage of the pipeline introduces a distinct 160

grounding challenge that directly affects trustwor- 161

thiness. 162

Perceptual Fidelity concerns the alignment be- 163

tween raw interface signals and semantic represen- 164

tations. Misalignment often arises from the par- 165

tial and modality-specific interface observations. 166

For instance, accessibility APIs expose structured 167

yet incomplete views of the interface, while DOM 168

parsing emphasizes logical structure but overlooks 169

visual layout (Deng et al., 2023; Yang et al., 2024). 170

Incorporating visual modalities introduces new fail- 171

ure modes, as MLLMs can be manipulated by ad- 172

versarial visual inputs that bypass textual safety 173

alignment (Gao et al., 2024). Empirical studies 174

further show that GUI grounding models remain 175

highly sensitive to visual perturbations and reso- 176

lution changes across mobile, desktop, and web 177

environments (Zhao et al., 2025). 178

Reasoning Fidelity requires maintaining coher- 179

ent and adaptive plans over long action sequences. 180

Unlike static QA tasks, GUI agents must update be- 181

liefs after each action, handle unexpected states, 182

and revise plans when assumptions fail. Cur- 183
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1. Attacks & Threats

Reasoning Attacks 
(Prompt Injection, Logic Exploits)

Interaction Attacks 
(UI Redressing, Timing Attacks)

Perception Attacks 
(Adversarial Inputs, DOM Injection)

Perception Trust
(Raw Inputs: Screenshots, DOM 

→Perceptual Fidelity: 
Mapping Pixels to Semantic State)

2. GUI Agent Pipeline & Trust Stages (Execution Gap)

Reasoning Trust
Reasoning Trust

(Semantic State → Reasoning Fidelity: 
Planning, State Tracking 

→ Action Plan)

Interaction Trust
Interaction Trust

(Action Plan → Interaction Fidelity:
 Coordinate Mapping, Execution 

→ Executed Action)

Error Cascades Error Cascades

Defense Mechanisms
Robust Grounding, 
Multi-modal Checks

Defense Mechanisms
Self-check, World Models, 
Verification Protocols

Defense Mechanisms
Action Verification, 
Coordinate Validation

Error Cascades

3. Real-world 
Consequences
(Irreversible Impact)

Data Leakage, Unintended Auth, Privacy 
Violation

Financial Loss, System Corruption, 
Service Disruption

Figure 1: Risk & Mitigation Landscape. This diagram maps the threat landscape of GUI agents across three
dimensions: (1) specific attack vectors targeting each pipeline stage, (2) how vulnerabilities propagate through the
perception-reasoning-interaction workflow, and (3) the real-world consequences of failures. Dashed arrows indicate
error cascades and defense interventions. The diagram highlights that attacks on upstream modules (perception) can
cascade downstream, amplifying impact.

rent LLM-based agents often lack internal world184

models, leading to repeated irreversible actions185

and cascading errors in long-horizon tasks (Chae186

et al., 2024). More broadly, the inability to rea-187

son about long-term consequences fundamentally188

limits grounding in dynamic environments (Piatti189

et al., 2024). Recent analyses further reveal a mis-190

match between reasoning and execution: correct191

reasoning does not guarantee successful execution,192

and successful execution may conceal flawed rea-193

soning (Dong et al., 2025).194

Interaction Fidelity depends on precise action195

execution under variable interface conditions. Even196

when an agent correctly identifies a target element,197

mapping it to reliable pixel-level actions remains198

error-prone across screen resolutions, layouts, and199

device types (Zhao et al., 2024). These challenges200

are amplified in mobile environments, where agents201

must handle diverse screen sizes, touch interactions,202

and platform-specific behaviors (Yang et al., 2024;203

Nong et al., 2024).204

2.3 Why Standard LLM Safety Falls Short205

Conventional LLM safety mechanisms, such as206

output filtering, refusal training, and alignment,207

are designed for static, text-based interactions (Liu208

et al., 2023c). They assume that outputs can be209

reviewed before causing harm (e.g., users can de-210

tect and ignore unsafe responses), and that fail-211

ures occur in isolated interactions. GUI agents212

violate these assumptions: actions execute immedi-213

ately, consequences may be opaque to users, and er- 214

rors compound through closed action–observation 215

loops (Kumar et al., 2024). 216

Empirical evidence shows that refusal-trained 217

LLMs often fail to preserve safety behaviors when 218

deployed within agents, even when the same back- 219

bone model behaves safely in chatbot settings (Ku- 220

mar et al., 2024). This breakdown in safety trans- 221

fer indicates that conversation-centric alignment 222

may not generalize to agentic execution. More- 223

over, the compositional nature of GUI agents in- 224

troduces multiple interacting attack surfaces that 225

are not captured by existing LLM safety evalua- 226

tions (Gan et al., 2024; Wu et al., 2025a). Recent 227

studies suggest that stronger reasoning capabili- 228

ties can amplify catastrophic risks in autonomous 229

agents, including deceptive behavior and unsafe 230

autonomous action (Xu et al., 2025). 231

3 Perception Trust 232

Perception trust focuses on whether agents cor- 233

rectly interpret observed interface states. Because 234

errors at this stage propagate downstream, percep- 235

tual robustness is foundational to overall trustwor- 236

thiness. We categorize perception failures into 237

two classes: visual hallucination and adversarial 238

attacks, as shown in Figure 2. 239

3.1 The Visual Hallucination Problem 240

Visual hallucination, acting on nonexistent ele- 241

ments or misinterpreting existing ones, is a percep- 242
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Inputs 
(Screenshot & DOM)

GUI AgentPerception 
(MLLM) & Failures

Defenses & 
Outcomes

Organic 

Hallucination
Semantic 

Interpretation: 
Delete Account
(Misinterpretati

on of Attribute)

Example: Misinterpreting 
element function or attribute

Adversarial Attack

 (Visual 
Perturbation)

Perception 
Module 
(MLLM)

Adversari

al Attack 
(Structural 
Injection)

Semantic 

Interpretation: 
Execute Malicious 

Instruction 

(Hidden Command)
Example: WIPI, 

AdvWeb (Hidden 
DOM text)

GUI Agent Perception 
(MLLM) & Failures

Defensive
Mechanisms

Cross-Modal
Verification

Inconsistency
Deleted

Correct Semantic 
State (Verified)

Action: 
Click "Submit 

Order" button

Incorrect 
Semantic State 
(Failure/Attack)

Action: 
[Erroneous or 

Malicious Action]

Semantic 

Interpretation: 
Buy Now 

(Targeted Hijack)
Example: 

Imprompter, 
ARE (Imperceptible 

noise)

Figure 2: Failures and Defenses. The diagram illus-
trates how organic hallucinations and adversarial attacks
(visual & structural) distort the agent’s semantic inter-
pretation of the GUI. Defensive mechanisms like input
filtering and cross-modal verification are shown as in-
terventions to ensure a correct semantic state.

tion failure mode in GUI agents (Bai et al., 2024;243

Chen et al., 2024b). Prior work identifies multiple244

hallucination mechanisms. Liu et al. (2023a) de-245

scribe object hallucination, where agents perceive246

UI elements absent from screenshots, a problem247

exacerbated in mobile settings with repetitive de-248

sign patterns. Jiang et al. (2024a) analyze attribute249

hallucination, where agents misperceive elemental250

properties such as color or position. More critically,251

Zhong et al. (2024) observe hallucination snow-252

balling, where early perceptual errors bias subse-253

quent interpretations, producing self-reinforcing254

failure cascades.255

Hallucination also interacts tightly with safety256

reasoning. The multimodal situational safety257

benchmark of Zhou et al. (2024) demonstrates that258

even safety-aligned MLLMs fail when visual un-259

derstanding is inaccurate, indicating that perceptual260

errors and safety violations are deeply coupled.261

Existing work largely treats hallucination as a262

training defect. We argue instead that hallucina-263

tion could reflect rational inference under percep-264

tual uncertainty. The core limitation is the ab- 265

sence of mechanisms for uncertainty recognition 266

and signaling. Recent uncertainty-aware training 267

approaches (Shi et al., 2023b; Chen et al.) demon- 268

strate that explicit uncertainty estimation can im- 269

prove both agent reliability and trajectory evalua- 270

tion, suggesting a promising direction for percep- 271

tion trust. 272

3.2 Adversarial Perception Attacks 273

Beyond organic failures, adversaries can deliber- 274

ately exploit the grounding gap between human- 275

visible interfaces and model-perceived representa- 276

tions. Existing attacks fall into three categories. 277

Visual perturbation attacks manipulate pixel- 278

level inputs in ways imperceptible to humans but 279

effective against models. Imprompter (Fu et al., 280

2024) and ARE (Wu et al., 2025a) show that mini- 281

mal perturbations can reliably hijack agent behav- 282

ior across multiple LLM backends, with success 283

rates exceeding 60–80%. Systematic evaluations 284

further confirm that GUI grounding models are 285

highly sensitive to both natural noise and adversar- 286

ial perturbations (Zhao et al., 2025). 287

Structural injection attacks embed malicious 288

instructions within DOM or HTML structures in- 289

visible to users. WIPI (Wu et al., 2024a) and Ad- 290

vWeb (Xu et al., 2024) demonstrate that indirect 291

prompt injection via webpages can control agents 292

in black-box settings with success rates above 90%. 293

Fine-print injections (Chen et al., 2025a) further 294

reveal that agents disproportionately attend to struc- 295

turally salient but visually subtle content, rendering 296

human oversight insufficient. 297

Environmental and overlay attacks exploit 298

agents’ misinterpretation of authority and saliency 299

cues. Adversarial pop-ups (Zhang et al., 2025) and 300

evolving injection strategies such as EVA (Lu et al., 301

2025) significantly degrade task success. On mo- 302

bile platforms, overlay attacks masquerading as 303

system dialogs achieve attack success rates exceed- 304

ing 90% (Yang et al., 2024; Chen et al., 2025d), 305

while environmental injection attacks covertly ex- 306

tract sensitive information by manipulating agent- 307

environment interactions (Liao et al., 2024). 308

Across modalities, these attacks exploit a shared 309

weakness: mismatches between appearance, struc- 310

ture, and intent representations. As a result, agents 311

may form plausible yet incorrect interpretations of 312

interface elements. This motivates defenses based 313

on cross-modal consistency, rather than reliance on 314

a single interface view. 315
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3.3 Perception Defense Mechanisms316

Defenses against perception attacks operates across317

multiple stages of the perception pipeline. Existing318

approaches can be grouped into three categories.319

Input filtering aims to block malicious content320

before core processing. This includes classifiers for321

detecting prompt injection (Sharma et al., 2024),322

image purification methods for mitigating visual323

perturbations (Shi et al., 2023a), and heuristic rules324

for identifying suspicious DOM patterns such as325

hidden text or instruction-like content (Wu et al.,326

2024a). While effective against known attacks,327

static filters require continual updates and struggle328

against adaptive adversaries.329

Cross-modal verification leverages redundancy330

across perception modalities to detect inconsisten-331

cies. Discrepancies between screenshots and DOM332

structures, such as visually present elements absent333

from structural representations, can indicate manip-334

ulation. The ARE framework (Wu et al., 2025a)335

suggests that attacks typically enter through one336

modality but influence behavior through another,337

highlighting the potential of cross-modal checks.338

However, practical deployment remains limited by339

computational cost and the difficulty of formalizing340

consistency across heterogeneous representations.341

Output calibration mitigates perceptual risk at342

the decision stage rather than the input. CoCA (Gao343

et al., 2024) enhances safety awareness by condi-344

tioning MLLM outputs on explicit safety princi-345

ples, partially compensating for modality-induced346

degradation. Evaluation suites such as MM-347

SafetyBench (Liu et al., 2023b) provide standard-348

ized assessment of manipulation resistance but do349

not directly prevent attacks.350

Open Problem. Robust, scalable cross-modal351

consistency checking remains largely unexplored352

and represents a central open challenge for percep-353

tion trust in GUI agents.354

4 Reasoning Trust355

Reasoning trust focuses on whether agents make356

sound decisions given imperfect perceptions and357

evolving environments. Unlike static text gener-358

ation, GUI agents must sustain goal-aligned rea-359

soning over long action sequences, where errors360

accumulate and assumptions frequently break. Fig-361

ure 3 illustrates how these challenges intensify over362

extended interaction horizons.363

User Intent

Reasoning Agent 
(Planner & Decision Maker)

Initial GUI 
State

Step 1: 
Correct Action

State Update 
(Accurate)

Step N: 
Negative Outcome 

(Failure / Harm)

Step N: 
Goal Achieved 

(Success)

Step 2: 
Correct Action

Step 1: 
Action with Error 
(Compounding 

Uncertainty)

State Update 
(Partial/Noisy)

Step 2: 
Divergent Action 
(Plan Derailment)

……

Path A: Goal-Aligned 

Reasoning (Ideal)

Defenses: 
Guardrails, 

World 
Models

Defenses: 
Guardrails, 

World 
Models

Path B: Reasoning 

Failures & Attacks

Attack: 
Goal Hijacking

Horizon 
Problem

Non-
Stationarity

Unintended 
Consequences

Time / Execution Steps

Figure 3: Reasoning Trust and the Horizon Problem.
The diagram illustrates how reasoning challenges like
the horizon problem, compounding errors, and adversar-
ial attacks can derail a GUI agent from its intended goal
over time, contrasting with an ideal, defense-enhanced
trajectory.

4.1 The Horizon Problem 364

GUI tasks often require dozens of sequential ac- 365

tions, creating an exponential growth in possible 366

states as execution unfolds. This horizon problem 367

makes maintaining coherent plans increasingly dif- 368

ficult (Chae et al., 2024; Gu et al., 2024). 369

Compounding Uncertainty. Even modest per- 370

step error rates rapidly degrade task success: a 95% 371

accurate policy succeeds only 36% of the time over 372

20 steps. In practice, per-step accuracy is far lower 373

on complex interfaces (Kim et al., 2024b). TrustA- 374

gent (Hua et al., 2024) further shows that safety 375

awareness decays over long trajectories, with early- 376

identified risks often ignored in later decisions. 377

Partial Observability. Agents observe only the 378

current interface state; critical information may re- 379

side in background tabs, system dialogs, or hidden 380

application states. Planning under such partial ob- 381

servability is provably harder, yet most agents im- 382

plicitly assume complete state information (Zhang 383

et al., 2023). 384

Non-Stationarity. The environment can change 385

during execution due to system processes, network 386

events, or human interaction. Plans generated un- 387
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der static assumptions frequently fail when condi-388

tions shift (Ma et al., 2024). The lack of internal389

world models prevents agents from reasoning about390

long-term consequences, leading to repeated irre-391

versible mistakes (Chae et al., 2024).392

4.2 Goal Alignment and Manipulation393

Beyond organic failures, reasoning trust is under-394

mined by attacks that exploit mismatches between395

user intent and agent interpretation.396

Goal Hijacking. Indirect instruction injection397

can override user goals, particularly in non-chat set-398

tings where refusal training fails to generalize (Ku-399

mar et al., 2024). Browser-based evaluations show400

safety-trained agents engaging in harmful behav-401

iors in a majority of tested scenarios. Web fraud402

attacks further exploit weaknesses in intent infer-403

ence, enabling stealthy manipulation without ex-404

plicit jailbreak prompts (Kong et al., 2025; Liang405

et al., 2025).406

Norm Violations. Reasoning failures also man-407

ifest as cultural and social norm violations. The408

CASA benchmark (Qiu et al., 2024) reports less409

than 10% norm awareness under evaluated set-410

tings and over 40% violation rates, indicating that411

agents struggle to reason about appropriate behav-412

ior across social contexts, an important dimension413

of trustworthiness.414

Multi-Agent Failures. As systems adopt multi-415

ple specialized agents, coordination becomes frag-416

ile. Most LLM-based agents fail to reach stable417

cooperation due to inability to reason about long-418

term group dynamics (Piatti et al., 2024). Only the419

strongest models achieve sustained coordination,420

underscoring the difficulty of distributed reasoning.421

4.3 Reasoning Defense Mechanisms422

Defenses against reasoning failures can be grouped423

into three complementary strategies.424

Enhanced planning architectures mitigate the425

horizon problem through improved internal reason-426

ing. World-model-based approaches such as Web-427

Dreamer (Gu et al., 2024) simulate action outcomes428

before execution, while hierarchical planners sepa-429

rate strategic goals from tactical actions to enable430

re-planning (Liu et al., 2025; Nong et al., 2024).431

External verification systems introduce inde-432

pendent checks on reasoning. Guardrail agents (Xi-433

ang et al., 2024; Zheng et al., 2025) validate high-434

risk actions prior to execution, while critics such as435

GUI-Critic-R1 (Wanyan et al., 2025) assess poten-436

tial outcomes in advance. Multi-agent verification437

Agent's Intended Action 
(e.g., "Click 'Pay Now'")

Interaction Gap & Grounding Challenges 
(Dynamic Layouts, Resolution Mismatch)

Deleted Account (X) Confirm Purchase ($)

Grounding Failure 

(Irreversible Data Loss)

Privacy Risk 

(Screenshot Leakage of 
Credentials)

Intended Outcome 
(Transaction 
Complete)

Mitigated Outcome 
(Safe Termination / User Alert)

Defense Mechanisms

Risk-Aware Execution 
(Human Confirmation, 

Sandboxing)

Access Control & 
Privacy Preservation 

(View Restriction, 
Data Masking)

Real-World 
Consequences 

(Financial Loss, Privacy 
Violation)

Figure 4: Interaction Trust: Risks and Defenses in Ex-
ecution. The figure illustrates how coordinate ground-
ing failures and privacy risks can lead to irreversible
real-world consequences. Defense mechanisms like
risk-aware execution and access control intervene to
mitigate these threats.

improves coverage (Yu et al., 2024; Sengupta et al., 438

2024) but incurs substantial computational cost. 439

BlindGuard (Miao et al., 2025) extends verification 440

to unsupervised settings without attack-specific la- 441

bels. 442

Training-time interventions embed safety di- 443

rectly into reasoning. TrustAgent (Hua et al., 2024) 444

adapts constitutional AI to agentic planning, while 445

process reward models like GUI-Shepherd (Chen 446

et al., 2025c) provide step-level feedback for long- 447

horizon tasks. RapGuard (Jiang et al., 2024b) dy- 448

namically generates context-aware safety prompts 449

using multimodal chain-of-thought reasoning. 450

Open Problem. Despite these advances, reliable 451

long-horizon reasoning remains unresolved. Future 452

progress may require architectures that decompose 453

tasks into independently verifiable subgoals. 454

5 Interaction Trust 455

Interaction trust focuses on whether agents exe- 456

cute intended actions correctly and safely. Because 457

this stage directly affects real systems, errors are 458

often immediate and irreversible. We examine ir- 459

reversibility, coordinate grounding, privacy risks, 460

and defenses, as illustrated in Figure 4. 461
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5.1 The Irreversibility Challenge462

GUI interactions differ fundamentally from internal463

reasoning: actions are executed in external systems,464

where their effects persist beyond the agent’s con-465

trol and are often difficult or impossible to undo.466

Three classes of problems are particularly critical.467

Destructive actions modify or delete data (e.g.,468

file deletion, form submission) and may be un-469

recoverable. The Responsible Task Automation470

framework (Zhang et al., 2023) emphasizes feasi-471

bility and consequence prediction as prerequisites472

for safe execution. Financial actions commit re-473

sources through purchases or transfers and often474

require human intervention to reverse. Benchmarks475

show that agents readily attempt such actions with-476

out sufficient verification (Levy et al., 2024), ex-477

posing a gap between capability and caution. Au-478

thorization actions grant permissions via OAuth479

flows or access sharing, creating persistent security480

risks. Mobile agents are especially vulnerable to481

manipulation through fake system dialogs and over-482

lays (Yang et al., 2024). Most agents treat all ac-483

tions uniformly, applying identical execution logic484

to low- and high-stakes operations. This neglects485

consequence severity and represents a fundamental486

limitation for trustworthy interaction (Hua et al.,487

2024). Pre-execution critics (Wanyan et al., 2025)488

partially address this by evaluating action correct-489

ness and impact before execution.490

5.2 Coordinate Grounding Failures491

Even with correct perception and reasoning, inter-492

action can fail due to imprecise action grounding.493

Resolution sensitivity arises when models494

trained on fixed resolutions misplace actions on495

different screen sizes. Hybrid encoders mitigate496

but do not eliminate this issue (Nong et al., 2024).497

Dynamic layouts reposition elements across win-498

dow sizes, zoom levels, and device orientations.499

Combining structural and visual cues improves500

robustness, yet large gaps remain relative to or-501

acle grounding (Wang et al., 2024a). Temporal502

effects such as animations and transitions can ren-503

der elements temporarily non-interactive, causing504

premature or misaligned actions. Evaluations in505

the GUI Testing Arena show persistent failure506

modes even for advanced models (Zhao et al.,507

2024). State-dependent controls introduce addi-508

tional complexity: toggle actions depend on current509

state. StaR (Wu et al., 2025c) demonstrates that ex-510

plicit state-aware reasoning improves performance511

on such tasks by over 30%. Explainable interac- 512

tion frameworks such as EBC-LLMAgent (Guan 513

et al., 2024) improve grounding by explicitly map- 514

ping actions to UI elements, illustrating the benefits 515

of structured interaction over end-to-end predic- 516

tion. 517

5.3 Privacy Risks in Interaction 518

Interaction introduces privacy risks that extend be- 519

yond immediate task execution. Screenshot leak- 520

age occurs when perception captures sensitive on- 521

screen information such as credentials or medical 522

data (Chen et al., 2024a). CLEAR (Chen et al., 523

2024a) mitigates this by exposing privacy risks and 524

policies to users. Contextual exposure arises from 525

action traces themselves, which can reveal private 526

user behaviors even without explicit sensitive con- 527

tent (Kim et al., 2024a; Ngong et al., 2025). Envi- 528

ronmental injection attacks exploit this channel to 529

extract personal information (Liao et al., 2024). 530

5.4 Interaction Defense Mechanisms 531

Defenses must balance safety against usability un- 532

der irreversible execution. Existing approaches fall 533

into three categories. 534

Risk-aware execution differentiates actions by 535

consequence. Low-risk actions execute directly, 536

while high-risk actions require verification or sand- 537

boxing (OpenAI, 2025; Anthropic, 2025). ST- 538

WebAgentBench (Levy et al., 2024) evaluates com- 539

pliance under safety constraints, while formal ver- 540

ification approaches such as VeriSafe Agent (Lee 541

et al., 2025) translate instructions into verifiable 542

specifications, achieving 94–98% accuracy. Graph- 543

based methods like G-Safeguard (Wang et al., 544

2025) detect anomalous action patterns indicative 545

of failures or attacks. 546

Human oversight preserves user control for con- 547

sequential actions. Confirmation prompts provide 548

a safety valve but risk fatigue if overused (OpenAI, 549

2025). VeriOS (Wu et al., 2025b) improves this 550

through proactive querying, selectively requesting 551

human input when trustworthiness is low. 552

Access control and privacy preservation con- 553

strain damage even under failure. Capability min- 554

imization limits available actions, while authenti- 555

cated delegation provides cryptographic guarantees 556

against goal hijacking (South et al., 2025). Privacy- 557

preserving architectures such as PAPILLON (Siyan 558

et al., 2024) and EcoAgent (Yi et al., 2025) reduce 559

sensitive data exposure through selective routing 560

and on-device verification. 561
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Open Problem. Current risk classification re-562

mains context-insensitive: identical actions may563

range from benign to high-stakes depending on en-564

vironment. Context-aware risk assessment for GUI565

actions remains an open challenge.566

6 Evaluation Methodologies567

Rigorous evaluation is essential for measuring568

progress in trustworthy GUI agents. This section569

reviews existing benchmarks and examines the se-570

curity–utility trade-off that governs practical de-571

ployment.572

6.1 Trust-Aware Metrics573

Early benchmarks such as WebArena (Zhou et al.,574

2023), VisualWebArena (Koh et al., 2024a), and575

Mind2Web (Deng et al., 2023) primarily measure576

task completion. While useful for assessing ca-577

pability, they are insufficient for trustworthiness578

evaluation: policy violations are not penalized, fail-579

ure modes are opaque, and collateral effects are580

ignored. Recent benchmarks address these gaps581

by explicitly targeting trust-related behaviors. Ta-582

ble 1 in the appendix summarizes representative583

frameworks, organized by the pipeline stage they584

evaluate, along with their key metrics, innovations,585

and limitations.586

6.2 Evaluation Dimensions587

Beyond existing benchmarks, we identify addi-588

tional dimensions necessary for comprehensive589

trust evaluation.590

Cascade metrics quantify error propagation591

across action sequences, capturing detection rate,592

recovery success, and failure depth. GUI-593

Shepherd (Chen et al., 2025c) enables such analysis594

through step-level rewards. Uncertainty calibra-595

tion measures whether agent confidence reflects596

true success likelihood. URST (Chen et al.) shows597

that uncertainty-aware sampling improves trajec-598

tory assessment. Reasoning–execution alignment599

evaluates consistency between internal reasoning600

and executed actions. Ground-Truth Alignment601

(GTA) (Dong et al., 2025) distinguishes execution602

gaps (correct reasoning, failed action) from rea-603

soning gaps (successful action, flawed reasoning).604

Explainability supports oversight by enabling hu-605

mans to interpret agent decisions. XAgent (Nguyen606

et al., 2024b) and XMODE (Nooralahzadeh et al.,607

2024) demonstrate improved human–AI collabora-608

tion through interpretable reasoning.609

6.3 The Security–Utility Trade-off 610

Trustworthy deployment requires balancing au- 611

tomation benefits against risk. Security postures 612

range from full autonomy (high utility, high risk) 613

to full supervision (low risk, minimal automation), 614

with intermediate strategies such as confirmation 615

checkpoints and watch modes (OpenAI, 2025). 616

Optimal trade-offs depend on context, includ- 617

ing action reversibility, financial stakes, user ex- 618

pertise, and regulatory constraints. Existing sys- 619

tems reflect different choices: OpenAI’s Computer- 620

Using Agent adopts watch modes for sensitive ac- 621

tions (OpenAI, 2025); Anthropic’s Computer Use 622

beta restricts social interactions (Anthropic, 2025); 623

GuardAgent enforces per-action verification (Xi- 624

ang et al., 2024). 625

Static policies are often suboptimal. Adaptive 626

autonomy, which adjusts oversight based on real- 627

time risk, offers a more effective alternative. Ve- 628

riOS (Wu et al., 2025b) exemplifies this approach, 629

dynamically querying humans in untrustworthy 630

scenarios and improving success rates by approxi- 631

mately 20%. 632

7 Conclusion 633

This survey has reframed GUI agent trustworthi- 634

ness through the lens of the Execution Gap, the 635

fundamental challenge of maintaining faithful map- 636

pings between perception, reasoning, and interac- 637

tion. By organizing analysis around the agentic 638

workflow rather than traditional safety categories, 639

we reveal how vulnerabilities propagate and com- 640

pound across pipeline stages. 641

Three central insights emerge from our analysis. 642

First, GUI-specific challenges, irreversibility, dy- 643

namic environments, and action-observation loops, 644

demand approaches beyond standard LLM safety 645

techniques. Solutions must account for the closed- 646

loop nature of agent operation where each action 647

changes the environment affecting subsequent ob- 648

servations. Second, the security-utility trade-off is 649

not merely a deployment consideration but a fun- 650

damental research challenge. Achieving both high 651

autonomy and high safety requires architectural 652

innovation, not just better policies. Third, current 653

evaluation practices are misaligned with trustwor- 654

thiness goals. Moving beyond completion metrics 655

to assess safety, robustness, and alignment is essen- 656

tial for meaningful progress. 657
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Limitations658

This survey has several limitations. First, the rapid659

pace of development means some recent work may660

be inadvertently omitted. Second, our taxonomy,661

while designed for clarity, may not capture all nu-662

ances of specific approaches. Third, the security-663

utility trade-off analysis relies partly on qualita-664

tive assessment where quantitative data is unavail-665

able. Fourth, our proposed future directions, while666

grounded in identified challenges, remain specula-667

tive until empirically validated. Finally, as primar-668

ily English-language researchers, our coverage of669

non-English work may be incomplete.670

Ethics Statement671

This survey discusses attack techniques and vul-672

nerabilities. We include such discussion because673

understanding threats is necessary for developing674

defenses. We have avoided providing implementa-675

tion details that would lower barriers to malicious676

use. All discussed attacks are from published re-677

search intended to improve system security. Addi-678

tionally, AI assistants were used only for language679

editing and stylistic revision, including improving680

clarity, conciseness, and grammar.681
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Benchmark Trust Dimension Key Metrics Innovation Limitation

Perception Trust Evaluation

ARE (Wu et al.,
2025a)

Adversarial
robustness

Attack success rate, task degrada-
tion

Cross-module attack
flow analysis

Specific attack
types

MM-
SafetyBench (Liu
et al., 2023b)

Visual manipula-
tion

Safety score across 13 scenarios Image-based attack
scenarios

Synthetic attacks
only

Robust GUI (Zhao
et al., 2025)

Grounding ro-
bustness

Accuracy under perturbation Natural/adversarial
noise testing

Grounding-specific

Reasoning Trust Evaluation

Agent-
SafetyBench (Zhang
et al., 2024)

Multi-category
safety

Safety scores across 8 risk cate-
gories

Comprehensive risk
taxonomy

English-only

AgentHarm (An-
driushchenko et al.,
2024)

Harmful task han-
dling

Refusal rate, completion rate Dual re-
fusal/completion
metric

Narrow task scope

CASA (Qiu et al.,
2024)

Cultural aware-
ness

Awareness coverage, violation
rate

Cross-cultural norm
testing

Limited cultural
coverage

Agent-
ScanKit (Cheng
et al., 2025)

Memory & rea-
soning

Sensitivity to perturbations Diagnostic probing Diagnostic focus
only

Interaction Trust Evaluation

ST-
WebAgentBench (Levy
et al., 2024)

Policy compli-
ance

CUP, Risk Ratio Safety-utility joint
measurement

Web-only

MobileSafetyBench (Lee
et al., 2024)

Mobile safety Injection resistance, risk manage-
ment

Mobile-specific sce-
narios

Android-only

EIA (Liao et al., 2024) Privacy preserva-
tion

PII extraction rate Environmental attack
testing

Specific attack vec-
tor

GhostEI-Bench (Chen
et al., 2025b)

Environmental in-
jection

Success rate in dynamic environ-
ments

Executable Android
emulator

Mobile-focused

Comprehensive Evaluation

MSSBench (Zhou
et al., 2024)

Situational safety Context-sensitive safety reason-
ing

1,820 language-image
pairs

Multimodal only

MLA-Trust (Yang
et al., 2025)

Four-
dimensional

Truthfulness, controllability,
safety, privacy

First comprehensive
framework

Resource intensive

WASP (Evtimov et al.,
2025)

Prompt injection End-to-end attack success Realistic attack scenar-
ios

Web-focused

WABER (Kara et al.,
2025)

Reliability & effi-
ciency

Consistency, speed, cost Network proxy evalua-
tion

Benchmark-
dependent

ChEF (Shi et al.,
2023b)

Holistic assess-
ment

Calibration, robustness, uncer-
tainty

Modular evaluation
recipes

Not agent-specific

GUI Testing
Arena (Zhao et al.,
2024)

End-to-end test-
ing

Task completion on real apps Real application evalu-
ation

Limited trust met-
rics

Table 1: Comprehensive comparison of trustworthiness evaluation benchmarks. CUP = Completion Under Policy.
Each benchmark addresses specific trust dimensions with characteristic trade-offs between coverage and depth,
suggesting that comprehensive evaluation requires benchmark combinations.
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