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Abstract—Recent advances in drone and artificial intelligence
(AI) technologies have enabled many innovative applications, such
as package delivery, reconnaissance, and search and rescue, to
name a few. In this article, we propose Al wings, an artificial in-
telligence of things (AIoT) drone system for commanding multiple
unmanned aerial vehicles and deploying AI models. We integrated
ArduPilot with the Android mobile platform, which equips DIY
drones with AI computing power and 4G/5G connectivity. Embed-
ded control software is developed to cooperate with the AI Wings
cloud. Users can easily convert ArduPilot drones into AIoT drones
using Android phones, and connect to a cloud server to create their
own Internet of Drones. Our cloud server is also integrated with
the drone simulation software AirSim for simulating drone mis-
sions in virtual reality (VR) worlds. The virtual simulation enables
users to test software/hardware configurations as well as train Al
models. Moreover, to ensure secure communication, we propose an
authentication protocol based on elliptic-curve cryptography with
pseudoidentities and time freshness check. In summary, AI Wings
provides a cloud server for commanding drone fleets securely,
software/hardware design for AIoT drones, and VR simulation for
training and testing AI models. Users can install the AI models on
the drones directly. To test the system, we built an experimental
medical drone service, which delivers an automated external defib-
rillator to people with a sudden cardiac attack in the shortest time
possible.

Index Terms—Cellular networks, elliptic-curve cryptography
(ECC), embedded deep learning, Internet of Things (IoT),
unmanned aerial vehicles (UAVs).

1. INTRODUCTION

NMANNED aerial vehicles (UAVs), a.k.a. drones, have

been improved rapidly in recent years, especially mul-
tirotor drones. Compared to traditional fixed-wing airplanes
and helicopters, multirotor drones are more stable and have
better control over all axes. The features make drones better for
loitering and carrying, and have created many new applications
such as drone photography [1], art performance [2], reconnais-
sance [3], search and rescue [4], [5], etc. In order to perform
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more tasks automatically, drones need to be more intelligent,
i.e., running powerful deep learning algorithms. Meanwhile,
drones should be able to communicate with a cloud server to
receive commands and report status. One solution is to combine
artificial intelligence (AI) and Internet of Things (IoT) to create
Al of Things (AloT) drones. This trend is best described by
Cameron from IEEE Computer Society: “Drones: the New
Flying 1oT” [6].

Specifically, we refer to drones that can run real-time deep
learning algorithms as Al drones, and the Al drones that can
connect to the Internet as AIoT drones. The first challenge
of building an AI drone regards drone hardware. Most Al
drones are based on the NVIDIA Jetson family of modules [7],
which contain powerful embedded Al processors. However, high
computation means high power consumption and cost, which
make Jetson modules unsuitable for small drones. The other
solution is Qualcomm Flight Pro [8], which is based on the
Qualcomm Snapdragon mobile platform [9] and provides less Al
computation power but more integrated sensors including Wi-Fi,
Bluetooth, and GPS. This solution can be used to build very
lightweight autonomous drones. Nonetheless, both solutions
require deep knowledge of hardware to integrate the embedded
system modules with the drones.

To convert an Al drone into an AloT drone, it is necessary
to install additional modules for connecting to the Internet
remotely. Considering transmission distance and bandwidth,
4G/5G is currently the best choice. There are a few commercial
solutions including Modal AI [10] and XBStation [11]. However,
the cost of one module is almost higher than a basic drone
because the demand of drone 4G/5G modules is low. Moreover,
some of the products may have long lead times, be out of stock,
and therefore, difficult to acquire.

Once we have built AloT drones, the next challenge is to
efficiently command a group of drones. The most convenient
method is to utilize [oT technology and connect all the drones
to the Internet. Once again, current solutions are mostly com-
mercial services. The service providers include small startups
such as DroneCloud [12], SkyDrone [13], AltitudeAngel [14],
3DR [15], Auterion [16], etc. Those companies provide appli-
cation programming interface (API) and software development
toolkit (SDK) for users to connect their drones to the cloud with
monthly fees. However, commercial services use proprietary
protocols that cannot be modified. There is a need for an open-
source drone cloud that allows researchers to study advanced
algorithms.
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Fig. 1. Overview of Al Wings. We have created a complete AloT drone system
including a cloud server, embedded hardware/software of AloT drones, drone
authentication, and VR simulation for training and testing AI models.

The last challenge is deploying Al models on real drones. Due
to strict constraints on weight and power, drones have limited
computing capability, which makes it difficult to port deep
learning models to drones. Different hardware specifications
and operating system environments make this task even more
daunting.

To address the challenges mentioned previously, we devel-
oped Al Wings, a complete drone system that enables users
to create and command their own AIoT drone fleet. ATl Wings
has the following features: a cloud server for commanding
drone fleets securely, software/hardware design of AIoT drones,
and virtual reality (VR) simulation for training and testing Al
models. The system architecture of AI Wings is shown in Fig. 1.
Our system consists of four major components: the drone cloud,
the embedded system module (ESM), the embedded software,
and VR simulation. Our embedded software cooperates with
ArduPilot using the MAVLink protocol [17] via the UART
connection. Users can easily convert ArduPilot-based drones
into AloT drones using our embedded software and hardware
reference design.

The key contributions of AI Wings are listed as follows.

1) Drone cloud: A cloud server with a broker has been
created to control a group of AloT drones. It supports
command and control, video streaming, and flight plan-
ning on Google Map and MapBox [18]. Users can install
the server on their own cloud to manage a drone fleet.

2) Embedded hardware: We leverage the Android mobile
platform as our ESM, which provides neural network
hardware accelerators and supports 4G/5G connection.
The ESM cooperates with ArduPilot-compatible micro-
controller unit (MCU). Any DIY UAV can be converted
into an AloT drone for as little as 100 USD and 100 grams
in extra weight.

3) Embedded software: Embedded control software has been
developed to control the drone via ArduPilot, run Al
models, stream video, and communicate with the drone
cloud.

4) VR simulation: A1 Wings cloud server supports Microsoft
AirSim [19], the most popular drone simulation software.
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Fig. 2. Al Wings can convert various drones into AloT drones. The AloT
drones built by the authors are shown in (b). The dimensions from left to right
are 328 x 328, 800 x 800, and 450 x 450 mm. (a) Two drones flown and
controlled by AI Wings cloud. (b) AloT drones built with off-the-shelf mobile
platforms.

A user is able to simulate the risky tasks or train/test Al
models in VR worlds.

5) Al model deployment: The models trained using Tensor-
Flow Lite can be directly installed on our AloT drones,
since we use Android as our embedded OS. We have run
MobileNet SSD [20] for object detection on our drones at
30+ FPS using Snapdragon 855 as onboard ESM.

To test the Al Wings system, we built three different AloT
drones to test our system with dimensions ranging from 328 x
328, 450 x 450 to 800 x 800 mm. The photos of the drones are
shown in Fig. 2. Field experiments demonstrated that Al Wings
can successfully command and control different AIoT drones
based on our modules.

In order to enhance the security of our system, we adopted the
latest Internet-of-Drones (IoD) authentication [21] and adapted
itto meet practical applications. The protocol is based on elliptic-
curve cryptography (ECC) with pseudoidentities of the user and
the drones, which can resist most common attacks including user
impersonation, man-in-the-middle, password guessing, denial-
of-service (DoS), etc.

Furthermore, we used Al Wings to build an emergency de-
livery service for automated external defibrillators (AED). An
AED is a portable device used for treating sudden cardiac arrest.
As the brain will suffer permanent damage in 3—5 min after the
heart stops beating, the time of first aid to a patient is extremely
important. Therefore, we have built an AED service based on
Al Wings to deliver AEDs in the shortest possible time.

In summary, AI Wings is a complete AloT drone system
for commanding multiple UAVs. Users can create AIoT drones
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using ArduPilot, Android phones and our embedded software,
and run our server code to manage their own AloT drone fleet.
Furthermore, users can simulate the functions of their drones in
VR worlds, and use the synthetic image data to train AI models.
Researchers can leverage AI Wings to study new drone protocols
or train and test new deep learning models.

II. PREVIOUS WORK

Multirotor drone technology has developed rapidly during the
past decade. Due to the advances in artificial intelligence, more
innovative applications have been created. Such innovations in-
clude automatic packet delivery [22], [23], video analytics [24],
remote action recognition [3], etc. Hernandez et al. [25] pro-
posed to use Al algorithms to assess the natural disasters in
drone images. Hao et al. [4] utilized a drone swarm to perform
search and rescue missions. Zhu et al. [26] created the VisDrone
dataset, which annotated over 2.6 million object bounding boxes
in drone videos. Li et al. [27] created a large-scale drone action
recognition dataset called UAV-Human with 67 428 video se-
quences. The Al algorithms of computer vision can also facilitate
the aerial controls and create better autonomous drones. Wein-
stein et al. [28] developed a visual odometry system to control
a drone swarm. Unlike previous methods that require fiduciary
references points or GPS, visual odometry relies only on camera
and inertia sensors. This approach needs a lot of computation
power. The other popular research topic is training neural net-
works for drone autonomous navigation. Researchers have been
actively studying how to use deep reinforcement learning (DRL)
to learn control policies in virtual worlds and apply in the real
world. This technique is called virtual-to-real learning [29].
Sadeghi et al. [30] proposed learning drone indoor collision
avoidance in virtual environments created by computer-aided
design (CAD) tools. Experiment results showed that the Al
models trained purely in virtual rooms can be applied to real
drone navigation, as long as there is enough randomness in the
simulation. The experiments of Tobin et al. [31] demonstrated
that object detectors trained using simulated RGB images can
be accurate to 1.5 cm in the real world. Lai et al. [32] have built a
large-scale virtual environments to train action recognition mod-
els for drones. Other drone DRL applications include obstacle
avoidance [33], drone racing [34], etc.

Besides Al algorithms, another important research direction
is to integrate drones with IoT technology. By connecting all
drones to the Internet, the owner can easily command and
control several drones to perform different tasks. This technol-
ogy is also called Internet-of-Drones [35]. Gharibi et al. [36]
introduced an Internet-of-Drones model including five layers:
airspace, node-to-node, end-to-end, service, and application.
Abualigah et al. [37] provided a good review of recent loD
applications. In fact, a drone cannot only utilize IoT technology,
but also play an assisting role in the IoT network. As a result,
the Internet of UAVs over cellular networks have become an
emerging research topic. Bassoli and Granelli [38] proposed to
use drones for rapid deployment of 5G services. Meng et al.
derived a mathematical model that can optimize the 3-D
trajectory of UAVs to maximize the transmission data of the
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ground devices [39]. Gao et al. [40] proposed to utilize the
game theory for developing a cooperative scheme for wireless-
powered device-to-device (D2D) networks.

The security of IoT network is another important research
topic. To enhance the security of a drone communication net-
work, Chaudhry et al. [41] proposed a novel user access control
scheme for distributed IoT devices, which uses a unique key
for each communication session, and thus, needs no key pairing
function. Jia et al. [42] developed an identity-based anonymous
authentication scheme for mobile edge computing, which com-
pletes mutual authentication in single message exchange round.
Dao et al. [43] proposed a new framework called FOGshield,
which can defend distributed denial-of-service (DDoS) attacks
against IoT devices. In terms of the drone network security,
Hussain et al. [21] proposed using ECC-based authentication
scheme, and combine it with password, biometric keys, and
pseudo identity. Ge et al. [44] proposed a provenance-aware
distributed trust model for the network security of UAVs.

The key component of the IoT drone automation system
is the drone cloud. Current solutions are mostly commercial
services. The service providers include small startups such
as DroneCloud [12], SkyDrone [13], AltitudeAngel [14], the
drone pioneer 3DR [15], and Auterion founded by Pixhawk’s
creator [16], to name a few. Some of the companies mentioned
previously provide API and SDK for users to connect their
drones to the cloud with monthly fees. In addition to basic
fleet management, some companies provide other functions
including unmanned traffic management (UTM) [14], flight
planning [12]-[14], [16], mapping, and 3-D modeling [15], [16].
Commercial services are not open-source and cannot be modi-
fied. There is a need for an open-source drone cloud system for
advanced researches such as drone security, fleet management,
drone Al algorithms, etc.

III. ARCHITECTURE OF Al WINGS

In this section, we elaborate the architecture of AI Wings.
The major components of our system include drone hardware,
embedded software, drone cloud, and VR simulation. The sys-
tem block diagram is illustrated in Fig. 3. A DIY AloT drone
is built by using an ArduPilot microcontroller and an off-the-
shelf Android phone. Our embedded software runs on top of
the Android operating system and cooperates with ArduPilot
and the drone cloud. The drone cloud server supports video
streaming and a message broker for multidrone communication.
The details of each component are introduced in the following
subsections. The source code has been released on GitHub
(https://github.com/kuanting/aiwings).

A. Embedded Hardware

Building drones requires specialized hardware knowledge.
It is a nontrivial task to create a hardware module with 4G
connectivity and Al computation while meeting the strict limits
of the weight and power consumption of drones. There are
two major solutions for embedded deep learning computation
on drones. One solution is based on NVIDIA Jetson family
of modules [7]. The Jetson modules are the most powerful
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TABLE I
COST ANALYSIS OF THE COMMERCIAL OR CUSTOM DRONES THAT HAVE DEEP LEARNING ACCELERATORS

[ Drones | Flight Controller [ AI module [ 4G/5G module | Camera [ Gimbal [ Other Parts [ size(mm) | Total (USD) |
DIJI M300 RTK Proprietary | $7280 (Jetson TX2) N/A Proprietary Proprietary | 895x895 ~ $8,380
Skydio 2 Proprietary | Built-in (Jetson TX2) [ N/A Proprietary Proprietary | 223x273 $1,349
ModalAI m500 VOXL: Pixhawk + Snapdragon 821 Optional Proprietary Proprietary | 480x480 $1,999
ModalAI (DIY) VOXL: Pixhawk + Snapdragon 821 ($599) | LTE add-on ($299) ~ $200 | ~ $100 | ~ $100 480480 ~ $1,298
Jetson TX2 (DIY) | Pixhawk (=$250) [ $299 (Jetson TX2) XBLink [45] ($635) | ~ $200 | ~ $100 | ~ $100 450450 ~ $1,584
AT Wings (DIY) Pixhawk (~$250) | ~$100~$300 (Snapdragon 675 - 860 + LTE) | ~ $200 | ~ $100 [ ~ $100 450x450 | ~ $750~$950

The component cost of DIY drones is based on F450. The cost numbers in italics represent retail prices in 2022.

Al Wings Drone Cloud

= ~ N
‘ Auth ‘ ‘ Drone ‘ ‘ WebSocket ‘ [ Database ‘ VR Simulator
- J J J J
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GoogleMap

( User ‘ [Webviews] ‘ RabbitMQ ‘ [ WebRTC

-
)
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[ Al Algorithms (DL models) ] [ Cloud Connector ] [ Video Streaming ]
[ TensorFlow Lite ] [ Drone Controller ] [ WebRTC ]
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(-1 Android 0OS

usB

ArduPilot MCU

Fig. 3. System architecture of AI Wings on a DIY F450 drone. The off-the-
shelf Android mobile platform is attached in the bottom of the main frame, and
an ArduPilot-based MCU (Pixhawk) is installed on the top.

embedded Al processors to date, as shown in the benchmark
created by Suzen et al. [46]. The other solution is Qualcomm
Flight Pro [8], which provides less Al computation power but
more integrated sensors and lower power consumption.

The aforementioned solutions both require extra cost of ex-
pensive modules and drone hardware knowledge to assemble. To
address those issues, we propose to use off-the-shelf mobile plat-
forms, a.k.a., mobile phones, as our embedded modules. There
are several advantages in using off-the-shelf mobile phones.
First, the latest mobile phones support 4G/5G connectivity
and Al computation acceleration. Second, commercial mobile
phones are optimized for price and weight and can be installed
on a drone easily. Third, users can freely choose from low-end to
high-end mobile phones. In Al Wings, we choose Snapdragon
and Android OS because this combination has better supports
for deep learning computation, but other hardware platforms can
also be employed as long as they support Android OS and deep
learning frameworks.

Table I lists the BOM cost of various Al drones in 2022. We
selected the drones that support running custom deep learning
models. The first one is the Matrice-300 (M300) RTK made

by the leading drone company DIJI [47]. M300 is a large
industrial-grade drone with a 895-mm diagonal size, 55 min
of flight time, and high precision RTK GPS. DJI created a
Jetson TX2 companion onboard module for Matrice series for
developers, which costs around $1 280. The total cost of DJT
M300 with AI capability could be as high as $8 380. The
other commercial Al drone is the Skydio 2 [48], which has a
compact size (223 X273 mm) with a built-in Jetson TX2 module.
The drone contains advanced collision avoidance and tracking
algorithms and sold at $1 349. However, the system of Skydio
2 is proprietary and cannot be modified. Another solution is
ModalAI m500 [49], which uses open-source Pixhawk [50] as
the flight controller and uses Qualcomm Snapdragon 821 as the
onboard Al module. The preassembled m500 is sold at $1 999.
Users can also buy a bundle of Pixhawk and Snapdragon module
at $599, and assemble their own drones. The drones mentioned
previously do not have 4G modules except for ModalAl, which
provides an LTE upgrade option at $299. DJI M300 and Skydio
2 have a proprietary control system that are not designed for
modification. Besides the ModalAI LTE module, the other so-
lution is XBLink, which includes a 1-year 4G subscription and
is sold at $635 [45]. The implementation costs are proportional
to the complexity of the drone. It takes a drone expert about
2 working days to build a F450 AIoT drone and 5 working
days for an AED drone. In terms of AI Wings drones, we use a
Pixhawk controller and F450 drone DIY frame kit as a reference
design. The cost of Pixhawk 4 with a bundle of sensors is around
$250 including GPS and power management modules. Other
basic components of a drone are propellers, motors, electronics
speed control (ESC), frame, battery, wires, and screws, which
cost around $100. This estimate may vary due to the quality
of different components. The costs of off-the-shelf Qualcomm
mobile phones range from $109 for Snapdragon 675 (Samsung
Galaxy A70) to $265 for Snapdragon 860 (Xiaomi Poco X3 Pro)
in 2022. Generally, our DIY AloT drone costs around 30%~40%
less than the cheapest Al drone on the market.

B. Embedded Software

After the hardware specifications are determined, the next step
is to develop embedded software that cooperates with the drone
controller and the cloud. The block diagram of our software
is illustrated in Fig. 4. Our software runs on Android. There
are four main modules: drone control, cloud connector, video
streaming, and Al module. The drone control module commu-
nicates with an ArduPilot controller via an USB cable using
the MAVLink protocol [17]. MAVLink is the de facto standard
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Fig. 4.  Software stack of AI Wings embedded software.
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drone control protocol. It is a lightweight protocol that contains
both publish-subscribe and point-to-point design pattern. The
primary mission of the drone control module is to assign a flight
destination, report drone status, and perform specific tasks such
as dropping cargo. The cloud connector is in charge of login
authorization and server-drone communication. It is responsible
for summarizing the data received by the drone control module
and reporting the current status to the cloud. Meanwhile, the
cloud server handles high level commands, such as traveling to
specific location, dropping cargo, etc. We chose transmission
control protocol (TCP) as our underlying transmission protocol
for reliability. In terms of video streaming, we have tested several
open-source projects and selected the Google’s Web Real-Time
Communication (WebRTC) [51] as our underlying library. We-
bRTC has the lowest average latency during our 4G streaming
test. The deep learning models run on top of TensorFlow Lite
library, which leverages the Qualcomm neural processing SDK
to accelerate the deep learning computation via Android neural
networks API (NNAPI). The Snapdragon Hexagon DSP can
run quantized 8-bit integer models, while Ardeno GPU can run
16-bit and 32-bit models.

In the past, the robotic community preferred to use Linux
as operating system and run the robot operating system (ROS).
However, more robots have selected Android as the underlying
OS [52]. The main reasons are that the reliability of Android has
been significantly improved during recent years, and it is much
easier to develop new applications. One open-source project that
has a few features similar to our embedded software is Android
DroneKit by 3DR [53]. However the last update of this project
was in 2017. The key difference is that other Android drone
software takes the Android system as an independent ground
control station (GCS), while our software takes the system as an
embedded module controlled by a cloud server.

C. Drone Cloud

We have built a cloud server to control the AloT drones. Each
user can install the source code to create a private cloud, or
register drones on the AI Wings cloud. Users can also save flight
GPS records and videos, and review them after completing a
mission. The cloud server has been built using node.js [54],
which is a highly efficient framework. The user interface (UI)
of the cloud is shown in Fig. 5. The browser is divided into
three panels. The right panel is the MapBox map service [18],
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Fig.5. User interface of Al Wings cloud. The right panel is the map, the upper
left panel is the drone control UI, and lower left panel is the video stream from
the drone.

which is a powerful map service containing 3-D information.
The upper left panel is the drone control UL The users can use
the cloud to plan flight route, assign missions, monitor current
positions, etc. Our cloud supports many functions of the most
popular drone control tool MissionPlanner [55]. The user can
set the drone to several default modes including Loiter, Guided,
Land, and Return To Launch (RTL) mode, or add their own
functions into the source code. The cloud does not support modes
that requires real-time controls such as ACRO, Stabilize and
Altitude Hold (AltHold) modes. The lower left panel in Fig. 5
shows the video stream from the drone. Users can leverage real-
time video streaming to perform manual remote control using a
browser. We employed a broker to let users command and control
all their drones. RabbitMQ is currently selected as the default
broker [56]. We utilize the topic mode to broadcast commands
to a group of drones.

Theoretically, 4G/5G technology enables remote control from
anywhere with network coverage. However, general drone speed
is around 20 m/s, and 4G Internet latency is around 30-50 ms.
The 4G network delay can lead to 0.6—1 m difference between
the real and remote position. This issue makes it difficult to
do real-time control from the cloud. Therefore, the collision
avoidance and autonomous flight abilities are important for IoT
drones. Another solution is to use 5G technology, which has
much faster transmission speed and lower latency. However, the
transmission range of 5G is shorter, and the service coverage is
still low. As a result, 4G is still a better choice for general drone
tasks. Nevertheless, our embedded module can support both 4G
and 5G automatically according to the network conditions.

D. VR Simulation

The drone community has been using software simulator
to test and verify drone configurations. Shah et al. [19] have
developed a drone simulator called AirSim based on the Un-
real Engine, which is one of the most advanced 3-D engines.
Meanwhile, Al researchers started to utilize 3-D engine to
generate visual training data [32] because deep learning requires
a large amount of training data. Sadeghi et al. [30] successfully
trained an autonomous drone model for real world using only
synthetic images generated by CAD. Lai et al. [32] created
several large virtual scenes for training drones to perform dif-
ferent tasks autonomously using deep reinforcement learning.
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TABLE II
FMEA OF THE Al WINGS SYSTEM

[ Ttem Failure mode Mission phase  Probability ~ Severity — Detection  Mitigation
1 | Cloud Server Crash or lose connection Flight 2 3 2 Copters can fly autonomously
2 | Networking internet connection Lost Flight 5 1 4 Copters can fly autonomously
3 | Embedded SW  Software malfunction Flight 2 3 2 Switch to ArduPilot return-to-launch mode
4 | Motor / ESC Copter loses some power Flight 1 5 2 Copters with 6+ motors can fly without 1 motor
5 | Battery Copter loses all power Flight 2 5 2 Use two batteries in parallel
6 | GPS No GPS, use IMU Flight 1 4 2 Use inertial navigation or mobile phone’s GPS
7 | IMU No inertial navigation Flight 1 3 2 Copters can use GPS navigation
8 | Compass Lose direction. Use GPS Flight 1 3 2 ArduPilot supports multiple compasses
9 | Barometer Lose altitude information Flight 1 3 2 ArduPilot supports multiple barometers

Fig. 6. Our system supports Microsoft AirSim drone VR simulation. The
left window shows the city environment created by the Unreal engine. The
subwindow below is the drone camera view. The right window is the cloud UL,
and the lower left corner shows the videos streamed from the VR world.

TABLE III
RATING OF THE PROBABILITY (P), SEVERITY (S), AND DETECTION (D)
IN OUR FMEA
[ Rating | Probability [ Severity [ Detection |
1 Remote Trivial Certain: fault can be caught on test
2 Unlikely Minor Almost certain
3 Possible Moderate | High
4 Likely Serious Low
5 Frequently | Fatal Fault is undetected by operators

Sultani et al. [57] proposed to leverage VR environments to train
models for recognizing human actions in drone videos. Other
virtual-to-real applications including autonomous driving [58],
robot hands [59], drone racing [34], etc. Fig. 6 demonstrates the
drone VR simulation with our cloud server. We believe that VR
simulation will become more and more important for both drone
software test and Al model training in the future.

E. Failure Mode and Effects Analysis (FMEA)

We have performed a FMEA on the Al Wings system. The
analysis focused on the flight phase and the results are shown
in Table II. We classify the failure occurrence probability (P),
severity (S), and ease of detection during testing (D) into five
levels. The ratings of P, S, and D are shown in Table III.

There are four main sources of failure: cloud server, network-
ing, embedded software, and drone hardware components. The
cloud server may crash while drones are on missions. In this case,
the drones can continue executing missions autonomously using
the onboard ESM and ArduPilot. After completing the missions,
the drones will return to the base automatically. However, users
lose the control of their drones and cannot perform tasks that
require human control. Therefore, the severity of server crashes

is considered to be level 3: Moderate. Network connection
issues are common causes of failure. We expect the connectivity
problems to happen frequently. Since our drones can execute
missions autonomously and reconnect to server when network
is restored, we consider the severity of network issues to be
level 1: Trivial. As network quality varies in each region, the
detection of networking issue is considered to be low. Another
failure item is embedded software. Our embedded software may
crash or Android OS may fail. In this case, the drone will need
to stop some missions. Fortunately, the drones can still fly back
to home using ArduPilot GPS navigation, so we considered the
severity to be level 3: Moderate.

In terms of drone hardware, the failure of motor/ESC will
cause drone to lose fly ability, which is a fatal problem. The
drone with more than six motors can tolerate loss of one or more
motors, which can mitigate the issue. Battery failure is the most
severe problem because it can cause drone to lose all the power.
To alleviate this problem, we can use two batteries in parallel
in case one of the them fails. Another important component is
GPS. ArduPilotrelies on GPS for accurate navigation. ArduPilot
also supports inertial navigation using inertial measurement unit
(IMU) and extended Kalman filter (EKF) algorithm. However,
the inertial navigation is inaccurate and position deviation is
large. Therefore, GPS failure is serious and the severity level
is 4. The drone can still try to fly back to home using inertial
navigation without GPS. In addition, we can use the GPS of
the Android mobile platform when the drone GPS fails. This
feature makes our AloT drone more reliable. On the other hand,
the failure of the IMU is trivial because the drone can fly with
GPS, so the severity level is set to 2. The rest two components
are compass and barometer. Compass failure causes loss of di-
rection, while barometer failure leads loss of height information.
The ArduPilot-based Pixhawk MCU supports multiple sensors
to prevent one of them fails. Therefore, the failure probability of
compass and barometer are very low and considered to be level
1: Remote. The failure severity of IMU, compass, and barometer
are all considered as level 3 (Moderate) in our system.

IV. DRONE AUTHENTICATION PROTOCOL

Security is the major concern of Internet-of-drones, as hijack-
ing drones can cause serious threats. We adopted the asymmetric
cryptosystem to protect user and drone information. Specifically,
we chose ECC [60] and developed a secure protocol based
on [21]. ECC is considered as the next generation of public
key cryptography because it can provide stronger security than
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User U; Cloud Server C Drone D;

A R

| Generate random integer key 7. ‘ Register drone UUID UIDy, ‘
UIDy,

ique drone ID 1Dy,
Register with a pseudo user ID eudo ID PID,, = h(IDp, Il UIDp I 7)
PIDy; = h(IDy,|Iro)

PIDy,

PIDy;

l Create pseudo ID PID§, = h(PIDy, Il 7.) ‘

PID;

TABLE IV
NOTATION
[ Symbols [| Description |
U;, Dy, C The user 4, drone j and cloud
kpot Private key of the cloud C, a random integer.
Generator point (G, Gy) on the EC curve
Ppub Public key of C, Ppup = kput * G
Ey,(a,b) Elliptic curve function over the finite field F,,
* EC multiplication
I, ® Concatenation operation, XOR operation
B Check if left-hand side equals right-hand side
h(-) One-way hash function [61]
UlDp, UUID of the drone’s embedded mobile platform
1Dy, PIDy, Real ID and pseudo-ID of the i-th user
1D D> PID D, Real ID and pseudo-ID of the j-th drone
PI D[(ji Pseudo user ID encrypted by the cloud
PI D%j Pseudo drone ID encrypted by the cloud
I DBj ID of drone j bound to user ¢

RSA. A 256-bit elliptic curve public key can achieve the same
level of security as 3072-bit RSA public key. The elliptic curve
function E(a,b) used in ECC is defined as

y? =23 4 az + bz (D)
where a and b are predefined parameters in different cryptogra-
phy standard.

The private key in ECC is a random integer representing the
time of reflections on the function F(a, b). The public key in the
ECC s a pair of integer coordinates on a finite elliptic curve. The
encryption and decryption of ECC use an operation called EC
scalar multiplication. Specifically, we employ the elliptic-curve
Diffie-Hellman (ECDH) key agreement protocol. The basic
equation of ECDH is

(ka . G) * kﬁ = (kﬁ * G) * ko = (xruyn) (2)

where * represents EC scalar multiplication. k, and kg are
private keys of user o and 3, which are randomly selected
integers. G is a generator point on a finite elliptic curve. (ko * G)
is the public key of user o and (kg * G) is the public key of user
B. The EC point (x,,,y,) is the shared secret for both parties,
which is used for encryption.

We proposed an Internet-of-Drones authentication protocol
based on [21] and made two key changes to meet the constraints
of real applications. First, we use the mobile phone ID to
replace the biometric ID. Despite that most mobile phones have
supported biometric login today, the user’s bio information is
guarded by the operating system and cannot be accessed directly.
Second, we use the UUID of the mobile platform installed on
the drone as an additional identifier for user-drone binding and
security enhancement.

The symbols in our protocol are shown in Table IV. The
authentication scheme can be divided into the following stages.

A. Drone Registration

The AI wings embedded software can register the drone in the
cloud server C' at first installation. The cloud server generates an
unique ID IDp; for each drone j and creates the pseudoidentity
PIDp, of the drone j using a private random integer key r. and

Encrypt PIDfj, using user ID and password
PID§ = PIDG, @ h(PWD; || IDy,)

T
I
User-Drone Binding
Send UIDp, to claim ownership

Drone UUID UID),

‘ Verify user ownership and send PID;,

PIDy,
& ]

Create user-drone bind ID
1D}, = h(PIDy, | PIDy,)

| 1Dy, 1D,

save PIDy,, PIDf and 1D, ( save PIDf, UIDp, and PIDp; )

Fig. 7. Interaction diagram for drone registration, user registration, and user-
drone binding.

( savepiDg and 1Dy, )

a one-way hash function h(+)
PIDp, = h(IDp, |[UIDp, ||r.) A3)

The embedded software then saves IDp; and PIDp; at local
storage while cloud server C' saves IDp, and UIDp, to the
database.

B. User Registration

A user needs to register an account in the cloud C' and generate
arandom number ry to create a pseudo ID PIDy;, = h(IDy, ||r0).
The PIDy, is sent to the cloud in a secure channel. The cloud
server then creates a new user ID PIDgi using a private random
integer key 7. and send it back to the user.

PID{, = h(PIDy,[|rc). ©)

Afterreceiving the new ID PIDCi , the user chooses a password
PWD; and encrypts it using XOR cipher.

PIDS " = PIDS, @ h(PWD;|[IDy, ). ©)

C. User-Drone Binding

The user needs to register the drone UUID UIDp, under
his/her account in the cloud to confirm the ownership of the
drone D;. Once confirmed, The cloud sends the pseudo drone
ID PIDp;, to the user, and the user calculates a new ID using
pseudouser ID and pseudodrone 1D

D}, = h(PIDy,

PIDp,). 6)

The userdrone bind ID is sent to the cloud, and the cloud
passes it to the drone. Finally, the user saves PIDy,, PIDgi/,
and IDBJ_ at local storage; the cloud records PIDgi , UID Djs and
PID D; in the database; the drone saves PID D, and IDBJ_. The
process of drone registration, user registration, and user-drone
binding is shown in Fig. 7.
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D. Login and Authentication

1))

2)

The user needs to login his/her mobile device using bio
information and enter the username and password. Once
verified, the embedded software retrieves current times-
tamp T, and generates two random numbers 1,72 € IF),
as private keys. A new elliptic point is created using public
key of the cloud

N; =11 % Py = (N, NY). @)

We then decrypt the encrypted cloud assigned user ID
using user’s password

PIDS, = PIDG." @ h(PWD;|IDy;,) (8)
and add timestamp T, to compute new encryption A; as
A; = h(PID, [|T,,). ©)

All the information is encrypted by x-coordinate of user’s
private EC key V" as

A=A, ® N} (10)
PID; = PIDy, & NY D
D), = ID}, @ N, (12)

M; =7y xG,rhy =ry ® NF (13)

where M, is the user’s public EC key. The encrypted login
request REQ, = {M;, 5, Ty, A;, PIDf,IDY, } is sent to
the cloud server C' via public channel.

On receiving the login request, cloud C' checks the time
freshness |1y, — Thow| < AT. If passed, C' decrypts M;
by computing

M; % kpy = N; = (N7, NY) (14)

and uses V" to decrypt other information
A= Aj® N? (15)
PIDy, = PID; & N (16)
D}, =ID} & Ny 17)
ry =1hH & N (18)

The cloud then checks if

A; £ h(PIDY, ||T,,). (19)

If passed, C' is ready to send information to the drone D;.
The cloud C' gets current timestamp 7 and encrypts the
user information as access request

X = h(PIDy, ||r2|[IDp, [|T%) (20)
X} = X; ®PIDp, 1)
W; = h(PIDp, || X;|[T}) (22)
W; =W, &PIDp, (23)
PID}) = h(PIDy,||N;) (24)
PID},. = h(PIDp, [[ID}, ||T%). (25)
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TABLE V
COMPARISON OF AUTHENTICATION ATTACK RESISTANCE

| Attack Type [62] [35] [63]

User anonymity v
Privileged insider

O
=
=
%

Password guessing v
Denial-of-service

User impersonation

Man-in-the middle v

Mutual authentication
Session key agreement
Untraceability
Session key security

N N NN

AN N N NN
A RN NN

The server C' sends the encrypted access request REQ, =
{PID$ ,PIDY , Ty, X;, W’} to the drone D;.
J i J
3) The drone D; checks the time freshness |Ts — Thow| <
AT If passed, then D; verifies that

?
PID}, = h(PIDp, [[ID}, ||T%) (26)

by using the PIDp, and IDBJ_ saved in local storage.

[~ =

passed, the drone decrypts B’; and W7, and verify W;
h(PID || X;]|T,).

The drone gets current timestamp 7p and creates the
session key

SKp, = h(X;|[IDp, [[W;||Tp) ey
and computes the message
Y, =W, & X; (28)
Zj = h(SKp, ||ID’bj\|TD). (29)
The drone sends the response RES = {PIDJI}C,

Yj, Z;,Ts,Tp} back to the user Uj;.
4) The user U; receives the response RES and checks the

time freshness |Tp — Thow| < AT and PIDNi . h(PIDy,
[|N;). If both requirements are passed, U, uses local in-
formation to compute X;

Xj = h(PIDy,|[rs|[IDp, ||T5)) (30)

and decrypts W; = Y; @ X;. Finally, the user U; calcu-
lates the session key SKy,

SKu, = h(X;|[IDp,, ||[W;||TD). (31)

SKy, should be equal to SKp,. The user U; verifies the
session key by checking

h(SKy, [[IDp, ||Tp) = Z;. 32)

The drone authorization process is illustrated in Fig. 8.

The authentication protocol can resist most known attacks
including password guessing, denial-of-service, user imperson-
ation, session key agreement, etc. Table V lists the comparison
with other drone authentication algorithms. As shown in the
table, our protocol has the most complete security features than
other methods. For the detailed crypto analysis, please refer
to [21].
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User U; Cloud Server C Drone D;

& W &

1 ~
User Login with ID 1Dy, and password PW D, ‘

Caleulate PID§, = PIDS,' @ h(PWD; || IDy,)
T

Create timestamp T, and random number 73, 7,
Calculate Elliptic point N; = 73 % Py = (N7, V')

A =h(PIDG |IT), Ap=A; @ N
PID; = PIDy @ N, 1D}, = IDy, & NF

Mi=1+G 1} =1, ®N'

REQ, = {M;, 13, Ty, A7, PID] ,1D5 |

Check time freshness |T,, — Tyl < AT
Calculate ECC point N; = M, * Kpye

A; =A@ N, Check if A; == h(PIDf, || T,)

Create timestamp T, and compute
Xj = h(PIDy, |z |[1D5, || Ts ), X; = X; @ PIDp,
Wy = h(PIDp, || X; || 7)), W} = W; @ PIDp,
PIDY, = h(PIDy, || N)

PIDS, = h(PIDy, || D3, || T5)

REQ, = {PID,,PIDY,. T, X; W/}
>

Check time freshness |T; — Ty | < AT
Checkif PID, == h(PIDy, || ID, I| Ts)

Checkif W) == h(PIDp, || X} I T;)

Create timestamp T, and compute
SKp, = h(X; 111D, 1| W 11 Tp)
h=w e

Zj = h(SKp, |1 1Dp; || To)

RES = {PID}},,Y;,Z;,T;,Tp}

Check time freshness [Ty — Tpou| < AT

Checkif PIDY, = h(PIDy, I| N))

R(PIDy, |17 11D, 11 T5) = X;
W=rex
Calculate session key

SKy, = h(X; 11D, 11 W; 11 Tp)

T
Checkif h(SKy, || 1D, | Tp) == 2

| Communicate using session key SKy, == SKp,
Fig. 8.  Authorization process for accessing a user’s drone in an open channel.

Al Wings Cloud

Drone ID : 9ee0fae8717646d5
Pixhawk Status : Connected...
RabbitMQ Status : Connected.

STATUS

RABBITMQ  WEB_RTC

Fig. 9. Test video of AloT X800 drone. There are five screenshots in the
picture: cloud Ul, embedded software, operator video, operator camera and
field test camera view. The video was published on YouTube.

V. EXPERIMENTS

In order to test the functions of Al Wings, we have built three
different types of drones, as shown in Fig. 2. The first one was
based on a commercial drone, the Bebop 2 made by Parrot AR.
The second and third drones, F450 and X800, were assembled by
ourselves. The test flight of AIoT X800 is shown in Fig. 9. The
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figure consists of five screenshots: cloud UI, embedded software,
operator video, operator camera, and field test camera view. We
first assigned the destination using the cloud UI, and record
the flight process. The map is shown in the AI Wings Cloud
UL The field camera records the view of the drone flying by
a building. The embedded software view shows the MAVLink
commands received by the drone. The operator video view is the
video streamed from the drone, and the operator camera records
the activities of the operator. All test videos can be found on
YouTube.!

In the following subsections, we present the detailed specifi-
cations of each AloT drone.

A. AloT Bebop 2

Bebop 2 is a camera drone made by Parrot AR, whose di-
mension is 328 x 328 mm and weight is around 310 g without
a battery and 524 g with a battery. The flight time is around 25
min with a 2700-mAh battery. We chose Bebop 2 because its
control system is open and can be customized. We attached a
Qualcomm mobile platform on top of the drone and developed
a special version of embedded software to control Bebop 2 via
our cloud server.

Although Bebop 2 is a very nice commercial drone with high
freedom of customization, it is at the end of the line now. New
users of Al Wings are suggested to assemble their own drones
as presented in the following sections.

B. AloT F450

The F450 frame kit is manufactured by DJI, which includes a
PCB board (main body), frame arms, ESC, motors, propellers,
and screws. The dimension of the assembled drone is 450 x 450
mm. The cost of the kit is around $100 USD, while the weight
is around 800 g without a battery, gimbal, and camera. A fully
equipped AloT F450 is around 1490 g. The takeoff weight is
around 1600 g. Photos of the AloT F450 drone test flight are
shown in Fig. 10. The companion mobile phone can be installed
at the bottom of the drone.

C. AloT X800 and AED Rescue Service

One of the most important drone applications is the emergency
transportation of medical supplies. Drones can overcome terrain
restrictions, avoid traffic jams, and deliver goods in the shortest
time. We have cooperated with the Taiwan Association of Public
Access Defibrillation to develop an emergency rescue service.
An AED is an electronic medical device that can diagnose and
treat cardiac arrhythmia and pulse-less ventricular tachycardia
automatically. Cardiac arrhythmias are anomalies in the heart-
beat that is too fast or too slow. Ventricular tachycardia (VT) is
a fast heart rate that is above 100 beats per minute in adults. As
the brain start to suffer irreversible damage after 3—5 min [64],
the time to first aid is the key to saving the lives and improving
quality of life outcomes for people with sudden arrhythmia. An
AED can diagnose the abnormal heart rhythm pulse and apply

' www.youtube.com/playlist?list=PL.3S3ZnDPwJ-MV5H1yTzRO0jPp5sz-
ptSo3
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TABLE VI
RUNNING TFLITE OBJECT DETECTOR ON VARIOUS ANDROID PLATFORMS

‘ Phone | CPU | Released | Price (2022) [ AI Benchmark [65] | Object Detector | Detection FPS |
Samsung Galaxy S20 Snapdragon 865 2020 $517 88.5 YOLObile (320x320) [66] ~ 20
ASUS ROG PHONE II Snapdragon 855 2019 $456 90.2 MobileNet SSD (300x300) ~ 33
Moto G9 Play Snapdragon 665 2020 $110 14.1 MobileNet SSD (300x300) ~ 16
Samsung Galaxy Note 8§ | Exynos Octa 8895 2017 $190 21.9 MobileNet SSD (300x300) ~ 14

The performance of YOLObile was reported by the authors. The AT benchmark scores of the mobiles phones are shown for reference.

/

7//

Fig. 10.
bottom.

DIY AIoT F450 drone with the mobile platform installed at the

Fig. 11.

AED drone in the sky.

an electric shock to restore the heart to normal function. The
portable AED used in our service is the FRED Easyport made
by SCHILLER. The weight of the whole package is around 860
g. The dimension of the drone is 800 x 800 mm, the weight is
around 3830 g without a battery, and 5600 g with a battery. We
chose a 6S 22.2 V 16500 mAh Li-Po battery. The maximum
takeoff weight is 7.8 kg. The flight time is around 18.5 min
without additional cargo, 16 min with an AED. Fig. 11 shows the
drone carrying an AED in the sky. Because the AED is fragile,
it is not suitable for airdrop. We have designed a servo motor
to lower the AED to the ground. The cargo delivery device and
AED delivery test are shown in Fig. 12.

(b)

Fig. 12.  Cargo delivery device installed on the X800. (a) Servo motor to lower
package. (b) Delivering AED to the ground.

D. AI Performance Evaluation

We evaluated the performance of state-of-the-art object detec-
tors on our ESM, since object detection is the most fundamental
task in computer vision. In general, the common object detectors
can be directly applied to drones at low altitudes (< 10 m),
applied with overlapping grid detection at altitudes between 10
and 50 m, and require fine tuning at higher altitudes (> 50 m).
We applied the quantized MobileNet SSD [20] in TensorFlow
Lite to detect humans on different Android platforms. We also
added the test results of YOLObile [66]. In our experiments, 4
out of 8 CPU cores are used for the object detection, so 50%
of the computation power is used for other tasks, including
drone control, video streaming and cloud communication. The
GPU and DSP are mainly responsible for running the deep
learning model of the object detector. The experiment results
are shown in Table VI. The general consensus of real time is
30 FPS. On the Snapdragon 855, the TFLite object detector
can achieve real-time performance (= 33 FPS) for 300 x 300
input images. It can still detect around 16 frames per second on
low-end Snapdragon 665. We have added the Al benchmark [65]
scores of different mobile phones in the table for reference.

VI. CONCLUSION

This article presented AI Wings, an open-source AloT drone
system. As far as we know, this is currently the most com-
plete open-source drone system that covers embedded soft-
ware/hardware, drone cloud, drone authentication, and VR sim-
ulation. Users can convert any ArduPilot-based drone into an
AloT drone with low extra cost and weight. Researchers can
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simulate and train Al models for computer vision tasks in virtual
worlds. The models can then be deployed on real drones directly.
Furthermore, we developed an advanced authentication protocol
based on ECC with pseudoidentity and time freshness check to
ensure the security of the AI Wings drone network.

We have built three different types of AloT drones and a
medical delivery service using Al Wings. The experiments
demonstrated the practicability of our system. About future
work, we will develop more VR environments and train Al
models to recognize more human actions such as waving for
help or doing CPR, and deploy the models to our drones to
make them more autonomous.
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