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Abstract

Bandits play a crucial role in interactive learning schemes and modern recom-
mender systems. However, these systems often rely on sensitive user data, making
privacy a critical concern. This paper investigates privacy in bandits with a trusted
centralized decision-maker through the lens of interactive Differential Privacy (DP).
While bandits under pure e-global DP have been well-studied, we contribute to
the understanding of bandits under zero Concentrated DP (zCDP). We provide
minimax and problem-dependent lower bounds on regret for finite-armed and linear
bandits, which quantify the cost of p-global zCDP in these settings. These lower
bounds reveal two hardness regimes based on the privacy budget p and suggest
that p-global zCDP incurs less regret than pure e-global DP. We propose two p-
global zCDP bandit algorithms, AdaC-UCB and AdaC-GOPE, for finite-armed
and linear bandits respectively. Both algorithms use a common recipe of Gaussian
mechanism and adaptive episodes. We analyze the regret of these algorithms to
show that AdaC-UCB achieves the problem-dependent regret lower bound up to
multiplicative constants, while AdaC-GOPE achieves the minimax regret lower
bound up to poly-logarithmic factors. Finally, we provide experimental validation
of our theoretical results under different settings.

1 Introduction

Multi-armed bandit (in brief, bandits) (Lattimore and Szepesvdri, 2020) is the archetypal setting of
reinforcement learning consisting of K actions corresponding to K unknown reward distributions
{Va}taeix)- We call {vq}aex] = v an environment or a bandit instance. For T' time steps, a bandit
algorithm (or policy) 7 chooses an action (or arm) a; € [K] and receives a reward 7, from the reward

distribution v,,. The goal of the policy is to maximise the cumulative reward ZZ;I r¢ or equivalently
minimise the regret, i.e. the cumulative reward that = cannot achieve since it does not know the
optimal reward distribution a priori. Bandits are increasingly used in a wide range of sequential
decision-making tasks under uncertainty, such as recommender systems (Silva et al., 2022), strategic
pricing (Bergemann and Vélimaiki, 1996), clinical trials (Thompson, 1933) to name a few. These
applications often involve individuals’ sensitive data, such as personal preferences, financial situation,
and health conditions, and thus, naturally, invoke data privacy concerns in bandits.

Example 1 (DoctorBandit). Let us consider a bandit algorithm recommending one of K medicines
with distributions of outcomes {V4}qc[k)]. Specifically, on the t-th day, a new patient u; arrives,
and medicine a; € [K| is recommended to her by a policy w. To recommend a medicine ay, the
policy might either consider the specific medical conditions (or context) c; of patient uy, or ignore
it. Then, the patient’s reaction to the medicine is observed. If the medicine cures the patient, the
observed reward vy = 1, otherwise vy = 0. This observed reward can reveal sensitive information
about the health condition of patient u;. Thus, the goal of a privacy-preserving bandit algorithm is
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Algorithm 1 Sequential interaction between a policy and users

1: Input: A policy 7 = {m;}_, and Users {u;}/_, represented by the tabled £ {x;,...,xr} €

(RF)T
2: Qutput: A sequence of actions aq, ..., ar
3: fort=1,...,Tdo
4: 7 recommends action a; ~ (. | a1,71,. .., G1—1,T1—1)
5 us sends the sensitive reward r; £ Xiq, O
6: end for

to recommend a sequence of medicines (actions) that cures the maximum number of patients while
protecting the privacy of these patients. We present this interactive process in Algorithm 1.

Differential privacy for bandits. Motivated by such data-sensitive scenarios, privacy issues are
widely studied for bandits for different settings, such as stochastic bandits (Mishra and Thakurta,
2015; Tossou and Dimitrakakis, 2016; Sajed and Sheffet, 2019; Azize and Basu, 2022; Hu and Hegde,
2022), adversarial bandits (Tossou and Dimitrakakis, 2017), and linear contextual bandits (Shariff
and Sheffet, 2018; Neel and Roth, 2018; Hanna et al., 2022). All these works adhere to Differential
Privacy (DP) Dwork et al. (2014) as the framework to ensure the data privacy of users, which is
presently the gold-standard of privacy-preserving data analysis. DP dictates that an algorithm’s output
has a limited dependency on the presence of any single user. Also, multiple formulations of DP,
namely local and global, are extended to bandits Basu et al. (2019). Here, we focus on the global DP
formulation, where users trust the centralised decision-maker, i.e. the policy, and provide it access to
the raw sensitive rewards. The goal of the policy is to reveal the sequence of actions while protecting
the privacy of the users and achieving minimal regret. The existing works on global DP preserving
bandits consider pure e-DP and assume that the action sequence is published non-interactively in
one-shot. In this paper, we extend the study of privacy in bandits to the settings, where an adversary
interacts with a policy at each step (Vadhan and Wang, 2021), and the algorithm aims to achieve
popular relaxations of pure DP, e.g. zero Concentrated DP (zCDP) (Dwork and Rothblum, 2016).

Interactive DP. A bandit algorithm induces an interactive process (Algorithm 1). At each step of this
interaction, an adversary can manipulate the arm suggested by the algorithm and return it a reward
from another arm. This situation is invoked in non-compliant bandits, where the user deploys an arm
other than the recommended one, and in poisoning attacks, where a manipulated version of reward is
sent to the policy either to leak information or to destroy its performance. This motivates us to define
Interactive DP for bandits. A bandit policy 7 satisfying Interactive DP protects all possible outcomes
corresponding to a user by making the view of the adversary indistinguishable when interacting with
the policy on neighbouring reward datasets. Our effort resonates with the recent works in DP (Vadhan
and Wang, 2021; Vadhan and Zhang, 2022; Lyu, 2022), where an analyst interacts with an offline
dataset through an adaptive sequence of queries. The goal is to preserve privacy while responding to
these adaptive queries. Our work extends the study of Interactive DP to the online setting, where a
bandit algorithm generates its data by sequentially interacting with the environment (Section 2).

Relaxations of pure DP for bandits. Pure DP is widely studied for different settings of bandits.
Recently, lower bounds on regret for finite-armed and linear bandits preserving pure global DP, and
algorithm design techniques to match the lower bounds are proposed (Azize and Basu, 2022). This
still leaves open the question that what will be the minimal cost of preserving relaxations of pure
DP in bandits as stated in (Shariff and Sheffet, 2018; Azize and Basu, 2022). Additionally, pure
DP is often achieved by using Laplace noise to perturb the statistics computed on history. While in
practice, Gaussian noise is widely used to perturb statistics computed on the dataset that leads to
preserving relaxations of pure DP, namely (¢, §)-DP (Dwork et al., 2014), Rényi DP (RDP) (Mironov,
2017), and zero Concentrated DP (zCDP) (Dwork and Rothblum, 2016), but not pure DP. Our goal
is to provide a complete picture of regret’s lower and upper bounds for a relaxation of pure DP. In
private bandits, proving regret lower bounds often rely on coupling arguments where group privacy is
a central property (Azize and Basu, 2022). Since zCDP scales well under group privacy, we adopt
zCDP as the relaxation of pure DP. In this work, we investigate zCDP in two settings of bandits:
stochastic bandits with finitely many arms, and stochastic linear bandits with (fixed) finitely many
arms. To our knowledge, we are the first to study the complexity of zCDP for bandits with global DP.

The central questions that we aim to address are:
1. What is the minimal cost to pay in terms of regret to achieve p-global zCDP for bandits?
2. How to design bandit algorithms that can achieve these regret lower bounds order-optimally?



Table 1: The complexity of bandits with p-global zCDP. Each lower bound is the maximum of the
classical non-private bound and the corresponding bound in the third column.

Setting Type Regret Lower Bound due to p zCDP ! Regret Upper Bound
Finite-armed Minimax p~ V2K (Thm 2, ) 10) ( KT log(T)) +0 (,rl/% /log('[)) (Thm 5, )
Problem Dependent>  p~1/2 Y (Aut,~L) \/log(T) (Thm2,b) O (Zu %) +0 (p"/2l\"\/log(T)) (Thm 5, b)
a:A,>0 “
Linear Minimax »~1/2d (Thm 3) 0 (\ /aT 1og<KT)) +0 (ﬁ’l/zdl()g% (1«'1‘)) (Thm 7)

Our contributions. Answering these questions leads us to:

1. Hardness as regret lower bounds: First, addressing the open problem of (Shariff and Sheffet, 2018;
Azize and Basu, 2022), we prove minimax and problem-dependent lower bounds for finite-armed
bandits, and minimax lower bound for linear bandits with p-global zCDP that quantify the cost to
ensure p-global zCDP in these settings (Section 3). The minimax lower bounds show the existence
of two privacy regimes depending on the privacy budget p and the horizon T'. Specifically, for
p = QT™1), an optimal algorithm does not have to pay any cost to ensure privacy in both settings.
In the problem-dependent analysis, the additional regret due to p-global zCDP in finite-armed bandits

appears as a lower order term, i.e. {2 ( (logT)/ p) , with respect to the non-private lower bound

Q(log T'). In contrast, the regret due to e-global DP, 2 ((log T") /€), is not a lower order term.

2. Order-optimal algorithm design: We propose two algorithms, AdaC-UCB and AdaC-GOPE, that
preserves p-global zCDP for finite-armed and linear bandits, respectively (Section 4). Both algorithms
share the same algorithmic blueprint. First, they add a calibrated Gaussian noise to reward statistics.
Second, they run in adaptive episodes, with the number of episodes being logarithmic in 7. We
analyse the regret of both algorithms and show that they match the lower bounds up to multiplicative
factors. AdaC-UCB achieves the problem-dependent lower up to multiplicative constants, while both
AdaC-UCB and AdaC-GOPE match the corresponding minimax lower bounds up to poly-logarithmic
factors. We summarise all the lower and upper bounds in Table 1. In Section 5, we numerically
validate their performances in different settings.

3. Technical tools: We propose a novel technique to generate lower bounds for bandits with p-zCDP
using coupling arguments. We adapt this technique to the sequential bandit setup and use it to derive
regret lower bounds with a generic proof. We also discuss in depth the effect of partial information
(bandit feedback) on the definition of DP for bandits (Appendix A). We also prove a lower bound on
the cost of reward poisoning against an Interactive DP bandit algorithm (Theorem 8). This opens up
a direction to bridge privacy defences and attacks for bandits.

2 Bandits with Interactive DP: The formulation

First, we formalise Interactive DP for bandits with a centralised decision-maker. We adopt the
Interactive DP definition as studied in (Vadhan and Zhang, 2022; Lyu, 2022), where a mechanism M
is viewed as a party in an interactive protocol, interacting with a possibly adversarial analyst or users.

We represent each user u; by the vector x; £ (@1, TKx) € R¥, where T4,q Tepresents the
potential reward observed if action a was recommended to user u;. Due to the bandit feedback,
if at step t action ¢; € [K] was queried from the environment, only the reward r, = x4, is
observed at step ¢. Thus, the set of users {u; }7_, is represented by the table of potential rewards
d 2 {xy,...,x7} € (RE)T. We view the policy 7 as an interactive mechanism, taking as input the
table of potential rewards d while interacting with a possibly adversarial analyst B. The interactive
protocol is described in Definition 1.

Definition 1 (The bandit-adversary interactive protocol). A policy ® = {m;}]_,, with its input d the
table of potential rewards, and the adversary B = {B;}L_, follow the interactive process:

Fort=1,...,T:
1. The bandit algorithm selects an action oy ~ w(d;q1,q2, .- .,qi—1),

2. The adversary returns a query action q; = Bi(01,09,...,0¢).
3. The bandit algorithm observes the reward corresponding to q; for user uy, i.e. Ty q,.

"Here, we only express the private part of the lower bound
2For Bernoulli bandits, t, = A, and the lower bound reduces to K p_l/ 2./ log(T).



Here, we denote 7(d; g1, G2, ---,q—1) = Tt(- | @1, T1.41,--»Qt—1,Tt—1.4,_,)- At each step ¢, the
policy m recommends an action o;. The adversary B observes the recommended action o;, and
chooses (adversarially) a query action gy, based on the history of recommended actions (05)2;11. At
step ¢ + 1, the policy recommends the next action o;; based only on its private input d containing all
the sensitive rewards information about the users, and the adversarially chosen query actions (gs)%_;.

Following the Interactive DP framework, the policy 7 is a differentially private interactive mechanism
if the view of adversary B, i.e. View(B <> 7(d)) £ (01, ...,0r), is indistinguishable when the
interaction is run on two neighbouring tables of rewards d and d’. They represent two sets of users

differing by only one individual, i.e. one row. Formally, it implies that the Hamming distance between
the two tables d and d’ is one, dyanm(d,d’) £ Zthl 1 {z; # x}}. We denote themby d ~ d’.

Definition 2 (Interactive DP policy). A policy 7 = {m;}1_, is said to be

a. Interactive (¢, 6)-DP policy for a given 6 € [0,1) if, for every pair of neighboring table of potential
rewards datasets d,d’ € X, every adversary B € B, and every subset of possible views S C [K]7T,
Pr[View(B < w(d)) € S] < exp(e) - Pr[View(B < w(d')) € S] + 6.

b. Interactive (., €)-RDP policy for an « > 1 if, for every adversary B € B,
supyg Do (View(B < 7(d))||View(B < w(d'))) < e.

c. Interactive (&, p)-zCDP policy if, for every « € (1,00), and every adversary B € B,

sup D, (View(B < 7(d))||View(B < w(d"))) < £ + pa. (1
drd’

Here, Do (P Q) £ -5 logEq K%) } denotes the Rényi divergence of order o between P and
Q. We define e-pure global DP as (e,0)-DP and p-global zCDP to be (0, p)-zCDP.

Implications of ensuring Interactive DP for bandits: We elaborate on three interesting implications
of the interactive definition of privacy in bandits, compared to the non-interactive definition adopted
in the literature. We recall the non-interactive definition in detail in Appendix A.

1. Interactive adversarial hypothesis testing: Interactive DP (Def. 2) defends against an online
adversary, who can manipulate the actions recommended by the policy. The adversary participates
in the interaction between the algorithm and environment and can run an interactive (or sequential)
hypothesis testing (Wald, 1992) to distinguish between two neighbouring datasets based on its view
of the interaction. In contrast, the adversary in the non-interactive definition only observes the
sequence of actions a = (a;)7_, that the policy m recommends without any interference. Based
on the sequence a, the adversary runs a one-shot hypothesis testing to distinguish between two
neighbouring datasets (Kairouz et al., 2015). Hence, Interactive DP allows us to defend against a
stronger and more realistic adversary.

2. Protecting non-compliant users: Interactive DP (Def. 2) protects the privacy of the users even if
they are non-compliant (Kallus, 2018; Stirn and Jebara, 2018), i.e. the users decide to ignore the
recommendations of the policy and choose a different arm. Specifically, the policy recommends an
action o, at step ¢, but the adversary could choose another query action ¢, different than o;. The
reward 7, = d; 4, and the decision of the policy o, in the next step depend on the query action g,
and not o;. In contrast, the non-interactive definition only protects the privacy of compliant users.

3. Defending against online poisoning attacks: In the Interactive DP definition, the policy rec-
ommends action o; at step ¢ and expects to receive the corresponding reward d; ,,. However, an
adversary may intentionally query a different action g, resulting in the observed reward d; 4,. This
can be viewed as poisoning the reward from d; ,, to d; 4, (Liu and Shroff, 2019). The interactive
definition inherently provides robustness against online reward poisoning. In Appendix A.4, we
show that if a policy = is consistent and p-global zCDP, an online oracle attacker has to incur
Q(+/(logT)/p) cost to make the policy choose a non-optimal target arm linearly. Thus, for a smaller
privacy budget p, i.e. high privacy, an attacker has to poison further more to succeed.

Remark: Handling bandit feedback. Ensuring privacy in bandit settings requires careful consid-
eration of how the bandit feedback, or partial information, is handled. When a policy selects arms
ay, it only observes the reward 7, = d, ,, associated with arm a;, while the other rewards d; , for
a # as remain unobserved. A fundamental question in defining privacy for bandits is whether the
private input dataset of the policy 7 should be considered as the set of observed rewards {r;}-_;
(referred to as View DP), or the entire table of potential rewards d (referred to as Table DP). In



App. A, we compare both definitions and demonstrate that Table DP is a stronger notion, as being
Table DP implies being View DP. This intuition stems from the fact that Table DP protects users u;
by safeguarding all their potential responses. We also establish that, for pure DP, the two notions are
equivalent. However, for approximate DP and its variations, transitioning from View DP to Table DP
causes a significant loss in the privacy budget due to group privacy considerations. For a detailed
comparison and discussion, we refer to App. A. In Definition 2, we adopt the Table DP framework.

Goal: Regret minimisation. Hereafter, we adopt p-global zCDP (Eq. (1)) as the privacy definition.
The goal is to design a p-global zCDP policy that minimises regret. To define regret, we adhere
to the classic interaction of bandits as explained in Algorithm 1. Specifically, the adversary is no
longer part of the interaction. The policy 7 directly interacts with the set of users {u1,...,ur} asin
Algorithm 1, and the goal is to maximize the expected cumulative reward, or equivalently minimize
the expected regret. We study two settings: finite-armed stochastic bandits and stochastic linear
bandits. Now, we formally define regrets for them.

Finite-armed stochastic bandits. The environment v = (v, : a € [K]) consists of K arms (or reward
distributions) with finite means (4 )qe[x]. For any horizon T', regret is defined as

T

K
5 ] S AENY). @
a=1

Regp(m,v) 2 Tu* —E
t=1

where p* £ max,e (k] fa 1S the mean of the optimal arm a*, A, £ ¥ — 1, is the sub-optimality

gap of the arm a, and N, (T') = Z;‘F:l 1 {a; = a} is the number of times the arm a is played till 7" in
the interaction of Algorithm 1. The expectation is taken both on the randomness of the environment v
and the policy 7, using the canonical bandit model (Chapter 4.6 of (Lattimore and Szepesvari, 2020)).

Stochastic linear bandits. We consider that a fixed set of actions A C R? is available at each round,
such that | A| = K. The rewards are generated by a linear structural equation. Specifically, at step

t, the observed reward is r; = (0%, at) + n¢, where 6* € R¢ is the unknown parameter, and 7 is a
conditionally 1-subgaussian noise, i.e. E [exp (An;) | a1,m1, - .., a;—1] < exp (A?/2) almost surely
for all A € R. For any horizon T" > 0, the regret of a policy 7 is

T
> AA,,] : 3)
t=1

where suboptimality gap A, 2 maxgec4 (@’ — a,6*). Eg-[-] is the expectation with respect to the
measure of outcomes induced by the interaction of 7 and the linear bandit environment (A, *).

Regy (7, A, 0%) £ Eg.

Remark. There are two interaction protocols: The bandit-adversary interactive protocol of Defini-
tion 1 and the sequential interaction between a policy and users of Algorithm 1. The bandit-adversary
interactive protocol is used to analyse the privacy of the policy. Specifically, we want to design a
policy for which the view of an adversary is “similar” when only one user changes in the interaction
of Definition 1. On the other hand, to analyse the accuracy of the policy, we adhere to the "classic"
sequential interaction between a policy and users. In this interaction (Algorithm 1), the policy
recommends at each time-step an action a; and observes the reward r; corresponding to the user u;
in the table d, i.e. 7, = X; 4,. There is no adversary in this interaction, and the goal of the policy
is to maximize the expected cumulative reward or equivalently minimize the expected regret, when
interacting with users, without the presence of the adversary. In brief, we want to design a policy that
verifies the “adversarial” privacy constraint and minimizes the classic “expected” regret.

3 Lower bounds on regret of bandits with p-global zCDP

In this section, we quantify the cost of p-global zCDP for bandits by providing regret lower bounds
for any p-global zCDP policy. These lower bounds on regret provide valuable insight into the inherent
hardness of the problem and establish a target for optimal algorithm design. We first derive a p-global
zCDP version of the KL-decomposition Lemma using a sequential coupling argument. The regret
lower bounds are then retrieved by plugging the KL upper bound in classic regret lower bound proofs.
A summary of the lower bounds is in Table 1, while the proof details are deferred to Appendix C.

KL decomposition lemma. To proceed with the lower bounds, first, we are interested to control the
Kullback-Leibler (KL) divergence between marginal distributions induced by a p-zCDP mechanism



when the datasets are generated using two different distributions. In particular, if 7P; and P are two
data-generating distributions over X", we define the marginals over the output of mechanism M as

M,(A) = M(A|d)dP, (d), ()

deXn
when the inputs are generated from P; and Ps, i.e. forv € {1,2} and A € F.
Theorem 1 (KL decomposition for p-zCDP). Let Py and Py be two product distributions over X",
ie. Pr = Q. p1iand Po = Q.| p2, where p, ; for v € {1,2},i € [1,n] are distributions over
X. Lett; 2 TV (p1i || p2.4)- If M is p-zCDP, then

n 2 n
KL (M, || M) < p <Z t) +p) ti(l—t) (5)
1=1

i=1
This is a centralised p-zCDP version of the KL-decomposition lemma under local DP (Duchi et al.,
2013, Theorem 1), and a p-zCDP version of the Sequential Karwa-Vadhan lemma (Azize and Basu,
2022). In Appendix B, we elaborate on the new proof technique, which can be of parallel interest.

Leveraging this decomposition, now, we derive two flavours of regret lower bounds, namely minimax
and problem-dependent. The minimax lower bound expresses the best regret achievable by a policy
on the corresponding worst-case environment. The problem-dependent lower bound controls the
regret of a ‘reasonable’ (consistent) policy for a specific environment that the policy interacts with.
Lower bounds on regret for finite-armed bandits

Theorem 2 (Minimax and problem-dependent lower bounds for finite-armed bandits).
(a) Minimax. Let 117 be the set of p-zCDP policies. Forany K > 1, T > K —1,and 0 < p <1,

minimax : 1 1 K -1
Regfq"™ & Trlenép Vseugg( Regp(m,v) > max{27 T(K-1) , iy }

——
with p-global zCDP

(b) Problem-dependent. Let £ = M1 X --- X M be a class of environments with K arms, where
My is a set of reward distributions with finite means. Let T be a consistent policy® over £ satisfying

p-global zCDP . Then, for all v = (Pa)ff:1 c &, (ie. P, € M, ), it holds that

RegT(ﬂay) Aa
> X b (B M)’
a:Aa>0 m as b a

where ting (P, 1", M) £ infprepg {TV (P || P') : u(P") > p*}

without p-global zCDP

Comments on the minimax bound. The minimax regret lower bound suggests the existence of two
hardness regimes depending on p and T. When p < (27/44)(K — 1)/T, i.e. the high-privacy
regime, the lower bound becomes {2 (K / \/ﬁ), and p-global zCDP bandits incur more regret than
non-private ones. When p > (27/44)(K — 1)/T, i.e. in the low-privacy regime, the lower bound

retrieves the non-private lower bound, i.e. Q(+/ KT, and thus, we can achieve privacy for free.

Comments on the problem-dependent bound. The problem-dependent lower bound shows that
the price of privacy is a lower order term (2 (\ /log(T)/ p). For a fixed privacy budget p and

asymptotically in 7', this is negligible compared to the non-private problem-dependent regret lower
bound of Q (3, log(T")/A,). In contrast, for pure e-global DP, the price of privacy in the problem-
dependent regret is €2 (log(T") /€), which is not a second-order term (Azize and Basu, 2022). Thus, in
a problem-dependent perspective, privacy is ‘free’ only for p-global zCDP, but not for e-global DP.

Lower bound on regret for linear bandits

Theorem 3 (Minimax Lower Bounds for Linear Bandits). Let A = [—1,1]¢ and © = R%. Then, for
any p-global zCDP policy, we have that

ini -2 —2.25) d
Reg}""*(A,©) > max Lpé JavT, 7‘3’“)(4 5)ﬁ

without p-global zCDP with p-global zCDP

3A policy mr is called consistent over a class of environments £, if Vv € € and p > 0, lim7_ 0 w =0.



Algorithm 2 AdaC-UCB. Changes due to privacy are in blue.

: Input: Privacy budget p, an environment v with K arms, optimism parameter 8 > 3
: Output: Actions satisfying p-global zCDP
: Initialisation: Choose each arm once and let ¢t = K
for/=1,2,... do
Letty=t+1
Compute a, = argmax, I?(t, — 1, 5) (Eq. (6))
Choose arm a, until round t such that N, (t) = 2N,,(t¢ — 1)
end for

RN AR

Two privacy regimes. Similar to the finite-arm case, the minimax regret lower bound for linear bandits
suggests the existence of two hardness regimes for p > w and p < w.

A generic proof technique. In order to prove the lower bounds, we deploy the KL upper bound of
Theorem 1 in the classic proof scheme of regret lower bounds (Lattimore and Szepesvéri, 2020). The
high-level idea of proving bandit lower bounds is selecting two hard environments, which are hard
to statistically distinguish but are conflicting, i.e. actions that may be optimal in one is sub-optimal
in other. The KL upper bound of Theorem 1 allows us to quantify the extra-hardness to statistically
distinguish environments due to the additional ‘blurriness’ created by the p-zCDP constraint.

4 Algorithm design: AdaC-UCB and AdaC-GOPE

In this section, we propose AdaC-UCB and AdaC-GOPE, two algorithms that satisfy p-global zCDP
for finite-armed and linear bandits respectively. The two algorithms share a similar blueprint: the
Gaussian mechanism and adaptive episodes. For each setting, we present the algorithm, provide a
privacy and a regret analysis, and compare the regret upper bounds to the regret lower bounds.

4.1 Stochastic finite-armed bandits

Now, we study the setting of finite-armed bandits under p-zCDP as detailed in Section 2.

Algorithm. AdaC-UCB is an extension of the generic algorithmic wrapper proposed by Azize and
Basu (2022) for bandits with p-global zCDP. Following (Azize and Basu, 2022), AdaC-UCB relies
on three ingredients: arm-dependent doubling, forgetting, and adding calibrated Gaussian noise.
First, the algorithm runs in episodes. The same arm is played for a whole episode, and double the
number of times it was last played. Second, at the beginning of a new episode, the index of arm a, as
defined in Eq. (6), is computed only using samples from the last episode, where arm a was played,
while forgetting all the other samples. In a given episode, the arm with the highest index is played
for all the steps. Due to these two ingredients, namely doubling and forgetting, each empirical mean
computed in the index of Eq. (6) only needs to be p-zCDP for the algorithm to be p-global zCDP,
avoiding the need of composition theorems. We formalise this intuition in Lemma 7 of Appendix D.

For AdaC-UCB, we use the private index to select the arms (Line 6 of Algorithm 2) as

To(te = 1,8) £ jig + N (0, 05) + Balte — 1, 8). ©)
Here, i/ is the empirical mean of rewards collected in the last episode in which arm a was played,
Ugl £ — L is the variance of the Gaussian noise. Finally, the exploration bonus

2p% (4 Na(te—1))

is defined as B,(t, — 1,8) =

1 1 -
(ZXéNQ(tgl) + px(;Nu(nl))z) Blog(ty). The term in blue

rectifies the non-private confidence bound of UCB for the added Gaussian noise.
Theorem 4 (Privacy of AdaC-UCB). For rewards in [0, 1], AdaC-UCB satisfies p-global zCDP.

Proof sketch. The main idea is that a change in one user only affects the empirical mean calculated in
one episode, which is made private using the Gaussian Mechanism and Lemma 7. Since the actions
are computed only using the private empirical means, AdaC-UCB is p-global zCDP thanks to the
post-processing lemma. We refer to Appendix D for the complete proof.

Theorem 5 (Regret analysis of AdaC-UCB). For rewards in [0,1] and § > 3, AdaC-UCB yields

(a) a problem-dependent regret upper bound 3 . - (i—f log(T) + 8\/§\/10g(T) + /32—_[33) and



Algorithm 3 AdaC-GOPE. Changes due to privacy are in blue.

1: Input: Privacy budget p, A C R? and §
2: Output: Actions satisfying p-global zCDP
3: Initialisation: Set / =1,¢{; =land 4; = A
4: for{ =1,2,... do
S: B + 2-¢
6: Step 1: Find the G-optimal design 7, for Ay:
ma log det V (7). 7
L g (m) ©)
[Supp(m)|<d(d+1)/2
Step 2: Sy + Supp (m¢)
Choose each action a € S, for Ty(a) £ [cymy(a)] times where ¢, is defined by Eq (8).
9:  Observe rewards {rt}?:tzz:“ Te()
10: Ty + ZaESg Tg(&) andtpp; <t +Tp+1

) A —1~tegi—1 :
11: Step 3: Estimate the parameter as 6, = V! )Py atrtl with Vo =3 s, Ti(a)aa
12: Step 4: Make the parameter estimate private 0y = 6, +V, 2 Ny, where Ny ~ N (0 2d g

7 pee )
13: Step 4: Eliminate low rewarding arms: Ay = {a € Ay : maxpe 4, <9¢, b— a> < 254} .
14: end for

(b) a minimax regret upper bound O ( KT log(T)) +0 (Kp_1/2 log(T)) )

Order-optimality of AdaC-UCB. The problem-dependent regret upper bound of AdaC-UCB matches
the problem-dependent regret lower bound of Theorem 2 up to multiplicative constants for Bernoulli
Bandits. On the other hand, the minimax regret upper bound of AdaC-UCB achieves the minimax
regret lower bound of Theorem 2 up to an extra /log " term, which is usually the extra cost to pay
in minimax regret for the UCB algorithm.

Discussion on related bounds. Under a distributed setting and for («, €)-RDP, Chowdhury and
Zhou (2022) propose a variant of Successive Elimination (SE) with Skellam noise, which achieves a
O(K +/log(T)/e) private regret. However, for non-private bandits, optimism-based strategies achieve
optimality and have better performance than SE. This is shown by Azize and Basu (2022) while
comparing their adaptive mechanism, AdaP-UCB, with DP-SE in the case of e-pure DP. Similar
reasoning follows here. Second, Skellam Noise is less practical to sample from than Gaussian Noise.

4.2 Stochastic Linear Bandits

Here, we study p-global zCDP for stochastic linear bandits with a finite number of arms, as in Sec. 2.

Algorithm. We propose AdaC-GOPE (Algorithm 3), which is a p-global zCDP extension of the
G-Optimal design-based Phased Elimination (GOPE) algorithm (Lattimore and Szepesvari, 2020,
Algorithm 12). AdaC-GOPE is a phased elimination algorithm. At the end of each episode /,
AdaC-GOPE eliminates the arms that are likely to be sub-optimal, i.e. the ones with an empirical gap
exceeding the current threshold (8, = 2~¢). The elimination criterion only depends on the samples
collected in the current episode. In addition, the actions to be played during an episode are chosen
based on the solution of an optimal design problem (Equation (7)) that helps to exploit the structure
of arms and to minimise the number of samples needed to eliminate a suboptimal arm.

In particular, if 7y is the G-optimal solution for A, at phase /¢, then each action a € Ay is played

Ty(a) £ cyme(a) times, where for &' £ %’

1/2
= ﬂé10g(4>+26%\/;<d+21/d10g(§>+210g<;)> . ®)

The term in blue is the additional length of the episode to compensate for the noisy statistics used
to ensure privacy. The samples collected in the current episode do not influence which actions are
played in it. This decoupling allows: (a) the use of the tighter confidence bounds available in the fixed
design setting (Appendix F.2), and (b) avoiding privacy composition theorems and using, therefore,
Lemma 7 to make the algorithm private. Note that AdaC-GOPE can be seen as a generalisation of
DP-SE (Sajed and Sheffet, 2019) to the linear bandit setting.



0.0LEL -
107! 10! 10° 00 02 04 06 08 10 1070 10! 10* 0.0 0.5 10
Privacy budget p Stept X107 Privacy budget p Step t 107

(a) Finite-armed Bandits (b) Linear Bandits

Figure 1: For each bandit setting, the left figure represents the evolution of the difference between the
private and non-private regret with respect to the privacy budget p. The right figure represents the
evolution of the price of privacy (PoP) with respect to the time step.

Assumption 1 (Boundedness). We assume that: (1) actions are bounded: ||a||2 < 1 for all a in A,
(2) rewards are bounded: |ri| < 1, and (3) the unknown parameter is bounded: ||0* || < 1.

Theorem 6 (Privacy of AdaC-GOPE). Under Assumption 1, AdaC-GOPE satisfies p-global zCDP.

Proof sketch. Similar to Theorem 4, a change in one user only affects the estimate 6, in one episode.
Thanks to Lemma 7, it is enough that each 6, is p-zCDP with respect to the sequence of rewards

collected in the corresponding episode. Since the actions only depend on the estimates {ég} ¢, the
algorithm is p-global zCDP by the post-processing lemma. We refer to Appendix D for the proof.

Theorem 7 (Regret analysis of AdaC-GOPE). Under Assumption 1 and for 6 € (0,1), with
probability at least 1 — 0, the regret R of AdaC-GOPE (Algorithm 3) is upper-bounded by

A\/dT log <%g(T)) + % log (M) log(T'), where A and B are universal constants. If

=1 thenE(Ry) < O ( T 1og(KT)) +O ( (log(KT))? )

Order-optimality of AdaC-GOPE. The minimax regret upper bound of AdaC-GOPE matches with
the minimax regret lower bound of Theorem 3 up to an extra (log K T) 2 factor.

Related algorithms and bounds. Hanna et al. (2022) and Li et al. (2022) study private variants of the
GOPE algorithm for pure e-global DP and (¢, §)-DP, respectively. However, both algorithms differ in

how they privatize the estimated parameter # compared to AdaC-GOPE. They add noise to each sum

of rewards t”tl r¢ (Line 11, Alg. 3), whereas we add noise in 91 (Line 12, Alg. 3). As a result,
though we achieve linear dependence on the dimension d as suggested by the lower bound, others do
not (d? for (Hanna et al., 2022) and d°/2 for (Li et al., 2022)). In Appendix F, we analyse in detail

the impact of adding noise at different steps of GOPE, both theoretically and experimentally.

S Experimental analysis

Now, we empirically verify whether AdaC-UCB and AdaC-GOPE can achieve privacy for free.

Experimental setup. For finite-armed bandits, we test AdaC-UCB with § = 1 and compare it
to its non-private counterpart, i.e. a UCB algorithm with adaptive episodes and forgetting. We
test the algorithms for Bernoulli bandits with 5-arms and means {0.75, 0.625,0.5,0.375,0.25} (as
in (Sajed and Sheffet, 2019)). For linear bandits, we implement AdaC-GOPE and compare it to
GOPE. We set the failure probability to § = 0.001 and the noise to be p; = N(0,1). We use the
Frank-Wolfe algorithm to solve the G-optimal design problem (Lattimore and Szepesvdri, 2020).
We chose K = 10 actions randomly on the unit tri-dimensional sphere (d = 3). The true parameter
0* is also chosen randomly on the tri-dimensional sphere. For both settings, we run the private and
non-private algorithms 100 times for a horizon 7' = 107, and compare the average regret between the
private and non-private algorithms in Figure 1.

Results and analysis. We reach two conclusions from the results of both settings.

1. Free-privacy in low-privacy regime. For a fixed horizon T, the difference between the private and
non-private regret, Regpriv — Regnon—priv, cOnverges to zero as the privacy budget p — oo. Thus,
our algorithms achieve the same regret as their non-private counterparts in the low-privacy regime.

2. Asymptotic no price of privacy. For a fixed privacy budget p, the Price of Privacy (PoP), i.e.

A R ,—R n—pr . . . .
PoP = eg”gég “Imon—priv converges to zero as the horizon T increases. This observation resonates
on—priv

with both the theoretical regret upper bounds of the algorithms and the hardness suggested by the
lower bounds, where cost due to privacy appears as lower-order terms.
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6 Conclusion and future works

We study bandits with interactive p-global zCDP. First, we demonstrate the benefits of adopting the
Interactive DP definition for bandits. Then, we prove the minimax and problem-dependent regret
lower bounds for finite-armed and linear bandits, showing that the additional regret due to p-global
zCDP is less compared to pure e-global DP. The minimax bound additionally shows the existence of
two hardness regimes and privacy can be achieved for free in the low-privacy regime. We propose
AdaC-UCB and AdaC-GOPE, which satisfy p-global zCDP using a generic algorithmic blueprint,
and match the regret lower bounds up to constants and poly-logarithmic factors respectively.

A possible future direction is to derive regret lower bounds for bandits with (e, §)-DP. Both pure e-DP
and p-zCDP enjoy a (‘tight”) group privacy property that gives meaningful lower bounds for bandits,
when applied with coupling arguments. These arguments fail to adapt to (e, §)-DP. An interesting
technical challenge would be to adapt, for bandits, the fingerprinting lemma, which is a technique
used for proving (e, §)-DP lower bounds (Bun et al., 2014; Kamath et al., 2022). For the algorithm
design, it would be also interesting to see how to close the multiplicative gaps.
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A Privacy definitions for bandits

In this section, we discuss different ways to adopt Differential Privacy (DP) in bandits. The main
ingredients to specify in order to have a complete definition are (1) the mechanism in question, (2)
the input dataset, (3) the neighbouring relationship between the input datasets, and (4) the output
of the mechanism.

For all the adaptations of DP for bandits studied in this section, the output of the mechanism is the
same, i.e. a sequence of actions in [K]”. The mechanism in question is always induced by the policy.
For completeness, we recall the definition of the policy in Definition 3.

The main differences in the adaptations of DP originate from two sources:

1. Considering the policy as an interactive or non-interactive mechanism.

2. Considering the input of the mechanism to be the sequence of observed rewards, i.e.

r={ri,...,rr} € RT, that we call View DP. Alternatively, considering the input of the
mechanism to be the full table of potential rewards, i.e. d = {dy,...,dr} € (RE)T, that
we call Table DP.

Before starting, we recall the definition of the policy. Let 7' € N be the horizon. For each ¢ € [T7], let
O = ([K] x R)! and F; = B(Q;) with B being the Borel set.

Definition 3. A policy 7 is a sequence of rules (7;)1_, , where each T, is a probability kernel from
the histories (1, Fy_1) to arms ([K], 2K]). Since K] is discrete, we adopt the convention that
fori € [K],

Wt(i | A1,71, .-, at—lﬂ"t—l) = Wt({i} \ A1,T1, .-, at—lﬂ"t—l)
In the following, we first consider the non-interactive definition of privacy in bandits, which is the
definition usually adopted in the private bandit literature. There, we mainly discuss the relationship
between View and Table DP for different variants of DP. Then, we formalize the interactive definition

of privacy in bandits. We state several consequences of the interactive definition. Also, we discuss its
relation to the non-interactive definition, as well as to poisoning attacks.

A.1 Non-interactive DP for bandits

In this section, we define View and Table DP. Then, we discuss their relations. We prove that Table
DP always implies View DP, with the same privacy parameters. However, the converse may not be
always true. The equivalence can only be shown for pure e-DP. For other variants of DP, there could
be a huge increase in the privacy budget.

To commence, we recall the defintions of variants of DP for a non-interactive mechansim M.

Definition 4 (Variants of Approximate DP (ADP) for non-interactive mechanisms). A non-interactive
mechanism M, that assigns to each dataset d a probability distribution M, on some measurable
space (X, F), satisfies

1. (¢,8)-DP ( Dwork et al. (2014)) for a given § € [0, 1) if

sup  My(A4) — e Mg (A) <6.
AEF d~d!

2. («v, €)-Rényi DP (RDP) ( Mironov (2017)) for an « > 1 if
sup Do (Mg|[Ma) < e
d~d’

3. (&, p)-zero Concentrated DP (zCDP) ( Bun and Steinke (2016)) if, for all o € (1, 00),
3ug Do (My||[Myg) < &+ pa.

Here, two datasets d and d’ are said to be neighbouring (denoted by d ~ d') if their Hamming distance
e

is one. Do (P|Q) 2 ﬁ logEq [( %) } denotes the Rényi divergence of order o between P and

Q. We define e-pure DP as (€,0)-DP and p-zCDP to be (0, p)-zCDP.
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A.l1.1 View DP

This is the definition usually adopted in the literature of private bandits (Mishra and Thakurta, 2015;
Tossou and Dimitrakakis, 2016; Sajed and Sheffet, 2019; Azize and Basu, 2022). We formalise it by
stating its main ingredients, and coin the term "View DP".

Input. The input considered is only the sequence of observed rewards r = (r1,...,rr) and the
neighbouring is a change in one reward in this sequence.

Mechanism. The induced mechanism from the interaction of 7 and a list of rewards £ (r;);c (1] €
RT is V™ such that

V. RT = P(K]T)
r =V

The mechanism V7™, when applied to a sequence of observed rewards r, outputs (in one

shot) a sequence of actions a? = (ay,...,ar) € [K]¥, with probability V7 (aT) =

Hthl 7Tt(ap1|a1,7"1, cee atartfl)-

Neighbouring input. The Hamming distance between two lists of rewards r, 7’ € R” is the number
of different elements in r and 7/, i.e.

T
digam (r,7) = Z L{r #r}
t=1

Privacy definition. A policy 7 is

* (e,0)-view DPif V™ is (e, §)-DP
* (o, €)-view RDP if V7™ is (o, €)-RDP
* (&, p)-view zCDP if V™ is (&, p)-zCDP

A.1.2 Table DP

To formalise the intuition of Figure 2, Table DP protects the patients by considering the input of the
mechanism as the table which represents all the possible outcomes of the bandit interaction. Again in
the following, we explain the mechanism to be made DP, its inputs, outputs and the neighbouring
relation between its input.

Interaction protocol. Let v = {P, : a € [K]} a bandit instance with K arms. The policy

7 interacts with the environment v up to a given time horizon T to produce a history Hp =
{(at,7¢)}E_,. The iterative steps of this interaction process yielding H verify two conditions:

1. the conditional probability of choosing an action a; = a at time ¢ is dictated only by the
policy m¢(a|Hi—1),
2. the conditional distribution of reward r; given (H:—1, at) is Py,.

Thus, the policy can be seen as a set of adaptively chosen queries, applied to an adaptively-gathered
data set of rewards. Conceived this way, it is hard to decouple inputs from outputs to extend DP
correctly and protect the privacy of users.

Input. To overcome this problem, we will adhere to the random table model of bandits (Lattimore
and Szepesvari, 2020). Each user u; is represented by the row vector x; £ (Te1,..,Te.K) € RE,
where z; , represents the potential reward observed, if action a was recommended to user u;. Due
to the bandit feedback, only r; = z; 4, is observed at step ¢. One can verify that defined this way,
the induced history Hr = {(as,:)}7_, from the interaction between 7 and v still verifies the two
conditions 1. and 2. as defined above. The distribution of H depends both on the stochasticity of
the environment v and the randomness of the policy 7 and is denoted by P, ..
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Using the random table model, the input corresponding to the set of users {uy, ..., ur} is the fixed
dataset d = {x1,...,z7} € (RE)T. This way, the bandit interaction can be seen as applying a
set of adaptively chosen queries on a fixed dataset.

Mechanism. The induced mechanism from the interaction of the policy 7 and a table of rewards
d= {(zt4)ierx) }eeim) € (RE)T is M™ such that
M™: (RFT — P(K]T)
d — Mj

The mechanism M7™ when applied to a dataset d outputs (in one shot) a sequence of actions a’ £

(a,...,ar) € [K]T with probability ./\/lg(aT) = Hthl m(ae]ar, T1,ays - - Gt—1, Ti—1,a,_,)-

Neighbouring Input. A change in one user reflects as a change in one row in the table d, so we
define dyam(d, d') 2 31 Loy # 2}t = 3, 1{3i € [K], 24 # 2} ;}.

Privacy definition. A policy 7 is
* (e,9)-Table DP if M7 is (¢, 6)-DP

* (o, €)-Table RDP if M™ is (v, €)-RDP
* (&, p)-Table zCDP if M7 is (&, p)-zCDP

0 1

4 G - A 4 4 -
0

0
v ¥
1 0 1

Y o |2 . 1 Y o |1]| . 1

¥
¥

Figure 2: An example of the interaction of a policy with two sets of patients, that differ in one user
only. Each row represents the potential reactions of the patient to each medicine, but only one reaction
is observed by the policy, i.e. the framed one. A change in one patient reflects as a change in one row
in this table of potential rewards.

A.1.3 Relation Between Table ADP and View ADP Definitions

Table DP is a stronger notion of privacy than View DP.
Lemma 1. For a fixed policy w, we have that

M™ is ADP = V™ is ADP.

Proof. Suppose M™ is ADP.
Let 7,7 € RT be two lists of rewards such that dyam (7, 7’) = 1.

Define d such that d; ; = r; for all « € [K] and all ¢ € [T}, i.e. d is the table of rewards where r is
concatenated colon-wise K times. We define d’ similarly with respect to 7.

For d, d’ defined this way, we have that dyam(d,d’) =1,V = M7 and V], = MJ,.
This means that
o If M7 is (¢, d)-DP, then
VA e P([K]T) VT(A) — eV (A) = MT(A) — e M7 (A) <6
and V™ is (¢, 0)-DP.
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o If M7 is («, €)-RDP, then
Do (VIIVE) = Da(MG[|MG) < €
and V7 is (a, €)-RDP
o If M™ is (&, p)-zCDP, then
Da(VIIIV]) = Da(MGlIMG) <€+ por
and V7™ is (¢, p)-zCDP.

For pure e-DP, View DP and Table DP are equivalent.
Lemma 2. For a fixed policy m, we have that

MT™ is e-DP < V7™ e-DP.

Proof.
(Proving =) M™ is e-DP — V™ ¢-DP is true by Lemma 1, because an ¢-DP mechanism is also
(e,9)-DP for 6 = 0.

(Proving <) Suppose V™ is e-DP. We want to show that M™ is e-DP too.
Letd,d’ € (R¥)T such that dgym(d,d’) = 1.

Fora® € [K|T,letd,r £ (d1,ay,d2.0,,---,d7,ar) € RT be the trajectory of reward induced by a”
ind.

Since dyam(d, d’) = 1, we have that Va” € [K]” dyam (dyr, d,r) < 1.
Leta® € [K]T. We have that
Mj(aT) = V] (a") < eV (a") = M (aT)
where the inequality is because V™ is e-DP and d,,r Na d! r. Thus, M™ is e-DP.
O

Remark 1. The crux of the reciprocal proof comes from the fact that to prove e-DPF, you only need to
check the atomic events o™ . In that case, we can link M™ and V™ easily.

This is not the case for approximate DP. For example, for (e, 0), there is a huge loss in parameters.

Lemma 3. For a fixed policy w, we have that

V™ is (e,0)-DP = M™ is (e, K*'§)-DP.

Proof. Suppose V™ is (€, d)-DP.
Letd,d’ € (R®)T such that dym (d, d’) = 1.
We have that, for every a € [K]7, dyam(dor, dz) < 1.
Let £ C [K]" be an event, i.e a set of sequences. We have that
MGE)= > Mja")= > Vi (")
aTek aTcE

< 3 (VI (@") +9)

(@) aTeE

< M5 (E)+KTS,
(b)

where (a) holds true because V™ is (¢, §)-DP, and (b) is true because card(E) < KT
This means that M™ is (¢, K'§)-DP O

All in all, Table DP is the notion of privacy that we adhere to in this paper, since it protects all the
potential responses of an individual rather than just the observed one.
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A.2 Interactive DP for bandits

The classic non-interactive definition of DP (Definition 4) considers only mechanisms M that release
answers in one shot. However, data analysts often interact with a database in an adaptive fashion.
This motivates the study of interactive mechanisms to capture full-featured privacy-preserving data
analytics. Here, we adopt the Interactive DP definition as expressed in (Vadhan and Zhang, 2022). The
mechanism M is viewed as a party in an interactive protocol, interacting with a possibly adversarial
analyst. We recall the complete definition here.

Definition 5 (Interactive protocol). An interactive protocol (A, B) is any pair of functions on tuples
of binary strings. The interaction between A with input x o and B with input x g is the following
random process (denoted (A(x ), B(zg))):

1. Uniformly choose random coins r 4 and rg for A and B, respectively.

2. Repeat the following fori =0,1,.. ..
(a) If i is even, let m; = A(xa,m1,m3,...,Mi_1;TA).
(b) If i is odd, let m; = B(xp, Mo, M2, ..., Mi—1;7B).
(c) If m; = halt, then exit loop.

The view of a party in an interactive protocol captures everything the party “observes” dur-
ing the execution. If (A, B) is an interactive protocol, A’s view of the interaction is the tuple
Views(A(za) < B(xp)) = (ra,xa,mi, ms,...) consisting of all the messages received by A in
the execution of the protocol together with the private input x 4 and random coins 7 4. B’s view of
(A(xa;74), B(xp;rp)) is defined symmetrically.

In the setting of DP, Party A is the mechanism, where the input = 4 is the dataset. Party B is the
adversary that does not have an input z . Since we only care about the view of the adversary, we will
drop the subscript and denote the view of the adversary as View(B <> M (x)). With this notation,
interactive differential privacy is defined by asking for the views of an adversary on any pair of
neighbouring datasets View (B <> M(z)) and View(B < M(z')) satisfying the same closeness
notion as in non-interactive differential privacy.

Definition 6 (Variants of Approximate DP (ADP) for Interactive mechanisms). A mechanism M is
said to be an

1. (e,6)-DP interactive mechanism for a given § € [0,1) if, for every pair of neighboring datasets
d,d" € X, every adversary B € B, and every subset of possible views S C Range(View), we have

Pr[View(B <> M(z)) € S] < exp(e) - Pr[View(B <> M(z')) € S] + 4.
2. («, €)-RDP interactive mechanism for an o > 1 if, for every adversary B € BB

sup D, (View(B < M(d))||View(B +» M(d'))) <.

3. (&, p)-zCDP interactive mechanism if, for every o € (1, 00), and every adversary B € BB

sup D, (View(B <> M(d))|[View(B <> M(d"))) < £ + pa.

The interactive protocol Definition 5 is adapted to bandits in Definition 1. Similarly, the interactive
definitions of Definition 6 are formalised for bandits in Definition 2.

A.3 Consequences of the Interactive DP definition

Here, we state different corollaries and lemmas, obtained as consequences of Interactive DP.

First, we recall that to check the interactive DP condition, it is enough to only consider deterministic
adversaries (Lemma 2.2 in Vadhan and Wang (2021)).

Second, it is easy to see that interactive DP implies non-interactive DP.
Lemma 4. If 7 is Interactive b-ADP, 7 is b-global ADP.

Proof. This is direct by taking the identity-adversary B'd defined by Bi(o1,...,0;) = o;. O
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We also provide the following lemma, that relates the interactive and non-interactive definitions,
using an interactive post-processing.

Lemma 5 (Relation between interactive and non-interactive DP for bandits).  is Interactive b-ADP
if and only if, for every deterministic adversary B, 78 is b-Table ADP, where 7% = {nB}L_ | and

m(a|ar,r...,ai-1,7-1) = m(a | Ba1),r1, Blay,a2),72...,Blai,...,a;-1),74-1) (9)

Remark 2. We use b-ADP as a shorthand for properties that are true for the three variants of DP.
Here, b is the budget, namely b = (¢,0), (o, €), (&, p).

Proof. This is direct by observing that for every deterministic adversary B, the view of adversary B
reduces to View(B +» M(d)) = M7 O

This means that any interactive policy could be simulated by interactive post-processing of a mech-
anism verifying non-interactive DP. If a policy is "closed" under interactive post-processing, both
interactive and non-interactive DP definitions are equivalent.

Finally, we provide a "group privacy" property, verified by any Interactive DP policy.
Corollary 1. If 7 is a p-global zCDP policy then, for any sequence of actions (a1, . . ., ar) and any

two sequence of rewardsr = {r1,...,r7} andr’ = {r} ... v}, we have that
T
ZKL (me( L av, a1, ) || me [ e, vl a1, mi20)) < pdan(r,r)?
t=1
Proof. Leta £ (ay,...,ar) be a fixed sequence of actions. Letr = {r{,...,77} and 1’ £
{ri,..., .} be two sequences of rewards.

Step 1: The constant adversary. We consider the constant adversary B, defined as
Ba(o1,...,0)) & a

i.e. B, is the adversary that always queries at step t the action a;, independently of the actions

recommended by the policy. Let 7, = 75 as defined in Eq. (9).

Since 7 is p-global zCDP, using Lemma 5, then M™ is p-zCDP. And Lemma 1 gives that V™ is
p-zCDP.

Step 2: Group privacy of zCDP. Using the group privacy property of p-zCDP i.e. Theorem 10 with
a = 1, we get that

KL (V[ || V) < p dygam (r, 7). (10)

Step 3: Decomposing the view of the constant adversary. On the other hand, we have that

T
V;Ta(017 e 7OT) = Hﬂ-t(ot | 1,71, 7at717rt71)'
t=1
In other words V™ = ®Z;1 me(c | ar, iy i1, Te—1).
Similarly, V3* = ®th1 m( |l an, a1, q).

Hence, we get
T
KL (V™ || Vi) = ZKL (7rt(. | a1,r1,. .. ap—1,71—1) || me(c | ag,r,. .. ,at_l,rg_l)) (11)
t=1

Plugging Equaion (11) in Inequality (10) concludes the proof. O
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A.4 Poisoning attacks against Interactive DP

We recall the setting of poisoning attacks for bandits (Jun et al., 2018; Liu and Shroff, 2019).

A poisoning attacker B sits between a policy 7 and the real environment . When the policy pulls
the action a;, the environment generates the real reward ) ~ v,, and the attacker decides on an
attack ;. The reward observed by the policy 7 is then r; = 70 — a;. The goal of the attacker B is to
manipulate 7 to choose a sub-optimal target arm (call it K without loss of generality) while spending
a minimum cumulative attack cost ZtT:l || in expectation. The attack is successful if the number

of pulls of the target arms Ny (1) =T — o(T).

The Oracle attack (Jun et al., 2018) is a trivial attack when the attacker knows the real means of
the environment v. The attack proceeds by attacking any round ¢ where a non-target arm a; # K is
pulled by 7. The Oracle attacker pulls down the reward of the corresponding arm by a; = A7 =
max {a, — piic + 7,0} for a small parameter v > 0. The Oracle attack transforms the original
bandit problem into one where all non-target arms have an expected reward of less than zi.

Theorem 8 (Defense against Oracle attack). If 7 is a consistent p-global zCDP policy, the Oracle

attacker needs ) ( logp(T)> expected cumulative cost to succeed.

Proof. The oracle attack targets the arm K and makes it appear optimal for the policy 7. Since 7 is a
consistent policy, 7 will linearly pull the ‘optimal arm’ in the transformed bandit, which is arm K.
Thus, the Oracle attacker can succeed.

On the other hand, the Oracle attack, defined by

ar = A7 1{a; # K} = max {tq, — px +7,0} 1 {az # K}
has an expected cumulative cost of

E Zcm] — Y EIN.(T)]A],

Since 7 is a consistent p-global zCDP policy, the problem-dependent regret lower bound (Theorem 2)

gives that for a # K, E[N,(T)] = ( logp(T)) which concludes the proof. O
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B Lower bounds via couplings for concentrated DP

In this section, we are interested in controlling the distance (the Kullback-Leibler, i.e. KL) between
marginal distributions induced by a differentially private mechanism, when the datasets are generated
using two different distributions. This type of information-theoretic bounds is generally the main step
for many standard methods for obtaining minimax lower bounds. Our main theorem in this section
relates the effect of Concentrated DP on this information-theoretic quantity.

In particular, if P; and P; are two data-generating distributions over X", we are interested in the
marginals over the output of the mechanism M when the inputs are generated from P; and Ps, i.e.
forve {1,2} and A € F

M2 [ M| d)dp, () (12)

dexn

In the following, we will provide general results to bound the KL divergence between the distributions
M and M, defined in (12), when the mechanism M is p-zCDP. The upper bound depends on the
privacy budget p and the per-step total variation distance between the data-generating distributions
731 and 732.

We recall the definition of an f-divergence.

Definition 7 (f-divergence). Let f : (0,00) — R be a convex function with f(1) = 0. Let P and Q
be two probability distributions on a measurable space (X, F). If P < Q then the f-divergence is

defined as
N d
Ds(PIQ) 2o £ (53]

where % is a Radon-Nikodym derivative and f(0) £ f(0+).

B.1 From the KL to a transport problem

Let P; and P two distributions over X". Define C as a coupling of (P71, Ps), i.e. the marginals of C
are P and P2. We denote by II(Py, P2) the set of all the couplings between P; and Ps. Let M7 and
My, be defined as in (12). We recall the definition of an f-divergence.

Theorem 9. We have that

D:(M{||Ms) < inf  EjanwelDe(MgllMg)l. 13
£ (M| 2)_C€H}I7131’P2) (@,a~eclDf(Mal|Mar)] (13)

Proof. Let C be a coupling of P; and P5. We provide a visual proof of the theorem.

First, we recall Theorem 15.

Py x Py

Px

QY\X > QY

P
It Px 25 Py and Px 225 Qy, then

Dy (Py|Qy) < Ex~py [Df (Pyix[Qyix)] -
The idea is to use Theorem 15, where the input is a pair of datasets (d, d’) sampled from the coupling
C, the first channel applies the private mechanism to the first dataset, the second channel applies the

mechanism to the second dataset. In other words,

* X = (d,d’) a pair of datasets in X™
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* the input distribution is Px = C the coupling distribution.
* the first channel is the mechanism applied to the first dataset Py x = M(Y | d).
* the second channel is the mechanism applied to the second dataset Qy|x = M(Y | d').

* Y is the output of the mechanism
Using this notation, we have that

b Py = M1
* Qy = M,
* Dy (Pyx||Qy|x) = D(Mq||Ma).

Using Theorem 15, we have that
Dy(Mi||Msa) < Eggy~c[Df(Mal Mar)].

which is true for every coupling C. Taking the infimum over the couplings concludes the proof.

We will use the group privacy to upper bound the RHS of Equation 13.

Theorem 10 (Group Privacy for p-zCDP, Proposition 27, Bun and Steinke (2016)). If M is p-CDP,
then
Vd,d € X", Vo > 1, Do(My||Ma) < pdyam(d, d')?c.

Combining the last two theorems gives the following corollary.
Corollary 2. If M is p-CDP, then

KL (M || M) < inf By gncldia(d, d)?].
(M || 2)_/)C€H1(I7131’P2) (d,d"y~c|Aram(d, d’)”]

Proof. Let M be p-CDP. Applying Theorem 9, with f(x) = zlog(x) gives that

KL (M || My) < inf Eggnwel KL (M M)l
(M, | 2)_PCEH1(I7131’P2) (@,dy~c[KL (Mg || Ma)]

Applying Theorem 10 with o = 1 gives that
KL (Md H Md/) < deam(dv dl)Q

Combining both inequalities gives the final bound. O

B.2 Proxy solution to the transport Problem

Deriving the sharpest upper bound for the KL would require solving the transport problem

inf By g i (ds ).
CEHl(%l,PQ) (@.d)~cldnan(d, )7}

As a proxy, we will use maximal couplings.

Proposition 1. Let Py and P be two probability distributions that share the same o-algebra. There
exists a coupling coo(P1,P2) € II(P1, P2) called a maximal coupling, such that

E(x,, x0)~ew (P, Po) [1{X1 # Xo}] = TV (Py || P2)

Using maximal coupling for data-generating distributions that are product distributions yields the
following bound.
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Theorem 1 (KL decomposition for p-zCDP). Let P; and Py be two product distributions over X™,
ie. Pr = @, p1iand Po = @, p2, where p, ; for v € {1,2},1 € [1,n] are distributions over
X. Lett; 2 TV (p1i || p2.4)- If M is p-zCDP, then

KL (M || M2) <p (i:h) + Piti(l —t;)

i=1
Proof. Let ¢! be a maximal coupling between p; ; and ps ; for all i € [1, n]. We define the coupling
Coo £ @), ci. Then Co is a coupling of P; and Ps.

Since dyam(d, d’) = Y., 1{d; # d.} we get that, for (d,d’) ~ Cx,

dytam(d, d') ~ > Bernoulli(t;),
=1

where t; £ TV (p1,i || p2,i)-
This further yields

n

2 n
E (g, [dHam(d, d')?] = <Z tz-) + 3 (1 —ta).
i=1

i=1
Corollary 2 concludes the proof. O
Comments on the bound of Theorem 1. This is a centralised p-zCDP version of the KL-
decomposition lemma under local DP (Duchi et al., 2013, Theorem 1), and a p-zCDP version

of the Sequential Karwa-Vadhan lemma (Azize and Basu, 2022). We also refer to (Lalanne et al.,
2022) that uses similar coupling ideas to derive p-zCDP variants of LeCam and Fano inequalities.
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C Regret lower bounds for bandits under p-global zCDP

In this section, we will use the result of Theorem 1 in classic regret lower bounds for bandits to
generate multiple lower bounds, namely minimax and problem dependent for stochastic and minimax
for linear bandits.

C.1 Stochastic finite-armed bandits: Minimax lower bound

Theorem 2 (Part a: Minimax lower bound for finite-armed bandits). Let I1? be the set of p-zCDP
policies. Forany K > 1, T> K —1,and0 < p <1,

. 1 1 K—-1
minimax A .
Regy )" = Trlenl% Vseugg{ Regr(m,v) > max{27 T(K-1) , vl 7\/5 }

with p-global zCDP

without p-global zCDP

Proof. The non-private part of the lower bound is due to Theorem 15.2 in Lattimore and Szepesvdri
(2020). To prove the private part of the lower bound, we plug our KL decomposition theorem into the
proofs of regret lower bounds for bandits.

Step 1: Choosing the ‘hard-to-distinguish’ environments. First, we fix a p-zCDP policy 7. Let A
be a constant (to be specified later), and v be a Gaussian bandit instance with unit variance and mean
vector u = (A, 0,0, ...,0).

To choose the second bandit instance, let a £ arg min;e x| Ey, [N;(T)] be the least played arm in
expectation other than the optimal arm 1. The second environment ¢/ is then chosen to be a Gaussian
bandit instance with unit variance and mean vector 1’ = (A, 0,0,...0,2A,0...,0), where yi; = ju;
for every j except for u), = 2A.

The first arm is optimal in v and the arm 7 is optimal in v/,
Since T' = Epr [N1(T)] + 3,51 Eur [Ni(T)] > (K — 1)Eyr [No(T')], we observe that

T
o ZE,. [N, (T)] <
n INo(T)] < o

Step 2: From lower bounding regret to upper bounding KL-divergence. Now by the classic
regret decomposition and Markov inequality (Lemma 11), we get*

Rety () = ('~ Bye [N (T))) A > Mo (W (T) < T/2) 2,

and
p TA
Regy(m,v') = AE, » [N1(T)] + Z 2AE,  [No(T)] 2 Myrr (N1(T) > T/2) 2
a¢{l,i}
Let us define the event A = {N1(T) < T/2} = {(a1,az,...,ar) : card({j : a; = 1}) < T/2}.
By applying the Bretagnolle-Huber inequality, we have:

L3 (Mor(4) + Myr(4%))

TA
> Ve exp(—KL (M, || Myiz))

v

Regy(m,v) + Regp(m, V')

Step 3: KL-divergence decomposition with p-global zCDP. Now, we apply Theorem 1 along with
an oracle argument similar to (Shariff and Sheffet, 2018). Since v and v/ only differ in the distribution
of arm a, the oracle coupling induces a maximal coupling only on the samples coming from arm a.
Specifically, we build the following oracle coupling @. When 7 samples an action ¢ # a, the oracle
O provides the same sample twice, i.e. 7; ~ v; and r; = r;. Otherwise, for the samples coming from

“In all regret lower bound proofs, we are under the probability space over sequence of actions, produced
when 7 interacts with v for T" time-steps. We do this to use the KL-divergence decomposition of M,
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arm a, the oracle provides, in expectation, n, fresh iid samples from the maximal coupling between
Vg and V).

Using Theorem 1 with the oracle coupling O, n = n, and t; = t, = TV (v, || v/}), we get that
KL (M, || Myiz) < p(nts + nata(1 —ta))
< p(n2t2 + ngty) .
The last inequality is due to the fact that 1 — ¢, < 1.

Finally, using Pinsker’s Inequality (Lemma 13), we obtain

to = TV (v || V) < \/;KL N(0,1) | N(2A,1)) = A

Step 4: Choosing the worst A. Plugging back in the regret expression, we find

Regy(m,v) + Regy(m, V') > % exp (—p [n2A% + n,Al)

vV

~|

@

[}

T

|

hs
1

S

S
>

+
N |
—_
S
~

> T A+ 1)
=g PP IR 1T
By optimising for A, we choose A = £-1 (ip - %) > 0, since p < 1.
This gives that
K—-1 1 1
Regy(m,v) + Regyp(m, V') > 1 (\/‘5 - 2) exp (—1)
K-—-1
> exp (—1)
57

1

We conclude the proof by lower bounding % exp(—1) > 5,

and using 2 max(a, b) > a + b. O

C.2 Stochastic finite-armed bandits: Problem-dependent lower bound

Theorem 2 (Part b: Problem-dependent lower bounds for finite-armed bandits). Let £ = M; X
- X My be a class of environments with K arms, where M is a set of reward distributions
with finite means. Let T be a consistent policy’ over & satisfying p-global zCDP . Then, for all

v=(P)X | €& (ie. P, € M, ), it holds that

Regp(m,v) A,
/> .
Z \/ﬁtinf (Pavﬂ*aMa)

- a:lg>0
where ting (P, p1*, M) £ infprepg {TV (P || P') : u(P') > p*}

Proof. Let 7 be a consistent policy satisfying p-global zCDP. Let p, be the mean of the a-th arm in
U, ta = tint (Pa, 1, Ma).

Fix a suboptimal arm a, and let 5 > 0 be an arbitrary constant.

Step 1: Choosing the ‘hard-to-distinguish’ environment. Let v/ £ (P;) il € & be a bandit with

P} = Pjfor j # aand P, € M, be such that TV (P, || P,) < t, + f and u(P;) > p*, which
exists by the definition of ,. Let i/ € R¥ be the vector of means of distributions of /.

3A policy 7 is called consistent over a class of environments £, if Vv € £ and p > 0, limr 00 w =0.
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Step 2: From lower bounding regret to upper bounding KL-divergence. For simplicity of
notations, we use Reg; = Regy(m, v), Reglr = Regy(m,v), and A = {(a1, as,...,ar) : card({j :
a; =1}) <T/2}.

Then, by regret decomposition and Markov Inequality 11, we obtain

T
Regr +Regr 2 5 (Myr(A)Aa + My (A7) (4 = 17)) (14)

Y

T . N c
3 min {Ag, ), — p*} (Myr(A) + M, (A))

Y

T N
T min{A, i, — i b exp(—KL (M || Myr))

Step 3: KL-divergence decomposition with p-global zCDP. Similar to Step 3 in the previous
minimax proof, we build the oracle coupling O that provides a maximal coupling only on the samples
coming from arm a.

Using Theorem 1 with the oracle coupling O, n = n, and t; = TV (v, || V)) = t4 + 5, we get that
KL (Myr || Myx) < plng(ta + B))* + na(ta + 5))]

where n, = E, . [Na(T)].

Step 4: Rearranging and taking the limit inferior. Thus, we get

T
Regr + Regl > 1 min {A,, u, — p*}exp (—p {nz (ta + B)% + na (ta + 5)})

Solving for n, gives that

> 4e(T)+1-1
= 2ta+P)
A1 Tmin{Aa,/_Lflf,u*}
where ¢(T) = ; log (4(RegT+Reg,T) )
Now, taking the limit on both sides leads to
El/ﬂ' Na T ]- . . T
lim inf [Na(T)] > lim inf o(T)
T—o0 log(T) (ta+B) T=oo | log(T)
1 Ly log (Regy + Reg’)
=—,|- —limsu
Gt B)\ P\ Tos  log(T)

oretll

The last equality follows from the definition of consistency, which says that for any p > 0, there
exists a constant C, such that for sufficiently large 7', Reg; + Reg/, < C,T?. This property implies
that

log (Regy + Reg?) plog(T) + log (Cy)
lims <l P2 —p,
T dog(T) 1w log(D) g
which gives the result since p > 0 was an arbitrary constant.

We arrive at the claimed result by taking the limit as 3 tends to zero.

C.3 Stochastic linear bandits: Minimax lower bound

First, we give a specific coupling lemma for the linear case and plug it in the minimax lower bound
proofs.
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Letv = {P,,a € [K]}and v’ = {P/,a € [K]} be two bandit instances. When the policy 7 interacts
with the bandit instance v, it induces a marginal distribution m,, . over the sequence of actions, i.e.

My x(a,...,ar) = / Hwt ag | a1,71, ..., Q4—1,7T4—1)Da, (1¢) dry.

We define m,  similarly.
Lemma 6. If 7 is p-global zCDP, then

M<Ztat> +pEM<Ztat - >+pvw(itat25)

where t,, = 2 TV ( s H P, ) and B, » and V, . are the expectation and variance under m,, .
respectively.

KL (myx || My z) < p

Proof. We adapt the proofs of Appendix B to the bandit case, by creating a coupled bandit instance.

Letv ={P,:a € [K]}and v = {P. : a € [K]} be two bandit instances. Define ¢, as the maximal
coupling between P, and P.. Let m = {7 };_, be a p-global zCDP policy.

Here, we build a coupled environment  of v and v/. The policy 7 interacts with the coupled
environment -y up to a given time horizon 7' to produce a history {(A;, Ry, R})}1_,. The iterative
steps of this interaction process are:

1. the probability of choosing an action A; = a at time ¢ is dictated only by the policy 7; and
A1, R1,A5, R, ..., As—1,Ri_1, ie. ignores { R, Z,j
2. the distribution of rewards (R;, R}) is ¢4, and is conditionally independent of the previous
observed history {(As, Ry, R,)}iZ1
This interaction is similar to the interaction process of policy 7 with the first bandit instance v, with
the addition of sampling an extra R} from the coupling of P,, and P, .

The distribution of the history induced by the interaction of 7 and the coupled environment can be
defined as

T
p’yﬂ'(alvrlar/l"'?aT7rT1rT H at ‘ alvrlwu7at7177at71)cat(rtvr£)
To simplify the notation, let a = (a1,...,ar), r = (r1,...,rp) and ©’ = (r{,... 7). Also,
let cy(r,r’) £ Hthl Ca,(r¢,rh) and 7w(a | ) = Hthl m(ar | a1,r1y...,ap-1,71—1). We put

h £ (a,r,r’). With the new notation

pyr(a,r,r’) = 7m(a | r)e(r, 1)

Similarly, we define
¢yr(a,r,r’) 2 7(a | r’)ea(r, 1)

It follows that m,, , is the marginal of p., when integrated over (r,r’), and m, r is the marginal of
¢~ When integrated over (r,1’), i.e.

mwr(a):/ Pyr(a,r,r’)drdr’  and mufﬂr(a):/ ¢y=(a,r,1r’) drdr’

) )
s iy

By the data-processing inequality, we get that
KL (mlaﬂ | mV’,Tr) <KL (p'wr I q'wr) (16)
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In the following, upper case variables refer to random variables. We have that

KL (p'wr | QWT)
o (A | R)ca(R,R’)
HEARR)~px | 28 | Z(A Ry (R, R)

T r
(b) (A A1,R17~-~At—1’Rt_1))]
E H~py -Og (’]Tt(At ‘ A17 /1""At71’ 271)

© [ me(Ay | Ay, Ry, A1, Rey)
= E Ex- En~ 1 A LA _
H~pyn | H~py |:Og (’/Tt(At | Al,Rll, . ~At71,R2,1) | laRla t laRt 1

(d) [ 7Tt(At | AlaR17~-~At—17Rt—1)
2> Entep,, |Eapon 1
o L ArmClAn e AR [Og ('/Tt(At | Ay, Ry, A, Ry )

T
DS Bip,, [KL (mi( | Aty Ruy. o Amty Recy) || mi( | AL Rl A RyY)]

t=1

where we obtain

(a): by definition of p., ¢~ and the KL divergence
(b): by definition of 7(A | R) and w(A | R)

(c): using the towering property of the expectation

(d): using that, conditioned on the history (Ay, Ry, ... At—1, Ri—1), the distribution of A; is (. |
Ala R17 cee At—17 Rt—l)-

(e): by definition of the KL divergence
On the other hand, Corollary 1, we have that

T
> KL (mi(- | Ay, Ry, Aq, Ry || mil | Ay Ry, Ay, Ry ) < pdim(RRY)
t=1

which means that

KL (p’Yﬂ' || q"/ﬂ') S ]EHprr [pd%lam(R7 Rl)}

(é) EHNP'W\’ [EHNPWTF I:pd]?lam(R7 R,) | A ]]

© P Eitep,. [Etep,. [dan(RR) [A]+ oV [dyan (R R) | A]]

2 T
(é) PEy,ﬂ- (Z tm,) + pEu,Tr (Z tat(l - tat))

t=1

t=1

2
+pEy (Z ta,(1— tat)> +pVynr

T
>
t=1
where we obtain

(a): using the towering property of the expectation

(b) and (d): by definition of the variance

(c): using that digam(R,R’) = S7_ 1 {R; # R}} where 1 {R; # R}} | A; ~ Bernoulli(t,,) by
the definition of the maximal coupling and the sum is iid given A.

Finally, plugging the upper bound in Inequality (16) concludes the proof. O
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Theorem 3 (Minimax lower bounds for linear bandits). Let A = [~1,1]% and © = R, Then, for
any p-global zCDP policy, we have that

minimax exp -2 exp —295) d
Reg7 (A, 0) > max %d\/f ’ (4)\/ﬁ

without p-global zCDP with p-global zCDP

Proof. For the non-private lower bound, Theorem 24.1 of (Lattimore and Szepesvdri, 2020) gives
that,

- d
Regp?™™™(A,0) > exp(—2)§\/f
Now, we focus on proving the p-global zCDP part of the lower bound.

d

Let© = {—T%/ﬁ, T%/ﬁ} .For 0,0’ € ©, let v and v’ be the bandit instances corresponding resp. to
6 and ¢’. We denote My = M, , and My, = M,/ .. Let Eg and Eg the expectations under My and
My respectively.

Step 1: From lower bounding regret to upper bounding KL-divergence We begin with

T
Regp(A,0) =Ey

d
S (sign (6;) — Avi) 0;
11:=1

1 d

Y

t=1

> T{sign (Ay;) # sign (91‘)}]

d

> \}ﬁ ;MO (;H{Sign (Api) # sign (6;)} > T/2>

In this derivation, the first equality holds because the optimal action satisfies af = sign (6;)
for i € [d]. The first inequality follows from an observation that (sign(6;) — As)6; >
|0;| T {sign (A;) # sign (6;)}. The last inequality is a direct application of Markov’s inequality 11.

For i € [d] and 6 € O, we define

T
Po.i 2 My (Z I {sign (Ays) # sign (6;)} > T/2> :
t=1
Now, let i € [d] and 6§ € © be fixed. Also, let 93- = 0; for j # i and §; = —0;. Then, by the
Bretagnolle-Huber inequality,

1
Po.i T Pori = ieXp(—KL (M || My/)) -

Step 2: KL-divergence decomposition with p-global zCDP.
Define Y43 £ vV (N(<Afa 0> ) 1) || N(<A1‘a 0l> ) 1))

From Lemma 6, we obtain that
T 2 T
Zpt > + P (Eyﬂ' Zpt > + pvu,ﬂ'
t=1 t=1

On the other hand, using Pinsker’s inequality (Lemma 13), we have that

KL (Mg || Mg/) § 1% (Eyﬂ-

)

t=1

S < 30\ KLV (400). 1) | (400, 1)
t=1 t=1
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The last inequality holds true because A; € [~1,1]? and 6,6’ € {_%ﬁ’ %ﬁ} .

This gives that

l/7T

1
Zpt <7 and V.
N

Plugging back in the KL decomposition, we get that,

K(MallMef)<ﬂ( > (9 ) ()

Zpt] < 4i

—

=1+p+-<

where the last inequality is due to p < 1.

e

Step 3: Choosing the ‘hard-to-distinguish’ . Now, we have that
1
Poi + Poryi = By exp (—9/4)

Now, we apply an ‘averaging hammer’ over all # € ©, such that |©| = 2, to obtain

Z Zpez: |Zzp€z_4exp _g)

06@ i=1 i=1 €O

This implies that there exists a § € O such that Z?:l po,i > dexp(—2)/4.

Step 4: Plugging back ¢ in the regret decomposition. With this choice of 8, we conclude that

d
1
RegT(A7 0) > E Do i
\/ﬁ 1=1

S exp(—%) d

2 1 5
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D Privacy proofs

In this section, we give a complete proof of the privacy of both AdaC-UCB and AdaC-GOPE. Both
algorithms share the same blueprint. We first formalise the intuition behind the blueprint in Lemma 7,
then give a generic proof of privacy and specify the minor differences to complete the proofs in the
last section.

D.1 The privacy lemma of non-overlapping sequences

Remark 3. The Privacy Lemma shows that when the mechanism M is applied to non-overlapping
subsets of the input dataset, there is no need to use the composition theorems. Plus, there is no
additional cost in the privacy budget.

Lemma 7 (Privacy Lemma). Let M be a mechanism that takes a set as input. Let { < T and
ti,...testep1 bein [1,T] suchthatl =t1 < -+ <ty <tgy1 —1=T.
Let’s define the following mechanism

4
Gi{ar,mrt = QM a0 (17)

i=1

In other words, G is the mechanism we get by applying M to the partition of the input dataset
{z1,...,x7} according tot; < --- <ty < tysq, Le.

&
1)

T
where o; ~ M{Itia~~~7zti+1fl}’
We have that

(a) If M is (¢,0)-DP then G is (e, 5)-DP
(b) If M is (o, €)-RDP then G is (c, €)-RDP

(c) If M is (&, p)-zCDP then G is (€, p)-zCDP

Proof. Letx £ {x1,...,z7}and 2’ £ {x],..., 2/} be two neighboring datasets. This implies that
3j € [1,T] such that z; # 2, and Vt # j, v, = ;.

Let ¢ be such that tp < j < tpyq — 1.
(a) Suppose M is (¢, 6)-DP.

For every output event £ = Fy X --- X Fy,, we have that

4
Go(E) = [[Mear, . 00, 11 (BD)

i=1

7M{J/Q/7 Tty -1} Ef' H M{ltﬂ STty — 1}( )
i=1,i7#L’

< (66/\4{1' ..... m;£/+171} (Ee) +5) H Moiooey 13 (i)
i=1,i#0"

4

=eGu(E)+0x ] M, (B
i=1,i#0
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< G (B) +6

. ¢
since Hi:l,i#@’ M{mti,“-’mti+lf1}(Ei) < 1
Which gives that G is (e, §)-DP.
(b) M is (o, €)-RDP.

‘We have that
1 G.(0)\*
DulG1G) = —1og [ [ Gur(0) ( )
a—1 o=(01,...,0¢) Gar (0)
Since
0
gw(o) = H M{zti,u.}thl,l}(Oi)
i=1
and
¢
Gur(0) = [T Mat o, ,3(02)
=1
we get
Golo) _ Moty sy, -1}(01)
gw’ (O) M{zt[,, EAN ,It[,Jrl—l}(Oi)
Thus,

Do (G:]|Gar) = Da(M{wtg/7---7$tj7-~-:1t£/+1—1}||M{$f£/7---a93£ja<~-:mt£/+1*1}> <e

Which gives that G is («, €)-RDP.
(c) M is (&, p)-zCDP.

Similarly, we have that

Da(nggz/) = Da(M{fL‘tz, ey Tt """7'.”2’+1_1} ||M{m,w -

J

7---7-751,2/+1—1}) S 5 + pa.

J

Thus, G is (&, p)-zCDP. O

For each of the three algorithms proposed, the final actions can be seen as a post-processing of

some private quantity of interest (empirical means for AdaC-UCB or the parameter 6 for linear and
contextual bandits). However, we cannot directly conclude the privacy of the proposed algorithms
using just a post-processing argument and Lemma 7. This is because the steps corresponding to the
start of an episode in the algorithms ¢; < --- < ¢y < ¢4, are adaptive and depend on the dataset
itself, while for Lemma 7, those have been fixed before.

To deal with the adaptive episode, we propose a generic privacy proof.

D.2 Generic privacy proof of AdaC-UCB and AdaC-GOPE

In this section, we give one generic proof that works for the two proposed algorithms.

First, we give a summary of the intuition of the proof for dealing with adaptive episodes. By fixing
two neighbouring tables of rewards d and d’ that only differ at some user u;, and a deterministic
adversary B, we have that

* the view of the adversary B from the beginning of the interaction until step j will be the
same

* the adaptive episodes generated by the policy in the first j steps will be the same, which
means that step j will fall in the same episode in the view of B when interacting with 7(d)
or 7(d’)

* for these fixed similar episodes, we use the privacy Lemma 7
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* the view of B from step 5 + 1 until 7" will be private by post-processing
Letd = {dy,...,dr} and & = {d},...,d}} two neighbouring reward tables in (R¥)7. Let
j € [1,T) such that, for all t # j, d; = dj.
Let B be a deterministic adversary.
We want to show that D, (View(B > 7(d))||View(B < 7(d"))) < ap.
Step 1. Sequential decomposition of the view of the adversary B

We observe that due to the sequential nature of the interaction, the view of B can be decomposed

to a part that depends on d<; £ {dy,...,d;_1}, which is identical for both d and d’ and a second
conditional part on the history.

First, let us denote
View(B < n(d)) 2 PP

We have that, for every sequence of actions 0 £ (o, ...,o0r) € [K]”
T
P (0) = Hﬂt (01 | B(01),d1,B(oy)s-- - B(01,---,00-1),dt—1,B(or,....00_1))
t=1

B, B,
=Py (0<)Py " (055 | 0<j)

where

s 0<; = (01,...,0;) and 0=, = (0j41,-..,07)

. Pc]li’:(osj) = ngl m¢ (01 | B(01),d1,B(oy)s---»B(01,---,00-1),di—1,B(or....00_1))

« PP (0s [ 0<)) 2 11 01 me (00 | B(o1)sdipiorys-- -+ B, -1 00-1)s i1, B(or, 00 1)
Similarly

B, B, B,
Py (0) = PdJ(OSJ)Pdf (05 | 0<;)
since d_, = d;.
<j <J

Step 2. Decomposing the Rényi divergence.

‘We have that
B, @
(@-DD(PETIPET) - 3 pB (7’%(()))
oc KT P, " (o)
B PB’W(°> | 0<;) }
= 2 PO o e
oc[K]T Py (05| 0<;)
. . PP (055 [0<) )"
= D Plll<) > Py (0>j|0<j)< T
o<, €[K) 05 €lKIT~I Py’ (055 | 0<;)
= 3 PET(0g)el@ VPP Llo<)IP S Clos)
o< €[K)I

o {emflwa<7>f*”<.\ogj>|\7>5“<.\0g>>}
OS.iNPd<]

Step 3. The adaptive episodes are the same, before step j.

Let £ such that t, < j < t441 in the view of B when interacting with d. Let us call it )7 (j) £ /.
Similarly, let ¢’ such that t;» < j < tg41 in the view of B when interacting with d. Let us call it

) 2.
Since 7 (j) only depends on d.;, which is identical for d and d’, we have that ¥7 (j) = 7, (j) with
probability 1.
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We call &; the last time-step of the episode ¥7 (j), i.e £; = tyry+1 — L.

Step 4. Private sufficient statistics.

Fix o<;.

Letr, = ds,B(or,...,0.)» fOr s € [1, j], be the reward corresponding to the action chosen by 3 in the

table d. Similarly, 7/, d, Blor.....00) for d’.

Let us define L; £ Gy,

same episodes for d and d’. The underlying mechanism M, used to define G, will be specified for
each algorithm in Section D.2.1.

...........
J

In addition, the specified mechanism M will verify p-zCDP with respect to its set input.

Using the structure of the policy 7, there exists a randomised mapping fdgj +1,...,dp Such that ”Pf (L
0<5) = fag i ,dr (Ly) and Py (] 025) = fa, oo (L))-
In other words, the view of the adversary B from step £; + 1 until 7" only depends on the sufficient
statistics L; and the new inputs d¢, 1, ..., dr, which are the same for d and d’.
For example, the sufficient statistics are the privats: mean estimate of the active arm in each episode
for AdaC-UCB and the noisy parameter estimate  for AdaC-GOPE.
Step 5. Concluding with Lemma 7 and post-processing.
Using Lemma 7, we have that

Do(Lj, L) < ap
Using the post-processing property of D, (Lemma 10), we get that

Da(PF (] 0<) P57 (1 0<5)) = Dalfae, ss,voitr (L) | fag, 11, (L)) < Da(Ly, L) < ap

Finally, we conclude by taking the expectation with respect to 0<; ~ Pfj

o(a=DDa(PITIIPE™) _

» [em—l)Da(Pf“(won)uvd'i*"(.loﬁ))}
o<y~

B,m
d<j

< ela—Dap

Thus, we conclude
Da(PT[P2T) < ap

Remark 4. The same proof could be adapted to (v, €)-RDP, by just showing that the Rényi divergence
is smaller than € rather than ap. For (e, §)-DP, the same proof follows by changing D, to the Hockey-
Stick Divergence i.e Dy (P,Q) = E[fe(%)] where f. = max(t — e€,0). Otherwise, just rewriting
the proof using the probability of events is straightforward too.

D.2.1 Instantiating the specifics of privacy proof for each algorithm

In this section, we instantiate Step 4 of the generic proof for each algorithm, by specifying the
mechanism G and M in the proof and showing that they are p-zCDP.

* For AdaC-UCB, the mechanism M is the private empirical mean statistic, i.e My, . .} =
I N (O, 2/)%) Since rewards are in [0, 1], by the Gaussian Mechanism (i.e. Theorem 14)
M is p-DP.

¢ For AdaC-GOPE, the mechanism M is a private estimate of the linear parameter 6, i.e

M{thw 2 Vl_l( ?:thl[_l CLST‘S) + ‘/€7§N£ where w = ZaESz Tg(a)aa—r, NE ~

~77't2+171}

N (0, %gf[d> and g = maxpe 4, ”b”Ve_l'
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To show that M is p-zCDP, we rewrite ée
—% (yterr—1
vV, ? ( : :tz asrs).

Let {rs}?ggz‘l and {r;}?:*tl;l two neighbouring sequence of rewards that differ at only step j €
[te,te+1 — 1]. We have that

— t —1 _1
V, 1( Rary asrs> = V, ¢y where ¢, =

_1
lpe = Gellz = IV, * laj(rs = )] 2
_1
< 2|V, Zajll2 < 29
since 7,77 € [—1,1].

Using the Gaussian Mechanism (i.e. Theorem 14), this means that ¢, + Ny is p-zCDP and M is too
by post-processing.
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E Stochastic bandits with global zCDP

E.1 Concentration inequalities

Lemma 8. Assume that (X;)1<i<n, are iid random variables in [0, 1], with E(X;) = p. Then, for

any § > 0,
N 1 1 1
P fn + Zn — —+—|log| <) >pn] <4, (18)
2n  pn? 0
and
N 1 1 1
Il A — + —Jlog| =) <ul| <4, (19)
2n  pn? 0
where fi, = L3V Xy and Z,, ~ N (0, ﬁ) )
Proof. LetY = (fi, + Zn — ).
Using Properties 2 and 3 of Lemma 15, we get that Y is ﬁ + 2p177.2 -subgaussian.
‘We conclude using the concentration on subgaussian random variables, i.e. Lemma 14. O

E.2 Regret analysis

Theorem 5 (Part a: Problem-dependent regret). For rewards in [0, 1] and 8 > 3, AdaC-UCB yields
a regret upper bound of

Z (iﬁa log(T) + 8\/Ex/log(T) + 5263> :

a:Ag>0

Proof. By the generic regret decomposition of Theorem 11 in Azize and Basu (2022), for every
suboptimal arm a, we have that

E[No(T)] < 27 + P (G p0) T+ A

B=3

where

N 1 1
Gaur = {Ma,zf + Zg + \/(2 < 2f + D X (22)2> Blog(T) < Ml} .

such that Z@ ~ N (O7 W)

Step 1: Choosing an ¢. Now, we observe that
¢ . 1 1
P(Goer) =P | fa2e + Zo + 9 % o + b (202 Blog(T) > w1

. 1 1
—P(/,L(L,2£+Zl_\/(2 ot T % (2e)2>ﬁlog(T) >ua+e>

fore = (Aa - 2\/(2x12f + W) Blog(T)).

The idea is to choose ¢ big enough so that € > 0.

Let us consider the contrary, i.e.

281og(T) 1
2 T 1+ Ay | ——
e<0=2"< A2 + B log(T)
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f < Aé log(T) + 24/ pig log(T) (20)
Log( %) lo ( log(T) + 2

we ensure € > (. This also implies that

Thus, by choosing

o)

1 1 1
a < i — > < —

The last inequality is due to Equation 18 of Lemma 8.

Step 2: The regret bound. Combining Steps 1 and 2, we get that

E[N,(T)] < % + 2 4T x %
8
< Aglog( A2 V/log + (21)

Plugging this upper bound back in the definition of problem-dependent regret
8 2
Regr(AdaC-UCB,v) < Z 8 log(T) + 8 é\/log(T) + 2B .
a:Ay,>0 Aa p 5 -3

O

Theorem 5 (Part b: Minimax regret). For rewards in [0,1] and 8 > 3, AdaC-UCB yields a regret
upper bound of

10 ( KT 1og(T)) +O (K ;log(T)> .

Proof. Let A be a value to be tuned later.
We observe that

Regr(AdaP-UCB,v)

ZAaE[N T
> AENJT)+ Y AE[N(T

a:A, <A a:Ag>A

STA+ Y A, (iﬁzlog(T)—HS 22\/1og(T)+52_63> (Eq. 21)
a:Ag>A a a

88K log(T) Blog
STA+ == +8K Z A,
B log
< 4\/2B8KTlog(T) + 8K Z A,
Here, the last step is tuning A = 4/ %‘)g(ﬂ. [

36




E.3 Extensions to (¢, §)-global DP and («, €)-global RDP

In this section, we specify the modifications required to make AdaC-UCB (e, §)-global DP and
(c, €)-global RDP. Also, we give the corresponding regret upper bounds.

The difference comes from the different calibrations of the Gaussmn Mechanism (Thm 14). Adapting
the analysis from p-zCDP reduces to changing the 5~ factor to 3 2 log(L: 25) for (¢, 6)-DP and to 5=

for («, €)-RDP, i.e. varying the constant b in Theorem 14.

(e, 9)-global DP.  The private index to select the arms (Line 6 of Algorithm 2) becomes
Io(te = 1,8) £ jig + N (0, 07 ) + Ba(te — 1, 5).

2 2 2log(L2®)
2, o 2os(5])

where o7 , T 7, and the exploration bonus is
o e2x(LNa(te-1))

1 N 4log(L35)
2% 3Na(te—=1) € x (LN, (t, — 1))

Bu(t —1,6) ( ) Bloglte)

Thus, the regret upper bounds become:

Problem-dependent: Z < Aﬁ log(T') + ;2 ( )\/ + ) .

a:Ag>0

K,/log ()
Problem-independent: (9( KTlog(T)) +0O0 | —/—/1og(T)
€

a, €)-global RDP. The private index to select the arms (Line 6 of Algorithm 2) becomes
p g
12(t —1,8) & i + N (0, 02 4) + Ba(te — 1, B).

2 A a . .
= ———<a  and the exploration bonus is
G 2ex (INa(te—1))°” P

A 1 «
B, (te—1,8) £ <2X TNl 1) + ~ (;Na(tz—l)f) Blog(te) -

The regret upper bounds become:

Problem-dependent: Z (iﬁ log(T) + 84/ — /j log(T") + 5253> .

a:Ag >0

Problem-independent: O( KT log(T)) +0 (K alog(T)) .
€
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F Linear Bandits with global zCDP

F.1 Basic definitions of optimal design

Definition 8 (Optimal design). Let A C R% and © : A — [0,1] be a distribution on A so that
Yaeam(a) =1 Let V(r) € R and f(r), g(w) € R be given by

Vim = 3 wadl,  fm) =logdet Vi), gtm) = lalviar-

* 7 is called a design
s The set Supp (7) £ {a € 7 : w(a) # 0} is called the core set of A
* A design that maximises f is known as a D-optimal design

* A design that minimises g is known as G-optimal design

Theorem 11 (Kiefer—-Wolfowitz theorem). Assume that A is compact and span(A) = RY. The
following are equivalent:

e % is a minimiser of g.
o w* is a maximiser of f.
cg(mt) =d

Furthermore, there exists a minimiser 7 of g such that |Supp ()| < @

F.2 Concentration inequalities

Letay,...,a; be deterministically chosen without the knowledge of ry, ..., r;. Let  be an optimal

design for A.
LetV; £ 3! asal = > wea Na(t)aa® be the design matrix, 0, =V, ! S| asrs be the least
1

square estimate and ; = 6, + V, 2N, where Ny ~ N (0, %gf[d)’ where g; £ maxpe 4 ||b||V;1.

Theorem 12. Let § € [0,1] and B, £ g;\/21log (5) + gf\/i (d +2y/dlog (2) + 2log (%)) For

every a € A, we have that

#(((5-0m0)| 25) <.

Proof. Forevery a € A

<§t _ 9*7a> _ <ét _ 9*,a> +ad VRN,

<ét - 0%, a> + 7y

1
where Z, £ aTVt 2 N;.

Step 1: Concentration of the least square estimate. Using Eq.(20.2) from Chapter 20 of Lattimore
and Szepesvari (2020), we have that

P <’<ét —9*,a>‘ > g4/ 21log (;1)) < g

Step 2: Concentration of the injected Gaussian noise. On the other hand, using Cauchy-Schwartz,
we have that

2] = |V, N < IV Fall N < el N
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_1
using that ||V, Zal| = lally-1 < gs.

Here, N, = \/%gt/\f(o, 1;). Thus, using Lemma 16, we get

2 2 2 4]
> 2 12 — — < —
P| |2 > ¢ p<d+2,/dlog<5)+2log<6>> <3

Steps 1 and 2 together conclude the proof. O

Corollary 3. Let 3 be a confidence level. If each action a € A is chosen for No(t) £ c;m(a) where

A | 8d 4 2d |2 / 2 2
c = mlog((;)—&-ﬂ p<d+2 dlog(6>+2log(5>>

then, for t =3 cupp(m) Na(t), we get that
P (’<ét — 9*,a>‘ > B) <.

Proof. We have that
Vi = Z Na(t)aa® > ¢,V (x)

a€Supp()

This means

1 g(m) _d
2 _ 2 2 2 _ ¢
g¢ = max||blly, -, < . max [[bly () -1 o o’

where the last equality is because 7 is an optimal design for A.

Recall that 8; £ g;4/21og (5) +9t2\//2) (d+ 2y/dlog (3) + 2log (%))

Thus,
B < \/7 2log (4) + 412 <d+2 dlog (2> + 2log <2>>
ct \/ 0 c\ p \/ 5 5
fadlog (%) d\/§ (a+2y/d1og (3) +210g (2))
< +
8d 4
/5 10g (1) Qg\/i(d+2,/dlog(§)+2log(§))
_BLB_
=5t5=5
The final inequality is due to ¢; > 2—‘21 log (%) and ¢; > 2;\/’2) (d +24/dlog (%) + 2log (%))
We conclude the proof using Theorem 12. O

F.3 Regret analysis

Theorem 13. Under Assumption 1 and for § € (0, 1), with probability at least 1 — 0, the regret Rp
of AdaC-GOPE (Algorithm 3) is upper-bounded by

A\/dTlog (Klo;g(T)) + i‘; log (Kloégm) log(T)
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where A and B are universal constants. If § = %, then E(Ry) < O( dT log(KT)> +
@, (\/%d(log(KT))%>

Proof. Step 1: Defining the good event F. Let

220 ) {5 0.0)| <5

{=1acA,

Using Corollary 3, we get that

M2

P(-E) < P<‘<§g—9*,a>‘ > 5@)
{=1acAy
% 5
= ;aeAz k€(£+ 1) =

Step 2: Good properties under F£. We have that under

* The optimal arm a* € arg max,c 4 (0*, a) is never eliminated.
Proof. for every episode ¢ and b € Ay, we have that under E,
<9},b - a*> - <9} 0" b— a*> F (0%, b—a*) < <é¢ 0" b— a*>
< ’<§e - 9*,a*>’ + ‘<9~z - 9*,b>’ <28

where the first inequality is because (0*,b — a*) < 0 by definition of the optimal arm a*.

This means that a* is never eliminated. O
» Each sub-optimal arm a will be removed after ¢, rounds where ¢, = min{f¢ : 48, < A, }.
Proof. We have that under E,

(B —a) > (67,a%) = B, — (6",0) - B,
= Aa - 2B€a > 25&1

which means that a get eliminated at the round /,,. O
o fora € Ayyq, we have that A, < 40,.

Proof. If A, > 40y, then by the definition of ¢,, ¢ > ¢, and arm « is already eliminated,
ie. a ¢ .Ag.H O

Step 3: Regret decomposition under F.

Fix A to be optimised later.

Under E, each sub-optimal action a such that A, > A will only be played for the first {4 rounds
where

Ia Zmin{l:48, < A} = ’710g2 (i>-‘

‘We have that

Rr =Y AuNo(T)
acA
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S AN+ DY ALNG(T)

a:Ag>A a:A <A
LANE(T)

) AdTi(a) +TA

=1 a€Ay
LAN(T)

Z 48T + TA
(=1

where the last inequality is thanks to the third bullet point in Step 2,i.e. A, < 48,4 fora € A,.
Also ¢(T) is the total number of episodes played until timestep 7'.
Step 4: Upper-bounding 7 and ¢(7") under E. We have that

=Y Tifa)

a€Sy

¥ Sdm (4k€(§+ 1)) . QdZ(a)\li <d+2\/dlog (2k£(§+ 1)> . (2k€(f5+ 1)))

a€Sy

d(d+1) 8&d 4k0(0+ 1) 2d 2kL(L+ 1) 2kL(L+ 1)
< s + Fglog (5) + &J (d+2\/dlog (5> + 2log (5))

since B¢41 = B¢ and Z P =T, there exists a constant C' such that ¢(T") < C'log(T). In other
words, the length of the eplsodes is at least doubling so their number is logarithmic.

Which means that, for £ < ¢(T'), there exists a constant C’ such that

o (1) < g (H08D))

dd+1)  8d., (klog(T)\  4d 1o ( Flog(D)
1 S S (L) o (R20))

hence

Step 5: Upper-bounding regret under F.

Under E
£an(T) LANL(T)

d(d klog Ad klog(T
S 45T Y 8@(<; N mog( D). ¢ . <§<>)>
=1 =1 4

N
< 4d(d + 1) + 64dC" 1o k log ( 2‘5> + 32d\/ L 10 <k lofm ) «T)
P
=1

16) +32d\/ C’"lo (klogm)g(j“)
klog(T 1 1 klog(T
< ad(d+1) + Crdlog [ FIEIN L oy [ 1og (18T 1oy
0 A P )
All in all, we have that

Ry < 4d(d+1) + Czd\/; log <MO§(T)) log(T)) + Cydlog (MO?(T)> % +TA

< 4d(d+ 1) + 16dC" 1o (klog )

>
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Step 6: Optimizing for A. Taking A = \/ % log (kl%m), we get that

Ry < A\/dTlog (kloim> + Bd\/; log (kloi(T)> log(T)

Step 7: Upper-bounding the expected regret. For § = %, we get that

E(Rr) < (1 — 6)Ro(6) + 6T
< Rp(d)+1

1 3
< C1V/dT log(kT) + Cé\/;dlog(k;T)z

F.4 Extensions to (¢, d)-global DP and (¢, ¢)-global RDP
In this section, we specify the modifications required to make AdaC-GOPE (e, §)-global DP and
(a, €)-global RDP, and provide the corresponding regret upper bounds.

The difference comes from the different calibrations of the Gaussmn Mechanism (Thm 14). Adapting
the analysis from p-zCDP reduces to changing the 2%) factor to 2 log(£:22) for (¢, 6)-DP and to 5

for (o, €)-RDP, i.e. varying the constant b in Theorem 14.

(¢,0)-global DP. The number of times each action a is played at episode ¢ for AdaC-GOPE is

Ty(a) £ cyme(a) times, where for §' = W,

1/2
R AN N ErwnE N 2
o = ?log<5,)+ﬂg 62log( 3 )<d+2 d10g<5,>+2log(5/)>

The added Gaussian noise in Step 4 of AdaC-GOPE becomes Ny ~ N (0, :2;‘61@ log(l‘T%)Id) )

Thus, the regret upper-bound becomes

O ( dTlog(KT)) + O ( élog (1525>d(10g(KT))3>

(a, €)-global RDP. The number of times each action a is played at episode ¢ for AdaC-GOPE is

Ty(a) £ cymy(a) times, where for 6’ £ W,

» 8d 4 2d |2 / 2
= 52 log( )Jrﬁ . (d+2 dlog(6,>+21og<§/)>

The added Gaussian noise in Step 4 of AdaC-GOPE becomes N, ~ N (0 2da 1 d) .

’ €cy

1/2

Thus, the regret upper-bound becomes

O (/T log(KT)) +(9<\f daog(KT));)
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F.5 Adding noise at different steps of AdaC-GOPE

In order to make the GOPE algorithm differentially private, the main task is to derive a private

estimate of the linear parameter 6 at each phase /, i.e. Gy. If the estimate is private with respect to the
samples used to compute it, i.e. 0, = V[l ( i":*tt -1 asrs) W.I.t {rs}i@tlk_l, then due to forgetting

and post-processing, the algorithm turns private too.
We discuss three different ways to make the empirical estimate 6, private.

1. Adding noise in the end. A first attempt would be to analyse the Lo sensitivity of 6, directly, and
adding Gaussian noise calibrated by the Lo sensitivity of 6.

Let {rs}ze:f[l and {r;}ze:f;l two neighbouring sequence of rewards that differ at only step j €

[te,te+1 — 1]. Then, we have that
16 — 0" ell2 = IV, aj(rs = r0)] |l2
< 2|V, a2
since 7,7 € [—1,1].
However, it is hard to control the quantity ||V, " a; > without additional assumptions. The G-optimal

_1
design permits only to control another related quantity, i.e. ||a; Hv[l = ||V, 2a;||2. Thus, it is better
to add noise at a step before if one does not want to add further assumption.

tey1—1
t=ty

private is by adding noise directly to the sum of observed rewards.

2. Adding noise in the beginning. Since ég = V[l ( asrs), another way to make ég

Specifically, one can rewrite the sum

toy1—1
d>oars=> a Y,
t=ty a€Sy  ar=a,t€tyter1—1]

Since rewards are in [—1, 1], the Lo sensitivity of i i8 2.

at:a,te[t(,t[+171]

Thus, by Theorem 14, this means that the noisy sum of rewards ) re +

ar=a,tE[te,te41—1]

N (O, %) is p-zCDP. Hence, by post-processing lemma, the corresponding noisy estimate 0, +
vl (ZaeSz aN (O7 %)) is a p-zCDP estimate of .

This is exactly how both Hanna et al. (2022) and Li et al. (2022) derive a private version of GOPE for
different privacy definitions, i.e. pure e-DP for Hanna et al. (2022) and (¢, §)-DP for Li et al. (2022),
respectively. The drawback of this approach is that the variance of the noise depends on the size of
the support Sy of the G-optimal design.

To deal with this, both Hanna et al. (2022) and Li et al. (2022) solve a variant of the G-optimal
design to get a solution where |S;| < 4dloglogd + 16 rather than the full d(d + 1)/2 support
of AdaC-GOPE’s optimal design. And still, the dependence on d in the private part of the regret
achieved by both these algorithms are d? in (Hanna et al., 2022, Eq (18)), and d? in (Liet al., 2022,
Eq (56)), respectively. Thus, both of these existing algorithms do not achieve to the linear dependence
on d in the regret term due to privacy, as suggested by the minimax lower bound.

3. Adding noise at an intermediate level. In contrast, AdaC-GOPE adds noise to the statistic

tpp1—1
E asrs | -
t=ty
. . . . t —1 ~
¢¢ is an intermediate quantity between the sum of rewards ) ,**! ™" a,r,, and the parameter 6,

whose L, sensitivity can be controlled directly using the G—optirflal Design. Due to this subtle
observation, the private estimation §, of AdaC-GOPE is independent of the size of the support .S,.

ol

b=V,

43



Hence, the regret term of AdaC-GOPE due to privacy enjoys a linear dependence on d, as suggested
by the minimax lower bound.

Conclusion. In brief, to achieve the same DP guarantee with the same budget, one may arrive at it by
adding noise at different steps, and the resulting algorithms may have different utilities. In general,
adding noise at an intermediate level of computation (not directly to the input, i.e. local and not
output perturbation) generally gives the best results.

Remark 5. We also compare the empirical performance of AdaC-GOPE with a variant where the
noise is added to the sum statistic i.e. 0; 2 0, + V[l (ZGESg aN (O, %) > The results are presented

in Appendix H validating that AdaC-GOPE yields the lowest regret with respect to the other noise
perturbation strategy.
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G Existing technical results and definitions

In this section, we summarise the existing technical results and definitions required to establish our
proofs.

Lemma 9 (Post-processing Lemma (Proposition 2.1, (Dwork et al., 2014))). If a randomised algo-
rithm A satisfies (e, §)-Differential Privacy and f is an arbitrary randomised mapping defined on
A’s output, then f o A satisfies (e, §)-DP.

Theorem 14 (The Gaussian Mechanism ( Dwork et al. (2014), Mironov (2017), Bun and Steinke
(2016))). Let f : X — R? be a mechanism with Ly sensitivity s(f) = glad>/<||f(d) — f(d)|l2. Let

g = f+Z, suchthat Z ~ N(0,b x s(f)%14). Here, N'(11,X) denotes the Gaussian distribution

with mean . and co-variance matrix Y, and || - ||2 denotes the Ly norm on R%. Then, for b =
Z log(132), &, ﬁ, g satisfies (e,0)-DP, (a, €)-RDP and p-zCDP respectively.

Lemma 10 (Post-processing property of Renyi Divergence, Lemma 2.2 Bun and Steinke (2016)).
Let P and Q be distributions on Q and let f : 0 — © be a function. Let f(P) and f(Q) denote
the distributions on © induced by applying f to P and Q respectively. Then D, (f(P)||f(Q)) <
Do (P Q).
Lemma 11 (Markov’s Inequality). For any random variable X and € > 0,
E[|X

B(lx| > 2) < SXDL
Definition 9 (Consistent Policies). A policy 7 is called consistent over a class of bandits & if for all
v € & andp > 0, it holds that

: RegT (ﬂ-a V)

PR o2
The class of consistent policies over & is denoted by I pys ().
Lemma 12 (Bretagnolle-Huber inequality). Let P and Q be probability measures on the same
measurable space (2, F), and let A € F be an arbitrary event. Then,

P(4) + Q(4%) > 3 exp(~D(F, Q).

where A€ = Q\ A is the complement of A.

Lemma 13 (Pinsker’s Inequality). For two probability measures P and Q on the same probability
space (2, F), we have

=0.

KL(P | Q) 2 2(TV (P|| Q))*

Definition 10 (Sub-Gaussianity). A random variable X is o-subgaussian if for all A € R, it holds
that

Elexp(AX)] < exp(A\?0?/2)
Lemma 14 (Concentration of Sub-Gaussian random variables). If X is o-sub-Gaussian, then for any

>0,

€> 2

P(X >¢) < -

Pp——

Lemma 15 (Properties of Sub-Gaussian Random Variables). Suppose that X, and Xo are indepen-
dent and o1 and o4-sub-Gaussian, respectively, then

1. ¢X is |c| o-sub-Gaussian for all c € R.
2. Xy + Xy is \/0} + 03-sub-Gaussian.
b—a

3. If X has mean zero and X € [a, b] almost surely, then X is >

Lemma 16 (Concentration of the x2-Distribution, Claim 17 of Shariff and Sheffet (2018)). If
X ~N(0,14) and 6 € (0,1), then

P <||X2 > d+2y/dlog <§) + 2log <(15)> <é
Qv |x

P
Theorem 15 (Conditioning Increases f-divergence). Let Px Rty Py and Px — Qy. Then,

-sub-Gaussian.

Dy (Py||Qy) < Ex~py [Df (Pyx|Qyx)] -
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H Extended experimental analysis

In this section, we add an experimental comparison between AdaC-GOPE and a variant of
AdaC-GOPE where the way of making the estimate 6, private is different (Section E.5). In AdaR-
GOPE-Var, Step 4 changes to

. y A 2
g?ddR—GOPE—VdI =0, + Ve_l (Z alN <O, p>> .

a€Sy

We compare AdaC-GOPE and AdaR-GOPE-Var in the same experimental setup and instances as in
Section 5, for different privacy budgets p and report the results in Figure 3.

107 ] T 1091
Ir ————————————————————————— i il
f ;
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Step t x10° Step t x10°
(a) p = 0.001 (b) p = 0.01
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oy : & |
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Step t %108 Step t x10°
©p=01 dp=1

Figure 3: Evolution of the regret over time for AdaC-GOPE and Adar-GOPE-Var for different values
of the privacy budget p

As suggested by the regret analysis, AdaC-GOPE achieves less regret, especially in the high privacy
regime where the private part of the regret has more impact.
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