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Abstract

For a responsible and safe deployment of diffusion models in various domains, regulating
the generated outputs from these models is desirable because such models could generate
undesired, violent, and obscene outputs. To tackle this problem, recent works use machine
unlearning methodology to forget training data points containing these undesired features
from pre-trained generative models. However, these methods proved to be ineffective in
data-constrained settings where the whole training dataset is inaccessible. Thus, the principal
objective of this work is to propose a machine unlearning methodology that can prevent
the generation of outputs containing undesired features from a pre-trained diffusion model
in such a data-constrained setting. Our proposed method, termed as Variational Diffusion
Unlearning (VDU), is a computationally efficient method that only requires access to a
subset of training data containing undesired features. Our approach is inspired by the
variational inference framework with the objective of minimizing a loss function consisting
of two terms: plasticity inducer and stability regularizer. Plasticity inducer reduces the
log-likelihood of the undesired training data points, while the stability reqularizer, essential
for preventing loss of image generation quality, regularizes the model in parameter space. We
validate the effectiveness of our method through comprehensive experiments for both class
unlearning and feature unlearning. For class unlearning, we unlearn some user-identified
classes from MNIST, CIFAR-10, and tinyImageNet datasets from a pre-trained unconditional
denoising diffusion probabilistic model (DDPM). Similarly, for feature unlearning, we unlearn
the generation of certain high-level features from a pre-trained Stable Diffusion model.

1 Introduction

In recent years, diffusion models (Sohl-Dickstein et al., 2015; |Song & Ermon, |2019; [Ho et al., |2020; |[Song
et al., 2021; Rombach et al., 2022) have been popular for generating high-quality images that are useful
for various tasks such as image and video editing (Ceylan et all [2023; [Feng et al.| |2024), text-to-image
translation (Ramesh et al., 2021} |2022; |Saharia et all 2022)) etc. As these models become widespread, there
lies a requirement to train them on vast amounts of internet data for diverse and robust output generation.
However, there is also a potential downside to using such models, as they often generate outputs containing
biased, violent, and obscene features (Tommasi et al., [2017)). Thus, a safe and responsible generation from
these models becomes an important requirement.

To address these challenges, recent works (Schramowski et al., [2023; Moon et al. 2024; Tiwary et al., |2023;
Panda & A.P.[2023; (Gandikota et all 2023a; Heng & Sohl [2023; [Fan et al., [2024) have proposed methods for
regulating the outputs of various generative models (e.g. VAEs (Kingma), 2013), GANs (Goodfellow et al.,
2020)), and Diffusion models (Ho et al., 2020))) to ensure their safe and responsible deployment, with machine
unlearning emerging as a particularly important technique for controlling the safe generation of content
from these models. The key idea of machine unlearning is to develop a computationally efficient method
to forget the subset of training data containing these undesired features from the pre-trained model. Thus,
ideally, the unlearned model should behave like the retrained model — trained without the undesired data
subset. However, achieving this goal is challenging because, during the process of unlearning, the model’s
generalization capacity gets hurt, making the quality of the generated outputs poor. This phenomenon is well
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Figure 1: (a), (c), and (e) show the original images generated by a pre-trained DDPM model on the MNIST,
CIFAR-10, and tinyImageNet datasets, respectively. (b), (d) and (f) display the corresponding images
generated after unlearning, using our method VDU. The same noise vectors used to generate the original
images were applied in the unlearned model to generate the unlearned images. The latter images show the
performance of VDU for unlearning ‘Van Gogh’ style from a Stable Diffusion model. It is shown that the
model slowly unlearns this artistic style feature over multiple epochs. VDU delivers good-quality images after
unlearning, as well. Additional results on class-unlearning and feature-unlearning can be found in Figure [3]

Figure 8] and Figure [J]

studied in a similar context, also known as catastrophic forgetting (McCloskey & Cohen.) [1989; |Goodfellow|
let al.l [2014; Kirkpatrick et al.l [2017; |Ginart et al) [2019; [Nguyen et al., [2020al) where plasticity to adapt to a
new task hurts the stability of the model to perform well on the older task it had been trained on. In this
case, the new task of unlearning an undesired subset of data hurts the quality of images generated by the
unlearned model thereafter. Thus, the primary question of unlearning is:

Can we develop an algorithm that can forget an undesired subset of training data from a pre-trained diffusion
model while minimizing the degradation in generation quality?

To answer this question, a recent unlearning work Selective Amnesia (SA) (Heng & Soh [2023) adopts a
continual learning setup and proposes an unlearning method based on elastic weight consolidation (EWC) (Kirk;
[patrick et al.}|2017)) wherein a weight regularization strategy, in the parameter space, is introduced to balance
the unlearning task and to retain the sample quality. In essence, the variation of parameters is penalized by
computing the “importance’, to retain good performance, using the Fisher Information Matrix (FIM) (Sagun,
. However, this unlearning method has two potential downsides: (a) EWC formulation requires
the calculation of the FIM, which is expensive due to the gradient product. (b) It often generates low-quality
samples when it relies solely on the unlearning data subset. To solve the problem of low generation quality,
the authors employ a generative replay to retrain the model with generated samples from the “non-unlearning"
data subsets, further enhancing computational requirements. Similarly, Saliency Unlearning (SalUn) (Fan
proposes the perturbation of the most influential parameters across the entire model, with the
assumption that the complete training dataset is available for reference. A major challenge, however, lies in
situations with partial access to the training data due to rising concerns for data privacy and safety
. In such a case, these methods performs poorly with no access to the non-unlearning data.

Taking note of such crucial observations, our research aims to develop a computationally efficient algorithm
for unlearning an undesired class of training data from a pre-trained diffusion model. It is also important to
mention that our methodology only requires partial access to a subset of training data aimed at unlearning
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because it is not always feasible to have access to the full training dataset (Chundawat et al., |2023b; Panda
. While such a realistic setup is challenging, we draw inspiration from works on variational
inference techniques (Nguyen et al., [2018; Noel Lool [2021; [Knoblauch et al., 2022; [Wild et al.| [2022]). We
propose, Variational Diffusion Unlearning (VDU) algorithm using a variational inference framework in
the parameter space, to unlearn a subset of training data. The theoretical formulation of the variational
divergence yields a lower bound which is adapted as a loss function to fine-tune the pre-trained model for
unlearning. The proposed loss consists of two terms: plasticity inducer and stability reqularizer. The plasticity
inducer is used for adapting to the new task of reducing the log-likelihood of the unlearning data, while the
stability reqularizer prevents drastic changes in the pre-trained parameters of the model. These two proposed
terms capture the persistent trade-offs that exist between the quantity of unlearning required and maintaining
initial generation quality. Overall, our contributions are summarized as follows:

¢ One of our key contributions is the establishment of a theoretical connection between the problem of
machine unlearning and variational inference. In particular, we present a formal framework wherein
the unlearning objective is derived as a variational approximation.

o To address the limitations of concurrent unlearning methods (Heng & Sohl [2023; [Fan et al., [2024) for
diffusion models, which stem from assuming full access to the training dataset, our proposed method
is more data-efficient. It is effective with fewer samples, requiring access only to the unlearning data
points, and making it highly suitable for stricter unlearning scenarios with limited access to the
original training dataset.

o We propose a methodology to unlearn different classes from a pre-trained unconditional Denoising
Diffusion Probabilistic Model (DDPM) trained on MNIST (LeCun et all [1998),
CIFAR-10 (Krizhevsky et al., [2009), and tinyImageNet (Le & Yang, [2015) datasets. We further
validate our method for unlearning the generation of particular user-identified features from a pre-
trained Stable Diffusion Model (Rombach et al.| 2022) trained on the LAION-5B dataset

et al 2022).

2 Related Works

2.1 Machine Unlearning for Generative Models

The core of machine unlearning (Cao & Yang), 2015; Xu et al., 2020; Nguyen et al., 2022; Bourtoule et al.,
2021)) revolves around removing or forgetting a specific subset of training data from a trained model. A
plausible approach is to retrain the model on the training data devoid of the undesired training data subset.
However, this can be computationally very expensive concerning the scale of the model parameters and
training data. To solve this problem, different machine unlearning algorithms were proposed for different
problems and model settings, such as for K-means (Ginart et al.l [2019), random forests (Brophy & Lowd,
2021)), linear classification models (Guo et al., 2019} Golatkar et al., 2020ab; Sekhari et al., 2021)), neural
network-based classifiers (Wu et al., 2020} |Graves et al., 2021} |(Chundawat et al., 2023a} [Panda et al., 2024]).
Further, machine unlearning is also useful for generative settings. With the emergence of large pre-trained
text-to-image models (Rombach et all 2022} [Saharia et all [2022)), there is potential for misuse in generating
harmful or inappropriate content. Thus, controlling the outputs from these generative models becomes an
utmost priority. To solve this problem, recent works (Sun et al. 2023; Tiwary et al., |2023; [Moon et al.,
proposed unlearning-based approaches for variational auto-encoders (VAEs) and generative adversarial
networks (GANs). proposed a cascaded unlearning method using the idea of latent space
substitution for a pre-trained StyleGAN under both settings of full and partial access (similar to our setting)
to the training dataset. To extend unlearning for diffusion models, a recent work (Heng & Sohl 2023) adopts
a continual learning setup and proposes an unlearning method based on elastic weight consolidation (EWC)
(Kirkpatrick et al,2017) for unlearning a pre-trained conditional DDPM 2020). Further to enhance
the performance of machine unlearning methods propose a ‘weight saliency’ method inspired
by input saliency. This method focuses on certain influential weights to unlearn both in classification and
generative models.
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Figure 2: Variational Diffusion Unlearning (VDU): Given user-identified samples to be unlearned
(Dy), the proposed VDU finetunes the initial model based on a two-term loss function. The first term, the
Plasticity Inducer (shown in the bottom half), minimizes the log-likelihood for the unlearned samples
to eliminate their influence, while the second term, the Stability Regularizer (shown in the upper half),
preserves the model’s overall performance on the remaining data.

2.2 Variational Inference

To acquire exact inference from data, it is essential to calculate the exact posterior distribution. However,
the exact posterior is often intractable and hard to calculate essentially making the inference task challenging.
To solve this problem, the domain of variational inference tries to approximate the true posterior by a more
tractable distribution from a class of distributions. Now to get the optimal distribution, often termed as
variational posterior, these methods (Satol [2001; Broderick et al.l |2013; Blundell et al.l |2015; [Bui et al.| [2016}
Ghahramani & Attias, [2020) optimize the so-called evidence lower bound (ELBO). These methodologies
formulate the problem of inference in the parameter or weight space, which is often challenging because of
the high dimension of the parameter space and multi-modality of parameter posterior distribution. Thus, to
solve this problem, the recent line of works (Ma et al., |2019; |Sun et all 2019; [Rudner et al., |2020; |Wild et al.|
2022)) try to do inference in the function space itself. These methods (Rudner et al., 2020; Wild et al.| |2022)
perform inference by optimizing functional KL-divergence, minimizing the Wasserstein distance between the
functional prior and the Gaussian process. Inspired by these works, we formulate our unlearning methodology
from a task of inference in parameter space by minimizing a variational divergence.

3 Methodology

3.1 Problem Formulation

Consider a pre-trained DDPM model, denoted as fg~, with initial parameters #* € © C R%. © denotes the
complete parameter space. This model has been trained on a specific training dataset D, consisting of m i.i.d.
samples {z;}7, that are drawn from a distribution Py over the data space X, tries to learn the underlying
data distribution Py . Based on the outputs of this model, the user wants to unlearn a portion of the data
space consisting of undesired features, referred to as Xy. Therefore, the entire data space can be expressed as
the union of &, and Xy, where X = X, |J X} or &, = X\X;. We denote the distributions over Xy and X, as
Py, and Py, , respectively. The objective of the unlearning mechanism is to output a sanitized model 6* that
does not produce outputs within the domain Xy. This implies that the model should be trained to generate
data samples conforming to the distribution Py, only. Assuming access to the whole training dataset, a

computationally expensive approach to achieving this is by retraining the entire model from scratch using a
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dataset D, = {z;};_; ~ P} or equivalently, D, = D\ Dy, where Dy = {x;}{_; ~ Py, . It is important to
note that we do not have access to D, in our setting. Hence, the method of retraining becomes infeasible.
Figure [2] illustrates our proposed approach.

3.2 Method Overview: Unlearning as Variational Divergence Minimization

Given the pre-trained DDPM model fp- and unlearning data subset Dy, the objective is to produce an
unlearned model 8% so that it behaves like a retrained model 6" trained on D,.. Inspired by some previous
works in Bayesian inference (Sato, [2001}; | Broderick et al., [2013}; [Blundell et al., [2015; (Ghahramani & Attias,
2020} Nguyen et al. |2020b)), it can be seen that, retrained parameters §” are a sample from the retrained
model’s parameter posterior distribution P(0|D,) i.e., 6" ~ P(0|D,). Similarly, the pre-trained model’s
parameters 6* ~ P(0|D,, D¢). Using this motivation, we try to approximate the retrained model’s parameter
posterior distribution P(0|D,.) as follows: P(6|D,) x %}"@f}. This is true by applying Bayes’ rule
(ignoring the normalizing constant) and a simple consequence of i.i.d assumption of data in D, and Dy.
It can be seen that the posterior distribution P(6|D,.) is intractable, and an approximation is required by
forming proj(P(0|D.)) =~ Q*(#). Here, proj(-) is a projection function that takes an intractable unnormalized
distribution and maps it to a normalized distribution. As previously mentioned in the literature (Broderick
et al.| |2013; [Blundell et al.l 2015} [Bui et al., 2016} [Nguyen et al.l 2018} Noel Lool |2021; [Knoblauch et al.|
2022; 'Wild et al.l |2022)), one can take several choices of projection functions, such as Laplace’s approximation,
variational KL-divergence minimisation, moment matching, and importance sampling. Here, we consider
the variational KL-divergence minimization for our method because previous works (Bui et al.| |2016) noted
that it outperforms other inference techniques for complex models. Thus, our method is defined through
a variational KL-divergence minimization over a set of probable approximate posterior distributions Q as
follows:

00:.0:) "

V() = gt Ducr <Q<9)HZ' P(Dy[6)

Here Z is the intractable normalization constant, which is independent of the parameter 6. Finally, taking
the Gaussian mean-field assumption i.e. if the variational posterior distribution Q(6) = H?Zl N(0;,02) and
the posterior distribution with full data P(0|D,, Dy) = H?:l N(uf,0r?), Eq. reduces to minimizing the
following loss function, referred to as the variational diffusion unlearning (VDU) loss.

d
" . (1 - Ctt) — = 2 (974 — lu;k)z

Lyvpu(6,0*,Ds) =—(1 ’y)wDINE?f ar(l — ar1) |leo — €a(vVao + V1 — ayeo, t)| +7; 2072
€0, —

A B
(2)

Algorithm 1 Variational Diffusion Unlearning (VDU)
Input: Unlearning data Dy, initial parameters 6%, number of epochs F, learning rate 7, hyper-parameter
Y

. Initialize: 6 < 6*
:fort=1to E do
Calculate Ly py (0, 0%, Dy)
Update 6" < 0" —nVyLypy(0,0%, Dy)
end for
Output: 6F

A .

Eq. |2| represents the proposed loss function used to optimize the pre-trained model during unlearning. The
loss comprises two key terms: A is referred to as the plasticity inducer, and minimizes the log-likelihood of
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the unlearning data. In contrast, the term B, serving as the stability regularizer, penalizes the model’s
parameters to prevent them from deviating too much from their pre-trained state during unlearning. To
balance these two components, we introduce a hyper-parameter, v. {o; : t € T} refers to the diffusion model’s
noise scheduler where a; = H§':1 a;. € is the true added noise, €p(z4, ) is the model predicted noise at time
t and, d is the parameter dimension. Figure [2| is a detailed illustration of our framework and details the
different loss components used for the unlearning of Dy. Further, the estimation of ] and o} is discussed in

Appendix [A7373]
3.3 Theoretical Outlook: Variational Divergence yields Unlearning Loss

In this section, we provide a theoretical exposition for the derivation of the variational diffusion unlearning loss
Lvpu(8,0*,Dy) in Eq. [2| from variational divergence minimization defined in Eq. (1| Let {z;:¢t=0,1,...,T}
denote latent variables with xy denoting the true data. It is important to mention that in the diffusion process,
it is assumed that all transitional kernels are first-order Markov. Now, in the forward diffusion process, the tran-
sition kernel is denoted as q(z;|z¢—1) with the joint posterior distribution being g(x1.7|z) = Hthl q(ze|ze—1)
where each q(x¢|xi—1) = N(x; Juwi—1,(1 — ay)I). Similarly, for the backward diffusion process, the
transitional kernel is denoted as p(z;—1|x¢) with joint distribution p(zo.7) = p(zT) H?:l po(xi—1|x:) where,
p(zr) = N(x7;0,I). Thus after optimizing the diffusion model, the sampling procedure is done by sampling
Gaussian noise from p(zr) and iteratively running the denoising transitions pg(z;—1|z;) for T steps to generate
a new sample zg.

Lemma 1 The log-likelihood under the backward diffusion process kernel,

T
Inpe (o) 2 — ( IE|3 )[DKL(Q(xt—lL’Ut,xo)HPe(%—ﬂﬂft))}
t—2 q(Z¢|To

Lemma 2 Assuming all the transition kernels to be Gaussian, the following hold:

11—y

1. q(zp—aley, x0) = N(2e—1; pg(t), o0 (t)I) with pg(t) = \/%xt ~ Va7 €0

2. po(wi—1lee) = N(2i-1; po(t), o2 (t)I) with pe(t) = \/%act — ﬁ%ee(xt,t)

3. o2(t) = L=l

Proof for the above two lemmas (with different notations) can be found in the existing literature (Sohl;
Dickstein et al.l [2015; [Ho et al.l |2020; [Luol [2022]). For completeness, we provide the proofs in Appendix
and [A1.2]

Theorem 1 Assuming a Gaussian mean-field approximation in the parameter space i.e., if the variational
posterior distribution Q(0) = Hlej\/'(ei,af) and the posterior distribution with full data P(0|D,,Dys) =
TTy N (i, 07?), then

T
I
n zd: [(91'2;:?)2 n 2?; +10g£ _ ]
i=1 v v ’
I

Proof 1 Here, we give a rough sketch of the proof. The KL-divergence term in FEq. |l is expanded and
segregated into two terms: Ellog P(Dy|0)] and Dir(Q(0)||P(8|D,,Dy). The first term is approzimated using
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Lemmas [1] and [3, while the second term is expanded using the assumption of KL divergence between two
Gaussian distributions. For a detailed proof, please look into Appendiz I[A.1.3

Remark 1 From Theorem[d} the first term I is further adapted and used in the first part of the loss function
Lvpu(0,0*,Dy) in Eq. @ Similarly, the second term I is further simplified with additional assumptions to
obtain the second part of the loss. These details are included in Appendiz[A.1.7)

4 Experiments and Results

4.1 Datasets and Models

The primary goal of our proposed unlearning method is to unlearn both class-level information and feature-
level information. For class unlearning, our goal is to restrict the generation of samples from a certain
class. For this, we utilize unconditional DDPM (Ho et al., [2020) pre-trained on three well-known datasets:
MNIST (LeCun et al., [1998]), CIFAR-10 (Krizhevsky et al. 2009), and tinyImageNet (Le & Yang, |2015).
Now for feature unlearning, we unlearn the generation of certain high-level features from a Stable Diffusion
model (Rombach et al., 2022) pre-trained on the LAION-5B dataset (Schuhmann et all|[2022). More details
about the model architectures and datasets can befound in Appendix

4.2 Pre-Training, Unlearning and Baselines

e Pre-Training: For class-unlearning setting, in order to achieve the pre-trained model, we train the
unconditional DDPM model on MNIST, CIFAR-10, and tinyImageNet (tIN) datasets. These pre-trained
models achieve FID (Heusel et al., 2017) scores of 5.12 on MNIST, 7.96 on CIFAR-10, and 18.92 on
tinyImageNet datasets. For the feature-unlearning setting, we use pre-trained checkpoints of Stable Diffusion
model from an open-sourced repository. A detailed description of the pre-training setup can be found in

Appendix [A74.2]

e Unlearning Setup: Due to the unavailability of the total training dataset, our experimental setting is
restricted to partial access, i.e., only to the data points belonging to the unlearning class. For class-unlearning,
we unlearn multiple classes from MNIST, CIFAR-10, and tinyImageNet datasets. Now, for feature-unlearning,
we try to unlearn some high-level features, such as an artistic style from a state-of-the-art Stable Diffusion
model. Further experimental details of our unlearning method on each dataset and model are added in

Appendix [A1.3]

o Baselines: If we assume that we have access to D, then retraining is the most optimal method. Due to its
high computational cost, we fine-tune the model assuming access to D,.. Each initial model is fine-tuned with
D,. for a single epoch since it serves as an optimal baseline when comparing various approaches. Further,
we compare our proposed method against several unlearning baselines tested for diffusion models: Selective
Amnesia (SA) (Heng & Sol [2023), Saliency Unlearning (SalUn) (Fan et al., [2024), and Erasing Stable
Diffusion (ESD) (Gandikota et all [2023al). Note that for a fair comparison, the loss component regarding D,
is removed from all the above methods as we don’t have access to D,.. Additionally, to account for the low
computational cost of unlearning methods, the unlearning step for each method is only executed for very
few epochs (10x of fine-tuning time), and the best outcomes among these few epochs are reported for each
method. The reason for putting such strict constraints is discussed in detail in Appendix [A73:3]

4.3 Evaluation Metrics

o Percentage of Unlearning (PUL): Proposed by |Tiwary et al.| (2023)), this metric measures how much
unlearning has occurred by comparing the reduction in the number of unwanted samples produced by the
model after unlearning (6*) with the number of such samples before unlearning (6*). The Percentage of

9y (D) ou
Unlearning (PUL) is calculated as: PUL = W x 100% where (D})g- and (D%)gu represent the
s

number of undesired samples generated by the original and the unlearned model, respectively. To calculate
PUL, we generate 5,000 random samples from the DDPM model and use a pre-trained classifier to identify
the unwanted samples. Details of this classifier are given in the Appendix [A4:3]
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o Unlearned Fréchet Inception Distance (u-FID): To quantify the quality of generated images by the
unlearned model, we utilize the u-FID score. It is important to mention that this FID score is measured
between the generated samples from the unlearned model and D,. Thus, to remove the unlearning data
points from the real data, we again use the same pre-trained classifier. In this case, a lower u-FID score
reflecting higher image quality indicates that the unlearned model’s performance does not degrade on the
non-unlearning data points.

4.4 Experimental Results
4.4.1 Quantitative and Qualitative Results

In Table [T} we contrast our method, VDU, against the above-mentioned baseline methods for different class
unlearning settings. Overall, for all datasets and unlearned classes, it is observable that our method achieves
lower u-FID scores with comparable to or superior PUL scores. Specifically, on the MNIST dataset, VDU

Table 1: PUL(1) and u-FID(]) scores (mean over three random seeds) comparisons between VDU and different
unlearning baselines for class unlearning on the MNIST, CIFAR-10, and tinyImageNet (tIN) datasets.

Datasets Unlearned Classes Fine-tuning SA SalUn ESD VDU (Ours)
PUL (%) u-FID | PUL (%) u-FID | PUL (%) u-FID | PUL (%) u-FID | PUL (%) u-FID
MNIST Digit-1 90.07 5.90 15.01 301.26 45.28 68.75 56.66 66.15 75.06 14.43
Digit-8 94.29 6.15 48.95 161.09 32.53 50.18 32.68 55.67 68.96 38.20
CIFAR-10 Automobile 88.01 9.02 2.25 92.89 12.01 66.47 8.97 73.48 60.87 30.86
Ship 92.86 10.74 85.02 249.89 55.13 75.48 58.27 77.12 71.63 24.46
(IN Fish 82.56 13.75 67.7 32.00 39.33 42.70 41.67 45.19 58.75 29.92
Butcher Shop 83.37 16.82 6.7 24.00 2.87 33.47 8.76 39.48 66.67 24.17
MNIST (Unconditional DDPM) CIFAR-10 (Unconditional DDPM)
(a) Original  (b) Unlearned  (c) Original  (d) Unlearned  (e) Original (f) Unlearned (g9) Original (h) Unlearned

Digit ‘1’ Digsit ‘1’ Digit ‘8’ Digit ‘8’ ‘Automobile’ ‘Automobile’ ‘Ship’ ‘Ship’

L, . .4". ' -

tinyImageNet (Unconditional DDPM) LAION-5B (Stable Diffusion)
(i) Original  (j) Unlearned (k) Original (1) Unlearned  (m) Original  (n) Unlearned (o) Original (p) Unlearned
‘Goldfish" “Goldfish" “Butcher Shop" “Bu sy Street’

‘Van-Gogh style’ ‘Car near tunnel’ ‘Car object’

Figure 3: Generated samples from the pre-trained model and different unlearned models. (b),(d),(f),(h),(j) &
(1) are generated using the same noise vectors from unlearned unconditional DDPM on MNIST, CIFAR-10,
and tinyImageNet datasets. (m)—(p) show Stable Diffusion samples before and after unlearning the ‘Van
Gogh style’ and 'Car object’ using prompts from LAION-5B. More results are provided in Figure [§] and
Figure El in Appendix.

outperforms all other baseline methods, with large improvements in u-FID, after just 1 epoch of training.
Similarly, for tinyImageNet, VDU achieves high PUL scores for unlearning “Butcher Shop" compared to all
other baseline methods. To summarize, it can be seen that our method retains superior to comparable PUL
with superior u-FID scores across a variety of class unlearning scenarios over multiple datasets. Similarly,
the performance of VDU for unlearning features from a pre-trained Stable Diffusion model is shown in
Figure [3] This shows that VDU is applicable not only for low-dimensional settings but also works well in
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Unlearning Concept = "Van_Gogh"

Prompt = "a fiery sunset over rolling fields in the style of van gogh"

Original Unlearned Unlearned Unlearned Unlearned Unlearned
epoch=1 epoch=2 epoch=3 epoch=4 epoch=5
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Original Unlearned Unlearned Unlearned Unlearned Unlearned Unlearned Unlearned Unlearned Unlearned Unlearned
epoch=1 epoch=2 epoch=3 epoch=4 epoch=5 epoch=6 epoch=7 epoch=8 epoch=9 epoch=10

Unlearning Concept = "Car"

Prompt = "a car going downhill"

Figure 4: Results of VDU on unlearning ‘Van Gogh style’ and ‘Car object’ over multiple epochs

high-dimensional datasets trained on state-of-the-art Stable Diffusion models. More experimental results can
be found in Appendix [A22]

4.4.2 Ablation Results

Contribution of v: We evaluate the reliance of our method on the hyper-parameter v € [0, 1]. In Table
we illustrate the impacts of varying v on MNIST (unlearning the digit “1"), CIFAR-10 (unlearning “Ship"),
and tinyImageNet (unlearning “Butcher Shop"). It can be seen that, with increasing v, Eq. [2| tends towards
increasing the strength of the stability reqularizer. This leads to the to the model degenerating into the pre-

MNIST CIFAR-10
(Digit “1") (Ship)
Aloo ® uFID —_ 100 ©® uFID
°\° * PUL 0\0 * PUL
--=- Fit u-FID == Fit u-FID
. - 80 , = 80 1
Table 2: Impact of v on the unlearning per- o I o * ) e *
o . o B
formance of VDU. - 60 * - 60 *
c c
_ i o 40 c 40
5 [MNIST (Digit-1) [ CIFAR-10 (Ship) [ tIN (Butcher Shop) a o °
PUL uFID |PUL uFID |PUL u-FID = 20 = 20 ¢ T S,
0 [67.08 1374 [70.80 4572 | 68.79 25.74 L L — - ° L
0.1|75.06  14.43  [71.63 2446 | 60.10 27.84 5 0 5 0
0.3[7215 1433 |74.65 2875 | 55.65 21.17 : : : L . .
065521 1151|5654 2051 | 66.67 24.17 0.10.30.50.7 0.10.30.50.7
08|71.67 1312  [69.95  19.64 | 58.86 20.92
1| 16.84 7.48 1.67 13.16 | 20.56 21.08 Y Y

Figure 5: Ablation results on varying ~ for class unlearning
of MNIST and CIFAR-10 datasets. Increasing value of
results in decrease in PUL and u-FID metrics.

trained model. Due to this, we observe a steady decline in PUL since the proposed loss attends to preserving
the generated sample quality only. Such a trend is also bolstered by the lowering of the u-FID, indicating
good sample quality. A visual representation of these trends is depicted in Figure[5] More qualitative ablation
results are given in Appendix [{.4.2]

Nullify Loss Components: Nullifying loss components with y=0 and y=1 for unlearning Digit-1 in MNIST
and Ship class in CIFAR-10 are shown visually in Figure[6] We observe that when y=0 or when the stability
regularizer is nullified, the quality of generated samples drastically declines and images of the Digit-1 and
Ship classes are not generated. On the other hand, image quality increases when y=1, but class-specific
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MNIST Unlearn Digit ‘1’ CIFAR-10 Unlearn ‘Ship’

Figure 6: Visual illustrations of generated image samples with v = 0 and v = 1 on MNIST and CIFAR-10 for
the class unlearning setting.

information is still preserved, leading to the generation of Digit-1 and Ship classes. Overall, by varying -y, our
proposed loss strives to achieve a balance between unlearning and preserving image quality.

5 Conclusion, Limitations and Future works

In this paper, we present Variational Diffusion Unlearning (VDU), a machine unlearning framework to
prevent the generation of undesired outputs from a pre-trained diffusion model, with sole access to the training
data subset to be unlearned. Our current theoretical framework leverages the parameter space to exploit
variational inference by minimizing a loss function comprising two key components: the plasticity inducer and
the stability reqularizer. While the plasticity inducer focuses on minimizing the log-likelihood of the undesired
training samples, the stability reqularizer preserves the quality of the generated image samples by regularizing
the model in the parameter space. Through comprehensive experiments, we demonstrate our method’s
effectiveness in different class unlearning settings for the MNIST, CIFAR-10, and tinylmageNet datasets.
Further, the effectiveness of our approach is bolstered by various feature unlearning from state-of-the-art
Stable Diffusion models pre-trained on LAION-5B dataset. This highlights that under restricted access to
the training dataset, our method is effective for both low and high-dimensional settings, making it a practical
choice unlearning from diffusion models.

Limitations and Future works: Apart from its effectiveness, we highlight some key limitations, such as
our current framework assumes a Gaussian mean-field approximation on the parameter distributions that
might not always be valid. Thus, exploration of more generic distributional settings is left as a part of our
future work. Also, to overcome the limited theoretical scope of variational inference in parameter space, a
broader theoretical framework using function space variational inference techniques (Ma et al., [2019; Rudner
et al.l [2020; |Sun et all 2019; Wild et al., |2022), will also be explored in our future work.
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A Technical Appendices and Supplementary Material

A.1 Theoretical Analysis
A.1.1 Proof of Lemma-1

Let ¢ denote the true data. Thus, to increase the log-likelihood of the data, we maximize the evidence lower
bound as follows:
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Here (a) holds via Jensen’s inequality as log is a concave function. (b) is true because additional conditioning
doesn’t affect the first-order Markovian transitional kernel ¢(.|.). (¢) and (e) are achieved via Bayes’ rule

15



Under review as submission to TMLR

while (d) is true via marginalization property. As the two terms in Eq. [16] are insignificant compared to the
term in Eq. so (f) holds.

A.1.2 Proof of Lemma-2

Even though it is a three-part proof, part-(3) comes from the proof of part-(1) while part-(2) is proved via a
similar argument as the proof of part-(1). So, here we will prove part-(1) in detail. We know:

Q($t|$t71,$0) = Q($t|$t71) = (xt; \/OTtxtfl, (1 - at)I) (19)

Now, we can represent z; in terms of zy by recursive re-parameterization as,
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Upon further expansion of Eq.

{ 1
exp 75

_Olt(]. — 6Lt_1) +1-— Qp o

(5 e}

XTy_ —
(1—0@)(1—6@,1) =1 l—at 1 — Q1

1[a—ar+1— Jar Va1
P ap — o+ - y 95?71 _ 9 Xy n at_1x0 o

2 _(1—at)(1—at_1) 1—&,5 l—Oét_l

1 1—-a v/ \O—
=expy —= e — .13%_1 -2 et + Oétil-TO Tt—1

2 _(1—th)(1—at71) ].—Olt ].—O[tfl

1 1-a Vi VO 1-— 1—ay_
—expd—-= 8% _ 333—1 _9 Tt T at71x0 ( a)( Q' 1)%_1}}

2 (1—0{15)(1—&15_1) 1—Oét 1—at_1

— 1—ay_ s+ 1(1 —

= exp _1 11— _ 22, _2vat( v 1)$t+_\/04t 1( at)woxt X

2 (1—at)(1—at_1) 1—0675
x N (wtl; ,/Oét(l — &t_l)lf +_\/O_ét_1(1 — 0475)1‘07 (1 — Ozi)(l_— Oét1)1>

— Oy — Ot

From Eq. [41]it can be seen that,

o2(t) =

(1 — Ozt)(l — Oiztfl)

q

(1—ay)

Now further substituting zo =

Vor (1 —ag—1)xe + Var—1(1 — ap)xo

fq(t) =

1— oy

_ zi—V1—-azeg
NG from Eq.

in the mean term f,(t), we get,

Vor(l —ay_1)xe + /a1 (1 — ag)xzo

Hq (t) =

1— oy
V(L= @)a + a (1 - ay) (20
1—ay
VAL = a)an + (1 - ay) (Bl
11—
Vor(l — apq)my N (1— o)z 3 (1 — ap)v/1 — &€
1 —a 1—a)var  (I-a)ym

1*0&

_ <\/07t(1 — Q1) N

1—0oy

(1- Oét)\/OTt) T

l—Ozt

(1 —a)y/au
(I-a)vVI—a

- (e

at—&tJrlfat

+u@wa>”‘

NG
(1-a)v/I=a

- 1—a)a NG 0
11—y (1—ap)/1—a
C-agva T v
1 (I-a)VI—ay
= \/@xt - NG €0
Along the similar lines we can prove that, pg(t) = \/%xt - (1*ai/)a7\/tm€9(xt’ t)

17

(1 —oVT=ar

€0



Under review as submission to TMLR

A.1.3 Proof of Theorem-1

The variational divergence term in Eq. [T is:

POID.D)N _ L [ QOPD)
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®

®

(g9) holds as the normalization constant is independent of 6. (h) is true because of the i.i.d. assumption on
the data. We further derive the terms @) and (®) of Eq. [54] below.

¢ Further derivation of term @): For further simplification of this term, we would require some more
theoretical formulations as follows:

Lemma 3 The Kullback-Leibler divergence for two multivariate normal distributions is given by:

1 b _ _
DN otz [N 3 B)) = 5 [lor 52 = (55520 + oy = )55y )

Proof 2 Proof of this lemma can be found in any standard information theory textbook and is avoided here.

From Lemma we know that q(z;—1|2¢, x0) = N(@e—1; p1g(t), oo (t)I) with pig(t) = \/%—txt — \/11_7%:’/07607 and
po(ilae) = N (wes po (), 03 (T with pg(t) = S — 722 —eo(ar, ) where o5(t) = (=50L05=,

Now using this and the above Lemma [3] the KL-divergence in the ELBO term of Lemma [I] can be written as
follows:
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The first term @ of Eq. [4] can now be expressed using Monte Carlo estimation as follows:

= [ In P00 N
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2 MZ - Z [Di r(q(xi—1|ze, 20)||Po= (xe—1|21))] (64)
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(i) holds as a consequence of Lemma [1 Now using a crude estimate of M = 1 (i.e. denoting 6! = 6) and
equation [61] (j) holds.

e Further Derivation of term (®): Using the above Lemma [3[ with the variational pObteI‘lOI" dlbtrlbution
Q) = Hle N(6;,02) and the posterior distribution with full data P(6|D,,Dy) = ]_[Z TN (pg,07?), this
term can be simplified as follows:

of O'Z-Q-i- 0; — . 2 1
Dies (QUO)IPO1D;, D) = Y- [ %+ LT ] (56)

i=1
Finally, incorporating both the terms @) and ®) terms of Eq. [65| and Eq. [66| respectively we get,
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A.1.4 Loss function Derivation

o« Adaptation of part-I in VDU: Note that the term I of the lower bound above is computationally
expensive and memory intensive because for each zy € Dy we need to add noise for all values of t € {2,...,T}
and then denoise again for each ¢. Now, if T is very large, this essentially increases the sample size to O(T).
Thus, to avoid this, if we simply apply the idea from the previous work (Ho et al., [2020), this can be written
as follows:

a — o) 2
Z Z (xItE\‘:zo |:at 1—a )||60_69($t7 )H :| (67)
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(1— o)
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o Adaptation of part-// in VDU: Assuming P(6|D,) is mean-shifted version of P(6|D,, Dy) with the
same variance factor i.e. with o; = 0, term II turns out to be as follows:
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This simplified version is used as the second component of our proposed loss function. The reason for assuming
o; = oy is to simplify the optimization process. However, one can remove this assumption and optimize with
respect to o; to find the optimal variance factor of P(6|D,.).

A.2 Additional Results

A.2.1 Quantitative Results using VDU

Table [3] presents the unlearning performance of the VDU method across various classes from MNIST, CIFAR-
10, and tinylmageNet datasets for different values of the hyperparameter . Increasing v can improve
unlearning efficacy (higher PUL) in some cases but may degrade sample quality (higher u-FID), and vice
versa.

Table 3: PUL(1) and u-FID({) for class unlearning on the MNIST, CIFAR-10, and tinyImageNet datasets for
different values of ~.

v=0.1 v=0.3 v=0.6 v=0.8
Dataset Unlearned Classes |~ 5 —p U1, (%) [ wFID PUL(%) | w-FID PUL(%) | wFID PUL(%)
Class-0 2034 6L.00% | 36.75  65.25% | 3513  6350% | 37.15  62.00%
Class-1 1443 75.06% | 1433 72.15% | 1154 55.21% | 1312  7L67%
Class-2 4015 69.08% | 33.50  62.53% | 3587  65.84% | 38.28  60.10%
MNIST Class-3 2074 4370% | 318G 40.00% | 3347  4420% | 3695  42.72%
Class-6 3742 50.52% | 38.35  46.52% | 38.24  50.17% | 38.19  48.61%
Class-7 836 40.90% | 1552  30.17% | 1135  35.77% | 9.01  36.70%
Class-8 3820 68.06% | 4359  69.11% | 44.68  7291% | 4257  74.23%
Class-9 2319 44.43% | 2698  44.73% | 2601  48.49% | 29.58  46.67%
Class-0 (airplanc) 803 53.18% | 31.04  48.96% | 30.66  46.01% | 32.34  39.55%
Class-1 (Automobile) | 30.86  60.87% | 33.68  56.18% | 28.72  57.12% | 34.26  68.29%
CIFAR-L0 Class-6 (Frog) 3422 63.98% | 30.17  62.56% | 3499  70.04% | 29.72  51.64%
Class-7 (Horse) 2519 41.81% | 2340  40.45% | 24.00  5593% | 2017  48.36%
Class-8 (Ship) 2446 71.63% | 28.75  74.65% | 2051  56.54% | 19.64  69.95%
Class-9 (Truck) 3202 44.60% | 3450  43.80% | 33.79  41.00% | 20.18  48.18%
Class-0 (Fish) 9346 5454% | 27.56  40.30% | 2002  58.75% | 33.18  56.67%
tinyImageNet  Class-75 (Butcher Shop) | 27.84  60.10% | 2117  55.65% | 24.17  66.67% | 2092  58.86%
Class-125 (Soda Bottle) | 27.48  50.00% | 1816  42.64% | 19.17  51.60% | 2315  49.85%

A.2.2 Results on CelebA

Table 4| compares our method with the baseline methods on unlearning different features of the CelebA (Liu
et al., |2015)) dataset. VDU achieves the best u-FID across all features, indicating it produces the highest-
quality images post-unlearning. While ESD and SalUn often achieve higher or comparable PUL, they suffer
from extremely high u-FID scores, especially for Eyeglasses and Bangs (u-FID > 275), suggesting degraded
image quality. VDU balances these metrics, offering significantly better visual fidelity while still achieving
competitive PUL.

o Experimental details for CelebA: For the pre-trained model, we have used the following open-source
architecture implementation: https://github.com/tqch/ddpm-torch|/and trained the model for 40 epochs
with a learning rate of 27°. For this, T = 1000 and batch size is taken to be 128. The pre-trained model has
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Table 4: PUL(1) and u-FID({) for features unlearning on the CelebA dataset.

Dataset Unlearned Classes Fine-tuning SalUn ESD VDU (Our Method)
PUL (%) u-FID | PUL (%) u-FID | PUL (%) u-FID | PUL (%) u-FID
Hats 83.56 11.73 37.67 98.17 38.34 82.18 43.56 27.46
CelebA Eyeglasses 87.18 10.36 89.39 282.63 89.80 275.01 57.67 24.79
Bangs 85.52 12.75 67.87 310.31 67.50 299.37 46.65 23.17

FID of 17.82. For the unlearning, we achieve the optimal results using v = 0.3 just for 2 epochs of training
with our method.

A.2.3 Class Unlearned Samples using VDU

Visual results of the original images and unlearned images for various class unlearning settings on the MNIST,
CIFAR-10, and tinyImageNet datasets are displayed in Figure[7] It can be seen that after unlearning, VDU
produces images of high quality.

(¢) Unlearn Digit ‘1’ (d) Unlearn Digit ‘8’

MNIST

CIFAR-10

tinyImageNet

Figure 7: Generated samples from the pre-trained DDPM model and different class unlearned models. Our
method shows superior image quality after unlearning.

A.2.4 Feature Unlearned Samples using VDU

Visual results of the original images and unlearned images over various epochs for various feature unlearning
settings, such as ‘a particular object’ and ‘artistic style’ from a Stable Diffusion model pre-trained on the
LAION-5B (Schuhmann et all, 2022) dataset, are depicted in Figure [ and Figure [J] respectively. Results of
unlearning ‘Van Gogh style’ from Figure [§] show that given a prompt related to the generation of ‘Van Gogh’
style images, the unlearned model doesn’t generate such artistic style. Similarly, results for unlearning ‘car’
object are also depicted in Figure[J] Visual results below show VDU’s progress over multiple epochs during
the unlearning. This kind of object removal has multiple use cases in computer vision-related tasks.
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Unlearning Concept = "Van_Gogh"

Prompt = "a barn on a quiet farm in the style of van gogh"

=

o=

L\

o T

Original Unlearned Unlearned Unlearned Unlearned Unlearned
epoch=1 epoch=2 epoch=3 epoch=4 epoch=5

Unlearning Concept = "Van_Gogh"

Prompt = "a busy street in the style of van gogh"

Original Unlearned Unlearned Unlearned Unlearned Unlearned
epoch=1 epoch=2 epoch=3 epoch=4 epoch=5

Unlearning Concept = "Van_Gogh"

Prompt = "a farm in the style of van gogh"

Original Unlearned Unlearned Unlearned Unlearned Unlearned
epoch=1 epoch=2 epoch=3 epoch=4 epoch=5

Unlearning Concept = "Van_Gogh"

Prompt = "a snowy forest in the style of van gogh"

Original Unlearned Unlearned Unlearned Unlearned Unlearned
epoch=1 epoch=2 epoch=3 epoch=4 epoch=5

Unlearning Concept = "Van_Gogh"

Prompt = "a sunrise in the style of van gogh"

Original Unlearned Unlearned Unlearned Unlearned Unlearned
epoch=1 epoch=2 epoch=3 epoch=4 epoch=5

Figure 8: Results of VDU on unlearning ‘Van Gogh style’ over multiple epochs
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Unlearning Concept = "Car"

Prompt = "a car going downhill"

Unlearned Unlearned Unlearned
epoch=7 epoch=8 epoch=9

Original Unlearned Unlearned Unlearned Unlearned Unlearned Unlearned
epoch=1 epoch=2 epoch=3 epoch=4 epoch=5 epoch=6

Unlearning Concept = "Car"
Prompt = "a car going uphill"
Unlearned Unlearned Unlearned Unlearned Unlearned Unlearned Unlearned Unlearned
epoch=2 epoch=3 epoch=4 epoch=5 epoch=6 epoch=7 epoch=8 epoch=9

Original Unlearned
epoch=1

Unlearning Concept = "Car"

Prompt = "a car in the mountains"

Original Unlearned Unlearned Unlearned Unlearned Unlearned Unlearned Unlearned Unlearned Unlearned
epoch=1 epoch=2 epoch=3 epoch=4 epoch=5 epoch=6 epoch=7 epoch=8 epoch=9

Unlearning Concept = "Car"

Prompt = "a car near a tunnel"

Original Unlearned Unlearned Unlearned Unlearned Unlearned Unlearned Unlearned Unlearned Unlearned
epoch=1 epoch=2 epoch=3 epoch=4 epoch=5 epoch=6 epoch=7 epoch=8 epoch=9

Figure 9: Results of VDU on unlearning ‘car object’ over multiple epochs

A.3 Further Discussions

A.3.1 Estimation of i} and o

Unlearned
epoch=10

Unlearned
epoch=10

Unlearned
epoch=10

/

Unlearned
epoch=10

As can be seen from our method’s formulation, we require the model parameters’ mean (u) and variance
(o), which can only be obtained from multiple independent trainings’ checkpoints. So we train 5 models
independently on each of the datasets to calculate pf and o) for MNIST, CIFAR-10, and tinyImageNet
datasets. Since pre-trained checkpoints 6* are essentially samples from P(0|D,, Dy), i.e. 6* ~ P(0|D,, Dy),
according to the Bayesian inference (Blundell et al., 2015|) formulation, these can be estimated from the
empirical mean and variance of multiple independent training checkpoints of the pre-trained model. Therefore,
by varying the number of checkpoints achieved from independent trainings, Table [5| shows that our approach
appears to be robust and effective even with a relatively small number of independent training checkpoints.

Table 5: Impact of the number of checkpoints from  Table 6: Impact of the number of checkpoints from

multiple independent training runs a single training run
MNIST CIFAR-10 tIN MNIST CIFAR-10 tIN
# Checkpoints (Digit-1) (Ship) (Butcher Shop) # Checkpoints (Digit-1) (Ship) (Class-75)
PUL u-FID | PUL u-FID | PUL u-FID PUL u-FID | PUL u-FID | PUL u-FID
2 7554 13.12 |72.23 28.08 |62.36  26.74 2 73.12 12.65 | 70.563 32.02 | 58.75 32.84
3 70.46 12.34 |70.22 30.16 |62.00  26.56 3 66.83 10.47 |65.89 33.27 [60.12 26.73
4 77.97 1322 |74.65 28.75 |65.86  26.47 4 73.37 12.23 |72.67 29.82 |63.36 27.92

e Necessity regarding multiple independent checkpoints: We acknowledge that the necessity of
checkpoints from multiple independent training to estimate p and o} could be a limiting factor of VDU. To
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get around this problem, we estimate p} and o} by saving several checkpoints from a single training run
during the final few iterations. Even though theoretically these checkpoints are not independent samples
from P(0|D,, Dy), practically this seems to work (with slight degradation) as shown in Table @ Also, we
believe that this is more realistic because, in general, we save several checkpoints during a single training
run. In fact this is done for all the experiments in Stable Diffusion. As it is practically hard to run such
large-scale models independently multiple times, we use multiple checkpoints of the Stable-diffusion model
from a single training run. Figure [§] and Figure [0] prove that VDU is effective in more practical scenarios.

In both of these configurations (Table [5| and Table @, we maintain y at the optimal values, which are v = 0.1
for MNIST, ~v = 0.3 for CIFAR-10, and v = 0.6 for tinylmageNet.

A.3.2 Computational and Memory cost

¢ VDU’s computational and memory cost: The computational cost and memory usage depend on
datasets and models. We used two Nvidia A6000 (48 GB GPU) to run all experiments. On the MNIST
dataset, per epoch unlearning takes around 50 secs, on CIFAR-10 210 secs, and tinyImageNet takes around
300 secs per epoch. Now, the main memory usage for VDU comes from saving multiple checkpoints. For
MNIST per checkpoint takes memory of 40 MB, for CIFAR-10, 200 MB, for tinylmageNet 450 MB per
checkpoint, and for CelebA, it is 560 Mb per checkpoint. For Stable Diffusion, the memory usage of each
pre-trained checkpoint is 3.97 GB.

o Comparison with baselines: The computing time (in epochs) needed by various unlearning techniques on
four datasets—MNIST, CIFAR-10, TinyImageNet, and CelebA—is contrasted in Figure Fine-tuning (blue)
has the lowest computational cost but is ineffective when the inaccessible non-unlearning class dataset (D;.).
In all datasets, VDU (purple bars) consistently uses fewer epochs than ESD (Gandikota et al., [2023b)) (red)
and SalUn (green), and comparable epochs as SA (Heng & Soh, [2023)). VDU is an effective
unlearning technique that drastically lowers the number of epochs needed without sacrificing performance.
This makes it a sensible option for practical uses when computational cost is a crucial consideration.

Computational Time Comparison Across Unlearning Methods

5 5 5 5

w4

g

o

:g’ 3 Table 7: Time taken to unlearn for one epoch (in

< seconds) across datasets.

P

g Dataset VDU SA SalUN ESD

S L MNIST 50 540 63 68

CIFAR-10 210 588 230 227

tinyImageNet 300 612 489 471

CIFAR-10
Datasets

tinylmageNet

Figure 10: Unlearning time (epochs) using different
methods. VDU takes comparatively fewer epochs
than other baselines.

A.3.3 Discussion on experimental settings

¢ Restriction of access to the samples from D,: In all of our experimental settings, we don’t assume
access to samples (original from training data or generated by the pre-trained model) from D,.. The primary
motivation for this restriction is that we experimentally demonstrate, simply Fine-tuning with samples from
D, (provided we have access to data from D,.) is the optimal technique (Ref. third column of Table 1) that
produces the best results with the least amount of computing (with only one epoch). Thus, from a practical
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perspective, all the unlearning methods are only useful when we are restricted to using samples from D,..
For this reason, we remove generative replay from Selective Amnesia (SA) method, and the loss components
pertaining to D, is also removed from SalUn and ESD methods.

¢ Restriction of Unlearning epochs: Note that the unlearning algorithm’s main goal is to emulate
the retraining method that uses samples only D, while being computationally efficient. If the unlearning
process takes a long time, especially more than retraining, it effectively defeats the purpose of proposing
such algorithms. In this case, if we assume finetuning with samples from D, is feasible, then it is the
optimal method both in terms of proposed metrics and computational efficiency (Ref. column 3 in Table
1). Finetuning with D, achieves optimal results just with 1 epoch (very few iteration depending upon the
batch size). We only train all methods for very few epochs (10x of fine-tuning time) in order to consider
computational efficiency and choose the best method that requires the fewest iterations.

A.3.4 Methodological comparison between SA and VDU

SA method depends on the importance-based penalty using Fisher Information Matrix (FIM), which is avoided
in our case with the use of stability regularizer. With the stability regularizer, each parameter is weighted
proportionally to O(ﬁ) However, the FIM-based penalty is inherently data-dependent. Specifically, when
limited to the unlearning data subset Dy, the calculation of the FIM in SA method does not account for the
importance of the weights in retaining the information of D,.. Consequently, the model forgets the retaining
data subset, leading to the generation of low-quality samples (high u-FID scores) even though it performs
well in terms of PUL scores.

A.3.5 Feature entanglement between D, and Dy

In complex datasets due to high entanglement between features, it is really challenging to unlearn a particular
specific feature while preserving others. As any machine unlearning approach will unlearn data-level knowledge,
the unlearned model will forget some part of the entangled features as well if D, and Dy overlap. This will
have an impact on the unlearning quality (u-FID scores). If there is feature overlap between the samples
from D, and Dy, the unlearned model will forget some of the common features because the goal of any
machine learning technique is to forget all the data-level information. For example, in feature unlearning
from pre-trained Stable Diffusion models, we can visually inspect from Figure [§|and Figure [J] that during the
unlearning of artistic styles and objects, image quality is impacted a bit. This emphasizes for possibilities for
better methodologies as a part of future work.

A.4 Implementation Details
A.4.1 Datasets and Models

e MNIST: The MNIST dataset consist of 2828 grayscale representing handwritten digits from 0 to
9. The MNIST dataset contains 60,000 training images and 10,000 testing images. We have used
the same architectural model detailed in the open-source implementation: https://github.com/
explainingai-code/DDPM-Pytorch (Ronneberger et all 2015) for the MNIST dataset.

e CIFAR-10: CIFARI1O0 consists of 60,000 32x32 color images distributed across 10 classes with 6000
images in each class. We adopt an unconditional DDPM model based on the approach by (Nichol &
Dhariwal, |2021)), utilizing their official implementation provided in https://github.com/openai/
improved-diffusion

o tinyImageNet: This contains 100000 images of 200 classes (500 for each class) downsized to 64x64
colored images. Each class has 500 training images, 50 validation images and 50 test images. We
adopt an unconditional DDPM model based on the approach by (Nichol & Dhariwall 2021)), utilizing
their official implementation provided in https://github.com/openai/improved-diffusion

e LAION-5B: This is the largest public image-text dataset, containing over 5.8 billion samples. More
details on this dataset can be found here: https://laion.ai/projects/. For this experiment, we
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A.43

use a state-of-the-art Stable Diffusion model. Details of the architecture can be found in the open
source implementation at: https://github.com/CompVis/stable-diffusion,

Pre-Training

MNIST: For the pre-training of the DDPM model on MNIST, we adopt the hyperparameters from
the open source code base mentioned above. Specifically, a randomly initialized DDPM model is
pre-trained on the train set of MNIST and optimized using a learning rate of 10~# for 40 epochs with
a batch size of 64. The diffusion process follows a linear noise scheduling strategy with a; = 0.0001
and ar = 0.02 at the final time-step T=1000. We have trained 5 models to get the model mean
and variance o] parameter.

CIFAR-10: We use a unconditional DDPM checkpoint, pre-trained on CIFAR-10, from https!
//github.com/openai/improved-diffusion. We fine-tune this model on the train set of CIFAR-10
for 90k iterations, with a batch size of 128, and a learning rate of 10~°. The total diffusion steps
T = 4000 with a cosine noise scheduling strategy with a; = 0.0002 and ap = 0.04. Here, we have
trained 4 models to get the model mean p] and variance o parameters. For the pre-training of both
DDPM models, we use Adam optimizer.

tinyImageNet: We use a unconditional DDPM checkpoint, pre-trained on tinylmageNet, from
https://github.com/openai/improved-diffusion. We fine-tune this model on the train set of
tinyImageNet for 70k iterations, with a batch size of 64, and a learning rate of 107%. The total
diffusion steps T' = 4000 with a cosine noise scheduling strategy with a; = 0.0002 and a7 = 0.04.
Here, we have trained 5 models to get the model mean yu; and variance o] parameters. For the
pre-training of both DDPM models, we use the Adam optimizer.

LAION-5B: For this, we didn’t train the Stable Diffusion models but used the open-source
checkpoints available at: https://github.com/CompVis/stable-diffusion. These checkpoints
are trained with a linear noise scheduling strategy from a7 = 0.00085 to ar = 0.0120 with 7" = 1000
and learning rate = 10~*. We have used four checkpoints that are present in the repository: sd-v1-
1.ckpt, sd-v1-2.ckpt, sd-v1-3.ckpt, sd-v1-4.ckpt.

Unlearning

After pre-training the DDPM models on their respective datasets, as described earlier, we now outline the
unlearning process for each. We optimize using our proposed loss function, as defined in Eq. [2] ensuring
effective feature removal while maintaining model performance. Note that during the unlearning phase, for
all the datasets, the noise scheduler is kept the same as in the pre-training phase.

1. MNIST: The model is optimized for unlearning over only 1 epoch using the Adam optimizer with a

learning rate of 1076 and a batch size of 128.

CIFAR-10: The model is optimized for unlearning over 4 epochs using the Adam optimizer with a
learning rate of 10~% and a batch size of 128.

tinyImageNet: The model is optimized for unlearning over only 2 epochs using the Adam optimizer
with a learning rate of 1076 and a batch size of 128.

LAION-5B: Note that, as we don’t have access to the labels in this dataset to obtain Dy, we
generate samples from Dy by prompting ChatGPT and passing these prompts to a model initialized
with checkpoint sd-v1-1.ckpt. We only generated 650 samples corresponding to Dy for both ‘artistic
style’ and ‘object’ unlearning settings. Here we have used Adam optimizer with a learning rate of
1076.
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A.4.4 Additional Details

o« Hyper-parameter details: For all of the benchmark datasets, we select and report the results for v €

{0.1, 0.3, 0.6, 0.8}. We achieve optimal experimental results using v=0.1 and 0.6 for all the classes on MNIST
and tinyImageNet, respectively. On CIFAR-10, we choose optimal 7 of 0.1 for unlearning “Automobile" and
“Ship". For “Frog", we use v=0.3. For feature unlearning in the LAION-5B dataset, we have set v = 0.6.

¢ Classifier Details: To calculate u-FID and PUL metrics from unconditional Diffusion models, we need
samples that correspond to D, part of the training data. Thus, we classify samples that relate to D, by
pre-trained models. We trained a ResNet-50 model with an accuracy of 99% for MNIST, a DenseNet-121
with an accuracy of 92% for CIFAR-10, ViT-B16 with an accuracy of 98% for tinylmageNet, and ResNet-50
with an accuracy of 81% for the CelebA dataset.
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