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ABSTRACT

Deep neural networks are highly susceptible to adversarial attacks, which pose
significant risks to security- and safety-critical applications. We present KOALA
(KL-Lo Adversarial detection via Label Agreement), a novel, semantics-free ad-
versarial detector that requires no architectural changes or adversarial retraining.
KOALA operates on a simple principle: it detects an adversarial attack when
class predictions from two complementary similarity metrics disagree. These
metrics—KL divergence and an Ly-based similarity—are specifically chosen to
detect different types of perturbations. The KL divergence metric is sensitive to
dense, low-amplitude shifts, while the Ly-based similarity is designed for sparse,
high-impact changes. We provide a formal proof of correctness for our approach.
The only training required is a simple fine-tuning step on a pre-trained image
encoder using clean images to ensure the embeddings align well with both metrics.
This makes KOALA a lightweight, plug-and-play solution for existing models
and various data modalities. Our extensive experiments on ResNet/CIFAR-10
and CLIP/Tiny-ImageNet confirm our theoretical claims. When the theorem’s
conditions are met, KOALA consistently and effectively detects adversarial ex-
amples. On the full test sets, KOALA achieves a precision of 0.94 and a recall
of 0.81 on ResNet/CIFAR-10, and a precision of 0.66 and a recall of 0.85 on
CLIP/Tiny-ImageNet.

1 INTRODUCTION

The increasing deployment of machine learning and deep learning models in safety-critical appli-
cations—such as autonomous driving, medical imaging, and security—underscores the need for
robust and reliable systems. However, neural networks remain vulnerable to adversarial attacks,
where small, often imperceptible perturbations to an input can cause the model to make a confident
misclassification (Biggio et al., 2013} |Xiao et al.,[2018a3b; |Szegedy et al.| 2013). Protecting these
models from such manipulation is a critical security and safety concern.

Defenses against adversarial attacks generally fall into three categories (Aldahdooh et al., [2022).
The first, verification and certification, aims to formally prove model robustness within a defined
perturbation set (Khedr & Shoukry, 2024 [Liu et al., 2021). While these methods provide strong
guarantees, they do not actively improve the model’s behavior in deployment. The second, proactive
defenses, such as adversarial training and randomized smoothing, harden models by retraining or
modifying their architecture (Madry et al., 2017b; |Cohen et al.,|2019; Shafahi et al., |2019). These
methods can be computationally expensive, often require prior knowledge of attack types, and may
lag behind novel attack strategies. The final category, reactive detection, augments a deployed model
with a separate detector to flag adversarial inputs without altering the core network.

We focus on this reactive detection paradigm. Prior work in this area has largely pursued two main
avenues. The first involves add-on detectors, which rely on empirical observations of adversarial
examples, such as their intrinsic statistics or the effects of feature space (Xu et al.,[2018; Ma & Liul
2019; Ma et al., |2018; Meng & Chen, [2017)). Other methods train a separate detector head using
adversarial examples (Metzen et al., 2017} |Grosse et al.,|2017). While these methods can be effective,
they typically lack formal guarantees of correctness. The second involves semantics-driven detectors
that leverage external information, such as label text, auxiliary classifiers, or handcrafted cues (Zhang
et al., 2023} Zhou et al., 2024 Muller et al., 2024). While powerful, these approaches depend on
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domain-specific priors that may not always be available or vary across different deployments and
data modalities. Critically, they also lack proof of correctness for their detection conditions.

To address this issue, we present a novel perspective based on the geometry of norm-bounded
adversarial perturbations. As shown in Figure[I] we observe that energy-bounded attacks manifest
either as (i) dense, low-amplitude shifts across many coordinates or (ii) sparse, high-impact shifts
on few coordinates. These characteristics are naturally captured by two complementary similarity
measures: KL divergence, which is sensitive to broad, small-magnitude output shifts; and an Ly-based
score, which is sensitive to sparse, large-magnitude coordinate changes.

In this work, we propose KOALA, a light-weight and semantics-free adversarial detector that flags
input as attack when predictions derived from our two complementary metrics—KL divergence and
the Ly-based score—disagree. The only required training is a brief fine-tuning of an image encoder
to align embeddings with both metrics simultaneously. This makes KOALA a simple, plug-and-play
solution for existing models without the need for adversarial training or architectural changes.

Our approach is distinguished by a formal mathematical guarantee. We prove that under norm-
bounded perturbations and mild assumptions on the separation between class prototypes and the
input embedding, each metric induces a distinct prediction stability band. Once the margins be-
tween the classes are sufficiently large, no single perturbation can keep the input within both bands
simultaneously. This mutual exclusivity forces a disagreement between the two metrics, leading to
guaranteed detection. Our extensive experiments on ResNet/CIFAR-10 and CLIP/Tiny-ImageNet
corroborate this theory, demonstrating robust attack identification without relying on semantic priors,
architectural modifications, or costly adversarial retraining.

Our core contributions are summarized as follows:

* We introduce KOALA, a novel, plug-in adversarial detector based on the disagreement between
KL divergence and L-based predictions.

* We provide a theoretical proof of correctness that defines the explicit conditions under which this
disagreement—and thus detection—is guaranteed to occur.

* We propose a lightweight training recipe that only requires fine-tuning an encoder with clean
images, avoiding the need for architectural changes or adversarial examples.

* Our comprehensive experimental results demonstrate strong detection performance, aligning with
our theory and offering a valuable complement to existing robust training and certification methods.
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Figure 1: Motivation for combining KL and L, as an attack detector. With an energy bound
adversarial input, ||d]]2 < e, the resulting perturbation may be dense (distributed) or sparse (concen-
trated). Each metric defines a prediction-stability band: inside the band the label remains y*; outside
it flips to y. Dense attacks typically violate the L band (green), while sparse attacks violate the KL,
band (orange). When two classification decisions disagree, we can detect adversarial attacks.

2 RELATED WORK

Detectors trained with adversarial examples. An intuitive way of train an adversarial detectior
is to train it on generated adversarial examples (Metzen et al.,[2017; |Grosse et al., 2017} |Lee et al.,
2024). While effective against the attacks seen during training, these detectors typically rely on prior
knowledge of the threat model and can degrade under newly crafted or adaptive attacks. Our work is
orthogonal to theirs in that our approach does not require adversarial training.
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Detectors utilizing intrinsic statistics of attacks. Compared to clean samples, adversarial inputs
often exhibit systematic statistical deviations designed to fool neural networks. Leveraging this
observation, prior work distinguishes clean from adversarial inputs by extract residual and structural
information of clean data (Kong et al.,|2025) or probing regularities in feature or activation space,
e.g., invariant checking over internal activations (NIC) (Ma & Liu, |2019)), prediction inconsistency
under input transformations (feature squeezing) (Xu et al.l 2018), local intrinsic dimensionality
(LID) statistics (Ma et al.| |2018)), autoencoder-based reformers/detectors (MagNet) (Meng & Chenl
2017), Mahalanobis (Lee et al.,[2018)), CADet (Guille-Escuret et al.| [2023)), Bayesian-based uncer-
tainty (Feinman et al., 2017), class-disentanglement (Yang et al., [2021) and adversarial direction
comparision (Hu et al.| [2019). These methods are generally empirical and lack formal proof-of-
correctness guarantees against adaptive adversaries. While we provide explicit theoretical conditions
under which our detector is provably correct, specifying when adversarial examples must be detected.

Semantics- and knowledge-driven detection. Attacks can also be detected by examining semantic
inconsistencies at inference using domain knowledge and reasoning modules(Mumuni & Mumuni,
2024), e.g., MLN/GCN pipelines for certifiable robustness (Zhang et al., 2023)), knowledge-enabled
graph detection (Zhou et al.} 2024} |Song et al., |2025)), and part-level reasoning for object tracking
defenses (VOGUES) (Muller et al.,2024). These approaches can be powerful but have limitations
across modalities and tasks, as their effectiveness depends on semantics and specific domain knowl-
edge. In contrast, our method is semantics-free: it operates purely on representation geometry via
a K L/Ly disagreement criterion and provides detector-specific correctness conditions, yielding a
lightweight, plug-in detector for safety-critical models.

3 METHODOLOGY

3.1 THE KOALA DETECTOR AND KOALA HEAD

We consider a neural network classifier comprised of two main components: i) a backbone encoder
fo : T — R that maps input from the data space Z (e.g., images) to feature embedding € R?; ii) a
classifier head hg : R? — {1,...,m} uses the embedding to determine the final class.

In a traditional feedforward neural network, the backbone encoder corresponds to all layers up to
the penultimate layer, while the classifier head is the final output layer (e.g., a fully connected layer
followed by a softmax). Our method, KOALA, replaces this conventional classifier head with a
novel component, which we term the KOALA Detector, operates on the embeddings produced by the
backbone encoder to simultaneously classify the input and flag it as an attack when necessary.

As shown in Figure[2] the KOALA Detector operates as a nearest prototype classifier (Snell et al.|
2017), which determines the predicted class § € {1, ..., m} by finding the prototype vector—the pre-
computed centroid for each class—that is closest to the input’s feature embedding in the normalized
feature space, i.e., for feature vector p = fy(I) of input I, the nearest prototype classifier head

7 = arg mkin Distance(ci, p)

for some Distance function and pre-selected prototype vectors (also known as class centroids)
ci,...,Cn. This effectively classifies input based on its proximity to representatives of each class.

Traditional nearest prototype classifiers use a single distance metric(e.g., Euclidean) to find the
closest class prototype. In contrast, KOALA is designed to leverage multiple, complementary metrics
for classification and adversarial detection. The motivation behind KOALA is the observation that
adversarial perturbations can manifest in two distinct ways under an energy-limited budget:

» Sparse, High-Impact Perturbations: Few feature dimensions are modified with a large magnitude.
* Dense, Low-Amplitude Perturbations: Many feature dimensions are modified by small magnitude.

These two types of attacks are difficult to detect with a single metric. KOALA addresses this by using
a combination of Ly and K L divergence metrics:

* KL Divergence: This metric measures the shift in the output probability distribution. It is
particularly sensitive to dense, low-amplitude perturbations that subtly influence the model’s overall
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output, even if no single feature dimension is drastically altered. The K L Divergence is defined as:
d ..

KL(c|p) = Zci 1ogpi_. 1)
i=1 *

e L distance: This metric measures the number of dimensions in the feature vector that have been
perturbed above a certain threshold. It is therefore highly sensitive to sparse, high-impact changes,
making it effective at detecting targeted, “surgical” attacks. The L distance metric is defined as:

Lo(e,p) = card({i e —pil =7 (e, p) > o}), )

where card({.}) denotes the cardinality of the set, u(c,p) = % Zle |e; — ps| is the average
distance across all the entries of |¢ — p|, and 7 € [0, 1] is a threshold parameter. In other words,
the Ly metric counts the number of features whose value are above a certain threshold relative to
the average value of the feature vector.

The KOALA Detector operates by simultaneously leveraging the two complementary metrics above.
For a given input embedding p, the detector computes both the K L-divergence and the Lj-based
distance to all class prototype vectors cg. These computations yield two distinct class predictions:

U1, = arg mkin KL(ck,p), UL, = arg mkin Lo(ck, p). 3

The core of our detection mechanism lies in the disagreement between these two predictions. An
input is declared attacked when the class predicted by the KL-divergence, 4k, does not match
the class predicted by the Ly-based metric, 3r,,. In this case, the detector abstains from making a
final classification. If the two predictions agree, the input is considered benign, and the shared class
prediction becomes the final output. This behavior is formally defined by the following decision rule:

(d,:l)) = (1, L) if :’;Lo # QKLy else (O,QKL). (4)

where a € {0, 1} is the predicted attack label, with @ = 1 indicating an attack and ¥ the final predicted
class, with L signifying an abstention (no class).

3.2 THEORETICAL GUARANTEES

Our proposed method, KOALA, is not merely an empirical defense; it is grounded in a formal
mathematical guarantee. We provide a proof of correctness under a set of mild and practical
assumptions. The core idea is to show that a single adversarial perturbation cannot simultaneously
fool both the KL- and Lg-based classifiers.

The following assumptions underpin our main theorem:
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Figure 2: Training phase: Class centroids C' are computed as the centroid of image embeddings
within each class. Each image embedding p is compared with C to compute the Lossgr, and Lossy,,.
The model is trained to make the LO and KL distances small for the correct class while large for
incorrect classes. Inference phase: An input image embedding p is compared with class centroids C
to calculate K L and L0-based predictions yx 1, and §,,. The predicted class is accepted only if both
metrics agree; otherwise, the system flags the input as an adversarial attack detected (a = 1).
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Al Normalized Feature vector space: All feature embeddings fp(I) and class prototypes
ci,...,Cnxn are normalized, i.e., their coordinates sum to 1 and are strictly positive. This
is satisfied by using a softmax or similar normalization on the feature vectors.

A2 Bounded Perturbation: The adversarial perturbation ¢ in the feature space has a limited energy
budget, i.e., ||0|| < e. This is a standard assumption in adversarial robustness, following from
the Lipschitz continuity of the backbone encoder.

A3 Coordinate-wise Bound: The magnitude of the perturbation on any single coordinate is bounded
relative to the original value, |6;] < 2|p7|. This is a mild and practical condition, as extremely
large, coordinate-wise perturbations are rarely effective or imperceptible.

A4 Clean Example Alignment: On clean, unperturbed inputs, both the KL and Ly metrics agree on
the true class. This alignment is encouraged by our lightweight fine-tuning procedure, which
shapes the embeddings to be meaningful under both metrics.

Building on these assumptions, our central result is Theorem [I} which establishes that a sufficiently
large separation between class prototypes guarantees the detection of adversarial attacks.

Theorem 1. If Assumptions Al-A4 are satisfied, and there exists a coordinate i where the gap
between the true class prototype c; and the predicted adversarial class prototype ¢; is sufficiently
large (i.e., |cf — ¢é| > Tyi(€), for some threshold T';(€)), then no perturbation ¢ with ||6|| < € can
simultaneously cause both the KL- and Lg-based predictions to favor the adversarial class.

In essence, the theorem proves that the KL and L stability bands are mutually exclusive for
adversarial perturbations. An attack can push an embedding out of one stability band, causing a
prediction flip, but it cannot simultaneously push it out of both. This forces a disagreement, leading
to guaranteed detection. This result provides a rigorous foundation for KOALA’s effectiveness,
showing that if the feature space is properly structured (which our fine-tuning encourages), detection
is not a probabilistic outcome but a mathematical certainty.

Proof Sketch for Theorem[I} A complete proof of Theorem [I]is provided in the appendix [B] Below,
we provide a high-level sketch to convey the core intuition behind our guarantee. The proof’s central
idea is to show that, under a limited energy budget, an adversarial perturbation cannot simultaneously
satisfy the conditions required to fool both the KL- and Ly-based classifiers. We establish this through
three key propositions:

(i) Necessary Conditions for successful attack on KL-Divergence metric (Prop.[2): To change
the KL-based prediction from the true class prototype c* to an adversarial class prototype ¢,
the adversarial perturbation § must have a positive inner product with the vector é — ¢*. This
condition, means the perturbation must “align” with a particular direction in the feature space.

(ii) Necessary Conditions for successful attack on Lo-metric Prop.[3): To change the L based
prediction, the perturbation must alter a minimum number of feature dimensions (k) by a
significant amount. This consumes a portion of the total perturbation energy (||d|) allowed by
the budget. The more dimensions that need to be flipped, the more energy is consumed, and
the less is left for other purposes.

(iii) The Incompatibility Condition (Prop.[): We show that these two conditions are fundamentally
incompatible. For any given adversarial perturbation, we can always find a threshold 7 for the
Ly metric that forces a trade-off. The energy required to satisfy the Ly flip condition (moving
a sufficient number of coordinates by a large enough magnitude) leaves insufficient residual
energy to satisfy the KL-flip condition (aligning the perturbation with the vector ¢ — c*.

(iv) Conclusion: The final step proves that such a threshold 7 always exists as long as there is
a sufficiently large “coordinate gap” between the true class prototype and the adversarial
class prototype. This means that if the feature space is well-structured—which our fine-tuning
encourages—no single adversarial perturbation can successfully flip both predictions, forcing
them to disagree and enabling our detection mechanism.

3.3 FINE-TUNING FOR PROTOTYPE ALIGNMENT

Our formal guarantees in Theorem 1 rely on the assumption that on clean inputs, the feature embed-
dings are well-aligned with their respective class prototypes under both KL-divergence and Ly-based
metrics (Assumption A4). To achieve this, we introduce a lightweight fine-tuning procedure for
the backbone encoder fy. This procedure is designed to simultaneously minimize the distance
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between a clean image embedding and its corresponding class prototype across both metrics, thereby
encouraging the “coordinate gap” crucial for our detection method.

Our training objective is a composite loss that penalizes the dissimilarity between image embeddings
and their class prototypes. To ensure stable optimization, we first map the KL and L distances to a
comparable, differentiable, and range-bounded similarity score.

o KL-similarity loss: We define the KL-based similarity between a class prototype ¢ and an image
embedding p as:

simg 1, (¢, p) = exp(— KL(c[|p)) € (0, 1]

Using this similarity, we train the encoder with a standard binary cross-entropy loss over a set
of positive and negative image-prototype pairs. This loss encourages the similarity of positive
pairs (matching image and prototype) to be high and that of negative pairs (mismatched image and
prototype) to be low. Formally, we finetune the model using the following loss function:

Lrr = —Eqjeplyijlogsi; + (1 —y;;)log(1 — si;)],  where si; = simgp(ci,p;)  (5)

Here, P denotes the set of image-prototype pairs, and y;; is a binary label (1 for a matching pair, 0
otherwise).

o [y-similarity loss: The L distance, which counts the number of perturbed dimensions, is non-
differentiable. To make it trainable, we use a smooth, differentiable surrogate. We approximate
the Ly metric with a smoothed surrogate function Lg(c, p) using the sigmoid function to obtain a
continuous value.The Ly-based similarity is then defined as a normalized, inverse measure of this
surrogate:

— d

simLU(c,p) — 1 LO(Za p) c [07 1}7 Wherezg(c,p) _ ZU(|C7L _Pi| _QST,U/(Cap))
=1

where ¢ > 0 is a smoothness parameter and o(z) = H% is the sigmoid function. Similar to the
KL loss, we use the binary cross entropy loss for Lg-based similarity:

Lr, = ~E jyeplyijlogsij + (1 —y;;)log(1 — si5)],  where s;; = simp,(c;, p;)-

e Total Objective: The final training objective is a weighted sum of the two similarity losses:
Liota = wro L1, + wrr LKL, (6)

where wy,, and wg, are non-negative mixing weights. This composite loss guides the encoder to
produce embeddings that are simultaneously cohesive under both a dense-shift-sensitive metric (KL)
and a sparse-shift-sensitive metric Ly, which is a key requirement for KOALA’s guaranteed detection.

4 EXPERIMENTS

Our experiments evaluate KOALA’s performance on two distinct architectures and datasets, employ-
ing standard adversarial attacks to test its effectiveness.

4.1 EXPERIMENTAL SETUP

e Models and Datasets. We use two models to demonstrate KOALA'’s versatility: a ResNet-18
model on CIFAR-10 and a CLIP model on Tiny-ImageNet. For both datasets, we randomly split the
development sets into two equal halves to serve as the test and validation sets.

* ResNet-18 on CIFAR-10: We start with a baseline ResNet-18 backbone trained on CIFAR-
10 (Krizhevsky et al., [2009). The final fully connected layer (classifier head) is removed to
produce image embeddings. Class prototypes (centroids) ¢y, . . ., ¢, are computed as the mean
embedding of all training examples for each class. The backbone is finetuned using the composite
loss described in the Fine-Tuning section, with SGD optimizer, learning rate 1 x 103, weight
decay 5 X 104, momentum 0.9, and batch size 128. The loss weights are set to wr, = 0.9 and
wky, = 0.1 (as Lyg is harder to optimize) and the hyperparameters are 7 = 0.75 and ¢ = 0.5.
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* CLIP on Tiny-ImageNet: We also fine-tune the pre-trained CLIP ViT-B/32 model on the Tiny-
ImageNet dataset. The class prototypes c* here are obtained by using the CLIP text encoder with
prompt “a photo of [CLASS]”. SGD is used for fine-tuning with learning rate 1 x 10~%, weight
decay 0, momentum 0.9, and batch size 128. The loss weights again wr,, = 0.9 and wky, = 0.1.

o Adversarial Attacks: We generate a variety of adversarial examples using established attack
methods. We report results on clean accuracy, adversarial accuracy, and adversarial detection rate.
All attacks are constrained by the £, norm with € € {2/255, 4/255} and a batch size of 128.

* PGD (Projected Gradient Descent) (Madry et al., 2017a): A classic iterative attack used to
generate adversarial examples for both the ResNet and CLIP models.

* CW (Carlini & Wagner), 2017) Attack: A powerful, optimization-based attack on both models.

* AutoAttack (Croce & Hein,2020): A suite of four diverse attacks used to reliably test robustness,
serving as a robust benchmark against both models.

4.2 EXPERIMENT 1: VERIFYING THEORETICAL GUARANTEES

o Experiment Objective: We validate our central theorem by evaluating KOALA'’s performance on
examples that either satisfy or do not satisfy the conditions of Theorem[I] The primary goal is to
show that when the conditions are met, attack detection is guaranteed. We partition the test sets of
both CIFAR-10 and Tiny-ImageNet into two groups (i) Theorem-Compliant Samples: Inputs that
satisfy the conditions of Theorem ] specifically the sufficient inter-class prototype separation and (ii)
Non-Compliant Samples: Inputs that do not satisfy these conditions. Table|l|provides a breakdown
of the number of samples (sample size columns) in each group for both datasets, highlighting that
the ResNet model on CIFAR-10 exhibits a larger inter-class separation than the CLIP model on
Tiny-ImageNet. This is likely due to the massive scale of CLIP’s pre-training data, which can lead to
a more compact, less-separable embedding space for a smaller, specialized task like Tiny-ImageNet.

e Evaluation Metrics: To evaluate detection performance, we define a confusion matrix where an
“attacked” input (i.e., a = 1) is considered a positive result as follows:

TPi=[a=1] A [@7) = (1,1 v @5 =0y"], TN:=[a=0]1[@7 =0y,
FP := [a=0] A [(a,g) = (1,1) vV (@7 = (O,ﬁy*)}, FN:=[a=1] A [(a,g) - (O,ﬁy*)]

Using these definitions, we report standard metrics: Accuracy, Precision, Recall, and F1-score:

Acc = TELIN ' prec = TPT_F%, Rec = TP:Z_%, Fl= %, N=TP+TN+FP+FN.

e Results and Analysis: Table[T|summarizes the overall performance. Noteably, the recall scores are
all 1.0 on the Theorem-compliant subset. This means every adversarial attacked input that satisfies the
theorem’s conditions is successfully detected, providing strong empirical support for our theoretical
guarantee. The Accuracy and precision for theorem-compliant examples are 1.0 as well. This is
because the theory assumes that clean, compliant examples are correctly classified by both the KL
and Lj heads, leading to prediction agreement and preventing false alarms.

As our theory predicts, the Theorem-compliant subset achieves a substantially higher Precision
and Recall compared to the non-compliant subset, confirming that when the inter-class prototype
separation is sufficiently large, adversarial perturbations are forced to cause a disagreement between
the KL and L heads, leading to more reliable attack detection.

4.3 EXPERIMENT 2: ABLATION STUDY ON METRIC COMBINATIONS

o Experiment Objective: We run an ablation study to validate our choice of using KL-divergence
and Lo-based metrics for attack detection. We compare the performance of our proposed KL+Lg
combination against other plausible metric pairings: Ly+Cosine, KL+Cosine, and Ly+KL+Cosine.
For each combination, we fine-tune the backbone encoder using a composite loss tailored to the
specific metrics, then evaluate the detector’s performance. It’s important to note that all models were
fine-tuned exclusively with clean, non-adversarial images. No adversarial training was performed.

o Results and Analysis: The results, summarized in Table |2} show that the KL+ Ly combination
consistently yields the best performance on the ResNet/CIFAR-10 setup, achieving the highest scores
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Model Attack Thm. Compliant Samples Non Compliant Samples
Perturbation | Sample Size Acc Prec Rec F1 |Sample Size Acc Prec Rec Fl1
2/255
ResNet-CIFAR-10 %0/255 3345 1.0 1.0 1.0 1.0 1655 0.63 0.73 0.42 0.53
055 2967 1.0 1.0 1.0 1.0 2033 0.66 0.78 0.45 0.57
2/255
CLIP-TinyImageNet 520/255 510 1.0 1.0 1.0 1.0 4490 0.67 0.63 0.84 0.72
56 556 1.0 1.0 1.0 1.0 4444 0.65 0.62 0.80 0.70

Table 1: Results from Experiment 1: Detector metrics—accuracy, precision, recall, and F1—for
ResNet-18 and CLIP (ViT-B/32) backbone finetuned with our L, objective in equation E] and
evaluated under PGD on the two subsets: images that satisfy Theorem|[I] vs. those that do not.

across all four key metrics: Accuracy, Precision, Recall, and F1-score. This confirms our hypothesis
that KL-divergence and Lg-based metrics are highly complementary. The KL metric effectively
captures dense, distribution-level shifts that often go undetected by other measures, while the L
metric is uniquely sensitive to sparse, high-impact changes. Their combined use allows the detector
to identify a wider range of adversarial attack types.

The results on the CLIP/Tiny-ImageNet setup, however, show that the Ly+KL+Cosine combination
slightly outperforms the others. This unexpected finding is an interesting artifact of the model’s
behavior. As shown in Table 6, the model fine-tuned with the Lo+KL+Cosine loss exhibits a very low
adversarial accuracy. This indicates that a single adversarial perturbation pushes the embedding into
a region where all three metrics are essentially "randomly guessing" a class. The probability of all
three classifiers independently guessing the same incorrect class is extremely low, leading to frequent
disagreements and, consequently, a high attack detection rate.

This outcome on the CLIP model underscores a critical distinction: a high detection rate does not
always equate to a truly robust model. While the Ly+KL+Cosine setup appears effective at flagging
attacks on CLIP, it does so by breaking the underlying classification, rather than by preserving it. This
contrasts with the ResNet results, where our KL+ combination shows a more balanced approach
to robust classification and detection.

Metric Attack ResNet-CIFAR-10 CLIP-TinyImageNet
Combinations | Perturbation | Accuracy Precision Recall F1 | Accuracy Precision Recall F1
KL L0 0.88 094 081 087| 071 066 085 0.74

+L0 4/255

£ 0.87 0.94 0.78 0.85| 0.69 0.65 0.82 0.73
, 0L 0.73 091 052 066] 070 066 085 0.74
LO+Cosine 1/255
lob 0.68 0.89 041 0.56| 0.68 0.64 0.79 0.71
. 20 0.78 092 062 074 070 066 082 073
KL+Cosine 1/255
48 0.76 0.91 0.59 0.71 0.71 0.67 0.84 0.74
2/255
KL+L0+Cosine 627255 0.75 0.91 055 0.69| 0.75 0.68 094 0.79
£ 0.69 0.89 044 059 0.74 0.68 093 0.78

Table 2: Results from Experiment 2: Comparison of key detector performance metrics (accuracy,
precision, recall, F1) for ResNet-18 and CLIP (ViT-B/32) models.

4.4 EXPERIMENT 3: OVERALL ADVERSARIAL RESILIENCE ACROSS METRIC COMBINATIONS

e Experiment Objective: This experiment moves beyond attack detection metrics to evaluate the
overall classification robustness of models fine-tuned with different metric combinations. We report
both clean accuracy (performance on benign images) and adversarial accuracy (performance on
successfully attacked images that were not detected) to assess how each fine-tuning objective impacts
the underlying model’s resilience. Again, our fine-tuning procedure is intentionally lightweight,
relying solely on clean images. Unlike traditional adversarial defenses, our approach does not require
costly adversarial examples or specialized training routines



Under review as a conference paper at ICLR 2026

e Results and Analysis for ResNet Model on CIFAR-10: We fine-tuned a ResNet-18 backbone
using seven different objectives: Cosine similarity, Lo, KL, Lo+KL, Cosine+KL, Cosine+Lg, and
Cosine+KL+L. The results in Table [3]show that all models maintain comparable clean accuracy,
indicating that the fine-tuning process does not degrade the model’s core classification ability.

However, the models yield starkly different adversarial accuracies. Our proposed KL+Lj objective
achieves the strongest adversarial performance because KL-divergence and L(-based metrics are
fundamentally complementary: KL excels at capturing dense, distribution-level shifts, while Ly is
sensitive to sparse, high-impact changes. Optimizing both simultaneously forces the embeddings to
be robust against a wider variety of adversarial perturbations, leading to better overall resilience.

In contrast, any objective that includes the Cosine similarity leads to significantly lower adversarial
robustness. The Cosine similarity encourages an angular alignment that conflicts with the the per-
dimension alignment of KL and L. The resulting optimization trade-off degrades the model’s ability
to resist attacks, highlighting why simply adding more metrics is not always beneficial.

Model Image Clean Image | PGD attack(%) CW attack(%) Auto attack(%)
odels Encoder Accuracy (%) | (2/255  g4/255 ‘8%255 /25 ‘ (2/255 g4/255
Baseline model ResNet18 | 95.16 | 455 33.11 | 4599 3598|4549 31.95
Cosine Similarity 94.98 45.8 37.8 | 37.80 33.00 | 3540 22.02

Note: All finetuning KL 89.50 41.48 29.00 | 39.06 30.78 | 40.74 30.62
was done using clean Lo 94.96 49.08 32.66 | 47.02 35.30 | 42.56 35.88
images only KL+Lo 94.78 5732 54.60 | 57.52 54.08 | 52.28 51.12
Cosine+L 94.76 4398 3222 | 4478 36.18 | 4494 3592

KL+Cosine 94.36 55.60 51.32 |45.02 34.08 | 45.48 34.18

KL+Lp+Cosine 94.48 4466 32.86 | 4542 3452|4584 35.52

Table 3: Clean and adversarial accuracy for the ResNet-18 backbone fine-tuned with seven different
single/composite embedding objectives under a PGD attack. The KL+L objective demonstrates
superior adversarial accuracy, highlighting the complementary nature of these two metrics.

Model Image Clean Image | PGD attack | Auto attack CW attack
odels Encoder Accuracy (%) 6%255 eg%s £%255 eié%s) 63255 Eié%S
baseline model CLIP(ViT-B/32) ‘ 57.88 ‘ 0.38 0.28 ‘ 0.01 0.01 ‘ 0.0 0.0
Cosine Similarity 62.44 33.74 33.72 | 322 0.07 | 3.06 0.05
Note: All finetuning Lo 54.34 5331 4342|2543 18.35| 3749 13.67
was done using clean KL 57.65 60.02 58.87 | 19.35 11.76 | 25.69 11.16
images only KL+Lo 55.88 26.50 2547 16.18 957 | 1191 5.84
Cosine+L 56.46 16.28 16.09 | 1.03 0.02 | 1.15 0.01
Cosine+KL 57.62 55.01 5387 | 525 044 | 502 0.39
KL+Lp+Cosine 56.30 1493 14.72 | 097 0.06 | 1.14 0.01

Table 4: Clean and adversarial accuracy for the CLIP ViT-B/32 backbone fine-tuned with seven differ-
ent single/composite embedding objectives under a PGD attack. The KL+Lg objective demonstrates
superior adversarial accuracy, highlighting the complementary nature of these two metrics.

e Results and Analysis for CLIP Model on Tiny-ImageNet: Table[d]presents the results for the fine-
tuned CLIP model. Unlike the ResNet, the L(-only fine-tuning objective yields the highest adversarial
robustness, which can be attributed to the models’ different training histories and architectures.

The CLIP model is pre-trained on a massive dataset using a cosine-contrastive objective, which
naturally encourages inter-class variation to be concentrated in a few principal directions of the high-
dimensional text embedding space. Because of this pre-existing sparsity-aware structure, enforcing
further alignment via the L(-based metric is especially effective. Conversely, the ResNet model is
trained from scratch on a smaller dataset (CIFAR-10) using a cross-entropy loss, which encourages
class separations that are dispersed over many coordinates. For such a model, a single metric is
insufficient. The combined KL+Lj criterion becomes necessary to simultaneously account for both
dense and sparse perturbations, thereby realizing the necessary gains in adversarial robustness.
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5 ETHICS STATEMENT:

Adversarial attacks pose significant risks to the safety and security of machine learning systems,
particularly in sensitive applications such as autonomous vehicles and medical diagnostics. Our work
on the KOALA’s detection method aims to mitigate these risks by providing a robust, theoretically
grounded defense. We believe that by enhancing the security of deep neural networks, our research
contributes positively to the ethical deployment of Al technology. This work does not use any
sensitive personal data or create new privacy risks. It focuses on improving model robustness against
malicious manipulation, thereby helping to ensure that Al systems operate as intended and can be
trusted in real-world, safety-critical scenarios. We are committed to transparency and will make our
code and models publicly available to facilitate further research and independent verification.

6 REPRODUCIBILITY STATEMENT:

We provide all details needed to reproduce our results. Section 3 specifies our KOALA’s architecture,
theoretical guarantees, and training objectives; Section 4 describes training/evaluation datasets,
architectures, attack settings, hyperparameters, and evaluation metrics. The appendix provides full
proof of our theorem. We also provide an anonymous repository in the supplementary materials with
training/evaluation scripts.

7 USAGE OF LLM

We used the large language model (LLM) as a general-purpose writing assistant for copy-editing
(grammar, phrasing, and concision) and LaTeX formatting suggestions. The LLM did not generate
ideas, claims, proofs, figures, or results. All technical content and experiments were authored and
verified by the authors, who take full responsibility for the paper. LLMs are not authors.

REFERENCES

Ahmed Aldahdooh, Wassim Hamidouche, Sid Ahmed Fezza, and Olivier Déforges. Adversarial
example detection for dnn models: a review and experimental comparison. Artificial Intelligence
Review, 55(6):4403—4462, January 2022. ISSN 1573-7462. doi: 10.1007/s10462-021-10125-w.
URLhttp://dx.doi.org/10.1007/s10462-021-10125-w.

Battista Biggio, Igino Corona, Davide Maiorca, Blaine Nelson, Nedim §rndié, Pavel Laskov, Giorgio
Giacinto, and Fabio Roli. Evasion Attacks against Machine Learning at Test Time, pp. 387—402.
Springer Berlin Heidelberg, 2013. ISBN 9783642387098. doi: 10.1007/978-3-642-40994-3_25.
URLhttp://dx.doi.org/10.1007/978-3-642-40994-3_25.

Nicholas Carlini and David Wagner. Towards evaluating the robustness of neural networks. In 2017
ieee symposium on security and privacy (sp), pp. 39-57. leee, 2017.

Jeremy Cohen, Elan Rosenfeld, and Zico Kolter. Certified adversarial robustness via randomized
smoothing. In international conference on machine learning, pp. 1310-1320. PMLR, 2019.

Francesco Croce and Matthias Hein. Reliable evaluation of adversarial robustness with an ensemble
of diverse parameter-free attacks. In International conference on machine learning, pp. 2206-2216.
PMLR, 2020.

Reuben Feinman, Ryan R Curtin, Saurabh Shintre, and Andrew B Gardner. Detecting adversarial
samples from artifacts. arXiv preprint arXiv:1703.00410, 2017.

Kathrin Grosse, Praveen Manoharan, Nicolas Papernot, Michael Backes, and Patrick McDaniel. On
the (statistical) detection of adversarial examples. arXiv preprint arXiv:1702.06280, 2017.

Charles Guille-Escuret, Pau Rodriguez, David Vazquez, loannis Mitliagkas, and Joao Mon-
teiro. Cadet: Fully self-supervised out-of-distribution detection with contrastive learning.

10


http://dx.doi.org/10.1007/s10462-021-10125-w
http://dx.doi.org/10.1007/978-3-642-40994-3_25

Under review as a conference paper at ICLR 2026

In A. Oh, T. Naumann, A. Globerson, K. Saenko, M. Hardt, and S. Levine (eds.), Ad-
vances in Neural Information Processing Systems, volume 36, pp. 7361-7376. Curran Asso-
ciates, Inc., 2023. URL https://proceedings.neurips.cc/paper_files/paper/
2023/file/1700ad4e6252e8f2955909f96367b34d-Paper—-Conference.pdfl

Shengyuan Hu, Tao Yu, Chuan Guo, Wei-Lun Chao, and Kilian Q Weinberger. A new defense against
adversarial images: Turning a weakness into a strength. Advances in neural information processing
systems, 32, 2019.

Haitham Khedr and Yasser Shoukry. Deepbern-nets: Taming the complexity of certifying neural
networks using bernstein polynomial activations and precise bound propagation. In Proceedings of
the AAAI Conference on Artificial Intelligence, volume 38, pp. 21232-21240, 2024.

Xiangyin Kong, Xiaoyu Jiang, Zhihuan Song, and Zhigiang Ge. Data id extraction networks for
unsupervised class- and classifier-free detection of adversarial examples. IEEE Transactions on
Pattern Analysis and Machine Intelligence, 47(9):7428-7442, 2025. doi: 10.1109/TPAMI.2025.
3572245.

Alex Krizhevsky, Geoffrey Hinton, et al. Learning multiple layers of features from tiny images. 2009.

Boyi Lee, Jhao-Yin Jhang, Lo-Yao Yeh, Ming-Yi Chang, Chia-Mei Chen, and Chih-Ya Shen. Detect-
ing targets of graph adversarial attacks with edge and feature perturbations. /EEE Transactions on
Computational Social Systems, 11(3):3218-3231, 2024. doi: 10.1109/TCSS.2023.3344642.

Kimin Lee, Kibok Lee, Honglak Lee, and Jinwoo Shin. A simple unified framework for detecting
out-of-distribution samples and adversarial attacks. Advances in neural information processing
systems, 31, 2018.

Changliu Liu, Tomer Arnon, Christopher Lazarus, Christopher Strong, Clark Barrett, Mykel J
Kochenderfer, et al. Algorithms for verifying deep neural networks. Foundations and Trends® in
Optimization, 4(3-4):244-404, 2021.

Shiqing Ma and Yingqi Liu. Nic: Detecting adversarial samples with neural network invariant
checking. In Proceedings of the 26th network and distributed system security symposium (NDSS
2019), 2019.

Xingjun Ma, Bo Li, Yisen Wang, Sarah M Erfani, Sudanthi Wijewickrema, Grant Schoenebeck,
Dawn Song, Michael E Houle, and James Bailey. Characterizing adversarial subspaces using local
intrinsic dimensionality. arXiv preprint arXiv:1801.02613, 2018.

Aleksander Madry, Aleksandar Makelov, Ludwig Schmidt, Dimitris Tsipras, and Adrian Vladu.
Towards deep learning models resistant to adversarial attacks. arXiv preprint arXiv:1706.06083,
2017a.

Aleksander Madry, Aleksandar Makelov, Ludwig Schmidt, Dimitris Tsipras, and Adrian Vladu.
Towards deep learning models resistant to adversarial attacks. arXiv preprint arXiv:1706.06083,
2017b.

Dongyu Meng and Hao Chen. Magnet: a two-pronged defense against adversarial examples. In
Proceedings of the 2017 ACM SIGSAC conference on computer and communications security, pp.
135-147, 2017.

Jan Hendrik Metzen, Tim Genewein, Volker Fischer, and Bastian Bischoff. On detecting adversarial
perturbations. arXiv preprint arXiv:1702.04267, 2017.

Raymond Muller, Yanmao Man, Ming Li, Ryan M. Gerdes, Jonathan Petit, and Z. Berkay Ce-
lik. VOGUES: Validation of object guise using estimated components. In Proceedings of
the 33rd USENIX Security Symposium (USENIX Security °24), Philadelphia, PA, USA, August
2024. USENIX Association. ISBN 978-1-939133-44-1. URL https://www.usenix.orgqg/
system/files/usenixsecurity24-muller.pdfl

11


https://proceedings.neurips.cc/paper_files/paper/2023/file/1700ad4e6252e8f2955909f96367b34d-Paper-Conference.pdf
https://proceedings.neurips.cc/paper_files/paper/2023/file/1700ad4e6252e8f2955909f96367b34d-Paper-Conference.pdf
https://www.usenix.org/system/files/usenixsecurity24-muller.pdf
https://www.usenix.org/system/files/usenixsecurity24-muller.pdf

Under review as a conference paper at ICLR 2026

Fuseini Mumuni and Alhassan Mumuni. Improving deep learning with prior knowledge and cognitive
models: A survey on enhancing explainability, adversarial robustness and zero-shot learning.
Cognitive Systems Research, 84:101188, March 2024. ISSN 1389-0417. doi: 10.1016/j.cogsys.
2023.101188. URL http://dx.doi.org/10.1016/j.cogsys.2023.101188.

Ali Shafahi, Mahyar Najibi, Mohammad Amin Ghiasi, Zheng Xu, John Dickerson, Christoph Studer,
Larry S Davis, Gavin Taylor, and Tom Goldstein. Adversarial training for free! Advances in neural
information processing systems, 32, 2019.

Jake Snell, Kevin Swersky, and Richard Zemel. Prototypical networks for few-shot learning. Advances
in neural information processing systems, 30, 2017.

Tengwei Song, Xudong Ma, Yang Liu, and Jie Luo. Robust knowledge graph embedding via
denoising. arXiv preprint arXiv:2505.18171, 2025.

Christian Szegedy, Wojciech Zaremba, Ilya Sutskever, Joan Bruna, Dumitru Erhan, Ian Goodfellow,
and Rob Fergus. Intriguing properties of neural networks. arXiv preprint arXiv:1312.6199, 2013.

Chaowei Xiao, Bo Li, Jun yan Zhu, Warren He, Mingyan Liu, and Dawn Song. Generating adversarial
examples with adversarial networks. In Proceedings of the Twenty-Seventh International Joint
Conference on Artificial Intelligence, IJCAI-18, pp. 3905-3911. International Joint Conferences
on Artificial Intelligence Organization, 7 2018a. doi: 10.24963/ijcai.2018/543. URL https:
//doi.org/10.24963/1ijcai.2018/543\

Chaowei Xiao, Jun-Yan Zhu, Bo Li, Warren He, Mingyan Liu, and Dawn Song. Spatially transformed
adversarial examples. arXiv preprint arXiv:1801.02612, 2018b.

Weilin Xu, David Evans, and Yanjun Qi. Feature squeezing: Detecting adversarial examples in
deep neural networks. In Proceedings 2018 Network and Distributed System Security Symposium,
NDSS 2018. Internet Society, 2018. doi: 10.14722/ndss.2018.23198. URL http://dx.doi.
org/10.14722/ndss.2018.23198.

Kaiwen Yang, Tianyi Zhou, Yonggang Zhang, Xinmei Tian, and Dacheng Tao. Class-
disentanglement and applications in adversarial detection and defense. In M. Ranzato,
A. Beygelzimer, Y. Dauphin, P.S. Liang, and J. Wortman Vaughan (eds.), Advances in Neu-
ral Information Processing Systems, volume 34, pp. 16051-16063. Curran Associates, Inc.,
2021. URL https://proceedings.neurips.cc/paper_files/paper/2021/
file/8606f35ec6c77858dfb80a385d0d1151-Paper.pdfl

Jiawei Zhang, Linyi Li, Ce Zhang, and Bo Li. Care: Certifiably robust learning with reasoning via
variational inference. In 2023 IEEE Conference on Secure and Trustworthy Machine Learning
(SaTML), pp. 554-574. IEEE, 2023.

Andy Zhou, Xiaojun Xu, Ramesh Raghunathan, Alok Lal, Xinze Guan, Bin Yu, and Bo Li. Know-
graph: Knowledge-enabled anomaly detection via logical reasoning on graph data. In Proceedings
of the 2024 on ACM SIGSAC Conference on Computer and Communications Security, pp. 168—182,
2024.

12


http://dx.doi.org/10.1016/j.cogsys.2023.101188
https://doi.org/10.24963/ijcai.2018/543
https://doi.org/10.24963/ijcai.2018/543
http://dx.doi.org/10.14722/ndss.2018.23198
http://dx.doi.org/10.14722/ndss.2018.23198
https://proceedings.neurips.cc/paper_files/paper/2021/file/8606f35ec6c77858dfb80a385d0d1151-Paper.pdf
https://proceedings.neurips.cc/paper_files/paper/2021/file/8606f35ec6c77858dfb80a385d0d1151-Paper.pdf

Under review as a conference paper at ICLR 2026

A CONFUSION COUNTS OF EXPERIMENT 1

In Experiment 1, we validated Theorem[I| by testing KOALA on inputs that either satisfy or violate
the conditions of Theorem[I] We split CIFAR-10 and Tiny-ImageNet into (i) Theorem-Compliant
(sufficient inter-class prototype separation) and (ii) Non-Compliant subsets. Here in Table [5| we
report the number of samples (sample size columns) in each group for both datasets and the raw data
of the confusion counts (TP/TN/FP/FN) which were used to calculate the accuracy, precision, recall,
and F1 in Table[Il

Model Attack Thm. Compliant Samples Non Compliant Samples

(KL + Ly) Perturbation | Sample Size TP FN FP TN |Sample Size TP FN FP TN
2/255

ResNet-CIFAR-10 63255 3345 3345 0 0 3345 1655 690 965 260 1395
0o 2967 2967 0 0 2967 2033 919 1114 260 1773
2/255

CLIP-TinyImageNet 627255 510 510 0 0 510 4490 3762 728 2206 2284
125 556 556 0 0 556 4444 3555 889 2206 2238

Table 5: Experiment 1 Raw Results on (a) CIFAR-10 (ResNet-18) and (b) Tiny-ImageNet (CLIP
ViT-B/32) show the number of test images (sample size) that satisfy or do not satisfy the conditions
of Thm. The table also shows the Confusion metrics—TP, TN,FP,FN —for both backbones
finetuned with our L, objective in equation E] and evaluated under PGD on the two subsets.

B PROOF OF THEOREMIII

B.1 NECESSARY CONDITION FOR SUCCESSFUL ATTACK ON K L DETECTOR

Proposition 2 (Necessary condition for successful attack on KL detector). Let p* € R? be the
input embedding (feature vector) of the clean image and p € R? be the input embedding of the
adversarially attacked image, i.e., p = p* + & where § is the adversarial perturbation of the input
embedding. Similarly, let c* € R? be the prototype vector (or class centroid) of the target class and
&= Cy, € R? be the prototype vector (or class centroid) of the predicted class §x 1, € {1,...,m}
based on the K L distance. Consider a successful attack on the KL detector (i.e., ¢ # c*) and assume
the Assumptions Al-A4 are satisfied, then the following inequality holds:

d
(e —c) = > AKL(p"),
i=1

where:

AKL(p") = KL(éllp") — KL(c[[p"), and AKL(p) = KL(@l|p) — KL(c'l[B). (7

Proof. First note that, since p* is the input embedding of the clean image and c* is its correspond-
ing target class centroid, then c* is the closest class centroid to p* (Assumption A4) and hence
AKL(p*) > 0. Similarly, it follows from the definition of AK L(p) and the assumption that the
attack is successful (i.e., p is predicted as é class), that AK L(p) < 0.

Substituting in the previous equations yield:

AKL(p*) = KL(¢|[p") — KL(c"[[p")

(cilog(c}) — cilog(py)

-

Il
-

d
= Z(éilog(éi) — &ilog(p7)) —

7

-

Il
-

-

«
Il
-

(Gilog(é:) — cilog(ci)) — )_(éilog(py) — cjlog(pi)) > 0, ®)

(2
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and:
AKL(p) = KL(é|[p) — KL(c"[|p)

d d
= D _(Glog(&s) = eilog(p) = > _(cilog(e;) = cjlog(pi))
L; l;
= D_(Glog(&:) = cflog(c})) = 3 (@log(pi) = cilog(pi)) < 0. ©)

Subtracting [Equation 8{Equation 9] we get:

d d d
> (&log(pi) — ¢log(pi) — Y _(&ilog(p}) — ctlog(p})) = Y (& — ¢ )(log(ps) — log(p}))
i=1 =1 i=1
= AKL(p") - AKL(p)
> AKL(p). (10)

Expanding the left hand side of the inequality using Taylor Expansion of log(p’) yields:

1
log(p) = log(p* + 8) = log(p*) + 5TVp*log(p*) + §5TV2*log(p*)5 +Rs3

(ST
=log(p") + o 6T diag(

1

Based on Taylor’s remainder theorem, the error of truncating after the 2nd order is bounded. The
remainder term in the Taylor expansion is:

_ V3. log(p* + 09)

6%, for some 6 € [0, 1].

6
Since the third derivative of log(p* + 06) is V3. log(p* + 05) = W, we conclude:
V3. log(p* + 69)| |0
5| = S = : 12
R3] : 16| Eijapfwaﬂg, (12)
which leads to:
1
—6"dia 6+ Ry < —6"dia 5)0+ R
< fJszag 1 5)0 + Z 0.1
- 3lpy +00;]3
|0; | |5z‘|
—_— 13
=2 o Z 31y} + 06,7 ()

Since 6, p*, and § all lie in the interval [0, 1] (thanks to Assumption A1), we observe that the term:
> g e
— 3|p; + 06,3

(S 3
increases as 6 decreases. In particular, when 6 = 0, it reaches its maximum value of ). LI

i 3|p 3[pi P
Hence, we can rewrite this as:

S A (o,
= 3lp;[* = \2p;[* 3[p;]

Under the assumption that |§;| < 2[p;| for all dimensions i (Assumption A3), we have:
200 ., ;] 6:° _ 16
3pil Blp; +05:° ~ 3[pi[* ~ 2pi

K2
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Thus, we can bound the remainder term R 3 in the Taylor expansion as:

. 1 1642 |04
—6"d )+ Ry < — 0.
lag(2<p*)2> TR =D o T 2 3 4 0

% %

By combining above Taylor expansion with[Equation 10
AKL(p*) < (é—c")(log(p) — log(p™))

—(é—c*)(ﬁ—dem ( ! )0 +R3)
- p* P3pry ’
(sT
<(é—ec)—. (14)
b
O

B.2 NECESSARY CONDITION FOR SUCCESSFUL ATTACK ON Ly DETECTOR

Proposition 3 (Necessary condition for successful attack on Lg detector). Let p* € R< be the
input embedding (feature vector) of the clean image and p € R? be the input embedding of the
adversarially attacked image, i.e., p = p* + & where § is the adversarial perturbation of the input
embedding. Similarly, let ¢* € R? be the prototype vector (or class centroid) of the target class and

E=2¢y,, € R? be the prototype vector (or class centroid) of the predicted class 1, € {1,...,m}
based on the Ly distance. Consider a successful attack on the Lq detector (i.e., &€ # c*) and assume
the Assumptions Al-A4 are satisfied, then there exists a nonempty set of indices S C {1,...,d},

where for each i € S the following holds:

_ 7lolh

* * * % 7||d
d ’Hci _p7,| - TIM(C P )|_|||1}a (15)

o 2 min {51l = 7ute.p) °

while for all other indices 6; ¢ S, the following holds:

i R 7(|6 716/, 1°
|5j|s\/eQ—k[mm{||ci—p:|—w<c,p*>|—'d”1,|cz<—pf|—w<c*,p*>—'d”IH .

where k is the cardinality of the set S, i.e., k = [S|. Moreover, the cardinality k satisfies k = |S| >
ALy (p*) where:

ALO(p*) = Lo(é,p*) - LO(C*7p*)a and ALO(ﬁ) = LO(éaﬁ) - LO(C*aﬁ)‘

Proof. First note that, since p* is the embedding of the clean input and ¢* is its corresponding target
class centroid, then ¢* is the closest class to p* (Assumption A4) and hence ALg(p*) > 0. Similarly,
it follows from the definition of AL (p) and the assumption that the attack is successful (i.e., p is
predicted as the class whose centroid is é), that ALq(p) < 0. For sake of presentation, we define the
following sets:

A={i:|¢; —pi|—7 w@ép") >0l —pi| — 7 p(c,p*) <0} (16)
B={i:le;—pj|—7 wénp)<0,lc;—pi[—7 plc,p") >0} (17)
C={i:|ei—p; =l =7 p(&p)>0lc; —p; —d|—7-p(c,p) <0} (18)
D={i:|e;—p; —&l—7 p&p)<0,lc; —p; — 6| —7-p(c,p) >0} (19)

Using this notation, we can rewrite ALq(p*) and AL (p) as:

ALo(p") = [A] - [B] > 0 20)
ALy(p) = |C| - D[ <0, 2n

where |A[, |BJ, |C|, and |D| denote the cardinality (i.e., the number of elements) of the corresponding
sets.

15



Under review as a conference paper at ICLR 2026

Subtracting [Equation 20HEquation 21]yields:

ALo(p*) = ALo(p) > ALo(p*) = ALo(p*) — ALo(p) > 0 (22)
= [A[ - [B| - |C| + D] >0 (23)
= (|A[ = [C]) + (ID| — |B[) > 0. 24)

This implies that at least one of the terms |A| — |C| or |D| — |B| must be positive, since the sum of
two quantities is positive only if at least one of them is positive. We proceed with case analysis.

e Case 1: If |A| — |C| > 0, then there must be at least |A| — |C| elements §; € A N —C, which
satisfies the following constraints:

|éz 7p:<| - Tlu(éa p*) > 07 (25)
|CZ< 7p:<| - T,LL(C*,p*) S Oa (26)
& —p; — 0| — Tp(é,p) < 0 or [cf —pi—0d] — Tu(c,p) > 0, (27)

where the first two constraints follows from the definition of the set A in[Equation 16|and the last

constraint follows from the negation of the constraints in the set C in[Equation 18| Now, we consider

the two situations in separately:
@If|é; — p; — &] — Tp(é,p) < 0in[Equation 27] then we have:
|6 —p;i =] — Tp(é,p) < 0 and |§; —pi| — Tu(ép*) > 0, (28)
which in turn implies that:
(Iei = pil =7 - (& p")) — (16 = (P} + 6i)| = 7 - (&, P))| > |léi — pi| =7 - (& p)]. (29)

The inequality above can be rewritten (by swapping its two sides) as:

~ A%

lé: = pi =7 (& p") < (& —pil = 7- (& p")) — (16 — (p7 +6i)| — 7 - (& D))

(@) PN * P ~ * PN
< |(lei = pil =7 - (&, p")) — ((I& — pi| = 16i]) — 7 - u(&, D))

®) - .
= 16| =7 - (u(é,p") — pu(é, p))|
(© 1
= ‘5i|_7'g2(|éj_p;|_|éj_ﬁj|)

j=1
(d) I
S|5i|+T'aZ“Cj*pﬂ*kj*ij

j=1
(€) 1<
< \5Z-|+T-EZ|5J»|

j=1

-

=10i + = 18], (30)

where (a) follows from the fact that |¢; — (p} + ;)| > |é&; — p}| — |d;], (b) follows by reshuffling
the terms in the inequality, (c) follows from the definition of 1 (¢, p*) and p(é, p), (d) follows from
the triangle inequality, and (e) follows from the definition of p; = p; + J; and hence |¢; — p;| =
& — v} — ;1 < |&j — pj| + 10;] and |¢; — p;| = |&; — p} — ;] > |¢&; — p}| — |0;], which in turn
implies that ||éj fp}‘\ — ¢ *ﬁj” <14
@ Similarly, if |¢} — pf — 6;| — 7p(c*,p) > 0in[Equation 27| we get:

i =pi =0l — Tu(e’P) > 0 and [¢f —pi[ — Tp(e’,p) <0 (31

which in turn implies that:

(lei = pil =7 - p(e”,p%) = (] — (07 +00)| — 7 - p(c", D)) > [le; — pi] —T~/~L(C*’p*)(‘32)

16
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Following the same procedure in[Equation 30} we conclude that:
llei =pil =7 - ule”,p)| < (e —PZ‘l =7 (e’ pY) = (I = (p7 +6i)| = 7 - (", D))
< |6 + 5 - 181l (33)

By combining situations @ and @ together, we conclude that if |A| — |C| > 0 then:

|6:] + = [18llx > [lej = pi| =7 - p(c™, p")| (34)
or > ||&; —pi| =7 - p(ép")|. (35)
Which can be combined toghether in one condition as:

T||5||1

. A o 7|18][1
o = min {16 = i) = 7ue, 0 = TG g = i) = ey - TG,

e Case 2: If |D| — |B| > 0, then there must be at least |D| — |B| elements §; € D N —B, which
satisfies the following constraints:

|é; —pi — 04| — 7 - p(é,p) < (36)
lci —p; — 6l =7 (e *ﬁ) (37)
léi —pi| — 7 u(ép*) >0 or ICf—pfl—T'u(C*,p*)SO, (38)

where the first two constraints follows from the definition of the set D in [Equation 19|and the last
constraint follows from the negation of the constraints in the set B in Now, we consider
the two situations in separately:
@ If |é&; — pf| — 7 - u(é,p*) > 0 in[Equation 38| then we have:

|6 —pi| —7-p(é,p*) >0 and |& —p] — 0| —7-p(ép) <0, (39)
which in turn implies that:

((l&: = pi| =7 p(@,p%) = (I& = (P} +60)[ — 7 - (&, p))| > [|é —pi| — 7 - (& p)|. (40)

Following the same procedure in we conclude that:
|éi = pil =7 - p(e,p)| <|(&; —pi| =7 - (&, p")) — (|&; — (pi +0:)[ —7- (& p))| (4D
<18+ 5 - (181 “2)
@ Similarly, if |} — p; — 6;] — 7 - u(c*, p) > 0 in[Equation 38| we get:
le; —pf| —7-u(c",p*) <0 and |¢f —p; — & —7-u(c*,p) >0, 43)

which in turn implies that:

((lei = pil =7 - p(e”,p%) = (Icf = (07 +00)[ — 7 - u(c”, P))| > |le; —pi| =7 - p(e”, p")]-

(44)
Following the same procedure in[Equation 30} we conclude that:
llei =pil =7 ule”,p) <|(le; = pil =7 ule”,p") = (Ie; = (P} + )| — 7 - u(c™, )|
T
<18+ 2 - 18] (45)
By combining the two situations @ and @ together, we conclude that if |D| — |B| > 0 then:
T * * * *
[0i + = - 18]l > llei = pil =7 u(e”, p7)] (46)
or > ||&; = pi| =7 - u(ép*)|. (47)

17
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Combining the two inequalities above, we conclude:

o = min {15 = i) = 7.0l = TG e < i) = rater )] - TG
which in turn implies that:

602 minllec— pi| — 7@p?) ~ IO s i — rp(en,p)| - oL,
Thus for both Case 1 and Case 2 we get the same conclusion that:

oo 2 min {116 = | = 7aepn)] = T g = i) = ey - TG

Thus there are in total at least AL (p*) elements §; that fulfills:

~ TUO jer i — 7 et pt) - 'd”l}, (48)

since ALg(p*) — ALo(p) > ALy(p*). =

|M2mm{@—ﬁw—nmmw

B.3 NECESSARY CONDITION FOR SUCCESSFUL ATTACK ON KL AND Ly DETECTORS ARE
MUTUALLY EXCLUSIVE

Proposition 4 (Necessary conditions of successful attacks on KL and L detectors are mutually
exclusive). Let p* € R? be the input embedding (feature vector) of the clean image and p € R? be
the input embedding of the adversarially attacked image, i.e., p = p* + & where § is the adversarial
perturbation of the input embedding. Assume that the Assumptions A1-A4 are satisfied, then if a
threshold T exists such that:

M Z (6mar)2 4 Z min;v; + €°man Z v} < AKL(p*), (49)
€ = Sunchange iGS“”"”K" = Slt'mafll

then there exists no perturbation § that can render i1, = {r.,, where:
AKL(p*) = KL(¢[|p*) — KL(c"[[p"),
ALy(p") = Lo(é|[p*) — Lo(c™[|p"),

’ . R R T||6 1 gy 1

min; = mln{||ci —pf| — (e, p*)| — %, llc; —pi| —Tu(c™,p")| — % )

¢ —cCj
v = - ! )

Pi*
Vs

gmar — ¢, 2
' v
§unchange _ {’L c {1’ . ,m} ‘ |5;nax| > mil’li}7
Schange — arg min wzmax — mini|7

Tg{1’.“,m}\Su»xC/1ange T

Sremain — {17 o 7m} \ (Sunchange U Schange)7

6remain _ €2 Z (mini)Q o Z ((Sl;nax)Q.

i€ Schange i€ Sunchange

Proof. Our proof focuses on establishing a contradiction by showing that no perturbation § can
simultaneously satisfy both Proposition [2|and Proposition 3| Specifically, we will assume, for the
sake of contradiction, that there exists a perturbation d’that satisfies the constraints required by
Proposition |3] and we show that even under these constraints, the maximum achievable value of
vT'§’ cannot exceed AKL(p*), contradicting the condition required by Proposition

18
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Finding such a 8’ is equivalent to solving the following constrained optimization problem:

0 :=arg max v’é

8’ R4
subjectto |||z = €, (50)
|6;] > min; for at least ALy (p*) coordinates.
where v is the KL-gradient direction vector, i.e: v; := éip_fi . In other words, the optimization

problem above aims to maximize the satisfaction of the condition imposed by Proposition 2] while
satisfying the condition imposed by Proposition 3}

Claim B.1. The solution of the optimization problem in[Equation 50|can be obtained by following
the following two-steps:
o Step 1: Solve the partially constrained maximization:

6HlaX

= arg ngﬁax v’é. (51

This yields the perturbation that maximizes the dot product with v under an Lo norm constraint.
o Step 2: Project 6™ onto the feasible set C:

&' == argmin |6 — 6|3 52
arg iy | 2, (52)

where C is the feasible set defined as:

C={6 eRY|&'|2 =€, |0} > min; foratleast ALy(p*) coordinates.}

We will provide a formal proof for Claim at the end of this section by comparing the KKT
conditions for the optimization problem in[Equation 50| with those from[Equation 51]and [Equation 52]

Based on Claim [B.I] we proceed with the two steps above as follows. First, note that the ™** is a
maximizer for the inner product Zi v;0; and hence the maximum is attained when the two vectors
v and & are aligned (i.e., the cosine of the angle between the two vectors is equal to 1). Second,
note that any strictly interior point of ||§™||5 < € can be radially enlarged to increase v’ §™2%, the
maximum of must lie on the sphere ||§™2*||; = €. Hence, we conclude that:

€
max __
o;

vl

Next, we find 8’ by projecting §™* onto the constraint set C by solving:

v;. (53)

& = in || — omax||2,
arg{snelgll Il

To do so, we categorize the indices of §™* into three groups and change them to §’ accordingly
by choosing the smallest possible Ad; on each dimension in order to minimize ||A§’ — §™2%||3.
For sake of notation, we denote by min, the requirement from Proposition [3] as: min; =

. A ~ S [
min {lé: — pi| — m(e.p*)| - T lez = pi| — m(er, ) - TGk}

We proceed as follows:

@ For all indices 7 where |§{"**| > min;, we add them to the set Sunchange § o Sunchange
{i € {1,...,m}||0"®*| > min,;}. For this set, the corresponding ¢} will be set to &, =
0% (i.e., their perturbation is unchanged).

@ Recall that Propositionrequires a minimum of A Lg(p*) indices to have their perturbation
higher than min;. Hence, we select ALqy(p*) — [S'"ha2¢| elements whose 6% < min;
and set the corresponding 4, to be ¢, = min;. Indeed, we select the indices ¢« whose §*2*
are as close as possible to min;, i.e.,

Schange = arg min § |5;nax o mini|
TC{1,...,m}\Sunchange e

19



Under review as a conference paper at ICLR 2026

® For all remaining indices not in S = Sunchange | Schange e add them to the set STMn =

{1,...,m}\'S, and we set the corresponding §} according to the next Claim.
Claim B.2. The solution of the optimization problem in o' is:
min; fori € Schanse
Jmax ori € Sunchange
si=1% i f , . (54)
Eremam . for i e Sremam

Z j €Sremain sz

where:

it = Je2— N (62 = 2= Y (min)2— Y (6me)2,

i ¢ Sremain i€ Schange i€ Sunchange

In this way, we keep as many elements as possible in ¢’ to make it close to §™%* while satisfying
proposition 3] We will provide the proof of Claim[B.2]at the end of this section.

To reach the contradiction, we need to show that the perturbation ¢’ violates Proposition ie., we
would like to show that:

> wid; < AKL(p). (55)

3

Define Ad = 8’ — §™3% and substitute in the left hand side above as follows:

d
D it =078 =0 (6™ + AS)
1=1

(i) @(6maX)T(6maX 4 A(S)
v max max
= B0 gz + (7 )
© ol (€ + (6™2)T AS)
€
@l (2 1y as2
= — — —||Ad
(e - S1a63
v
— ol e~ 2 ag3, (56)
€
where (a) follows from [Equation 53| which states that §™** = ¢ - H%\I and hence we can express v as:
= Méma" and thus v7 = M(éma")T.
€ €

The equalities (b) and (c) follows from the fact that both §™** and d’ satisfies the constraint
[|6™8%(|2 = ||6'||3 = €2. Hence:

16713 — 1675 = 0 = [[6™> + Ad||5 — [|6™*[|5 =0
= [[6™13 4 2(6™)TAS + [|AS||5 — 65 =0
= 2(8™)TAS + |AS||2 =0

1
> (")TAS = — A3

Next, we expand the term ||Ad]|3 in by substituting the values of §’ as:
. max 2 max 2
18813 = > (ming— o)+ Y (b —6P™)” (57)

ieSchange ieSremain

U;

A/ Z] € Sremain U?

where b; = """ .
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Expanding each quadratic and using 3%, (6™%%)2 = €2, one obtains:

IAS]3 = > (min} — 2min, 6™ + (5)?) + Y (b7 — 2b; 5" + (57%)?)

= Schange i€ Sremain
— E mln + § b2 ) E a; 6max + E 5max § (6?1ax)2
legch ange 4 ESrema ain leSuh'mgL legmmain
— § min? + (Eremam ) § a; 6max + E 5max § (671;113»)()2
€ Schange € Schange € Sremain
=e2— Z'L sunchange (6;nax ) 2 =e2— 21 esunchange (6?]ax ) 2

d
=2 (8 - > (5;““)2> — 2) aj o, (58)
=1

= Sunchange

where:
min;, 4 € Schange
* - unchange
a; =140, 1€S 8¢,
b, = Sremain
is .

We expand the term Zle aj 6;"** in[Equation 58|as follows:
d
D ar =) min P4 Y b
i=1

ieSchunge ieSremuin

= Z man Z (Eremain €|’Ui‘2

Bt ||2 ot 0]l /3 cgensn v
= (X mingwemn [ 57 w2). 9
zeSchange iesremain
Substituting back in we conclude:
p .
|AS]2 =2 —2 Z (opmaxy2 —Hvﬁ [Zmini v; 4 eemn Z vf]
4 €Sunchange 2 1€S 4 ESremain
@
S 2¢2 —AKL( ), (60)

o]l
where (d) follows from the assumption on 7 in|Equation 49| which requires that:

Bl s~ s 3 minws + e 3 0 < ARG,
4 €Sunchange 4 €Schange 4 ESremain

Finally, by combining the equation above with we arrive at:

d
S vl = ol -~ g3 < axr)

which contradicts Proposition 2]
To finalize our proof, we need to show that Claim [B.T]and Claim [B.2]holds.

e Proof of Claim[B.I; We proceed by showing the equivalence between the KKT conditions for the
two optimization problems as follows.
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KKT Conditions for the optimization problem in By introducing the Lagrangian
multiplier A > 0 for ||d]|2 = € and p; > 0 for the |9;| > min; bounds (active set S with |S| =
ALg(p*)), we can write the Lagrangian as:

L8 = 0 8+ (1613 — ) + 3 pi(ring — [6]).
€S

The corresponding KKT conditions are:

oL
95, = Vi T 2A0; — 1jes py sgn(d;) = 0, (KKT-1)
j
All8]153 — €%) =0, (KKT-2)
pi(|6;| —min;) =0 for i€S. (KKT-3)
for each coordinate j = 1,...,d, where sgn(-) is sign function. Note that ||§||2 = € and hence
(||6]|2 — €2) = 0, implying that A € R. For the free coordinates (j ¢ S), we obtain:
v
&= L.
J 2\

While for i € S there are two cases: inactive bound (u; = 0) which gives the same expression as
above and active bound (|07 | = min;, p; > 0) which yields:

x _ Vi Hi *
& = 2)\4—2)\ sgn(d7).

KKT Conditions for the for the optimization problems in [Equation 51| and [Equation 52]
For the optimization problem in our analysis above (Equation 53) shows that:

€
—.

[[v]l2

Hence, we focus on obtaining the KKT conditions for the optimization problem in We
start by constructing its Lagrangian (with the multipliers A € R and z; > 0) as:

Lra(8. X p) = 5016 =8|35+ X(I6]3 — €%) + > i (ming —[8il).

6max —

i€S
The resulting KKT conditions are then:
oL 5 -
8(5 ((5 6max) + 2A 5j - l[jES] Hj sgn(éj) = 0, (KKT/-I)
A(16]15 =€) =0, (KKT'-2)
ﬁi(\5i| - mint) =0 for ¢€8S. (KKT’-3)

for each coordinate j = 1,...,d. Let M =2\and i = Hv ToT# @if & > 0 then iz > 0), then
the KKT’-1 can be written as:

oL max 3 ~
75, = (8§ — 6™); + 208, — 1jjcq1 fij sen(d))
KKT'—1
= (14 2X\); — 87" — 1ijes) fig sgn(d;)

~ €
= (1+2X)5; — TolR Y ~ 1jjes) 1y sen(d;)

€ ~ v -
= m ((1 + 2)\)@@ — Uj) — 1[j€S] f1j Sgn((sj')

(a) € ~
||'u|| (2A0; — v5) — 1jjes) ity sgn(d;)
)
= m (2)\5j % 1[jeS] Hj sgn(5j)) =0. (61)
KKT-1
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where (a) follows from the equality m%:\)“”“ = 2\ and (b) follows from the equality i = ToT
Similarly, KKT-2' is:

€A 1

AI8IE =€) = (o = (18115 — ) = 0. (62)
———
€R
And, KKT-3 is:
i (16:] — mi) = ﬁ p(|6:| —min;) =0 for i€ S. (63)
N———’
KKT-3

From which we conclude that the optimal §’ derived by solving KKT’-1-3 are identical to that derived

from KKT-1-3, which in turn implies that the optimization problems in[Equation 51|and [Equation 52
are equivalent.

O
e Proof of Claim C.2:

To obtain the value of &’ we aim to minimize the ¢5-distance between 6’

remain’® remain

ing part of §™?%, that is:
mm Z (8] — omax)2

lemdln € Sremain

subject to: Z (62 =€ — Z (67)°

7;eSremain Z’egchange (JSunchange

and the correspond-

We solve this optimization problem using Lagrangian multiplier. We define the Lagrangian as:

! / max / max / T g7 remain \ 2
£(6remam7 ) ((sremam (sremam) ((sremam 6[‘81’113.11‘1) ((6rema1n) 6rema1n - (6 ) ) N
We calculate the gradient with respect to d/,,,..., and set it to zero as:
_ / max /
Vt;r/emamﬁ 2(6rema1n 6rema1n) + 2)‘(sremam =0.
Divide by 2 and rearrange:
1
/ __ smax / _ max
(1 J’_ )‘)6remam 5remam :> 6rema1n - 6remain'
1+ A
Due to the constraint ||/, i [l2 = €™, with eemain = | /e2 — 2 igsenan (07)7, We get:
1 6max _ remain :> ||6max || remam
1 + )\ remain ‘ | remain 2 — =€
2
Since 1 + A > 0:
Hérna)g ||2 6remain
_ remain ! max
I+ A= eremain = (sremam - Hémax ” 6remam
remain
Now using the expression §:"** = —S-v,, we compute:
i [v]]
€
max _ 12
||6remain||2 - ||’U|| § |Ul|
Z‘Esremain
Thus, ' 4
remain remain
€ € € V; . . ai
0 = — 5 o] HvZ =" if 4 Semn
Mol Ziesremain |Uz| v Zjesmmﬂi“ U?
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B.4 PROOF OF THEOREM[I]

Proof of[Theorem 1} Since Theorem [I] asks for a minimum of one dimension for which the gap
between the two prototype vectors |¢; — ¢;| is large enough, i.e., |¢; — & > T'(e) for some threshold
I'(¢), we consider the extreme condition when such condition is satisfied for only one dimension.
In such scenario, ALg(p*) = 1 |S| = 1, and [Shanee| = 1,|Sunchange| — () |Sremain| — g — 1 and
eemain — /2 — min?. The remainder of this proof follows two steps. First, we rewrite the condition
on 7 [Equation 49]into an explicit form. Note that the parameter 7 controls the separation between the
classes in the Lj sense that is needed to distinguish between the classes. Second, we derive a lower
bound on the threshold I'(¢) that guarantees the existence of the parameter 7.

Since [Sun¢hange| — (), we can rewrite the condition on 7 [Equation 49|into:

Z min; v, 4 €eman Z v? < AKL(p*)
j eSchangc ieSrcmuin
@ min;v; + /€2 —min? /Zv < AKL(p*)
i#]

(b = 4/€2 —mln /Zv < AKL(p*) —min;v;

i#]

—

c

N

= (€2 —mln Z’U (AKL(p*) — min; v;)?
i#]
(€? —mln Zv (AKL(p*))* — 2AKL(p*)min,v; + (min; v;)?
i#]
9D (ming)?(02 + 3 v2) — 2AK L(p*)mingv; + (AKL(p*)? — €3 02) >
i#] i#]

(64)

where (a) follows from |S'change| — () and e*™ain = , /€2 — mi nf, (b) follows from rearranging the

terms, (c) follows from squaring the two sides of the inequality, and (d) follows from rearranging the
terms.

We solve the quadratic equation below for the dummy variable a:

(a)*(v] + > _v7) = 2AKL(p*)av; + (AKL(p*)® — €Y v}) = (65)
i#j i#j

which yields:

AKL(p*)e; £ \[AKL(p)2(0;)2 = (0] + Loy 07)AKL(p' )2 = 25,5 07)

a= 2 2
V7 + D Vi
(66)
Next, we expend the items inside the square root as:
_ AKL(p")v;
vj + Zi;ﬁy i
\/AKL(p*)Q(vj)2 — vaKL(p*) =D iV vIAKL(p*)? + UJ2,€2 Dot v+ (X iy v?)?

v? + Dt v}
AKL(p*)v; & \/_ Zl?ﬁj v AK L(p*)? + %2'52 Zi;ﬁj v7 + 62(2#;‘ v7)?
Zg:1 vi2 ’
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where the last equality follows from the fact that AK L(p

\/m from square root as:

)2 (v;)? — U?AKL(p*F = (. We extract

AKL(p vji\/z#j \/ AKL(p

2,2 | (2 2
PP Huvie + €35

a = d

die 1”1‘2

| AKL(p*)y; \/Zm 1\/—AKL

2( )2 2
Zte (Uj +Zi¢jvi)

d
D ”1‘2

AKL(p)o; /3,2 02/~ AKL(p)? + (T, v?)

d
Zz lviz

AKL Yoy £ />, 03/ —AKL(p

)2+ €2[lvll3

013

As shown in the proof of Proposition AKL(p
thus

*) < €|lv]|, we have —AK L(p*)? + €2||v||3 > 0,

AKL(p*)vj — 1/ v/ —AKL(p*)? + €2[|v]3
a; =
v]I3
or
SITPIE]
AKL(p*)vj + />4 v vZ2/—AKL(p*)? + €2||v[3
ag =
v]3
However,
AKL(p*)vj — /304 viV/ —AKL(p*)? + €|v[3 AKL(p*)v;
a; = <
[v]3 lv]I3
ellvllzv; _ v omax
[v]I3 vl 7

However, it follows from the definition of Strehange jp Proposition E]that the min; must fulfill that
min; > |§7"**|. Hence, we conclude that a, is not a valid solution. Since as is the only viable solution

for the we conclude that the solution of the corresponding inequality (Equation 64)

must satisfy:

)2+ €2[vll3

AKL(p*)vj + /> v2/—AKL(p 2 .

min; >
! [v]3

Nevertheless, it follows from Proposition E]that for each j € Scehange C § this dimension fulfills:

Mmax‘ _ € |Uj|
o]
o
< minf|je - il — ra(ep)] ~ Tl

= mlnj

Combining [Equation 68]and [Equation 67|then we can have

¢; —pj| = Tu(e,pY)

71611
o d }
(68)

i i ¢ * ~ * T 6 1 * * * * T 6
O B S B
elvjl AKL(®*)v; + [[v]23/=AKL(p*)? + 2||v]3
- m ’ 3 . (69)
ol 013
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Solving the inequality above for 7, we conclude that we can rewrite the condition on 7 from

. ;] AKL(p*)uﬁuvuz\/fAKL<p*>2+e2uvus}
C; — . — max
{| i — D5 {H”Hz’ 1ol

7 < max ~ 5 ,
pw(é, p*) + 5+
|C*f _ f‘ . maz{slvjl AKL(P*)UJ+\|”\|2\/—AKL(P*)2+62HvH%}
i~ Pj Toll2 * 013 20
18T (70)
ple*, p*) + 5+

Note that while was an implicit constraint on 7, the constraint above is an explicit

constraint on 7. Next, we derive the condition on the gap |¢; — cf | that ensures that[Equation 70| has a
non-empty set of solutions.

It follows from Proposition [3]and the fact that we are considering the case where only one dimension
satisfies the class gap |¢; — ¢f| that such dimension j must belong to the set A where: A = {7 :
| — pf| — 7 p(ép*) > 0,|ck —pf| — 7 - p(c*,p*) < 0}, and hence 7 must satisfy the two
constraints imposed by the set A, i.e.,

s — pj] &; — pj]
p(c*, p*) 1(é,p*)
Note that:
N clv;] AKL(p*)vj+|\v|\2¢—AKL<p*)2+e2||v||§} L
& =] — maz{ il BE & — 5|
(e, p*) + H5d”1 w(é, p*)
and:
. _ clv;] AKL(P )v;+|vllay/=AKL(®*)2+|[v[3 /5 5  eAKL(p) o
i = pi m“x{ Tollz R Ve o] |¢j —pjl
p(er, pr) + L2l pler, p*)
since both the have smaller nominator and a larger denominator on the left-hand-side.
Thus we can write [Equation 71| and [Equation 70| together as:
. evy] AKL(p*)ijrHsz\/*AKL(p*)zﬂ"’HvH%}
o5 —pil __le—pil max{ Toll2 o113 72)
pler,p7) n(épr) + 15 u(e,pr) + 15"
To make 7 feasible, we must have:
Aok clv;| AKL(P")vj+|vllay/~AKL(p*)>+€*[[v]3
s =3 1&i Pl m“x{ ol BB 73)
ple*, p*) p(e, pr) + 1o
Multiplyin, ¢, p*) + 1311} o both sides yields:
plying { p d y
~ 6 1 |C>’f _p*| ~ *
(ne.p) + H d” )f{c,ﬂ oy < e — 2l (74)
(b AKLG Y, + ol KT+ Tl o)
lvll2’ 013 '

By switching the LHS and RHS and then moving the

max{ Ielz‘)lild’ AKL(p*)ijr”vlbﬂ{,ﬂfKL(p*)zﬂz‘lvH% } term to the other side:
2
| AKL(p*)v, “AKL(D9)2 & 2[vl2
& - 7] >mam{e|w|7 (p*)v; + [|v]2y/ : (P)? +¢ HvHQ} 6

vl lvl3
LN 21

+(u &p*) + )7 .
( d / p(ct, p*)
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Then we can get a necessary condition on |¢; — ¢} | via:

& =<1 > |1e; = pjl = I; = 7]

+ e Sl ARLE + 1ol SSRIGFFEREY
[[v]l2 [[v]3
P ”6”1) |c;k _pﬂ * *
+ (,LL(C,p )+ d ,U(C*,P*) |Cj pj‘
_ |mas{ 1o, AL + ol BRIGTFERIEY, g
[vll2” [[vl3
w(é,p*) [16]]1 .
+( ~ 1)l — 7, (80)
p(es,p*)  d-p(c*, p) 5~ il
Therefore if im}l > AKL(p*)vj+”UHQW{JHSKL(P*)2+EZ”vH%, then we have:
2
€l u(é, p*) 16111 .
c»—cl|>‘ ( —1)6»—]?»
=G> ol * e, ) T @ nten,py )1 P
|} Since each term is positive
p
_ €l (u(é,p*) 16111 _1)‘c,ﬁ_p%|
vl \p(er,p*)  d-pler, p*) T
¢; —c;
| Since wv; = 2—
pj
elé; — ¢t é, p* 4 v
H’U||2|p]‘ /J(C P ) dlu’(c P )
Moving all |¢; — c}| to the left-hand-side:
u(é,p”) [16]]1 * *
(feed + ol — 1)ie; - 53]
R e (82)
llolllp; |
_(Mer) iy sl )
p(e*,p*)  d-p(c*,p*) [vlllp}] — €
On the other hand, if AKL(p v +wlla/~AKL(p" 2 +elwli3 > <l then we have:

lvfl2”

AKL(p*)vj + ||[vll2/=AKL(p*)? + €*[v]]3
03

(e p*) 16111 —

+ + —1)|c; — pj

(u(c*m*) d- p(c, p*) )| 3 il

_ AKL(p")v; + |vlla/=AKL(p*)? + €2[[v[]3

o113

& = ¢l > |

vl13

(& p*) 16111 s

+ —1)|c; —p;

(u(C*,p*) d- p(c*, p*) )| 3 |
_ AKL(p*)v; n [v]|2/—AKL(p*)? + 2[Jv]|3

[v]l3 o]l

(€, p*) [161]1 .

+ ( + - 1) c; — s

p(er,p*)  d-p(cr, p*) <5~
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_AKLP)(EG =) | vl =AKL(p)” + e[ofl3
[ol3p; lvl13
n(é, p*) 16]]1 * *
+ —1)|c; —p;
(u(C*,p*) d- p(c*, p*) )| )
AKL(p")Ie; —cjl | |[vllay/=AKL(p*)? + e[|v]3

~ wli3pssgn(e; — ;) [v]l3
é, * 6 * *
p(c*,p*)  d-pu(c*,p*)

Moving all term containing |¢; — cj| to the left-hand-side:

j ) lIall * %
(e ,p*) T dp y ) 1)|Cj _pj|

[vll2y/~AKL(p*)?+e[v[I3 + ( u(é,p*

. N [EIE: (c*.p*
|Cj 7Cj| > : 1_ AKL(p*)
llvll3p; sgn(é;—c;)
_ (Ioley/=ARIGP+ @G | (1r) | I8h__ e
03 p(er,p*) — d-pler,p*) s
L Ielpsent — <))
lvll3pjsgn(é; — ;) — AKL(p*)
_ I\vllzx/—AKL(p*)2+62Hv|\§+(u(é,p*) . _1)‘6#_p*|
03 p(er,p*)  d-p(cr, p*) s
| lol3e;
[vl|5p; — AK L(p*)sgn(é; — c;)
_ pjlolsV=AKLp ) + ol o)
[o[3p; — AKL(p)sgn(é; — ;)
(u(é,p*) (L1 P ) 7 = pilllvl3lp;| 85)
p(er,p*)  d-p(cr,p*) [vll5p; — AK L(p*)sgn(é; — ¢5)
Combining [Equation 82 [Equation 84} we can have:
¢, p* ) ck —pil||vl2|p:
p(e*,p*)  d-p(c*,p*) [vll2]pi] — €
p;llvlla/~AKL(p*)? + €||v[|3
[vll5p; — AK L(p*)sgn(é; — c;)
Y R N W ' L 1
p(e*,p*)  d-p(er,p*) [v[|3p; — AK L(p*)sgn(é; — c5)

The Theorem holds by setting the threshold I'(¢) to the right hand side of the inequality above. [J
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