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Risk-Sensitive Filtering under False Data Injection Attacks

Kundan Kumar, Muhammad Igbal, and Simo Sarkki

Abstract— This paper addresses a risk-sensitive remote esti-
mation problem for cyber-physical systems (CPSs) where the
accurate model of a dynamic system is not completely known
or may differ from the assumed model. In CPSs, sensors and
the monitoring control center are remotely located. Sensors
transmit the measurements via unreliable wireless communica-
tion channels that are vulnerable to cyber-attacks. Specifically,
attackers can inject false data to alter the measurements in the
communication channel or attack sensors. To tackle this, we
design a risk-sensitive filtering algorithm to operate under false
data injection attacks. The proposed estimator aims to minimize
the risk-sensitive error criterion, defined as the expectation of
the accumulated exponential quadratic error. Simulation results
demonstrate the effectiveness of the proposed algorithm.

I. INTRODUCTION

In recent years, addressing estimation issues within cyber-
physical systems (CPSs) has become a topic of significant
interest [1], [2]. This is owing to their extensive applications
in diverse fields such as advanced healthcare, intelligent
transportation, power grids, terrestrial exploration, hazardous
environments, and among others [3]-[5]. The CPSs enable
users to monitor and control physical systems remotely via
wireless communication channels.

In the CPSs, the sensor measurements are transmitted
to the remotely located computing units through unreliable
wireless communication channels. In such scenarios, various
interferences occur in measurements, such as random de-
lay, packet dropout, measurement fading, and others, which
degrade the performance of the estimators [6]-[9]. The
strong dependencies on the wireless channel also make the
CPSs vulnerable to cyber-attacks. Various attack models are
considered in the literature, such as denial of service (DoS)
attacks [10], replay attacks [11], and false data injection
attacks (FDIA) [12]-[16]. Contrary to the DoS attacks, which
target the communication network, FDIA targets sensors,
actuators and communication channels [17]. In such case,
the intruders have access to the measurement data and can
alter the measurement arbitrarily [12], [15]. In addition, the
false injection can be chosen such that the dynamical system
can be destabilized [18]. Solving state estimation problems
in CPSs becomes challenging in the presence of FDIA.

The state estimation algorithm computes the marginal
posterior distribution of the state at each time step, given
the history of measurements [19], [20]. For linear Gaussian
systems, a closed-form solution can be exactly computed
using the Kalman filter (KF) [19], [21]. The Kalman filter is
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developed based on the assumption that the system and mea-
surement models are known. However, in practice, the system
model is not completely known or slightly deviates from the
assumed nominal model. For such kinds of problems, several
robust estimation algorithms are developed [22]-[29]. These
robust algorithms provide good performance under nominal
conditions and acceptable performance under nonnominal
conditions [27].

This paper addresses the risk-sensitive estimation problem
for uncertain dynamic systems under false data injection
attacks. The uncertainty in the model is related to the
dynamics, which signifies the deviation from the assumed
nominal model [27]. The model uncertainty is unknown
and deterministic, and it is not related to the process noise.
The measurement received at the remote estimator may be
affected by the false data injection attacks on the communi-
cation channels or sensors in CPSs. In this paper, we derive
a cost function by considering the exponential of the past
and present squared estimation errors for the linear Gaussian
state-space model, and by minimizing this cost function, we
obtain a closed-form solution.

The primary contribution of this article is the development
of a closed-form solution for linear Gaussian systems that ac-
counts for model uncertainty and false data injection attacks
in the measurements. We also demonstrate the performance
of the proposed method through numerical simulations. A
schematic diagram of the proposed method is illustrated in
Fig. 1.

II. PROBLEM FORMULATION

Consider a discrete-time stochastic dynamic system with
the following state-space model [19]:

T = Ap—1Tr—1 + Nr—1, e8]
zr = Crap + vy, 2)

where x;, € R"= is the state of the dynamic system, and z; €
R™= is the sensor measurement. The state transition matrix
is Ap_1 € R™*"= and the measurement matrix is Cj €
R™=*"=_The process noise 7,1 and the measurement noise
vy, are assumed to be uncorrelated white Gaussian noise with
mean zero and covariances Qi1 and Ry, respectively. The
initial state zo ~ N (Z)o, Pg”lg), Nk_1, and v, are mutually
independent.

A. Model mismatch scenario

In many applications, an accurate stochastic model of
the system is unavailable; in such cases, the system model
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differs from the assumed model. The process dynamics with
uncertainty can be represented as [27], [29]

T = (Ak_1 + AAk—l)zk—l + Mk—1, 3)

where AAjp_; is an unknown, arbitrary, and deterministic
model uncertainty. The model uncertainty in (3) is an intrin-
sic aspect of the plant dynamics, signifying that the values of
one or more process parameters deviate from their nominal
assumptions.

B. Measurement model under false data injection attacks

Refer to Fig. 1, sensors send measurements to the remotely
located estimator through the unreliable communication net-
work. The attacker may inject false data since wireless
channels are vulnerable to cyber-attacks. The measurement
equation under false data injection attacks (FDIA) can be
expressed as

Yk = 2k + &pag, €]

where y, € R"= is the measurement under FDIA, and a; ~
N (i, X) is false data attack model. The measurement model
is designed based on the Bernoulli random variable & €
{0,1} as follows:

where m is any positive integer, Pr : F — [0,1] is the
probability measure in the probability space (€2, F, Pr) with
sigma-algebra F of an event in the sample space €2, and E
is the expectation operator.

Remark 1: For the purpose of stealthiness, the attacker
follows the Bernoulli model to manipulate the data abruptly.

III. RISK-SENSITIVE FILTERING UNDER FALSE DATA
INJECTION ATTACKS

In this section, we develop a risk-sensitive KF under the
FDIA based on the minimization of the risk-sensitive error
criterion.

Schematic diagram of the proposed risk-sensitive estimation algorithm under false data injection attacks.

A. Objective
Our aim is to find an optimal posterior estimate 55;;‘ &

given the measurements yy., k € {1,2,...} for (3)-(4). We
consider a risk-sensitive cost function [27], [29]

k—1
Lie(xp|yrx) =E [exp (Z pi (i — &) T (i — 245)
=0

2 A AT -
+ pp (T — Trpr) (o — xklk))] )

(6)
where E[-] represent the expectation over the posterior den-
sity of x; and the statistics of &;. The error cost function is
scaled by two time-varying risk-sensitive parameters p} > 0
and ui > 0, which are used for scaling the past errors and
present error, respectively. Since &y, is unknown, and Z;;,

i =20:k%k—1 is known and represented with 52;“ ;» the cost
function in (6) can be written as
k—1
Ly(Zxk | y1:6) = E |exp (Z :U‘zlez]je:\i + Mieakekllg J
i—
’ )
where e;‘ku = (x; — :?;j‘i), and ey, = (p — Zp)). Our

objective is to estimate the state estimate at each time step,
which minimizes (7)

Ty = argmin Ly (Tx)x | Y1or)- ®)
Tk

B. Bayesian framework of filtering

The Kalman filter computes the marginal posterior dis-
tribution of the state xj at each time step k provided the
measurements y1.x, that is, p(z | y1.x). The density function
p(zr | yi.x) is constructed recursively in two steps: (i)
prediction step and (ii) update step. Using the information
p(xr—1 | y1.k—1), the predictive distribution of state xj can
be computed following the Chapman-Kolmogorov equation
[19]

p(xk | Yrk—1) = /p(l"k | k1) p(Tr-1 | Y1:k—1) dog—1.
©))
After receiving the measurement yy, the posterior distribution
of the state xj is computed using Bayes’ rule [19]
_ Pk | z) p(k | y1k—1)

P Tk 1:k) — ’
(@& | y1:k) o

(10)
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where the normalization constant -y, is

Ve = /P(yk | 21) p(Tk | Y1:p—1)day.

C. Background on risk-sensitive filtering

Consider the information set available at time step & is
Iy = {yl:k761\17~-~7ek—1\k—1}- The conditional posterior
information state is defined as [20, p. 373], [29]

G & p(ze | T)

k-1
= exp (Zu%e?liei“) p(xk | yik), VEke{1,2,...}
i=0
(1)

where the initial posterior information state is (o = p(xg) ~
N (Zojo, Pg‘g). Next, substituting (9) and (10) into (11), we
get

NLTRED

G = " /p(xk | Ze—1) eXp(Mlcherukq

k=2
X €f_1]k—1) €xp (ZM}GiT\iei\i) p(@e-1 | y1k—1) dwp—1,
=0

_ Pk | o)
Yk
X ep—1k—1) Ck—1 dTk_1.

/p(33k | 2p—1) eXP(Mllcqezfukq

12)

Defining the predicted information state density p(zj |
Tp—1,€r—1)k—1)- as follows [29]:

p(rr | i1, ep—1jk—1) = /p(ﬂfk | 21_1)

1 T
X exp(fg—1€5_1|)—1€k—1[k—1) Ce—1dT—1.

13)

Using (13), the posterior density for the information state
(12) can be written as

P\Yk | Tk
Gk = M}?(Cﬂk | Th—1, €p—1)k—1)- (14)
Yk
The cost function (7) is re-written as
k—1
Lr (ki | y1:x) z/exp (Zu?ef\iem + M%e;keklk)
i=0
X p(wk | y1:x) dog.
(15)
Using (11), (15) can be written as
Li(Zpklyrr) = /eXP(H%%k@;k)Ck day,. (16)

In the sequel, we solve (8) using (13)-(16) to obtain risk-
sensitive estimate of the dynamical system given in (3) with
the measurement model (4) under the false data injection
attacks.

D. Risk-sensitive filtering under FDIA

In this subsection, we derive a prediction and an update
steps for the risk-sensitive filtering under FDIA. Since (j
follows the Gaussian distribution with mean %9 and co-
variance P‘%' Consequently, (;_;1 follows the unnormalized
Gaussian distribution, represented as [27], [29]

C 1+
— exp ( - 561@71\1@71
\/(QW)nI|Pk—1\k71|

X (Pl?fukfl)_lek—l\k—l)»

Ch—1 =

a7

where C; = exp (Z::OQ p%e;‘riei”). Substituting (17) into
(13), we get

p(wr | Tp—1, €p—1jk—1)

= 02/17(9% | o—1) exp (e;crfukq(Nllcflf)ek—l\k—l)

1 - _
X exp ( - §€L1|k71(Pk71\k71) 1ek—llk—l) dwg—
1

= Cz/P(ffk | p—1)exp | — 2{6£1k1(PIzm1k1)1

X €p—1k—1 T 62-——1k—1(Qﬂllc—l[)ek—1|k—1}] dzr_q

Tl i, B
T (T

- 2#116_11) Cr—1lk—1 H dzg-1,

= Cz/p(l"k | Tx—1)exp

(18)

y
(2m)m= | Pyl
real number such that 2u,£_1P,ff1| w_q < I for every k, and

where Cy =

, Wj_, is a non-negative

I is an identity matrix. Denoting Py_; = ((P,ffl‘k_l)’l —

2u,1€71[> , (18) can be rewritten as

p(rr | Th—1, €p—1jh—1) =
Cz/p(xk | 2r— ) N (@p—1 | Zp—1jp—1, Pr—1) dag_1.
(19)
From (19), we write

p@r—1 | Tp—1,ex—1jk—1) = N (To—1 | Zk—1-1, Pr-1)-
(20)

The joint distribution of xy and xp_1 given Ty_1,€p_1k—1

can be expressed as

P(Te—1, %k | Tp—1,€6—1]k—1)
=p@r | zp-1) p(xr—1|Te—1, €p—1jk—1)
=N(zk | Ap—12p-1, Qu-1) N (k-1 | Tx—1)5-1, Pr-1)

- N( h’z;] 2, P2’>,

2y
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where

Ep_1jk—1 ] 22)

A1
1‘2 - A
[Ak15€k—1k—1
and

;o Pr—1 Pr_1A]_,
Py = |:Ak17)k1 Ap—1Pr1 Al + Qr-1|” 23)

We compute the marginal distribution of z; following [19,
Lemma A.3] as

Pk | Toorsen—1jp—1) = N (k| Erpp—1, Pif_1), 24
where
Tpp—1 = Ar—18p—1k—1,
P = Ap 1Py Al + Qr1.

Next, we approximate the joint distribution of x; and yy
given Zy_q,ex—1.x—1 as follows:
P(Trs Yk | Ti—15€p—1:6—1)
=p(yx | 21) p(Tk | L1, €r-1:6—1)
= N(yk | Crxr + pp, R +pE + (1 —p)ppp’)
X N(zp | Txjk-1, Prji—1)

([ o ] [ )
Yk CrZpp—1 +pp|’ Plg|k71 Pgﬁcfl

(25)

Following [19, Lemma A.3], we compute the conditional
distribution of xj, as follows:

p(wr | Yk, Th—1, €h—1k—1) = P(zr | Ti)
= N(@k | Ty Prjr)s

where

Tk = Tph—1 + P;f&,l(P;f&fl)_l(yk — Jrjk—1), (26)
Tx T T — T T
klk = Pk|k71 - Pkﬁcﬂ(Pifﬁ@ﬂ) 1(Pk\lllcfl) : @27)
To compute the posterior mean and covariance (26)-(27), we
evaluate ;1. P}?\Z/]f—p and P,:"“?C_l. To that end, we provide
the following lemma.
Lemma 1: The second-moment of (&, (ay—p)+(x—p)p)
can be written as:

E[(&(ar — ) + (& — p)pr) (& (an — )+
(& —p)u) '] = pS+pL —p)pp” .
Proof: The proof is provided in Appendix A. [ ]

Theorem 1: The expected value of the measurement con-
ditioned on Zy_1,ep_1)x—1 is expressed as

(28)

Urik—1 = Elyr | Tn—1, ex—1x—1] = Crrjr—1 +pp, (29)

the innovation covariance of yy, is
Py = CkPii_,C{ + Ry +pZ+p(1—p)up’, (30)

and the cross-covariance between state x; and measurement
yr, 1s given by

Ty _ pzx T

Pyt = Prje—1Ck - (€1}

Proof: The detailed proof is provided in Appendix B.

|

The developed risk-sensitive filter under false data in-

jection attack is presented in Algorithm 1. For the

sake of simplicity, in Algorithm 1, we introduce © =

{Ak, Ck, Qk, Ri, 1, 2, p). } to represent all the required pa-

rameters at every iteration. Note that if pj = 0, the

resulting algorithm becomes the Kalman filter under false
data injection attacks.

Algorithm 1 Risk sensitive Kalman filter under FDIA
1: function [Zy, P,;”li,] = RS-KF-FD(Zo)0, Fyjg, 0).
22 fork=1,2,...do
3 Bppk—1 = Ar—1Tp—1k—1-
4
5

Pt = A1 Pro1 A + Q.
Compute fjr—1, Py ;. and P

olk—1 using (29),
(30), and (31).

6 Tk = Tpp—1 t P;fﬁ_l(ngé_l)_l(yk - @k\l_cr—l)~
. _ zy Yy \—1(pTy

7 P =P — P (BT (Bi_y)

8: end for

9:

end function

IV. SIMULATION RESULTS

Problem 1: Let us consider a linear system whose stochas-
tic state-space model is given by [22], [29]

10 =0.5 i —6
T = 1 1 Tp—1 1 Nk—1,
2k = [—10 1] Tp + Vg,

where z, € R? is the state, z; € R is sensor output,
process noise 7p—1 ~ AN(0,1) and measurement noise
v ~ N(0, 3.6). In this problem, the uncertainty in system
modelling is considered as AA = diag(0, 0.25). The false
data attack parameter is selected aj, ~ N(0.9, 50), and the
attack probability is 0.5. The filter is initialized with xy ~
N (021, ngg), where Fgig = diag(1, 5). The simulation is
performed for 400 time steps.

In this problem, we implemented the standard Kalman
Filter (KF), the risk-sensitive Kalman Filter (RS-KF), the
Kalman Filter under false data (FD) attacks (KF-FD), and
the proposed risk-sensitive Kalman Filter under false data
attacks (RS-KF-FD) with pi = 0.005. We compared the
performance of these estimation algorithms using the root-
mean-square error (RMSE) obtained from 500 Monte Carlo
(MC) runs, as shown in Fig. 2. The results indicate that the
proposed RS-KF-FD achieves the lowest RMSE.

V. CONCLUSION

In this article, we developed the risk-sensitive filtering al-
gorithm under the false data injection attacks. The developed
algorithm minimized the expectation of the accumulated
exponential quadratic estimation error. The efficacy of the
proposed algorithm was illustrated in a simulated experiment.

In future, we will extend the proposed method to address
multiplicative attacks. This will involve approximating the
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Fig. 2. The RMSE values obtained from 500 MC runs are computed by
different estimators.

false data injected measurement model using conditional
expectation, employing the generalized statistics linear re-
gression approach.
APPENDIX
Appendix A: Proof of Lemma 1
Proof: The second-moment of (&, (ar —p)+ (& —p)pt)

can be computed as

E[(&(ar — 1) + (& — p)1t) (&nlar — p) + (&

T

—p)n) | =E[G(ar —p)(ar —p) "] +E[&

X (& —p)(ax — p)p | + E[&k (& — p)p

x (ax — ) "] +E[(& —p)?up'].
Using the property of & and ay, the above equation becomes
(28). ]
Appendix B: Proof of Theorem 1

Proof: The measurement at k-th time step, yj is inde-
pendent of the past errors, ey, . .., €x_1|x—1. Following (4),
we calculate the conditional expectation of the measurement

Uik—1 = Elye | Tr—1, €p—1)k-1]
= E[(Crwp + v + Erar) | Y1:x—1]
= CyZp|k—1 + DH-

Next, we calculate the innovation covariance of the measure-
ment as follows:

vy
Pk|k71

_ E[{C’k(xk — ) + v+ ok — 1) + (& p)u}

= E[(yk — Gpe—1) Wk — Grp—1) " | Ik—h@k—l\k—l}

‘ {cm o) + v+ Enlan — 1) + (€ — D)

.
X M} | Zh—1, ek1|k1:| .

Using Lemma 1, the above equation becomes (30). The
cross-covariance between state and false-data injected mea-
surement can be calculated as

P

klk—1

= E[(Ik — ape—1) W — Tje—1) " | Ti—1, 6k-1|k—1}

=F |:($k — Tpph—1) (Ck(xk — Tgjk—1) + vk + &k(ar — 1)

.
+ (& — p)u) | Zho—1, ek—1|k—1:| = Pt Gy
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