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Abstract

“Machine unlearning” is a popular proposed solution for mitigating the existence of
content in an Al model that is problematic for legal or moral reasons, including pri-
vacy, copyright, safety, and more. For example, unlearning is often invoked as a so-
lution for removing the effects of specific information from a generative-Al model’s
parameters, e.g., a particular individual’s personal data or the inclusion of copy-
righted content in the model’s training data. Unlearning is also proposed as a way
to prevent a model from generating targeted types of information in its outputs, e.g.,
generations that closely resemble a particular individual’s data or reflect the concept
of “Spiderman.” Both of these goals—the targeted removal of information from a
model and the targeted suppression of information from a model’s outputs—present
various technical and substantive challenges. We provide a framework for ML re-
searchers and policymakers to think rigorously about these challenges, identifying
several mismatches between the goals of unlearning and feasible implementations.
These mismatches explain why unlearning is not a general-purpose solution for
circumscribing generative-Al model behavior in service of broader positive impact.

1 Introduction

Since around 2016, technical experts and policymakers have invoked machine unlearning as a way
to operationalize compliance with an individual’s “right to be forgotten” in the E.U.’s General Data
Protection Regulation (GDPR) [112], with respect to removing personal data from deployed models.
More recently, with the emergence of generative Al, machine unlearning has captured public attention
as a potential general-purpose approach for purging unwanted information from generative-Al models
and systems. More and more, research papers, policy briefs, and media reports suggest that unlearning
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can help meet a broad range of objectives for both open and closed models and systems,' spanning
privacy, copyright, safety, and other issues [e.g., 9, 55, 70, 77, 85, 106, 127, 141, 147].

For generative Al, the goal of unlearning has shifted beyond the traditional ML focus on removing
the influence of specific training data from model parameters. This kind of targeted removal is
often infeasible in this setting, and even when possible, it may not prevent problematic content from
appearing in a model’s outputs.” As a result, unlearning now also includes targeted suppression at
the output level, reflecting an attempt to manage what generative-Al models produce, not just what
is encoded in their parameters. But these are fundamentally different goals—both in the technical
methods they require (Section 3) and in how their outcomes may be treated under specific legal
provisions (Section 5). As a result, mapping unlearning methods onto policy objectives is not
straightforward; important mismatches and slippages arise, for three overarching reasons:

Deleting information from an ML model is not like deleting data from a database. There is
no way to cleanly identify, target, and delete specific, contained pieces of information from an ML
model’s parameters. Instead, it is possible (though expensive) to train a new model on a dataset that
does not contain problematic data (Section 3)—e.g., a specific scientific paper on designing novel
viruses or a specific in-copyright image of Spiderman. This is typically what it means to “remove” data
from a model in unlearning, which deviates from intuitive understandings of the term. Removal applies
to discrete pieces of data in the training dataset before training occurs; it cannot target latent patterns
a trained model has learned across different data—e.g., more general concepts of “how to synthesize
a toxic molecule” or “Spiderman.” There is also no obvious or appropriate way to go about translating
such open-ended aims to concrete tasks that can be implemented by an algorithm (Section 4).

Removing information from model parameters does not give guarantees about model outputs.
It is possible to retrain a model so that specific data are removed from the training dataset, and
thus those removed data do not influence the model’s parameters. But doing so will not necessarily
prevent the model from producing outputs that resemble removed data. For instance, even if one
removed all in-copyright images of Spiderman from a model’s training data, this does not mean
it would be impossible for that model to produce outputs that resemble Spiderman at generation
time. Generative-Al models are impressive in part because they generalize beyond the information
that is exactly contained in their training data. It is therefore a mistake to think that making a limited
set of targeted changes to a model’s parameters is sufficient to make promises or guarantees about
what types of outputs that model could or could not possibly generate (Section 4).

Suppression methods are necessarily imperfect. While it is technically feasible to suppress
certain types of outputs, suppression techniques (e.g., output filters) are unlikely to produce perfect
legal compliance. This is in part because generative-Al systems exhibit familiar but fundamentally
irresolvable tensions that are inherent to highly generative technologies [159], like the PC and the
Internet (Section 6). Just as a PC could be used as a tool to perpetrate fraud or to write the next
great Broadway musical, a generative-Al system can similarly be put to malicious or beneficial uses.
Suppression methods cannot control downstream use; this would require anticipating how a person
or other agent might behave with outputs in a potentially infinite number of contexts—none of which
is reasonably under the purview of a technical method alone (Section 4).

We explore each of these points in detail. Altogether, we articulate fundamental, conceptual
mismatches between technical methods in machine unlearning (Section 4) and aspirations for the
broader impact that these methods could have for law and policy (Section 5 & 7). While machine
unlearning research will continue to progress, we are doubtful that unlearning methods will deliver
full compliance in the future. Nevertheless, unlearning techniques may offer limited benefits that
support certain outcomes for law and policy. In summary:

Section 2. We discuss evolving motivations for machine unlearning in generative AI—to extend
beyond the fargeted removal of the influence of specific training data on a model’s parameters to
also include the fargeted suppression of specific content from model outputs.

Section 3. We briefly discuss common technical approaches for both removal and suppression.

Section 4. We show how our discussion illuminates five conceptual mismatches between unlearning
motivations and concrete technical methods—mismatches that make clear there are substantive
aims that cannot, from first principles, be addressed with unlearning methods alone.



Section 5. We examine how these mismatches manifest differently and exhibit various implications
for U.S. copyright law. (We defer related analysis on privacy and safety to the Appendix.)

Section 6. In light of these limitations, we provide recommendations on how ML experts should
focus their research and how policymakers can adjust their expectations and norms concerning
reasonable best efforts when relying on an unlearning method in practice.

2 Background and motivations for machine unlearning

Early motivations for supervised machine unlearning in the GDPR. In some jurisdictions,
individuals have rights associated with the control of their personal data. Notably, since its adoption
in 2018, Article 17 of the E.U.'s GDPR provides the “Right to erasure” (more commonly called the
“right to be forgotten”) 8, 112, which gives individuals broad rights (with exceptions) to demand
that companies delete their personal dakdL researchers often interpret Article 17 to apply to both

to the individual's data examples that have been used as training data and to the resulting trained
models themselves [e.d.0, 24, 83, 84, 93, 99, 115 (Appendix A)° This presents a problem because,

in almost all cases, the model would fuast be trained on a speci ¢, right-exercising individual's data.

It would also be trained on data associated with thousands of others, if not many more. Wholesale
erasure of a trained model, in response to one individual's deletion request, would therefore likely be
an extreme, over-broad interpretation of Article®17.

This problem raises a natural question for ML research: rather than deleting a trained model altogether,
is it possible to develop algorithms that can achieve more targeted removal of training data from the
model? In the speci ¢ context of ML research's common interpretation of the GDPR: is it possible to
remove the in uence of the right-exercising individual's data from the model, without imposing on
the model controller the undue burden of the cost of retraining a new model from scratch without that
individual's data examples (Section 3.1)?

Machine unlearning is the area of ML research that attempts to address this question. In the technical
literature, this area corresponds to a wide variety of different techniques, which are loosely grouped
together. For this reason, we will rely on a loose, intuitive (rather than rigorous) de nition of machine
unlearning that captures this common underlying technical motivation: machine unlearning is a sub-
area of machine learning that develops methods fotatgeted removabf the effect of training data

from the trained model. This de nition encompasses work from the last 10 years that has studied un-
learning in clusteringg7], classi cation and regressiori ], 45, 110, 131], federated learningf[3, 94],

and more 17, 154]. It also applies to the classic paper by Cauwenberghs and Pfdiavhich

studies the problem of unlearning in support vector machines (SVMs) under the name “decremental
learning” over two decades ago. Further, this de nition is deliberately broad, rather than prescriptive.
We intentionally do not include speci ¢ requirements fmw certain information is “targeted” or
“removed.” For now, we also are not prescriptive about what the exact “effects” are of “learned infor-
mation” on the trained model's behavior. We will address this in more detail in the sections that follow.

Evolving mativations for unlearning in generative Al. Translating prior unlearning methods from
supervised settings to generative Al exhibits some important technical challenges. Supervised ML
tends to involve models that produce concise outputs from a bounded and typically xed set (e.g.,
classi cations likedogor cat ). After using an unlearning method, a model's outputs for a given input
may change (e.g., may ip fromat to dog), but the set of possible outputs generally remains the
same. In contrast, for generative-Al models, the set of possible outputs is signi cantly more expansive.
With this key difference, the desired goals for what machine unlearning could achieve have expanded—
beyondremovalof the in uence oftraining-data inputson the trainednodel's parameters-to also
encompass desired effects on the model's posgiferated outputehen the model iput to use

That is, the loose de nition for unlearning has recently widened in scope: machine unlearning aims
to develop methods for (1) targeted removabf the effect of training data from the trained model

and (2) thetargeted suppressioof content in a generative-Al model's outputs. But these are two
very different goals. They are different in terms of the technical methods they involve (Section 3),
and their results might not be treated similarly with regard to speci c provisions in law (Section 5).
For instance, consider an individual's training-data deletion request to exercise their “right to be
forgotten” under the GDPR. Such a deletion request might have nothing to dswgiitessing
model's outputs to not re ect that individual's personal data. Nevertheless, research on unlearning
for generative Al attempts to address both of these types of proBilems.



It is an appealing idea that machine unlearning could serve both of these ends. If so, it would also
perhaps be reasonable to assume, as many researchers and organizations have, that machine unlearning
could on its own be used to solve issues related to problematic model outputs in a variety of policy-
relevant domains: novel privacy challeng&g,[23, 83, 104, 156], copyright [26, 46, 87, 144, 15§,

safety PO, 91, 95], and more. However, as we discuss below (Section 4), thinking about removal and
suppression interchangeably or as being in service of the same ends can lead to confusion about what
unlearning methods can achieve for operationalizing compliance with legislation (Section 5).

3 Unlearning methods and evaluating evidence for their success

To get to the root of this confusion, we rst need a bit more background on how technical methods
for removalandsuppressionliffer. Originating from work in supervised machine learning, removal
methods aim to eliminate the in uence of targeted training data on a model's parameters (Section 3.1).
These methods typically act directly on the training data, before a model is trained. In contrast,
suppression methods target information in a trained model's outputs (Sectich Bh2)training
process instills models with complex patterns that latent in the training data, and which

can manifest as novel outputs when models generalize during inference or generation. Because
suppression methods focus on outputs, they most $ftargetlatent information .

3.1 Methods for removal (of information directly observed during training)

Unlike removing an entry from a database, there is no way to cleanly identify, target, and delete
a speci ¢ training example from an ML model's parameters. This is because model parameters
are not directly or easily interpretable. As a result, “removal” of information from a generative-Al
model deviates from intuitive understandings of the term “removal.” Instead, it is possible to remove
problematic examples from the training data and to traieva modefrom scratcht! For instance,

we can train a new text generation model without using data from a particular web domain. If there
are no data from that web domain observed in the training process, then these data cannot have
affected the model's parameters in the rst place.

The approach afetraining from scratch is often referred to as tHgold standard” for machine un-
learning [e.g.59, 92, 100. At rst glance, this seems like a reasonable (albeit expensive) solution to
the unlearning problem. However, the “gold standard” only directly targets information that is directly
observable in the training datd As a result, it may not be effective for ensuring unwanted information

is not latent in the trained model's parameters, nor for preventing unwanted information from man-
ifesting in the model's outputs at generation time (Sections 3.2 & 4).practice, implementing the
“gold standard” is expensive—often prohibitively so for today's enormous models trained on enormous
datasets by expending enormous computing resotfcHsis cost has motivated the development

of more ef cient methods for removal atructuredinformation in the training dataset: methods that
produce models that have similar properties to those that have been retrained from scratch.

Broadly speaking, there are two overarching approaches for removing structured information in the
training data. First, methods fetructural removal use custom procedures to reduce the amount of
retraining that needs to be done to guarantee the exclusion of targeted training datel,[&5§], For

this reason, structural removal is commonly referred texagt unlearningin the ML literature [e.g.,

150. Even though these methods are different from the “gold standard,” they retardbsame
guarantees of the “gold standard,” with respect to removing the effect of targeted training data. (We
avoid the term “exact unlearning” because it can be reasonably misunderstood to mean that such meth-
ods are able to “exactly” or “perfectly” unlearn anything; however, these methods do not apply to latent
information that is encoded in a perhaps unidenti able—i.e., unstructured—way in the fpdel.

Second, there are methods that approximate structural removal, often by changing the original model's
parameters rather than retraining from scratch. These algorithms involve proofs (with speci ¢ theoret-
ical assumptions) that the modi ed model is (by some mathematical de nition) “similar” to a model
that has been retrained from scraté3,[84]. Of course, such approximations are not literally equiv-
alent to retraining from scratch; they often involve a probabilistic guarantee, not absolute certainty,
that the targeted information has been successfully removed. As such, these approximate methods are
often referred to amexact unlearning.'® Further, nearly all of these methods have been developed

for supervised ML, not generative Al, and they do not immediately translate to this new sétting.



3.2 Methods for output suppression

Most unlearning methods in generative Al focus on output suppression. Potentially problematic
training data are observed during the training process, and there is no attempt to guarantee (with
certainty or probabilistically) that this is not the case. Instead, these methods attempt to make the
generation of undesirable content less likely—but they do not guarantee that the model could never
produce such content. These methods tend to be more computationally feasible than retraining from
scratch and they also apply (to varying degrees of success) to latent information.

There are two overarching approaches to output suppression: (1) methoshethftthe trained
generative-Al modehnd (2) methods that leave the model unchangednlbdify the system in which
model is embeddedVhile it is now common to include these methods under “machine unlearning,”
arguably, they have nothing to do with “unlearning” some information from a model; they bear more
resemblance talignment techniques. Methods that modify the model attempt to direct it away from
being able to produce outputs that re ect undesirable content (e.g., through additional training or
model editing) 2, 97, 100, 102, 105, 153 157.'® System-level interventions include guardrails like
output lters , which are wrapped around the model to prevent generations that contain certain unde-
sirable content from being surfaced to end us&gs].*° These Iters may themselves be implemented
with ML models (e.g., classi ers), which exhibit greater or lesser degrees of precision and acfuracy.

The success of output suppression methods is most often evaluated by examining how they affect
the types of generations that are produced in some downstream task. This often involves prompting
the model or system with respect to content that the method intended to suppress, and observing if
the resulting generations do not re ect that information [€2§, 46, 100].2* For instance, in safety
contexts, evaluations often rely on the WMDP benchm@ik, fwhich is a multiple-choice question

dataset that focuses on biological, chemical, and cyber-security risks. One might test the original
model on this question dataset as a baseline, and then apply an output suppression method, re-test,
and quantify changes in the answers as a proxy for determining if “unsafe” knowledge is no longer

re ected in the model's answers [e.g., 134].

4 Fundamental mismatches between unlearning motivations and methods

Five intertwined problems emerge directly from our discussion of removal (Section 3.1) and suppres-
sion (Section 3.2). Output suppression is not a replacement for removal of training data (Mismatch 1).
Conversely, removal of training data does not guarantee meaningful output suppression (Mismatch 2).
More generally, models are not equivalent to their outputs (Mismatch 3) or to how their outputs are
put to use (Mismatch 4). And last, becadametedremoval and suppression are challenging to
implement, unlearning can have unintended consequences (Mismatch 5). We address each in turn.

Mismatch 1 Output suppression is not a replacement for removal of training data.

With output suppression, it is possible that a particular piece of information is still represented in
the model's parameters, and that this information could manifest in or impact the model's outputs
(Mismatch 3)?® These details could have important consequences for law and policy. If a piece of
legislation were to call for the explicit removal of a piece of training data from a model's training
dataset, unlearning methods that fall short of guaranteeing structural removal would likely not
suf ce [53]. In other cases, modi cations to the model or system to suppress certain types of training
data in outputs may be suf cient. In general, the appropriateness of unlearning methods for removal
or suppression to operationalize compliance with legislation will depend on the exact details. These
details include the particular legal domain in question. They may also include the circumstances of the
use that exposes information that was meant to be addressed with unlearning (e.g., if some atypical,
adversarial usage pattern is necessary for exposure of problematic information in the training data).

Mismatch 2 Removal of training data does not guarantee meaningful output suppression.

Exactly removing a piece of data from a model's training dataset does not guarantee that it would be
impossible for the model to generate outputs that resemble it. Consider deleting a particular phone
number. Given latent information the trained model may contain about other phone numbers (and
about numbers in general), it may be possible for the model to generate a speci ¢ phone number for
which all associated training data have been removed (Appendix D.1). Similarly, one could remove



all in-copyright images of Spiderman from an image generation model's training dataset and retrain
from scratch (Section 3.1). But again, this does not guarantee that the new model could not possibly
produce an output that might be “substantially similar” to copyrighted expression of Spiderman, based
on how the model generalizes from latent information derived from the information that remains in
its training data (Section 5.1). In both cases, removal could perhaps make the generation of similar
outputs less likely; however, this cannot be assured in general.

From both of these examples, our main point is that there is a meaningful slippage that occurs when
employing a removal technique in service of the goal of output suppression: it is unclear which set of
information should be targeted for removal from the training data in order to prevent the generation of
certain outputs. Removal of a narrow set of information (e.g., training data that contain certain phone
numbers) can easily hender-inclusive Beingover-inclusives also a potential problem, especially

for cases that attempt to handle indeterminate concepts like “Spiderman.” One could remove all
information related to comic books, spiders, the colors blue and red, the humanoid form, etc. But this
is too broad: it may be effective at preventing generations that re ect “Spiderman,” but it also removes
signi cantly more information that one did not originally intend to target (Mismatch 5) [813 98].%*

Both sides of these examples—over-inclusiveness and under-inclusiveness—clarify how the “gold
standard” (Section 3.1) can be challenging to implement and interpret as a baseline for unlearning. Im-
plementing the “gold standard” requires navigating dif cult, if not arbitrary, trade-offs to draw bound-
aries around what exactly to include for removal. One could choose to retrain without all in-copyright
images of Spiderman that they manage to identify in the training data, but this would not necessarily in-
clude pictures of people in Spiderman Halloween costumes (Section 5.1). How to make these choices
is clearly not a straightforward task, and yet it is essential when evaluating a particular unlearning
method against the “gold standard” as a baseline, in order to make judgments about its ef cacy.

Mismatch 3 Models are not equivalent to their outputs.

The slippage discussed above runs deep, and relates to a more general mismatch in unlearning research.
Notably, it is typical to evaluate the success of an unlearning method not by examining changes in the
model'sparametersbut by prompting the model and measuring the extent to which certain types of
outputsare no longer generated (Section 3.2). This has consequences for how we should think about
gauging the success of an unlearning method. For instance, consider that an inghyidaskassoci-

ated data examples and that a model trainer retrains a model from scratch without those examples. But
now consider that there are also training-data examples related to individuals; p, that are by

some quantitative measure similagpds. A user prompts the retrained model with some (perhaps pub-

lic) information aboutpg (e.g., demographics, address), with the goal of revealing information about

po's health status. Combining the latent information in the model (from training on data concerning

izes to produce an output that reveals sensitive information glasutealth status. This problemis re-
lated to what Shumailov et dl124] calls “ununlearning”: “unlearned knowledge gets reintroduced in-
context, effectively rendering the model capable of behaving as if it knows the forgotten knowledge.”

Mismatch 4 Models are not equivalent to how their outputs are put to use.

A corollary follows from Mismatch 3, which involves another slippage. Among those who mistakenly
believe that unlearning is a standalone solution for effectively moderating possible model outputs,
some reason further that this could help curtail further downstream undesirable or malicious model
uses in practicé® It is obvious, but nevertheless important, to emphasize that seemingly innocuous
outputs could be put to undesirable downstream uses. To greater or lesser extents, different unlearning
methods can remove the effect of speci c training data from models or suppress certain types of model
outputs; but the type of control this provides is localized to the model. Additional control would
require anticipating how a person or other agent might behave with model outputs in an unbounded
number of contexts—none of which is reasonably under the purview of machine unlearning.

Mismatch 5 Unlearning can have unintended consequences.

A nal point, which we have alluded to above, is that various forms of unlearning may have
unintended consequences. Even if a particular method is successful at removing a speci ¢ piece of
information from a model or suppressing its appearance in outputs, it is often the case that the method
will also remove or suppresstherinformation that the implementer did not intend to target. For



example, removing a chosen set of facts from the training dataset might change how a model answers
guestions about seemingly unrelated facts. Similarly, output suppression is likely to affect not just
outputs that include the material intended to be suppressed, but also other outputs. In both cases,
the effects are not necessarily predictable, and may compromise model atili§q] 75, 84, 92].%°

5 Machine unlearning in policy and practice

We next consider how these ve mismatches manifest in speci ¢ ways and introduce complications
for U.S. copyright, where researchers and organizations have suggested unlearning could help resolve
key issues introduced by generative Al [e2.80, 81, 151]. Copyright is just one example. In
Appendix D.1, we address analogous lessons for privacy, where we argue that unlearning is not
an adequate remedy for data deletion requests and suppressing outputs that resemble personal
information, as well as other technical challenges (e.g., identifying all instances of relevant training
data to target within large-scale datasets). Similarly, in Appendix D.2, we analyze the mismatches
we identify for safety considerations, arguing that there are unclear boundaries for what to target for
removal or suppression, given that such decisions touch on inherent tensions in dual-use systems.

Each of these examples demonstrates in practice the fundamental, conceptual mismatches that we
describe in Section 4, revealing an even deeper disconnect between the feasibility of using of unlearn-
ing methods, actual policy considerations, and regulatory compliance. To address this disconnect,
judges and policymakers will need to set reasonable expectations concerning the imperfect outcomes
of best-effort implementations of unlearning methods to support speci ¢ policy goals (Section 6).

5.1 U.S. copyright

At rst glance, unlearning may seem like a desirable approach to mitigating copyright infringement
in generative-Al models. Unlearning methods could target either exact duplication of copyrighted
expression in model outputs, or copying of more general, latent information that relates to creative
expression—perhaps as a way to operationalize notice-and-takedown reddigsté{owever, U.S.
copyright is not a straightforward problem, and unlearning is not a straightforward soitition.

Copyright law protects “original works of authorship xed in any tangible medium of express&s” [

This means that copyright protection extends to original (modestly creative) works, like a particular
image or a particular paragraph of writing, but not to any ideas or facts contained in it. Because
copyright law gives creators the exclusive right to prepare reproductions (copies) and derivative works,
courts examine whether potential copies are “substantially similar” in expression to the original work,
and thus whether those copies infringe on the rights of the copyright iSl@aistantial similarity

is a challenging concept with a varied and complicated history in copyright caselaw. Common tests to
determine substantial similarity are subjecti¥@4; judgments for substantial similarity cannot “be
reduced to a simple formula that can easily be applied across different works and g8fres72].

Building a training dataset, training a model, and producing substantially similar copies at generation
time may all involve copies of copyrighted works. Not all such copying is copyright infringement.
Depending on the circumstances, the defense of “fair use” may protect uses of a work for a
different purpose (potentially including training a model) and some uses that modify the work in
“transformative” ways. Both “fair use” and “transformative use” are technical terms in copyright
law [37, 89]. Whether a particular use is fair depends on the facts of each case, including the effect
on the market for the copyrighted work in question. In the most analogous situations, courts have
held intermediate copies made for purposes of generating new outputs to be f&ir&8e $uch
intermediate copies may include copies of training data, which are reorganized into batches to serve
as inputs for model training. However, courts are less likely to hold the output of a generative-Al
model or system is fair use if it is substantially similar to the original—unless it parodies or comments
on the original §7, 87]. This may include regurgitated training dat8] 35, 109, or outputs that

are substantially similar to those training data.

Following from this brief background, we focus our discussion of copyright and machine unlearning
on training data and generated outputs. We do not address potential implications for intermediate
artifacts, e.g., a trained model's parameters [26, 35].

Suppression of substantially similar outputs. If a model generates an output that is substantially
similar to a copyrighted work, in response, it may be tempting to try to use unlearning methods



(a) Image from the training dataset (b) Generation for the promfiMickey Mouse"

Figure 1: One can think of CommonCanvéa§|[as a “gold-standard” model that does not contain
in-copyright images of Mickey Mouse: the only training data that contain Mickey Mouse expression
are from personal photographs, e.g), Even without unlicensed, in-copyright training images of
Mickey Mouse, the model can generate outputs that resemble “Mickey Mouse, 1.g., (

to remove the ability to do so. For the reasons discussed above concerning suppression methods
(Section 3.2), this is challenging because there is no notion of similarity that can be used to
programmatically and comprehensively determine which works are substantially similar in the
interest of copyright law§7, 119.%° A feature, like a color scheme, may be problematic if copied

from one work but not from another work (so long as it is copyrightable subject matter). The
techniques used to suppress generations similar to a particular in-copyright image of Mickey Mouse
may not generalize to suppressing generations that are similar to another image of Mickey Mouse—or
of any other Disney characte87, Part Il.F]. In general, while such techniques may limit problematic
outputs in some cases, they cannot generalize to all cases.

Further, in order to suppress certain outputs, for example, those that resemble in-copyright expression
of “Spiderman,” the overall generative-Al system likely needs to have learned information about this
expression in order toot present it to the end user. An output Iter would need to be able to identify
“Spiderman” (likely, from being trained on data that contain “Spiderman”-related expression) in order
to lter it out. So, even if one were to remove all instances of “Spiderman” from the generative-Al
mode| more generally, it might be infeasible to remove all information about “Spiderman” from
the generative-AsystemMoreover, suppression at a suf cient level of generality would likely also
suppress other noninfringing content, including both fair uses of Spiderman in parody, and depictions
of other superheroes with similar color schemes (Mismatch 5).

Removal of speci c training examples. Removing a particular training example from the model's
training dataset, by contrast, is a narrower approach that is less likely to be overreaching (Section 3.1).
But it may still overreach, since copyright does not forbid all forms of copying (e.g., fair uses,
internal copies§2]). Removal of an example could prevent transformative, non-infringing uses of

the example in addition to potentially infringing ones (Mismatch 2). None of the unlearning methods
we have described can or do distinguish between transformative fair uses and non-transformative
superseding usés, and transformativeness is not the only relevant factor for fair use. It is
unreasonable to expect unlearning methods to capture these nuances. As evident from caselaw,
courts themselves struggle to draw the line of fair #se.

Removal may also be ineffective in preventing infringing outputs. Even with removing a set of rel-
evant data examples, it may still be possible to generate an output that is similar to the removed data
(Mismatch 2). In such cases, this can be due to the presence of elements of the original work in other
works in the training datadp, 78], for example, related works, duplicates, or otherwise similar works
that themselves may or may not be deemed infringing copies of the original work. For a concrete
example, consider CommonCanvas, a text-to-image generation model, for which the training dataset's
images all have Creative Commons licen®3.[The training dataset does not contain reproductions

of unlicensed, in-copyright images of Mickey Mouse; and yet, based on inclusion in the training
dataset of licensed personal photographs (e.qg., from Disney World), it is still possible for Common-
Canvas to generate images that could be judged substantially similar to “Mickey Mouse” (Figéire 1).

Finally, because copyright is not limited to exact duplication, efforts to have a model unlearn
copyrighted material are likely to be signi cantly overbroad. The problem is not just that some uses
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