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Abstract

We propose an AID-purifier that can boost the
robustness of adversarially-trained networks by
purifying their inputs. AID-purifier is an auxiliary
network that works as an add-on to an already
trained main classifier. To keep it computationally
light, it is trained as a discriminator with a binary
cross-entropy loss. To obtain additionally useful
information from the adversarial examples, the ar-
chitecture design is closely related to information
maximization principles where two layers of the
main classification network are piped to the auxil-
iary network. To assist the iterative optimization
procedure of purification, the auxiliary network is
trained with AVmixup. AID-purifier can be used
together with other purifiers such as PixelDefend
for an extra enhancement. The overall results indi-
cate that the best performing adversarially-trained
networks can be enhanced by the best perform-
ing purification networks, where AID-purifier is a
competitive candidate that is light and robust.

1. Introduction

Deep neural networks are vulnerable to adversarial exam-
ples generated by adding imperceptible adversarial pertur-
bations to the original examples (Szegedy et al., 2013). To
address this problem, various adversarial defense schemes
have been proposed, where a vast majority of them can be
grouped into three categories. The first category is gradi-
ent masking (Xiao et al., 2020; Athalye et al., 2018). The
second category is adversarial training (Madry et al., 2017;
Zhang et al., 2019; Lee et al., 2020). The third category
is adversarial purification (Samangouei et al., 2018; Song
et al., 2018; Meng & Chen, 2017; Shi et al., 2021).

In this study, we focus on the third category, adversarial
purification. Our objective is to develop a computationally
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light and easily attachable purifier such that it can be utilized
as an add-on. Specifically, we show that we can boost the
performance of Madry et al. (2017); Zhang et al. (2019),
and Lee et al. (2020) with a light auxiliary network named
AID-Purifier. AID-Purifier utilizes AVmixup, Information
maximization principles, and Discriminative task as the
underlying foundations. Before describing AID-Purifier, we
first summarize previous works on adversarial purification
methods.

Adpversarial purification modifies input examples to increase
adversarial robustness, and four well-known purification
methods are shown in Figure 1. In (a), a denoising purifier,
MagNet (Meng & Chen, 2017), is shown. It uses an auto-
encoder, called a reformer, as an auxiliary network. The
resulting network as a whole, however, becomes just another
feedforward network that is vulnerable to auxiliary-aware
white-box attacks (Tramer et al., 2020). In (b), a generative
purifier, Defense-GAN (Samangouei et al., 2018), is shown.
Defense-GAN is not easy to train, and its performance is
worse than that of another well-known generative purifier.
In (c), another generative purifier, PixelDefend (Song et al.,
2018), is shown. PixelDefend is computationally heavy
owing to its pixel-wise operation. In (d), a self-supervised-
learning-based purifier, SOAP (Shi et al., 2021), is shown.
SOAP yields competitive robust accuracy against state-of-
the-art adversarial training and purification methods, but it
needs to be jointly trained with the main classifier C. Of
the four purification methods in Figure 1, SOAP is the only
one that requires joint training and thus cannot be used as
an add-on.

We herein propose a discriminative purifier named AID-
Purifier. To the best of our knowledge, this is the first
successful purification method based on a discrimination
task. AID-Purifier uses an auxiliary discriminator network
D to project x44, to a purified example x,,,, that belongs
to a low puqy(x) region. Compared to the four methods
in Figure 1, AID-Purifier is distinct because it has all the
advantages of the four methods. Unlike denoising purifiers,
it is robust against auxiliary-aware attacks. Unlike gener-
ative purifiers, it requires light computation and is easy to
train. Unlike SOAP, it is an add-on that can be attached
to any frozen state-of-the-art network. AID-Purifier is an
effective stand-alone defense method; however, it can also
create synergies with adversarially-trained networks or other
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Figure 1. Summary of four existing purifiers. The upper diagrams show algorithm overviews. We denote main classification network as
C, auxiliary network as Aux, network with frozen weights in gray, and network to be trained in green. The lower diagrams show the

conceptual relationships between Zciean, Tadv, ad Tpur.

purifier networks such as PixelDefend. For all experiments
we performed, AID-Purifier was able to boost the robust-
ness of state-of-the-art adversarial training and purification
methods.

2. Related Works

2.1. Detecting adversarial examples with an auxiliary
network

For humans, it is difficult to tell the difference between a
clean example and its adversarial example. The difference,
however, can be detected well by training a binary classifi-
cation network (Gong et al., 2017; Metzen et al., 2017). A
standard binary cross-entropy (BCE) loss can be used for
training, where the loss is interpreted as the probability of
an adversarial example. In this study, we extend the idea of
adversarial detector and show that a light auxiliary network
can improve the adversarial robustness.

2.2. Information maximization principles

Following the principle of maximum information preser-
vation in (Linsker, 1988) and the information maximiza-
tion approach in (Bell & Sejnowski, 1995), Hjelm et al.
(2018) demonstrated that unsupervised learning of rep-
resentations is possible by maximizing mutual informa-
tion between a lower layer’s representation Ay, () and
a higher layer’s representation hj;qp(z) for a given in-
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Figure 2. Algorithm overview and conceptual relationship of AID-
Purifier. D is the discriminator network.

put image x. Unfortunately, the precise estimation of
mutual information is known to be difficult (McAllester
& Stratos, 2020; Song & Ermon, 2020). A known
workaround for this problem is to evaluate BCE loss or
Jensen-Shannon divergence between the positive example
pairs of (Riow (i), hhigh(2:)) and the negative example
pairs of (hjow (i), hnign(x;)) (Hjelm et al., 2018; Brakel
& Bengio, 2017; Velickovi€ et al., 2019; Ravanelli & Ben-
gio, 2018), known as contrastive learning (Hadsell et al.,
2006). In our AID-Purifier, we also use a BCE loss but
we discriminate between (Riow(Tadv), Phigh(Tadv)) and
(htow(Zciean), Phigh(Teiean)) instead. This can be a nat-
ural choice for adversarial defense, because the information
theoretic relationship between 4y, () and hp;qn, () should
be different for clean examples and adversarial examples.
In particular, the perturbation of features induced by x4,
increases gradually as it passes through the network (Guo
etal., 2017; Liao et al., 2018; Xie et al., 2019). The auxiliary
network is denoted as D (hjow (), Rhign(x)).

2.3. AVmixup

Zhang et al. (2018) proposed mixup that is a data augmenta-
tion scheme with linearly interpolated training examples for
regularizing deep networks. Mixup can be considered as a
derivative of label smoothing (Szegedy et al., 2016). As a
variant of the mixup, Lee et al. (2020) proposed AVmixup
for performing data augmentation of adversarial examples.
While AVmixup was shown to be effective for the adver-
sarial training of the main classification network C(z), we
apply AVmixup to train the auxiliary discriminator network
D(hiow(x), hnign(z)). This data augmentation with linear
interpolation plays a pivotal role in training AID-Purifier.
As a basic iterative procedure is applied at the inference
time for purification, the discriminator needs to learn how to
purify not only a strong adversarial example but also a weak
adversarial example. Ideally, we would like the discrimina-
tor to learn a continuous path for purifying an adversarial
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Figure 3. AID-Purifier. An auxiliary network D is attached to the
main classification network C'.

example with an iterative procedure.

3. AID-Purifier
3.1. Discriminator: D (Ao (), Rhign(2))

A diagram of AID-Purifier is shown in Figure 3. The
main classification network C(x) can be any naturally
or adversarially-trained network. The main network was
frozen before attaching our auxiliary discriminator network
D(hiow (), hnigh(x)). Following the information maxi-
mization principles, a lower layer representation /e, ()
and a higher layer representation hy,; g () are passed from
classifier C' to discriminator D. In contrast to the work in
(Hjelm et al., 2018), we apply global average pooling as
the first operation in the discriminator. Despite the loss
of spatial resolution in each feature map, global average
pooling is helpful for making D computationally light for
two reasons. First, the size of the representation is signifi-
cantly reduced by averaging the spatial dimensions where
purification can still enforce spatial variations over the chan-
nels. Second, as the resulting representations are invariant
to spatial translations (Lin et al., 2013), we can simply use a

Algorithm 1 AVmixup training of discriminator D.

Input:Dataset S, input example «, main classifier C' with weights 6 -, main clas-
sification label y, scaling factor v, number of epochs E, learning rate [7, batch
size B, torean = 0, tady = 1
Output:Discriminator D with weights 6 p
Freeze 0 ¢, initialize 6 p of network D
fore=1,..., E do
for mini-batch {z, y} ~ S do
6+ PGD(z,y;0¢c)
AVmixup:
TAy <~ T+ 0
w ~ Uniform(0, 1)
Z+u-z+(1—u) zav
T u-terean + (1 — ) - tadw
Model update:
0D < 9D —r- %Elev,'.;D ﬁD (D(hlm“(i), hhﬂjgh(i’)% E)
end for
end for

fully connected network of a small size as the discriminator.
Fully connected layers follow the global average pooling.
The discriminator is trained with a standard BCE loss over
adversarial and clean examples, and the loss function is
as Lp = —t1log(D(hiow (), Arign(x))) — (1 —t) log(1 —
D(hiow(x), hnign(x))), where z is the input example and ¢
is the corresponding binary label (adversarial or clean). See
Appendix A for the architecture details.

3.2. Training: AVmixup

To train the discriminator, we apply AVmixup (Lee et al.,
2020) such that the discriminator learns how to purify any
strength of adversarial example. As explained in Section 2.3,
this is an essential requirement for the iterative purification
procedure to work well. The details of the AVmixup training
are shown in Algorithm 1. We use only PGD to generate
adversarial examples because PGD is the worst case attack
for most scenarios.

3.3. Inference: iterative purification

For inference, the auxiliary discriminator network D is used
to purify x into x,,,. The purification is applied to any x
including both clean and adversarial examples. As in the
PGD attack, a basic iterative procedure is applied, and the
purification is summarized in Algorithm 2. Specifically, an
iterative gradient sign method is applied with the goal of
reducing the probability of an adversarial attack, p,q. ().
We constrain the algorithm to keep the purified image .,
within the e-ball of x, because an x,,, far from = might alter
the class output of the main classification network C/(z).

4. Experiments

It is certainly possible to use a purifier as a stand-alone de-
fense, but some of the purifiers can be also used as an add-on
defense for boosting the performance of another adversarial
defense. In this section, we investigate the performance
of AID-Purifier as a stand-alone defense and as an add-on
defense. As explained in Section 1, MagNet is vulnerable
to auxiliary-aware attack and SOAP cannot be used as an
add-on. Thus, we only focus on Defense-GAN and Pix-
elDefend. For the baseline adversarial training models of
add-on experiments, we use Madry (Madry et al., 2017),
Zhang (Zhang et al., 2019), and Lee (Lee et al., 2020) as the

Algorithm 2 Purification at inference time

1: Input:Main classifier C, discriminator D, input example x, number of iteration
N, step size v, epsilon €

. Output:Purified example .,

D Tpur T

Tpur < Tpur — & * Sign(va1er(hlo'u7(Ipur)7 hh'igh(zpu,r)))
Tpur  clip(Tpur,x — €, + €)

Tpur < Clip(x'puw“v 0, 1)

. end for

A e
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Table 1. Robust accuracy: Stand-alone and add-on performances
are shown for the worst white-box attack for SVHN.

Stand-alone Add-on
Natural training Madry Zhang Lee
No purification 0.01 2263 3672 46.17
Defense-GAN 41.89 2842 38.60 43.42
PixelDefend 2334 5283 5542 64.14
AID-Purifier (Ours) 29.10 49.85 4476 62.70
PixelDefend + AID-Purifier (Ours) 42.67 6435 56.68 65.61

Table 2. Computational load: Purification time (i.e., inference
time) and training time of the adversarial purifiers. Purification
time was measured with batch size one. The reported values
were measured with a single RTX2080ti, except for the training
time of PixelDefend’s TinyImageNet that was measured with four
RTX2080ti’s due to the memory requirement.

SVHN CIFAR-10

CIFAR-100 TinylmageNet

Purification Training Purification Training Purification Training Purification Training
time time time time time time time time

(secfimg)  (min)

Defense-GAN 0.14 205 0.13 197 0.14 198 0.31 1385

PixelDefend 41.97 1185 4054 1056 40.96 1056 166.31 5131

AID-Purifier (Ours) 0.59 23 059 15 059 16 0.60 147

(secfimg)  (min)  (secfimg)  (min)  (secfimg)  (min)

most representative set of defense models. Implementation
details are described in Appendix A.

Robust accuracy: The robust accuracy results for SVHN
are shown in Table 1. Defense-GAN performs well as a
stand-alone, but its performance as an add-on is inferior
to the other purifiers. In fact, as an add-on, it usually un-
dermines the baseline performance for complex datasets
as shown in Appendix B. For this reason, Defense-GAN
is not investigated any further for the add-on performance.
When both of PixelDefend and AID-Purifier are utilized
together, however, they achieve 42.67% of robust accuracy
that is better than Madry or Zhang as a stand-alone. As an
add-on, the best performance is also achieved when both
are utilized together. This synergy is due to the diversity
between the two purifiers. While PixelDefend attempts to
purify an example by pushing it to a high pg4:, () region,
AID-Purifier is more adventurous because it is willing to
utilize out-of-distribution regions as well.

Computational load: We have measured the purification
time and training time of the purifiers, and the results are
shown in Table 2. For the purification time, both Defense-
GAN and AID-Purifier perform well but PixelDefend is
up to 277 times slower than AID-Purifier due to the pixel-
wise operation of PixelDefend. For the training time, AID-
Purifier is definitely faster than the other two purifiers.

Boosting performance as an add-on: As a deep dive,
we provide add-on experiment results for PixelDefend and
AID-Purifier in Table 3. Exhaustive results are provided in
Appendix C. The most important finding is that each of the
two adversarial purifiers provides a positive enhancement
for almost any individual combination of dataset and attack
method. To investigate if AID-Purifier can create a positive
synergy with purifiers other than PixelDefend, we have

Table 3. Robust accuracy: Experiment results of PixelDefend and
AID-Purifier are shown for the worst white-box attack.

Method SVHN CIFAR-10 CIFAR-100  TinyImageNet
Natural training 0.01 0.00 0.02 0.00
Madry 22.63 51.64 2542 20.79
Zhang 36.72 55.32 28.51 20.96
Lee 46.17 46.44 27.35 2691
Natural training + PixelDefend 23.34 29.41 20.78 0.66
Madry + PixelDefend 52.83 54.75 27.34 21.81
Zhang + PixelDefend 5542 56.68 30.61 2421
Lee + PixelDefend 64.14 51.83 30.82 29.81
Natural training + AID-Purifier (Ours) 29.10 1.35 1.72 0.61
Madry + AID-Purifier (Ours) 49.85 52.65 2771 21.23
Zhang + AID-Purifier (Ours) 44.76 56.05 30.58 24.33
Lee + AID-Purifier (Ours) 62.70 49.13 29.35 30.97
Natural training + PixelDefend + AID-Purifier (Ours) 42.67 35.82 23.89 2.62
Madry + PixelDefend + AID-Purifier (Ours) 64.35 55.07 28.70 21.81
Zhang + PixelDefend + AID-Purifier (Ours) 56.68 57.22 30.99 24.54
Lee + PixelDefend + AID-Purifier (Ours) 65.61 53.33 3243 30.56

carried out an extra experiment. For NRP, that is a type of
adversarial purifier and trains a conditional GAN to learn an
optimal input processing function, the experimental results
are shown in Table 9 of Appendix D and they are similar
to PixelDefend’s results. For the case of Defense-GAN, we
have tried using AID-Purifier together with Defense-GAN,
and we have found that the loss by Defense-GAN can be
mitigated by AID-Purifier as shown in Appendix G.

Additional experiments: We have performed auxiliary-
aware attack, a complete white-box attack where both of the
main classification network and the auxiliary network are
known to the attacker (Shi et al., 2021), as a strong adaptive
attack (Tramer et al., 2020) to show that the purification add-
on is robust to the attack as shown in Figure 4 in Appendix E.
Furthermore, we have investigated the influence of attack
hyperparameters, attack epsilon, and the number of attack
iterations for PGD attack as shown in Appendix J. We addi-
tionally investigate the sensitivities of the attack method, the
defense epsilon, and the number of iterations for training
discriminator. The results can be found in Appendix H and I.
Moreover, we show that the black-box attack is not effective
to AID-Purifier as shown in Table 10 of Appendix F. To
verify that the key features of AID-Purifier are effective,
we have performed ablation tests as shown in Table 15 of
Appendix K. All of the three key features are helpful for
enhancing the performance of AID-Purifier.

5. Conclusion

In this study, we have proposed AID-Purifier, a light aux-
iliary network for purifying adversarial examples. To the
best of our knowledge, AID-Purifier is the first successful
purification method that is based on a simple discrimina-
tor. It has a quite different characteristics from the previ-
ously known purifiers in terms of the purification objec-
tive, where a purified image ., is allowed to lie in an
out-of-distribution region. It can consistently boost the
performance of adversarially-trained networks, and it can
create synergies with other adversarial purifiers such as Pix-
elDefend and NRP. Whether adversarially-trained networks
should be always used with one or more adversarial purifiers
remains as an open question.



AID-Purifier: A Light Auxiliary Network for Boosting Adversarial Defense

References

Athalye, A., Carlini, N., and Wagner, D. Obfuscated
gradients give a false sense of security: Circumvent-
ing defenses to adversarial examples. arXiv preprint
arXiv:1802.00420, 2018.

Bell, A. J. and Sejnowski, T. J. An information-
maximization approach to blind separation and blind
deconvolution. Neural computation, 7(6):1129-1159,
1995.

Brakel, P. and Bengio, Y. Learning independent features
with adversarial nets for non-linear ica. arXiv preprint
arXiv:1710.05050, 2017.

Carlini, N. and Wagner, D. Towards evaluating the robust-
ness of neural networks. In 2017 IEEE symposium on
security and privacy (sp), pp. 39-57. IEEE, 2017.

Dong, Y., Liao, F,, Pang, T., Su, H., Zhu, J., Hu, X., and
Li, J. Boosting adversarial attacks with momentum. In
Proceedings of the IEEE conference on computer vision
and pattern recognition, pp. 9185-9193, 2018.

Gong, Z., Wang, W., and Ku, W.-S. Adversarial and clean
data are not twins. arXiv preprint arXiv:1704.04960,
2017.

Guo, C., Rana, M., Cisse, M., and Van Der Maaten, L.
Countering adversarial images using input transforma-
tions. arXiv preprint arXiv:1711.00117, 2017.

Hadsell, R., Chopra, S., and LeCun, Y. Dimensionality
reduction by learning an invariant mapping. In 2006
IEEE Computer Society Conference on Computer Vision
and Pattern Recognition (CVPR’06), volume 2, pp. 1735—
1742. IEEE, 2006.

Hjelm, R. D., Fedorov, A., Lavoie-Marchildon, S., Grewal,
K., Bachman, P., Trischler, A., and Bengio, Y. Learning
deep representations by mutual information estimation
and maximization. arXiv preprint arXiv:1808.06670,
2018.

Krizhevsky, A. and Hinton, G. Learning multiple layers of
features from tiny images. Master’s thesis, Department
of Computer Science, University of Toronto, 2009.

Le, Y. and Yang, X. Tiny imagenet visual recognition chal-
lenge. CS 231N, 7:7,2015.

Lee, S., Lee, H., and Yoon, S. Adversarial vertex mixup:
Toward better adversarially robust generalization. In Pro-
ceedings of the IEEE/CVF Conference on Computer Vi-
sion and Pattern Recognition, pp. 272-281, 2020.

Liao, F., Liang, M., Dong, Y., Pang, T., Hu, X., and Zhu, J.
Defense against adversarial attacks using high-level rep-
resentation guided denoiser. In Proceedings of the IEEE

Conference on Computer Vision and Pattern Recognition,
pp. 1778-1787, 2018.

Lin, M., Chen, Q., and Yan, S. Network in network. arXiv
preprint arXiv:1312.4400, 2013.

Linsker, R. Self-organization in a perceptual network. Com-
puter, 21(3):105-117, 1988.

Madry, A., Makelov, A., Schmidt, L., Tsipras, D., and
Vladu, A. Towards deep learning models resistant to
adversarial attacks. arXiv preprint arXiv:1706.06083,
2017.

McAllester, D. and Stratos, K. Formal limitations on the
measurement of mutual information. In International
Conference on Artificial Intelligence and Statistics, pp.
875-884. PMLR, 2020.

Meng, D. and Chen, H. Magnet: a two-pronged defense
against adversarial examples. In Proceedings of the 2017
ACM SIGSAC conference on computer and communica-
tions security, pp. 135-147, 2017.

Metzen, J. H., Genewein, T., Fischer, V., and Bischoff, B.
On detecting adversarial perturbations. In Proceedings
of 5th International Conference on Learning Represen-
tations (ICLR), 2017. URL https://arxiv.org/
abs/1702.04267.

Moosavi-Dezfooli, S.-M., Fawzi, A., and Frossard, P. Deep-
fool: a simple and accurate method to fool deep neural
networks. In Proceedings of the IEEE conference on
computer vision and pattern recognition, pp. 2574-2582,
2016.

Naseer, M., Khan, S., Hayat, M., Khan, F. S., and Porikli, F.
A self-supervised approach for adversarial robustness. In
Proceedings of the IEEE/CVF Conference on Computer
Vision and Pattern Recognition, pp. 262-271, 2020.

Netzer, Y., Wang, T., Coates, A., Bissacco, A., Wu,
B., and Ng, A. Y. Reading digits in natural
images with unsupervised feature learning. In
NIPS Workshop on Deep Learning and Unsuper-
vised Feature Learning 2011, 2011. URL http:
//ufldl.stanford.edu/housenumbers/
nips2011_housenumbers.pdf.

Rauber, J., Brendel, W., and Bethge, M. Foolbox: A python
toolbox to benchmark the robustness of machine learning
models. arXiv preprint arXiv:1707.04131, 2017.

Ravanelli, M. and Bengio, Y. Learning speaker repre-
sentations with mutual information. arXiv preprint
arXiv:1812.00271, 2018.


https://arxiv.org/abs/1702.04267
https://arxiv.org/abs/1702.04267
http://ufldl.stanford.edu/housenumbers/nips2011_housenumbers.pdf
http://ufldl.stanford.edu/housenumbers/nips2011_housenumbers.pdf
http://ufldl.stanford.edu/housenumbers/nips2011_housenumbers.pdf

AID-Purifier: A Light Auxiliary Network for Boosting Adversarial Defense

Samangouei, P., Kabkab, M., and Chellappa, R. Defense-
GAN: Protecting classifiers against adversarial attacks
using generative models. In International Conference
on Learning Representations, 2018. URL https://
openreview.net/forum?id=BkJ3ibb0-.

Shi, C., Holtz, C., and Mishne, G. Online adversarial
purification based on self-supervised learning. In In-
ternational Conference on Learning Representations,
2021. URL https://openreview.net/forum?
id=_1i3ASPpl2Ws.

Simonyan, K. and Zisserman, A. Very deep convolu-
tional networks for large-scale image recognition. arXiv
preprint arXiv:1409.1556, 2014.

Song, J. and Ermon, S. Understanding the limitations
of variational mutual information estimators. In In-
ternational Conference on Learning Representations,
2020. URL https://openreview.net/forum?
1d=B1x62TNtDS.

Song, Y., Kim, T., Nowozin, S., Ermon, S., and Kushman,
N. Pixeldefend: Leveraging generative models to un-
derstand and defend against adversarial examples. In
International Conference on Learning Representations,
2018. URL https://openreview.net/forum?
1d=rJUYGxbCW.

Szegedy, C., Zaremba, W., Sutskever, 1., Bruna, J., Erhan,
D., Goodfellow, ., and Fergus, R. Intriguing properties of
neural networks. arXiv preprint arXiv:1312.6199, 2013.

Szegedy, C., Vanhoucke, V., Ioffe, S., Shlens, J., and Wojna,
Z. Rethinking the inception architecture for computer vi-
sion. In Proceedings of the IEEE conference on computer
vision and pattern recognition, pp. 2818-2826, 2016.

Tramer, F., Carlini, N., Brendel, W., and Madry, A. On
adaptive attacks to adversarial example defenses. arXiv
preprint arXiv:2002.08347, 2020.

Velickovié, P., Fedus, W., Hamilton, W. L., Lio, P., Ben-
gio, Y., and Hjelm, R. D. Deep graph infomax. In
International Conference on Learning Representations,
2019. URL https://openreview.net/forum?
id=rk1lz9iAcKQ.

Xiao, C., Zhong, P., and Zheng, C. Enhancing adversarial
defense by k-winners-take-all. In International Confer-
ence on Learning Representations, 2020. URL https:
//openreview.net/forum?id=Skgvy64tvr.

Xie, C., Wu, Y., Maaten, L. v. d., Yuille, A. L., and He,
K. Feature denoising for improving adversarial robust-
ness. In Proceedings of the IEEE/CVF Conference on
Computer Vision and Pattern Recognition, pp. 501-509,
2019.

Zagoruyko, S. and Komodakis, N. Wide residual networks.
arXiv preprint arXiv:1605.07146, 2016.

Zhang, H., Cisse, M., Dauphin, Y. N., and Lopez-Paz,
D. mixup: Beyond empirical risk minimization. In
International Conference on Learning Representations,
2018. URL https://openreview.net/forum?
id=r1Ddpl-Rb.

Zhang, H., Yu, Y., Jiao, J., Xing, E., Ghaoui, L. E., and Jor-
dan, M. Theoretically principled trade-off between robust-
ness and accuracy. In Chaudhuri, K. and Salakhutdinov,
R. (eds.), Proceedings of the 36th International Confer-
ence on Machine Learning, volume 97 of Proceedings
of Machine Learning Research, pp. 7472-7482. PMLR,
09-15 Jun 2019. URL http://proceedings.mlr.
press/v97/zhangl9p.html.


https://openreview.net/forum?id=BkJ3ibb0-
https://openreview.net/forum?id=BkJ3ibb0-
https://openreview.net/forum?id=_i3ASPp12WS
https://openreview.net/forum?id=_i3ASPp12WS
https://openreview.net/forum?id=B1x62TNtDS
https://openreview.net/forum?id=B1x62TNtDS
https://openreview.net/forum?id=rJUYGxbCW
https://openreview.net/forum?id=rJUYGxbCW
https://openreview.net/forum?id=rklz9iAcKQ
https://openreview.net/forum?id=rklz9iAcKQ
https://openreview.net/forum?id=Skgvy64tvr
https://openreview.net/forum?id=Skgvy64tvr
https://openreview.net/forum?id=r1Ddp1-Rb
https://openreview.net/forum?id=r1Ddp1-Rb
http://proceedings.mlr.press/v97/zhang19p.html
http://proceedings.mlr.press/v97/zhang19p.html

AID-Purifier: A Light Auxiliary Network for Boosting Adversarial Defense

Supplementary materials for the paper

“AID-Purifier: A Light Auxiliary Network for
Boosting Adversarial Defense”

A. Experimental details

In this appendix, we provide the details of the experiments conducted in our study. We perform the experiments over four
datasets - SVHN (Netzer et al., 2011), CIFAR-10 (Krizhevsky & Hinton, 2009), CIFAR-100 (Krizhevsky & Hinton, 2009),
and TinyImageNet (Le & Yang, 2015). As in other studies (Madry et al., 2017; Zhang et al., 2019), we use a 10-widen
Wide-ResNet-34 (Zagoruyko & Komodakis, 2016) as the main classification network C (). For the white-box adversarial
attack, we consider PGD (Madry et al., 2017), C&W (Carlini & Wagner, 2017), DeepFool (DF) (Moosavi-Dezfooli et al.,
2016), and MIM (Dong et al., 2018).

A.1. Other adversarial purifiers

The purifiers used in this paper are:

* Defense-GAN (Samangouei et al. (2018), Apache License) : https://github.com/kabkabm/defensegan.

* PixelDefend (Song et al. (2018), MIT License) : https://github.com/microsoft/PixelDefend.

A.2. AID-Purifier : discriminator architecture

For training discriminator, we first apply global average pooling to fo. () and hpign (). Then, we pass the results to a
fully-connected network described below in Table 4. In the case of SVHN, we use three hidden layers instead of two.

Table 4. Discriminator architecture

Operation Size Activation Output
hiow — Linear 1024 ReLU

Linear 1024 ReLU Output 1
hhign — Linear 1024 RelLU

Linear 1024 ReLU Output 2
Concat (Output 1, Output 2) 2048

Linear 1024 ReLU

Linear 512 ReLU

Linear 1

Sigmoid 1

A.3. AID-Purifier : discriminator hyperparameters

Training hyperparameters: We train the network using SGD with learning rate 0.01, weight decay 2e—4, and momentum
0.9 for 1 epoch. We use v = 2 for SVHN and v = 1.5 for CIFAR-10, CIFAR-100, and TinyImageNet.

Purification hyperparameters: For SVHN, we use €p,,, = 12/255,a« = 3/255, N = 10. For CIFAR-10, we use
Epur = 8/255, ¢ = 2/255, N = 10. For CIFAR-100, we use €, = 16/255, « = 2/255, N = 20. For TinyImageNet, we
uSe pur = 8/255, v = 2/255, N = 20.

A.4. Attack hyperparameters

All attacks are evaluated under the /5 metric for C&W and the [, metric for the others. For SVHN, we use the perturbation
size 12/255 and the step size 2/255. For CIFAR-10, CIFAR-100, and TinyImageNet, we use the perturbation size 8/255 and
the step size 1/255. We use Foolbox (Rauber et al., 2017), a third-party toolbox for evaluating adversarial robustness. All
other parameters are set by Foolbox to be its default values.


https://github.com/kabkabm/defensegan
https://github.com/microsoft/PixelDefend
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B. Comparison with other purifiers on various datasets

We repeated the same experiment of Table 1 for CIFAR-10 (Table 5), CIFAR-100 (Table 6), and TinyImageNet (Table 7).

Table 5. Robust accuracy: stand-alone and add-on performances of adversarial purifiers are shown for the worst white-box attack.
CIFAR-10 dataset is evaluated below.

Stand-alone Add-on
Natural training Madry et al. (2017) Zhang et al. (2019) Lee et al. (2020)
No purification 0.00 51.64 55.32 46.44
Defense-GAN 11.68 18.29 17.99 17.63
PixelDefend 29.41 54.75 56.68 51.83
AID-Purifier 1.35 52.65 56.05 49.13
PixelDefend + AID-Purifier(Ours) 35.82 55.07 57.22 53.33

Table 6. Robust accuracy: stand-alone and add-on performances of adversarial purifiers are shown for the worst white-box attack.
CIFAR-100 dataset is evaluated below.

Stand-alone Add-on
Natural training Madry et al. (2017) Zhang et al. (2019) Lee et al. (2020)
No purification 0.02 25.42 28.51 27.35
Defense-GAN 1.16 3.36 3.78 3.67
PixelDefend 20.78 27.34 30.61 30.82
AID-Purifier 1.72 27.53 30.58 29.35
PixelDefend + AID-Purifier(Ours) 23.89 28.70 30.99 32.43

Table 7. Robust accuracy: stand-alone and add-on performances of adversarial purifiers are shown for the worst white-box attack.
TinyImageNet dataset is evaluated below.

Stand-alone Add-on
Natual training Madry et al. (2017) Zhang et al. (2019) Lee et al. (2020)
No purification 0.00 20.79 20.96 26.91
Defense-GAN 2.76 4.95 4.79 4.74
PixelDefend 0.66 21.81 24.21 29.81
AID-Purifier 0.61 21.23 24.33 30.97
PixelDefend + AID-Purifier(Ours) 2.62 21.81 24.54 30.56

C. Boosting performance as an add-on

We provide exhaustive add-on experiment results for PixelDefend and AID-Purifier in Table 8.

D. Boosting performance as an add-on to NRP

We provide exhaustive add-on experiment results for NRP (Neural Representation Purifier (Naseer et al., 2020)) and
AID-Purifier in Table 9. For the worst performance column, which can be interpreted as the overall conclusion for each
dataset, AID-Purifier boosts the robustness in most scenarios.
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Table 8. Robust accuracy: Exhaustive experiment results for PixelDefend and AID-Purifier are shown for SVHN, CIFAR-10, CIFAR-100,
and TinylmageNet datasets. As an add-on, each of PixelDefend and AID-Purifier provides a positive improvement for almost any
individual combination of dataset and attack method. By inspecting the worst performance column of each dataset, it can be observed
that PixelDefend+AID-Purifier achieves the best performance for three datasets and AID-Purifier achieves the best performance for
TinyImageNet, which is the most complex dataset in our experiments.

SVHN CIFAR-10

Method Clean PGD C&W DF MIM  Worst Clean PGD C&W DF MIM  Worst

Natural training 96.19  0.01 4498 0.57 0.04 0.01 95.44  0.00 298  0.01 0.00 0.00
Madry (Madry et al., 2017) 67.39 38.17 59.08 28.34 22.63 22.63 88.72 51.64 8475 5481 5245 51.64
Zhang (Zhang et al., 2019) 9498 36.72 93.61 62.15 4046 36.72 8449 5532 80.73 57.68 56.14 5532
Lee (Lee et al., 2020) 97.29 55.64 94.00 5245 46.17  46.17 90.46 46.44 86.41 54.14 4932 4644
Natural training + PixelDefend 88.46 3770 83.68 82.89 2334 2334 85.45 4041 82.13 8197 2941 29.41
Madry (Madry et al., 2017) + PixelDefend 7456 5283 72.66 7429 5577  52.83 8731 5475 85.63 7271 5488 5475
Zhang (Zhang et al., 2019) + PixelDefend 93.03 5542 91.73 90.30 58.14 5542 8341 56.68 81.61 6839 56.89 56.68
Lee (Lee et al., 2020) + PixelDefend 9403 64.14 9271 89.66 7392 64.14 89.01 51.83 8729 69.26 5329 51.83
Natural training + AID-Purifier (Ours) 7833 3725 67.62 67.83 29.10 29.10 87.84 2.15 7836 79.55 1.35 1.35
Madry (Madry et al., 2017) + AID-Purifier (Ours) 89.20 49.85 8898 87.63 5298  49.85 88.28 52.65 86.87 72.00 53.08 52.65
Zhang (Zhang et al., 2019) + AID-Purifier (Ours) 93.04 4573 91.78 8277 4476 4476 84.59 56.05 83.07 69.19 56.57 @ 56.05
Lee (Lee et al., 2020) + AID-Purifier (Ours) 9528 6270 94.00 8891 70.41 62.70 89.59 49.13 88.04 67.29 5124 49.13
Natural training + PixelDefend + AID-Purifier (Ours) 7132 4976 6744 6775 42,67  42.67 7627 4181 7325 7297 3582 3582
Madry et al. (2017) + PixelDefend + AID-Purifier (Ours) 88.71 6435 8839 8734 7227  64.35 86.66 55.07 8528 72.07 5510 @ 55.07
Zhang et al. (2019) + PixelDefend + AID-Purifier (Ours) 90.28 56.68 87.51 8435 5880  56.68 83.50 57.22 8206 69.75 57.67 57.22
Lee et al. (2020) + PixelDefend + AID-Purifier (Ours) 93.04 65.61 9144 89.07 7423  65.61 87.85 5333 86.34 69.67 5432 5333

CIFAR-100 TinyImageNet

Method Clean PGD C&W DF MIM  Worst Clean PGD C&W DF MIM  Worst

Natural training 78.17  0.02 323 0.04 0.05 0.02 6498 0.02 2091 0.00 0.31 0.00
Madry (Madry et al., 2017) 64.69 2542 57771 2677 2621 25.42 58.44 21.05 52.12 2079 21.64  20.79
Zhang (Zhang et al., 2019) 56.90 29.87 51.13 2851 30.29  28.51 50.28 24.11 4497 2096 2432  20.96
Lee (Lee et al., 2020) 7456 2735 6433 3396 30.13 27.35 65.09 2691 57.27 2652 2796 2691
Natural training + PixelDefend 61.19 2995 5823 5873 20.78  20.78 56.23 0.68 4535 5133 0.66 0.66
Madry (Madry et al., 2017) + PixelDefend 6290 2734 59.64 46.81 27.70 2734 57.65 21.81 5492 4101 2229 2181
Zhang (Zhang et al., 2019) + PixelDefend 5543 30.61 5254 4235 30.85 30.61 49.53 2421 4750 3559 2436 2421
Lee (Lee et al., 2020) + PixelDefend 69.87 30.82 67.75 5731 32.14  30.82 58.16 29.81 57.11 49.44 30.13  29.81
Natural training + AID-Purifier (Ours) 60.50 2.81 5345 55.62 1.72 1.72 5589  0.81 4524 51.11 0.61 0.61
Madry (Madry et al., 2017) + AID-Purifier (Ours) 61.25 2771 5927 4650 27.74 2771 58.58 21.23 5538 4153 21.84 21.23
Zhang (Zhang et al., 2019) + AID-Purifier (Ours) 5456 30.58 53.15 4335 30.68 30.58 50.23 2433 4749 3658 2443 2433
Lee (Lee et al., 2020) + AID-Purifier (Ours) 7155 2935 68.72 62.62 31.17 2935 63.52 31.03 59.32 55.87 30.97 30.97
Natural training + PixelDefend + AID-Purifier (Ours) 50.88 27.74 4879 49.01 23.89 2389 4926 434 43.16 45.76 2.62 2.62

Madry (Madry et al., 2017) + PixelDefend + AID-Purifier (Ours) 5895 2870 57.13 4526 28.75 28.70 5792 21.81 5523 4188 2219 21.81
Zhang (Zhang et al., 2019) + PixelDefend + AID-Purifier (Ours) 5293 3099 51.62 4248 31.18  30.99 49.76 2454 47.63 3692 2466 2454
Lee (Lee et al., 2020) + PixelDefend + AID-Purifier (Ours) 67.89 3243 66.06 5898 33.01 32.43 59.10 30.56 57.96 51.10 30.63  30.56

E. Auxiliary-aware attack

Following the approach in (Shi et al., 2021), we generate auxiliary-aware attack as

Tady < argmax Lo — - Lp, (1)
ZTadv EN ()

where ) is a trade-off parameter between the main cross entropy loss £ and the auxiliary (discriminator) loss £p. The
results are shown in Figure 4. Purification provides positive improvement for all the evaluated cases.
F. Black-box attack

We generate black-box adversarial examples using a pre-trained VGG19 network (Simonyan & Zisserman, 2014). PGD,
C&W, DF, and MIM attacks are used to evaluate black-box robustness on SVHN. We report only the worst black-box
accuracy in Table 10. For the case of Mardy, a large improvement is achieved.

G. Boosting performance of AID-Purifier as an add-on to the Defense-GAN

The robust accuracy results are shown in Table 11. Defense-GAN is actually harmful, but AID-Purifier can recover part of
the performance loss created by Defense-GAN.
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Table 9. Robust accuracy: exhaustive experiment results for NRP and AID-Purifier are shown for SVHN, CIFAR-10, CIFAR-100,
and TinyImageNet datasets. As an add-on, each of NRP and AID-Purifier provides a positive improvement for almost any individual
combination of dataset and attack method. By inspecting the worst performance column of each dataset, it can be observed that
NRP+-AID-Purifier achieves the best performance for two datasets, CIFAR-10 and CIFAR-100, and AID-Purifier achieves the best
performance for two datasets, SVHN and TinyImageNet. Results of stand-alone and add-on using AID-Purifier only are duplicated from
Table 3.

SVHN CIFAR-10

Method Clean PGD C&W DF MIM  Worst Clean PGD C&W DF MIM  Worst

Natural training 96.19  0.01 4498  0.57 0.04 0.01 95.44  0.00 298  0.01 0.00 0.00
Madry (Madry et al., 2017) 67.39 38.17 59.08 2834 22.63 22.63 88.72 51.64 8475 5481 5245 51.64
Zhang (Zhang et al., 2019) 9498 36.72 93.61 62.15 4046 36.72 8449 5532 80.73 57.68 56.14  55.32
Lee (Lee et al., 2020) 9729 55.64 94.00 5245 46.17 46.17 90.46 46.44 86.41 54.14 4932 4644
Natural training + NRP 88.42 3352 8044 77.81 19.70 19.70 7095 41.02 62.82 62.79 6.60 6.60
Madry (Madry et al., 2017) + NRP 8229 4954 81.05 8144 51.83 4954 86.08 44.02 84.06 70.69 5496 44.02
Zhang (Zhang et al., 2019) + NRP 93.00 5271 91.68 84.94 50.63 50.63 81.90 55.83 79.69 66.04 56.15  55.83
Lee (Lee et al., 2020) + NRP 9423 62.68 92.71 83.51 65.48 62.68 87.26 5298 85.60 69.02 5446 5298
Natural training + AID-Purifier (Ours) 7833 3725 67.62 67.83 29.10 29.10 87.84 2.15 7836 79.55 1.35 1.35
Madry (Madry et al., 2017) + AID-Purifier (Ours) 89.20 49.85 8898 87.63 5298  49.85 88.28 52.65 86.87 72.00 53.08 52.65
Zhang (Zhang et al., 2019) + AID-Purifier (Ours) 93.04 4573 91.78 8277 44776  44.76 84.59 56.05 83.07 69.19 56.57 56.05
Lee (Lee et al., 2020) + AID-Purifier (Ours) 9528 62.70 94.00 8891 70.41 62.70 89.59 49.13 88.04 67.29 5124 49.13
Natural training + NRP + AID-Purifier (Ours) 66.89 42.09 62.72 6259 36.02 36.02 66.38 40.58 61.04 60.86 20.46  20.46
Madry et al. (2017) + NRP + AID-Purifier (Ours) 8533 5359 84.62 83.16 5649  53.59 86.14 46.27 8453 70.69 5531  46.27
Zhang et al. (2019) + NRP + AID-Purifier (Ours) 87.02 5339 83.65 7359 50.27 50.27 82.22 56.63 81.03 6726 56.71  56.63
Lee et al. (2020) + NRP + AID-Purifier (Ours) 92.05 6197 90.35 8134 6522 6197 86.25 5392 8440 68.57 55.06 5392

CIFAR-100 TinyImageNet

Method Clean PGD C&W DF MIM  Worst Clean PGD C&W DF MIM  Worst

Natural training 78.17  0.02 323 0.04 0.05 0.02 6498 0.02 2091 0.00 0.31 0.00
Madry (Madry et al., 2017) 64.69 2542 5771 2677 26.21 25.42 58.44 2105 5212 2079 21.64  20.79
Zhang (Zhang et al., 2019) 5690 29.87 51.13 2851 30.29  28.51 5028 24.11 4497 2096 2432  20.96
Lee (Lee et al., 2020) 7456 2735 6433 3396 30.13 27.35 65.09 2691 57.27 2652 2796 2691
Natural training + NRP 40.25 623 3593 3645 5.85 5.85 4928 9.13 4341 4571 7.22 7.22
Madry (Madry et al., 2017) + NRP 61.49 2743 58.78 457 27.5 27.43 55.69 22.78 53.78 402 2324 2278
Zhang (Zhang et al., 2019) + NRP 5474 3025 52.58 4244  30.55 30.25 47.69 2398 45.80 3330 24.00 2398
Lee (Lee et al., 2020) + NRP 65.14 32.76 6341 5425 33.68 32.76 5538 29.75 54.52 47.25 3039  29.75
Natural training + AID-Purifier (Ours) 60.50 2.81 5345 55.62 1.72 1.72 55.89 0.81 4524 51.11 0.61 0.61
Madry (Madry et al., 2017) + AID-Purifier (Ours) 6125 27.71 5927 4650 27.74  27.71 58.58 21.23 5538 41.53 21.84 2123
Zhang (Zhang et al., 2019) + AID-Purifier (Ours) 5456 30.58 53.15 4335 30.68 30.58 5023 2433 4749 36.58 2443 2433
Lee (Lee et al., 2020) + AID-Purifier (Ours) 7155 2935 68.72 62.62 31.17 29.35 63.52 31.03 59.32 5587 3097 30.97
Natural training + NRP + AID-Purifier (Ours) 3759 13,53 35.15 3525 12.08 12.08 40.87 15.65 3745 3834 1296 12.96

Madry (Madry et al., 2017) + NRP + AID-Purifier (Ours) 59.17 2831 57.04 4597 28.68 2831 55.86 22.89 5397 40.78 2327  22.89
Zhang (Zhang et al., 2019) + NRP + AID-Purifier (Ours) 47.76 24.17 4595 33.63 2395 2395 47776 24.17 4595 33.63 2395 2395
Lee (Lee et al., 2020) + NRP + AID-Purifier (Ours) 64.73 32.86 6328 54.72 3349  32.86 58.07 30.70 56.73 50.01 30.94  30.70

H. Various attack methods for training discriminator D

When training the discriminator, the attack method for generating adversarial examples need to be decided. The sensitivity
study results are shown in Table 12 for SVHN dataset.

I. Defense epsilon and defense iteration

The robust accuracy results for SVHN are shown in Figure 5 and Table 13.

J. Attack epsilon and attack iteration

The robust accuracy results for SVHN are shown in Table 14.

K. Ablation study

To verify that the key features of AID-Purifier are effective, we have performed ablation tests. The results are shown in
Table 15. All of the three key features are helpful for enhancing the performance of AID-Purifier, where the choice of
training target and the choice of data augmentation scheme are crucial for AID-Purifier’s performance. Additionally, the
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Figure 4. Robust accuracy: robustness before (blue) and after (orange) purification are shown against auxiliary-aware PGD attacks.

Table 10. Robust accuracy: stand-alone and add-on performances of adversarial purifiers are shown for the worst black-box attack on
SVHN.

Worst black-box attack

Training method No purification ~ AID-Purifier (Ours)
Natural training 45.26 47.93
Madry (Madry et al., 2017) 62.52 80.74
Zhang (Zhang et al., 2019) 85.14 80.71
Lee (Lee et al., 2020) 79.94 79.69

ablation test results of the intermediate layers connected from C(z) to the discriminator D are presented in Table 16.
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Table 11. Robust accuracy. Experiment results for Defense-GAN and AID-Purifier are shown (SVHN under PGD attack; Madry is used to
train the main classification network).

PGD
No purification 38.17
Defense-GAN 28.59

Defense-GAN + AID-Purifier 32.29

Table 12. Attack method used at the time of training and the resulting robust accuracy (SVHN under PGD attack; Madry is used to train
the main classification network).

AID-Purifier PGD C&W DF Worst
PGD training (our work) 37.25 67.62 67.83 37.25
C&W training 1136 52.27 4573 11.36
DF training 0.39 7412 74.65 0.39
PGD + CW training 851 5477 48.85 8.51
PGD + DF training 1.16 68.01 69.74 1.16
CW + DF training 19.14 68.73 64.16 19.14
PGD + CW + DF training 873 67.83 6294 8.73
90
/s/’»k
80
— PGD
3 caw
© 70+ — DF
§ — MIM
# 0 Number of iterations ~ Madry+AID-Purifier
Sl 20 50.62
10 (our work) 49.85
40 5 49.26
4 48.95
000 002 004 006 008 010 0.12 2 46.68
Defense eps €
Table 13. Robust accuracy for Madry+AID-Purifier with re-
Figure 5. Robust accuracy for Madry+AID-Purifier is shown with spect to the variations in the number of iterations (SVHN under
respect to the variations in the defense epsilon (SVHN under PGD PGD attack; Madry is used to train the main classification net-
attack; Madry is used to train the main classification network). work).

Table 14. Robust accuracy: (SVHN under PGD attack; Madry is used to train the main classification network) (a) Performance of Madry
and Madry+AID-Purifier for varying the attack epsilon of PGD are shown for SVHN. (b) Performance of Madry and Madry+AID-Purifier
for varying the attack iteration of PGD are shown for SVHN.

Attack eps Madry Madry + AID-Purifier Madry Madry + AID-Purifier
1/255 57.29 88.20 40 (our work)  38.17 49.85
2/255 49.49 86.92 100 35.64 48.60
4/255 42.18 83.82 200 34.86 48.34
8/255 34.94 73.14
12/255 (our work)  38.17 49.85
16/255 22.28 28.62
32/255 1.27 1.59

(@) (b)
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Table 15. Ablation test results over the key features of AID-Purifier: The evaluations are over Madry, SVHN, and PGD. The baseline
performance of Madry without any add-on is 38.17%. (a) Number of intermediate layers connected from C(z) to the discriminator. (b)
Training targets. (c) Data augmentation method for training.

Augmentation  Accuracy (%)

Number of h A T A None 46.02
umber of h(x) ccuracy (%) argets ccuracy (%) AV 4773
1 48.93 Contrastive 44.87 Mixup 48.49
2 49.85 Clean vs. adv. 49.85 AVmixup 49.85

(2) Number of h(x) (b) Training targets (c) Data augmentation

Table 16. Ablation test of the intermediate layers connected from C'(x) to the discriminator (SVHN under PGD attack; Madry is used to
train the main classification network). 1st Conv denotes the output of the first convolution layer and n-th Block denotes the output of the
n-th residual block, where downsampling is performed. Check symbols indicate the connected layers. The best performing combination is
{10th block, 15th block}, but we have used {1st Conv, 15th block} in our main experiment.

Used intermediate representation Worst white-box attack
Number of h(z) 1IstConv 5SthBlock 10th Block 15th Block  AID-Purifier (Ours)
v 48.28
1 v 48.66
v 48.92
v 48.93
v v 44.43
v v 48.97
’ v v 49.85
v v 44.51
v v 45.77

v v 50.10




