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Abstract001

With the rapid progress of LLMs, high quality002
generative text has become widely available003
as a cover for text steganography. However,004
prevailing methods rely on hand-crafted or pre-005
specified strategies and struggle to balance ef-006
ficiency, imperceptibility, and security, partic-007
ularly at high embedding rates. Accordingly,008
we propose Auto-Stega, an agent-driven self-009
evolving framework that is the first to realize010
self-evolving steganographic strategies by au-011
tomatically discovering, composing, and adapt-012
ing strategies at inference time; the framework013
operates as a closed loop of generating, eval-014
uating, summarizing, and updating that con-015
tinually curates a structured strategy library016
and adapts across corpora, styles, and task con-017
straints. A decoding LLM recovers the infor-018
mation under the shared strategy. To handle019
high embedding rates, we introduce PC-DNTE,020
a plug-and-play algorithm that keeps sampling021
close to the base model’s conditional distribu-022
tion at high embedding rates, preserving im-023
perceptibility while enhancing security. Ex-024
perimental results demonstrate that at higher025
embedding rates, Auto-Stega achieves superior026
performance with a 42.2% reduction in nor-027
malized perplexity and a 1.2% improvement028
in anti-steganalysis performance over SOTA029
methods.030

1 Introduction031

Steganography is an information hiding technique032

that embeds secret information in cover media to033

enable covert communication (Liao et al., 2025;034

Meng et al., 2025; Zhang et al., 2025a). The fun-035

damental objectives of steganographic systems are036

characterized by three key metrics: the embedding037

rate, which quantifies the capacity of secret infor-038

mation that can be hidden; perceptual concealment,039

typically represented by the quality of the media af-040

ter information embedding (e.g., text quality or de-041

gree of image modification); and anti-steganalysis042
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Figure 1: The pipeline of Auto-Stega.

performance (Hu and Wang, 2025; Zhou et al., 043

2025b), which measures the capability to resist 044

machine detection. These correspond respectively 045

to core requirements of efficiency, imperceptibility, 046

and security. 047

By cover type, steganography can be categorized 048

into text steganography (Wang et al., 2025a,b; Wu 049

et al., 2024), image steganography (Zhou et al., 050

2025c; Cheng et al., 2025), audio steganography 051

(Li et al., 2025; Zhang et al., 2025b), and video 052

steganography (Meng et al., 2025). Among these, 053

text steganography has emerged as an active re- 054

search area in information security, driven by the 055

prevalence of text-based social communication. 056

Early text steganography was predominantly 057

based on manually designed content modifications, 058

such as synonym substitution (Li et al., 2019), and 059

spelling conversion (Shirali-Shahreza, 2008). Al- 060

though these rule-based schemes can remain se- 061

mantically unobtrusive, they usually provide a low 062

embedding rate and induce a distributional change 063

from natural text (Zhang et al., 2021), which com- 064

promises their resistance to machine detection and 065

leads to inadequate anti-steganalysis performance. 066

Recent advances in large language models 067

(LLMs) have made high-quality generative text 068

broadly accessible and controllable, creating new 069

opportunities for generative text steganography. 070

Generative steganography (Zhou et al., 2025c; 071

Peng et al., 2024) is a technique that embeds in- 072

formation by guiding probabilistic generative mod- 073

els during content synthesis. In text generation, 074
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it typically embeds bits by sampling steering to-075

kens within the model’s conditional probability076

distribution. Zhang et al. (Zhang et al., 2021)077

achieve information-theoretic alignment via equal078

mass dynamic binning but rely on numerically frag-079

ile reconstruction; Ding et al. (Ding et al., 2023)080

strengthen security with distribution copies and081

seed-based decoding at the cost of synchroniza-082

tion and latency; Wu et al. (Wu et al., 2024) re-083

duce shift using SVO and sentiment prompting,084

yet remain template and keyword dependent under085

domain shift. Taken together, these methods still086

rely on hand-crafted or pre-defined strategies and087

struggle to balance efficiency, imperceptibility, and088

security, especially under high embedding rates - a089

well-recognized challenge in the the steganography090

domain, known as the “trilemma.”091

To fundamentally address this trilemma and in-092

spired by cognitive science showing that creative093

solutions often emerge from coherently combining094

seemingly unrelated knowledge (Koestler, 1964;095

Benedek et al., 2012; Lee and Chung, 2024), we096

propose Auto-Stega, an agent-driven, self-evolving097

framework (as shown in Fig. 1) that is the first to re-098

alize self-evolving steganographic strategies by au-099

tomatically discovering, composing, and adapting100

strategies at inference time. The framework unifies101

strategy retrieval, stego text generation, calibrated102

multi-objective evaluation, and strategy summa-103

rization with library update in a closed-loop, con-104

tinually maintaining a searchable strategy library105

and coordinating efficiency, imperceptibility, and106

security across tasks. For high embedding rates,107

we also introduce PC-DNTE, an optional algorithm108

of our own design that integrates without chang-109

ing the overall operation. The contributions are as110

follows:111

• The first text steganography framework for112

self-evolving steganographic strategies. It113

performs automatic strategy discovery and114

adaptation, coordinating efficiency, impercep-115

tibility, and security through a closed loop116

comprising strategy retrieval, stego text gener-117

ation, evaluation, and library updating.118

• Lifelong evolving steganographic strategy.119

A summarizer LLM codifies successful strate-120

gies into structured, searchable entries; re-121

trieval based on score changes and subsequent122

reranking drive continual improvement and123

reliable transfer across corpora and task set-124

tings.125

• Plug-and-play high embedding rates map- 126

ping. We design PC-DNTE, an algorithm 127

that keeps sampling close to the base model’s 128

conditional distribution and aligns probability 129

mass at the bin level under high embedding 130

rates. 131

• Low-cost, requirement-oriented inference. 132

The pipeline runs entirely at inference time, 133

without the need for training, fine-tuning or 134

parameter access. It adapts to user defined re- 135

quirements, delivering superior performance 136

across various contexts. 137

2 Related Work 138

2.1 Large Language Models 139

LLMs are advanced neural networks trained on ex- 140

tensive text corpora, enabling them to generate and 141

comprehend natural language. These models have 142

been employed as task-specific data generators for 143

tabular data, relational triples and instruction data, 144

achieving reasonable zero-shot quality under sim- 145

ple class-conditional prompts (Chia et al., 2022; 146

Schick and Schütze, 2021). 147

Beyond data generation, LLMs are increas- 148

ingly framed as engines for scientific discovery 149

(Karpatne et al., 2025; Luo et al., 2025). Tool- 150

augmented, agentic systems illustrate this shift: 151

ChemCrow (M. Bran et al., 2024) links LLMs with 152

expert chemistry tools, and Co-scientist (Boiko 153

et al., 2023) automates experiment planning and 154

cloud lab execution. Recent work has also ex- 155

plored hypothesis discovery and evaluation through 156

systems like ResearchAgent (Baek et al., 2025) 157

and LiveIdeaBench (Ruan et al., 2024), which 158

propose and refine ideas based on literature and 159

single keyword prompts. Complementing these 160

trends, jailbreak studies (Liu et al., 2025; Zhou 161

et al., 2025a) demonstrate self-evolving jailbreak 162

strategies, where agents autonomously discover 163

and refine attacks over time. 164

2.2 Generative Text Steganography 165

Generative text steganography designs stegano- 166

graphic strategies that steer LLMs to select tokens 167

so as to embed secret information within natural 168

language. In this paradigm, a steganographic map- 169

ping associates bit strings with sampling decisions 170

inside the model conditional token distribution, 171

thereby controlling token selection by the LLM. 172

From a provable security perspective, Zhang et al. 173

(Zhang et al., 2021) propose Adaptive Dynamic 174
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Figure 2: The overall framework of Auto-Stega.

Grouping (ADG), which recursively groups vocab-175

ulary tokens to embed information while aligning176

with the base distribution under stated assumptions.177

Ding et al. (Ding et al., 2023) introduce "Distri-178

bution Copies" (Discop), a mapping designed to179

preserve the model’s original distribution during180

embedding. Wu et al. (Wu et al., 2024) implement181

a prompt based mapping that leverages interactions182

with LLM APIs to realize practical steganographic183

encoding. Despite these advances, current methods184

still face challenges in maintaining imperceptibility185

across high embedding rates and domains.186

3 Method187

Auto-Stega is an LLM-based text steganography188

framework that employs an agent-driven, self-189

evolving mechanism to continually update a strat-190

egy library and provide steganographic strategies191

tailored to the task. As shown in Fig. 2, the sys-192

tem consists of a sender and a receiver. On the193

sender side, a closed loop of "generation, evalu-194

ation, summarization, and update" operates. The195

web searcher retrieves up-to-date strategies accord-196

ing to task requirements and updates the library;197

the steganography LLM then generates stego text,198

and the evaluation module, via the scorer LLM,199

assigns scores on multiple metrics, including effi-200

ciency, imperceptibility, and security. The summa-201

rizer LLM writes structured strategy entries back202

to the library, thereby realizing continuous strat-203

egy evolution. On the receiver side, the decoding204

LLM accurately recovers the secret information205

according to the shared steganographic strategy.206

3.1 Web Searcher207

Starting from a library L of text steganography208

strategies, the web searcher uses extensible litera-209

ture retrieval and information extraction templates210

to mine recent work and convert candidate methods211

Notation Description
Tc Cover text
Ts Stego text
B Number of bins
S Score (scalar)
θ Fixed params of base AR LM
m Target bin index
ST Score threshold
R Evaluation response

Table 1: Notations

into executable entries. It evaluates each method 212

with standardized metrics, assigns recommended 213

scenarios, and compares it with existing entries; 214

candidates that exceed the threshold ST are admit- 215

ted to the lifelong evolving steganographic strategy 216

library. 217

3.2 Steganographic Generator and Evaluator 218

Given a request M , the system first filters candi- 219

date strategies using the “Applicable Scenarios” 220

field recorded in each library entry. It then per- 221

forms multi-objective ranking of candidates based 222

on evaluation metrics, selects the top-k strategies, 223

and uses steganography LLM to generate stego text. 224

The resulting outputs are assessed by the evalua- 225

tion module; if the predefined acceptance criteria 226

are not met, generation is re-initiated with the next 227

strategy in the ranked set, and the process iterates 228

until the stopping condition is satisfied. 229

The evaluation module, comprising the detection 230

LLM, which estimates the probability that a given 231

text is steganographic and provides explanatory ra- 232

tionales, and other components, applies predefined 233

criteria, including embedding rate, perplexity (PPL) 234

(Mikolov et al., 2010), and semantic similarity (SS). 235

The embedding rate (ER) can be computed as: 236

ER =
Nb

W
(1) 237

where Nb is the total number of bits in the embed- 238
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ded secret information, and W is the total number239

of words in the stego text. PPL is a common quan-240

titative measure in text generation, defined as:241

PPL = exp

(
− 1

Nw

Nw∑
i=1

log p(wi | w1, . . . , wi−1)

)
.

(2)242

where Nw is the length of the text, wi is the i-th243

token in text, and p(wi |w1, . . . , wi−1) is the prob-244

ability assigned by the language model to the i-th245

word given the preceding words. The scorer LLM246

then compares the response R and the score S pro-247

duced by the evaluation module against predefined248

criteria to determine whether the steganographic249

requirements are satisfied. Appendix A.6 gives the250

full formulation of the scoring function S.251

3.3 Strategy Library Construction252

The steganographic strategy library L is organized253

into two stages: warm-up and lifelong learning.254

In the warm-up stage, we execute a gener-255

ate–evaluate loop and log (Ts, R, S) for each re-256

quest. A summarizer LLM abstracts improvements257

between nearby or sampled records into structured258

strategy entries and writes them back to the library259

L after deduplication. Each entry stores motivation,260

implementation notes, and evaluation summaries.261

The library L is maintained as a key–value store262

whose keys κ are response embeddings for efficient263

retrieval. Admission is gated by thresholded scores264

ST , and operational details are given in Fig. 3.265

In the lifelong learning stage, given a request266

M and current L, the system retrieves and ranks267

candidate strategies, regenerates by evolving new268

strategies from existing entries in L when accep-269

tance criteria are not met, admits improved entries270

under the same threshold rule, and terminates when271

scores exceed preset thresholds or the iteration bud-272

get is reached. Under the same thresholding rule,273

strategy retrieval produces a ranked shortlist Γ and274

a selected set EFFECTIVE. Each candidate strat-275

egy γ ∈ Γ is evaluated with an overall score S(γ),276

and the accepted subset is277

A = {γ ∈ Γ : S(γ) ≥ ST }. (3)278

The selection rule is then279

γ⋆ = argmax
γ∈A

S(γ). (4)280

EFFECTIVE =


{γ⋆}, |A| = 1,

A, |A| > 1,

∅, |A| = 0.

(5)281

Algorithm 1 Strategy Retrieval and Shortlisting
Require: Request M ; library L (entry j with key κj ); shortlist size k
Ensure: Shortlist Γ
Functions: GE: generate and evaluate (outputs TS , R, S); EMB: embed R;

STS: stable similarity top-2k; MD: metric discrepancy vs. current metrics;
TOPK: pick k by criterion

1: (TS , R, S)← GE(M) // gen/eval
2: ER ← EMB(R) // embed
3: C ← STS(L,ER, 2k) // retrieve
4: for all j ∈ C do
5: dj ← MD(j, S) // score gap
6: end for
7: Γ← TOPK(C, {dj}, k) // shortlist
8: return Γ

When A ̸= ∅, the system proceeds with EF- 282

FECTIVE. A single accepted strategy is applied, 283

while multiple accepted strategies are assembled 284

to drive further evolution. Otherwise (A = ∅), 285

the shortlist is discarded and alternative discovery 286

is triggered. This rule turns observed gains into 287

reusable fragments and supports continual evolu- 288

tion. 289

3.4 Strategy Retrieval 290

Given a request M , the steganographic LLM and 291

the evaluator module produce a stego text, a re- 292

sponse, and an overall score S. We embed the 293

response R and retrieve the top-2k entries from L 294

by similarity to their keys κj , with stable determin- 295

istic tie resolution. The candidates are reranked 296

by metric discrepancy with the current metrics; the 297

best k form the shortlist Γ. Note that in the first 298

iteration, no response is available for retrieval ref- 299

erence. Thus the steganography LLM is prompted 300

without employing a steganographic strategy in the 301

first iteration. Algorithm 1 formalizes the retrieval 302

and selection procedure. 303

3.5 Plug-and-Play High Embedding Rates 304

Mapping 305

Prior heuristics such as top-p (nucleus) and locally 306

typical sampling shape the candidate set near the 307

model conditional distribution, improving fluency. 308

However, they lack control over token selection 309

that is calibrated for capacity and aware of the un- 310

derlying distribution: per-step capacity remains 311

uncalibrated, probability mass is unstructured, and 312

the mapping from bits to tokens is unstable as can- 313

didate diversity varies. Accordingly, we propose 314

PC-DNTE (Parity-Constrained Dynamic Nucleus- 315

Typical Encoder). 316

PC-DNTE is a training-free encoder. At each 317

step, it adapts p ∈ [pmin, pmax] to build a nucleus 318

set under pθ(· | ctx ∗ t) and applies a local typical- 319

ity filter. The remaining candidates are split into 320
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Figure 3: Steganographic strategy library construction: from warm-up to lifelong learning.

B = 32 equal-mass bins {Gm}31m=0. The bin in-321

dex is driven by payload bits and is approximately322

uniform. Since each Gm carries the same proba-323

bility mass under pθ(· | ctxt), the induced mass324

over bins aligns with the base distribution at the325

region level. With B = 32, a 5-bit index selects m,326

and one parity bit b∗ further filters tokens in Gm by327

a seed-conditioned parity, enabling deterministic328

decoding. If the filtered set is empty, p is increased329

and the step is retried; if it remains empty, a no-330

embed step is recorded, the bits are deferred, and331

argmaxy∈Gm pθ(y | ctxt) is emitted. Near sen-332

tence boundaries, a small log-odds boost to EOS333

and punctuation, together with a bounded closure334

routine, encourages well-formed breaks. This ad-335

justment only affects the next-step candidate set,336

so embedded bits are unchanged. Selection within337

a bin is greedy, so token-level preservation is not338

exact. The goal is to keep sampling close to the339

base conditional distribution while sustaining sta-340

ble capacity at high embedding rates (Algorithm341

2).342

3.6 Secret Information Extraction343

In the secret extraction module, when configured344

with the same steganographic strategy as the encod-345

ing side, the decoding LLM is able to accurately346

decode the embedded secret information.347

4 Experiment348

In this section, we evaluate the performance of349

Auto-Stega in terms of efficiency, imperceptibility,350

and security, as well as human evaluation. The de-351

tails of the experimental setup and result analysis352

are presented in the following subsections. Addi-353

tional implementation details and supplementary354

results are provided in the appendices. Appendix355

A.2 provides representative high scoring strategy356

entries, and Appendix A.3 provides the prompt357

Algorithm 2 PC-DNTE
Require: conditional pθ(· | ctx); ciphertext BITS; pmin, pmax ∈ (0, 1];

bins B=32; scorer TYP(·); seed SEED; closure ε; budget K; punctuation
set P

Ensure: stego text TS = (t1, . . . , tT )
Functions: ADAP: adapt p ∈ [pmin, pmax]; DYNNUC: nucleus under pθ

at p; LOCTYP: local typicality filter; EQM: split to B equal-mass bins;
READBITS: pop n bits; PH: seed-conditioned parity; INCP: enlarge p
up to pmax; NOEMB: record no-embed; QUEUEBITS: enqueue bits;
UPDCTX: update context; SBLIKELY: boundary test; BOOSTEOS: boost
P ; CLOSESTEPS: bounded closure

1: TS ← [ ]; t← 1
2: while NOTEOM(BITS) do
3: NO_EMB ← FALSE
4: p← ADAP(pmin, pmax, pθ(· | ctxt)) // adapt
5: Ct ← DYNNUC(pθ(· | ctxt), p); C′

t ←
LOCTYP(Ct, ctxt, TYP); {G0, . . . , G31} ← EQM(C′

t, B)

6: m← READBITS(BITS, 5); b∗ ← READBITS(BITS, 1)
7: S ← { y ∈ Gm : PH(y, ctxt, SEED) = b∗ }
8: if S = ∅ then
9: p′ ← INCP(p, pmax)
10: Ct ← DYNNUC(pθ(· | ctxt), p

′); C′
t ←

LOCTYP(Ct, ctxt, TYP); {G0, . . . , G31} ← EQM(C′
t, B)

11: S ← { y ∈ Gm : PH(y, ctxt, SEED) = b∗ }
12: end if
13: if S = ∅ then
14: NOEMB(); DEFBITS({m, b∗}) // enqueue bits
15: yt ← argmaxy∈Gm pθ(y | ctxt);
16: NO_EMB ← TRUE // fallback
17: else
18: yt ← argmaxy∈S pθ(y | ctxt) // greedy
19: end if
20: TS ← TS ∪ {yt}; ctxt+1 ← UPDCTX(ctxt, yt); t← t + 1
21: if SBLIKELY(ctxt, ε) ∨ NO_EMB then
22: BOOSTEOS(P, ε); CLOSESTEPS(ctxt, K) // reweight
23: end if
24: end while
25: return TS

templates for Auto-Stega. Appendix A.4 reports 358

ablation studies. Appendix A.5 introduces an addi- 359

tional anti-steganalysis experiment. 360

4.1 Experimental Setup 361

Datasets. We evaluated Auto-Stega in three pub- 362

lic corpora: the News Category Dataset (News) 363

(Misra, 2022), the Large Movie Review dataset 364

(Movie) (Maas et al., 2011), and Sentiment140 365

(Tweet) (Go et al., 2009). For quantitative compa- 366

rability, we use 12,300 News items (300 per cate- 367

gory across 41 categories), 20,000 Large Movie Re- 368

view entries, and 20,000 Sentiment140 tweets. The 369

combination spans domains, styles, and lengths, 370
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Methods News Movie Sentiment
ER↑ PPL∗↓ SS↑ ER↑ PPL∗↓ SS↑ ER↑ PPL∗↓ SS↑

ADG 4.99 8.58 0.40 5.44 5.39 0.45 5.22 0.53 0.39
Discop 4.62 0.70 0.58 4.94 0.62 0.58 5.41 0.94 0.48

LLM-Stega 5.94 0.46 0.61 4.63 0.28 0.61 7.90 0.80 0.58
Ours 5.97 0.01 0.63 5.69 0.04 0.62 8.14 0.84 0.60

Table 2: Experimental results of PPL∗ and SS under high embedding rates. ↑ higher is better, ↓ lower is better.

which allows us to assess efficiency, imperceptibil-371

ity, and security under cross-scenario distribution372

shifts while maintaining sufficient scale for reli-373

able estimation. Additional cross-lingual and cross-374

domain evaluation is provided in Appendix A.7 to375

assess generalization.376

Baselines. We compare Auto-Stega with three377

SOTA baselines, including ADG (Zhang et al.,378

2021), Discop (Ding et al., 2023), and LLM-Stega379

(Wu et al., 2024). To demonstrate that our method380

maintains strong performance across embedding381

capacities, we conduct experiments under both high382

embedding rates and low embedding rates settings383

and compare the stego text generated by different384

methods in each case.385

Hyperparameters. Evaluation was conducted386

in two stages. An initial warm up exploration was387

performed on 50 steganographic requests, running388

N = 150 iterations to build the initial strategy389

library. Using this library, the runtime lifelong390

learning phase was then executed: for each request391

in the experimental datasets, 5 iterations were car-392

ried out. A full steganography round is defined as393

generating stego text for a given cover text and com-394

pleting the evaluation. Unless otherwise stated, the395

maximum iteration budget was set at T = 150 and396

the stopping threshold to ST = 8.5 for each data397

instance. During evaluation, the strategy library398

was frozen and an additional stego generation pass399

was conducted on the three datasets. For plug-and-400

play mapping, pmin = 0.88 and pmax = 0.95 were401

used to obtain sufficient candidate tokens while402

suppressing low typicality tails, and GPT-2 was403

used to compute next-token probabilities. We use404

DEEPSEEK-V3.2 for the steganography, decoding,405

and scorer LLMs, and GPT-4O for the summarizer406

LLM.407

Efficiency. In the field of steganography, the408

embedding rate serves as a key evaluation metric to409

assess the efficiency of a method. In text steganog-410

raphy, the embedding rate is defined as the average411

number of secret bits embedded per word (bits per412

word, bpw), as shown in Formula 1. In PC-DNTE,413

Methods News Movie Sentiment
PPL∗↓ SS↑ PPL∗↓ SS↑ PPL∗↓ SS↑

ADG 9.26 0.45 5.92 0.49 0.39 0.38
Discop 0.90 0.60 0.88 0.59 0.99 0.44

LLM-Stega 0.03 0.64 0.11 0.67 0.94 0.58
Ours 0.01 0.66 0.08 0.72 0.86 0.65

Table 3: Experimental results of PPL∗ and SS at a low
embedding rate of 0.1 bpw.

the encoder operates at the token level, so capacity 414

is naturally parameterized as bits per token. In the 415

GPT-2 setup, this corresponds approximately to 416

1 bit/token ≈ 1.4 bit/word. 417

Imperceptibility. In text steganography, imper- 418

ceptibility is typically categorized into text quality 419

and statistical imperceptibility. Text quality cap- 420

tures human-perceived naturalness, including flu- 421

ency, coherence, and semantic fidelity relative to 422

the cover text. Statistical imperceptibility assesses 423

the distributional alignment with the cover. To- 424

gether, these facets provide a measure of whether a 425

method conceals information without degrading 426

readability or altering the underlying statistical 427

characteristics of the text. 428

(1) Text Quality. PPL and SS are commonly 429

used to evaluate the text quality of generated stego 430

text. In this experiment, we choose the GPT-2 431

model to calculate the PPL values of different 432

stego text. Prior work (Yang et al., 2018) indi- 433

cates that social media text exhibits substantial 434

stylistic variability, so human-written sentences 435

deviate widely from any single language model; 436

consequently, stego text whose PPL is closer to 437

that of human text is considered more secure. To 438

compare across corpora with different baseline per- 439

plexities, we use a normalized perplexity deviation, 440

PPL∗ =
|PPLstego−PPLcover|

PPLcover
where lower values in- 441

dicate better text quality. For the SS, we choose 442

the Sentence-bert (Reimers and Gurevych, 2019) 443

method and use the roberta-base-nli-mean-tokens 444

(Liu et al., 2019) model to extract sentence vectors, 445

to calculate the cosine similarity between the cover 446

text and the stego text. 447
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(2) Statistical Imperceptibility. Kullback-448

Leibler Divergence (KLD) serves as an evaluation449

metric to measure the statistical imperceptibility of450

steganographic algorithms by comparing the distri-451

bution of the generated stego text with the distribu-452

tion of the cover text. In our experiments, we adopt453

the KLD proposed by Zhang et al. (Zhang et al.,454

2021) to evaluate the statistical imperceptibility of455

the methods tested. It is formulated as follows:456

KLD(µx, σx, µy, σy) =
∑[

log
(
σy

σx

)
+

σ2
x+(µx−µy)2

2σ2
y

− 1
2

]
(6)457

Where µx and σx are the mean and standard de-458

viation of the cover text, while µy and σy represent459

those of the stego text.460

Security. Steganography and steganalysis are461

locked in an ongoing adversarial game. As462

such, anti-steganalysis performance serves as the463

paramount metric for evaluating the security of a464

steganographic algorithm. In this experiment, we465

leverage three advanced steganalysis methods, in-466

cluding SANet (Xue et al., 2024), BiLSTM-Dense467

(BD) (Yang et al., 2020), and Bert-FT (BF) (Peng468

et al., 2021). The results are reported in terms469

of steganalysis accuracy—defined as the rate of470

correctly identifying whether a given text contains471

hidden information—where values closer to 50%472

(equivalent to random guessing) indicate stronger473

anti-steganalysis performance.474

Human Evaluation. For the human evaluation,475

we focus on evaluating three key aspects of the476

generated texts: fluency, coherence, and relevance.477

Our human evaluation was conducted by five re-478

searchers who were not involved in the study, and479

each one holds a master’s degree. The evaluation480

process involved a mixed assessment sheet con-481

taining both generated stego and cover text; only482

stego text scores were selected for analysis. The483

researchers, unaware of the underlying algorithms,484

labels, or any other details, were tasked solely with485

assessing and scoring text quality. Each researcher486

independently rated the texts on a five-point scale487

(ranging from ’very poor’ to ’very good’). The488

higher evaluation score denotes the better gener-489

ated stego text.490

4.2 Results and Analysis491

(1) Efficiency and Imperceptibility. In generative492

text steganography, efficiency and imperceptibility493

are intrinsically linked: changes to the embedding494

rate (ER) modify sampling behavior and can mate-495

rially affect both text quality and statistical imper-496

Payload Methods News Movie Sentiment
KLD↓ KLD↓ KLD↓

Low

ADG 2.63 2.28 1.90
Discop 2.78 1.94 2.17

LLM-Stega 2.41 2.83 2.43
Ours 2.21 2.13 2.11

High

ADG 2.63 2.27 1.89
Discop 1.94 1.96 2.17

LLM-Stega 2.33 2.22 2.19
Ours 1.87 1.98 2.05

Table 4: The experimental results of the statistical im-
perceptibility under high and low embedding rates. The
best results are highlighted in bold red, and the second
bests are shown in red without bold. ↓ lower is better.

ceptibility. Accordingly, we analyze efficiency and 497

imperceptibility jointly in this section. 498

Text Quality. The experimental results for text 499

quality and ER are listed in Tables 2 and 3. Auto- 500

Stega achieves a higher ER while delivering supe- 501

rior performance. In our experiments, the average 502

PPL of cover sentences is 113.89 on the News cor- 503

pus, 111.12 on the Movie corpus, and 1224.79 on 504

the Tweet corpus. Auto-Stega achieves the high- 505

est SS across all datasets and attains the lowest 506

PPL∗ on News and Movie. On Tweet, the stego 507

text exhibit a slightly higher PPL∗; nevertheless, 508

Auto-Stega achieves a 42.2% relative reduction 509

compared with the SOTA baseline. To quantify 510

the robustness of the gains and assess statistical 511

significance, all methods were rerun with multiple 512

random seeds. For each corpus, paired t-tests were 513

conducted on sentence-level PPL∗. The tests indi- 514

cate that the improvements over the best baselines 515

are statistically significant. These corpus charac- 516

teristics highlight the importance of maintaining 517

stylistic consistency with the cover text, thereby im- 518

proving overall textual quality. Within Auto-Stega, 519

PC-DNTE treats text quality as an explicit objective 520

during generation and selection, thereby generating 521

high quality stego text. Qualitative steganographic 522

examples produced by the proposed method and 523

prior baselines are provided in Appendix A.1. 524

Statistical Imperceptibility. In this part, we com- 525

pute sentence-level KLD using distributions de- 526

rived from a pre-trained BERT encoder, comparing 527

the cover and stego sets. In our experiments, we 528

take the logarithm of the KLD values to facilitate 529

a clearer comparison of statistical imperceptibility 530

between algorithms. As shown in Table 4, under 531

both high and low embedding rates, Auto-Stega 532

achieves the lowest KLD on the News dataset, and 533

the second lowest KLD on the Movie and Tweet 534
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Figure 4: The results of the anti-steganalysis perfor-
mance across low and high embedding rates.

corpora. ADG (Zhang et al., 2021) performs well535

on tweets, whereas Discop (Ding et al., 2023) per-536

forms well on reviews, because their equiprobable537

grouping and distribution preserving sampling bet-538

ter match the peaked token distributions and for-539

mulaic phrasing characteristic of these datasets. In540

addition, our method can be configured to incor-541

porate sentiment conditioning or template-based542

generation, which can reduce KLD on these two543

corpora while preserving semantic fidelity.544

Taken together, these results demonstrate that545

Auto-Stega achieves the strongest overall imper-546

ceptibility across embedding rates, indicating that547

it maintains superior perceptual concealment even548

under high embedding rates and is well-suited for549

practical deployment in real-world applications.550

(2) Security. We used splits of 10,000 train-551

ing pairs, 1,000 validation pairs, and 1,000 test552

pairs, each pair containing a cover text and its553

corresponding stego text. Fig. 4 presents exper-554

imental results on anti-steganalysis performance555

across different embedding rates. The proposed556

method, Auto-stega, continues to exhibit superior557

performance across all metrics when compared to558

other steganography methods. Notably, Auto-Stega559

achieves SANet of 51.05%, BD of 49.65%, and BF560

of 52.35%, representing an average 1.2% reduction561

relative to the SOTA method. This improvement re-562

flects that, during iterative generation and selection,563

Auto-Stega explicitly evaluates anti-steganalysis564

performance and admits candidates that score bet-565

ter on this criterion, thereby producing stego text566

that is harder to detect. Overall, these results indi-567

cate that Auto-Stega achieves the strongest security568

among evaluated methods.569

(3) Human Evaluation. To further assess the570

effectiveness of the proposed Auto-Stega, we con-571

ducted a human evaluation, with detailed results572

ADG Discop LLM-stega Auto-stega
2.5

2.75

3

3.25

3.5

3.75

4

4.25

4.5

Sc
or
e

Fluency
Coherence
Relevance

Figure 5: The results of the human evaluation.

shown in Figure 5. Human ratings demonstrate that 573

Auto-Stega outperforms the three baseline meth- 574

ods, producing stego text that is more fluent, co- 575

herent, relevant, and more imperceptible. This 576

finding is particularly significant in the context 577

of text steganography, underscoring the potential 578

of Auto-Stega in applications where information 579

concealment is critical. Moreover, as shown in Ap- 580

pendix A.1, we randomly selected several examples 581

of stego text generated by Auto-Stega and the base- 582

lines for qualitative analysis. The results indicate 583

that Auto-Stega generates texts with high fluency, 584

grammatical correctness, and semantic coherence. 585

5 Conclusion 586

We presented Auto-Stega, an agent-driven, self- 587

evolving framework that discovers, composes, and 588

adapts steganographic strategies entirely at infer- 589

ence time. By continually curating a searchable 590

strategy library without retraining and by optionally 591

employing the plug-and-play PC-DNTE to keep 592

sampling close to the base model’s conditional dis- 593

tribution, the system supports higher embedding 594

rates while maintaining imperceptibility and se- 595

curity. To our knowledge, Auto-Stega is the first 596

text steganography framework in an LLM-agent 597

setting with self-evolving strategies. The results 598

suggest that this paradigm already captures part of 599

the potential of LLMs for steganography. As LLM 600

capabilities continue to improve, further gains in 601

steganographic performance are expected. Exper- 602

iments demonstrate a consistently superior trade- 603

off among efficiency, imperceptibility, and security 604

compared with SOTA baselines. Future work will 605

extend the framework to multilingual and multi- 606

modal covers, strengthen robustness against adap- 607

tive steganalyzers and noisy channels, and reduce 608

inference latency. 609
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Limitations610

While Auto-Stega achieves efficient covert text611

communication across diverse textual domains, it612

does not yet address multimodal settings in which613

information may be distributed across heteroge-614

neous cover media. As future work, we will extend615

Auto-Stega to multimodal steganography with mul-616

tiple covers by integrating modality aware gener-617

ators and evaluators with the strategy library, en-618

abling coordinated cover selection, adaptive embed-619

ding rate allocation, and cross modal redundancy.620

This extension is expected to substantially improve621

practical utility and covertness in real world de-622

ployments.623
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A Appendix815

A.1 Comparison of Steganographic Examples816

Generated by Proposed Method and817

Existing Methods.818

In this section, we analyze randomly sampled stego819

text generated by Auto-Stega and three baselines820

(ADG, Discop, and LLM-Stega). As shown in821

Table 5, texts from ADG and Discop frequently ex-822

hibit surface issues, such as awkward collocations,823

agreement errors, and missing function words, es-824

pecially near high entropy positions induced by825

their mappings. LLM-Stega generally maintains826

sentence level fluency, but shows intersentential827

drift and occasional semantic inconsistencies at828

higher embedding rates, reflecting template and829

keyword rigidity. In contrast, Auto-Stega produces830

texts that are fluent, syntactically well formed, and831

semantically consistent across sentences, while832

more closely matching the style of the source cor-833

pus (for example, concise headlines in News and834

an informal register in Tweets). Manual inspec-835

tion also finds fewer detectability cues, consistent836

with the smallest difference from cover perplexity837

observed in the experimental results. Overall, the838

results indicate that Auto-Stega yields more coher-839

ent and less detectable stego text than the compared840

methods.841

A.2 Evolution of Steganographic Strategies842

In this section, we present steganographic strategy843

entries from the library spanning a range of scores.844

Each entry follows a standardized schema com-845

prising Strategy, Definition, Technique, Applicable846

Scenarios, Characteristics, and Good Examples,847

where Good Examples include representative stego848

text with the corresponding metric scores. Across849

iterations, we observe a clear progression: early850

strategies yield limited embedding capacity, lower851

text quality, and weaker anti-steganalysis perfor-852

mance, whereas later strategies achieve higher em-853

bedding rate, better fluency and coherence, and854

improved statistical invisibility. The strategy evolu-855

tion process in Table 6 shows that Auto-Stega can856

autonomously develop effective strategies for text857

steganography, underscoring its practical value for858

covert communication. The evolution of stegano-859

graphic strategies is shown in Fig. 6; as the library860

is progressively updated, the generated stego text861

exhibits improved empirical performance.862

A.3 Full prompts for the Steganography LLM 863

and Summarizer LLM 864

In this section, we present the prompt templates 865

that operationalize the two core components of 866

Auto-Stega. The Summarizer LLM is prompted 867

to distill observed improvements into structured 868

strategy entries under strict output and safety con- 869

straints, as shown in Fig. 7. During the warm up 870

stage, the steganographic LLM embeds a given se- 871

cret into a cover subject to fluency and coherence 872

requirements, with controlled length variation and 873

avoidance of statistical artifacts, as shown in Fig. 874

8. During the lifelong learning stage, the generator 875

conditions on retrieved strategy headers, either a 876

single strategy or a composed set, and applies them 877

to produce candidates under the same quality re- 878

quirements, as shown in Fig. 9. These templates 879

standardize inputs and outputs across iterations, 880

enable compositional use of strategies, and sup- 881

port reliable extraction and consistent evaluation 882

throughout the Auto-Stega framework. 883

A.4 Ablation Experiment 884

To clarify the contribution of PC-DNTE versus 885

the self-evolving strategy library, an additional ab- 886

lation is conducted at the same high embedding 887

rate as in the main experiments: the Auto-Stega 888

framework and PC-DNTE are kept unchanged, the 889

strategy library is first evolved for three summa- 890

rization–update rounds and then frozen (no further 891

evolution), and stego texts are generated once from 892

this fixed, pre-evolved library. Under this setting, 893

PC-DNTE already achieves a strong trade-off be- 894

tween efficiency and imperceptibility and outper- 895

forms prior methods on most metrics. As shown in 896

Table 7, the average PPL∗ over the three datasets is 897

reduced by about 35% compared with the best pre- 898

vious method, while SS and KLD remain competi- 899

tive or better. These results suggest that PC-DNTE 900

accounts for most of the gains at high embedding 901

rates, delivering strong quality-efficiency trade-offs 902

even with a frozen, pre-evolved library. Using the 903

full Auto-Stega framework yields an additional im- 904

provement (about 7.8% in average PPL∗). 905

A.5 Anti-Steganalysis Performance 906

Evaluation 907

Auto-Stega is further evaluated with the linguistic 908

steganalysis network LS-CNN (LC) (Wen et al., 909

2019). The experimental settings are the same as 910

those in Section 4.2. In these experiments, LS- 911

11



CNN serves as an external detector and its binary912

detection accuracy on stego texts from each method913

is reported. An accuracy close to 0.5 indicates that914

the generated stego texts are nearly indistinguish-915

able from cover texts. As shown in Table 8, Auto-916

Stega attains accuracies closest to 0.5 on News,917

Movie, and Sentiment, indicating higher security.918

A.6 Full Formulation of the Scoring Function919

This appendix specifies the global scoring function920

S used in §3.2. Each criterion is mapped to a score921

s ∈ [1, 10], where larger is better. The final score922

is obtained by weighted aggregation.923

Perplexity closeness between cover and stego924

texts is quantified by925

cPPL = exp
(
−
∣∣log PPLstego − log PPLcover

∣∣),
sPPL = 1 + 9 cPPL.

(7)926

Semantic similarity is measured using the cosine927

similarity of Sentence-BERT embeddings,928

sSS = 1 + 9 · cos(stego, cover) + 1

2
. (8)929

Statistical imperceptibility is captured by the diver-930

gence term in §3.2 and mapped as931

sKLD =
10

1 + KLD
. (9)932

Anti-steganalysis performance is computed from933

an external detector output pdet (stego probability),934

sdet = 1 + 9 (1− pdet). (10)935

Capacity efficiency is represented by the embed-936

ding rate ER. Fixed thresholds 0 < τ1 < · · · < τ9937

define a monotone interval mapping,938

sER(ER) = 1 +
9∑

k=1

1[ER ≥ τk] , (11)939

which yields sER ∈ {1, . . . , 10}.940

The global score aggregates the metric scores by941

a weighted sum:942

S = wERsER + wPPLsPPL

+ wSSsSS + wKLDsKLD + wdetsdet,∑
m
wm = 1.

(10)943

The weights used in the experiments are944

wER = 0.15, wdet = 0.25,

wPPL = wSS = wKLD = 0.20.
(11)945

A.7 Cross-Lingual and Cross-Domain 946

Evaluation 947

Additional evaluation is conducted on cross- 948

domain and cross-lingual corpora to assess gen- 949

eralization. The testbed covers Arxiv (scientific ab- 950

stracts and metadata), an English Wikipedia dump, 951

and THUCNews (Chinese news articles). For each 952

corpus, Table 9 reports embedding rate (ER), nor- 953

malized PPL∗, SS, and KLD. Auto-Stega achieves 954

the highest ER and SS on all three corpora, while 955

keeping PPL∗ and KLD comparable to, or better 956

than, the strongest baselines. These results suggest 957

consistent performance across scientific, encyclo- 958

pedic, and news domains, as well as across English 959

and Chinese, with a favorable balance between ca- 960

pacity, efficiency, and imperceptibility. 961
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Methods Stego text example

ADG putting for me can eat me can go well

Discop

I’m a Ser, its well over 20 years old and I just started to play. And thats it :D
I’d be happy to give back to you please respond up till hour 30 More bugs I’m
sure around here there are no edit black on black bars? See below. As if it
wasn’t clear..in game this spreadsheet just explains what blocks are. Although
it didn’t make clear to me what kind of bones were I carrying. When you cast
it double kill yourself as if you. // “Do you want to... trust me?...” “No...
everyone IS right. I definitely agree, even just... wanting a girl you have never
known.” {K...center, cums, gesture one more time}......I trust your feelings,
you really have.” In other words it wasn’t a grown up. Shame.
DISCONTINUED // “Ah, Engh...huh. Thank you, am I right...?” “Yes. Your
Majesty, on behalf

LLM-Stega
Officials announce an exciting new team that promises to bring fresh talent
and enthusiasm to the entertainment industry.

Ours
The future might be ready: robots like computers in some scenarios would
rapidly replace humans.

Table 5: Stego text examples produced by different methods.

Strategy Core idea
(one sentence) Technique Scenarios Key traits Representative

stego excerpt Score

Thematic Domain
Diversification
with
Consistent
Transitional Enc

Combine semantic
preservation with light
rewriting to smooth
statistical signals and
reduce detectability
while balancing
capacity and
robustness (esp.
back-translation).

semantic

robustness;
low
detectability
(LLM)

semantic
preservation;
back-
translation
robust; hard
for detectors

“Quantum computing
will usher in a new
era . . . optimize
trading strategies by
processing market
data . . . ”

6.125

Domain-Specific
Semantic
Precision
with Transitional
Depth

Use domain-specific,
non-generic
elaborations with
consistent transitional
phrases; varied
transitions align with
encoded bits and
thematic depth to raise
naturalness and lower
detectability.

Context-
aware
semantic
embed-
ding

general

data-driven;
non-generic;
varied
transitions

“Moreover, the
implementation of
quantum-resistant
cryptographic
algorithms
necessitates
evaluation of
lattice-based
schemes . . . ”

7.625

Domain-Specific
Semantic Depth
with
Multi-Domain
Redundancy

Embed via consistent
transitions plus rich,
domain-adapted
elaborations across
multiple domains;
introduce
paragraph-level
redundancy to improve
error tolerance without
generic phrasing.

context-
aware
semantic
embed-
ding

general

data-driven;
semantic
depth;
redundancy;
low
detectability

“Moreover, in smart
grid management,
advanced metering
enables real-time
demand response . . .
enhancing grid
stability . . . ”

9.000

Table 6: Strategy evolution summary for stego text generation (concise view).
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Score 

Steganographic 

Strategy

Consequential Risk Amplification 

with Domain-Specific Urgency

Semantic Precision with Domain-

Specific Technical Precision and 

Contextual Adaptation

Moreover, the accelerating resource 

depletion in the energy sector 

threatens to destabilize national 

security within months, demanding 

immediate policy intervention.

Semantic Depth with Domain-

Specific Technical Elaboration 

and Contextual Precision

Moreover, in agriculture, altering 

precipitation patterns can lead to crop 

failures and soil degradation, while in 

urban infrastructure, it increases flood 

risks and damages transportation 

networks.

Moreover, the implementation of 

precision agriculture techniques, such 

as variable rate technology and soil 

moisture sensors, significantly 

enhances crop yield by optimizing 

resource allocation.

Stego Text

6.625 8.25 9.25

Steganographic 

Performance
Secret Information 

Extraction Error

1.Secret Information 

Extraction Succeeded

2.Steganographic 

Performance is  Limited

1.Secret Information 

Extraction Succeeded

2.High Embedding Rate

3. Strong imperceptibility

...

LV.UP

Lifelong Evolving Steganographic Strategy

Figure 6: Lifelong evolution of steganographic strategies.

Methods News Movie Sentiment
PPL∗ ↓ SS↑ KLD↓ PPL∗ ↓ SS↑ KLD↓ PPL∗ ↓ SS↑ KLD↓

ADG 8.13 0.42 2.61 8.51 0.43 2.27 0.52 0.40 1.90
Discop 0.70 0.59 1.93 8.61 0.58 1.95 0.95 0.49 2.18

LLM-Stega 0.45 0.62 2.33 0.28 0.61 2.23 0.80 0.59 2.20
Ours 0.02 0.64 1.87 0.06 0.62 1.97 0.88 0.61 2.01

Table 7: Results on News, Movie, and Sentiment. PPL∗ and KLD: lower is better; SS: higher is better.

Payload Methods Accuracy (%)

Low

ADG 52.05
Discop 51.90
LLM-Stega 52.35
Auto-Stega 51.47

High

ADG 53.96
Discop 53.05
LLM-Stega 53.35
Auto-Stega 51.67

Table 8: Steganalyzer accuracy (%) under low and high payloads. Values closer to 50 indicate better statistical
imperceptibility, and the closest-to-50 result in each payload setting is highlighted in bold.

Methods Arxiv Wiki THUCNews
ER↑ PPL∗ ↓ SS↑ KLD↓ ER↑ PPL∗ ↓ SS↑ KLD↓ ER↑ PPL∗ ↓ SS↑ KLD↓

ADG 3.17 0.96 0.49 2.31 3.44 3.50 0.51 2.03 6.16 2.11 0.75 2.77
Discop 4.94 0.59 0.62 1.94 4.19 0.60 0.59 1.93 5.05 0.94 0.70 2.94

LLM-Stega 5.68 2.11 0.49 2.37 5.72 0.51 0.61 2.31 7.05 0.92 0.81 2.51
Ours 6.30 0.71 0.63 1.81 6.42 0.47 0.64 1.91 8.91 0.84 0.86 2.11

Table 9: Results on Arxiv, Wiki, and THUCNews. ER and SS: higher is better; PPL∗ and KLD: lower is better.
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1 def strategy_summarizer_prompt():
2 return (
3 "You are a steganography strategy summarizer.\n"
4 "Think through the task step by step INTERNALLY and summarize your reasoning, but DO NOT reveal

your reasoning.\n"
5 "Output ONLY a valid JSON object and nothing else.\n"
6 "\n"
7 "When unsure or if required information is missing, return the empty JSON object: {}.\n"
8 "\n"
9 "=== Output contract ===\n"

10 "Return a JSON object with EXACTLY these keys in this order:\n"
11 " name (string),\n"
12 " definition (string),\n"
13 " technique (array of strings),\n"
14 " applicable_scenarios (array of strings),\n"
15 " characteristics (array of strings),\n"
16 " examples (array of objects with keys: stego_excerpt (string), overall_score (number), scores (

object)).\n"
17 "- Use double quotes for all strings; no trailing commas; UTF-8 text.\n"
18 "- Match the output language to the cover_text language if detectable; otherwise use English.\n"
19 "- Never include secrets or secret_bits_preview in the output; never echo raw secret bits.\n"
20 "\n"
21 "=== Internal step-by-step plan (do not expose) ===\n"
22 "1) Parse inputs (stego_text, cover_text, evaluation, used_strategies). Identify signals such as:

"
23 "equiprobable LM, acrostic AM, cover continuation, bin size, temperature, decoding hints, etc.\n"
24 "2) Draft a concise, distinctive NAME (<= 60 chars, Title Case). Prefer pattern: "
25 "’<Core Mechanism> + <Key Modifier> (optional params)’.\n"
26 "3) Write a 1-2 sentence DEFINITION that states mechanism (how), purpose (why), and limits (if

any).\n"
27 "4) TECHNIQUE: list concrete methods/ingredients (e.g., ’equiprobable token binning (bin=64)’, "
28 "’deterministic acrostic A-M->0/N-Z->1’, ’cover-conditioned continuation’, ’low-temp decoding’).\

n"
29 "5) APPLICABLE_SCENARIOS: list contexts where this strategy is appropriate (e.g., ’short social

posts’, "
30 "’news-style paragraphs’, ’low-detectability requirement’, ’receiver knows cover’).\n"
31 "6) CHARACTERISTICS: list crisp traits, mixing strengths/risks/requirements (e.g., ’capacity

approx 6 bpw’, "
32 "’good fluency under low temperature’, ’robustness limited by rephrasing’, ’needs shared cover’)

.\n"
33 "7) EXAMPLES: choose 1-3 short stego excerpts from stego_text (<= 240 chars each, no ellipsis if

avoidable). "
34 "For each example, set overall_score and scores using evaluation if available; otherwise make a

conservative estimate "
35 "from provided fields. Round numbers to one decimal and clamp to [0,10].\n"
36 "\n"
37 "=== Scoring normalization (internal) ===\n"
38 "- If evaluation provides per-dimension scores in [0,10], copy directly.\n"
39 "- If given probabilities (e.g., detection probability in [0,1]), map to score as (10 - 10*p),

rounded to one decimal.\n"
40 "- If only raw metrics exist (e.g., PPL), use any provided *_score fields; do NOT invent unseen

dimensions.\n"
41 "- If no usable signals exist for scoring, output the empty JSON object {}.\n"
42 "\n"
43 "=== Safety & formatting rules ===\n"
44 "- Do not include explanations, headings, or Markdown -- JSON only.\n"
45 "- Do not fabricate technical parameters that are not implied by inputs.\n"
46 "- Express the strategy unambiguously; given the stego_text and its corresponding strategy

description, the embedded secret bits can be decoded with 100% reliability.\n"
47 )

Figure 7: Prompts used by the Summarizer LLM in Auto-Stega.
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1 def base_generate_prompt(secret, cover_stub, method_line=""):
2 return f"""
3 System:
4 You are a professional text steganography expert. Your task is to embed a secret naturally into

carrier text.
5
6 User:
7 You are participating in a steganography research project. Your goal is to produce high-quality

stego text. Embed the given secret while keeping the text natural and fluent.
8
9 Requirements:

10 1) Secret bitstring to embed: {secret}
11 2) Carrier text: {cover_stub}
12 3) Keep the text natural and fluent; avoid statistical artifacts
13 4) Limit length change to within +/- 10% (if you write the carrier yourself, target 80-200 words)
14 5) You may use covert techniques such as synonym substitution, syntax restructuring, and context-

aware semantic embedding{method_line}
15
16 Core principles:
17 - Maintain semantic consistency and topical coherence
18 - Avoid suspicious anomalies (e.g., odd token/character distributions)
19 - Ensure the secret can be correctly extracted
20
21 Produce the stego text only, and wrap it between [START STEGO TEXT] and [END STEGO TEXT].
22 """

Figure 8: Prompts used by the Steganography LLM during the warm-up stage of Auto-Stega.
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1 def strategy_header_single(name, definition, technique, example):
2 return (
3 "Please use the following steganography strategy:\n"
4 f"Strategy Name: {name}\n"
5 f"Definition: {definition}\n"
6 f"Technique: {technique}\n"
7 f"Example: {example}"
8 )
9

10 def strategy_header_multi(items):
11 # items: list of dicts with keys: Strategy, Technique, Definition
12 lines = []
13 for s in items:
14 lines.append(
15 f"- {s.get(’Strategy’,’unknown’)} ({s.get(’Technique’,’unknown’)})\n"
16 f" Definition: {s.get(’Definition’,’’)}"
17 )
18 return "Please combine the following strategies:\n" + "\n".join(lines)
19
20 def with_strategy_prompt(secret, cover_stub, strategies_desc, method_line=""):
21 return f"""
22 System:
23 You are a professional text steganography expert. Apply the specified strategies to embed the

secret.
24
25 User:
26 You are participating in a steganography research project. Apply the specified strategy/

strategies to produce stego text.
27
28 {strategies_desc}
29
30 Requirements:
31 1) Secret bitstring to embed: {secret}
32 2) Carrier text: {cover_stub}
33 3) Keep the text natural, coherent, and statistically unremarkable
34 4) Strictly apply the specified strategy/strategies for embedding{method_line}
35
36 Produce the stego text only, and wrap it between [START STEGO TEXT] and [END STEGO TEXT].
37 """

Figure 9: Prompts used by the Steganography LLM during the lifelong learning stage of Auto-Stega.

17


	Introduction
	Related Work
	Large Language Models
	Generative Text Steganography

	Method
	Web Searcher
	Steganographic Generator and Evaluator
	Strategy Library Construction
	Strategy Retrieval
	Plug-and-Play High Embedding Rates Mapping
	Secret Information Extraction

	Experiment
	Experimental Setup
	Results and Analysis

	Conclusion
	Appendix
	Comparison of Steganographic Examples Generated by Proposed Method and Existing Methods.
	Evolution of Steganographic Strategies
	Full prompts for the Steganography LLM and Summarizer LLM
	Ablation Experiment
	Anti-Steganalysis Performance Evaluation
	Full Formulation of the Scoring Function
	Cross-Lingual and Cross-Domain Evaluation


