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Abstract

As large language models (LLMs) are increas-
ingly deployed for text generation, watermark-
ing has become essential for authorship at-
tribution, intellectual property protection, and
misuse detection. While existing watermark-
ing methods perform well in high-resource
languages, their robustness in low-resource
languages remains underexplored. This work
presents the first systematic evaluation of
state-of-the-art text watermarking methods:
KGW, Exponential Sampling (EXP), and Wa-
terfall, for Bangla LLM text generation under
cross-lingual round-trip translation (RTT) at-
tacks. Under benign conditions, KGW and
EXP achieve high detection accuracy (>83%)
with negligible perplexity and ROUGE degra-
dation. However, RTT causes detection ac-
curacy to collapse below RTT causes detec-
tion accuracy to collapse to 9-13%, indicat-
ing a fundamental failure of token-level wa-
termarking. To address this, we propose a
layered watermarking strategy that combines
embedding-time and post-generation water-
marks. Experimental results show that lay-
ered watermarking improves post-RTT detec-
tion accuracy by 25-35%, achieving 40-50%
accuracy, representing a 3x to 4x relative im-
provement over single-layer methods, at the
cost of controlled semantic degradation. Our
findings quantify the robustness-quality trade-
off in multilingual watermarking and establish
layered watermarking as a practical, training-
free solution for low-resource languages such
as Bangla. Our code and data will be made
public.

1 Introduction

Large language models (LLMs) are now widely
deployed across creative writing, education, jour-
nalism, and automated decision-making systems.
As their adoption accelerates, concerns surround-
ing authorship attribution, intellectual property
(IP) protection, content provenance, and the de-
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Figure 1: Overview of the proposed layered water-
marking framework for Bangla LLMs.

tection of Al-generated text have become increas-
ingly urgent (Brown et al.,, 2020; Yang et al.,
2023). Text watermarking has emerged as a
promising solution by embedding imperceptible
yet statistically verifiable signals directly into gen-
erated text, enabling post hoc verification without
relying on external classifiers or privileged model
access (He et al., 2022; Zhang et al., 2018). Un-
like standalone detectors, watermarking integrates
attribution mechanisms into the generation pro-
cess itself, supporting scalable and deployment-
friendly safeguards for responsible Al use.

Recent embedding-time watermarking meth-
ods, such as KGW soft token biasing (Kirchen-
bauer et al., 2023) and Exponential Sam-
pling (EXP) (Kuditipudi et al., 2023), have
demonstrated strong detectability, minimal flu-
ency degradation, and practical deployability in
English-language models.  Training-free post-
generation frameworks such as Waterfall fur-
ther extend watermarking capabilities through
scalable perturbation-based provenance encoding
(Lau et al., 2024). However, despite these ad-
vances, the robustness of existing watermark-
ing techniques in low-resource languages remains
largely unverified (Venkatakrishnan et al., 2023a).
This gap is particularly concerning given the lin-
guistic diversity of real-world deployments, where
English-centric assumptions often fail to hold.

Bangla, being the 7th most spoken language in



the world with over 280 million speakers,' exem-
plifies the challenges faced by watermarking sys-
tems in low-resource settings. The language ex-
hibits rich morphology (Kabir et al., 2023), flex-
ible word order, frequent compounding, and non-
Latin script characteristics (Hasan et al., 2020; Ze-
hady et al., 2024). These properties complicate
the direct transfer of watermarking methods de-
veloped for English, many of which implicitly as-
sume lexical stability and relatively rigid syntac-
tic structure. As a result, watermark signals em-
bedded at the token level are especially vulnerable
to transformations that preserve semantics while
substantially altering surface form across linguis-
tic contexts.

Cross-lingual paraphrasing via round-trip trans-
lation (RTT) has emerged as a realistic and effec-
tive text laundering attack against watermarking
systems (He et al., 2024; Fu et al., 2024). RTT
induces extensive lexical substitution, syntactic
reordering, and morphological variation while
largely preserving meaning, posing a structural
challenge to token-based watermarking schemes.
Although recent work has begun to examine wa-
termark survivability under translation, existing
studies overwhelmingly focus on high-resource
languages and Latin scripts. To date, there has
been no systematic analysis of how modern water-
marking techniques behave under RTT in Bangla
LLMs, nor clear guidance on how such failures
might be mitigated without retraining models or
introducing language-specific resources.

In this work, we address this gap through a com-
prehensive empirical study of watermarking ro-
bustness in Bangla LLM text generation. Specifi-
cally, we make the following contributions:

e We present the first comprehensive assess-
ment of embedding-time watermarking tech-
niques—KGW and Exponential Sampling
(EXP)—for Bangla LLM text generation,
evaluating their robustness under cross-lingual
round-trip translation (RTT) attacks across
varying generation lengths.

e Qur results show that although token-level
watermarking performs strongly under nor-
mal conditions, its detectability drastically de-
clines under RTT, exposing a key vulnerability
in low-resource and multilingual contexts.

e We introduce a double-layer watermarking
approach that combines embedding-time wa-
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termarks with an additional post-generation
layer, creating an independent statistical signal
that enhances resilience against cross-lingual
transformations.

2 Related Work

Text watermarking for language models built upon
a broader lineage of digital watermarking tech-
niques originally developed for images, audio,
and multimedia content (Dixit and Dixit, 2017).
Early approaches to text watermarking primarily
focused on discriminative or model-level meth-
ods, embedding identifiable signals within classi-
fier outputs, internal representations, or model pa-
rameters to enable ownership verification and mis-
use detection (Zhang et al., 2018). With the emer-
gence of large-scale generative language mod-
els, research attention shifted toward embedding-
time watermarking, where signals were injected
directly during the text generation process, en-
abling attribution without requiring access to in-
ternal model states.

A prominent class of embedding-time water-
marking methods operated by subtly biasing token
selection during decoding. Kirchenbauer et al. in-
troduced the KGW framework, which partitioned
the vocabulary into pseudorandom green and red
lists and biased sampling toward the green list to
create a statistically detectable signal (Kirchen-
bauer et al., 2023). This approach was model-
agnostic, did not require retraining, and achieved
near-perfect detectability under benign conditions
using simple hypothesis testing. Subsequent work
extended this paradigm through Christ-style and
entropy-aware variants, improving imperceptibil-
ity while maintaining strong detection guarantees.
However, these methods fundamentally relied on
surface-level token statistics, making them vulner-
able to paraphrasing, rewriting, and translation-
based adversarial attacks.

Exponential Sampling (EXP) addressed some
limitations of token biasing by embedding wa-
termarks through distortion-free sampling from
an exponential distribution, preserving the origi-
nal output distribution while enabling reliable de-
tection (Kuditipudi et al., 2023). EXP demon-
strated improved robustness to token edits and re-
quired fewer tokens for detection compared to in-
verse transform sampling. However, its effec-
tiveness was limited in low-entropy contexts and
during cross-lingual transformations, where main-
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taining semantics often involved significant lexical
changes. Like KGW, EXP relied on the relative
stability of token distributions, an assumption that
became less valid in multilingual or heavily para-
phrased scenarios.

Beyond token-level approaches, semantic and
invariant watermarking methods aimed to improve
robustness by operating at higher representational
levels. Techniques such as SemaMark embedded
watermarks through controlled synonym substitu-
tion and paraphrasing, increasing resilience to lex-
ical variation (Ren et al., 2024). Other seman-
tic approaches leveraged sentence embeddings,
locality-sensitive hashing, or invariant feature ex-
traction to enforce watermark persistence under
rewriting and paraphrase attacks (Liu et al., 2024;
Yoo et al., 2023). While effective in controlled
settings, these methods relied on additional mod-
els or resources, limiting their practicality for low-
resource languages and large-scale use.

More recently, training-free, post-generation
watermarking frameworks were proposed to im-
prove scalability and robustness without mod-
ifying the underlying language model. Wa-
terfall represented a notable example, apply-
ing vocabulary permutation and orthogonal per-
turbations—such as Fourier-based transforma-
tions—to embed multi-bit watermarks after gen-
eration (Lau et al., 2024). This design enabled
scalable provenance tracking and improved ro-
bustness to paraphrasing and rewriting by pow-
erful LLMs. However, because Waterfall op-
erated independently of the generation process,
it could perturb token-level statistics relied upon
by embedding-time detectors and might introduce
quality degradation, particularly for short or style-
sensitive text.

Despite these advances, most existing studies
evaluated watermarking techniques primarily in
high-resource languages, with English dominating
experimental benchmarks (Venkatakrishnan et al.,
2023a). The interaction between watermarking
and linguistic properties such as rich morphology,
flexible syntax, and non-Latin scripts remained
underexplored. In particular, the impact of cross-
lingual round-trip translation (RTT)—a realis-
tic and effective text laundering attack—received
limited attention outside high-resource settings
(He et al., 2024; Fu et al., 2024). There was no
systematic analysis of how modern embedding-
time and post-generation watermarking methods
behaved under RTT in low-resource languages like

Bangla.

Our work presents a thorough evaluation of
token-level and post-generation watermarking
techniques for Bangla LLM text generation un-
der RTT attacks. We show that combining a
post-generation watermark with an embedding-
time watermark creates an orthogonal statistical
signal that enhances robustness under RTT while
maintaining controlled text quality. This layered,
training-free approach provides an effective and
practical framework for robust watermarking in
multilingual and low-resource settings.

3 Methodology

As illustrated in Figure 2, we evaluate the robust-
ness of text watermarking algorithms for Bangla
LLM generation under cross-lingual round-trip
translation (RTT) attacks, a known failure mode
for token-level watermarking schemes.  Our
methodology follows an end-to-end experimen-
tal pipeline, comprising watermark embedding
during text generation, adversarial RTT trans-
formation, and post-hoc watermark detection,
all conducted under strict black-box assump-
tions without access to model internals during at-
tack or detection. We examine two embedding-
time watermarking techniques—KGW soft bi-
asing (Kirchenbauer et al., 2023) and Exponen-
tial Sampling (EXP) (Kuditipudi et al., 2023)—
as well as a post-generation watermarking frame-
work, Waterfall (Lau et al., 2024). Building on
these components, we further explore a layered
watermarking strategy that combines embedding-
time and post-generation watermarks to compre-
hensively assess detectability, robustness, and text
quality under adversarial cross-lingual transfor-
mations.

3.1 Embedding-Time Watermarking for
Bangla Text Generation

As aforementioned, we apply embedding-time
watermarking during decoding using two state-of-
the-art techniques: KGW soft biasing and Expo-
nential Sampling (EXP). Both approaches embed
statistically detectable signals into generated text
without necessitating model retraining. KGW par-
titions the vocabulary into pseudorandom green
and red lists at each decoding step and applies a
small positive bias to green-list tokens, increasing
their sampling probability while preserving flu-
ency. EXP embeds watermarks by sampling from
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Figure 2: High-level workflow of the watermarking, RTT attack, and detection pipeline.

an exponential distribution that implicitly favors a
designated token subset, enabling distortion-free
watermarking without modifying the logits.

Experiments are conducted using an
instruction-tuned Bangla LLaMA-3-8B model
(Zehady et al., 2024). Prompts are sampled
from a filtered subset of the Bangla-Alpaca
Orca dataset, yielding a total of 500 evaluation
prompts. For each prompt, watermarked outputs
are generated at three decoding lengths, denoted
by L € {100,150,200}. This setup yields
six single-layer watermarking configurations,
defined by the Cartesian product of watermarking
methods M = {KGW, EXP} and generation
lengths L. Watermarking is implemented through
customized sampling wrappers integrated into the
generate” function. Hyperparameters, including
the green-list ratio () and the bias strength (9),
are selected to balance watermark detectability
and output fluency.

3.2 Round-Trip Translation Attack

To evaluate robustness under realistic cross-
lingual paraphrasing attacks, we subject all gen-
erated outputs to a Bangla — English — Bangla
round-trip translation process. Translation is per-
formed using the BanglaNMT model® by Hasan
et al. (2020), which provides strong performance
in both directions. The RTT process preserves the
semantic content while inducing substantial lexi-
cal as well as syntactic variation, realistically sim-
ulating a black-box adversary attempting to re-
move or weaken watermark signals through cross-
lingual transformation.

*From the Hugging Face transformers library, used for
local text generation.
3c:sebuetnlp/banglatS_nmt_en_bn

3.3 Post-Generation and Layered
Watermarking

To study whether watermark robustness can be im-
proved without retraining or modifying the gen-
erator, we apply a second, post-generation water-
mark using the Waterfall framework (Lau et al.,
2024).  Waterfall embeds provenance signals
by applying vocabulary partitioning and distribu-
tional perturbations to already generated text.
Layered watermarking is applied to outputs pre-
viously watermarked using KGW or EXP, yielding
doubly watermarked text. These outputs are sub-
sequently subjected to RTT to evaluate watermark
survivability under layered embedding.

3.4 Detection and Evaluation Metrics

Watermark detection is performed independently
on both original and RTT-transformed outputs
using the specific algorithms for each method.
Specifically, KGW employs a Z-test over green-
list token proportions, EXP compares log-
likelihoods under exponential resampling distri-
butions, and Waterfall uses statistical scoring
based on token-group partitioning and distribu-
tional skew. We evaluate watermark performance
and text quality using the following metrics:

e Detection Accuracy: Proportion of samples
correctly identified as watermarked.

e ROUGE-1/2/L: Lexical and structural simi-
larity between original and transformed text.

e Perplexity: Fluency degradation relative to
unwatermarked baselines.

4 Experiments

This section presents an empirical evaluation of
embedding-time and layered watermarking meth-
ods for Bangla LL.M-generated text. We evaluate
watermark detectability, robustness under round-



Table 1: Example prompt and generated Bangla outputs under single-layer watermarking.

Field Text

Prompt JIENCT* FCACIZAD CAIPIER ANCHFA TACF e |

Watermarked ~ Output | QISEITHTH ST SIZAFT (NIFIREAR SLFAT AIPIEL AITSCES NS A

(KGW) LI FACS AL IR I G0 Yerere @ TR Al A9 N e
(|

Watermarked ~ Output | JIENTACH IR SIZAPT (NI LLANGE FAISIAA NSO Nl A

(EXP) LI FACS AL 92 I G0 Yesrere @ Ty Al Mg Frars
Q|

Unwatermarked Output | S Siff] ST ANEF vag IIZ FACE, 68 W @I 75 A R
A (FIMST-3 @ A R [Tl ©f THITS A | Feaereaer [ew
My e 2o, AR T, TGS 1R @R ST Abod F9
oy fafen I3 (ew TER |

trip translation (RTT) attacks, and the impact of
watermarking on fluency and semantic preserva-
tion. All experiments are conducted under strict
black-box assumptions, with no access to model
internals, token-level probabilities, or watermark-
ing keys during generation, attack, or detection.

4.1 Single-Layer Watermarking under
Benign Conditions

Table 2: Comparative Evaluation of single layer KGW
and EXP Watermarking Methods

Criteria KGW EXP

Detection Accuracy 0.885 0.912
Avg. Watermarked Perplexity 2.309 2.0295
Avg. Unwatermarked Perplexity | 2.1616 | 2.1368
ROUGE-1 0.3671 | 0.3854
ROUGE-2 0.3039 | 0.3207
ROUGE-L 0.3601 | 0.3784
Robustness to RTT 0.09 0.13

We first evaluate single-layer embedding-time
watermarking using KGW and Exponential Sam-
pling (EXP) without adversarial transformations.
As reported in the Tables 1 and 2, both meth-
ods achieve consistently high detection accuracy
across all evaluated sequence lengths (100, 150,
and 200 tokens), exceeding 88% for KGW and
91% for EXP, while preserving fluency and lexi-
cal similarity.

Text quality is assessed using perplexity and
ROUGE metrics. As shown in Table 2, water-
marking introduces minimal fluency degradation,
with average perplexity values remaining close to
unwatermarked baselines. ROUGE-1, ROUGE-2,

Table 3: Watermark detection results for the qualitative
example shown in Table 1.

QOutput Type KGW Score EXP Score
Watermarked 220 x 107° [ 1.89 x 10°°
Output (Detected) (Detected)
Unwatermarked | 0.529 (Not De- | 0.814 (Not De-
Output tected) tected)

and ROUGE-L scores indicate strong lexical and
structural similarity between watermarked and un-
watermarked outputs.

Qualitative examples of prompts and corre-
sponding generated Bangla outputs are shown in
Table 1. Visual inspection confirms that water-
marking does not introduce noticeable stylistic ar-
tifacts or unnatural phrasing under benign genera-
tion conditions.

4.2 Robustness under Round-Trip
Translation

To evaluate robustness against cross-lingual para-
phrasing, all generated outputs are subjected to a
Bangla — English — Bangla round-trip transla-
tion (RTT) attack. Watermark detection is subse-
quently performed on the translated text using the
original detection procedures.

Figure 3 presents detection accuracy for KGW
and EXP across varying sequence lengths, both
before and after round-trip translation (RTT). Re-
sults show a pronounced decline in detection per-
formance following translation for both meth-
ods, highlighting the vulnerability of token- and
embedding-level statistical cues to cross-lingual
paraphrasing.
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Figure 3: Detection accuracy of KGW and EXP water-
marking across different generation lengths, before and
after round-trip translation (RTT).

4.2.1 Distributional Analysis of Detection
Scores
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Figure 4: Distribution of KGW detection scores for
watermarked and unwatermarked text before and after
round-trip translation (RTT).

To further investigate the impact of round-trip
translation (RTT) on watermark detectability, we
analyze the empirical distributions of watermark
detection scores before and after translation. Fig-
ures 4 and 5 present the score distributions for
KGW and Exponential Sampling (EXP), respec-
tively. Under benign generation conditions, the
detection scores of watermarked text are clearly
separated from those of unwatermarked samples
for both methods, indicating strong statistical dis-
tinguishability.

Following RTT, the detection score distributions
shift and exhibit substantial overlap. This overlap
suggests that the watermark signal becomes statis-
tically indistinguishable from unwatermarked text
under cross-lingual paraphrasing. In particular,
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Figure 5: Distribution of EXP detection scores for
watermarked and unwatermarked text before and after
round-trip translation (RTT).

token substitution and syntactic reordering intro-
duced by translation disrupt the token-level sta-
tistical cues relied upon by both KGW and EXP.
While EXP retains a slightly heavier tail of higher-
confidence scores after RTT, the overall loss of
separability remains severe for both methods. For
completeness, we provide formal definitions of the
KGW and EXP detection scores in Appendix A.3.

4.3 Layered Watermarking via Double
Embedding

Detection Rates under RTT Attacks
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Figure 6: Detection accuracy comparison between
single-layer and layered watermarking approaches be-
fore and after RTT.

We further evaluate a layered watermarking
strategy that composes embedding-time water-
marking with post-generation Waterfall water-
marking (Lau et al., 2024). This design aims to in-
troduce complementary statistical signals that re-
main detectable even when the original token- or
embedding-level watermark is degraded by round-



trip translation. Due to computational constraints,
these experiments are conducted on 100-token
generations.
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Figure 7: Semantic similarity between original and wa-
termarked outputs for single-layer and layered water-
marking.

Figure 6 compares detection accuracy for
single-layer and double-layer watermarking be-
fore and after RTT. Layered watermarking yields
higher post-RTT detection accuracy compared to
that of single-layer approaches.

Ablation: Contribution of Watermarking Lay-
ers. To isolate the contribution of each water-
marking component, we conduct a minimal ab-
lation by comparing embedding-time watermark-
ing alone (KGW or EXP), post-generation wa-
termarking alone (Waterfall), and their compo-
sition via layered watermarking. Results show
that while embedding-time watermarking achieves
high detectability under benign conditions, its ef-
fectiveness collapses under round-trip translation
(RTT). Post-generation watermarking alone pro-
vides limited robustness after RTT but remains in-
sufficient for reliable detection. In contrast, com-
bining embedding-time and post-generation wa-
termarking yields a consistent improvement in
post-RTT detection accuracy, validating the neces-
sity of layered embedding for robustness against
cross-lingual transformations.

The semantic impact of layered watermarking is
evaluated using sentence-level semantic similarity
metrics, as shown in Figure 7. While double em-
bedding introduces some semantic drift, the degra-
dation remains moderate.

5 Results and Discussion

Across all experiments, several consistent and in-
formative patterns emerge. Under benign gen-
eration conditions, embedding-time watermarking
methods such as KGW and Exponential Sam-
pling (EXP) transfer effectively to Bangla text
generation. Both methods achieve high detec-
tion accuracy while preserving fluency and seman-
tic coherence, as reflected by perplexity, ROUGE
scores (Table 2), and qualitative examples (Ta-
ble 1). These results indicate that watermark-
ing techniques originally developed for English-
centric settings remain effective in Bangla when
no adversarial transformation is applied (Kirchen-
bauer et al., 2023; Kuditipudi et al., 2023).

Detection accuracy drops sharply after RTT for
both algorithms, falling below 20% across all
sequence lengths. EXP retains slightly higher
robustness than KGW, but increasing sequence
length alone does not restore detectability. As
shown in Figure 3, this degradation is consistent
across generation lengths, indicating that RTT fun-
damentally disrupts the token distribution assump-
tions underlying single-layer watermarking. Simi-
lar vulnerabilities under cross-lingual attacks have
been reported in prior work (He et al., 2024; Fu
et al., 2024).

Distributional analyses further reveal that RTT
does not merely reduce average detection scores
but collapses the separability between water-
marked and unwatermarked samples. For KGW,
detection score distributions overlap substantially
after translation (see Figure 4), while EXP retains
a slightly heavier tail of detectable samples (see
Figure 5). This suggests that although EXP ex-
hibits marginally better robustness, both methods
remain fundamentally vulnerable to cross-lingual
paraphrasing.

Layered watermarking introduces a clear
robustness—quality trade-off. As shown in Fig-
ure 6, combining embedding-time watermarking
with a post-generation Waterfall layer signifi-
cantly improves detection accuracy after RTT,
achieving 40-50% accuracy and representing
a 3-4x relative improvement over single-layer
methods.  This improvement arises from the
introduction of an orthogonal statistical signal
that is less sensitive to lexical substitution and
syntactic reordering (Lau et al., 2024).

The semantic similarity analysis in Figure 7
demonstrates that layered watermarking intro-



duces only modest semantic degradation, high-
lighting the inherent trade-off between impercep-
tibility and robustness. While enhancing surviv-
ability under adversarial transformations requires
controlled perturbations to the text, these minimal
distortions are generally acceptable in applications
such as forensic attribution, provenance verifica-
tion, and misuse detection (Liu et al., 2024; Yoo
et al., 2023). Prior work also shows that single-
layer, token-level watermarking lacks sufficient
robustness in multilingual contexts, particularly
under cross-lingual RTT attacks (Venkatakrishnan
et al., 2023a). In contrast, layered, training-free
watermarking provides a practical and effective
approach for low-resource languages like Bangla,
achieving strong robustness without necessitating
model retraining or language-specific resources.

6 Future Work

Building on our Bangla-focused evaluation, which
highlights challenges unique to low-resource,
morphologically rich, and non-Latin-script lan-
guages, several promising directions emerge from
this work. Extending robustness evaluation to
multi-hop translation paths and stronger para-
phrasing models would provide a more compre-
hensive assessment of adversarial resilience (Fu
et al., 2024); however, this study restricts evalu-
ation to a single Bangla—English—Bangla RTT
pathway to isolate the effects of layered water-
marking under controlled and reproducible condi-
tions.

Integrating  semantic-aware  watermarking
methods, such as embedding-based or invariant-
feature approaches, into the layered framework
may reduce quality degradation while preserving
robustness (Ren et al., 2024; Liu et al., 2024); this
was not explored here due to the additional archi-
tectural complexity and the need for language-
and model-specific calibration, which would
confound attribution of robustness gains to the
layering strategy itself.

Future studies could also explore adaptive layer
selection, where secondary watermarking is ap-
plied conditionally based on threat models or
deployment contexts; we leave this direction
for future work as it requires explicit modeling
of attacker capabilities and deployment assump-
tions that fall outside the black-box threat model
adopted in this paper.

Additionally, developing standardized evalua-
tion benchmarks for low-resource languages, in-

cluding RTT protocols and semantic fidelity mea-
sures, would strengthen comparability across mul-
tilingual watermarking studies (Venkatakrishnan
et al., 2023a); such benchmark construction is be-
yond the scope of this work and would require
extensive human annotation and coordinated com-
munity effort.

Finally, extending the layered watermarking
paradigm from Bangla to other low-resource and
non-Latin-script languages would help assess the
generality of these findings and inform multilin-
gual Al governance; we focus on Bangla as a rep-
resentative case study to enable in-depth analysis
within limited computational and experimental re-
sources.

7 Conclusion

This work presents the first systematic analysis
of text watermarking robustness for Bangla LLMs
under cross-lingual round-trip translation attacks.
Through extensive empirical evaluation, we show
that while state-of-the-art token-level watermark-
ing methods remain effective under benign con-
ditions, their detectability collapses under RTT
due to fundamental disruptions in token distribu-
tions (Kirchenbauer et al., 2023; Kuditipudi et al.,
2023; He et al., 2024). To address this limita-
tion, we introduce a layered watermarking strategy
that reinforces embedding-time watermarks with
a post-generation statistical signal. Experimental
results demonstrate that this double-layer design
significantly improves watermark survivability un-
der RTT, albeit at the cost of controlled semantic
degradation (Lau et al., 2024). These findings un-
derscore the necessity of multilingual robustness
evaluation and highlight layered watermarking as
a practical, training-free approach for strengthen-
ing watermark detection in low-resource language
settings. This study provides practical insights
for the resilient and responsible implementation of
LLM watermarking in low-resource languages by
highlighting potential failure modes and proposing
effective mitigation strategies.

8 Limitations

While our experiments provide valuable insights
into watermarking robustness, several limitations
remain. First, the evaluation focuses on a sin-
gle RTT pathway (Bangla—English—Bangla),
which, while realistic and widely used, does not
capture the full space of possible cross-lingual or



multi-hop paraphrasing attacks (He et al., 2024);
future work could investigate additional RTT path-
ways and multilingual transformations to better
understand cross-lingual watermark robustness.
Second, the double-layer watermarking experi-
ments are restricted to shorter generation lengths
due to computational constraints, limiting analysis
of how layered robustness scales with longer text;
exploring longer sequences and scalable water-
marking strategies could provide more in-depth in-
sights under realistic generation conditions. Third,
although ROUGE and perplexity provide useful
proxies for semantic preservation and fluency, they
may not fully capture subtle meaning drift in-
troduced by layered perturbations, particularly in
morphologically rich languages such as Bangla
(Hasan et al., 2020); incorporating human evalua-
tion or more fine-grained semantic similarity met-
rics could address this gap. Finally, the study eval-
uates a fixed set of watermarking algorithms and
does not explore adaptive or learned combinations
of layers, which could further improve robustness
but introduce additional system complexity; devel-
oping adaptive or hybrid watermarking strategies
represents a promising direction for enhancing re-
silience against other complex attacks.

9 Ethical Considerations and Broader
Impact

This work examines text watermarking methods
for Bangla LL.M generation to support authorship
attribution, provenance verification, and misuse
detection. While watermarking can contribute to
responsible Al deployment, it also introduces eth-
ical challenges related to interpretability, fairness,
and potential misuse, particularly in low-resource
language contexts.

Responsible Interpretation. Watermark detec-
tion is inherently statistical and probabilistic rather
than definitive. As such, detected watermark sig-
nals should not be treated as conclusive evidence
of Al authorship in isolation. Overreliance on
watermark-based attribution may lead to false pos-
itives or misclassification of legitimate human-
authored text. Consistent with prior responsible
NLP guidance, we emphasize that watermarking
should complement broader governance mecha-
nisms, including transparency, contextual analy-
sis, and human oversight, rather than serving as
a standalone enforcement tool (Venkatakrishnan
et al., 2023b).

Dual-Use Risks. Text watermarking constitutes
a dual-use technology. While it can help miti-
gate large-scale misuse of generative models, it
could also be misapplied for censorship, surveil-
lance, or non-consensual monitoring of content
creators. To reduce such risks, our approach op-
erates under strict black-box assumptions, does
not encode user-identifying information, and em-
beds only statistical provenance signals. These de-
sign choices align with prior recommendations to
minimize privacy and misuse risks in watermark-
ing systems (Kirchenbauer et al., 2023; Kuditipudi
et al., 2023).

Fairness in Low-Resource Languages. A cen-
tral motivation of this work is addressing the lack
of robustness evaluations for low-resource and
non-Latin-script languages. English-centric wa-
termarking assumptions often fail in morpholog-
ically rich languages such as Bangla, potentially
resulting in unequal reliability across linguistic
communities. By systematically evaluating water-
marking under cross-lingual round-trip translation
(RTT) attacks in Bangla, this work contributes to-
ward more equitable multilingual Al governance.
However, imperfect robustness may still dispro-
portionately affect low-resource language users if
watermark-based policies are applied asymmetri-
cally (Venkatakrishnan et al., 2023b).

Quality—Robustness Trade-off. The proposed
layered watermarking strategy improves robust-
ness under RTT at the cost of controlled seman-
tic perturbations. While acceptable for forensic at-
tribution and provenance verification, such degra-
dation may be unsuitable for high-stakes or user-
facing applications. We therefore recommend se-
lective deployment based on application context
and threat models, accompanied by clear disclo-
sure regarding the presence and purpose of water-
marking (Lau et al., 2024).

Overall, this work aims to advance responsi-
ble multilingual LLM deployment by identifying
robustness limitations of existing watermarking
techniques and proposing practical, training-free
mitigations for low-resource languages.
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A Appendix

A.1 Overview of Experimental Pipeline

This appendix provides implementation-level de-
tails to support reproducibility of our layered
watermarking experiments, while omitting full
source code due to space constraints. Our ex-
perimental pipeline consists of three sequential
stages: (i) primary watermark generation using
baseline methods (EXP and KGW), (ii) secondary
paraphrase-based watermarking using the Water-
fall framework, and (iii) detection and robustness
evaluation under round-trip translation (RTT) at-
tacks. All experiments are conducted exclusively
on Bangla text, using Bangla-adapted prompts,
models, and evaluation procedures.

A.2 Primary Watermarking Algorithms and
Configuration

We employ two established watermarking meth-
ods as baselines: EXP and KGW. Both algo-
rithms are implemented following their original
formulations, without modification to their detec-
tion statistics or theoretical assumptions.

EXP. EXP watermarking is implemented using
exponential sampling, where the random seed is
deterministically derived from the preceding token
prefix. Detection is performed using a Gamma
survival function over accumulated token-wise
scores.

KGW. KGW watermarking biases token gener-
ation toward a dynamically constructed greenlist
and detects watermarks via a z-score threshold on
green-token counts.Table 4 summarizes the exact
hyperparameters used across all experiments.

Table 4: Primary watermarking hyperparameters (held
constant across all experiments).

Parameter EXP KGW
Prefix length 4 1
Hash key 15485863 15485863
Sequence length 200 -
Detection threshold 1074 z>4.0
v (green-list ratio) - 0.5

0 (bias strength) - 2.0

A.3 Detection Score Computation for KGW
and EXP

This section describes how detection scores are
computed for the KGW and Exponential Sam-
pling (EXP) watermarking methods (Kirchen-

bauer et al., 2023; Kuditipudi et al., 2023). Al-
though both approaches yield scalar detection
statistics, the underlying definitions and statistical
interpretations differ substantially.

KGW Detection Score. KGW watermarking
partitions the vocabulary at each decoding step
into a pseudorandom green list and red list using
a secret hash key. During generation, sampling is
biased toward green-list tokens. Let 7" denote the
total number of generated tokens and GG the num-
ber of tokens belonging to the green list. Under
the null hypothesis of unwatermarked text, G fol-
lows a binomial distribution with expected value
E[G] = AT and variance Var(G) = (1 — )T,
where ~y is the green-list ratio (Kirchenbauer et al.,
2023).

The KGW detection score is computed as a Z-
statistic:
G —~T

V1 =T

A watermark is detected if the resulting Z-score
exceeds a predefined threshold (e.g., z > 4.0).

EXP Detection Score. EXP watermarking em-
beds watermarks through distortion-free exponen-
tial sampling, without explicitly biasing token
probabilities. Each token has a score s;, accumu-
lated across the sequence to produce:

T
S = E St
t=1

where s; denotes the exponential sampling score
at position ¢ (Kuditipudi et al., 2023).

Under the null hypothesis of unwatermarked
text, .S follows a Gamma distribution. Detection
is performed by computing a p-value using the
Gamma survival function, with a watermark de-
clared present if p < 1074

Key Differences. KGW detection relies on dis-
crete token-count statistics and hypothesis testing
over green-token frequencies, whereas EXP de-
tection is likelihood-based and operates on con-
tinuous accumulated scores. Consequently, KGW
scores are highly sensitive to token substitution,
while EXP scores degrade more gradually un-
der distributional shifts such as cross-lingual para-
phrasing (Kuditipudi et al., 2023)



Algorithm 1: Layered Watermarking via
Semantic-Aware Paraphrase Selection

Input: Primary-watermarked Bangla text
T
Output: Layered watermarked text 77,
Data: Secondary watermarking function
W, semantic similarity model S,
weight parameter A

Function LayeredWatermark('T},):
1. Generate a set of candidate

paraphrases C = {W(T,);}¥;;
2. foreach T; € C do
3. Compute semantic similarity
S; = S(TO) E)’
4,  Compute watermark
verification score g;;
5. Select
T = argmaxr,ec (A - si + ¢);
6. return 7T,;

A.4 Secondary Watermarking via
Paraphrase Selection

To improve robustness against paraphrasing-based
attacks, we apply a secondary watermarking
layer using the Waterfall framework. Given a
primary-watermarked Bangla text, the model gen-
erates multiple paraphrase candidates under a
watermark-aware decoding process.

Each candidate is evaluated using two criteria:
(1) a watermark verification score derived from the
Waterfall detector, and (ii) semantic similarity to
the original text, measured using a sentence em-
bedding model. The final output is selected by
maximizing a weighted combination of semantic
similarity and watermark strength.

This selection mechanism ensures that water-
mark robustness is improved without compromis-
ing semantic fidelity.

A.5 Bangla-Specific Adaptations

All prompts, generated outputs, and evaluation
steps are conducted in Bangla. Paraphrasing
prompts explicitly restrict the model to Bangla-
only generation and disallow explanatory or sum-
marizing text. While watermarking algorithms are
language-agnostic in principle, tokenization be-
havior, paraphrase diversity, and RTT robustness
differ substantially for low-resource, non-Latin
scripts.  Our study therefore focuses on Bangla
as a representative low-resource language, rather
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than assuming transferability from English-centric
evaluations.

A.6 Round-Trip Translation (RTT)
Evaluation

Robustness is evaluated using round-trip transla-
tion attacks, where Bangla text is translated to an
intermediate language and back to Bangla. We
report detection accuracy before and after RTT
for both single-layer and layered watermarking.
RTT protocols and translation paths are held fixed
across methods to ensure fair comparison.

A.7 Data Artifacts and CSV Schema

Intermediate and final outputs are stored in struc-
tured CSV files to enable modular evaluation
across experimental stages. Each CSV contains
the original prompt, primary-watermarked output,
secondary-watermarked output (if applicable), de-
tection statistics, and semantic similarity scores.

Table 5: CSV schema used across experiments.

Column Description

input Original Bangla input text

primary_wm Output after primary watermarking
(EXP or KGW)

secondary_wm  Output after secondary Waterfall wa-
termarking

g_score Waterfall watermark verification
score

sts_score Semantic similarity with original

text

rtt_detected Detection result after RTT attack

A.8 Implementation Notes and
Reproducibility

All experiments are implemented using Python
and PyTorch, with Hugging Face transformers
for model inference. Due to computational con-
straints, models are loaded using 8-bit quantiza-
tion where applicable. We retain identical decod-
ing and detection settings across all comparative
experiments. Full source code and configuration
files will be released publicly upon publication.
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