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Protecting visual privacy in surveillance systems requires g DeepPrivacy2 %
anonymization methods that are both effective and compu- g CIAGAN®
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tationally efficient, especially when deployed on resource- g 80
constrained edge devices. Existing approaches often rel 3
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on server-side processing, exposing sensitive visual data o :

. .. . 3 —=— Gaussian Blur
during transmission, or degrade perceptual fidelity to s CIAGAN
meet strict latency requirements. We present EdgeDiffu- A& 60 4 mGaussian DeepPrivacy2
sion, a diffusion-based framework for real-time, on-device ®Pixelation @ EdgeDiffusion
anonymization of privacy-sensitive regions, including faces, H ——HHH —— R
license plates, and scene text. The framework combines 10! 102 103

three components: (i) a lightweight multi-task detector op-
timized for high-recall identification of privacy-sensitive
regions, (ii) a distilled diffusion backbone that generates
anonymized content in as few as 4-8 denoising steps, and
(iii) category-aware anonymization modules with an adap-
tive fidelity controller that balances privacy protection and
downstream visual utility. Anonymization effectiveness is
evaluated using a Privacy Accuracy (PA) metric, which
measures the reduction in successful re-identification by
pretrained face, text, and license-plate recognition mod-
els after anonymization. Experiments on COCO-Privacy,
Cityscapes-Privacy, and VIRAT-Privacy show that EdgeD-
iffusion achieves real-time inference (< 50ms per frame)
on commercial edge hardware while improving PA by up to
12.4% over prior real-time baselines. EdgeDiffusion pro-
duces visually consistent anonymized outputs with limited
artifacts while largely preserving scene context, suggesting
its potential for privacy-preserving perception in applica-
tions such as intelligent transportation, healthcare monitor-
ing, and smart-city analytics.

1. Introduction

Visual data collected by surveillance systems, autonomous
vehicles, and wearable devices frequently contains sensitive
information such as faces, license plates, and textual iden-
tifiers. While such data supports important applications in

Latency (ms)

Figure 1. Latency—Accuracy tradeoff. EdgeDiffusion achieves
superior privacy accuracy at low latency compared with baselines.

transportation safety, healthcare monitoring, and smart-city
analytics, it also introduces risks of privacy leakage, identity
misuse, and regulatory non-compliance [5, 22]. Recent in-
cidents involving unauthorized facial recognition and large-
scale data breaches illustrate how easily exposed visual in-
formation can be exploited. Meanwhile, regulations such
as GDPR and CCPA [3, 16, 20] impose strict requirements
on the collection and processing of personal imagery, mak-
ing anonymization an essential component of responsible
vision systems rather than an optional safeguard [13].
Despite substantial progress, existing anonymization
approaches still struggle to simultaneously satisfy three
key requirements: (i) effective privacy protection, reduc-
ing the risk that personally identifiable information (PII)
can be reconstructed or re-identified; (ii) visual fidelity
and utility, preserving perceptual realism while maintain-
ing downstream analytic performance; and (iii) computa-
tional efficiency, enabling real-time inference on resource-
constrained edge devices. Classical obfuscation techniques
such as blurring and pixelation [19] are computationally
efficient but often leave structural cues that remain ex-
ploitable [15]. Adversarial cloaking approaches [I, 18]
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can provide stronger protection under certain conditions,
yet may lack robustness and can degrade downstream task
performance. GAN-based anonymization methods improve
perceptual realism [7, 8, 12], but their training and infer-
ence overhead limits deployment on edge devices. Diffu-
sion models [6, 17] offer strong generative fidelity and con-
trollability; however, conventional diffusion sampling typi-
cally requires tens to hundreds of denoising steps, making
real-time or on-device deployment challenging.

To address these limitations, we introduce EdgeDiffu-
sion, a unified framework for real-time, on-device visual
anonymization that jointly considers privacy protection, vi-
sual fidelity, and computational efficiency. EdgeDiffusion
integrates three complementary components: (i) a privacy-
oriented high-recall detector with temporal amortization to
localize diverse PII categories across video frames; (ii) a
latency-optimized diffusion backbone distilled to operate in
as few as 4-8 denoising steps while maintaining perceptual
quality; and (iii) category-aware anonymization modules
with adaptive fidelity control, enabling tailored anonymiza-
tion of faces, license plates, and scene text while balancing
privacy protection with downstream utility.

To quantify anonymization effectiveness, we evaluate
results using a Privacy Accuracy (PA) metric that mea-
sures the reduction in successful re-identification by pre-
trained face, text, and license-plate recognition models af-
ter anonymization. Experiments on COCO-Privacy [11],
Cityscapes-Privacy [2], and VIRAT-Privacy [14] show that
EdgeDiffusion achieves real-time inference on commercial
edge hardware with sub-50 ms latency while maintaining
consistently high anonymization effectiveness and mini-
mal degradation in downstream detection and segmentation
tasks. Compared with classical obfuscation and GAN-based
approaches, EdgeDiffusion provides an improved overall
trade-off between anonymization effectiveness, visual real-
ism, and computational efficiency.

Building on this design, EdgeDiffusion forms a unified
pipeline for practical on-device anonymization. Our contri-
butions are summarized as follows:

* We propose EdgeDiffusion, a latency-aware diffu-
sion framework for real-time anonymization of privacy-
sensitive regions on edge devices.

e We design a high-recall privacy detector, a dis-
tilled few-step diffusion backbone, and category-aware
anonymization modules with adaptive fidelity con-
trol, forming an integrated and practical anonymization
pipeline suitable for deployment.

* We conduct extensive experiments on COCO-Privacy,
Cityscapes-Privacy, and VIRAT-Privacy, demonstrating
consistently improved privacy accuracy, strong percep-
tual quality, and substantially lower latency compared
with existing anonymization approaches.

2. EdgeDiffusion Framework

We present EdgeDiffusion, a framework for real-time, on-
device anonymization designed to reduce re-identification
risk while maintaining the usability of visual data for down-
stream perception tasks. Given an input frame x and de-
tected personally identifiable information (PII) regions R =
{r1,...,7m} such as faces, license plates, or textual identi-
fiers, the system produces an anonymized image % in which
sensitive regions are modified while non-PII regions remain
visually consistent with the original scene. All computa-
tion is performed under a device-specific latency constraint
Thax to ensure feasibility in time-sensitive edge deploy-
ments. As illustrated in Figure 2, EdgeDiffusion consists
of four components: (1) a high-recall multi-task detector
that localizes PII regions and produces masks; (2) a latency-
aware diffusion backbone that generates anonymized con-
tent using a small number of denoising steps; (3) category-
aware anonymization modules that adapt the generative
process to different PII categories within a shared frame-
work; and (4) an adaptive fidelity controller that adjusts
anonymization strength according to privacy-utility con-
siderations and hardware constraints. These components
together enable a pipeline for visual anonymization on
resource-constrained edge devices.

2.1. Privacy-Oriented High-Recall Detection

The detection stage is based on a lightweight one-stage de-
tector implemented on top of the YOLOvS5-tiny architecture
with feature pyramid fusion [9]. This design offers favor-
able computational efficiency on resource-constrained edge
hardware while maintaining sensitivity to small-scale ob-
jects such as faces, text regions, and license plates. The de-
tector adopts a multi-task architecture: a shared backbone
¢(+) (CSPDarknet-tiny with PANet feature aggregation) ex-
tracts multi-scale features z; from x;, while three task-
specific heads 1. are attached for ¢ € {face, text, plate}.
The text head incorporates an EAST-style branch to better
capture elongated structures, while the face and plate heads
follow standard YOLO prediction layers.
Formally, given a frame x;, the detector Fy produces

Ri = Fo(xs) = {(beisme iy oy se0)yily, (1)

where b, ; denotes the bounding box, m; ; the predicted soft
mask, ¢, ; the object category, s; ; the confidence score, and
M the number of detected PII regions.

To bias training toward higher recall, we employ a Tver-
sky loss with 8 > « that penalizes missed regions more
strongly than redundant ones:
|m N m*|

Ly(m,m*)=1— .
o) = L S e T afm \ e | 1 B\l

2

To further reduce the risk of missed detections in chal-
lenging cases, we introduce a Conditional Value-at-Risk
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Figure 2. EdgeDiffusion framework for real-time visual anonymization. It consists of three stages: PII detection, latency-optimized
diffusion-based anonymization, and category-aware control modules that regulate anonymization fidelity for different PII categories.

(CVaR) penalty that emphasizes hard samples with large de-
tection errors. Task balancing across detection objectives is
handled through uncertainty-based weighting:

1
Lot = Zr‘z‘ﬁk +210g0ka
k k

where L corresponds to classification, bounding box re-
gression, and mask prediction losses.

To meet the latency constraint 71,,, on edge devices, we
adopt temporal amortization. The full detector is executed
every k frames, while a lightweight tracker 7 propagates
the detected regions across intermediate frames:

3)

Fo(xy), t mod k =0,
T(Ri—1,%xt), otherwise.

This strategy reduces the average detection cost to % +
Tk The detector is re-invoked when motion magnitude or
tracking uncertainty exceeds predefined thresholds.

2.2. Latency-Optimized Diffusion Backbone

The central component of EdgeDiffusion is a diffusion-
based generator that replaces sensitive regions with
anonymized yet contextually consistent visual content.
While diffusion models are known for strong generative fi-
delity, conventional implementations typically require hun-
dreds of denoising steps, making them difficult to deploy on
resource-constrained edge devices. To address this limita-
tion, we design a latency-optimized backbone that distills
the generative process into a compact few-step model while
maintaining good perceptual quality.

Formally, given a masked input x; ® (1 —m) and random
noise € ~ N(0,I), a diffusion model iteratively refines a

latent representation z, from timestep s = S downto s = 0:

1 1—ag
Vs (= VI-a,
where €y denotes the denoising network and ay, &, 05 are
standard diffusion parameters. To enable real-time infer-
ence, we adopt a DDIM-style deterministic sampler and
progressively distill the full diffusion trajectory (S ~ 1000)
into a significantly shorter process (S = 4—8).

The denoising network is implemented as a lightweight
U-Net with depthwise separable convolutions, while atten-
tion modules are restricted to low-resolution feature maps
to control computational cost. We further prune redundant
channels and apply 8-bit quantization, resulting in a 2.4x
reduction in memory footprint. This design keeps the back-
bone computation within the latency budget 71, ..

Training proceeds by aligning student predictions with a
teacher diffusion model through progressive distillation:

Laisin =B, i [[| €™ (25,m,5) — €5 (z5,m,5)[|3], (6)

Zs—1 =

69<Z87m38)> +O-S€? (5)

allowing the reduced-step model to closely approximate
the behavior of the full diffusion process while remaining
suitable for practical real-time anonymization.

2.3. Category-Aware Anonymization Modules

Different types of PII exhibit heterogeneous structures and
visual contexts: faces and bodies contain fine-grained
identity cues, scene text often appears as elongated high-
frequency patterns, while license plates are compact but
semantically important. A single anonymization strategy
may therefore be less effective when applied uniformly. To
address this limitation, EdgeDiffusion introduces category-
aware modules that adapt the generative process to each PII
type while sharing the same diffusion backbone.
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Concretely, the diffusion model is conditioned on both
the mask m and the category label ¢ € {face, text, plate}.
Category information is encoded as a one-hot vector and
projected through a learnable embedding layer, which is in-
jected into the U-Net backbone via lightweight adapters A,
inserted at multiple resolution scales (encoder, bottleneck,
and decoder). These adapters are implemented as low-rank
bottleneck layers with FiLM-style modulation (feature-wise
linear modulation), where scaling and shifting parameters
are predicted from the category embedding. Intermediate
features are thus modulated as:

€9(2zs,m, 8,¢) = €9(zs,m, s) + Ac(zs,m, s), (7)

where €y is the shared denoising network and .4, provides
category-specific residual adjustments. For instance, the
text adapter encourages background consistency during in-
painting, while the face adapter promotes natural appear-
ance while reducing identity-related cues.

Training is performed jointly across categories. Each
adapter is optimized using a combination of perceptual sim-
ilarity and category-specific adversarial feedback:

ﬁcat - )\perC['LPIPS + )\adv ]E[log(]- - DC()A())] 5 (8)

where D, is a lightweight category discriminator trained
to distinguish anonymized outputs from natural samples
within domain c. To stabilize training and mitigate im-
balance across categories, we adopt class-balanced sam-
pling during minibatch construction while sharing the dif-
fusion backbone across all categories. Adapters are applied
at three spatial scales (16, 32, and 64 feature maps) using
depthwise separable convolutions to reduce computational
overhead. Category embeddings are 64-dimensional and
learned jointly with the backbone parameters. This design
allows the model to adapt anonymization behavior for dif-
ferent PII categories without retraining the full backbone.

2.4. Adaptive Fidelity Controller

While high-recall detection and category-specific synthe-
sis help reduce re-identification risk, practical deployments
often involve heterogeneous requirements on the trade-off
between anonymization strength and visual fidelity. Law-
enforcement applications may prefer stronger obfuscation
even at the expense of visual detail, whereas commer-
cial analytics may favor minimal distortion to better pre-
serve scene context. To accommodate such variability,
EdgeDiffusion incorporates an Adaptive Fidelity Controller
(AFC) that adjusts anonymization intensity according to
privacy—utility preferences and device conditions.

Formally, let A € [0, 1] denote the trade-off coefficient
between privacy loss Ly, and utility loss L. The overall
training objective is defined as

Liina = A Lpriv + (1 = ) Lygir- )

Table 1. Utility preservation on downstream tasks. Relative per-
formance drop (percentage points, |) in detection mAP on COCO
and segmentation mloU on Cityscapes after anonymization.

Method COCO mAP (| pp) Cityscapes mIoU (| pp)
No Anonymization 40.0 (0.0) 74.0 (0.0)
Pixelation 34.5(5.5) 68.5 (5.5)
Gaussian Blur 35.54.5) 69.5 (4.5)
CIAGAN 37.8(2.2) 71.2 (2.3)
DeepPrivacy2 38.3(1.7) 71.6 (2.4)
EdgeDiffusion 38.8 (1.2) 72.0 (2.0)

Where L, penalizes residual identity cues through aux-
iliary re-identification classifiers and embedding similarity
constraints, while Ly aims to preserve downstream task
performance and perceptual quality, measured using stan-
dard metrics such as SSIM, LPIPS, and detection mAP.

At inference time, A\ is adjusted according to (i) a user-
specified privacy preference p € [0, 1], and (ii) the device’s
latency slack 6; = Tiax — Teur- We define

At = U(ap + ﬂét), (10)

where o(-) is a sigmoid and («, 8) determine the relative
influence of application-level priorities and hardware state.
A higher p typically corresponds to stronger anonymization
preference, while positive d; allows slightly additional com-
putation that may improve visual fidelity.

In practice, AFC modulates the diffusion process
through two mechanisms: (1) adjusting the injected noise
magnitude and the effective number of denoising steps; and
(2) varying mask expansion and backbone compression de-
pending on current device load. Under stronger privacy
preference, AFC increases noise variance and mask dila-
tion; under relaxed conditions, it reduces noise injection to
better preserve fine-grained textures. This mechanism al-
lows the system to adapt anonymization behavior to differ-
ent application requirements and hardware constraints.

3. Experiments

3.1. Experimental Setup

We evaluate EdgeDiffusion under deployment-oriented
conditions reflecting its intended use case: real-time
anonymization on commercial edge platforms. The eval-
uation protocol considers three complementary aspects: (1)
privacy protection, assessing the system’s ability to reduce
identifiable information such as faces, license plates, and
scene text; (2) utility preservation, measuring the extent
to which anonymized imagery continues to support down-
stream perception tasks (e.g., detection and segmentation);
and (3) efficiency, quantifying end-to-end latency and mem-
ory footprint on resource-constrained hardware.
Experiments are conducted on three complementary
benchmarks: COCO-Privacy [11], Cityscapes-Privacy [2],
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Gaussian CIAGAN DeepPrivacy2 EdgeDiffusion

Pixelation blur (Sim) (Sim) (Realistic)

Original

Figure 3. Examples of face and full-body anonymization. EdgeDiffusion preserves background and clothing structures while anonymiz-
ing facial and body regions that may contain personally identifiable information. Compared with pixelation, blurring, and GAN-based
approaches, EdgeDiffusion generally provides improved visual consistency while maintaining anonymization.

Table 2. Face/Full-Body anonymization on COCO-Privacy. PA denotes Privacy Accuracy (higher is better), measuring the reduction of
successful re-identification after anonymization.

Method PA(T %) SSIM (1) LPIPS(]{) Detection mAP (T %) Latency (] ms) Memory (] MB)
Pixelation 55.0 0.81 0.21 52.0 10 80
Gaussian Blur 60.0 0.84 0.19 55.0 12 80
CIAGAN (CVPR 2020) 85.0 0.90 0.15 62.0 150 420
DeepPrivacy2 (WACV 2023) 88.0 0.92 0.13 64.0 3600 550
EdgeDiffusion (Face/Full-Body) 97.0 0.94 0.10 66.0 47 310
and VIRAT-Privacy [14], each annotated with privacy- formance metrics are reported as average wall-clock latency
sensitive regions. We adopt a consistent 70/10/20 and peak memory usage measured directly on-device over
(train/val/test) split with category-balanced sampling to fa- 1,000 test frames at 640 x 480 resolution.
cilitate reproducible comparison.
. . 3.2. Datasets
For deployment evaluation, we target two representative
hardware platforms: NVIDIA Jetson Orin Nano, an embed- To evaluate EdgeDiffusion, we benchmark on three
ded GPU platform widely used in robotics and autonomous datasets that capture privacy-sensitive scenarios span-
systems [4], and Qualcomm Snapdragon 8 Gen 2, a mod- ning a range of PII types and environmental conditions.
ern mobile SoC representative of consumer devices. Per- 1) COCO-Privacy [11] extends Microsoft COCO [11] with
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Table 3. Scene text removal performance on COCO-Privacy. Detection mAP A denotes the performance drop (percentage points)
relative to the original images; lower values indicate better preservation of downstream detection performance.

Method PSNR (1) SSIM (1) LPIPS () Detection mAP A (pp) () Latency (| ms) Memory (| MB)
Baseline (EAST + Inpainting) 30.0 0.85 0.20 10.0 80 100
GaRNet (ECCV 2022) [10] 32.5 0.88 0.17 7.0 200 300
PERT (WACV 2023) [21] 33.5 0.90 0.15 5.0 250 350
EdgeDiffusion (Text) 35.0 0.92 0.12 3.0 50 310

Table 4. License plate anonymization on Cityscapes-Privacy. LP readability denotes the recognition accuracy of license plates after
anonymization (lower is better). Detection mAP A indicates the performance drop (percentage points) relative to the original images.

Method LP Readability (| %) LPIPS (]) Detection mAP A (pp) (/) Latency (| ms)
Blur (Gaussian) 75.0 0.18 8.0 10
dashcam_anonymizer 60.0 0.15 5.0 120
EdgeDiffusion (Plate) 45.0 0.10 3.0 47

annotations of privacy-sensitive regions, including human
faces, full-body regions, vehicle license plates, and scene
text. The diversity of scenes, cluttered environments, and
occlusions provides a challenging benchmark for multi-
category anonymization. 2) Cityscapes-Privacy [2] fo-
cuses on license plate and pedestrian identity protection in
urban driving environments. It provides pixel-level masks
for vehicles, license plates, and pedestrians, enabling eval-
uation of anonymization quality as well as downstream per-
ception tasks. 3) VIRAT-Privacy [14] provides temporal
annotations for faces, vehicles, and textual identifiers across
surveillance videos. The dataset includes dynamic scenes
with varying illumination and crowd activity, supporting
evaluation of temporal consistency in streaming settings.

3.3. Face and Full-Body Anonymization

Table 2 compares EdgeDiffusion with classical obfusca-
tion methods (Pixelation, Gaussian Blur) and representa-
tive GAN-based anonymization approaches (CIAGAN [12],
DeepPrivacy2 [7]) on the COCO-Privacy dataset. Classi-
cal obfuscation methods achieve negligible latency but pro-
vide limited privacy protection, with Privacy Accuracy (PA)
below 60% and residual identity cues that can still be rec-
ognized by standard recognition models. GAN-based ap-
proaches improve PA (85-88%) and perceptual realism, but
incur substantially higher latency (150 ms for CTAGAN and
>3.6 s for DeepPrivacy?2) together with larger memory foot-
prints, which can limit their applicability on edge platforms.
In contrast, EdgeDiffusion achieves higher anonymization
effectiveness, reaching 97% PA while maintaining high
structural similarity (SSIM = 0.94) and low perceptual dis-
tance (LPIPS = 0.10). The method preserves downstream
task performance while operating at 47 ms latency with a
310 MB memory footprint. Qualitative results in Figure 3
illustrate that EdgeDiffusion generates anonymizations that
blend naturally with surrounding context.

3.4. Scene Text Removal

Scene text anonymization is challenging due to elongated,
high-frequency patterns that can introduce visible arti-
facts when removed. Table 3 compares EdgeDiffusion
with inpainting-based methods (EAST+Inpainting), GaR-
Net [10], and PERT [21]. EdgeDiffusion achieves higher
reconstruction fidelity (PSNR = 35.0, SSIM = 0.92, LPIPS
= 0.12) while maintaining smaller detection mAP degrada-
tion (3.0 pp) than the baselines ({5-10 pp). Its inference
latency (50 ms) is also lower than GaRNet (200 ms) and
PERT (250 ms), with a memory footprint comparable to
other anonymization settings. Figure 4 further illustrates
that the method removes text regions while preserving natu-
ral background textures and maintaining visual consistency.

3.5. License Plate Anonymization

Table 4 evaluates license plate anonymization on the
Cityscapes-Privacy benchmark. Classical pixelation-based
blur provides limited anonymization, with license plate
(LP) readability remaining as high as 75% together with
noticeable visual distortion. The dashcam_anonymizer
baseline reduces readability to 60% but incurs higher la-
tency (120 ms), which can limit real-time deployment. In
comparison, EdgeDiffusion achieves lower LP readability
(45%) while maintaining relatively low perceptual distor-
tion (LPIPS = 0.10) and smaller detection accuracy degra-
dation (3 pp), operating at 47 ms per frame. Qualitative
examples in Fig. 4 further illustrate that EdgeDiffusion re-
moves alphanumeric identifiers while preserving plate ge-
ometry and surrounding structures, producing overall visu-
ally consistent anonymization results.

3.6. End-to-End Efficiency

Table 5 compares system efficiency across heterogeneous
edge platforms. GAN-based anonymization methods such
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Figure 4. Examples of scene text anonymization. EdgeDiffusion modifies sensitive textual and license plate regions while preserving
surrounding structures and visual continuity. The examples illustrate anonymization results on commercial signage and retail wall text.

CIAGAN
(Sim)

DeepPrivacy?2
(Sim)

EdgeDiffusion
(Realistic)

Table 5. End-to-end efficiency on edge devices (640x480 resolution). Latency, throughput (FPS), and peak memory usage are reported
for two representative edge platforms. Best results are shown in bold.

Method Jetson Orin Nano Snapdragon 8 Gen 2
Latency (l ms) FPS (1) Peak Memory (] MB) Latency (| ms) FPS (1) Peak Memory (| MB)

CIAGAN 150 6.7 420 180 5.6 430
DeepPrivacy2 3600 0.3 550 4000 0.25 600
GaRNet 200 5.0 300 240 4.2 320
PERT 250 4.0 350 300 33 370
dashcam_anonymizer 120 8.3 300 140 7.1 320
EdgeDiffusion 47 21.3 310 55 18.2 320

as CIAGAN and DeepPrivacy2 exhibit high runtime and
memory requirements (6.7 FPS at 420 MB; 0.3 FPS at 550
MB), which can limit real-time deployment. Scene text
removal networks (GaRNet, PERT) incur higher compu-
tational costs (200-300 ms per frame), further constrain-
ing deployment on resource-limited devices. In contrast,
EdgeDiffusion achieves 21.3 FPS on Jetson Orin Nano and
18.2 FPS on Snapdragon 8 Gen 2, with a memory footprint
of 310-320 MB. These results indicate that the latency-
optimized diffusion backbone (Sec. 2.2) operates efficiently
across both embedded GPU and mobile SoC platforms.

The latency—accuracy trade-off illustrated in Fig. 1 fur-
ther shows that EdgeDiffusion achieves 97% Privacy Ac-
curacy at a real-time latency of 47 ms. Classical obfusca-
tion methods remain faster but provide limited anonymiza-
tion, while GAN-based approaches offer stronger protection
at substantially higher computational cost.

3.7. Cross-Dataset Generalization

Table 7 evaluates cross-dataset generalization by training
on COCO-Privacy and testing on four external datasets:
LFW, WiderFace, BDD100K, and Cityscapes. GAN-based
baselines retain moderate Privacy Accuracy (80-87%) but

exhibit noticeable degradation in perceptual fidelity and
downstream mAP when transferred across domains. In
comparison, EdgeDiffusion achieves 91-95% PA, with
low perceptual distortion (LPIPS = 0.11-0.12) and stable
task performance (mAP = 64-65%). These results suggest
that the method maintains consistent performance across
different datasets and visual conditions.

3.8. Utility Preservation

Table | evaluates anonymization as a preprocessing stage
for downstream perception tasks, including object detec-
tion (COCO mAP) and semantic segmentation (Cityscapes
mloU). Classical obfuscation methods introduce notice-
able utility degradation, causing 5-6 pp drops in accu-
racy. GAN-based approaches preserve more task perfor-
mance but still exhibit larger degradation relative to the
non-anonymized baseline. In comparison, our EdgeDif-
fusion maintains higher downstream performance, reduc-
ing the detection accuracy by only 1.2 pp and the segmen-
tation accuracy by 2.0 pp. Therefore, these results indi-
cate that EdgeDiffusion preserves compatibility with down-
stream perception tasks while performing anonymization.
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Table 6. Ablation Study on COCO-Privacy Test Set. Latency comparisons to the full version. Best results are in bold.

Variant PA (1t %) SSIM (1) LPIPS(]) Latency (| ms)
Full EdgeDiffusion 97.0 0.94 0.098 47
w/o Adaptive Fidelity Control 93.0 0.92 0.11 47
w/o Optimized Diffusion Backbone 96.0 0.94 0.10 260
w/o Uncertainty-Aware Mask Expansion 92.0 0.93 0.11 47

Table 7. Cross-dataset generalization. Train on COCO-Privacy, test on multiple datasets. Best results are in bold.

LFW WiderFace BDD100K Cityscapes
Method PA SSIM LPIPS mAP PA SSIM LPIPS mAP PA SSIM LPIPS mAP PA SSIM LPIPS mAP
Pixelation 56.0 0.82 0.21 525 540 0.81 0.22 51.0 53.0 0.83 0.21 515 50.0 0.82 0.22 50.0
Gaussian 61.0 0.85 0.19 555 59.0 0.84 0.20 540 58.0 0.86 0.19 545 550 0.85 0.20 53.0
CIAGAN 835 090 0.15 61.5 820 0.89 0.16 60.5 80.0 0.90 0.15 60.0 78.0 0.89 0.16 59.0

DeepPrivacy2  86.5  0.92 0.13 63.0 850 091 0.14
EdgeDiffusion 95.0 0.93 0.11 650 94.0 0.92 0.12

620 83.0 092 0.13 620 820 091 0.14 61.0
64.0 92.0 093 0.11 650 91.0 0.92 0.12 64.0

Table 8. Module-wise latency breakdown on Jetson Orin Nano.

Component Latency (ms) Share (%)
Detector (amortized) 8 17
Tracker 3 6
Mask Expansion 2 4
Diffusion Backbone 31 66
Post-processing 3 6
Total 47 100

3.9. Ablation Studies

We analyze the contribution of each component through
controlled ablations on COCO-Privacy (Table 6). Disabling
Adaptive Fidelity Control reduces Privacy Accuracy (PA)
from 97% to 93% and increases LPIPS, indicating its role
in balancing anonymization strength and perceptual quality.
Replacing the optimized diffusion backbone with a standard
U-Net increases latency from 47 ms to 260 ms while pro-
viding limited accuracy improvement, highlighting the effi-
ciency benefit of the distilled backbone. Finally, removing
uncertainty-aware mask expansion decreases PA by 5 pp,
leaving residual PII around mask boundaries. Qualitative
results in Fig. 4 further illustrate the contribution of each
component to the overall anonymization performance.

3.10. Runtime Breakdown

We further profile the module-wise latency of EdgeDiffu-
sion on Jetson Orin Nano (Table 8). The diffusion back-
bone accounts for the majority of runtime (66%), reflect-
ing the computational cost of generative inference. Detec-
tion (17%) and tracking (6%) are amortized across frames,
while mask expansion and post-processing introduce rel-
atively small overhead. The total latency remains 47 ms
per frame, with computation distributed across the major
system modules, indicating that the pipeline is suitable for

practical deployment on edge devices.

3.11. Limitations

While EdgeDiffusion performs well in the evaluated set-
tings, several limitations should be noted. First, all ex-
periments are conducted at 640 x 480 resolution; scaling
to higher resolutions may require additional architectural
adaptations, such as patch-level parallel diffusion or cas-
caded generation, to maintain real-time throughput on edge
hardware. Second, the robustness of EdgeDiffusion against
adversarial reconstruction attacks, in which an attacker at-
tempts to reverse anonymization and recover original identi-
ties, has not been evaluated. Investigating resilience to such
attacks is an important direction for future work, particu-
larly for deployment in security-sensitive scenarios.

4. Conclusion

In this paper, we presented EdgeDiffusion, a diffusion-
based anonymization framework designed for real-time de-
ployment on resource-constrained edge devices, integrating
a high-recall multi-task PII detector with temporal amor-
tization, a progressively distilled few-step diffusion back-
bone, and category-aware anonymization modules gov-
erned by an adaptive fidelity controller. Experiments across
three benchmarks and two edge platforms confirm that
EdgeDiffusion achieves sub-50 ms latency with over 95%
Privacy Accuracy while limiting downstream task degrada-
tion to within 2 pp, with consistent generalization across
diverse visual domains. Current limitations include eval-
uation restricted to 640 x 480 resolution and the absence
of robustness analysis against adversarial reconstruction at-
tacks. Future work will explore higher-resolution multi-
camera streaming with explicit temporal consistency con-
straints and joint visual-audio anonymization.
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