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Abstract

Protecting visual privacy in surveillance systems requires001
anonymization methods that are both effective and compu-002
tationally efficient, especially when deployed on resource-003
constrained edge devices. Existing approaches often rely004
on server-side processing, exposing sensitive visual data005
during transmission, or degrade perceptual fidelity to006
meet strict latency requirements. We present EdgeDiffu-007
sion, a diffusion-based framework for real-time, on-device008
anonymization of privacy-sensitive regions, including faces,009
license plates, and scene text. The framework combines010
three components: (i) a lightweight multi-task detector op-011
timized for high-recall identification of privacy-sensitive012
regions, (ii) a distilled diffusion backbone that generates013
anonymized content in as few as 4–8 denoising steps, and014
(iii) category-aware anonymization modules with an adap-015
tive fidelity controller that balances privacy protection and016
downstream visual utility. Anonymization effectiveness is017
evaluated using a Privacy Accuracy (PA) metric, which018
measures the reduction in successful re-identification by019
pretrained face, text, and license-plate recognition mod-020
els after anonymization. Experiments on COCO-Privacy,021
Cityscapes-Privacy, and VIRAT-Privacy show that EdgeD-022
iffusion achieves real-time inference (< 50ms per frame)023
on commercial edge hardware while improving PA by up to024
12.4% over prior real-time baselines. EdgeDiffusion pro-025
duces visually consistent anonymized outputs with limited026
artifacts while largely preserving scene context, suggesting027
its potential for privacy-preserving perception in applica-028
tions such as intelligent transportation, healthcare monitor-029
ing, and smart-city analytics.030

1. Introduction031

Visual data collected by surveillance systems, autonomous032
vehicles, and wearable devices frequently contains sensitive033
information such as faces, license plates, and textual iden-034
tifiers. While such data supports important applications in035
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Figure 1. Latency–Accuracy tradeoff. EdgeDiffusion achieves
superior privacy accuracy at low latency compared with baselines.

transportation safety, healthcare monitoring, and smart-city 036
analytics, it also introduces risks of privacy leakage, identity 037
misuse, and regulatory non-compliance [5, 22]. Recent in- 038
cidents involving unauthorized facial recognition and large- 039
scale data breaches illustrate how easily exposed visual in- 040
formation can be exploited. Meanwhile, regulations such 041
as GDPR and CCPA [3, 16, 20] impose strict requirements 042
on the collection and processing of personal imagery, mak- 043
ing anonymization an essential component of responsible 044
vision systems rather than an optional safeguard [13]. 045

Despite substantial progress, existing anonymization 046
approaches still struggle to simultaneously satisfy three 047
key requirements: (i) effective privacy protection, reduc- 048
ing the risk that personally identifiable information (PII) 049
can be reconstructed or re-identified; (ii) visual fidelity 050
and utility, preserving perceptual realism while maintain- 051
ing downstream analytic performance; and (iii) computa- 052
tional efficiency, enabling real-time inference on resource- 053
constrained edge devices. Classical obfuscation techniques 054
such as blurring and pixelation [19] are computationally 055
efficient but often leave structural cues that remain ex- 056
ploitable [15]. Adversarial cloaking approaches [1, 18] 057
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can provide stronger protection under certain conditions,058
yet may lack robustness and can degrade downstream task059
performance. GAN-based anonymization methods improve060
perceptual realism [7, 8, 12], but their training and infer-061
ence overhead limits deployment on edge devices. Diffu-062
sion models [6, 17] offer strong generative fidelity and con-063
trollability; however, conventional diffusion sampling typi-064
cally requires tens to hundreds of denoising steps, making065
real-time or on-device deployment challenging.066

To address these limitations, we introduce EdgeDiffu-067
sion, a unified framework for real-time, on-device visual068
anonymization that jointly considers privacy protection, vi-069
sual fidelity, and computational efficiency. EdgeDiffusion070
integrates three complementary components: (i) a privacy-071
oriented high-recall detector with temporal amortization to072
localize diverse PII categories across video frames; (ii) a073
latency-optimized diffusion backbone distilled to operate in074
as few as 4–8 denoising steps while maintaining perceptual075
quality; and (iii) category-aware anonymization modules076
with adaptive fidelity control, enabling tailored anonymiza-077
tion of faces, license plates, and scene text while balancing078
privacy protection with downstream utility.079

To quantify anonymization effectiveness, we evaluate080
results using a Privacy Accuracy (PA) metric that mea-081
sures the reduction in successful re-identification by pre-082
trained face, text, and license-plate recognition models af-083
ter anonymization. Experiments on COCO-Privacy [11],084
Cityscapes-Privacy [2], and VIRAT-Privacy [14] show that085
EdgeDiffusion achieves real-time inference on commercial086
edge hardware with sub-50 ms latency while maintaining087
consistently high anonymization effectiveness and mini-088
mal degradation in downstream detection and segmentation089
tasks. Compared with classical obfuscation and GAN-based090
approaches, EdgeDiffusion provides an improved overall091
trade-off between anonymization effectiveness, visual real-092
ism, and computational efficiency.093

Building on this design, EdgeDiffusion forms a unified094
pipeline for practical on-device anonymization. Our contri-095
butions are summarized as follows:096

• We propose EdgeDiffusion, a latency-aware diffu-097
sion framework for real-time anonymization of privacy-098
sensitive regions on edge devices.099

• We design a high-recall privacy detector, a dis-100
tilled few-step diffusion backbone, and category-aware101
anonymization modules with adaptive fidelity con-102
trol, forming an integrated and practical anonymization103
pipeline suitable for deployment.104

• We conduct extensive experiments on COCO-Privacy,105
Cityscapes-Privacy, and VIRAT-Privacy, demonstrating106
consistently improved privacy accuracy, strong percep-107
tual quality, and substantially lower latency compared108
with existing anonymization approaches.109

2. EdgeDiffusion Framework 110

We present EdgeDiffusion, a framework for real-time, on- 111
device anonymization designed to reduce re-identification 112
risk while maintaining the usability of visual data for down- 113
stream perception tasks. Given an input frame x and de- 114
tected personally identifiable information (PII) regions R = 115
{r1, . . . , rm} such as faces, license plates, or textual identi- 116
fiers, the system produces an anonymized image x̂ in which 117
sensitive regions are modified while non-PII regions remain 118
visually consistent with the original scene. All computa- 119
tion is performed under a device-specific latency constraint 120
Tmax to ensure feasibility in time-sensitive edge deploy- 121
ments. As illustrated in Figure 2, EdgeDiffusion consists 122
of four components: (1) a high-recall multi-task detector 123
that localizes PII regions and produces masks; (2) a latency- 124
aware diffusion backbone that generates anonymized con- 125
tent using a small number of denoising steps; (3) category- 126
aware anonymization modules that adapt the generative 127
process to different PII categories within a shared frame- 128
work; and (4) an adaptive fidelity controller that adjusts 129
anonymization strength according to privacy–utility con- 130
siderations and hardware constraints. These components 131
together enable a pipeline for visual anonymization on 132
resource-constrained edge devices. 133

2.1. Privacy-Oriented High-Recall Detection 134

The detection stage is based on a lightweight one-stage de- 135
tector implemented on top of the YOLOv5-tiny architecture 136
with feature pyramid fusion [9]. This design offers favor- 137
able computational efficiency on resource-constrained edge 138
hardware while maintaining sensitivity to small-scale ob- 139
jects such as faces, text regions, and license plates. The de- 140
tector adopts a multi-task architecture: a shared backbone 141
ϕ(·) (CSPDarknet-tiny with PANet feature aggregation) ex- 142
tracts multi-scale features zt from xt, while three task- 143
specific heads ψc are attached for c ∈ {face, text, plate}. 144
The text head incorporates an EAST-style branch to better 145
capture elongated structures, while the face and plate heads 146
follow standard YOLO prediction layers. 147

Formally, given a frame xt, the detector Fθ produces 148

Rt = Fθ(xt) = {(bt,i,mt,i, ct,i, st,i)}Mt
i=1, (1) 149

where bt,i denotes the bounding box,mt,i the predicted soft 150
mask, ct,i the object category, st,i the confidence score, and 151
Mt the number of detected PII regions. 152

To bias training toward higher recall, we employ a Tver- 153
sky loss with β > α that penalizes missed regions more 154
strongly than redundant ones: 155

Ltv(m,m
⋆)=1− |m ∩m⋆|

|m ∩m⋆|+α|m \m⋆|+β|m⋆ \m|
. (2) 156

To further reduce the risk of missed detections in chal- 157
lenging cases, we introduce a Conditional Value-at-Risk 158
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Figure 2. EdgeDiffusion framework for real-time visual anonymization. It consists of three stages: PII detection, latency-optimized
diffusion-based anonymization, and category-aware control modules that regulate anonymization fidelity for different PII categories.

(CVaR) penalty that emphasizes hard samples with large de-159
tection errors. Task balancing across detection objectives is160
handled through uncertainty-based weighting:161

Ldet =
∑
k

1

2σ2
k

Lk +
∑
k

log σk, (3)162

where Lk corresponds to classification, bounding box re-163
gression, and mask prediction losses.164

To meet the latency constraint Tmax on edge devices, we165
adopt temporal amortization. The full detector is executed166
every k frames, while a lightweight tracker T propagates167
the detected regions across intermediate frames:168

Rt =

{
Fθ(xt), t mod k = 0,

T (Rt−1,xt), otherwise.
(4)169

This strategy reduces the average detection cost to Tdet
k +170

Ttrk. The detector is re-invoked when motion magnitude or171
tracking uncertainty exceeds predefined thresholds.172

2.2. Latency-Optimized Diffusion Backbone173

The central component of EdgeDiffusion is a diffusion-174
based generator that replaces sensitive regions with175
anonymized yet contextually consistent visual content.176
While diffusion models are known for strong generative fi-177
delity, conventional implementations typically require hun-178
dreds of denoising steps, making them difficult to deploy on179
resource-constrained edge devices. To address this limita-180
tion, we design a latency-optimized backbone that distills181
the generative process into a compact few-step model while182
maintaining good perceptual quality.183

Formally, given a masked input xt⊙(1−m) and random184
noise ϵ ∼ N (0, I), a diffusion model iteratively refines a185

latent representation zs from timestep s = S down to s = 0: 186

zs−1 =
1

√
αs

(
zs −

1− αs√
1− ᾱs

ϵθ(zs,m, s)
)
+ σsϵ, (5) 187

where ϵθ denotes the denoising network and αs, ᾱs, σs are 188
standard diffusion parameters. To enable real-time infer- 189
ence, we adopt a DDIM-style deterministic sampler and 190
progressively distill the full diffusion trajectory (S∼ 1000) 191
into a significantly shorter process (S = 4−8). 192

The denoising network is implemented as a lightweight 193
U-Net with depthwise separable convolutions, while atten- 194
tion modules are restricted to low-resolution feature maps 195
to control computational cost. We further prune redundant 196
channels and apply 8-bit quantization, resulting in a 2.4× 197
reduction in memory footprint. This design keeps the back- 198
bone computation within the latency budget Tmax. 199

Training proceeds by aligning student predictions with a 200
teacher diffusion model through progressive distillation: 201

Ldistill=Ezs,m

[
∥ϵstudent

θ (zs,m,s)−ϵteacher
θ (zs,m,s)∥22

]
, (6) 202

allowing the reduced-step model to closely approximate 203
the behavior of the full diffusion process while remaining 204
suitable for practical real-time anonymization. 205

2.3. Category-Aware Anonymization Modules 206

Different types of PII exhibit heterogeneous structures and 207
visual contexts: faces and bodies contain fine-grained 208
identity cues, scene text often appears as elongated high- 209
frequency patterns, while license plates are compact but 210
semantically important. A single anonymization strategy 211
may therefore be less effective when applied uniformly. To 212
address this limitation, EdgeDiffusion introduces category- 213
aware modules that adapt the generative process to each PII 214
type while sharing the same diffusion backbone. 215
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Concretely, the diffusion model is conditioned on both216
the mask m and the category label c ∈ {face, text, plate}.217
Category information is encoded as a one-hot vector and218
projected through a learnable embedding layer, which is in-219
jected into the U-Net backbone via lightweight adapters Ac220
inserted at multiple resolution scales (encoder, bottleneck,221
and decoder). These adapters are implemented as low-rank222
bottleneck layers with FiLM-style modulation (feature-wise223
linear modulation), where scaling and shifting parameters224
are predicted from the category embedding. Intermediate225
features are thus modulated as:226

ϵθ(zs,m, s, c) = ϵθ(zs,m, s) +Ac(zs,m, s), (7)227

where ϵθ is the shared denoising network and Ac provides228
category-specific residual adjustments. For instance, the229
text adapter encourages background consistency during in-230
painting, while the face adapter promotes natural appear-231
ance while reducing identity-related cues.232

Training is performed jointly across categories. Each233
adapter is optimized using a combination of perceptual sim-234
ilarity and category-specific adversarial feedback:235

Lcat = λpercLLPIPS + λadv E
[
log(1−Dc(x̂))

]
, (8)236

where Dc is a lightweight category discriminator trained237
to distinguish anonymized outputs from natural samples238
within domain c. To stabilize training and mitigate im-239
balance across categories, we adopt class-balanced sam-240
pling during minibatch construction while sharing the dif-241
fusion backbone across all categories. Adapters are applied242
at three spatial scales (16, 32, and 64 feature maps) using243
depthwise separable convolutions to reduce computational244
overhead. Category embeddings are 64-dimensional and245
learned jointly with the backbone parameters. This design246
allows the model to adapt anonymization behavior for dif-247
ferent PII categories without retraining the full backbone.248

2.4. Adaptive Fidelity Controller249

While high-recall detection and category-specific synthe-250
sis help reduce re-identification risk, practical deployments251
often involve heterogeneous requirements on the trade-off252
between anonymization strength and visual fidelity. Law-253
enforcement applications may prefer stronger obfuscation254
even at the expense of visual detail, whereas commer-255
cial analytics may favor minimal distortion to better pre-256
serve scene context. To accommodate such variability,257
EdgeDiffusion incorporates an Adaptive Fidelity Controller258
(AFC) that adjusts anonymization intensity according to259
privacy–utility preferences and device conditions.260

Formally, let λ ∈ [0, 1] denote the trade-off coefficient261
between privacy loss Lpriv and utility loss Lutil. The overall262
training objective is defined as263

Lfinal = λLpriv + (1− λ)Lutil. (9)264

Table 1. Utility preservation on downstream tasks. Relative per-
formance drop (percentage points, ↓) in detection mAP on COCO
and segmentation mIoU on Cityscapes after anonymization.

Method COCO mAP (↓ pp) Cityscapes mIoU (↓ pp)

No Anonymization 40.0 (0.0) 74.0 (0.0)
Pixelation 34.5 (5.5) 68.5 (5.5)
Gaussian Blur 35.5 (4.5) 69.5 (4.5)
CIAGAN 37.8 (2.2) 71.2 (2.8)
DeepPrivacy2 38.3 (1.7) 71.6 (2.4)
EdgeDiffusion 38.8 (1.2) 72.0 (2.0)

Where Lpriv penalizes residual identity cues through aux- 265
iliary re-identification classifiers and embedding similarity 266
constraints, while Lutil aims to preserve downstream task 267
performance and perceptual quality, measured using stan- 268
dard metrics such as SSIM, LPIPS, and detection mAP. 269

At inference time, λ is adjusted according to (i) a user- 270
specified privacy preference ρ ∈ [0, 1], and (ii) the device’s 271
latency slack δt = Tmax − Tcurr. We define 272

λt = σ
(
αρ+ βδt

)
, (10) 273

where σ(·) is a sigmoid and (α, β) determine the relative 274
influence of application-level priorities and hardware state. 275
A higher ρ typically corresponds to stronger anonymization 276
preference, while positive δt allows slightly additional com- 277
putation that may improve visual fidelity. 278

In practice, AFC modulates the diffusion process 279
through two mechanisms: (1) adjusting the injected noise 280
magnitude and the effective number of denoising steps; and 281
(2) varying mask expansion and backbone compression de- 282
pending on current device load. Under stronger privacy 283
preference, AFC increases noise variance and mask dila- 284
tion; under relaxed conditions, it reduces noise injection to 285
better preserve fine-grained textures. This mechanism al- 286
lows the system to adapt anonymization behavior to differ- 287
ent application requirements and hardware constraints. 288

3. Experiments 289

3.1. Experimental Setup 290

We evaluate EdgeDiffusion under deployment-oriented 291
conditions reflecting its intended use case: real-time 292
anonymization on commercial edge platforms. The eval- 293
uation protocol considers three complementary aspects: (1) 294
privacy protection, assessing the system’s ability to reduce 295
identifiable information such as faces, license plates, and 296
scene text; (2) utility preservation, measuring the extent 297
to which anonymized imagery continues to support down- 298
stream perception tasks (e.g., detection and segmentation); 299
and (3) efficiency, quantifying end-to-end latency and mem- 300
ory footprint on resource-constrained hardware. 301

Experiments are conducted on three complementary 302
benchmarks: COCO-Privacy [11], Cityscapes-Privacy [2], 303
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Figure 3. Examples of face and full-body anonymization. EdgeDiffusion preserves background and clothing structures while anonymiz-
ing facial and body regions that may contain personally identifiable information. Compared with pixelation, blurring, and GAN-based
approaches, EdgeDiffusion generally provides improved visual consistency while maintaining anonymization.

Table 2. Face/Full-Body anonymization on COCO-Privacy. PA denotes Privacy Accuracy (higher is better), measuring the reduction of
successful re-identification after anonymization.

Method PA (↑ %) SSIM (↑) LPIPS (↓) Detection mAP (↑ %) Latency (↓ ms) Memory (↓ MB)

Pixelation 55.0 0.81 0.21 52.0 10 80
Gaussian Blur 60.0 0.84 0.19 55.0 12 80
CIAGAN (CVPR 2020) 85.0 0.90 0.15 62.0 150 420
DeepPrivacy2 (WACV 2023) 88.0 0.92 0.13 64.0 3600 550

EdgeDiffusion (Face/Full-Body) 97.0 0.94 0.10 66.0 47 310

and VIRAT-Privacy [14], each annotated with privacy-304
sensitive regions. We adopt a consistent 70/10/20305
(train/val/test) split with category-balanced sampling to fa-306
cilitate reproducible comparison.307

For deployment evaluation, we target two representative308
hardware platforms: NVIDIA Jetson Orin Nano, an embed-309
ded GPU platform widely used in robotics and autonomous310
systems [4], and Qualcomm Snapdragon 8 Gen 2, a mod-311
ern mobile SoC representative of consumer devices. Per-312

formance metrics are reported as average wall-clock latency 313
and peak memory usage measured directly on-device over 314
1,000 test frames at 640× 480 resolution. 315

3.2. Datasets 316

To evaluate EdgeDiffusion, we benchmark on three 317
datasets that capture privacy-sensitive scenarios span- 318
ning a range of PII types and environmental conditions. 319
1) COCO-Privacy [11] extends Microsoft COCO [11] with 320

5



CVPR
#26

CVPR
#26

CVPR 2026 Submission #26. CONFIDENTIAL REVIEW COPY. DO NOT DISTRIBUTE.

Table 3. Scene text removal performance on COCO-Privacy. Detection mAP ∆ denotes the performance drop (percentage points)
relative to the original images; lower values indicate better preservation of downstream detection performance.

Method PSNR (↑) SSIM (↑) LPIPS (↓) Detection mAP ∆ (pp) (↓) Latency (↓ ms) Memory (↓ MB)

Baseline (EAST + Inpainting) 30.0 0.85 0.20 10.0 80 100
GaRNet (ECCV 2022) [10] 32.5 0.88 0.17 7.0 200 300
PERT (WACV 2023) [21] 33.5 0.90 0.15 5.0 250 350

EdgeDiffusion (Text) 35.0 0.92 0.12 3.0 50 310

Table 4. License plate anonymization on Cityscapes-Privacy. LP readability denotes the recognition accuracy of license plates after
anonymization (lower is better). Detection mAP ∆ indicates the performance drop (percentage points) relative to the original images.

Method LP Readability (↓ %) LPIPS (↓) Detection mAP ∆ (pp) (↓) Latency (↓ ms)

Blur (Gaussian) 75.0 0.18 8.0 10
dashcam anonymizer 60.0 0.15 5.0 120

EdgeDiffusion (Plate) 45.0 0.10 3.0 47

annotations of privacy-sensitive regions, including human321
faces, full-body regions, vehicle license plates, and scene322
text. The diversity of scenes, cluttered environments, and323
occlusions provides a challenging benchmark for multi-324
category anonymization. 2) Cityscapes-Privacy [2] fo-325
cuses on license plate and pedestrian identity protection in326
urban driving environments. It provides pixel-level masks327
for vehicles, license plates, and pedestrians, enabling eval-328
uation of anonymization quality as well as downstream per-329
ception tasks. 3) VIRAT-Privacy [14] provides temporal330
annotations for faces, vehicles, and textual identifiers across331
surveillance videos. The dataset includes dynamic scenes332
with varying illumination and crowd activity, supporting333
evaluation of temporal consistency in streaming settings.334

3.3. Face and Full-Body Anonymization335

Table 2 compares EdgeDiffusion with classical obfusca-336
tion methods (Pixelation, Gaussian Blur) and representa-337
tive GAN-based anonymization approaches (CIAGAN [12],338
DeepPrivacy2 [7]) on the COCO-Privacy dataset. Classi-339
cal obfuscation methods achieve negligible latency but pro-340
vide limited privacy protection, with Privacy Accuracy (PA)341
below 60% and residual identity cues that can still be rec-342
ognized by standard recognition models. GAN-based ap-343
proaches improve PA (85–88%) and perceptual realism, but344
incur substantially higher latency (150 ms for CIAGAN and345
>3.6 s for DeepPrivacy2) together with larger memory foot-346
prints, which can limit their applicability on edge platforms.347
In contrast, EdgeDiffusion achieves higher anonymization348
effectiveness, reaching 97% PA while maintaining high349
structural similarity (SSIM = 0.94) and low perceptual dis-350
tance (LPIPS = 0.10). The method preserves downstream351
task performance while operating at 47 ms latency with a352
310 MB memory footprint. Qualitative results in Figure 3353
illustrate that EdgeDiffusion generates anonymizations that354
blend naturally with surrounding context.355

3.4. Scene Text Removal 356

Scene text anonymization is challenging due to elongated, 357
high-frequency patterns that can introduce visible arti- 358
facts when removed. Table 3 compares EdgeDiffusion 359
with inpainting-based methods (EAST+Inpainting), GaR- 360
Net [10], and PERT [21]. EdgeDiffusion achieves higher 361
reconstruction fidelity (PSNR = 35.0, SSIM = 0.92, LPIPS 362
= 0.12) while maintaining smaller detection mAP degrada- 363
tion (↓3.0 pp) than the baselines (↓5–10 pp). Its inference 364
latency (50 ms) is also lower than GaRNet (200 ms) and 365
PERT (250 ms), with a memory footprint comparable to 366
other anonymization settings. Figure 4 further illustrates 367
that the method removes text regions while preserving natu- 368
ral background textures and maintaining visual consistency. 369

3.5. License Plate Anonymization 370

Table 4 evaluates license plate anonymization on the 371
Cityscapes-Privacy benchmark. Classical pixelation-based 372
blur provides limited anonymization, with license plate 373
(LP) readability remaining as high as 75% together with 374
noticeable visual distortion. The dashcam anonymizer 375
baseline reduces readability to 60% but incurs higher la- 376
tency (120 ms), which can limit real-time deployment. In 377
comparison, EdgeDiffusion achieves lower LP readability 378
(45%) while maintaining relatively low perceptual distor- 379
tion (LPIPS = 0.10) and smaller detection accuracy degra- 380
dation (3 pp), operating at 47 ms per frame. Qualitative 381
examples in Fig. 4 further illustrate that EdgeDiffusion re- 382
moves alphanumeric identifiers while preserving plate ge- 383
ometry and surrounding structures, producing overall visu- 384
ally consistent anonymization results. 385

3.6. End-to-End Efficiency 386

Table 5 compares system efficiency across heterogeneous 387
edge platforms. GAN-based anonymization methods such 388

6



CVPR
#26

CVPR
#26

CVPR 2026 Submission #26. CONFIDENTIAL REVIEW COPY. DO NOT DISTRIBUTE.

Original Pixelation
Gaussian 

blur

CIAGAN

(Sim)

DeepPrivacy2

(Sim)

EdgeDiffusion

(Realistic)

Figure 4. Examples of scene text anonymization. EdgeDiffusion modifies sensitive textual and license plate regions while preserving
surrounding structures and visual continuity. The examples illustrate anonymization results on commercial signage and retail wall text.

Table 5. End-to-end efficiency on edge devices (640×480 resolution). Latency, throughput (FPS), and peak memory usage are reported
for two representative edge platforms. Best results are shown in bold.

Method Jetson Orin Nano Snapdragon 8 Gen 2

Latency (↓ ms) FPS (↑) Peak Memory (↓ MB) Latency (↓ ms) FPS (↑) Peak Memory (↓ MB)

CIAGAN 150 6.7 420 180 5.6 430
DeepPrivacy2 3600 0.3 550 4000 0.25 600
GaRNet 200 5.0 300 240 4.2 320
PERT 250 4.0 350 300 3.3 370
dashcam anonymizer 120 8.3 300 140 7.1 320

EdgeDiffusion 47 21.3 310 55 18.2 320

as CIAGAN and DeepPrivacy2 exhibit high runtime and389
memory requirements (6.7 FPS at 420 MB; 0.3 FPS at 550390
MB), which can limit real-time deployment. Scene text391
removal networks (GaRNet, PERT) incur higher compu-392
tational costs (200–300 ms per frame), further constrain-393
ing deployment on resource-limited devices. In contrast,394
EdgeDiffusion achieves 21.3 FPS on Jetson Orin Nano and395
18.2 FPS on Snapdragon 8 Gen 2, with a memory footprint396
of 310–320 MB. These results indicate that the latency-397
optimized diffusion backbone (Sec. 2.2) operates efficiently398
across both embedded GPU and mobile SoC platforms.399

The latency–accuracy trade-off illustrated in Fig. 1 fur-400
ther shows that EdgeDiffusion achieves 97% Privacy Ac-401
curacy at a real-time latency of 47 ms. Classical obfusca-402
tion methods remain faster but provide limited anonymiza-403
tion, while GAN-based approaches offer stronger protection404
at substantially higher computational cost.405

3.7. Cross-Dataset Generalization406

Table 7 evaluates cross-dataset generalization by training407
on COCO-Privacy and testing on four external datasets:408
LFW, WiderFace, BDD100K, and Cityscapes. GAN-based409
baselines retain moderate Privacy Accuracy (80–87%) but410

exhibit noticeable degradation in perceptual fidelity and 411
downstream mAP when transferred across domains. In 412
comparison, EdgeDiffusion achieves 91–95% PA, with 413
low perceptual distortion (LPIPS = 0.11–0.12) and stable 414
task performance (mAP = 64–65%). These results suggest 415
that the method maintains consistent performance across 416
different datasets and visual conditions. 417

3.8. Utility Preservation 418

Table 1 evaluates anonymization as a preprocessing stage 419
for downstream perception tasks, including object detec- 420
tion (COCO mAP) and semantic segmentation (Cityscapes 421
mIoU). Classical obfuscation methods introduce notice- 422
able utility degradation, causing 5–6 pp drops in accu- 423
racy. GAN-based approaches preserve more task perfor- 424
mance but still exhibit larger degradation relative to the 425
non-anonymized baseline. In comparison, our EdgeDif- 426
fusion maintains higher downstream performance, reduc- 427
ing the detection accuracy by only 1.2 pp and the segmen- 428
tation accuracy by 2.0 pp. Therefore, these results indi- 429
cate that EdgeDiffusion preserves compatibility with down- 430
stream perception tasks while performing anonymization. 431
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Table 6. Ablation Study on COCO-Privacy Test Set. Latency comparisons to the full version. Best results are in bold.

Variant PA (↑ %) SSIM (↑) LPIPS (↓) Latency (↓ ms)

Full EdgeDiffusion 97.0 0.94 0.098 47
w/o Adaptive Fidelity Control 93.0 0.92 0.11 47
w/o Optimized Diffusion Backbone 96.0 0.94 0.10 260
w/o Uncertainty-Aware Mask Expansion 92.0 0.93 0.11 47

Table 7. Cross-dataset generalization. Train on COCO-Privacy, test on multiple datasets. Best results are in bold.

LFW WiderFace BDD100K Cityscapes

Method PA SSIM LPIPS mAP PA SSIM LPIPS mAP PA SSIM LPIPS mAP PA SSIM LPIPS mAP

Pixelation 56.0 0.82 0.21 52.5 54.0 0.81 0.22 51.0 53.0 0.83 0.21 51.5 50.0 0.82 0.22 50.0
Gaussian 61.0 0.85 0.19 55.5 59.0 0.84 0.20 54.0 58.0 0.86 0.19 54.5 55.0 0.85 0.20 53.0
CIAGAN 83.5 0.90 0.15 61.5 82.0 0.89 0.16 60.5 80.0 0.90 0.15 60.0 78.0 0.89 0.16 59.0
DeepPrivacy2 86.5 0.92 0.13 63.0 85.0 0.91 0.14 62.0 83.0 0.92 0.13 62.0 82.0 0.91 0.14 61.0
EdgeDiffusion 95.0 0.93 0.11 65.0 94.0 0.92 0.12 64.0 92.0 0.93 0.11 65.0 91.0 0.92 0.12 64.0

Table 8. Module-wise latency breakdown on Jetson Orin Nano.

Component Latency (ms) Share (%)

Detector (amortized) 8 17
Tracker 3 6
Mask Expansion 2 4
Diffusion Backbone 31 66
Post-processing 3 6

Total 47 100

3.9. Ablation Studies432

We analyze the contribution of each component through433
controlled ablations on COCO-Privacy (Table 6). Disabling434
Adaptive Fidelity Control reduces Privacy Accuracy (PA)435
from 97% to 93% and increases LPIPS, indicating its role436
in balancing anonymization strength and perceptual quality.437
Replacing the optimized diffusion backbone with a standard438
U-Net increases latency from 47 ms to 260 ms while pro-439
viding limited accuracy improvement, highlighting the effi-440
ciency benefit of the distilled backbone. Finally, removing441
uncertainty-aware mask expansion decreases PA by 5 pp,442
leaving residual PII around mask boundaries. Qualitative443
results in Fig. 4 further illustrate the contribution of each444
component to the overall anonymization performance.445

3.10. Runtime Breakdown446

We further profile the module-wise latency of EdgeDiffu-447
sion on Jetson Orin Nano (Table 8). The diffusion back-448
bone accounts for the majority of runtime (66%), reflect-449
ing the computational cost of generative inference. Detec-450
tion (17%) and tracking (6%) are amortized across frames,451
while mask expansion and post-processing introduce rel-452
atively small overhead. The total latency remains 47 ms453
per frame, with computation distributed across the major454
system modules, indicating that the pipeline is suitable for455

practical deployment on edge devices. 456

3.11. Limitations 457

While EdgeDiffusion performs well in the evaluated set- 458
tings, several limitations should be noted. First, all ex- 459
periments are conducted at 640 × 480 resolution; scaling 460
to higher resolutions may require additional architectural 461
adaptations, such as patch-level parallel diffusion or cas- 462
caded generation, to maintain real-time throughput on edge 463
hardware. Second, the robustness of EdgeDiffusion against 464
adversarial reconstruction attacks, in which an attacker at- 465
tempts to reverse anonymization and recover original identi- 466
ties, has not been evaluated. Investigating resilience to such 467
attacks is an important direction for future work, particu- 468
larly for deployment in security-sensitive scenarios. 469

4. Conclusion 470

In this paper, we presented EdgeDiffusion, a diffusion- 471
based anonymization framework designed for real-time de- 472
ployment on resource-constrained edge devices, integrating 473
a high-recall multi-task PII detector with temporal amor- 474
tization, a progressively distilled few-step diffusion back- 475
bone, and category-aware anonymization modules gov- 476
erned by an adaptive fidelity controller. Experiments across 477
three benchmarks and two edge platforms confirm that 478
EdgeDiffusion achieves sub-50 ms latency with over 95% 479
Privacy Accuracy while limiting downstream task degrada- 480
tion to within 2 pp, with consistent generalization across 481
diverse visual domains. Current limitations include eval- 482
uation restricted to 640 × 480 resolution and the absence 483
of robustness analysis against adversarial reconstruction at- 484
tacks. Future work will explore higher-resolution multi- 485
camera streaming with explicit temporal consistency con- 486
straints and joint visual-audio anonymization. 487
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