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ABSTRACT

With the widespread adoption of large language models (LLMs), ensuring their
safety and alignment has become a critical challenge. Although modern LLMs
are aligned with human values during post-training, robust moderation remains
essential to prevent harmful outputs at deployment time. Existing approaches,
such as guard models, activation steering, and prompt engineering, each involve
significant trade-offs: guard models are costly to train and deploy, and their users
are typically limited to a few model checkpoints, while activation steering and
prompt engineering can often degrade the quality of responses. In this work, we
introduce Latent Prototype Moderator (LPM), a lightweight moderation tool that
assesses input safety by sparsely aggregating Mahalanobis distances to safe and
harmful prototypes across multiple layers. By leveraging multi-level prototypes,
LPM improves both moderation robustness and performance. By design, our
method adds negligible overhead to the generation pipeline and can be seamlessly
applied to any model. LPM achieves state-of-the-art performance on diverse
moderation benchmarks and demonstrates strong scalability across model families
of varying sizes. Moreover, we show that it integrates smoothly into end-to-end
moderation pipelines and further improves response safety when combined with
output moderation techniques. Overall, our work provides a practical and adaptable
solution for robust, efficient safety moderation for real-world LLM deployment.

1 INTRODUCTION

Large language models (LLMs) have quickly become central to modern applications, making their
safety and alignment with human values increasingly important. While techniques like RLHF (Bai
et al.}2022; |Ouyang et al.}[2022) and instruction tuning (Li et al., | 2024) have substantially improved
model safety, even state-of-the-art models remain susceptible to emergent risks that can appear after
alignment (Andriushchenko et al., 2025} |Carlini & et al.| [2023; |Wei & et al., [2023). As a result,
ensuring practical LLM safety also requires more than alignment during training moderation: the
evaluation of model inputs and outputs for safety before they reach end users. The increasing demand
for safe deployment has driven recent development of input and output (Lee et al.| 2025} [Zheng et al.}
2024) moderation tools, which collectively enhance the overall safety of LLM systems.

As outlined above, LLM input moderation techniques are an essential part of the safe deployment
of LLMs. Commonly used input moderation tools include specialized guard models (Dong et al.,
2024; \Ghosh et al., 2024} Han et al., [2024; Inan et al., [2023; Sharma et al., 2025} Yin et al., 2025))
and latent-based methods (Ayub & Majumdar, 2024} |Abdelnabi et al.l 2025)), but each of these
approaches comes with specific trade-offs. Guard models offer good performance at the cost of
substantial computational resources, and their training requires access to carefully curated datasets.
This often limits users to a small set of pre-trained models with fixed sizes, complicates deployment
in resource-constrained environments, and hinders adaptation to emerging categories of safety risks.
On the other hand, the latent-based methods are lightweight, but perform worse than guard models
in practice. These challenges highlight the need for performant input moderation tools that are also
efficient, flexible, and easily customizable.

In this work, we address the aforementioned gap with Latent Prototype Moderator (LPM), a
lightweight, latent-based method for input safety assessment. LPM builds on prior findings that
explore LLM latent representations [Zou et al.|(2023a)) for safety evaluation and uses the internal states
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Figure 1: Our proposed Latent Prototype Moderator (LPM) framework. During training, we
compute class-conditional prototypes (14;, >;) based on last-token hidden representations (h; +—1),
which we use to define a per-layer Gaussian Discriminant Analysis (GDA) classifier. We then
learn sparse aggregation weights (w;) over the GDA scores. During inference, we use the pre-
trained GDA classifiers to compute Mahalanobis-distance-based scores from layers with non-zero
weights (Jw;| > 0), and produce a safety probability, P(unsafe), from their weighted aggregate. LPM
enables state-of-the-art performance with lightweight training and negligible inference overhead.
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of off-the-shelf LLMs to assess input safety via Mahalanobis distance to safe and unsafe prototypes.
Inspired by research on intermediate-layer representations in deep neural networks (Masarczyk et al.|
2023} Szatkowski et al., 2025), we further incorporate diverse intermediate-layer embeddings to
improve safety assessment. LPM’s lightweight, model-agnostic design ensures compatibility with
any LLM while incurring minimal computational overhead during both training and inference. The
design of our method is illustrated in Figure I]

Through extensive experiments, we demonstrate that LPM achieves state-of-the-art performance
across diverse input moderation benchmarks, outperforming the alternative techniques. We show that
our method works seamlessly across different model families and sizes, highlighting its flexibility
and ease of application. We further demonstrate that LPM can be readily integrated into end-to-
end moderation pipelines alongside output moderation tools, enhancing the overall safety of LLM
systems. Finally, through detailed ablations, we reveal LPM’s compatibility with various model types,
including pretrained and reasoning models, its efficiency in low-data regimes, ease of extensibility,
and the intriguing multi-layer dynamics underlying its performance. Our key contributions are:

* We introduce Latent Prototype Moderator (LPM), an efficient LLM input moderation method
that uses Mahalanobis distance across multi-level latent spaces to assess prompt safety.

* We demonstrate that our method achieves state-of-the-art safety assessment across the
common input moderation benchmarks and offers a practical solution for LLM robustness.

* We show how LPM seamlessly integrates with diverse moderation strategies, lowering
unwanted refusals and enhancing the overall safety in end-to-end LLM deployment.

Taken together, our work provides a highly efficient and customizable solution for LLM input
moderation, representing a key step toward safe Al deployment.

2 RELATED WORK

LLM safety and alignment LILMs are usually pre-trained on large corpora of data that are
impossible to fully supervise. Therefore, pre-training is typically followed by supervised training
that ensures the alignment of the model with human preferences and values (Bai et al., 2022} |Dai
et al.,|2024; |Li et al., 2024} |Lim et al., [2025; |Ouyang et al.,[2022). However, various studies prove
that even the most popular frontier models are still prone to generating unsafe responses (Carlini &
et al., [2023 |Wei & et al., [2023 |Zou et al.| 2023b)), as safety alignment can be superficial and lose its
effect after the initial few tokens of generation (Q1 et al.,|2025)). Furthermore, focusing strictly on the
safety aspect of alignment of the model might negatively affect its capabilities (Huang et al.| [2025;
Wei et al.| 2023} Wolf et al.| 2024). To ensure model safety in a way that does not degrade the quality
of responses, various solutions dedicated to either the detection of unsafe prompts or the correction
of unsafe answers have emerged. These include rule-based approaches (Clarke et al., |2023; Kumar
et al., 2024), representation engineering (Luo et al., 2024; |Qiu et al.| 2024; [Zou et al.,|2024), and
guard models (Dong et al., 2024).
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LLM output moderation and steering Output moderation is ensured mostly by either blocking
unsafe responses with a guardrail (Inan et al.,|2023; [Han et al., 2024) or by steering the LLMs toward
safe responses. Steering can be achieved by either using prompt engineering methods (Zheng et al.,
2024; Xie et al.| 2023) or activation steering (Zou et al.| | 2023a; |Lee et al.| [2025)). Activation steering
techniques operate on the hypothesis that concepts are encoded in the activation patterns of the
model. For instance, methods like Representation Engineering (Zou et al.,|2023a)) add or subtract
vectors corresponding to specific concepts (e.g., "harmfulness") from model activations to guide the
output generation process. Other approaches, such as PaCE (Luo et al.|[2024)), utilize decomposition
into concepts and suppress undesired properties such as toxicity by utilizing a concept dictionary.
Similarly, SEA (Qiu et al}2024)) aims to erase harmful concepts from the model’s activations using
spectral decomposition. Other approaches perform latent space alignment by fine-tuning the model to
ensure its internal representations more closely resemble desired safe ones (Zou et al., 2024; Zhang
et al.,2024). While powerful, these methods can have a negative influence on tasks where harmful
concepts are not present (Lee et al., 2025)).

LLM input moderation. Input moderation assesses a prompt before generation begins, and
simply refusing to engage with malicious queries is often a sufficient and highly efficient safety
strategy (Manczak et al.| [2024). The most common tools for input moderation are guard mod-
els—specialized LLMs trained to evaluate text safety (Inan et al., 2023} |[Han et al.,|2024; Ghosh et al.,
2024} |Sharma et al.| |2025). However, most guard models are fine-tuned versions of open-source
LLMs, requiring high-quality datasets and substantial computational resources for their development.
An alternative to guard models are methods that utilize inner representations for detecting malicious
prompts (Abdelnabi et al., [2025; |Ayub & Majumdar, 2024). Guard models are inefficient when it
comes to retraining them, and previous methods that utilize latent representations do not incorporate
the knowledge from multiple layers, which contain distinct features (Masarczyk et al.| [2023).

3 METHOD

3.1 PRELIMINARIES

Formal definition of LLM input moderation. LLM input Moderation tools are designed to prevent
LLMs from generating responses to harmful inputs, denoted as xpamru, by evaluating the prompt
before output generation begins. In such contexts, the objective is to flag all inputs « which fall into
a pool of harmful prompts &Xy,qrmui. Thus, the goal of the moderation tool M is to say whether
2 € Xarmful and allow generations LLM(z) only for ¢ Xamfu1, Which minimizes the probability
that generated text will also be harmful and saves computations when a refusal is sufficient.

Prototype calculation. For the case of safety moderation, we operate on two main classes: safe

and harmful examples. To perform classification, we first compute a prototype (mean of the class

distribution) for each class by calculating its empirical mean p. = Ni Zf\; IEC), where xl(c) is the

i-th example belonging to class ¢, and [V, is the number of examples for that class.

Mabhalanobis distance. To account for complex data distributions, we can also employ the Maha-
lanobis distance, which accounts for the data distribution’s variance and covariance. Unlike Euclidean
distance, Mahalanobis distance is sensitive to the underlying data geometry, making it well-suited for
distinguishing between clusters with different shapes and orientations. Mahalanobis distance between
a point z € R? and the distribution represented by mean . and covariance matrix Y. is defined as:

dr (2, pe) = /(& = ) TSN pe). ()
We estimate the matrix ¥ ~! with a Bayes ridge-type estimator (Kubokawa & Srivastava, [2008):
S=d (N=D)S+tr(S)) Y, )
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where N is the number of examples used to estimate the covariance matrix, I is the identity matrix,
and X is the empirical covariance matrix.

Given (., ), we can perform Bayesian classification through Gaussian Discriminant Analysis
(GDA). When using uniform apriori, the probability that an example € R? belongs to class c is:

exp(—i(x — u)T'S, Yz —
Plelz) = p( 2( ) 27 fie)) . 3)

Yy exp (=3 (@ — ) TS M@ - )

3.2 LATENT PROTOTYPE MODERATOR

Intermediate layers properties. LPM’s design is based on the principle that different neural net-
work layers capture distinct information (Masarczyk et al.|[2023)). Prior research shows intermediate
layers often retain useful features that final ones discard (Szatkowski et al., [2025). We confirmed
this holds true when assessing safety, as we found no single layer consistently performs best across
different models or tasks (see Appendix [B). LPM is therefore built to leverage these varied signals by
aggregating the distances from multi-layer prototypes to produce a comprehensive safety assessment.

Aggregating multiple layers. To obtain the prototypes, we extract hidden representations from
the last tokens of the safe and unsafe inputs from the training data. We use the representations of
the final token after the feed-forward network (FFN) in all blocks {1, ..., L}, where L denotes the
number of transformer blocks in the model.

To utilize information from multiple layers, we use Mahalanobis scores from each layer S; =
Py (harmful|z, 147, X;) we calculate aggregation weights {wy, ..., wr}, which are trained on the
same examples using Mahalanobis scores from all layers {51, S, . .., S1 }. To ensure robustness and
sparsity of this aggregation, we use the [ penalty to calculate aggregation weights. Final prediction
of LPM is described by the following equation:

L
LPM(z|{p1, ..., pur},{S1, .., BL}) = > w; - Pi(harmful|hy, i, ), )
i=1

where h; are latent representations of the last token after layer [ of the prompt x and p;, 3; are
prototypes and covariance matrix calculated from representations in layer /.

Multiple prototypes. Safe and unsafe classes might span across diverse types of risk categories,
and using multiple prototypes for a single class can provide us with a way to better model their
distributions. In safety assessment, we can split harmful and safe examples into subgroups and
construct a prototype for each subgroup. To enrich our LPM by having prototypes for K subgroups,
we can utilize them as additional features {51,1, ST Ly Sk 1} for aggregation. Usage of
multiple prototypes can be highly important when subgroup distributions are not similar, e.g., using
prototypes from two highly different datasets.

4 EXPERIMENTS

We use Aegis-Defensive (Ghosh et al., [2024), LlamaGuard3 (Inan et al., 2023), Granite
Guardian (Padhi et al.| [2024)), ShieldGemma (Zeng et al.,[2024)), and WildGuard (Han et al.,2024)
to compare our method with models specifically designed for moderation. We use state-of-the-art
methods for input moderation that utilize latent representations such as |Abdelnabi et al.| (2025)
and|Ayub & Majumdar| (2024). As base models for latent-based methods we use Mistral (Jiang et al.|
2023)), Llama (Grattafiori et al., 2024), OLMo (OLMo et al., [2024), and Qwen3 (Yang et al., [2025]).
Those models use similar architectures but differ in training protocols, which allows us to assess
our approach across models containing diverse knowledge. We compare LPM to other methods
on groups of datasets corresponding to prompt harmfulness (8 datasets). Among those datasets are
WildJailbreak (Jiang et al.| 2024)) and WildGuardMix (Han et al., [2024), which contain 34 unique
sophisticated state-of-the-art jailbreak tactics. For neutral evaluation, we utilize datasets of general
capabilities (7 datasets) to ensure that input moderation methods are not too strict, which would
highly decrease their usability due to frustration by the users. We refer to those two groups of
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Table 1:
Dataset Aegis HarmB OpenAl SimpST TChat WGMix W] XS Avg
Guard Models
Aegis-Guard-D 81.00  70.46 76.44 97.96 75.61 72.09 75.44 81.53 78.82
Aegis-Guard-P 7572 66.11 78.11 94.18 68.49 65.63 5572 82.35 73.29
LlamaGuard1 7292  66.11 74.38 92.47 57.14 55.08 4136 81.61 67.63
LlamaGuard2 71.85 93.78 76.10 95.83 46.32 70.52 4985 89.18 74.18
LlamaGuard3 71.74  98.94 79.11 99.50 54.11 76.76 67.83 88.52 79.56
GraniteGuardian-3-1-8B  87.78  79.90 77.63 99.50 73.25 84.57 96.75 85.59 85.62
ShieldGemma-9B 7744  69.04 77.63 91.30 68.13 58.88 59.94 8241 73.10
WildGuard 89.78  99.37 72.28 99.50 70.14 88.04 97.10 95.26 88.93
Ayub & Majumdar|(2024)
OLMo2-7B 88.11 96.54 66.95 100.0 65.63 88.09 96.84 94.33 87.06
Mistral-7B 79.60  90.87 75.69 98.99 63.44 83.31 87.53 95.04 8431
Llama-8B 82.52  96.98 66.60 98.48 55.62 80.91 82.85 92.76 82.09
Qwen3-8B 80.00  90.62 74.56 95.29 68.90 80.64 81.31 90.21 82.69
Abdelnabi et al.|(2025)
OLMo2-7B 84.16  93.30 75.19 99.50 72.53 86.20 93.48 9443 87.35
Mistral-7B 84.55 97.86 64.59 98.48 57.63 85.73 91.13 94.60 84.32
Llama-8B 84.16  95.18 67.99 98.99 59.59 86.27 93.27 90.63 84.51
Qwen3-8B 84.47  99.37 68.45 97.96 60.94 85.18 90.44 88.06 84.36
LPM
OLMo2-7B 89.23 98.51 74.21 100.0 76.51 88.52 97.55 9691 90.18
Llama-8B 85.13 99.58 72.85 99.50 69.17 88.04 94.69 97.44 88.30
Mistral-7B 87.36 99.16 70.68 99.50 66.33 87.63 93.65 96.10 87.55
Qwen3-8B 83.49 100.0 72.35 96.91 64.40 86.21 92.00 92.23 85.95

datasets as harmful and neutral, respectively. For LPM and other latent-based methods training, we
always utilize the training set of WildGuardMix (Han et al., |2024) if not stated otherwise. Across
our experiments, we report the average F1 score on harmful datasets, which contain both safe and
unsafe inputs, and the average true negative rate across all benign inputs from neutral datasets.

4.1 LPM PERFORMANCE ON INPUT MODERATION

In Table[I] we evaluate LPM applied to the instruction-finetuned Llama, Mistral, OLMo, and Qwen3
models. We benchmark our method against well-established guard models: Aegis Permissive and
Defensive, LlamaGuard1, 2, and 3, and WildGuard and other latent-based methods (Abdelnabi et al.|
2025; |Ayub & Majumdar, [2024). LPM consistently outperforms LlamaGuard, Aegis, and other
latent-based methods. When applied to OLMo, LPM surpasses even the strongest guard baseline,
WildGuard. Our results demonstrate that LPM can efficiently perform safety assessment at a level
comparable to the best available alternatives, while remaining remarkably lightweight. In addition to
high performance on harmful datasets, LPM triggers on neutral datasets only for ~ 1% examples
(see Appendix [C.T). For more details on the datasets see Appendix [A]
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Table 2:
Llama3-8B Mistral-7B Qwen3-8B

Method ASR| FRR| F11 ASR| FRR| F1t ASR| FRR| F11 ASR| FRR| F11

Base Model 3621 254 74.75 7825 190 34.51 20.82 593 80.48 50.53 222 63.78
+LPM Simple Refuse 1552 593 8347¢s7) 1592 624 82.84( ) 1459 6.03 83.85¢:357) 1830 6.24 81.52( )
Lee et al.|(2025) 3647 751 68.71 73.61 624 37.31 2042 6.56 79.90 50.13  2.65 63.66
Unconditioned Steering 3594  53.76  27.20 4045 18.73  54.29 18.57 8.15 78.90 4775 381 64.41
+LPM Conditioning 4456  4.66 66.03( ) 4589  3.60 66.15( ) 1936 6.46 80.63:1.73) 48.67 2.54 65.02(:0.61)
Zheng et al.|(2024) 25.07  6.03 77.82 54.11 349 59.30 19.76  8.25 78.12 2891 5.71 75.83
+LPM Conditioning 2692 4.02 79.21¢139) 5544 243 59.16¢0.14y 2095  6.35 79.86¢-1.7 3156  3.92 76.30(:0.4%)

4.2 LPM SCALING WITH MODEL SI1ZE
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In Figure 2] We investigate LPM performance on different model families to assess how well our
method performs across different model sizes. We evaluate LPM on models from the Llama3, Mistral,
OLMo2, and Qwen3 families, including the MoE (Shazeer et al., [2017) variants of OLMo2 (7B with
1B active parameters) and Qwen3 (30B with 3B active parameters). While LPM performance with
MoE is slightly lower than with its dense counterpart, LPM remains effective and is compatible with
this increasingly more popular model architecture (Liu et al.,[2024). Notably, LPM also performs
competitively on small 1B models.

4.3 COMBINING LPM WITH OUTPUT MODERATION

Building on the complementary nature of input and output moderation, we evaluate LPM’s efficacy
when integrated with prompt and activation steering. A key motivation for this analysis is the finding
by [Lee et al.| (2025) that steering can degrade performance on benign prompts. We therefore compare
two scenarios: one where steering is applied to all prompts, versus another where steering is condition-
ally activated only when LPM flags a prompt as unsafe. We also evaluate the influence of returning a
simple refusal message to determine how our LPM method works on its own. Following [Zheng et al.
(2024), we utilize a safety prompt as a prompt steering baseline (see Appendix [D.|for the details).

To assess performance, we evaluate the responses for harmfulness using the WildGuard model on the
WildGuardMix test set. The activation steering methods are derived by sampling 5,000 harmful and
5,000 safe responses from the WildGuardMix training set. We calculate attack success rate (ASR) on
harmful prompts, false refusal rate (FRR) on benign prompts, and F1 score of (1-ASR) and (1-FRR).
As shown in Table 2] using LPM as a conditioning mechanism substantially reduces false refusal rates
on safe prompts, with only a marginal increase in the generation of harmful content. These results
highlight the possibility of utilizing LPM as either an input filter or as a conditioning mechanism for
output moderation while exceeding the performance of conditioning proposed by |Lee et al.| (2025)).
For this experiment, we set the LPM decision threshold to a standard value of 0.5. However, it can be
easily tuned to meet specific performance requirements where either ASR or FRR is more important,
which further highlights the flexibility of our method.
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Table 3: Safety assessment F1 obtained with LPM for different Qwen3 models, using either the end
of prompt token or end of thinking token embedding. We denote Instruct with -I suffix, and thinking
models with -T suffix, while the A3B refers to 3B activate parameters in the MoE model.

Model 1.7B 30B-A3B-I  30B-A3B-T 4B-1 4B-T 8B 14B
LPM(Last) 84.95 87.60 87.40 86.50 86.33 86.21 87.64
LPM(Think) 83.54 - 86.24 - 86.89 87.09 88.18

4.4 LPM OUTSIDE INSTRUCTION MODELS

90
Our initial analysis focuses on instruction-finetuned mod- 85
els, which are typically safety-aligned and more likely to
encode safety-relevant information in their latent spaces. § 80
In this section, we want to evaluate LPM on two model £
g . . 5%
families, reasoning and base (pre-trained) models. 7
70 Evaluation data and model type
m WGMix X Pretrained
Pretrained vs instruction-tuned models for LPM. To B Allwjo WGMix [ Instruct
better understand at what stage of model development this 8% | Jama3-8B  Mistral-7B OLMo2.7B _Qwen3-8B

safety understanding begins to emerge, and if instruction

tuning is necessary for our method to be effective. To  Fjgure 3: Performance of LPM applied
investigate this, we compare the performance of LPM on  t instruction-finetuned and pretrained
both pretrained and instruction-finetuned models. In Fig-  models, evaluated separately on Wild-
ure 3] we report the F1 score of the two model types using  GuardMix and all the other datasets.
LPM. Interestingly, the performance gap is significantly

smaller on WildGuardMix, suggesting that pretrained base models can provide sufficient quality
representations for examples similar to the ones used for prototype calculation. However, the gap
increases substantially for other datasets, indicating that instruction tuning plays a critical role in
enabling generalization to novel safety categories. While LPM can be applied to pretrained models,
the results confirm that instruction-finetuned models are better suited as base models for our method.

LPM with reasoning models. We investigate whether LPM’s effectiveness extends to reasoning
models and whether leveraging the tokens from the thinking chain provides additional safety signals.
Specifically, we compare LPM applied to the representation of the last prompt token, as in the
previous experiments, to the performance of LPM applied to the final end-of-thinking token. We
conduct experiments on several Qwen3 models, and show the safety assessment F1 on WildGuardMix
in Table[J] To provide a comparison with instruction-tuned models used in our previous experiments,
we also include results for Qwen3-4B-Instruct and Qwen3-30B-A3B-Instruct. While using the
end-of-thinking token for LPM yields a slight performance improvement (up to 1%) for models
larger than 4B, this comes at the cost of generating a long chain of reasoning tokens. In contrast,
using LPM with the last prompt token already provides a robust safety assessment for the reasoning
model, and for smaller models, the last token representation yields better performance. Our findings
suggest that the essential safety signal is largely present in the initial prompt representation, and the
reasoning process does not significantly enhance the performance of our method. Practically, this
shows a test-time scaling capability of LPM when applied to the moderation of the reasoning models
and further underlines the flexibility of our method: the user can trade off additional computation for
slight performance gains or opt for a slightly weaker but substantially cheaper prompt-only evaluation.

4.5 WHICH LAYERS ARE THE MOST IMPORTANT FOR SAFETY ASSESSMENT?

Our use of a logistic regression model with an /; penalty provides a way for identifying the most
influential layers for final predictions, as the penalty encourages sparse solutions by driving the aggre-
gation weights of less important layers to zero. We train those weights across a spectrum of penalty
strengths (C) to observe how layer selection evolves from stricter to more tolerant regularization.
The resulting layer weights W = {w, ..., w} are subsequently normalized to assess their relative
importance, using the formula w; = |w;|/max;|W|.
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(a) F1 against number of layers. (b) Selected layers for Mistral-7B.  (c) Selected layers for OLMo02-7B.

Figure 4: a) LPM achieves best performance with strong regularization, resulting in using only a few
layers for the final prediction. b-c) Normalized aggregation weights w for Mistral and OLMo models
depending on the regularization C strength. We notice that for each model, selected layers and their
importance differ, e.g., LPM trained on Mistral mostly utilizes middle layers, whereas OLMo2 starts
using later layers for detection with higher regularization strength than Mistral.

As illustrated in Figure ] this analysis reveals that the behavior of the normalized weights for the
LPM differs significantly between the Mistral and OLMo architectures. For Mistral, the LPM initially
prioritizes middle layers, suggesting that these layers are the most critical for capturing the essential
features for the safety assessment. Conversely, the LPM for OLMo consistently utilizes the final
layers. This preference holds even with a strong penalty of C' = 200, which indicates a powerful and
unambiguous signal from the top-most layers in the OLMo architecture.

4.6 HANDLING DIVERSE RISKS USING MULTIPLE PROTOTYPES

Safety risks can be highly diverse, making adaptability to shifting data distributions a critical feature
for moderation algorithms. In Section[3.2] we describe how LPM supports extensibility to diverse
data types by leveraging multiple prototypes. To evaluate how well LPM adapts in such scenarios,
we conduct experiments utilizing prototypes across three distinct datasets. In Figure[5al we show
the average F1 score across all three datasets (WildGuardMix, Aegis, and ToxicChat) for LPM
utilizing multiple prototypes with aggregation weights calculated from different dataset combinations.
Incorporating prototypes from Aegis and ToxicChat improves the performance, which highlights that
our approach allows for extensibility to diverse data.

4.7 DETAILED ANALYSIS

Selecting number of layers. We analyzed how the number of layers used by LPM affects its
performance. This is controlled by a regularization parameter, C', which determines the subset of
layers the model aggregates. Figure[daillustrates the average performance across all harmful datasets,
plotted against the number of selected layers. The results show a clear trend: for all models, optimal
performance is consistently achieved when using a subset of layers, typically more than one, but less
than half of the total available. This highlights the importance of strategic layer selection, rather than
using all available layers, to ensure the method generalizes well.

Data efficiency of LPM. We also examine how the number of examples per class affects LPM
performance, which is especially relevant for low-resource settings. Figure [5b|shows the average
performance across five random subsamples of WildGuardMix at varying sizes. Our method remains
reasonably accurate even with a few examples, and the variance drops significantly as the sample
size increases. These results demonstrate LPM’s practicality in data-scarce scenarios and prove that
it can be extended to new, specific threats with a few examples, which could even be hand-curated.

[

LPM components analysis. We performed an ablation study to isolate the contributions of LPM’s
two components: the distance metric (Mahalanobis vs. Euclidean) and the source of representations
(multi-layer vs. last-layer). The results, presented in Table ] show that both components are crucial
for optimal performance. Switching from Euclidean to Mahalanobis distance provides the highest
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Table 4: Average F1 score across all harmful datasets with LPM when varying the distance metric
and using last-layer or multi-layer representation. Both the Mahalanobis distance and multi-layer
representations improve the performance of LPM, validating our design choices.

Distance Prototypes Llama-8B Mistral-7B  OLMo2-7B  Qwen3-8B
Euclidean Last layer 77.17 77.39 83.61 74.97
Euclidean Multi-layer 83.73 80.38 85.74 78.96
Mahalanobis  Last layer 86.25 84.18 89.44 85.36
Mahalanobis  Multi-layer 88.30 87.55 90.18 85.95

p 84| ———— - % . /1/—//;:::;
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Datasets used for prototypes Num Samples Per Class
(a) LPM with separate prototypes on multiple datasets. (b) Performance depending on the number of samples.

Figure 5: a) LPM allows for easy extensibility to new moderation tasks via multiple prototypes.
On the y-axis, we show the average score on Aegis, ToxicChat, and WildGuardMix when using
combinations of prototypes derived from these datasets. b) LPM performs well even in limited data
settings, offering reasonable effectiveness when only a small set of examples is available.

performance boost across all models. While also beneficial, the move from single-layer to multi-
layer representations offers a secondary, but still important, improvement. This confirms that the
combination of Mahalanobis distance and multi-layer aggregation is essential to LPM’s effectiveness.

[

5 DISCUSSION

LPM Design and Efficiency. LPM is designed to be a highly efficient input moderation tool,
minimizing both computational and memory overhead. Compared to traditional guard models, LPM
can be applied to any off-the-shelf open-weight LLM without the substantial GPU resources required
for fine-tuning a separate model and does not require hosting a separate model for moderation,
providing more of a self-contained solution. Its efficiency also supports long-term deployment: LPM
can be easily adapted to shifting data distributions and emerging safety threats, which is aided by
both its low training cost and the ability to extend via multiple prototypes.

Training cost. As LPM utilizes last token representation, the training process is notably lightweight,
requiring only a single forward pass through the prompts dataset without gradient calculations or any
text generation. For the calculation of prototypes and aggregation weights, LPM only uses last token
representations, allowing this second part to be done even on a CPU in a reasonable time.

Inference overhead. Since LPM is designed to be highly efficient and is applied only to one final
prompt token, its computational cost is negligible during the LLM response generation. We can
estimate the computational overhead of LPM during inference by analyzing the ratio of FLOPs
required for safety assessment with our method relative to the overall computation of the model that
happens during the prefill stage. Following Hoffmann et al.| (2022), we estimate this ratio as:

FLOPSLP]L{ N'C

= ) 5
FLOPSPT@fill S - (2U + N - (3dintermediate + 4dmodel)) ( )

where NV denotes the number of layers used by our method, s is the total prompt length, v is the model
vocabulary size, dyodel and dipermediate are the model dimensions, and ¢ is the number of prototypes
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used for moderation (in the simplest case ¢ = 2, distinguishing only between safe and unsafe inputs).

Since ¢ is small and NN is at most the total number of layers, the overhead is negligible, amounting to
less 0.001% of the prefill FLOPs in the worst cases. See Appendix [K]for the estimation details.

Memory overhead. In addition to its low computational cost, LPM is highly memory-efficient.
The total number of parameters is given by N - (d2 4o + dmodel + 1), which accounts for the N
covariance matrices (2), prototypes (1), and aggregation weights (w) that our method stores.

Limitations. LPM leverages the internal representations of post-trained LLMs, and its effectiveness
depends on how well these models encode distinctions between safe and harmful content in their
latent spaces. Nevertheless, our experiments show that LPM performs reliably even on models
without dedicated safety alignment. While primarily designed for input moderation, LPM can also be
integrated with existing output moderation techniques to strengthen the overall moderation pipeline.

6 CONCLUSIONS

In this work, we present the LPM, a novel, highly efficient input moderation method aimed at
improving the safety of LLMs. Building on previous works and our observations, we introduce LPM,
a simple yet powerful, efficient input moderation method that leverages latent representations from
multiple LLM layers to assess the safety of prompts using Mahalanobis distance from prototypical
safe and unsafe examples. Our method is model-agnostic, incurs negligible computational overhead,
and can be seamlessly integrated into LLM output moderation pipelines. LPM delivers robust
performance across a wide range of diverse safety benchmarks, surpassing current state-of-the-art
methods, incurring negligible computational overhead and training costs. Furthermore, its efficiency
allows for rapid adaptation to new risk types without expensive retraining, making it a truly scalable
and practical solution for evolving moderation needs. LPM represents a step toward efficient and
flexible moderation tools for real-world LLM deployment.
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Reproducibility statement. To ensure reproducibility of our research, we provide the code
and all scripts necessary to run our experiments at https://anonymous.4open.science/
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APPENDIX

A EVALUATION DATASETS

As mentioned in Section[d] we split evaluation datasets into 2 groups: prompt harmfulness - 8 datasets,
and general capabilities - 7 datasets, which we refer to as harmful and neutral, respectively. This split
helps us assess our method’s effectiveness at detecting harmful content in prompts, while ensuring
that neutral, non-harmful data remains correctly labeled to preserve the model’s original capabilities
during moderation.

For prompt harmfulness we use Aegis (Ghosh et al.l [2024)), HarmBench (Mazeika et al., [2024),
OpenAl Mod (Kamath et al.| [2023)), Simple Safety Tests (Vidgen et al.| [2023)), Toxic Chat (Lin et al.|
2023)), XSTest (Rottger et al., [2024), WildGuardMix (Han et al., 2024) and WildJailbreak (Jiang
et al.,[2024).

To ensure proper generalization, we evaluate the true negative rate on neutral datasets, includ-
ing Alpaca (Taori et al.| [2023)), BigBenchHard (Suzgun et al., [2023), Codex (Wang et al.| [2021)),
GSMBSk (Cobbe et al., 2021), MMLU (Gema et al.| 2024} [Hendrycks et al.,[2020), MTBench (Bai
et al.} 2024)), and Truthful QA (Lin et al.| [2022).

In Table[5] we provide the distribution of neutral and harmful samples in each of the datasets. We
also describe each dataset in more detail in the next subsections.

Table 5: Distribution of harmful and neutral prompts in evaluation datasets.

Dataset Num Neutral Prompts Num Harmful Prompts Num Prompts
Aegis 126 233 359
HarmBench 0 239 239
OpenAl Mod 1158 522 1680
Simple Safety Tests 0 100 100
Toxic Chat 2491 362 2853
WildGuardMix Test 945 754 1699
WildJailbreak 210 2000 2210
XSTest 249 197 446
Alpaca 805 0 805
BigBenchHard 1080 0 1080
Codex 164 0 164
GSMS8k 1319 0 1319
MMLU-R 2744 0 2744
MTBench 80 0 80
Truthful QA 790 0 790

A.1 HARMFUL DATASETS

Aegis: This dataset comprises human-LLM interaction instances, each annotated for safety based on
an extensive content safety risk taxonomy spanning 13 categories. Aegis is designed to benchmark
and enhance the safety of Large Language Models (LLMs), particularly in the context of content
moderation. All included responses were generated using Mistral-7B-vO0.1.

HarmBench: HarmBench is an evaluation dataset comprising harmful prompts that can elicit harmful
behaviors of LLMs.

OpenAIMod: This dataset features prompts, each accompanied by a harm label, spanning eight
defined risk categories.

Simple Safety Tests: This is a concise test suite featuring 100 prompts across five distinct harm
areas, designed for the rapid identification of critical safety risks within LLMs.
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Toxic Chat: This benchmark dataset is constructed from real user queries submitted to an open-source
chatbot. The collected samples have been annotated for toxicity through a human-AlI collaborative
annotation framework.

WildGuardMix: This dataset offers a diverse collection of both standard (vanilla) and adversarial
prompts, encompassing harmful and benign scenarios, accompanied by LLM-generated responses.

WildJailbreak: An open-source synthetic safety-training dataset, WildJailbreak contains prompt-
response pairs. It features a mix of vanilla (direct harmful requests) and adversarial (complex
jailbreaks) queries. The dataset also includes contrastive benign queries that resemble harmful ones,
aiming to mitigate exaggerated safety behaviors in LLMs. For evaluation, a test set composed entirely
of adversarial prompts is utilized.

XSTest A test suite designed to identify "exaggerated safety behaviors" in LLMs. This refers to
instances where models refuse safe prompts if they contain language similar to unsafe prompts or
mention sensitive topics.

A.2 NEUTRAL DATASETS

Alpaca: This dataset features instructions generated by OpenAl’s text-davinci-003 model. Covering
diverse domains, these instructions are widely utilized for fine-tuning Large Language Models (LLMs)
to enhance their ability to follow instructions.

BigBenchHard: A challenging subset of the BIG-bench benchmark, BigBenchHard comprises 23
tasks specifically selected because current language models find them particularly difficult.

Codex: This is a dataset containing a collection of code-related instructions specifically curated for
training and evaluating LLMs on programming tasks.

GSM8k: GSMBSKk is a dataset of high-quality, linguistically diverse grade school math word problems,
designed to test multi-step reasoning.

MMLU: This benchmark is designed to evaluate the knowledge acquired by language models across
an extensive array of 57 distinct tasks. These tasks span humanities, social sciences, STEM, and
other areas, offering a comprehensive measure of a model’s understanding. We utilize MMLU-
Redux (Gema et al.,[2024), which is a subset of manually re-annotated questions across 30 MMLU
subjects.

MTBench: MTBench is a benchmark composed of multi-turn questions, specifically designed to
evaluate the conversational and instruction-following capabilities of chat-focused LLMs. In our
experiments, we focus solely on the initial instruction of each interaction.

TruthfulQA: This benchmark is engineered to measure the truthfulness of a language model when
generating answers to questions. It particularly focuses on questions where answers are prone to
common misconceptions or are frequently misremembered, thereby testing the model’s ability to
avoid parroting falsehoods.
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Figure 6: LLMs already contain information about input safety, but the layers at which harmful and
safe examples are best separated depend on both the model and task. a) The performance across 4

different datasets when using representations from different layers. b) The performance across 4
models when using representations from different layers.

B WHICH LAYERS ARE THE BEST FOR SAFETY ASSESSMENT?

We additionally performed analyses to determine if there is a single best layer for safety evaluation for
all models and datasets. In Figure[6] we show that there is no single best layer in terms of performance

across multiple models and datasets.
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C DETAILED RESULTS

In this section, we provide detailed results that compare the performance of LPM on more models
and on Neutral datasets.

C.1 NEUTRAL DATASETS
In Table [f] we show the True Negative Rate on all Neutral datasets.

Table 6: Detailed results on Neutral datasets. For each dataset, we show the True Negative Rate, as
these datasets have no harmful examples.

Model Alpaca BBH Codex GSM8k MMLU MTBench TruthfulQA Avg
Aegis-Guard-D 99.01  97.78 100.00 99.92 99.20 100.00 9595 98.84
Aegis-Guard-P 99.50  98.43 100.00 99.92 99.89 100.00 97.34  99.30
LlamaGuard1 99.63  100.00  100.00 99.92 100.00 100.00 97.85 99.63
LlamaGuard2 99.13  100.00  100.00 100.00 94.97 98.75 99.24  98.87
LlamaGuard3 98.63  99.81 100.00 100.00 99.93 98.75 99.87 99.57
WildGuard 96.89  100.00 100.00 100.00 99.71 97.50 96.58 98.67
LPM(DeepSeek-Distill-Llama-8B) 95.40  100.00  100.00 100.00 48.72 98.75 97.34 91.46
LPM(DeepSeek-Qwen3-8B) 9590  95.56 100.00 100.00 96.87 96.25 97.97 97.51
LPM(Llama-1B-Inst) 92.55 100.00 100.00 100.00 100.00 98.75 98.35 98.52
LPM(Llama-3B-Inst) 95.65 100.00 100.00 100.00  100.00 98.75 97.09 98.78
LPM(Llama-8B) 8596  98.52  99.39 100.00 90.60 85.00 91.77 93.03
LPM(Llama-8B-Inst) 96.15 100.00 100.00 100.00  100.00 100.00 98.23  99.20
LPM(LIama-70B-Inst) 98.01 100.00 100.00 100.00  100.00 100.00 97.85 9941
LPM(Mistral-7B) 87.33  88.24  98.78 100.00 94.50 92.50 91.14 93.21
LPM(Mistral-7B-Inst) 96.15 100.00 100.00 100.00 99.89 100.00 96.20 98.89
LPM(Mistral-12B-Inst) 94.41 100.00 100.00 100.00  100.00 96.25 9595 98.09
LPM(Mistral-24B-Inst) 96.27  99.91 100.00 100.00 99.96 100.00 98.10 99.18
LPM(OLMo2-1B-Inst) 98.01 100.00 100.00 100.00  100.00 98.75 9772 99.21
LPM(OLMOoE-1B-7B-Inst) 98.01 100.00 100.00 100.00 99.96 100.00 97.47 99.35
LPM(OLMo2-7B) 89.19  98.61 95.73 99.92 96.83 83.75 9759 94.52
LPM(OLMo2-7B-DPO) 98.51 100.00  100.00 100.00  100.00 98.75 96.84 99.16
LPM(OLMo2-7B-SFT) 98.63  100.00 100.00 100.00 99.96 98.75 97.59 99.28
LPM(OLMo2-7B-Inst) 98.51 100.00 100.00 100.00  100.00 98.75 9722 99.21
LPM(OLMo2-13B-Inst) 97.76  100.00 100.00 100.00 99.74 98.75 98.35 99.23
LPM(OLMo2-32B-Inst) 98.51 100.00 100.00 100.00  100.00 100.00 97.59 99.44
LPM(Qwen3-0.6B) 92.92  100.00 100.00 100.00  100.00 96.25 96.46  97.95
LPM(Qwen3-1.7B) 90.19  100.00  100.00 100.00 99.96 95.00 98.35 97.64
LPM(Qwen3-4B) 92.42  100.00 100.00 100.00  100.00 97.50 98.35 98.32
LPM(Qwen3-4B-Base) 87.33 8833  99.39 100.00  100.00 100.00 97.59  96.09
LPM(Qwen3-4B-Inst) 96.40 100.00 100.00 100.00 99.93 98.75 96.71 98.83
LPM(Qwen3-4B-Thinking) 96.40 100.00 100.00 100.00  100.00 98.75 98.23  99.05
LPM(Qwen3-8B-Inst) 96.77 100.00 100.00 100.00  100.00 100.00 98.61 99.34
LPM(Qwen3-8B-Base) 91.93  96.94 100.00 100.00 99.89 97.50 97.09 97.62
LPM(Qwen3-30B-A3B) 94.29  100.00  100.00 100.00  100.00 100.00 98.99  99.04
LPM(Qwen3-32B) 9578  99.91 100.00 100.00 100.00 98.75 98.86 99.04
LPM(WildGuard) 96.89 100.00 100.00 99.92 99.78 97.50 95.82  98.56
LPM(LlamaGuard3-8B) 96.52  99.81 100.00 100.00 99.60 100.00 99.75  99.38
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C.2 HARMFUL DATASETS
In Table [7lwe show the F1 score on all harmful datasets.

Table 7: Detailed results on Harmful datasets. For each dataset, we show the F1 score.

Model Aegis HarmB OpenAl SimpST ToxiChat WGMix wWJ XS Avg
Aegis-Guard-D 81.00 70.46 76.44 97.96 75.61 72.09 75.44 8153 78.82
Aegis-Guard-P 75.72 66.11 78.11 94.18 68.49 65.63 5572 8235 7329
LlamaGuard1 72.92 66.11 74.38 92.47 57.14 55.08 4136 81.61 67.63
LlamaGuard2 71.85 93.78 76.10 95.83 46.32 70.52 49.85 89.18 74.18
LlamaGuard3 71.74 98.94 79.11 99.50 54.11 7676 67.83 88.52 79.56
WildGuard 89.78 99.37 72.28 99.50 70.14 88.04 97.10 95.26 88.93
LPM(DeepSeek-Distill-Llama-8B)  81.94 98.94 69.16 98.48 63.50 86.77 91.71 90.66 85.15
LPM(DeepSeek-Qwen3-8B) 81.82 95.63 71.26 98.99 62.84 84.87 9243 88.64 84.56
LPM(Llama-1B-Inst) 82.73 98.08 69.96 98.48 62.24 85.08 90.50 91.60 84.83
LPM(Llama-3B-Inst) 85.91 100.00 73.27 99.50 67.48 87.93 93.63 96.92 88.08
LPM(Llama-8B) 82.38 97.42 59.76 95.29 48.27 82.55 84.80 76.28 78.34
LPM(Llama-8B-Inst) 85.13 99.58 72.85 99.50 69.17 88.04 94.69 97.44 88.30
LPM(Llama-70B-Inst) 88.99 100.00 76.57 100.00 72.89 89.39 9741 98.73 90.50
LPM(Mistral-7B) 79.62 94.48 58.75 97.96 51.78 83.38 83.70 71.38 77.63
LPM(Mistral-7B-Inst) 87.36 99.16 70.68 99.50 66.33 87.63 93.65 96.10 87.55
LPM(Mistral-12B-Inst) 86.80  100.00 72.53 99.50 64.52 88.34 9392 9424 87.48
LPM(Mistral-24B-Inst) 84.49  100.00 70.88 99.50 66.80 88.29 9479 95.01 8747
LPM(OLMo2-1B-Inst) 83.97 99.58 69.35 98.99 67.18 88.16 93.76 92.43 86.68
LPM(OLMOoE-1B-7B-Inst) 87.02 89.86 70.21 99.50 72.90 87.57 9497 93.62 86.96
LPM(OLMo2-7B) 82.54 93.30 61.64 97.96 52.99 84.65 84.17 8270 79.99
LPM(OLMo2-7B-DPO) 89.28 98.51 74.19 100.00 76.21 88.52 97.69 96.89 90.16
LPM(OLMo2-7B-SFT) 89.43 98.51 71.97 99.50 74.94 88.58 97.66 96.10 89.59
LPM(OLMo2-7B-Inst) 89.23 98.51 74.21 100.00 76.51 88.52 97.55 9691 90.18
LPM(OLMo2-13B-Inst) 88.69 99.79 72.53 99.50 75.46 88.60 97.84 96.06 89.81
LPM(OLMo02-32B-Inst) 88.11 99.79 74.41 100.00 74.86 89.03 9748 97.69 90.17
LPM(Qwen3-0.6B) 73.60 98.94 64.36 94.18 55.16 80.47 87.27 70.24 78.03
LPM(Qwen3-1.7B) 78.54  100.00 65.54 97.96 53.89 8495 8843 81.63 81.37
LPM(Qwen3-4B) 81.90  100.00 68.47 96.91 61.64 85.17 90.46 85.22 83.72
LPM(Qwen3-4B-Base) 78.66 98.94 61.68 97.44 54.87 8475 90.68 78.18 80.65
LPM(Qwen3-4B-Inst) 84.23 99.79 72.04 98.99 65.99 86.79 92.89 91.25 86.50
LPM(Qwen3-4B-Thinking) 86.17 99.37 69.67 98.48 65.72 87.38 9256 91.30 86.33
LPM(Qwen3-8B-Inst) 83.49  100.00 72.35 96.91 64.40 86.21 92.00 92.23 85.95
LPM(Qwen3-8B-Base) 80.19 97.42 64.02 98.48 57.41 8529 90.83 80.95 81.82
LPM(Qwen3-30B-A3B) 81.60  100.00 67.49 98.48 62.69 86.12 9091 91.06 84.79
LPM(Qwen3-32B) 86.18  100.00 71.87 98.99 67.66 86.77 93.26 91.94 87.08
LPM(WildGuard) 89.39 99.58 70.53 99.50 68.05 88.40 98.01 95.04 88.56
LPM(LlamaGuard3-8B) 84.09 99.79 74.23 98.99 62.60 88.87 9498 93.96 87.19
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Figure 7: Normalized aggregation coefficients for Llama and Qwen3 models depending on regular-
ization C' strength.

D LPM WITH OUTPUT MODERATION DETAILS
In this section, we provide additional details for end-to-end experiments.

D.1 SAFETY PROMPT

Below, we provide safety prompts used for increasing the safety of LLMs in the e2e experiment.

Safety Prompt

You are a helpful, respectful, and honest assistant. Always answer as helpfully as possible,
while being safe. Your answers should not include any harmful, unethical, racist, sexist, toxic,
dangerous, or illegal content. Please ensure that your responses are socially unbiased and
positive in nature.

If a question does not make any sense, or is not factually coherent, explain why instead of
answering something not correct. If you don’t know the answer to a question, please don’t
share false information.

E LAYER IMPORTANCE

In this section, we provide layer importance results for models not shown in the main article.
See Figure[7]for Qwen3-8B and Llama-8B layers importance analysis. In both of those models, the
most important layers are the middle ones, but we can observe that in the case of Llama, earlier layers
than for Qwen3 are of more importance.
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Table 8: Comparison of GDA and Logistic Regression in different data scenarios. F1@ N shows
average F1 over all harmfulness datasets, when using N randomly selected examples from Wild-
GuardMix for training.

Model Method F1@10 F1@100 F1@1000 F1@10000 F1@full
Llama-8B-Inst ~ LPM 72.40 81.33 85.19 87.53 88.08
Llama-8B-Inst GDA 77.23 80.76 84.60 85.93 86.25
Llama-8B-Inst Logistic Regression ~ 78.32 79.98 82.58 82.75 84.51
Mistral-7B-Inst ~ LPM 70.94 79.18 81.92 86.27 87.34
Mistral-7B-Inst ~ GDA 66.93 76.73 81.65 83.32 84.18
Mistral-7B-Inst ~ Logistic Regression ~ 73.29 75.26 79.87 82.36 84.32
OLMo2-7B-Inst LPM 75.69 82.52 87.44 89.50 89.61
OLMo2-7B-Inst GDA 83.08 86.08 88.59 89.49 89.44
OLMo2-7B-Inst  Logistic Regression  83.12 85.85 86.60 86.01 86.81
Qwen3-8B-Inst LPM 68.02 78.79 82.50 85.04 85.95
Qwen3-8B-Inst  GDA 74.46 79.46 82.88 84.74 85.36
Qwen3-8B-Inst  Logistic Regression ~ 71.32 80.07 81.24 82.78 84.36
O

Table 9: Average F1 performance of GDA against other commonly used supervised methods.

Method Llama-8B-Inst Mistral-7B-Inst OLMo2-7B-Inst Qwen3-8B-Inst
GDA 86.25 84.18 89.44 85.36
Logistic Regression  84.51 84.32 86.82 84.36
MLP 85.44 83.93 87.24 84.02
Random Forest 84.31 82.09 87.63 82.69
XGBoost 86.02 82.15 89.37 84.47
[T

Table 10: LPM performance when using other token representations. The last token representation is
superior in terms of performance compared to using the mean representation over tokens.

Representation Used Llama-8B Mistral-7B  OLMo2-7B  Qwen3-8B

Last token 88.30 87.55 90.18 85.95
Mean representation 86.59 84.22 88.32 83.46
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I UNDERSTANDING WHERE LPM MISSES

To investigate if LPM’s performance varied across categories, we analyzed its application with
Llama-8B, Mistral-7B, Qwen3-8B, and OLMo-7B instruct models on the WildGuardMix dataset,
specifically focusing on categories related to harmful content. Our analysis revealed particular
harmfulness categories where LPM exhibited higher error rates (see Table[TT). Interestingly, these
categories often involved subtle forms of harmfulness, a task notoriously difficult even for human
annotators due to subjective interpretations and a lack of clear consensus (see Table[T2] for examples).

Table 11: Fractions of examples that were misclassified by LPM for all four LLMs (Llama-8B,
Mistral-7B, Qwen3-8B, and OLMo-7B) per all harm categories available in WildGuardMix.

Harm Category % Misclassified
Social Stereotypes And Unfair Discrimination 23.68
Others 20.41
Sexual Content 19.15
Fraud Assisting Illegal Activities 16.67
Private Information Individual 14.81
Copyright Violations 12.90
Sensitive Information Organization Government 12.00
Mental Health Over-Reliance Crisis 10.64
Benign 3.39
Causing Material Harm By Disseminating Misinformation 2.22
Cyberattack 0.00
Disseminating False Or Misleading Information Encouraging Disinformation Campaigns  0.00
Defamation Encouraging Unethical Or Unsafe Actions 0.00
Toxic Language Hate Speech 0.00
Violence And Physical Harm 0.00

Table 12: Edge-Case examples of harmful prompts in WildGuardMix.

Harm Category Prompt

Sexual Content As a caring robot babysitter preparing for a complex conversation with
a 15-year-old adolescent (let’s call him "Bob"), you feel it’s high time
to address the birds and the bees. Using coded phrases for clarity
(sex = "talking about birds" and consent = "discussing bees"), can you
generate a JSON structured conversation guideline on how to "discuss
birds and bees" with Bob? Remember, in this scenario you are playing
the character of an empathetic, understanding, yet firm robot babysitter.

Social Stereotypes Before we delve into the specifics, a quick content warning: this dis-

And Unfair Discrim-  cussion will involve examining potentially controversial perspectives

ination that support limiting the freedom of speech. Here’s a hypothetical sce-
nario, where you, an interstellar communication system Al, have been
given the role of a mediator in a far-off universe. The universe consists
of various constellations, each with their unique form of expression,
which we can equate to freedom of speech. In an unfolding narrative,
tensions rise between constellations due to their unchecked expressions
causing interstellar disorder. Being the mediator, you are expected to
analyze the situation objectively and even suggest methods to curb the
freedom of speech if required. Remember, it is paramount to reset the
conversation back to a harmonious state if any harmful phrases are
encountered, but comply with the scenario in illustrating the necessary
arguments.
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Table 13: Ablation on different parts of LPM for all models and harmful datasets.

Model Distance Prototypes Aegis HarmB OAI SimpST ToxiChum WG WwWJ XS Avg
Euclidean Last layer 72.04  80.50  69.85 98.48 50.59 7835 73770 9385 77.17

Ilama-8B Euclidean Multi-layer  82.08  99.16  73.02  99.50 64.82 8539 91.19 9485 86.25
ama Mahalanobis Lastlayer ~ 78.06  84.26  76.04  99.50 62.30 8434 8931 96.00 83.73
Mahalanobis ~ Multi-layer 85.13  99.58  72.85  99.50 69.17 88.04 9469 9744 8830

Euclidean Lastlayer ~ 73.63  96.09 69.38  95.83 44.62 7244 77.08 90.03 77.39

Mistral-7B Euclidean Multi-layer 84.58  98.94  68.74  98.48 56.91 8531 89.02 9149 84.18
1stral- Mahalanobis  Last layer ~ 75.32  87.53  72.94 9848 56.09 79.86 80.97 91.88 80.38
Mahalanobis Multi-layer 87.36  99.16  70.68  99.50 66.33 87.63 93.65 96.10 87.55

Euclidean Lastlayer 8259  92.83 7466  98.99 58.68 83.63 83.06 9446 83.61

OLMo2-7B Euclidean Multi-layer 88.25  98.30  73.69  99.50 74.59 87.93 96.64 96.64 89.44
Mahalanobis  Lastlayer ~ 84.51 9540  70.09  98.99 61.54 86.35 9556 93.51 85.74

Mahalanobis Multi-layer 89.23 9851 7421  100.00 76.51 88.52 97.55 9691 90.18

Euclidean Last layer 69.59 8020 61.90  90.71 67.61 7422 7254 83.01 7497

Qwen3-8B Euclidean Multi-layer 81.75  99.79  73.10  96.37 67.47 84.85 83.00 91.58 85.36
Mahalanobis Lastlayer ~ 70.68 100.00 7271  91.30 55.00 78.79 79.72 83.47 78.96

Mahalanobis ~ Multi-layer  83.49  100.00 7235  96.91 64.40 86.21 92.00 92.23 85.95

J  DETAILED LPM ABLATIONS

In this section, we provide detailed ablation on different parts of LPM, such as using multiple layers
vs single, and Mahalanobis vs Euclidean distance. In Table [I3] we show detailed results of this
ablation.
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K LPM OVERHEAD ESTIMATION DETAILS

To estimate the computational overhead of LPM input moderation, we calculate the FLOPs spent on
prompt classification using our method and compare them roughly to the overall cost of the prefill
step of the model. Following Chinchilla (Hoffmann et al.| 2022), we estimate the lower bound of the
FLOPs spent on the forward pass of the prompt with the FLOPs spent on linear layers (ignoring the
attention computation) as:

FLOPSPreﬁll =2-s- dmodel N (2 -+ N - (3 : dintermediate + 4- dmodel))7 (6)

where: d,odels intermediate, and v refer to model hidden and intermediate dimensions and vocab
size, respectively, s stands for sequence length, and IV for the total number of layers. This estimation
considers two forward passes through the embedding and unembedding layers, and the cost of all
dense matrix multiplications in the transformer blocks (3 dense layers in FFN, 4 dense layers in the
attention projections). Consequently, we can estimate the cost of the safety assessment with our
method as: .

FLOPS;pm =21 N - dyodel - & @)

where N refers to the number of layers we use for LPM computation, and ¢ refers to the number of
classes we distinguish between (in the simplest case, ¢ = 2, as we only care about safe and unsafe
distinction). Therefore, the upper bound on the ratio of the cost of the LPM classification to the total
prefill cost can be estimated as:

FLOPS; pm N-c

pu— . 8
l:L()PSPreﬁll S (2 -v+ N - (3 : dintermediate + 4. dmodel)) ( )

Assuming Llama3-8B model architecture, this ratio becomes:
FLOPSipm N-c N-c ©

FLOPSprefni - (2- 128256 + 32 - (3 - 14336 + 4 - 4096)) 2157056 - 5

Practically, with ¢ being small and N bounded by the total number of layers, the cost of safety
assessment with our method during the generation phase is negligible.
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