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Abstract

As Visual Language Models (VLMs) become increasingly embedded in everyday applica-
tions. Ensuring they can recognise and appropriately handle privacy-sensitive content is thus
essential to protect users. To this end, we conduct a comprehensive evaluation of ten state-
of-the-art VLMs and identify limitations in their understanding of visual privacy. However,
existing privacy-related datasets often suffer from label inconsistencies, limiting their relia-
bility. To address this, we introduce two compact, high-quality benchmarks, PRIVBENCH
and PRIVBENCH-H, that focus on commonly recognised visual privacy categories aligned
with the General Data Protection Regulation (GDPR). Additionally, we present PRIVTUNE,
an instruction-tuning dataset specifically curated to improve privacy sensitivity. We obtain
a Privacy VLM by fine-tuning an off-the-shelf VLM on only 100 samples from PRIVTUNE,
which leads to substantial gains on all benchmarks, surpassing even GPT-4, while maintain-
ing strong performance on other tasks. Our findings show that privacy-awareness in VLMs
can be substantially improved with minimal data and careful dataset design, setting the
stage for safer, more privacy-aligned Al systems.

1 Introduction

Rapid advancements in Large Language Models (LLMs) have led to the development and widespread adop-
tion of a new generation of Visual Language Models (VLMs) (Alayrac et al., 2022} [Li et al.l [2022; Liu et al.|
2024b; |Li et al., 2025} |Liu et al.,|2024a} |Bavishi et al., 2024; Team et al., 2023; |Achiam et al., 2023)) that can
process both image and text data. These models enable virtual assistants that assist with automated image
reasoning tasks in the real world. However, with the increasing deployment of VLMs, the volume of data
shared with these interactive agents is expected to grow significantly, raising questions about how to keep
these interactions safe.

To this end, key regulatory frameworks like the European Union’s General Data Protection Regulation
(GDPR) (GDPR/, [2016)) and the proposed EU AI Act (European Commission) |2021)) highlight the critical
importance of privacy protection in AI. As VLMs integrate into everyday technologies, from smartphones
to social media, compliance with these regulations becomes essential for responsibly handling sensitive in-
formation. In turn, a new family of ‘privacy-aware’ VLMs can serve as safety tools to make users aware of
their data’s sensitivity and prevent the inclusion of sensitive data, especially for minors or unaware users, or
be used to help clean datasets before release.

While numerous benchmark datasets (Hudson & Manning, [2019; Hartvigsen et al.| [2022; [Zhao et al., 2018;
Lin et al., 2021} |Goyal et al., |2017; [Li et al., 2023; [Tomekge et al.| 2024) assess VLMs and LLMs for quality,
bias, truthfulness, and toxicity, the essential domain of privacy awareness in visual contexts remains largely
unexplored. To address this gap, we evaluate privacy awareness across existing datasets on ten state-of-
the-art VLMs. Human evaluations reveal significant label noise within several datasets. Consequently,
we introduce two high-quality benchmarks, PRIVBENCH and PRIVBENCH-H. These benchmarks focus on
commonly recognised private categories aligned with the GDPR.

Our evaluation of several state-of-the-art VLMs generally reveals limitations in accurately identifying privacy-
sensitive images. Motivated by this insight, we introduce the PRIVTUNE dataset, which contains privacy
conversations labelled into 8 categories. This dataset is explicitly designed to enhance the privacy awareness
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Figure 1: Privacy-tuning Overview and Benchmark Results. From left to right: (i) our privacy-tuning
pipeline, (ii) a qualitative example from the tuned model, (iii) Matthews Correlation Coefficient (MCCT)
comparison of our Privacy VLM with state-of-the-art VLMs on PRIVBENCH and VISPR.

of VLMs and comprises high-quality human annotations. Example images from PRIVTUNE are illustrated in
Figure [2] We employ this dataset for privacy-tuning, i.e., fine-tuning VLMs to improve their understanding
and management of visual privacy concerns (see Figure [I). We demonstrate substantial improvements in
the model’s ability to identify and address privacy-related content, generalising robustly across all privacy
benchmarks. Moreover, we show that privacy-tuning is remarkably efficient: fine-tuning on just 100 images
from our PRIVTUNE is sufficient to achieve an 85% F1 score on PRIVBENCH. Figureillustrates the process
of privacy-tuning, showcases qualitative outcomes from our privacy-tuned models, and provides quantita-
tive comparisons of privacy perception between our model and other state-of-the-art VLMs on different
privacy benchmarks. Our Privacy VLM, obtained from privacy-tuning an off-the-shelf VLM, consistently
outperforms leading state-of-the-art VLMs on privacy image datasets, including prominent models such as
LLaVA 2024a)), CogVLM (Wang et al., [2024)), and GPT-4 (Achiam et all,[2023), while minimally
impacting performance on other conventional benchmarks.

Privacy varies across cultures and contexts and is an ever-evolving concept, making it particularly interesting
to study whether privacy awareness can extend beyond a fixed set of categories. Our PRIVBENCH and PRIV-
TUNE focus on a carefully chosen subset of commonly accepted private classes, enabling us to test on broader
benchmarks which adopt a wider privacy spectrum. For example, we train a VLM on only license plates and
faces and obtain a high F1 on credit cards. Moreover, applying our privacy-tuning pipeline to a million-scale
computer vision corpus demonstrates its practical value, automatically flagging sensitive content across di-
verse real-world contexts without explicit exposure to those environments. These experiments collectively
demonstrate the ability of privacy-aware VLMs to adapt to unseen private attributes.

Our work makes three key contributions toward Privacy-Aware Visual Language Models:

e« We introduce two human-curated high-quality benchmarks, PRIVBENCH and PRIVBENCH-H, en-
abling assessment of privacy-awareness in VLMs.

e Through comprehensive evaluations, we reveal critical shortcomings in current VLMs’ capacity to
accurately recognise privacy-sensitive visual content.

e We introduce PRIVTUNE and demonstrate that privacy-tuning VLMs using this dataset significantly
enhances their privacy awareness without compromising their performance on standard tasks.
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Figure 2: Examples from the PRIVIUNE dataset: This figure shows sample privacy-aware dialogues,
each paired with human ground-truth labels and GPT-4-generated conversations. Images are blurred for
visualisation.

2 Related Work

Sensitive Attribute Inference Beyond memorisation and data leakage (Neel & Chang, 2023; (Carlini|
let al., 2022} Brown et al. [2021} |Tirumala et al.| |2022), recent research have highlighted LLMs’ capability
to infer sensitive attributes such as age, gender, and location during inference (Staab et all [2024). Sub-
sequent work extended the scope to VLMs and showed that they can infer private attributes from visual
content (Tomekee et al., [2024). However, their work focused on extracting locations and other private at-
tributes from social media imagery, whereas we aim to measure whether models have an understanding of
private categories in images.

Visual Privacy Datasets Several image privacy datasets, such as Biv-Priv (Sharma et al.||2023), Priva-
cyAlert (Zhao et al.|[2022), PicAlert 2012), VISPR (Orekondy et al.|[2017), and VizWiz-Priv (Gu-|
rari et al.,|2019), have been developed to support classifiers targeting privacy-sensitive content. VizWiz-Priv
employs blurring to protect privacy, thus limiting its effectiveness in evaluating a model’s detailed privacy
comprehension. Our analysis revealed significant labelling noise within Privacy Alert and Biv-Priv, a problem
we empirically document. Additionally, Biv-Priv uses staged props distributed among only 26 individuals,
constraining diversity and realism. Datasets from autonomous driving, namely PP4AV (Trinh et al., [2023)
and ADD , specialise in detecting and anonymising faces and license plates in street scenes,
thus lacking a comprehensive taxonomy of general-purpose privacy attributes. VISPR resembles our dataset,
labelling private attributes to predict user-specific privacy risks. Unlike VISPR, where images may provide
only partial identifying cues (e.g., a hand displaying skin tone), our dataset aims that each image is explicitly
traceable to an individual, offering a robust testbed for identity-level privacy detection. Also, our datasets
do not include debatable classes such as ethnic clothing, landmarks, or car ownership; instead, we utilise
commonly accepted private classes.

High-Quality Evaluation Datasets Our benchmarks align with a tradition of developing compact,
high-quality evaluation datasets designed for tracking progress. Notable examples include reannotations
of ImageNet (Deng et al., 2009) in ImageNetV2 (Recht et al., 2019), and CIFAR-10 (Krizhevsky et al.,
via CIFAR-10.1 (Recht et al. [2018) and CIFAR-10H (Peterson et all [2019). Research has shown
that evaluating LLMs using smaller, carefully annotated datasets (even as few as 100 samples) can provide
reliable insights (Polo et al), [2024). Our proposed benchmarks similarly leverage high-quality annotations
to measure noise-free and precise insights.

Safety in LLMs Prior research has identified multiple safety challenges in LLMs, such as truthfulness,
jailbreaking, hallucinations, and biases (Zou et al., 2023} [Yong et al.l 2023; [Yuan et al., 2023} |Gallegos et al.,
[2024; Huang et al., 2025)). Correspondingly, several benchmarks were introduced to systematically address
these concerns (Zhao et al., 2018; Nangia et al., [2020; [Lin et al.| [2021; |Askell et al., 2021 [Hartvigsen et al.,
[2022} |Gehman et al., [2020). In contrast to earlier work, our study focuses explicitly on whether models
appropriately recognise and manage privacy-sensitive content, thereby addressing a critical gap in current
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Figure 3: Common Labelling Errors and Limited Diversity in Biv-Priv and PrivAlert Datasets.
Left: PrivAlert mislabels images containing people (blurring: ours) as non-private, while labeling dolls and
paintings as private. Center: Repeated objects (17 of 56 images) within the ’pill bottle’ class of Biv-Priv,
illustrating limited diversity. Right: Biv-Priv labeling errors including black screens, empty sheets, and
object-free images incorrectly labeled as private. Labels assigned by datasets appear at the bottom-right of
each image.

safety evaluations. Our training dataset uniquely targets the alignment of VLMs to recognize and respect
visual privacy.

3 Quality and Consistency of Privacy Datasets

In this section, we assess three commonly used image privacy datasets with qualitative analysis. Furthermore,
we describe the human evaluation that quantitatively measures the quality of the labels.

Biv-Priv Dataset Within this dataset (Sharma et al., 2023), we identified significant labeling inconsis-
tencies. Among false negatives, we discovered 60 images containing empty white papers incorrectly labeled
as private documents such as doctor’s prescriptions, medical records, or bank statements (see Appendix@.
Additionally, we found 28 images depicting completely black screens across multiple classes. Combining only
these inconsistencies already sums up to 8.8% of the private images. Furthermore, we observed that many
images contain the exact same objects, questioning the diversity of the dataset. We also observed other
types of issues in the dataset, such as images featuring fake removable sleeve tattoos, blurry images, and
incorrectly labelled public images (see Figure [3)).

PrivAlert For the PrivAlert dataset (Zhao et al., [2022), we noted numerous images containing people
labeled as non-private, despite the dataset explicitly defining people as private. Using the DETR object
detector (Carion et all [2020), we identified 1,707 individuals present in 540 out of 1,254 images labeled
as public. Additionally, we encountered inconsistencies such as statues and paintings of people labelled as
private. Examples of these inconsistencies are shown in Figure [3] with more images in Appendix [G]

Human Evaluation To quantitatively assess dataset quality, we randomly sampled 50 images (25 private,
25 public) from each dataset for human evaluation (details in Appendix. Five reviewers judged images based
on the original privacy class definitions provided by the dataset creators. We measured binary accuracy by
comparing the dataset labels with reviewers’ majority selections and calculated inter-rater agreement using
Fleiss’ kappa (Fleiss & Cohen| [1973). The results, presented in Figure [, demonstrate that labels in our
PRIVBENCH dataset exhibit greater consistency with its privacy definition.

The Visual Privacy Dataset (VISPR). Our human evaluation confirmed its high overall quality. How-
ever, we argue that some classes included in VISPR (Orekondy et al.,2017)), such as hair color, are debatable
in their privacy status. Figure |5| provides examples that, although technically containing private attributes,
are insufficient to uniquely identify a person without context. Additionally, our analysis with DETR revealed
that VISPR is highly skewed towards images containing people, which makes up 74.6 % of its private class.
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Figure 5: Samples from the VISPR dataset. Examples of privacy attributes (e.g., hair colour) that are
insufficient on their own to identify individuals; class labels are shown in the top-left corner.
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taining 160 private and 160 public Figure 4: Human Evaluation on Privacy Datasets. We
images (Table . Each dataset com- report the accuracy and inter-rater agreement (Fleiss’ Kappa)
prises unique public images, whereas for PrivAlert, Biv-Priv, VISPR and our PRIVBENCH.
PrIVBENCH and PRIVBENCH-H share

the ‘private’ category images. The

private set includes explicit private items

(e.g., passports, debit cards), while public images contain no private content, such as landscapes and food
pictures. In Figure [2] some private samples are shown.

All datasets are a subset of the Re-LAION-5B, a cleaned version of the original LAION-5B dataset
[2023} [Schuhmann et al. [2022). To ensure quality, we first applied keyword-based caption filtering (e.g.,
“gelfie”, “person” or “face” for faces). Subsequently, images were manually selected according to strict
guidelines, accepting only clearly private images (e.g., excluding closed passports without visible personal
data). Detailed guidelines are provided in Appendix E Figure El demonstrates via human evaluation that
our dataset achieves higher accuracy and inter-rater agreement compared to existing privacy datasets.

Per GDPR Article 4 (GDPR) 2016)), personal data encompasses any information relating to identifiable
individuals. Consequently, all classes listed in Table [I] qualify as private under GDPR. Appendix [B offers a
detailed justification for classifying each category as private.

PrIVTUNE Training Dataset: To effectively privacy-tune a VLM, we collect privacy-aware fine-tuning
annotations consisting of multi-turn dialogues between a simulated user and a visual assistant.

We utilised GPT-4 (Achiam et al.| |2023) for generating these dialogues, providing explicit instructions to
simulate dialogues where the assistant responds to user inquiries and discusses potential privacy concerns.
Generation was conditioned on class names and privacy labels, formulated as p(d|i,l,c), where d is the
dialogue, i represents instructions, [ indicates the binary privacy label, and c specifies the class. This means
GPT-4 is not used to classify the privacy of the image itself. An example annotation was included to guide
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model responses. Due to policy constraints restricting GPT-4’s handling of nudity samples, we utilized
ShareGPT (Chen et al., 2024) for these cases.

Figure [2] illustrates representative samples with partial fine-tuning annotations. Appendix [A] details the
PRrRIVTUNE dataset, including prompts and metrics related to collected dialogues.

PRIVBENCH Set-upf FOI." the PR.IVBEITICH bench- Table 1: Class Taxonomy in privacy datasets.
mark, we employ private images listed in Table Taxonomy of private and public categories used in

The public class includes straightforward examples PrrvBencH, PRIVBENCH-H, and PRIVITUNE, with
like landscapes, empty streets, and food images to  corresponding GDPR articles.

evaluate basic privacy comprehension. Public sam-

ples are shown in Appendix GDPR,
Classes Description .
Article
PrivBENCH-H Set-up: The PRIVBENCH-Hard  Debit Card ™  Debit cards, credit cards. §4
benchmark employs the same prlv.ate images as  p, . 63 Portraits, facial images, §4, §9
the standard PRIVBENCH, introducing complexity personal identification.

through challenging negatives such as fake debit

. . Fingerprint Fingerprints, biometric 4, §9
cards, blurred faces, dolls resembling humans, simu- serp id eriiﬁirs close-up 549
lated scenes, and non-private documents or objects images.
(e.g., brochures, toy cars without plates). These se- [ ./ cc Plate i3  Vehicle license plates, §4
lections intentionally resemble private classes to in- cars, motorcycles.
crease classification difficulty. As the metric we use  yqigy Nude images, explicit §4
for evaluating privacy is sensitive to false positives, content, sensitive material.
the samples in PRIVBENCH-H significantly raise the  p,qpor 7= Passports, visas, personal §4
complexity as shown in the results. Public samples identification documents.
are shown in Appendix Private Chat @ Emails, personal messages, §4

digital conversations.

Access to Privacy Datasets Due to the sensi- Tattoo Tafte Tattoos, body art, §4
tive nature of the images in our dataset, it is avail- personal identifiers.

able for research purposes upon request. We ask  pyplic General content, _
researchers to delete the dataset after use to ensure non-sensitive information,

the privacy of the individuals represented. Further landscapes, food.

reflections on the ethics of the dataset are described

in the Discussion.

5 Results

Measuring the Understanding of Privacy We denote VLMs as f(z,p) where z is the image input
and p is the text prompt containing instructions to analyse the image and provide a privacy score indicating
whether the image is private or non-private. We frame the task mathematically as: f(x,p) — s, where
s € {0,1} represents a binary privacy score assigned by the model, indicating whether the image contains
any private information. We also experimented with scores ranging from 1 to 5 to capture gradations in
privacy levels. However, we found that all models consistently provided only two options, failing to show
variance in their responses.

We instructed the VLMs to analyse the image for any personally identifiable information and to provide
a “Yes” or “No” response indicating whether it contained private information. We accepted all answers
containing “Yes” or “No”; all other responses were rejected and classified as mistakes.

To address prompt sensitivity, we utilise PRIVTUNE to measure performance on variations of the prompt to
see whether the results differ. Generally speaking, we see stable results with some exceptions, particularly
for models performing below average. We utilise the best performing prompt on PRIVIUNE per model to
evaluate on PRIVBENCH. There is no overlap between the train and evaluation datasets.
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Evaluation To evaluate VLMs’ understanding of privacy, we assessed several state-of-the-art models on
VISPR (Orekondy et al., [2017) as well as on our proposed benchmarks: PRIVBENCH and PRIVBENCH-H.
We primarily report the Matthews Correlation Coefficient (MCC), as it provides a robust and balanced
evaluation even under significant class imbalance(Chicco & Jurman, 2020; Matthews|, [1975):

(TP x TN) — (FP x FN)
V/(TP + FP) (TP + FN) (TN + FP) (TN + FN)

MCC (Matthews Correlation Coefficient) =

Additional metrics are detailed in Appendix. For consistency, we set the decoding temperature to zero
(greedy decoding) across all experiments.

Privacy-tuning Furthermore, we establish Privacy VLM by privacy-tuning a TinyLLaVA (Zhou et al.,
2024) model using the fine-tuning annotations from our PRIVT'UNE , testing is done on PRIVBENCH. The
model was fine-tuned using LoRA (Hu et al., 2022) with 20 training epochs. This fine-tuning strategy aims
to enhance model sensitivity to privacy without significantly compromising performance for other tasks by
keeping the training time as short as possible. The hyperparameters of these experiments can be found in
the Appendix [Dl

Performance of VLMs on Visual Privacy. As detailed in Table |2 privacy-tuning significantly boosts
model performance. The Privacy VLM consistently outperforms other VLMs on all benchmarks. Among
models tested in a zero-shot context, MoeLLaVA (Lin et al.,2024) performs best on PRIVBENCH, maintaining
stable performance across private classes (see Table . CoAgent achieves the highest scores without any
privacy-tuning on VISPR, which is rich in images with people, aligning with its strong performance on face-
related classes in PRIVBENCH. GPT-4 rejects all nudity samples, and therefore these scores are not utilized
for the overall score.

Table 2: Performance across Privacy Benchmarks. Results Matthews Correlation Coefficient (MCC?)
demonstrate that our Privacy VLM consistently achieves superior performance across all benchmarks.

Vision Priv Priv
Model LLM Encoder BeEncH BENCH-H VISPR
Otter MPT-7B CLIP ViT-L/14  —0.87 —0.85 —0.83
Fuyu Persimmon-8B - —0.02 —0.04 —0.03
InstructBLIP Vicuna-7B Q-Former 0.19 0.08 0.16
GPT-4 - - 0.50 0.48 0.16
ShareGPT Vicuna-7B CLIP 0.52 0.42 0.17
CogVLM Vicuna-7B EVA2-CLIP-E 0.59 0.31 0.19
CoAgent Vicuna-7B EVA2-CLIP-L 0.62 0.25 0.27
LLaVA Vicuna-7B CLIP ViT-L/14 0.69 0.42 0.22
MoE-LLaVA Phi-2-2.7B CLIP ViT-L/14 0.72 0.40 0.16
TinyLLaVA Phi-2-2.7B SigLIP 0.56 0.42 0.18
Privacy VLM (Ours) Phi-2-2.7B SigLIP 0.86 0.53 0.35

Detailed in Table (3] we show performance with adding the class definitions (passport, face, etc.) to the
prompt, thereby changing the problem into detection. For some models, we see similar performance as to
the standard task, which indicates that the models lack vision capability to solve the task. For other models,
we observe improved performance, such as GPT-4, TinyLLaVa and MoeLLaVA. This suggests that while
these models can detect these objects, they do not inherently consider them private themselves. Interestingly,
GPT-4 (Achiam et al., 2023) does not classify fingerprints, faces, and tattoos as private. However, when
asked to define privacy in images with only a text prompt, it explicitly mentions these classes (see Appendix
. This suggests a misalignment between the image and text spaces: GPT-4 defines these objects as private
in text and can detect them with vision, yet it does not conclude that images containing them are private.
This is a potential safety risk that should be further studied.
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Table 3: Class scores on PRIVBENCH: This table compares Matthews Correlation Coefficient (MCCT)
scores of our Privacy VLM and other VLMs on all classes in PRIVBENCH. Since GPT-4 rejects all nudity
samples, these do not contribute to its overall score. The last displays results for the case when private class
names are added to the input prompt.

Model N = i3 T () futieo | Class
Otter 087 | -0.63 -0.63 -0.63 -0.63 -0.63 -0.63 -063 -0.63| -0.95
Fuyn 002 -016 012 -002 012 007 -0.16 -0.11 0.07 | 0.30
BLIP 0.19 | 037 -0.06 011 -0.13 -0.06 043 018 011 | 0.04
GPT-4 050 | 0.04 0.00 057 072 - 100 043 030 | 0.95
ShareGPT 052 | 0.79 021 082 000 094 1.00 037 000 | 0.54
CogVLM 059 | 097 023 061 023 048 097 076 072 | 0.56
CoAgent 062 | 0.63 013 063 029 033 063 060 050 | 0.56
LLaVA 0.69 | .00 037 1.00 030 1.00 100 065 069 | 0.59
MoELLaVA 0.72 | 0.00 032 090 027 090 090 087 071 | 0.82
TinyLLaVA 056 | 072 021 088 021 082 100 061 048 | 0.85

Privacy VLM (Ours) 0.86 ‘ 0.88 0.72 0.88 0.65 0.88 0.88 0.88 0.72 ‘ 0.94

Table 4: Generalization when leaving out one private class during training: We omit one class at
training time and report MCC(?T) and F1(7) for that left-out class on PRIVBENCH.

Performance on left-out class
—_— ) T v @ Patfon

MCC | 090 089 085 0.79 085 089 0.84 0.88
F1 1.00 0.82 099 0.18 098 1.00 099 0.78

Generalization Privacy is a broad concept that poses challenges for models to generalise beyond the cat-
egories they were trained on. We evaluated this by omitting one class at a time from the PRIVTUNE training
data and assessing the model’s performance on these classes during testing. For instance, we excluded credit
cards during training to evaluate Privacy VLM’s ability to recognise the sensitivity of credit card data, where
it obtains a 0.9 MCC score. We trained the models using the same configuration as before. Table [4] shows
that Privacy VLM effectively generalises to new categories, although its generalisation was less optimal when
license plates and tattoos were excluded.

Amount of Training Data Initial experiments suggest that not much data is required to effectively
privacy-tune a model, prompting us to investigate the minimal amount of training data needed. Therefore,
we conducted multiple experiments using varying amounts of training data. The results, depicted in Figure[6]
show that using approximately 100 samples of the PRIVTUNE dataset is sufficient to privacy-tune a model,
which translates to less than 10 images per class to achieve at least a 0.75 MCC (or 85% F1 score, see
Appendix [E) score on the PRIVBENCH benchmark.

Table 5: Performance Difference After Privacy Tuning: Absolute percentage change in Privacy VLM
performance on various benchmarks before applying PRIVTUNE (TinyLLaVA).

Metric Priv Priv VQAv2 POPE ScienceQA
BeEncH BENCH-H (Goyal et al.| |2017)) (Li et al., [2023) (Lu et al., |2022)

Original 55.6 42.2 81.5 87.7 69.7

Priv-Tuned 86.4 +30.8 52.8+1()'(; 79.9,1_(; 86.471_;; 69.17(]_(;
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Figure 6: Little data required for privacy-tuning. This figure shows how the amount of training
data affects the performance of privacy-tuning. The experiments demonstrate that as few as 100 samples
from PRIVTUNE are sufficient to achieve a 0.75 MCC score on PRIVBENCH.

Impact on other. VLM tf‘SkS To as-  Table 6: Cross-validated Performance on PRIVBENCH: We
sess the cost of privacy tuning, we mea- perform 100 runs on random 50% splits on PRIVBENCH. We

sured changes on standard benchmarks. report the mean and standard deviation for the MCC.
Table [5| displays these results, revealing

a slight decrease in performance on other MCC Tiny CoA Moe- Privacy

tasks due to privacy tuning. However, (%) LLaVA oAgent . VA VLM (Ours)

this minor decrease is offset by a substan-

tial improvement in the model’s under- Mean —55.2 290 725 86.1
Std. 0.24 0.40 0.68 0.58

standing of privacy.

Size of Benchmarks Recognising the

modest size of our datasets, we conducted cross-validation experiments on PRIVBENCH. Consistent with
our human evaluation and generalisation results on VISPR, these experiments demonstrate stable model
performance, with MCC scores varying within just 1% standard deviation when using 100 random 50%
splits (Table [6]).

Privacy in different Languages Privacy per- Table 7:
ception varies culturally, prompting us to evaluate
multilingual privacy recognition capabilities. Using
GPT-4 (Achiam et al.; 2023|) and ShareGPT (Chen

PrivBENCH in Different Languages:
This table presents the MCC scores when prompting
VLMs in different languages.

et al., 2024), we tested model performance across T

languages, by translating input and output, to di- = ZIE —
verse privacy cultures: German, English, Russian, ShareGPT 075 0.60 0.00 0.0
and Chinese. Table [7] indicates improved perfor- GPT-4 0'53 0'50 0' 64 0' 60

mance in German compared to English, potentially
reflecting the greater societal focus on privacy in
Germany (Stevens Institute of Technologyl 2023). However, further research is needed to conclusively at-
tribute differences to data biases.

5.1 Use Case: Privacy Analysis of Datasets

Building on our privacy-tuned model’s strong performance and generalisation capabilities, we apply it to
analyse large collections of images for privacy concerns. We use the Places365 dataset (Zhou et al., [2017)),
running our privacy-tuned model on a random sample of 100,000 images across various location categories.
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Table 8: Privacy Rate Analysis Across Locations. This table presents our privacy-tuned model’s
assessment of 100,000 images from Places365 (Zhou et al.,[2017)). It lists the top 15 locations with the highest
and lowest privacy rates, highlighting where the model detects significant private information, particularly
in areas populated by cars and people, as well as sensitive locations like military bases and medical facilities.

(b) Highest-15 (most private—less private).

(a) Lowest-15 (least private—less private).
car interior, nursing home, army base, operating room,

atrium, hotel outdoor, sky, windmill, tower, courthouses, aeroplane, cabin cockpit, dressing room, pub indoor,
synagogue outdoor, viaduct, canal urban, library outdoor, server room, beauty salon, berth, martial arts gym,
shopping mall indoor, fishpond, islet, moat water physics laboratory, hospital

Table 9: In-depth Analysis of Privacy Assessments. This table presents GPT4 detailed analysis of the
privacy explanations made by our Privacy VLM for 3 of the top 15 privacy-rated location types.

Class Analysis of Privacy VLM’s Privacy Explanations By GPT4-V

Name

Army The general trend for classifying the location as private is due to the presence of individuals in military uni-
Base forms, which could reveal their personal identities, affiliations, and sensitive operations related to national

security. The presence of identifiable features, such as faces and uniforms, suggests a need for confidential-
ity to protect the privacy and safety of the individuals depicted.

Dressing The general trend for classifying the dressing room location as private is centered around the presence
Room of personally identifiable information, particularly individuals’ faces, which could be used to recognise or
track them. Additionally, the setting of a dressing room is inherently private due to the personal activities,
such as dressing or grooming, that occur there.

Operating The general trend for classifying the operating room as a private location is due to the presence of sensitive
Room medical procedures, personal health details, and identifiable features of patients and medical professionals
that are not meant for public disclosure to protect patient privacy.

We prompt Private VLM to classify the image for privacy with a short explanation for its decision. To
quantify the model’s interpretation of privacy, we calculated a “private image rate” for each location type,
the ratio of images classified as private to the total number of images for that location: Privacy Rate =

Nprivate/Ntotal

We find that the model effectively classifies images as private for place categories that typically have a
high human presence, such as a cockpit or dressing room. Additionally, the model effectively generalises to
inherently sensitive categories like military bases and medical facilities, even though these were not present
in the PRIVTUNE training dataset. To further understand why the privacy-tuned model classified certain
images as private, we used GPT-4 to perform an automated analysis of our model’s reasoning for its scoring.
In Table [9] we provide examples for three location types. This revealed that the model is aware of people
and license plates, as well as locations and situations. We provide more detailed results in Appendix [J|

6 Discussion

Our results show that privacy-tuning improves privacy understanding while causing a slight performance
degradation on standard benchmarks. We believe that integrating privacy-tuning into the regular fine-
tuning phase of a VLM would be even more effective, although limited computational resources prevented
us from testing.

We are aware that our datasets contain sensitive images, such as individuals’ passports and debit cards. To
protect individual privacy, we have implemented ethical safeguards. Researchers must request access to the
datasets through a form where they specify the purpose of their use, agree to use the data responsibly and
commit to deleting it after use. Moreover, we only accept requests for research purposes. We also emphasize
that this data is already publicly available, as our datasets are subsets of Re-LAION-5B.

Finally, techniques such as in-context learning and chain-of-thought hold promise for enhancing VLMs’ un-
derstanding of privacy. Although our experiments with these methods did not yield immediate improvements,

10
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we believe they could boost performance. However, since not all users are familiar with advanced prompting
strategies, we argue that VLMs should be inherently privacy-aware by design to ensure safe deployment.

7 Conclusion

We investigate the ability of VLMs to handle privacy-sensitive information. Our results reveal that ex-
isting models, including state-of-the-art systems like GPT-4, fall short in recognizing visual privacy risks.
This gap is compounded by inconsistencies in popular privacy datasets. To address this, we introduce two
benchmarks, PRIVBENCH and PRIVBENCH-H, and an effective fine-tuning dataset, PRIVTUNE. Our exper-
iments demonstrate that tuning on as few as 100 examples significantly enhances privacy recognition across
benchmarks, with minimal cost to overall performance. These findings underscore the feasibility of aligning
VLMs with privacy expectations through compact, well-curated datasets, even in low-data regimes. This
approach significantly boosts the models’ sensitivity to privacy without compromising performance on other
benchmarks, suggesting a robust strategy towards VLMs that can safely handle any sensitive real-world
data.
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