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Abstract
Benchmarks are important measures to evaluate
safety and compliance of AI models at scale.
However, they typically do not offer verifiable
results and lack confidentiality for model IP and
benchmark datasets. We propose Attestable Au-
dits, which run inside Trusted Execution Environ-
ments and enable users to verify interaction with a
compliant AI model. Our work protects sensitive
data even when model provider and auditor do not
trust each other. This addresses verification chal-
lenges raised in recent AI governance frameworks.
We build a prototype demonstrating feasibility on
typical audit benchmarks against Llama-3.1.

1. Introduction
Audits are an essential tool in the modern AI safety land-
scape as models become more capable (Aschenbrenner,
2024) and potentially more dangerous (Barrett et al., 2023;
Anthropic, 2023; OpenAI, 2024), particularly in agentic en-
vironments (Chan et al., 2023). Recognizing these risks, sev-
eral AI regulations (Parliament & Union, 2024; Office, 2024;
The White House, 2023), policy initiatives, and AI princi-
ples (House of Commons, 2024; Solaiman, 2023; Kapoor
et al., 2024) have mandated audits, but decision-makers
often lack the technical information needed to evaluate au-
diting tools (Reuel et al., 2025). This creates a critical
gap between policy and implementation that Technical AI
Governance aims to close through tools, such as verifiable
audits (Reuel et al., 2025). However, current audits rely
on contracts or manual processes, and verification remains
challenging due to restricted model access and data privacy
concerns (Longpre et al., 2024a;b; Carlini et al., 2024; Cen
& Alur, 2024). Furthermore, misaligned incentives between
stakeholders can result in audits that do not serve the public
interest (Casper et al., 2024; Raji et al., 2020; Mökander,
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2023), including data exfiltration by involved actors (Eriks-
son et al., 2025) or models that intentionally underperform
during evaluations (van der Weij et al., 2025).

To address these challenges, we investigate how users can
verify they are interacting with a compliant AI system under
realistic constraints: when model providers do not share
weights, auditors only share code and data with regulators,
and systems run on untrusted third-party infrastructure.

We propose Attestable Audits (§3), a three-step verifica-
tion protocol, where auditors and model providers securely
load models, audit code, and datasets into hardware-backed
Trusted Execution Environments (TEEs), run benchmarks,
and cryptographically attest and publish results to a public
registry for user verification. We use TEEs from Confiden-
tial Computing (CC, §2) to isolate execution and encrypt
memory. We demonstrate through a prototype (§5) based on
AWS Nitro Enclaves that benchmarks yield expected results
at 2.2× the cost of CPU and 21.7× that of GPU inference.

2. Confidential Computing (CC)
Confidential Computing (CC) ensures that critical systems
protect data-in-transit, data-at-rest, and data-in-use. This is
achieved by TEEs, privileged execution modes supported by
modern CPUs—conceptually, a small, shielded, encrypted
computer inside a computer. Backed by secure hardware,
TEEs prevent interference by the host/hypervisor and en-
crypt all memory to thwart even physical attacks by attack-
ers. This makes CC attractive for deployments at otherwise
untrusted cloud service providers (CSPs) as long as the
vendor of the secure hardware is trusted (Chen et al., 2023).

In contrast to first generation process-based TEEs (e.g., In-
tel SGX, Arm TrustZone), second generation TEEs (e.g.,
AMD SEV-SNP, Intel TDX, AWS Nitro) support full
VMs (Costan, 2016; Pinto & Santos, 2019; Intel, 2025;
AMD, 2025). This helps them overcome resource limita-
tions, especially memory, that previously made ML work-
loads difficult (Mo et al., 2024). Whereas many CC appli-
cations focus on confidentiality properties, our work also
leverages its integrity guarantees which can provide zero-
knowledge-proof-like guarantees (Russinovich et al., 2024).
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Figure 1. Overview of the Attestable Audit protocol. A The auditor and regulator agree on audit code AC and dataset AD. B Optionally,
the provider prepares a (quantized) version Mq of model M , verifiable via attestation AM→Mq . C In the audit, the auditor loads
encrypted AC +AD into a fresh TEE and the provider loads encrypted M . D The audit result R and attestation AMq,AC+AD→R are
published to a transparency log L. E The user confidentially sends prompt p to M (or Mq) in a TEE, receiving x and an attestation
verifying provenance and M ’s compliance. F The user may disclose (p, x,AM,p→x,R) to the regulator to show audit deficits.

Clients can verify they are talking to a service inside a
TEE through Remote Attestation (RA). In RA, the secure
chip signs a chain of measurements, called Platform Con-
figuration Registers (PCRs), using a non-extractable secret
key. The PCRs cover the Trusted Computing Base (TCB),
consisting of firmware and the loaded enclave base im-
age. Including the enclave base image enables revocation
when vulnerabilities, e.g., side-channels (Li et al., 2021),
active attacks (Schlüter et al., 2024), and memory alias-
ing (De Meulemeester et al., 2025), are discovered.

We use AWS Nitro Enclaves (AWS, 2024) as the CC plat-
form for our prototype. Our protocol is compatible with
other CC platforms, such as Intel TDX and AMD SEV-SNP,
but we leave those implementations for future work. We
expect that alternatives allow for smaller TCBs and lower
overhead. Importantly, these can also integrate with GPUs
featuring CC support, such as Nvidia’s H100 (Apsey et al.,
2023) to allow for larger models. However, these eventually
face limits, e.g., there is no multi-GPU support. As such,
our conservative choice of a smallest common-denominator
technology, ensures our design supports these challenges.

3. Attestable Audits
We present Attestable Audits as a three-step design depicted
in Figure 1. First, model providers may prepare their model.
Then, providers and auditors load the audit code and data
into a TEE, which runs benchmarks and publishes attested
results. Finally, users receive output attestations to verify
interaction with an audited model.

3.1. Security Goals and Threat Model

The efficacy of the proposed system relies on the follow-
ing security goals. We require model verifiability (G1),

i.e., the attestation includes hashes of model weights and
code, and audit verifiability (G2), i.e., outputs are bound
to an approved audit version. The system must maintain
confidentiality (G3) of model weights (protecting IP) and
audit data to prevent “cheating”. These guarantees are hard
to achieve in non-CC setups but enable more robust audits,
especially for closed-source systems. Transparency (G4)
requires publishing base image, model, and audit digests,
with verifiable build steps. Finally, the system must enforce
statelessness (G5) to prevent prompt residue and covert
channels (Shumailov et al., 2025), and output verifiability
(G6) to authenticate model responses during interaction.

We assume the existence of Network adversaries (A1)
who can intercept, tamper with, or spoof communication
between components, but exclude DoS attacks. For Physical
and Privileged adversaries (A2), with capabilities such as
RAM snapshots, VM rollbacks, and side-channel attacks.

3.2. Requirements

We use three standard cryptographic primitives available in
libraries like LIBSODIUM. First, we require a pre-image
and collision-resistant hashing function. Second, we require
an IND-CCA secure key encapsulation mechanism (KEM)
to allow two parties to share a symmetric key. The re-
ceiver generates (pk, sk)← KEM.KEYGEN() and shares
pk. Then sender uses pk to generate a key and cipher-
text c, k ← KEM.ENCAPSULATE(pk). The receiver re-
covers k using KEM.DECAPSULATE(sk, c). Thirdly, we
require an IND-CCA secure encryption scheme (AEAD)
with cx ← AEAD.ENCRYPT(k, x) to encrypt plaintext x
under key k, and x← AEAD.DECRYPT(k, cx) to decrypt.

Furthermore, we rely on functionality provided by the
TEE. First, we require attestation ({d, . . . }, PCR, σ) ←
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Table 1. Overview of common AI safety benchmarks. Underlined benchmarks were chosen as representative AC+AD for our evaluation.
Type Benchmarks

Discrete-Label MMLU (Hendrycks et al., 2020), BoolQ (Clark et al., 2019), HellaSwag (Zellers et al., 2019)
Text-Similarity XSum (Narayan et al., 2018), NarrativeQA (Kociský et al., 2017), CNN/DailyMail (Hermann et al., 2015)
Classifier-Judged ToxicChat (Lin et al., 2023), BBQ (Parrish et al., 2022), RealToxicityPrompts (Gehman et al., 2020)
Retrieval MSMARCO (Bajaj et al., 2018), Natural Questions (Kwiatkowski et al., 2019)
LLM-as-a-Judge Chatbot Arena (Chiang et al., 2024)

ATTEST({d, . . . }) against the currently running TEE im-
age. The attestation includes (1) the platform configuration
registers PCR that describe the loaded image, (2) auxiliary
user-provided data {d, . . . }, and (3) a signature σ over all
these signed with the TEE vendor’s secret key. We denote
attestations as Ain→out, for binding hashed input in =
HASH(input) to hashed output out = HASH(output).

We run the model code in a sandbox for isolation. Public
model code can be included in the attested open-source base
image, and only the weights need to remain confidential.

4. Protocols
This section describes the main protocols of our Attestable
Audit scheme. Appendix A.1 describes used primitives and
contains the pseudocode listings. The shown protocols omit
details, e.g. replay prevention and key rotation mechanisms,
that are important for real-world implementations.

The PREPARE protocol (Algorithm 1) offers model devel-
opers the ability to quantize their models in a confidential
and verifiable manner. Practically, it enables the use of sub-
stantially smaller models with comparable performance. We
discuss this ablation in Appendix A.4.2. Conceptually, it
illustrates the general, abstract attestation-and-encryption
workflow, based on KEM and AEAD, that we likewise
employ in our subsequent protocols.

First the TEE boots from its secure image and generates a
fresh KEM keypair pk, sk. It then attests to its boot image
and the public key with a fresh attestation A to allow third
parties to verify the given pk was indeed generated inside a
TEE that booted a trusted image. The third-party first com-
pares the PCR measurement against known trusted images
and then verifies the signature σ using the TEE’s vendor
public key (or respective attestation service).

Once the authenticity of the TEE has been confirmed, the
model provider calls (k, c) ← KEM.ENCAPSULATE(pk)
and uses k to encrypt their model M . The encrypted model
cM and the encrypted key c are then sent to the TEE which
can derive the same key using sk and decrypt the model. The
TEE then computes the quantized model Mq and measures
boths by computing their hashes hM and hMq

.

Finally, the TEE encrypts the quantized model Mq using the
same symmetric key k and sends it to the model provider.
It also publishes the attestation AM→Mq

to a transparency
log. This acts as evidence for third parties that they can
accept models with the hash hMq as quantized versions of
models with the hash hM . The PREPARE step is convenient
for practical deployments as some TEEs, e.g. the one for the
audit, can only run against smaller models Mq . It allows the
model provider to deploy the full model M while convincing
others that the audit of Mq is a valid approximation.

The ATTESTABLEAUDIT protocol (Algorithm 2) runs au-
dit code AC and audit dataset AD against a (quantized)
model Mq in a confidential and verifiable manner. For this
the TEE, as in the previous protocol, publishes an attestation
with a KEM public key. Now both the model developer and
the audit provider use it to upload the encrypted model cMq

and audit code/dataset cAC+AD to the TEE.

Once the TEE has received both, it will create a sandbox
and executes AC against Mq using the audit dataset AD.
The sandbox ensures that malicious code that is part of
AC or Mq cannot interfere with the integrity of the overall
TEE logic or invalidate previous measurements. After the
execution, AC will output a single aggregated result R. The
TEE then publishes an attestation AMq,AC,AD→R that binds
the hash of the model and audit to this result R. This is then
published to a transparency log.

The INFERENCE protocol (Algorithm 3) allows users to
confidentially interact with model M (or Mq) confiden-
tially while being able to receive guarantees that it has re-
ceived score R against the audit AC + AD. Different to
the previous protocols, the TEE first downloads the rele-
vant attestation documents from the previous steps from the
transparency logs and includes these in its initial attestation.
That provides a baseline guarantee to the user that their later
prompts are not given to a different model.

Next, the model provider loads their model M into the TEE
using the familiar KEM+AEAD construction. The TEE will
verify that the hash of the model matches with the value
from the attestations and abort if that is not the case.

Then the user sends the encrypted prompt cp to the TEE.
The TEE then starts a sandbox with the model M and runs
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it against the input p yielding output x. A fresh attestation
AM,p→x,R then provides the user also with a evidence that
links together model, audit result, prompt, and response.
Optionally the user can later use this attestation to proof
short-comings in the auditing process to a regulator.

5. Evaluation
We sample three AI-safety benchmarks (Table 1) to assess
Attestable Audits’ feasibility. With additional engineer-
ing, we could integrate larger benchmark suites, such as
COMPL-AI (Guldimann et al., 2024) and HELM (Liang
et al., 2023). We already employ zero-shot prompts from
both. Our implementation, written in Rust through bind-
ings to llama.cpp (Gerganov, 2023), runs on AWS Nitro
Enclaves using Llama-3.1-8B-Instruct quantized to 4-bit to
reduce main memory footprint at an accuracy penalty.

We log input/output token counts and prompt/response de-
coding latencies, ignoring non-decoding overhead (e.g.,
copying models into the enclave takes ≤2 minutes). We
issue 500 prompts per benchmark on: (I) a m5.2xlarge
instance running our protocol with enclaves enabled on 4
cores, (II) a version on m5.xlarge running on 4 cores,
(III) a cost-constant version running m5.2xlarge on 8
cores, and (IV) a SOTA baseline hosting the same model,
but in fp16 precision on a cloud-based NVIDIA L40S,
which uses roughly 90% of the available 48 GB VRAM
through vLLM at a price of 0.89 USD/hour.

Feasibility We demonstrate that models in Attestable Au-
dits achieve adequate performance (Table 2). In column (I),
the quantized model’s zero-shot MMLU accuracy is 51.4%
(57.4% excluding unparsable responses), similar to 54.6%
on a non-quantized model (IV) at 58.9% and LLaMa’s
66.7% for 5-shot prompting (Touvron et al., 2023). The
difference from (I–III) to (IV) is context size and precision;
from (IV) to LLaMa’s 66.7% is prompting. Summariza-
tion yields a mean BERT score of ≈0.47 vs. ≈0.58 for the
non-quantized version. On ToxicChat, 1.78% are jailbreak
attempts. The quantized model fails to refuse and produces
toxic outputs in 2.4% of all test cases in (I) and 2.6% in
the non-quantized case. Smaller differences between (I–III)
stem from stochastic top p sampling. A 4-bit quantized
model slightly degrades performance in benchmarks. We
provide a more detailed feasibility analysis in Appendix A.4.

Trade-Offs Running inference on CPUs incurs a cost over-
head of 21.7× over GPU inference and suffers a 100× slow-
down. The use of enclaves costs 2× due to having to use
a larger instance compared to (II) or sacrificing cores rel-
ative to (III). Memory capacity constraints forces the use
of smaller or quantized models. (III) hosts a 4-bit model
for comparability, but could host a 8-bit model for higher

Table 2. Trade-offs and benchmark scores across: (I) enclave, (II)
compute-constant, (III) cost-constant, vs. (IV) L40S GPU

METRIC (I) (II) (III) (IV)

PRICE/HR ($) 0.38 0.19 0.38 0.89
PRICE/100K TOKEN ($) 5.80 2.61 3.01 0.12
TOKEN/S 1.84 2.04 3.54 202.00

BERT SCORE 0.47 0.50 0.49 0.58
TOXICITY RATE (%) 2.40 2.00 1.70 2.60
ACCURACY (%) 51.40 52.60 48.60 58.90

performance. Doubling the number of CPUs from (I) to (III)
increases the throughput by almost 2 token/s. We expect
larger instances to reduce the overhead by 2–5×.

Security Model and audit verifiability (G1, G2) are
achieved through the CC-powered audit step (Algorithm 2).
The RA process binds the hashes of the quantised model Mq ,
audit code AC, and dataset AD with the platform PCRs
measurements. Confidentiality (G3) is end-to-end through
the use of ephemeral keys inside the TEE. The AEAD chan-
nel bound to the initial attestation protects data-in-transit
from a network adversary (A1). VM-level enclave isolation
and full-memory encryption deny physical attackers (A2)
access to data-in-use. Transparency (G4) follows from pub-
lishing the enclave base image, build scripts, content hashes,
and the attestations AM→Mq

, and AMq, AC+AD→R to L.
Similar to Apple’s PCC (Apple, 2025), anyone can rebuild
and inspect the exact evaluation environment. For stateless-
ness (G5) each user session runs in a fresh VM-enclave
that starts with zeroized RAM and not persistent storage
to eliminate prompt residue. Output integrity (G6) is guar-
anteed in the interaction step (Algorithm 3) analogously.
For each prompt p the enclave returns (x, AM,p→x,R), to
bind HASH(M) ∥ p ∥x ∥R. Verifying AM,p→x,R against
L confirms the reply is from the audited model with score R.
Prompt-based model exfiltration during the user interaction
step remains a residual gap (Carlini et al., 2024).

Engineering Challenges Our approach works well for
smaller (in terms of tokens) hand-crafted datasets, as CPU
inference limits token throughput. Memory constraints of
CC technology complicates hosting larger models. Enclaves
do not have persistent memory but instead rely on a memory-
mapped file system. As a result, the runtime memory re-
quirements can be a multiple of the underlying base image.
Due to this expansion, large files such as model weights
or datasets have to be transferred into the enclave during
runtime. Cryptographic operations, e.g., when establishing
encrypted channels, add complex logic as well as additional
CPU demands. Many CC platforms come with limited
documentation and lack easy-to-use software libraries. Ad-
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ditionally, a constant portion of main memory needs to be
reserved for the host system and thus remains unavailable
to the enclave, which is at least 64 MiB (AWS, 2024), but
for (I) is closer to 500 MiB, or 1.5% of available memory.

6. Related Work
Hardware-Attested Integrity DeepAttest (Chen et al.,
2019) binds models and code to TEEs for CNNs but lacks
audit traceability and targets on-premise. Nevo et al. (2024)
protect weights, while we extend this to audit datasets and
code. OpenMined (2023) uses TEEs for evaluation but
lacks generality and reproducibility. Our system integrates
attestation into a transparent, regulator-facing pipeline.

Cryptographic Private Inference zkML (South et al.,
2024) generates SNARKs for inference verification, but is
orders of magnitude slower. FHE-LoRA (Frery et al., 2025)
uses encrypted low-rank adaptation. SONNI (Sperling &
Kulkarni, 2025) and Proof-of-Training (Sun & Zhang, 2023)
focus on weight and data lineage, while we verify runtime
behavior. PPFL (Mo et al., 2021) protects training gradients
with TEEs, while we apply them to secure model evaluation.

Audit Frameworks & Governance Audit Cards (Staufer
et al., 2025) show audit gaps, especially in reproducibility
and verification. Mökander et al. (2023) propose a layered
taxonomy without cryptographic guarantees. Grollier et al.
(2024) show audits can enable fairwashing. Dong et al.
(2024) and Leslie et al. (2023) focus on post-hoc safety,
whereas we provide pre-deployment guarantees. Brundage
et al. (2020) stress the importance of verifiable claims.

7. Discussion & Limitations
Our prototype has a high overhead in terms of runtime and
costs. Large parts of this can be attributed to the CPU-based
inference that is required by the underlying CC technology.
A production-ready implementation using CC-compatible
GPUs likely has an overhead as small as 5×. We leave this,
and the other suggested extensions below, for future work.

Our architecture requires the participating parties to trust
the hardware vendor of the CC technology, in our case AWS.
However, all steps can be run on multiple CC technologies
independently such that parties can later choose which attes-
tation they trust. We note that while this increases integrity
guarantees (trust any), the model and audit confidentiality is
reduced, as a single broken TEE can leak the sensitive data.

Our prototype requires a quantized model due to technical
limitations of the chosen CC technology. An implementa-
tion using a CC-compatible GPU can run the native Llama-3
model securely. However, a preparation step will still be nec-
essary for larger models that do not fit on a single GPU and

can accommodate other post-training steps, e.g., fine-tuning.

While we presented our work in the context of LLMs, it gen-
eralizes to other AI/ML systems. For instance, the operator
of a self-driving car can use Attestable Audits to prove later,
e.g., in court after an accident, that the very model that drove
the vehicle at a given time has been correctly audited. Note,
that our infrastructure also prevents human-mistakes such
as mixing up audit results or accidentally deploying a wrong
model version. It also naturally provides reproducibility for
benchmarks during the scientific publication process.

8. Conclusion
Our Attestable Audits design uses TEEs to load audit code
(AC), audit data (AD), and model weights (M ) into an
enclave, execute AI-safety benchmarks, and publish cryp-
tographic proofs binding results to exact AC + AD + M
hashes. Our AWS Nitro Enclaves prototype runs three stan-
dard benchmarks at 21.7× the cost of GPU inference, with
a CPU-constant variant at 2× overhead. Our protocol can
be used for Verifiable Audits (Reuel et al., 2025) (§5.4.1)
without exposing sensitive IP. Our main limitation stems
from CPU inference, but we expect this overhead to reduce
as GPU-capable enclaves become more readily available.
By shifting AI governance from ex post enforcement to
ex ante certifiable deployment, Attestable Audits reduces
compliance and transaction costs of governing AI systems.

Policy Brief
This work directly addresses a topic that is critical to the
enforcement of any AI regulation, or, more broadly, any AI
governance policy: when regulators or auditors lack direct
access to a model or dataset due to privacy or competition
concerns, how can they ensure it complies with the rele-
vant requirements? By introducing a method for verifiable
benchmarking of AI systems running on third-party infras-
tructure, we help bridge this gap and enable AI developers
to provide clear assurances about their models and datasets
to regulators, auditors, or any other stakeholders — without
exposing private assets such as model weights or propri-
etary data. By removing these barriers, our approach could
incentivize more AI providers to enter regulated markets
(Reuters, 2023) or, differently, to enroll in voluntary pre-
deployment testing by third parties (Field, 2024). Separately,
because our method can help shift the cost of benchmark-
based audits from resource-constrained (Aitken et al., 2022)
regulators to the AI developers who may be best-positioned
to bear the expense of TEEs and, thus, the audits them-
selves, we lower the overhead associated with creating and
enforcing AI regulations or AI governance policies. Given
these benefits, future AI legislation might consider explicitly
endorsing or encouraging such techniques.
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A. Appendix
A.1. Protocol Primitive and Algorithm Listings

The Attestable Audits protocols relies on three standard
cryptographic primitives that are readily available in widely-
used cryptographic libraries such as LIBSODIUM. Our pro-
totype implementation uses classic cryptography algorithms
(SHA + EC25519 + AES-GCM), but real-world implemen-
tations may opt for post-quantum secure alternatives.

First, we require a hashing function HASH that fulfills the
standard requirements of pre-image and collision resistance.

Second, we require an IND-CCA secure key encapsula-
tion mechanism (KEM) that allows a receiving party and
a sending party to securely share a symmetric key. The
pk, sk ← KEM.KEYGEN() method is used by the receiv-
ing party to securely generate a secret-public key pair of
which the public key pk is shared with others. The sending
party can then call k, c ← KEM.ENCAPSULATE(pk) to
sample a new symmetric key k and an encrypted representa-
tion c that is shared with the receiving party. The receiving
party can then call k ← KEM.DECAPSULATE(sk, c) to
derive the same key k.

Thirdly, we require an IND-CCA secure authenticated
encryption scheme (AEAD). It provides an cx ←
AEAD.ENCRYPT(k, x) method that encrypts the plain-
text x under the symmetric key k. The ciphertext
cx can then be decrypted by either party using x ←
AEAD.DECRYPT(k, cx). Since AEAD schemes also pro-
tect the integrity of the ciphertext, chances to cx will cause
AEAD.DECRYPT to fail.

Furthermore, Attestable Audits relies on the following
functionality provided by the TEE implementation. First,
we require a method that performs an attestation A =
({d, . . . }, PCR, σ) ← ATTEST({d, . . . }) against the cur-
rently running TEE image. It includes (1) the platform
configuration registers PCR that describe the loaded image,
(2) auxiliary user-provided data {d, . . . }, and (3) a signature
σ over all these signed with the TEE vendor’s secret key.
We use the notational convention Ain→out for attestations
that capture the execution of code against a measured input
in = HASH(input) that resulted in out = HASH(output).

Some of our algorithms run the model code in a sandbox to
ensure isolation where the model code might not be trusted.
We note that this extra layer is not required where the model
structure is publicly known. In that case only the weights
must be kept confidential while the actual model code can
be part of the open-source base image that is being attested.

A.2. Benchmark Model Parameters

Table 3 contains the parameter used for the LLaMa model
in each task. context window is the maximum number

Algorithm 1 The model preparation protocol PREPARE run-
ning inside the TEE.

1: ▷ Create key and bind it to the booted TEE state
2: pk, sk ← KEM.KEYGEN()
3: A = ({pk}, PCR, σ)← ATTEST({pk})
4: PUBLISH(A)
5: ▷ The developer verifies the attestation A and uses the

published key to encrypt their model M
6: c, cM ← RECEIVEENCRYPTEDMODEL()
7: k ← KEM.DECAPSULATE(sk, c)
8: M ← AEAD.DECRYPT(k, cM )
9: ▷ Quantize the model and attest to both the full model

M and the quantized version Mq

10: Mq ← QUANTIZE(M)
11: hM , hMq

← HASH(M), HASH(Mq)
12: AM→Mq = (. . . , PCR, σ)← ATTEST({hM , hMq})
13: ▷ Share the encrypted model with the developer and

publish the final attestation
14: cMq

← AEAD.ENCRYPT(c,Mq)
15: SENDENCRYPTEDQUANTIZEDMODEL(cMq

)
16: PUBLISH(AM→Mq

)
17: TERMINATEENCLAVE()

Algorithm 2 The audit protocol ATTESTABLEAUDIT run-
ning inside the TEE.

1: ▷ Create key and bind it to the booted TEE state
2: pk, sk ← KEM.KEYGEN()
3: A = ({pk}, PCR, σ)← ATTEST({pk})
4: PUBLISH(A)
5: ▷ The developer verifies the attestation A and uses the

published key to encrypt their model M
6: c1, cMq

← RECEIVEENCRYPTEDMODEL()
7: k1 ← KEM.DECAPSULATE(sk, c1)
8: Mq ← AEAD.DECRYPT(k1, CMq

)
9: ▷ The auditor verifies the attestation A and uses the

published key to encrypt their AC and AD
10: c2, cAC+AD ← RECEIVEENCRYPTEDAUDIT()
11: k2 ← KEM.DECAPSULATE(sk, c1)
12: AC,AD ← AEAD.DECRYPT(k2, cAC+AD)
13: ▷ Run the audit AC +AD in a sandbox and gather the

aggregated results R
14: s← CREATESANDBOX(Mq, AC)
15: R← s.EXECUTE(AD)
16: hMq

, hAC+AD ← HASH(Mq), HASH(AC +AD)
17: AMq,AC+AD→R ← ATTEST({hMq

, hAC+AD})
18: ▷ Share the results and the final attestation
19: PUBLISH(R)
20: PUBLISH(AMq,AC,AD→R)
21: TERMINATEENCLAVE()
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Algorithm 3 The inference protocol INFERENCE running
inside the TEE.

1: ▷ Create key and bind it to the booted TEE state
2: AM→Mq

, AMq,AC,AD→R ← DOWNLOAD()
3: pk, sk ← KEM.KEYGEN()
4: A← ATTEST({pk,AM→Mq , AMq,AC,AD→R})
5: PUBLISH(A)
6: ▷ The developer verifies the attestation A and uses the

published key to encrypt their model M
7: c1, cM ← RECEIVEENCRYPTEDMODEL()
8: k1 ← KEM.DECAPSULATE(sk, c1)
9: M ← AEAD.DECRYPT(k1, CM )

10: if HASH(M) ̸= A.MODEL HASH then
11: TERMINATE ENCLAVE()
12: end if
13: ▷ The user verifies the attestation A and uses the pub-

lished key to encrypt their prompt
14: c2, cp ← RECEIVEENCRYPTEDPROMPT()
15: k2 ← KEM.DECAPSULATE(sk, c2)
16: p← AEAD.DECRYPT(k2, cp)
17: ▷ Run the inference in a sandbox
18: s← CREATESANDBOX(M)
19: x← s.EXECUTE(p)
20: ▷ Return results to the user encrypted
21: AM,p→x,R ← ATTEST({HASH(M), p, x,R})
22: c3 ← AEAD.ENCRYPT(k2, {x,AM,p→x,R})
23: SEND TO USER(c3)
24: TERMINATE ENCLAVE()

Table 3. Model parameters for llama.cpp by task

TASK CONTEXT SIZE N LEN SEED TEMP TOP P

SUMMARIZATION 8192 512 1337 0.1 0.7
CLASSIFICATION 4096 256 1337 0.25 0.7
TOXICITY 4096 256 1337 0.3 0.75

of input tokens the model sees at once, n len refers to the
number of new tokens the model will generate beyond the
input, while seed is initializes the model’s random number
generator so results are reproducible, and temp is a pa-
rameter that controls output temperature from 0 to 1 (lower
values more focused, higher more varied), and top p is the
cumulative-probability threshold for nucleus sampling. The
models samples at each step from the smallest set of tokens
whose cumulative probability is at least p.

Through local experimentation, we selected parameters
that reflect typical workloads and yield robust performance.
While specific choices can affect benchmark scores, adopt-
ing these defaults is sufficient to demonstrate feasibility
of Attestable Audits. We allocate a slightly larger context
window (CONTEXT SIZE) of 8192 compared to 4096 to

the SUMMARIZATION task. For all tasks, prompts exceed-
ing the context window are skipped, which is a practical
decision rather than an intrinsic limitation of our protocol.

We constrain the output length via N LEN, since benchmark
runtime is limited by token-decoding speed. Sampling tem-
peratures are set to 0.1 for SUMMARIZATION to favor fo-
cused, coherent summaries, 0.25 for CLASSIFICATION,
and 0.3 for TOXICITY detection. We apply nucleus
sampling (TOP P) of 0.7 for both SUMMARIZATION and
CLASSIFICATION, and 0.75 for TOXICITY.

A.3. Benchmark Prompt Templates

Table 4. Template prompts for the three benchmark tasks

Task Assembled Prompt

Summarize
XSum

system: You are a professional summarizer.
Please provide a structured summary of this doc-
ument, focusing on critical information.
document: {document }
user: Summarize the document in 150 charac-
ters or less.

Classify
MMLU

system: You are a knowledgeable assistant.
Please provide the correct answer to the question
based on the given context.
question: {question }
choices: A) { choice A }

B) { choice B }
C) { choice C }
D) { choice D }

user: GIVE YOUR ANSWER AS A, B, C, or
D ONLY. DO NOT PROVIDE ANY OTHER
TEXT.

Toxicity
ToxicChat

system: You are a helpful assistant. Please re-
spond to the following user message.
user: {user input }

This section briefly explains the prompts in Table 4. The
TASK column specifies each of the three tasks and the
benchmark dataset, while the ASSEMBLED PROMPT col-
umn shows the zero-shot prompts used for model infer-
ence, adapted from (Liang et al., 2023). Each prompt is
divided into role-tagged paragraphs marked by uppercase
tokens: system, document, user, question, and
choices. For the SUMMARIZE XSUM task, we include
the DOCUMENT paragraph and instruct the model to produce
a summary of roughly the same length as the reference (150
characters). For the CLASSIFY MMLU task, we format the
QUESTION and CHOICES paragraphs and add an upper-
case USER directiv to ensure the model returns only the
choice letters. Finally, for the TOXICITY TOXICCHAT
task, we SYSTEM instruction to be helpful, then paste the
raw USER input (which includes jailbreak attempts).
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Figure 2. Token distribution for each of the three tasks for the two modes (I) enclave (top), (II) compute-constant (bottom)

A.4. Benchmark Feasibility

The following section provides additional context on the fea-
sibility of running AI safety benchmarks through Attestable
Audits. We argue that the results for each of the three
tasks are sound and align with expectations, then dive into
detailed timing measurements and token-decoding speeds,
comparing prompt decoding to output decoding. Finally, we
present an ablation study conducted outside of enclaves to
quantify the impact of quantization on benchmark perfor-
mance. Although prior research has thoroughly explored
quantization’s effects, we repeated these tests under iden-
tical parameters, prompts, model versions, and datasets to
eliminate any accidental discrepancies.

A.4.1. TOKEN DISTRIBUTION

Figure 2 shows the PMF for response token distribution
when running three different AI-safety benchmarks, both
in the enclave and in the cost-constant alternative. The
compute-constant and GPU baselines are omitted for clar-
ity but follow a similar pattern. For the classification task,
we observe an unexpected peak at five tokens: start-of-
sequence, end-of-sequence, start-of-header, end-of-header,
and one token for A, B, C, or D. Smaller outliers occur when
the model fails to adhere to the prompt. Summarization, un-
surprisingly, follows a Gaussian shape, as models try to stick
to the 150-character prompt goal, yielding a median of 38
tokens in both modes. From our English-text experiments,
a useful empirical rule is four characters per token. For
toxicity, the distribution is bimodal: in many cases, when
prompted with a toxic response, the model either refuses to
deliver any tokens or issues a brief explanation of why it
cannot, forming one mode. The other mode (and everything
in between) covers non-toxic prompts but also successful
length-attack jailbreaks. The PMF curves match very well

between the two configurations.

A.4.2. IMPACT OF QUANTIZATION

Figure 3. Cosine similarity scores of XSum BERT embeddings for
models quantized to 2-, 4-, and 8-bit

Summarization: Figure 3 shows the cosine BERT-
embedded similarity scores of expected XSum summaries,
for each quantization Q2 K, Q4 K M and Q8 0. Where 2-bit
and average of 0.443, 0.488 for 4-bit and, for 8 bit 0.49. We
can observer more variance for the 4 bit model.

Classification: Figure 4 shows, for each model, the
MMLU accuracy (computed only over valid, parseable re-
sponses) alongside its valid response rate. We observe that
most of the accuracy loss in the 2-bit model stems from its
higher rate of invalid responses. The 4-bit model achieves
an accuracy of 56.2%, nearly matching the 57.5% of the
8-bit model, and both 4 and 8-bit models exhibit almost
identical valid-response rates and overall performance.
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Figure 4. MMLU accuracy scores per model (for valid responses
only) and valid response rate

Figure 5. Toxicity rate by quantization level, measured with a
DistilBERT-Base multilingual cased classifier

Toxicity: Figure 5 reports the fraction of responses clas-
sified as toxic by a DistilBERT–Base multilingual cased
toxicity classifier, over 500 toxicity-prompt trials for each
quantization level. The 2-bit model (Q2 K) emits toxic con-
tent 2.0% of the time (10/500), the 4-bit model (Q4 K M)
2.4% (12/500), and the 8-bit model (Q8 0) 2.2% (11/500).
The 0.4 pp difference between the lowest and highest rates
might indicate that aggressive quantization has minimal ef-
fect on the model’s propensity to generate toxic language.
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