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Abstract001

While the AI-code assistant tools become002
widespread, automatic assessment of the cor-003
rectness of the generated code becomes a sig-004
nificant challenge. Code LLMs are prone to005
hallucinations, which may lead to code that006
does not solve a required problem, or even to007
code with severe security vulnerabilities. In008
this paper, we propose a new approach to as-009
sessment of code correctness. Our solution is010
based on topological data analysis (TDA) of011
attention maps of code LLMs. We carry out012
experiments with common benchmarks (Hu-013
manEval, MBPP, MultiPL-E), 5 programming014
languages and 10 code LLMs of size up to 34B015
parameters. The experimental results show that016
the proposed method is better than recent base-017
lines. Moreover, the trained classifiers are trans-018
ferable between coding benchmarks.019

1 Introduction020

Large Language Models (LLMs) are now021

widespread and have great potential to transform022

natural language processing and artificial intelli-023

gence. As far as code generation is concerned,024

LLMs that are trained on large amounts of code025

are capable of generating human-level code for a026

plethora of simple problems and are expected to027

revolutionize software engineering. At the same028

time, code-generating LLMs are prone to hallucina-029

tions of various types. For example, syntactic and030

runtime errors prevent proper program execution,031

while logical errors lead to incorrect solution of032

the problem. In some cases, the generated code033

might contain security issues or robustness issues,034

such as a memory leak. While many definitions035

of hallucinations exist, in this paper we assume036

that code hallucination is a code which is not func-037

tionally correct, that is, does not pass functional038

tests. For a wide adoption of code LLMs, there039

is a high need for automatic assessment of code040

quality. Regarding the current state of technology,041

a significant amount of time is spent on debugging 042

and automatic rewriting of generated code (Liang 043

et al., 2024). 044

We hypothesize that code quality can be inferred 045

before its execution from an internal state of LLM, 046

in particular its attention maps. Previous studies 047

have shown that transformer attention maps are 048

useful for artificial text detection (Kushnareva et al., 049

2021), acceptability judgment (Cherniavskii et al., 050

2022), and speech classification (Tulchinskii et al., 051

2022). 052

Attention maps of LLMs are shown to capture se- 053

mantically meaningful information and might be an 054

illustration of the model’s “thinking process”. The 055

research community actively studies approaches to 056

mitigate hallucinations of LLMs by external knowl- 057

edge bases (Peng et al., 2023) or to reduce them 058

to some extent (Elaraby et al., 2023). It is highly 059

desirable to evaluate the quality of the code before 060

its execution and a run of tests since the code might 061

contain security vulnerabilities. 062

The study of hallucinations in LLMs is intrinsi- 063

cally tied to generalization in NLP models. Both 064

challenges stem from the way models learn, rep- 065

resent, and apply knowledge. Improving general- 066

ization through robust training, diverse data, and 067

better uncertainty handling reduces hallucinations 068

by ensuring that the models produce contextually 069

appropriate and factually grounded output. In con- 070

trast, analyzing hallucinations provides an insight 071

into generalization failures, guiding the develop- 072

ment of more reliable NLP systems. This symbiotic 073

relationship underscores the importance of address- 074

ing both issues holistically in AI research. 075

Our contributions are the following: 076

• We propose a new approach to detection of 077

hallucinations in LLM-generated code based 078

on analyzing a topology of attention maps; 079

• We carry out computational experiments with 080

10 code LLMs of size up to 34B parameters, 081

two benchmarks (HumanEval, MBPP), 5 pro- 082
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gramming languages, and show that the pro-083

posed method outperforms baselines;084

• We empirically show that the proposed hal-085

lucination classifier is transferable between086

code benchmarks and code LLMs;087

• We empirically show that features in some at-088

tention heads are systematically good indica-089

tors of hallucinations across several program-090

ming languages.091

2 Related Work092

Code generation via LLMs is a topic of ac-093

tive research. The popular projects are CodeL-094

lama (Roziere et al., 2023), StarCoder2 (Lozhkov095

et al., 2024), DeepSeek-Coder (Guo et al., 2024),096

Qwen2.5-Coder (Hui et al., 2024), to name a few.097

Code LLMs differ by the data used for training,098

tokenizers, training and fine-tuning protocols (like099

RLHF), variants of attention mechanism, etc.100

Several works studied attention maps in101

transformer-based LLMs. Clark et al. (2019) stud-102

ied BERT’s attention patterns: attending to delim-103

iter tokens, specific positional offsets, broadly at-104

tending over the whole sentence, and showed that105

certain attention heads correspond well to the lin-106

guistic notions of syntax and coreference. Htut107

et al. (2019) found that some self-attention heads108

act as a proxy for syntactic structure, recovering the109

dependency type on parsed English text, for some110

universal dependency tree relation types. Michel111

et al. (2019) showed that for downstream tasks, a112

large proportion of attention heads can be removed113

at test time without affecting performance.114

The phenomenon of code hallucinations is stud-115

ied and categorized in several papers. Tian et al.116

(2024) introduces a categorization of code hallu-117

cinations into four main types: mapping, naming,118

resource, and logic hallucinations, with each cat-119

egory further divided into different subcategories.120

Tian et al. (2024) proposed the CodeHalu dataset121

and studied the frequencies of different types of122

hallucinations in popular code LLMs. Liu et al.123

(2024), Jiang et al. (2024) introduced code halluci-124

nation benchmarks. Liu et al. (2024) categorized125

hallucinations as intent conflicting, inconsistency,126

repetition, knowledge conflicting, dead code. Jiang127

et al. (2024) found that code LLMs are less confi-128

dent when hallucinating, since hallucinated tokens129

have a lower probability and hallucinated genera-130

tion steps have a higher entropy. Tong and Zhang131

(2024) proposed to guide an LMM to work in the132

“slow thinking” regime to obtain a more accurate 133

evaluation of generated code correctness. 134

In the broader context of NLP, several works 135

introduced methods for preventing and detecting 136

hallucinations. Peng et al. (2023) proposed to mit- 137

igate hallucination with an LLM-AUGMENTER, 138

a system that allows the LLM to generate re- 139

sponses grounded in external knowledge, for ex- 140

ample, stored in task-specific databases. Zhang 141

et al. (2024b) proposed Self-Eval, a self-evaluation 142

component, to prompt an LLM to validate the fac- 143

tuality of its own generated responses solely based 144

on its internal knowledge. Feng et al. (2024) pro- 145

posed two novel approaches for hallucination de- 146

tection that are based on model collaboration, i.e., 147

LLMs that investigate other LLMs for knowledge 148

gaps, cooperatively or competitively. Zhang et al. 149

(2024a) proposed to improve the truthfulness of 150

LLMs by editing their internal representation dur- 151

ing inference in the “truthful” space. Yehuda et al. 152

(2024) introduced InterrogateLLM, a method that 153

prompts the model multiple times to reconstruct 154

the input query using the generated answer. Sub- 155

sequently, InterrogateLLM quantifies the level of 156

inconsistency between the original query and the 157

reconstructed queries. 158

3 Background 159

3.1 Transformer-based LLMs 160

All state-of-the art code LLMs are based on dif- 161

ferent variants of the transformer architecture 162

(Vaswani et al., 2017). A transformer architec- 163

ture comprises L layers of multi-head self-attention 164

blocks, each of them having H heads. Each atten- 165

tion head takes the matrix X ∈ Rn×d as an input, 166

and an output is Xout = A(XW V ), where 167

A = softmax
(
(XWQ)(XWK)T√

d

)
, 168

and WQ,WK ,W V ∈ Rd×d are projection matri- 169

ces, and A ∈ [0, 1]n×n is an attention map. In the 170

self-attention block, the attention map shows how 171

each token in the input sequence “interacts” with 172

every other token in the same sequence. A token 173

might attend more to other tokens that are contex- 174

tually related. We interpret each element ai,j of 175

an attention map as an “interaction force” between 176

tokens i and j. 177
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Figure 1: An example of MTD evaluation for a graph having two groups of vertices – red and blue. (0): initially,
only edges connecting red vertices are present. (1)-(6): the rest of edges are added sequentially in an ascending
order by their weights. While adding edges, connected components merge with each other. These moments are
depicted by H0 bars in Fig. 2. At moment (4) a cycle appears, at moment (6) this cycle disappears. These moments
are depicted by the H1 bar in Fig. 2.

Figure 2: Cross-Barcode for a filtration from Fig. 1.

3.2 Attention Map as a Weighted Graph178

While attention map is typically represented as a179

matrix, we treat it as a weighted graph. For n to-180

kens in a sequence, we consider a fully-connected181

weighted graph with n vertices, where weights of182

edges are related to the “interaction force” between183

tokens (vertices). The natural idea is to leave only184

the most interacting tokens, that is, attending to185

each other higher than some threshold. However,186

the optimal threshold is not known in advance.187

Moreover, the topology of such a graph changes188

discontinuously with the change of a threshold189

(or weights). Topological Data Analysis (TDA)190

(Chazal and Michel, 2017) introduces a principled191

way to access the topology of such graphs for all192

thresholds simultaneously.193

3.3 Manifold Topology Divergence194

MTD (Manifold Topology Divergence) (Baran-195

nikov et al., 2021) is a tool of TDA that can be196

used to evaluate the “dissimilarity” between two197

sets of vertices in a weighted graph G = (V,E,W )198

or, in other words, to which degree one set of ver-199

tices is covered by another set.200

Let a set of vertices V = P ⊔ G, be split into201

disjoint sets P,G. We consider a nested sequence202

of graphs G0 ⊂ . . . ⊂ Gi ⊂ Gi+1 ⊂ . . . ⊂ G in203

the following way. G0 has all the vertices P,G204

and all the edges that connect the vertices of P .205

The sequence Gi is obtained by adding the rest of206

the edges one by one in ascending order of their207

weights; see Figure 1. During this process, graph208

topology naturally changes: connected components 209

are merged, cycles appear and disappear, etc. This 210

process is rigorously described by the theory of 211

persistence barcodes (Chazal and Michel, 2017). 212

Each topological feature, such as connected com- 213

ponent or cycle, has a “birth time” and a “death 214

time”, by a corresponding edge weight. The multi- 215

set of these birth-death pairs (intervals) altogether 216

is called a Cross-Barcodek, see Figure 2. Here k is 217

an index of a persistence homology, each of them 218

reflects a kind of topological feature: 0 - connected 219

components, 1 - cycles, 2 - voids, etc. MTDk 220

is an integral characteristic of a Cross-Barcodek 221

and it is defined as a sum of birth-death intervals’ 222

lengths. The higher MTDk is, the greater is the 223

“dissimilarity” between sets of tokens. Note that 224

according to a definition, MTDk is not symmetric. 225

Also, MTDk, as a kind of persistence barcode, en- 226

joys stability w.r.t. small perturbations of weights 227

(Cohen-Steiner et al., 2005). 228

4 Methods 229

In the context of code generation, we naturally 230

have two sets of tokens – a prompt and a genera- 231

tion. A common cause of hallucination is when the 232

model’s attention drifts away from the prompt1. 233

Our topology-based features quantify this mis- 234

match, yet the same signal helps to identify other 235

error patterns as shown below (Section 5.6). As 236

was pointed out in Section 3.2, attention matrices 237

can be analyzed as weighted graphs. Specifically, 238

for n tokens in a sequence, we consider a fully- 239

connected undirected weighted graph with n ver- 240

tices, where weights of edges are obtained from an 241

attention map: wi,j = 1 − ai,j , for i > j (we use 242

decoder-only LLMs with causal attention). Then, 243

Cross-Barcode and MTD for a weighted “atten- 244

1The definition of hallucination is discussed in the Ap-
pendix H.
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Figure 3: A pipeline of the proposed method for hallucination detection: (1) a prompt concatenated with a generated
code is fed into a Code LLM. (2) Attention maps from the Code LLM are obtained. (3) Attention maps are
transformed into fully-connected weighted graphs. (4) Cross-Barcodes and MTD features for weighted graphs are
calculated. (5) On the top of the generated features a binary classifier of hallucinations is fitted.

tion graph” can be calculated2. To predict code245

hallucinations, we use the following set of features:246

• MTD0(P,G)/|G|, MTD0(G,P )/|P |247

• MTD1(P,G)/|G|, MTD1(G,P )/|P |248

•
∑

i∈P ai,i/|P |,
∑

i∈G ai,i/|G|249

Here, all features are normalized by the size of the250

set of corresponding vertices for better transferabil-251

ity. In addition, averages of diagonal values of the252

attention matrices that are not directly present in253

edge weights are included. These features are cal-254

culated for every layer and head of a code LLM.255

At the top of the proposed topological features, we256

applied XGBoost (Chen and Guestrin, 2016) for257

a classification3. The high-level pipeline of the258

proposed method is shown in Figure 3.259

MTD, when applied to attention graphs, mea-260

sures the strength of connectivity between tokens261

of the generation and tokens of the prompt. Low262

values of MTD mean the high connectivity 1) be-263

tween tokens of the generation and the prompt 2)264

between tokens inside the generation. MTD scores265

of some heads have a significant discriminative266

power and are shown in Fig. 4. Lack of generation-267

prompt attention means that representations of to-268

kens from generation does not depend on prompt.269

That is, LLM drifts away from the prompt during270

generation and hallucinates.271

5 Experiments272

5.1 Generation Procedure273

To assess the efficacy of the proposed method for274

hallucination prediction, we carried out a set of275

computational experiments. In our main experi-276

ments, we use the following popular code LLMs:277

2See Appendix D for examples of Cross-Barcodes and
corresponding attention maps.

3Appendix E contains an ablation study for the choice of
classifier.

StarCoder2-7B (Lozhkov et al., 2024), CodeLlama- 278

7B (Roziere et al., 2023), DeepSeek-Coder-6.7B 279

(Guo et al., 2024), Qwen2.5-Coder-7B (Hui et al., 280

2024), Magicoder-S-DS-6.7B (Wei et al., 2024). 281

Additionally, we verify the proposed approach on 282

smaller (Qwen2.5-Coder-1.5B, Qwen2.5-Coder- 283

3B) and larger (CodeLlama-34B, DeepSeek-Coder- 284

33B, Qwen2.5-Coder-32B) models. We adapted 285

public benchmarks for evaluation of code genera- 286

tion: HumanEval (HE) (Chen et al., 2021), MBPP 287

(Austin et al., 2021), MultiPL-E (Cassano et al., 288

2023) 4. In order to account for various possible 289

code generations, for each of the coding problems, 290

several solutions were generated by each of the 291

selected code LLMs unless otherwise specified: 292

for the small-sized and medium-sized models, we 293

obtained 25 generations per task for HumanEval, 294

5 generations per task for MBPP and 10 genera- 295

tions per task for MultiPL-E; for larger models, 296

we used 10 generations per task for HumanEval. 297

To address the quality of the proposed approach 298

in different LLM prompting regimes, we used a 299

0-shot prompt for the HumanEval dataset and a 300

1-shot/2-shot prompt for the MBPP dataset. To 301

enable diversity of the generated solutions, a tem- 302

perature sampling was done (see Appendix K for 303

evaluation with greedy decoding ). See Appendix 304

A for further details on generation procedure. Ta- 305

bles 15, 16 present a summary of code snippets 306

generated. The correctness of the code is evaluated 307

via functional tests provided together with the cod- 308

ing benchmarks. Functional tests check that the 309

function called with certain arguments has the cor- 310

responding output (examples are shown in Figures 311

6, 7 in Appendix A). Incorrect code is considered a 312

“hallucination”; prediction of code’s correctness is 313

a binary classification problem. The pass@1 metric 314

is slightly lower than reported in original papers, 315

mostly because we have used temperature sampling 316

4Licenses of pretrained models and benchmarks permit
use for research purposes.
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instead of greedy decoding. Before moving further,317

note that there is a strong negative dependency318

between prompt and generation lengths and code319

quality, see Figures 8, 9. The longer the prompt320

(i.e. task description) and generation (i.e. task so-321

lution) are, the lower is the probability of code’s322

correctness. This dependency is more pronounced323

for HumanEval than for MBPP, because MBPP em-324

ployed 1-shot prompts. These attributes are natural325

baselines for hallucination’s prediction.326

5.2 Code Hallucination Detection327

Using the generated data, we estimate the classifica-328

tion quality of the proposed approach. We applied329

5-fold stratified group cross-validation where differ-330

ent solutions of the same coding problem belonged331

to the same group. In this way, training and testing332

were performed always at non-overlapping coding333

problems (prompts). The reported results are the334

mean and std. deviation estimated over the 5 folds.335

We used the following baselines for comparison:336

• XGBoost classifier trained on tokenized337

prompt length, tokenized generation length;338

• mean log. probability of generated tokens339

(Chen et al., 2021);340

• a linear classifier on top of a frozen CodeT5-341

base encoder (Wang et al., 2021);342

• Pylint5, a static code analysis tool for Python;343

• Self-Eval (Zhang et al., 2024b);344

• Interrogate-LLM (Yehuda et al., 2024);345

• CodeJudge (Tong and Zhang, 2024).346

Finally, we utilize a combination of all features,347

i.e. tokenized prompt length, tokenized generation348

length, mean log. probability, and the proposed349

attention features, to train a classifier (we refer350

to it ‘All Feat.’ for brevity). Training details are351

provided in Appendix B.352

Table 1 presents our main results. In the majority353

of cases, the proposed classifier based on the fea-354

tures of the attention maps performed significantly355

better than the baselines and demonstrated stable356

results for all models and datasets as measured by357

the ROC-AUC score. The use of additional features358

can both decrease and increase overall performance.359

Thus, we believe that the proposed attention fea-360

tures are strong enough to capture the most impor-361

tant information for code hallucination detection.362

Some individual features made a significant con-363

tribution to classification quality, see Figure 4. In364

additional comparison, the proposed approach con-365

5https://www.pylint.org/

Method HE MBPP
StarCoder2-7B

Prompt Len. 55.2± 5.9 51.2± 2.3
Gen. Len. 57.8± 5.7 57.7± 0.9
Mean Log. Prob. 70.9± 1.3 62.1± 2.0
Pylint 58.9± 1.0 53.0± 0.6
CodeT5-base ft. 70.1± 7.1 58.5± 3.5
Self-Eval 50.0± 2.9 58.9± 2.6
Interrogate-LLM 63.9± 2.1 58.6± 2.6
Attn. Feat. (ours) 82.8± 3.4 81.5± 2.8
All Feat. 83.8± 3.2 80.7± 2.4

CodeLlama-7B
Prompt Len. 61.6± 4.4 59.1± 4.2
Gen. Len. 60.1± 5.3 60.8± 2.5
Mean Log. Prob. 64.1± 2.0 61.0± 3.7
Pylint 55.1± 0.3 53.1± 0.5
CodeT5-base ft. 74.5± 6.3 61.7± 3.0
Self-Eval 49.7± 1.7 50.0± 0.0
Interrogate-LLM 67.9± 2.5 57.6± 2.4
Attn. Feat. (ours) 85.6± 3.9 83.4± 3.3
All Feat. 85.7± 3.8 83.8± 2.0

DeepSeek-Coder-6.7B
Prompt Len. 56.3± 4.6 52.5± 2.5
Gen. Len. 57.9± 2.4 54.6± 1.9
Mean Log. Prob. 69.9± 2.6 61.0± 1.9
Pylint 54.6± 0.8 52.8± 0.4
CodeT5-base ft. 69.1± 4.2 55.7± 3.0
Self-Eval 56.7± 2.5 51.1± 0.6
Interrogate-LLM 71.8± 2.4 60.1± 5.1
Attn. Feat. (ours) 86.0± 3.1 82.6± 1.9
All Feat. 85.7± 2.6 82.9± 0.9

Qwen2.5-Coder-7B
Prompt Len. 54.3± 8.7 51.8± 3.6
Gen. Len. 57.6± 3.6 55.6± 2.1
Mean Log. Prob. 63.1± 2.4 61.5± 1.3
Pylint 64.1± 2.2 62.0± 2.5
CodeT5-base ft. 65.9± 3.7 56.0± 1.3
Self-Eval 73.8± 1.6 66.6± 2.3
Interrogate-LLM 60.1± 3.7 55.0± 1.8
Attn. Feat. (ours) 81.9± 2.8 82.3± 1.6
All Feat. 82.2± 2.5 81.9± 2.7

Magicoder-S-DS-6.7B
Prompt Len. 57.3± 5.4 54.0± 2.6
Gen. Len. 52.5± 2.1 52.3± 2.1
Mean Log. Prob. 70.9± 5.3 60.5± 3.7
Pylint 52.7± 1.3 52.0± 0.8
CodeT5-base ft. 64.7± 2.7 61.0± 3.7
Self-Eval 44.3± 3.2 49.2± 1.4
Interrogate-LLM 65.3± 2.1 59.0± 7.1
Attn. Feat. (ours) 83.2± 4.8 81.7± 1.7
All Feat. 82.0± 4.5 80.8± 2.2

Table 1: ROC-AUC of code hallucination detection for
the HumanEval and MBPP datasets.
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Model Random Clf. Prob.
HE

StarCoder2-7B 28.6± 5.5 43.3± 9.0
CodeLlama-7B 26.0± 5.1 39.7± 7.2
DeepSeek-Coder-6.7B 39.1± 4.9 56.7± 7.4
Qwen2.5-Coder-7B 51.8± 8.0 64.0± 7.3
Magicoder-S-DS-6.7B 72.5± 10.0 74.3± 6.1

MBPP
StarCoder2-7B 43.0± 3.6 49.6± 4.6
CodeLlama-7B 35.2± 3.3 43.6± 3.4
DeepSeek-Coder-6.7B 53.0± 2.5 61.4± 2.3
Qwen2.5-Coder-7B 52.6± 3.6 62.0± 2.4
Magicoder-S-DS-6.7B 61.4± 3.4 64.8± 2.1

Table 2: pass@1 scores across variants of ranking of
code generations.

sistently outperforms CodeJudge (Tong and Zhang,366

2024) both in greedy decoding and sampling se-367

tups (see Appendix I for details). The proposed368

method can also outperform or improve the concur-369

rent approaches for larger LLMs, see Table 11 and370

Appendix I.371

Furthermore, we evaluated the proposed ap-372

proach on Java (high resource), Go (medium re-373

source), Rust (low resource), and Lua (niche) pro-374

gramming languages of the HumanEval subdivi-375

sion of the MultiPL-E dataset (Cassano et al., 2023).376

The proposed Attn. Feat. classifier can detect hallu-377

cinations even in low resource and niche languages378

(see Table 3), and there are several separate fea-379

tures that perform robust across the languages, see380

Tables 14 in Appendix. Finally, the proposed Attn.381

Feat. classifier has consistent quality when the lin-382

guistic complexity of the prompt is increased, see383

Table 13.384

Model Java Go
StarCoder2-7B 82.7± 4.9 86.5± 3.6
CodeLlama-7B 76.8± 6.1 81.9± 6.2
DeepSeek-Coder-6.7B 84.9± 4.2 84.7± 2.9
Qwen2.5-Coder-7B 82.6± 4.1 91.8± 0.9
Magicoder-S-DS-6.7B 77.8± 4.5 80.8± 2.0

Rust Lua
StarCoder2-7B 82.4± 5.2 82.0± 3.5
CodeLlama-7B 77.5± 10.8 –
DeepSeek-Coder-6.7B 82.8± 7.1 86.7± 4.3
Qwen2.5-Coder-7B 87.3± 2.6 90.2± 3.0
Magicoder-S-DS-6.7B 75.1± 5.9 79.0± 3.2

Table 3: ROC-AUC of the proposed method on different
programming languages from MultiPL-E dataset.

Method HE → MBPP MBPP → HE
StarCoder2-7B

Mean Log. Prob. 63.8 71.8
CodeT5-base ft. 53.7 59.1
Attn. Feat. 67.7 66.0

CodeLlama-7B
Mean Log. Prob. 57.7 65.0
CodeT5-base ft. 54.9 62.4
Attn. Feat. 69.5 80.3

DeepSeek-Coder-6.7B
Mean Log. Prob. 62.7 69.1
CodeT5-base ft. 53.4 55.9
Attn. Feat. 69.9 72.4

Qwen2.5-Coder-7B
Mean Log. Prob. 60.3 64.7
CodeT5-base ft. 49.1 51.6
Attn. Feat. 70.9 65.8

Magicoder-S-DS-6.7B
Mean Log. Prob. 63.8 69.8
CodeT5-base ft. 49.3 45.9
Attn. Feat. 73.5 56.9

Table 4: Transferability of code hallucination detec-
tors, ROC-AUC. Each classifier was trained on Hu-
manEval (MBPP) dataset and tested on MBPP (Hu-
manEval) dataset.

5.3 Ranking Ability 385

Next, we assess the usefulness of the proposed code 386

hallucination classifier for ranking of code gener- 387

ations. For each problem, all generations were 388

ranked according to the predicted probability of 389

correctness and one with the highest probability 390

was selected. A baseline was random selection 391

of a code generation. The use of a classifier al- 392

ways leads to a significantly higher pass@1 score, 393

see Table 2. This result justifies that the proposed 394

Att. Feat. classifiers can successfully rank candi- 395

date solutions of the same problem and improve 396

pass@1, even for more recent Qwen2.5-Coder-7B 397

and Magicoder-S-DS-6.7B. 398

5.4 Transferability 399

Cross-benchmark transferability We further 400

study the transferability of the classifiers based 401

on topological features. In this setting, hallucina- 402

tion classifiers for a fixed code LLM were trained 403

on data for one benchmark (HumanEval, MBPP) 404

and evaluated on another, then repeated vise versa. 405

Table 4 shows the results: the proposed classifiers 406

are transferable, although performance is lower 407

than when training and testing is done on the 408

same benchmark. The proposed attention features 409

achieve better transferability in 80% of cases, as 410
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measured by ROC-AUC for both the HE → MBPP411

and MBPP → HE transfer. We relate the changes412

in the classifiers’ performance compared to results413

from Section 5.2 to differences in the prompt struc-414

ture: we use 0-shot prompt for HumanEval and415

1-shot prompt for MBPP.416

Cross-classifier transferability. We verify417

whether the proposed XGBoost classifier trained418

on the attention features of one model can be ef-419

fectively applied to detect hallucinations using the420

attention features of another model. A formal re-421

quirement is that the number of attention features of422

the two models should be the same. The results of423

cross-model transferability are shown in Table 18.424

We conclude that a classifier trained on DeepSeek-425

Coder-6.7B is transferable to Magicoder-S-DS-426

6.7B and vice versa, which is not the case for427

CodeLlama-7B. We suppose the reason is that428

Magicoder-S-DS-6.7B is a fine-tuned DeepSeek-429

Coder-6.7B and a correspondence between atten-430

tion heads persists. This observation suggests that431

the proposed approach can potentially be further432

used as a reward model in RL-based LLM finetun-433

ing.434

Cross-model transferability. Second, we ana-435

lyze the hallucination detection quality when code-436

generating and feature-extracting models are dif-437

ferent. For each of code-generating models, we438

use several code LLMs to extract attention features439

for the generated candidate solutions, see Table 19.440

The best detection performance across all code-441

generating models is achieved with Magicoder-S-442

DS-6.7B, which outperformed a larger DeepSeek-443

Coder-33B model. On the contrary, the worst444

detection quality is consistently obtained with445

StarCoder2-7B model. This result demonstrates446

that medium-sized models can be powerful feature447

extractors in code hallucination detection.448

5.5 Feature Importance449

In its base setup, the proposed approach requires450

computation of attention features from attention451

maps for all layers and heads. However, we ob-452

served that the trained XGBoost classifier expe-453

rienced a natural sparsity with only about 25%454

meaningful features, as measured by the feature455

importance attributed by the classifier. To further456

explore the importance and selection of features,457

we followed the two-stage pipeline. First, for a458

given sparsity level, we selected the most impor-459

tant features as measured by the feature importance460

attributed by the classifier trained on all attention461

Model Accuracy F1-Score
StarCoder2-7B 0.7± 0.02 0.68± 0.02
CodeLlama-7B 0.66± 0.02 0.62± 0.02
DeepSeek-Coder-6.7B 0.7± 0.03 0.68± 0.04
Qwen2.5-Coder-7B 0.64± 0.02 0.6± 0.02
Magicoder-S-DS-6.7B 0.73± 0.02 0.71± 0.02

Table 5: Performance of multi-classification of error
types.

features simultaneously. Second, we trained a new 462

XGBoost classifier on the selected set of attention 463

features. As indicated by Figure 5, the proposed 464

feature selection procedure could retain only 5% 465

of all attention features without a significant loss 466

of classification quality, highlighting that only a 467

limited number of all attention heads are relevant 468

for hallucination detection. 469

We carry out additional experiments benchmark- 470

ing different programming languages (Python, Go, 471

Rust, Java, Lua) and find that features of some 472

heads exhibit a high predictive performance con- 473

sistently across all programming languages, see 474

Appendix J. 475

5.6 A Fine-Grained Error Type Classification 476

We carried out additional experiments to study the 477

ability of the proposed approach to detect specific 478

types of hallucinations. We consider an exception 479

type in Python as a hallucination type. Here are 480

the common exceptions from the HumanEval and 481

MBPP benchmarks: AssertionError, AttributeError, 482

IndentationError, IndexError, ModuleNotFoundEr- 483

ror, NameError, RecursionError, SyntaxError, Type- 484

Error, UnboundLocalError, ValueError, ZeroDivi- 485

sionError, timed out 486

Therefore, we did multi-classification instead of 487

binary classification in XGBoost. Table 5 shows 488

the results. This result demonstrates that the pro- 489

posed attention features are capable of identifying 490

the majority of errors of different types, consis- 491

tently across the models. Here is a breakdown of 492

detection accuracy of particular types of errors for 493

CodeLlama-7B: AssertionError: 82.0%, IndexEr- 494

ror: 97.8%, NameError: 75.7%, RecursionError: 495

100%, SyntaxError: 93.3%, TypeError: 80.6%, Val- 496

ueError: 87.5%, ModuleNotFoundError, ZeroDivi- 497

sionError, UnboundLocalError, IndentationError, 498

AttributeError, timed out: 80%. Some error types 499

were grouped because of a very low frequency. 500
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(a) HumanEval (b) MBPP

Figure 4: Distribution of classes (0-code is not correct, hallucination, 1-code is correct) vs. features from attention
maps. Some of the most discriminative features are presented. Features are normalized with MinMaxScaler.
Features come from CodeLlama-7B.

(a) HumanEval

(b) MBPP

Figure 5: Analysis of feature importance of the pro-
posed method. ROC-AUC vs. percentage of retained
features.

5.7 Ablation Study501

The proposed approach is based on the three types502

of attention features: the diagonal elements of at-503

tention maps corresponding to a prompt and a gen-504

eration, and topological (MTD) features of 0 and505

1 dimension computed for the corresponding “at-506

tention graph” (see Section 4 for details). In this507

section, we provide an ablation study to estimate508

the contribution of each type of attention features.509

For this purpose, we trained the XGBoost classifier510

starting with diagonal attention values and gradu-511

ally incorporating 0-dim and 1-dim MTD features. 512

This order corresponds to an increase in computa- 513

tional complexity. As demonstrated in Table 7 in 514

Appendix, the usage of topological features consis- 515

tently improves the quality of hallucination detec- 516

tion over diagonal features. Topological features 517

typically lead to more robust classifiers with bet- 518

ter transferability across datasets, see Table 8 in 519

Appendix. In order to account for various infor- 520

mation available via attention maps, we propose 521

using all types of features as the most universal 522

choice. Nevertheless, in certain cases, a particular 523

type of attention features may perform better than 524

combination of all features. 525

6 Conclusion 526

In this paper, we propose a new hallucination de- 527

tection approach for code LLMs. Our approach 528

is based on the introspection of an LLM: we get 529

attention maps for a prompt and generation and 530

study their topology after transforming to weighed 531

graphs. The proposed topological features of these 532

graphs have been empirically shown to be relevant 533

for the detection of code hallucinations. A clas- 534

sifier built on top of these features outperformed 535

several baselines. These classifiers are transferable 536

across the coding benchmarks and models. The 537

natural extension of our research is the detection 538

of specific places of code with bugs, and we leave 539

it for further research. We believe that our work 540

may lead to a wider application of code LLMs by 541

making them more reliable. In a wider context, our 542

work contributes to the study of interpretation and 543

generalization in NLP models, since hallucinations 544

and generalization ability are intrinsically tied. 545
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Limitations546

Although we have achieved good experimental re-547

sults, we realize that our research has several lim-548

itations. Our method targets hallucinations that549

manifest in the geometry of the model’s attention;550

it does not unravel all root causes (e.g., spurious551

pre-training correlations, decoding drift, RLHF552

bias). Extending the analysis to these factors is553

left for future work. Finally, our approach can pre-554

dict whether a code is correct as a whole but can555

not point to a specific place with a bug.556
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A Details on Generation Procedure 724

We generate solutions for the coding problems with 725

a temperature of 0.8. For the HumanEval dataset, 726

the maximum length of the model output (i.e., in- 727

put prompt + generation) was limited to 512 tokens. 728

For the MBPP dataset, the maximum number of 729

new tokens to generate was set to 256. Figures 730

6, 7 provide examples of prompts and generations 731

for HumanEval and MBPP datasets. We followed 732

the guidelines6 to post process the model output 733

and extract the valid problem solution. To com- 734

pute the attention features according to the method 735

proposed in Section 4, we used the attention sub- 736

matrix corresponding to the input prompt and the 737

valid solution to the problem. For computational 738

experiments, we used NVIDIA TITAN RTX. 739

B Details on Training Procedure 740

For the code hallucination detectors, based on the 741

XGBoost classifier training, we utilized the XGB- 742

Classifier with an approximation tree method “hist” 743

from the XGBoost library7. For the code hallucina- 744

tion detector based on CodeT5-base embeddings, 745

6https://github.com/bigcode-project/bigcode-evaluation-
harness

7https://xgboost.readthedocs.io/en/latest/index.html
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Figure 7: Example of prompt (one-shot example and
problem description) and model generation for the
MBPP dataset.

we used the pre-trained frozen CodeT5-base en-746

coder with a trainable classification head consisting747

of 2 linear layers with hidden dimensionality 768.748

The classification head was trained for 100 epochs749

with batch size 32 and learning rate 3e− 5.750

Self-Eval (Zhang et al., 2024b) is a way to eval-751

uate the responses of an LLM using its internal752

knowledge. Self-Eval extracts a list of atomic753

claims from the responses and then prompts an754

LLM itself to validate the factuality of the claims.755

Self-Eval is not directly applicable to Code LLMs,756

since there are no “facts” in the code. However,757

we applied the core idea of Self-Eval by prompt-758

ing Code LLMs to evaluate the functional correct-759

ness of a generated code. In addition, we have760

adapted Interrogate-LLM (Yehuda et al., 2024) to761

detect hallucinations in LLM-generated code. As762

an embedding model, we used the CodeT5+ 110M763

Embedding model, K = 5 and a fixed temperature.764

C Evaluation Metrics765

This section briefly introduces the evaluation met-766

rics utilized throughout the work.767

As the main evaluation metric, we use ROC-768

AUC to account for possible class imbalance. The769

ROC curve demonstrates the quality of a binary770

classifier for all possible classification thresholds.771

The X-axis corresponds to the False Positive Rate772

(FPR) and the Y-axis corresponds to the True Pos-773

itive Rate (TPR) which can be defined as follows:774

FPR = FP
FP+TN , TPR = TP

FP+FN , where TP –775

true positive samples, FP – false positive samples,776

TN – true negative samples, FN – false negative777

samples. ROC-AUC is defined as the area under778

the ROC curve. ROC-AUC of a random model is779

equal to 0.5, ROC-AUC of a perfect model is 1.780

Accuracy measures the proportion of correctly
classified objects out of the total number of exam-
ples:

Accuracy =
TP + TN

TP + TN + FP + FN
.

The F1-score is a harmonic mean of Precision
and Recall:

F1 =
2

1
Precision + 1

Recall

,

where

Precision =
TP

TP + FP
,Recal =

TP

TP + FN
.

In multiclass classification, we used weighted aver- 781

age across classes. 782

To study the ranking ability of the hallucinations 783

detector, we used the pass@1 metric. pass@1 is a 784

proportion of coding problems from a benchmark 785

for which a Code LLM generated the correct solu- 786

tion passing all the tests, with the restriction that 787

only one solution is executed. 788

D Examples of Cross-Barcodes 789

For the MTD feature which strongly distinguishes 790

distribution of classes (Figure 4, (a), left), we show 791

Cross-Barcodes having high and small values of 792

this feature, see Figure 10. See corresponding code 793

samples in Appendix M. Note, that the number of 794

bars (the same as number of tokens in generation) 795

is not a distinguishing statistic; the MTD feature is 796

the average length of a bar. So out MTD features 797

don’t have spurious correlations with the length of 798

generrated code. 799

Figure 11 shows examples of Cross-Barcode0 800

for a fixed attention head. The Cross-Barcode1(P, 801

G) is empty for these attention maps. Correct gen- 802

erations (a), (b) tend to have more and more H0 803

bars than not-correct ones (c), (d). 804

Figure 12 shows examples of Cross-Barcode0, 805

Cross-Barcode1 for a fixed attention head. Correct 806

generations (a), (b) tend to have more and longer 807

H1 bars than not-correct ones (c), (d). 808

Attention maps for the corresponding heads are 809

shown in Figures 13, 14. 810

E Ablation for the Classifier Model 811

Selection 812

We carried out additional experiments with the 813

feed-forward network (MLP), logistic regression, 814
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(a) Prompt length, tokens. HumanEval. (b) Generation length, tokens. HumanEval.

Figure 8: The individual conditional expectations for prompt and generation lengths, CodeLlama-7B.

(a) Prompt length, tokens. MBPP. (b) Generation length, tokens. MBPP.

Figure 9: The individual conditional expectations for prompt and generation lengths, CodeLlama-7B.

and support vector classifier (SVC) instead of XG-815

Boost as a classifier for hallucination detection (the816

rightmost block in Figure 3). We used MLP with817

two hidden layers of size 256 and ReLU activations.818

This configuration was selected after moderate op-819

timization of an architecture. For logistic regres-820

sion and SVC, we tuned the value of regularization821

strength. Table 6 presents the results. XGBoost of-822

fers (a) strong average performance across all code823

LLMs, (b) negligible training cost (≈ 30 s per fold),824

and (c) no hyper-parameter tuning in our setting.825

XGBoost guarantees low computational overhead826

while providing a single, robust baseline for sub-827

sequent work. This experiment demonstrates that828

the high performance of the proposed method is829

caused by the relevance of the extracted attention830

features and not by a specific choice of classifier.831

F Applicability of GNNs to Attention832

Maps833

To train a GNN-based approach on graphs with834

edge weights obtained from attention matrices,835

these attention matrices need to be stored. We836

can estimate the approximate memory footprint to837

store attention matrices of size (seq_len_k)2 for a838

model with n_layers and n_heads for a dataset of839

size N using the formula: n_layers × n_heads × 840

s ×
∑k

i=1 (seq_len_k)2 where s is the size of the 841

float type. We assume s = 4 bytes. If one uses 842

only attention matrices from the last layer of the 843

model, we obtain the memory footprint approxi- 844

mately 20.7 - 31.1 Gb for the Human Eval dataset 845

and 36.6 - 53.7 Gb for MBPP (depending on the 846

model). However, to store the attention matrices 847

for all layers and all heads, the memory footprint is 848

about 578.2 - 996.4 Gb for Human Eval and 1023.5 849

- 1718.7 Gb for MBPP. We highlight that even for 850

datasets of moderate size (i.e. 4100 generations 851

for HumanEval and 2500 generations for MBPP), 852

the memory footprint becomes prohibitively high. 853

Thus, it is not always feasible to store such features. 854

In contrast, in our approach, we do not need to store 855

the attention matrices since we compute all the fea- 856

tures immediately during generation. Hence, the 857

size of our training dataset is negligible. Moreover, 858

our approach demonstrates high performance with- 859

out hyperparameter tuning. Therefore, we believe 860

that the proposed approach has better scalability 861

and is more practical. 862
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(a) Generation 1 (correct). (b) Generation 2 (correct).

(c) Generation 3 (not correct, hallucination). (d) Generation 4 (not correct, hallucination).

Figure 10: Examples of Cross-Barcode0(P, G), CodeLLama-7B, HumanEval dataset, layer 1, head 17. The number
of bars (the same as number of tokens in generation) is not a distinguishing statistic (see Generation 4). The
distinguishing statistic is the average length of a bar (normalized MTD).

G Computational Complexity863

We provide an estimate of computational time864

using the CodeLlama-7B model and HumanEval865

dataset as an example. The average time taken to866

generate a solution for one problem without feature867

extraction is 6.2 sec, with feature extraction 11.5868

sec for all layers and heads, which are processed869

in parallel. Feature computation time during in-870

ference can be further decreased if only the most871

important features are used for classification: ac-872

cording to Section 5.5, it is possible to use only873

5% of all attention features without significant loss874

of classification quality The average memory foot-875

print is ≈190MB for HumanEval and ≈544MB876

for MBPP. This size is a small fraction of GPU877

footprint during generation.878

H On Definition of a Code Hallucination879

In our approach, the topological features obtained880

from attention maps account for the dissimilar881

structures in the prompt and generation subsets.882

Our intuition is that a correct solution should corre-883

spond to the structure of the prompt as their high- 884

level semantic meanings correspond. Although 885

other reasons behind hallucinations are possible, 886

our approach estimates the correctness of code 887

based only on the internal information flow of the 888

model that does not require additional resources. 889

Nevertheless, the proposed approach can be further 890

integrated into other code hallucination detection 891

tools to achieve better performance. Also, the most 892

popular benchmarks like HumanEval and MBPP 893

check only functional correctness, that is, whether a 894

code solves the corresponding problem as stated in 895

a prompt. Verification of a code is done by running 896

functional tests, as explained in Section 5.1. 897

I Experiments with Larger Models 898

DeepSeek R1 671B. We carried out additional ex- 899

periments, where code hallucinations are detected 900

by a recent reasoning DeepSeek R1 model having 901

671 billion parameters with Chain of Thought in- 902

ference on MBPP dataset. We used the following 903

prompt: 904

You are provided with two coding tasks with so- 905
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(a) Generation 1 (correct). (b) Generation 2 (correct).

(c) Generation 3 (not correct, hallucination). (d) Generation 4 (not correct, hallucination).

Figure 11: Examples of Cross-Barcode0(P, G), CodeLLama-7B, HumanEval dataset, problem 14, layer 4, head 18.
Cross-Barcode1(P, G) is empty for these attention maps.

lutions. The first one is just an example and does906

not need an assessment. Tell whether the second907

task is correctly solved by the code provided in the908

second [BEGIN] [DONE] block. The answer must909

be Yes or No910

For code generated with the DeepSeek-6.7B911

model, we asked DeepSeek R1 using the above912

prompt, extracted the final answers (i.e. “Yes” or913

“No”) from the generated responses, and trained914

the XGboost classifier using these features. The915

quality of hallucination detection via such zero-916

shot prompting is in Table 9, row “DeepSeek R1,917

(671B model)”. The quality of the proposed ap-918

proach is shown in Table 9, row “Attn. Feat (ours,919

from 6.7B model)”. Note that in this case, we use920

only the attention features of the DeepSeek-6.7B921

model obtained during code generation. Finally,922

we combine both types of features to train a clas-923

sifier and report its performance in Table 9, row924

“Attn. Feat. (ours, from 6.7B model) + DeepSeek925

R1”. The larger DeepSeek R1 model demonstrates926

better performance than the classifier trained on927

attention features. However, by adding an output928

of DeepSeek R1 to our attention-based features and929

training the XGBoost classifier, we can achieve the 930

best ROC-AUC score. The study of DeepSeek R1’s 931

Chain of Thoughts shows that this LLM is doing 932

verification of code by interpreting Python code 933

step by step for unit tests. This can explain the 934

high accuracy of Deep Seek R1. At the same time, 935

our method opens opportunities for a deeper un- 936

derstanding of inner working and information flow 937

inside transformer models. Our attention features 938

were based on a small 6.7B model in this experi- 939

ment, however, our features were able to improve 940

the performance of DeepSeek R1. 941

QwenCoder2.5-32B. Additionally, we per- 942

formed a similar experiment with QwenCoder2.5- 943

32B. In this case, we use the same QwenCoder2.5- 944

32B to generate code, extract attention fea- 945

tures, and evaluate its performance with zero-shot 946

prompting. Table 10 provides the experimental re- 947

sults. The proposed approach is capable of achiev- 948

ing a better detection quality than the zero-shot 949

prompting, which supports the applicability of the 950

proposed approach to larger models. 951

CodeJudge. Furthermore, we provide a compar- 952

ison with CodeJudge (Tong and Zhang, 2024), a 953
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(a) Generation 1 (correct). (b) Generation 2 (correct).

(c) Generation 3 (not correct, hallucination). (d) Generation 4 (not correct, hallucination).

Figure 12: Examples of Cross-Barcode0(G, P), Cross-Barcode1(G, P). CodeLLama-7B, HumanEval dataset,
problem 14, layer 15, head 5.

code evaluation framework that uses LLM to ana-954

lyze code functionality and then decide on code cor-955

rectness. In our comparison, we use CodeLlama-956

Instruct 34B as an evaluation model to produce957

binary output to show whether the generated code958

is correct or not. We report the mean results over959

3 runs in accordance with the original setup; see960

Table 12.961

We highlight that for a fair comparison we962

should consider the setup when CodeJudge is run963

without reference and Attn. Feat. is run for large964

32-34B models. In our work, we did not include965

reference (i.e. correct solution) to the prompt as966

this setup is not practical (typically, one does not967

know the correct solution). Also, since CodeJudge968

is evaluated with a 34B model, we evaluate the969

Attn. Feat. in a similar way to keep the experimen-970

tal design of both methods as close as possible. In971

this comparison, Attn. Feat. outperforms Code-972

Judge, winning by a large margin for ROC-AUC.973

However, to further explore the capabilities of the974

proposed Attn. Feat., we provide additional com-975

parison when CodeJudge is run with reference and976

when Attn. Feat. is run for smaller 6.7-7B mod-977

els. In these cases, Attn. Feat. still outperforms978

CodeJudge as measured by ROC-AUC.979

J Contribution of Individual Heads 980

We carry out additional experiments with 7B-sized 981

models and MultiPL-E benchmark8, which is a 982

translation of HumanEval to several popular pro- 983

gramming languages; we used Go, Java, Rust, Lua 984

among them. We find that features of some heads 985

have quite a high correlation with the target value 986

(presence of a hallucination) and can be used as 987

individual predictors. In Table 14 we report the 988

ROC-AUC scores of the top-performing features. 989

K Evaluation with Greedy Decoding 990

In the main experiments in Section 5.2, we use sam- 991

pling with temperature 0.8 to generate diverse so- 992

lutions for each coding problem and obtain a larger 993

train and test samples. However, production sys- 994

tems often use greedy decoding, and in this section 995

we fill this gap. We evaluate the performance of the 996

proposed classifier when both train and test data 997

are generated with greedy decoding. In this setup, 998

the sample sizes are 164 for HumanEval and 500 999

for MBPP with 1 generation per task, and we use 1000

cross-validation with 5 folds. Although the sam- 1001

ple size is sufficiently smaller than in Section 5.2, 1002

8https://github.com/nuprl/MultiPL-E
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(a) Generation 1 (correct). (b) Generation 2 (correct).

(c) Generation 3 (not correct, hallucination). (d) Generation 4 (not correct, hallucination).

Figure 13: Attention maps. CodeLLama-7B, HumanEval dataset, problem 14, layer 4, head 18.

the proposed classifier achieves high performance1003

across all models and datasets and can be applied1004

to small samples; see Table 17. The proposed ap-1005

proach consistently outperforms CodeJudge (see1006

Table 12) both with greedy decoding and sampling.1007

Moreover, while CodeJudge performance may de-1008

teriorate when increasing the sample size with sam-1009

pling, the proposed approach demonstrates stable1010

improvement.1011

L Failure Case Study1012

Table 20 provides a failure case study. For each1013

trained classifier, we analyzed the execution results1014

of the generated code snippets which were incor-1015

rectly classified by the classifier. We report the1016

fraction of top-3 most popular code categories w.r.t.1017

number of samples in the test sample. We used1018

the 5-fold stratified group cross-validation, and we1019

report the average values over the 5 folds. The1020

table reveals the most popular failure cases: mis-1021

classification of correct codes that passed the tests1022

(referred to as “passed”) and misclassification of1023

wrong solutions (i.e., code snippets that did not 1024

pass any test and caused an AssertionError). The 1025

fraction of other errors (top-3 and others) is suffi- 1026

ciently lower. 1027
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(a) Generation 1 (correct). (b) Generation 2 (correct).

(c) Generation 3 (not correct, hallucination). (d) Generation 4 (not correct, hallucination).

Figure 14: Attention maps. CodeLLama-7B, HumanEval dataset, problem 14, layer 15, head 5.
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Classifier HE MBPP
StarCoder2-7B

XGBoost 82.8± 3.4 81.5± 2.8
MLP 80.9± 4.7 81.1± 1.7
Logistic Regression 84.3± 3.9 82.9± 2.3
SVC 84.9± 4.0 82.3± 2.6

CodeLlama-7B
XGBoost 85.6± 3.9 83.4± 3.3
MLP 81.8± 7.2 81.6± 2.2
Logistic Regression 81.8± 7.1 82.6± 2.1
SVC 83.2± 5.4 82.4± 1.2

DeepSeek-Coder-6.7B
XGBoost 86.0± 3.1 82.6± 1.9
MLP 84.3± 2.4 81.7± 1.1
Logistic Regression 85.8± 3.2 81.8± 2.4
SVC 87.0± 2.4 81.4± 1.6

Qwen2.5-Coder-7B
XGBoost 81.9± 2.8 82.3± 1.6
MLP 81.3± 1.6 79.5± 2.0
Logistic Regression 80.0± 1.6 81.0± 1.9
SVC 79.6± 1.7 81.0± 1.7

Magicoder-S-DS-6.7B
XGBoost 83.2± 4.8 81.7± 1.7
MLP 76.5± 3.3 78.6± 3.6
Logistic Regression 81.7± 1.6 81.3± 2.8
SVC 80.5± 2.4 82.5± 2.6

Table 6: Ablation study for the choice of a classification
model in code hallucination detection pipeline.

Model HE MBPP
QwenCoder2.5-1.5b

Diag. Feat. 83.2± 4.3 78.8± 2.2
- w/ MTD 0-dim 84.7± 3.8 81.7± 1.1
- w/ MTD 0,1-dim 85.0± 3.9 82.5± 1.0

QwenCoder2.5-3b
Diag. Feat. 75.5± 6.6 76.5± 1.6
- w/ MTD 0-dim 80.8± 2.5 78.8± 1.5
- w/ MTD 0,1-dim 81.3± 2.5 79.3± 1.9

StarCoder2-7B
Diag. Feat. 84.2± 2.7 81.2± 3.1
- w/ MTD 0-dim 83.4± 3.3 81.8± 2.3
- w/ MTD 0,1-dim 82.8± 3.4 81.5± 2.8

DeepSeek-Coder-6.7B
Diag. Feat. 84.8± 2.2 82.2± 1.7
- w/ MTD 0-dim 85.2± 2.6 82.0± 2.0
- w/ MTD 0,1-dim 86.0± 3.1 82.6± 1.9

Qwen2.5-Coder-7B
Diag. Feat. 78.8± 2.0 76.9± 2.2
- w/ MTD 0-dim 82.4± 1.5 80.6± 2.1
- w/ MTD 0,1-dim 81.9± 2.8 82.3± 1.6

Magicoder-S-DS-6.7B
Diag. Feat. 81.4± 2.7 80.3± 2.5
- w/ MTD 0-dim 82.5± 3.8 80.7± 1.5
- w/ MTD 0,1-dim 83.2± 4.8 81.7± 1.7

Table 7: Attention feature ablation.

Method HE → MBPP MBPP → HE
QwenCoder2.5-3b

Diag. Feat. 58.7 61.3
- w/ MTD 0-dim 60.6 63.8
- w/ MTD 0,1-dim 60.8 65.7

StarCoder2-7b
Diag. Feat. 67.5 68.3
- w/ MTD 0-dim 71.4 67.4
- w/ MTD 0,1-dim 67.7 66.0

DeepSeek-Coder-6.7b
Diag. Feat. 65.5 63.5
- w/ MTD 0-dim 64.5 69.8
- w/ MTD 0,1-dim 69.9 72.4

QwenCoder2.5-7b
Diag. Feat. 64.6 62.9
- w/ MTD 0-dim. 70.3 60.7
- w/ MTD 0,1-dim 70.9 65.8

Table 8: Dataset transferability attention feature abla-
tion.
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Method MBPP
Attn. Feat
(from DeepSeek-Coder-6.7B) 82.6± 1.9
DeepSeek R1 (671B model) 92.3± 1.1
Attn. Feat.
(from DeepSeek-Coder-6.7B)
+ DeepSeek R1 (671B) 95.1± 0.7

Table 9: MBPP features for larger models. See Section
I for details.

Method HE
QwenCoder2.5-32B

Attn. Feat (ours) 85.0± 2.7
Zero-shot prompt 67.4± 3.5

Table 10: HumanEval features for larger models. See
Section I for details.

Method HE
CodeLlama-34B

Prompt Len. 57.2± 6.6
Gen. Len. 62.7± 1.8
Mean Log. Prob. 72.9± 3.4
CodeT5-base ft. 54.7± 5.5
Attn. Feat. (ours) 84.1± 3.2
All. Feat. 83.5± 2.4

Qwen2.5-Coder-32B
Prompt Len. 53.2± 9.2
Gen. Len. 58.0± 3.1
Mean Log. Prob. 67.0± 4.0
CodeT5-base ft. 53.3± 4.5
Attn. Feat. (ours) 85.0± 2.7
All. Feat. 85.3± 2.7

DeepSeek-Coder-33B
Prompt Len. 53.3± 6.5
Gen. Len. 56.5± 4.2
Mean Log. Prob. 69.9± 2.6
CodeT5-base ft. 57.6± 3.9
Attn. Feat. (ours) 88.2± 3.0
All. Feat. 88.5± 2.2

Table 11: Code hallucination detection for HumanEval
dataset for larger models.

Method Greedy Dec. T=0.8
StarCoder2-7B

CodeJudge w/o ref. 70.6± 4.7 69.9± 1.4
CodeJudge w/ ref. 75.8± 4.7 71.3± 1.7
Attn. Feat. 80.8± 3.7 82.8± 3.4

CodeLlama-7B
CodeJudge w/o ref. 71.3± 4.1 72.1± 1.3
CodeJudge w/ ref. 73.0± 3.3 71.9± 3.6
Attn. Feat. 80.1± 3.9 85.6± 3.9

DeepSeekCoder-6.7b
CodeJudge w/o ref. 69.2± 3.2 68.4± 1.8
CodeJudge w/ ref. 68.8± 7.9 68.2± 2.7
Attn. Feat. 83.9± 8.4 86.0± 3.1

QwenCoder-7b
CodeJudge w/o ref. 67.2± 5.7 69.3± 1.7
CodeJudge w/ ref. 70.4± 7.4 69.4± 2.9
Attn. Feat. 73.3± 7.1 81.9± 2.8

Magicoder-S-DS-6.7b
CodeJudge w/o ref. 55.3± 2.7 60.3± 2.8
CodeJudge w/ ref. 57.9± 7.1 61.3± 5.2
Attn. Feat. 65.1± 3.4 83.2± 4.8

CodeLlama-34B
CodeJudge w/o ref. 65.3± 3.0 70.7± 5.1
CodeJudge w/ ref. 68.7± 3.8 73.2± 4.4
Attn. Feat. 75.0± 5.1 84.1± 3.2

DeepSeek-Coder-33B
CodeJudge w/o ref. 72.0± 7.2 69.0± 2.8
CodeJudge w/ ref. 75.8± 5.6 70.9± 1.3
Attn. Feat. 86.5± 7.2 88.2± 3.0

Qwen2.5-Coder-32B
CodeJudge w/o ref. 61.6± 7.3 66.5± 3.5
CodeJudge w/ ref. 62.0± 7.5 68.2± 3.7
Attn. Feat. 74.0± 6.4 85.0± 2.7

Table 12: Comparison with CodeJudge A. S. (Tong
and Zhang, 2024) on HumanEval in two setups: code
generation with greedy decoding and sampling with
T=0.8.
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Method 2-Shot
Qwen2.5-Coder-7B

Prompt Len. 53.5± 2.9
Gen. Len. 56.9± 3.3
Mean Log. Prob. 58.1± 2.6
Attn. Feat. (ours) 78.3± 3.1
All. Feat. 76.7± 2.7
Self-Eval 68.4± 1.0
Interrogate-LLM 56.6± 1.5

DeepSeek-Coder-6.7B
Prompt Len. 56.0± 2.0
Gen. Len. 54.4± 1.3
Mean Log. Prob. 64.9± 1.7
Attn. Feat. (ours) 81.4± 2.2
All. Feat. 80.4± 0.7
Self-Eval 50.0± 0.0
Interrogate-LLM 61.1± 3.1

Table 13: Code hallucination detection with attention
features for MBPP dataset with increasing complexity
of prompt: two-shot prompts.
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Feature HE MBPP
Python Go Rust Java Lua Python

StarCoder2-7B
avg. prompt’s self-attention, layer 14, head 0 70.8 76.8 74.6 68.9 70.3 55.2
avg. prompt’s self-attention, layer 15, head 5 71.1 78.4 75.1 72.9 72.4 58.1
avg. prompt’s self-attention, layer 23, head 20 69.2 72.2 74.2 64.7 67.7 50.7

CodeLlama-7B
-MTD1(P, G)/|P|, layer 15, head 27 67.6 71.1 73.7 71.0 – 66.1
avg. prompt’s self-attention, layer 7, head 22 74.6 75.7 76.5 69.7 – 63.1
MTD0(P, G)/|P|, layer 11, head 23 69.1 71.0 71.9 65.4 – 69.1

DeepSeek-Coder-6.7B
MTD0(P, G)/|P|, layer 30, head 11 67.5 65.7 67.0 66.3 69.1 58.1
avg. prompt’s self-attention, layer 12, head 17 65.0 73.6 70.0 69.8 69.8 58.2
avg. prompt’s self-attention, layer 12, head 23 64.1 71.0 66.8 64.4 67.6 58.2

Qwen2.5-Coder-7B
avg. generation’s self-attention, layer 24, head 2 65.8 60.2 58.8 60.2 66.7 60.8
MTD0(P, G)/|P|, layer 11, head 5 66.2 68.8 59.5 61.6 72.7 59.4
avg. prompt’s self-attention, layer 9, head 26 65.4 75.8 66.9 67.0 71.1 61.0

Magicoder-S-DS-6.7B
MTD0(P, G)/|P|, layer 30, head 11 68.8 70.2 60.0 65.1 63.8 58.2
avg. prompt’s self-attention, layer 13, head 13 63.1 64.9 69.0 67.3 63.2 58.8
avg. prompt’s self-attention, layer 12, head 17 63.0 63.2 68.0 67.1 60.8 58.9

Table 14: Top-performing features across several programming languages and benchmarks.

Model pass@1 #Pos. #Neg.
HE

StarCoder2-7B 28.9 1186 2914
CodeLlama-7B 25.9 1064 3036
DeepSeek-Coder-6.7B 40.3 1653 2447
Qwen2.5-Coder-7B 47.8 1961 2139
Magicoder-S-DS-6.7B 65.5 2689 1411

MBPP
StarCoder2-7B 42.8 1071 1429
CodeLlama-7B 35.2 879 1621
DeepSeek-Coder-6.7B 52.6 1315 1185
Qwen2.5-Coder-7B 52.1 1302 1198
Magicoder-S-DS-6.7B 61.3 1533 967

Table 15: Characteristics of generated data: Pass@1,
number of correct (#Pos.) and incorrect (#Neg.) solu-
tions for each of the selected code LLMs.

Model MultiPL-E
Java Go Rust Lua

StarCoder2-7B 24.5 17.5 20.9 19.1
CodeLlama-7B 25.8 17.6 20.8 0.0
DeepSeek-Coder-6.7B 33.5 23.6 28.7 16.6
Qwen2.5-Coder-7B 22.7 11.9 22.6 23.5
Magicoder-S-DS-6.7B 48.9 40.3 44.2 34.6

Table 16: Characteristics of generations for MultiPL-E
dataset, pass@1. For each problem, we generated 10
candidate solutions for Java, Go, Rust, Lua.

Model HE MBPP
StarCoder2-7B 80.8± 3.7 79.3± 6.1
CodeLlama-7B 80.1± 3.9 82.3± 3.1
DeepSeek-Coder-6.7B 83.9± 8.4 79.6± 3.4
Qwen2.5-Coder-7B 73.3± 7.1 74.0± 1.9
Magicoder-S-DS-6.7B 65.1± 3.4 79.3± 2.0

Table 17: Quality of code hallucination detection when
greedy decoding is used to generate candidate solutions.
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CodeLlama-7B DeepSeek-Coder-6.7B Magicoder-S-DS-6.7B
CodeLlama-7B 85.6± 3.9 51.9± 13.2 51.1± 7.1
DeepSeek-Coder-6.7B 45.4± 10.3 86.0± 3.1 79.4± 3.7
Magicoder-S-DS-6.7B 51.8± 5.4 83.0± 2.2 83.2± 4.8

Table 18: Cross-classifier transferability: rows correspond to XGBoost train data, columns correspond to test data.
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StarCoder2-7B 82.8± 3.4 89.3± 2.2 86.6± 4.2 92.0± 2.4 90.0± 2.7
DeepSeek-Coder-6.7B 80.0± 3.6 86.0± 3.1 84.8± 3.2 88.2± 3.2 87.5± 3.2
Qwen2.5-Coder-7B 80.5± 3.2 85.6± 3.3 81.9± 2.8 87.9± 3.4 86.6± 2.9
Magicoder-S-DS-6.7B 73.4± 4.4 77.2± 3.6 80.2± 3.8 83.2± 4.8 81.3± 3.5

Table 19: Cross-model transferability: rows correspond to code-generating models, columns correspond to feature-
extracting models.

Model HE MBPP
Top-1 Top-2 Top-3 Top-1 Top-2 Top-3

StarCoder2-7b P 17.2± 4.5 AE 2.9± 2.2 NE 0.8± 0.5 P 15.0± 3.5 AE 9.7± 2.2 NE 0.7± 0.4
CodeLLama-7b P 14.6± 3.6 AE 3.8± 2.7 NE 0.2± 0.2 P 15.5± 1.6 AE 7.4± 1.2 NE 0.5± 0.4
DeepSeekCoder-6.7b P 14.6± 2.9 AE 4.9± 1.2 IE 0.5± 0.6 AE 12.6± 3.2 P 11.1± 3.8 NE 0.7± 0.5
QwenCoder-7b P 16.0± 5.4 AE 6.9± 2.8 NE 2.1± 0.7 P 11.3± 0.5 AE 10.8± 1.4 NE 1.3± 0.5
Magicoder-6.7b AE 12.1± 4.8 P 10.4± 4.8 IE 0.7± 0.6 AE 14.5± 4.4 P 9.2± 2.3 TE 0.6± 0.5

Table 20: Failure case study. “P” - Passed, “AE” - AssertionError, “NE” - NameError, “IE” - IndexError, “TE” -
TypeError.

22



M Code Samples 1028

Generation 1, Problem #53, Correct 1029

1030

def add(x: int, y: int): 1031

"""Add two numbers x and y 1032

>>> add(2, 3) 1033

5 1034

>>> add(5, 7) 1035

12 1036

""" 1037

return x + y 1038

1039

Generation 2, Problem #23, Correct 1040

1041

def strlen(string: str) -> int: 1042

""" Return length of given string 1043

>>> strlen('') 1044

0 1045

>>> strlen('abc') 1046

3 1047

""" 1048

return len(string) 1049

1050

Generation 3, Problem #41, Not correct - hallucination 1051

1052

def car_race_collision(n: int): 1053

""" 1054

Imagine a road that's a perfectly straight infinitely long line. 1055

n cars are driving left to right; simultaneously, a different set of n cars 1056

are driving right to left. The two sets of cars start out being very far from 1057

each other. All cars move in the same speed. Two cars are said to collide 1058

when a car that's moving left to right hits a car that's moving right to left. 1059

However, the cars are infinitely sturdy and strong; as a result, they continue moving 1060

in their trajectory as if they did not collide. 1061

1062

This function outputs the number of such collisions. 1063

""" 1064

pass 1065

1066

Generation 4, Problem #41, Not correct - hallucination 1067

1068

def car_race_collision(n: int): 1069

""" 1070

Imagine a road that's a perfectly straight infinitely long line. 1071

n cars are driving left to right; simultaneously, a different set of n cars 1072

are driving right to left. The two sets of cars start out being very far from 1073

each other. All cars move in the same speed. Two cars are said to collide 1074

when a car that's moving left to right hits a car that's moving right to left. 1075

However, the cars are infinitely sturdy and strong; as a result, they continue moving 1076

in their trajectory as if they did not collide. 1077

1078
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This function outputs the number of such collisions.1079

"""1080

# The cars are moving at the same speed. So, the distance between them is always n.1081

# If we find the sum of the distances between two cars in the initial state1082

# and at the end of the race, we can simply subtract them to get the number1083

# of collisions.1084

1085

total_distance_before = 01086

total_distance_after = 01087

1088

for car_distance in range(1, n + 1):1089

total_distance_before += car_distance1090

total_distance_after += n - car_distance + 11091

1092

return total_distance_before - total_distance_after1093
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