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Abstract001

With the rapid advancement of Large Language002
Models (LLMs), their generated text has be-003
come increasingly fluent and human-like, mak-004
ing it harder to distinguish machine-generated005
content from human-written text. Although006
many existing detectors report over 90% AUC007
under their experimental settings, their robust-008
ness remains questionable. Prior work on ro-009
bustness has primarily focused on sentence-010
level perturbations and rewriting, overlooking011
a crucial factor—distribution shifts introduced012
by token-level decoding strategies. We find that013
even minor changes to decoding parameters or014
strategies can drastically reduce the AUC of015
strong detectors to around 50%, revealing a016
severe lack of robustness to decoding-induced017
variations. To systematically analyze this issue,018
we study how different token-level decoding019
strategies affect textual features and the inter-020
nal state distributions of detectors. Based on021
these insights, we propose a restore transforma-022
tion that restores the internal-state distributions023
induced by diverse decoding strategies to the024
original distribution, thereby improving detec-025
tor robustness.We opened source our code in026
Github Repo027

1 Introduction028

In recent years, Large Language Models (LLMs)029

have achieved remarkable progress in natural lan-030

guage generation, producing highly fluent text of-031

ten indistinguishable from human-authored works032

(Brown et al., 2020; Blog, 2022; Ippolito et al.,033

2019; Radford et al., 2019; Touvron et al., 2023).034

While this capability offers unprecedented produc-035

tivity opportunities, it also brings growing soci-036

etal concerns and risks, including misinformation037

(Ahmed et al., 2021) and academic misconduct038

in educational settings (Lee et al., 2023; Heaven,039

2023; Zhang et al., 2024). Consequently, develop-040

ing efficient and robust AI-generated text detectors041

has become a critical challenge for maintaining042

...when Terrance 
Goodwin returned 
to the room. The 
three of them 
were in a small, 
drab office, the 
walls painted a 
dull grey. A single 
window let in a 
sliver of...

...when Terrance Goodwin 
returned to the room. 
The young agent, fresh 
out of the academy and 
still wet behind the ears, 
seemed almost excited to 
be questioning him. Andy 
couldn't understand why 
he was still here. "Thank 
you, Mr. Reed...
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Figure 1: AI-generated text detectors experience a de-
cline in detection performance when encountering texts
produced by LLMs’ complex decoding strategies. The
Trestore transform aims to mitigate this problem.

information credibility, academic fairness, and fos- 043

tering a trustworthy AI ecosystem. 044

Current AI text detection methods, including 045

supervised classifiers (Solaiman et al., 2019; Fagni 046

et al., 2021; Mitrović et al., 2023) and zero-shot 047

detectors (Mitchell et al., 2023; Su et al., 2023; 048

Yang et al., 2023; Gehrmann et al., 2019; Bao et al., 049

2023), have made significant strides. 050

However, despite their effectiveness in identify- 051

ing typical machine-generated text, their robustness 052

remains insufficient when confronting increasingly 053

complex generation scenarios (Dugan et al., 2024). 054

A core, underexplored challenge lies in how LLMs’ 055

1

https://anonymous.4open.science/r/decoding_text_detection-5F61


diverse token-level decoding strategies profoundly056

impact the statistical properties of generated text.057

Existing detectors often fail to adequately account058

for these variations, leading to significant perfor-059

mance declines. Unlike prior work focusing on060

post-generation text obfuscation or rewriting to061

evade detection (Krishna et al., 2023; Sadasivan062

et al., 2023; Liyanage and Buscaldi, 2023; Wolff063

and Wolff, 2020), the direct influence of these fun-064

damental decoding strategies on detector robust-065

ness remains systematically under-explored (Mas-066

sarelli et al., 2019; Holtzman et al., 2019; Vijayaku-067

mar et al., 2016; Li et al., 2016). Our research, for068

the first time, systematically explores and reveals069

this widespread lack of robustness against diverse070

decoding strategies. We found that most current071

AI-generated text detection methods suffer signifi-072

cant performance degradation when dealing with073

high temperature and high repetition penalty, with074

many even yielding an AUC score below 0.5.075

To address this fundamental issue, this study in-076

vestigates the impact of different token-level decod-077

ing strategies on AI-generated text detectors and078

proposes an improved detection strategy. Based079

on observations of the distributions of features in-080

side the detector that separate different texts, we081

find that more stochastic decoding strategies induce082

a distributional shift. Specifically, the overlap of083

the distributions increases, making it difficult to084

distinguish whether the text is from AI or human.085

We aim to restore the original distribution, but086

we cannot apply the same transformation recovery087

uniformly to all texts; otherwise, it would merely088

result in a distribution shift and remain indistin-089

guishable. Therefore, we extracted Distinct-2, Tri-090

gram Repeat Ratio, and Character Entropy from091

a large number of text features, which are corre-092

lated with the randomness introduced by complex093

decoding. These features are then utilized by our094

Adaptive Distribution Rectifier, a learnable mod-095

ule designed to estimate the restorative bias needed096

for distribution correction. Subsequently, a Trestore097

transformation is applied to the original distribu-098

tion, enabling this transformation to adaptively se-099

lect the appropriate recovery distribution strategy100

based on the text’s characteristics, meaning that101

more random texts adopt a more aggressive recov-102

ery strategy.103

Extensive experiments on multiple datasets and104

across different types of language models show105

that our proposed recovery transformation Trestore106

makes excellent detectors robust to more stochastic107

decoding strategies, consistently achieving strong 108

detection performance. 109

The three main contributions of this work are: 110

(1) Systematically demonstrate that decoding 111

strategies degrade detector robustness: The first 112

systematic token-level study of how different de- 113

coding strategies affect AI-generated-text detectors, 114

as opposed to sentence-level rewriting. We show 115

that certain decoding strategies can severely de- 116

grade the performance of many detectors. 117

(2) Analyze the impact of decoding strategies 118

on detectors’ internal feature distributions: An 119

analysis of how texts produced by different de- 120

coding strategies alter detectors’ internal distri- 121

butions, characterizing the resulting distributional 122

shifts within the detectors. 123

(3) Propose a restorative transformation that en- 124

hances detection robustness: Based on this distribu- 125

tional understanding, we design a transformation 126

Trestore that captures the distinctive signatures of 127

different decoding strategies and restores the origi- 128

nal distribution—substantially improving detector 129

robustness to variations in decoding strategy. 130

2 Analysis & Method 131

In an effort to evade detector identification, much 132

previous work has focused on sentence-level rewrit- 133

ing (Krishna et al., 2023; Sadasivan et al., 2023). 134

However, such rewriting is often costly, lacks in- 135

terpretability, and is not always effective. Further- 136

more, few in this field have paid attention to this as- 137

pect at the decoding level, yet this very point proves 138

effective across nearly all detectors.We found that 139

the vast majority of detectors exhibited the same 140

decreasing trend when faced with high temperature 141

and repetition penalties, as shown in Table 2 Conse- 142

quently, we raise the following questions: (a) Why 143

do all detectors exhibit a consistent trend? (b)How 144

does it specifically impact detectors? (c) How can 145

we utilize this insight to improve our detectors? 146

2.1 Commonalities of Detection Models 147

Logit-based models Rather than learning a clas- 148

sifier from large labeled corpora, these methods ex- 149

ploit statistics derived from the model logits, which 150

represent the LLM’s next-token probability distri- 151

bution, to compute a scalar score that differentiates 152

human-written from machine-generated text. 153

Most of these logit-based detectors show the 154

same qualitative failure mode when confronted 155

with complex decoding strategies. We argue 156
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Categories Methods Equations Common parts

Possibility

Likelihood (Gehrmann et al., 2019) pdet(Xi = X̂i|X1:i−1) pdet(Xi = X̂i|X1:i−1)

Entropy (Gehrmann et al., 2019) −
∑

w pdet(Xi = w|X1:i−1) log pdet(Xi = w|X1:i−1) pdet(Xi = X̂i|X1:i−1)

DNA-GPT (Yang et al., 2023) log p(Y0|X)− 1
K

∑K
k=1 log p(Yk|X) log p(Yk|X)

DetectGPT (Mitchell et al., 2023) log pθ(x)− Ex̃∼q(·|x) log pθ(x̃) log pθ(x)

Fast-DetectGPT (Bao et al., 2023) d(x, pθ, qφ) = (log pθ(x̃|x)− µ̃)/σ̃ log pθ(x̃|x)

Rank
Rank (Gehrmann et al., 2019) rank in pdet(Xi|X1:i−1) rθ(x)

LRR (Su et al., 2023)
1
n

∑n
p=1 log rθ(x̃p)

log rθ(x)
rθ(x)

Possibility&Rank NPR (Su et al., 2023)
∣∣∣∣ 1

t

∑t
i=1 log pθ(xi|x<i)

1
t

∑t
i=1 log rθ(xi|x<i)

∣∣∣∣ log pθ(xi|x<i), rθ(x)

Table 1: In terms of mathematical expression, these methods exhibit highly similar formulations, where both pθ(x)
and are rθ derived from the elements of matrix M , which is also why they exhibit the same vulnerability.

that there is a unified theoretical explanation for157

this phenomenon, which stems from the shared158

transformer-based decoding mechanism used by159

modern LLMs.160

We formulate the decoding mechanism as fol-161

lows. Given the final hidden states Hfinal ∈162

Rn×dmodel , the model projects them into the vocabu-163

lary space via Wo to obtain logits, which are nor-164

malized by softmax to form the probability matrix165

M ∈ Rn×V . Logit-based detectors then compute166

a scalar score s = f(M, rθ), where rθ denotes the167

token ranking derived from M . Thus, detection168

fundamentally relies on the properties of M . In-169

tuitively, standard AI generation follows a "path170

of least resistance," consistently selecting tokens171

located in the high-probability accumulation zone172

of M . In contrast, human writing introduces unpre-173

dictable deviations that manifest as dispersed token174

choices. Existing detectors essentially measure175

the degree of adherence to this greedy tendency.176

However, complex decoding strategies disrupt this177

pattern by artificially suppressing high-probability178

tokens or elevating the tail, thereby masking the179

statistical fingerprints of the machine.180

We hypothesize that this phenomenon arises181

because LLMs tend to select tokens with higher182

model probabilities, whereas human authors ex-183

hibit greater variability in token choice. This means184

that when AI selects tokens for each row of the M185

matrix, it will always tend to choose those with186

higher probabilities, whereas humans will not. This187

observation underlies the design of essentially all188

logit-based detectors and will remain relevant so189

long as LLMs use transformer-style decoding that190

prefers higher-probability next tokens. Table 1 vi-191

sualizes this unifying intuition.192

Training-based models Training-based models193

include classifiers such as RoBERTa-base and194

RoBERTa-large that are trained on large labeled 195

datasets. These models generally exhibit better ro- 196

bustness to complex decoding strategies than many 197

logit-based methods, but several caveats apply: (1) 198

under standard (non-adversarial) decoding their 199

AUC is often inferior to state-of-the-art logit-based 200

detectors; (2) as LLMs evolve, these supervised 201

detectors may require periodic retraining to retain 202

peak performance. 203

The reason training-based models also show 204

some degradation under diverse decoding strate- 205

gies is straightforward: their supervised training is 206

predominantly exposed to text produced by stan- 207

dard decoding regimes, so when confronted with 208

underrepresented or unseen decoding variants, their 209

classification performance naturally declines. It 210

is precisely for this reason that RoBERTa-large, 211

trained on a broader dataset, exhibits better ro- 212

bustness when facing complex decoding strategies, 213

whereas its performance on normal text is inferior 214

to that of RoBERTa-base, as shown in Table 2. 215

2.2 Impact of Commonalities on Robustness 216

Based on the above discussion, any decoding strat- 217

egy that influences the probability of token selec- 218

tion for each row of the M matrix, thereby making 219

the choice of high-probability tokens less certain, 220

will inevitably impact the final detection perfor- 221

mance. As an illustrative example, consider the 222

standardized log-likelihood statistic used in Fast- 223

DetectGPT-style methods: 224

d(x, pθ, qφ) =
log pθ(x̃ | x)− µ̃

σ̃
, (1) 225

where 226

µ̃ =
∑
x̃

qφ(x̃ | x) log pθ(x̃ | x)

σ̂2 = Ex̃∼qφ(x̃|x)[(log pθ(x̃ | x)− µ̃)2].

(2) 227
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Here, the model likelihood factorizes as228

pθ(x̃ | x) =
∏
j

pθ(x̃j | x<j). (3)229

When the input x is machine-generated under230

typical decoding, the factor pθ(xj | x<j) tends to231

be relatively large for specific positions j, yielding232

larger values of the d(x, pθ, qφ) . Conversely, when233

x is human-written, the next token conditional prob-234

abilities are typically lower and more diffuse, pro-235

ducing smaller values of the corresponding statistic236

d(x, pθ, qφ).237

human machine human machine

humanmachine
human machine

close

over

     (a)      (b)

     (c)      (d)

Figure 2: Figures (a) and (c) show the initial distribu-
tions of human-written and machine-generated texts, re-
spectively. Figure (b) represents the distribution where
machine-generated text approaches that of human text,
and Figure (d) illustrates the distribution where machine-
generated text surpasses the human text’s distribution.

However, when decoding strategies that increase238

diversity are applied, the machine-generated text239

will include relatively lower-probability tokens240

than in the normal setting. This pushes the machine-241

generated distribution’s statistics closer to the hu-242

man distribution, increasing overlap between the243

score distributions and making separation more dif-244

ficult, as shown in Figure 2 (a)(b).245

Anomalous behavior of entropy-based detectors246

can be explained similarly. Entropy-based meth-247

ods effectively combine the per-token conditional248

probabilities multiplicatively, as shown in Equa-249

tion 4, which tends to amplify the impact of high-250

temperature sampling and repetition penalties. As a251

result, entropy scores may first move toward the hu-252

man distribution and then move away as decoding253

parameters vary—this non-monotonicity is illus-254

trated in Figure 2 (c)(d). Local anomalies observed255

for some methods when repetition penalties are256

applied can be interpreted under the same frame-257

work, although the effect is most pronounced for258

entropy-based statistics.259

−
∑
w

P (Xi = w | X1:i−1) logP (Xi = w | X1:i−1) (4) 260

where w is a token in the vocabulary, and 261

P (Xi = w | X1:i−1) is the conditional proba- 262

bility of the i-th token being w given the preceding 263

tokens X1:i−1. This expression calculates the Shan- 264

non entropy for the probability distribution of the 265

i-th token. 266

2.3 Restoring Robustness via Adaptive 267

Transformation 268

Under more stochastic decoding strategies, which 269

lead to increased overlap in distributions, a natural 270

approach is to restore the original distributions to 271

ensure distinguishability between human-generated 272

and AI-generated texts. We next discuss the influ- 273

ential temperature sampling and repetition penalty. 274

For descriptive convenience, we unify high temper- 275

ature and high penalty as increasing text stochastic- 276

ity. Furthermore, when dealing with unknown texts, 277

discerning specific decoding strategies is not feasi- 278

ble; hence, a common descriptive point is required 279

to facilitate subsequent transformations. 280

Given that this transformation targets unknown 281

texts, including (1) human-generated, (2) AI- 282

generated under normal conditions, and (3) highly 283

stochastic AI-generated texts from complex decod- 284

ing strategies, applying a uniform transformation 285

would merely result in a distribution shift, failing 286

to achieve distinguishability. The ideal scenario 287

involves: (a) restoring the highly stochastic AI 288

texts to resemble normal AI texts while minimally 289

impacting human-generated and normal AI texts. 290

This is because human-generated and normal AI 291

texts possess inherent distinguishability, and our 292

objective is simply to restore this property; (b) em- 293

ploying a more aggressive restoration strategy for 294

increasingly stochastic texts. 295

Consequently, we sought to identify character- 296

istics that fulfill the two aforementioned criteria. 297

After evaluating various features indicative of text 298

randomness, as shown in Appendix A, we identi- 299

fied Distinct-2, Trigram Repeat Ratio, and Char- 300

acter Entropy as satisfying these requirements, as 301

shown in Figure 4. The rationale for selecting these 302

specific features lies in their complementary ability 303

to characterize decoding stochasticity. Distinct-2 304

captures the lexical diversity that typically inflates 305

under high-temperature sampling; Trigram Repeat 306

Ratio acts as a sensitive proxy for the repetitive 307
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Step1:Generate machine text

...spotted on a live webcam feed 
from a specialist platform on the 

spire 75m (246ft) above the 
ground at 15:04 GMT. ... 

...most of these patients felt 
something but in the absence of an 

actual emotion-evoking stimulus, the 
patients were unable to  ...

...Three Laws The interview had 
continued for several hours. 

Andy could barely stand on his 
own two feet, a combination...

temperature repetition
penalty

beam
search

llama3-7b qwen3-8b mixtral-8x7b

Step2:Extract text features

human text

machine text

after text

distinct-2
Repeat 
Ratio 

(trigrams)

Shannon 
Entropy

    features that can still be 
distinguished from human text 
under complex decoding strategises

unknown text

Step3:Detect whether the text is AI-generated

distinct-2

Repeat Ratio 
(trigrams)

Shannon Entropy Multilayer Perceptron

Restore the
  original distribution

I guess this might be 
human-generated; 
the vocabulary is 
quite rich.

There is only one 
truth! This was 
generated by AI!

after our restore transform

y is the offset of distribution

Figure 3: The overview of our total work pipeline.The extraction of text features is crucial for our learned adaptive
transformation.

loops common in deterministic decoding; and Char-308

acter Entropy provides a fine-grained measure of309

the overall distributional flatness. Together, they310

form a comprehensive signature of the underlying311

decoding strategy.312

The mathematical definitions of these three fea-313

tures are as follows:314

Distinct-2: Given a tokenized text T =315

[t1, t2, . . . , tN ], Distinct-2 is defined as the ratio316

of the number of unique bigrams to the total num-317

ber of bigrams:318

Distinct-2 =
|{(ti, ti+1) | 1 ≤ i ≤ N − 1}|

N − 1
(5)319

Repeat Ratio (for trigrams): Repeat Ratio is the320

proportion of repeated n-grams (those appearing321

more than once) among all n-grams. For trigrams:322

Repeat Ratio =

∑
g∈G

I[count(g) > 1] · count(g)

N − 2
(6)323

where G is the set of all trigrams, count(g) is the324

number of occurrences of trigram g, and N is the325

total number of tokens.326

Char Entropy (Shannon Entropy): The327

character-level Shannon entropy is defined as:328

H = −
∑
c∈C

p(c) log2 p(c) (7)329

where C is the set of unique characters in the text,330

and p(c) is the probability of character c.331

(a) Temperature

(b) Repetition Penalty

Figure 4: Distinct-2, Trigram Repeat Ratio, and Char-
acter Entropy—these three features still maintain good
discriminability from human-generated text, even un-
der random decoding strategies. The red dashed line
represents the features of human-generated text.

Based on these three features mentioned above, 332

we employ an Adaptive Distribution Rectifier to 333

predict the offset required to restore the original 334

distribution, as shown in Equation 8. The recti- 335

fier takes the three-dimensional feature vector x as 336

input and outputs a scalar value ŷ, which is then 337

used to parameterize the transformation Trestore in 338

Equation 9 339

Adaptive Rectification:

ŷ = Fϕ(x) (8) 340

After obtaining the output ŷ, we then apply it 341

to the transformation in Equation 9 to restore the 342

original value. This transformation separates the 343

previously overlapping distributions, thereby in- 344

creasing the distinguishability between human and 345
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machine-generated text and improving both the ac-346

curacy and robustness of the detector.347

Distribution Transformation:

d′ = Trestore(d, ŷ) = d+ ŷ (9)348

where d is the original feature value,which is349

d(x, pθ, qφ)in Equation 1, ŷ is the offset predicted350

by the adaptive rectifier in Equation 8, and T de-351

notes the transformation function.352

In subsequent experiments, we will further enhance353

Fast-DetectGPT by applying this transformation354

strategy. The transformation Trestore is defined in355

Equation 9. An overview of the approach is pro-356

vided in Figure 3.357

3 Experiments358

3.1 Settings359

Datasets Following the approach of DetectGPT360

(Mitchell et al., 2023), we utilize three datasets to361

cover a wide range of domains: the SQuAD dataset362

(Rajpurkar et al., 2016) for Wikipedia contexts, the363

Writing dataset (Fan et al., 2018) for story genera-364

tion, and the XSum dataset (Narayan et al., 2018)365

for news summarization. From each dataset, we366

randomly sample 150 human-written texts as au-367

thentic human-generated samples. For each sample,368

we provide the first 30 words to the source models369

with different decoding strategies, prompting them370

to generate AI-written samples of nearly identical371

length.372

Models and Decoding We select llama3-7b373

(Dubey et al., 2024), qwen3-8b (Yang et al., 2025),374

and mixtral-8x7b (Jiang et al., 2024) as the source375

models for generating texts with complex decoding376

strategies. For decoding, we control a single vari-377

able and focus on the effects of repetition penalty,378

temperature sampling, beam search, and greedy379

decoding. The baseline decoding parameters were380

set to temperature = 0.8 and repetition penalty =381

1. The effects of topp and topk have already been382

discussed in DetectGPT (Mitchell et al., 2023) and383

found to be less significant,so we didn’t put them384

in the experimental results.385

Baselines For logit-based models, we select sev-386

eral state-of-the-art zero-shot detectors, including387

likelihood, entropy, rank (Gehrmann et al., 2019),388

LRR, NPR (Su et al., 2023), DNA-GPT (Yang et al.,389

2023), DetectGPT (Mitchell et al., 2023), and Fast-390

DetectGPT (Bao et al., 2023). For training-based391

models, we use RoBERTa-base and RoBERTa- 392

large (Liu et al., 2019), both trained on large-scale 393

parameters. 394

Metrics We adopt the Area Under the Curve 395

(AUC), a metric commonly used (Mitchell et al., 396

2023; Bao et al., 2023; Chen et al., 2025) in detec- 397

tor evaluation, which reflects the average perfor- 398

mance of a detector across different thresholds and 399

provides a comprehensive measure of its capability. 400

The mathematical formulation is as follows: 401

AUC =

∫ 1

0
TPR(x) dFPR(x) (10) 402

where TPR and FPR denote the true positive rate 403

and false positive rate, respectively. 404

To reflect the varying proportions of AI- 405

generated text in real-world scenarios, we fur- 406

ther introduce a composite metric, denoted as 407

real_score, which combines the AUCs under dif- 408

ferent decoding strategies. Specifically, we define: 409

real_score = a ·AUCn + (1− a) ·AUCi (11) 410

where a ∈ [0, 1],AUCn represents the AUC under 411

the normal decoding strategy, and AUCi denotes 412

the AUC under the intricate decoding strategy. This 413

metric reflects the overall performance of the detec- 414

tor as the proportion of complex decoding strate- 415

gies changes. 416

3.2 Results 417

Performance of Methods under Decoding Strate- 418

gies: As shown in Table 2 and Figure 5, we 419

present the performance of a wide range of pop- 420

ular detection methods under different decoding 421

strategies. We use different markers to indicate key 422

findings: (1) Facing complex decoding strategies: 423

Pink font denotes the best performance among all 424

strategies for a given method, while light blue font 425

indicates the worst. It can be observed that detec- 426

tors generally perform better under greedy decod- 427

ing, whereas their performance tends to degrade 428

under repetition penalty strategies. (2) Differences 429

among methods: No single method consistently 430

achieves optimal performance across all scenarios. 431

Notably, our proposed method maintains relatively 432

robust performance under various decoding strate- 433

gies compared to other methods, and still achieves 434

excellent results under the baseline condition. (3)It 435

is worth noting that the larger-scale RoBERTa- 436

large, trained on a broader dataset, exhibits better 437
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baseline strategies temperature repetition penalty

Type Method baseline greedy beam3 beam5 temp0.4 temp1.0 temp1.2 rep0.4 rep0.8 rep1.2

Logit-based

Likelihood 0.920 0.974 0.974 0.976 0.966 0.854 0.738 0.986 0.985 0.610
Entropy 0.347 0.262 0.151 0.119 0.301 0.373 0.415 0.012 0.061 0.316
Rank 0.706 0.736 0.719 0.722 0.732 0.685 0.656 0.735 0.758 0.653
LogRank 0.923 0.977 0.974 0.974 0.970 0.858 0.748 0.985 0.985 0.653
LRR 0.894 0.954 0.932 0.910 0.949 0.831 0.753 0.690 0.868 0.754
NPR 0.839 0.890 0.869 0.846 0.890 0.778 0.688 0.558 0.677 0.677
DNA-GPT 0.927 0.975 0.972 0.969 0.972 0.852 0.729 0.985 0.990 0.558
DetectGPT 0.811 0.812 0.819 0.802 0.830 0.751 0.666 0.429 0.546 0.600
Fast-DetectGPT 0.972 0.988 0.972 0.965 0.988 0.910 0.764 0.916 0.974 0.474

Training-based
RoBERTa-base 0.864 0.928 0.891 0.880 0.923 0.797 0.747 0.970 0.963 0.470
RoBERTa-large 0.836 0.905 0.860 0.850 0.897 0.791 0.767 0.988 0.981 0.496

Logit-based T _restore 0.974 0.989 0.978 0.975 0.989 0.909 0.766 0.912 0.985 0.480

Table 2: A comparison of the performance of various methods under different decoding strategies. Viewed hori-
zontally, the highest and lowest values for a given method are marked in pink and light blue, respectively. Viewed
vertically, the best-performing method and the second-best-performing method under each decoding strategy are
highlighted with pink and yellow cells, respectively.
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Figure 5: A heatmap visualizing the differences across
various methods, strategies, and their respective combi-
nations.

robustness when facing complex decoding strate-438

gies. However, on normal text, RoBERTa-large’s439

performance is inferior to RoBERTa-base’s. This440

also provides an intriguing insight: larger models441

do not necessarily lead to better performance in442

normal circumstances, despite their commendable443

robustness.444

Performance in Real-World Scenarios: Al-445

though our discussion focuses on the robustness446

of detectors under complex scenarios, it is unde-447

niable that in real-world environments, detectors448

are mostly exposed to normal text. Therefore, we449

should not pursue robustness under complex de-450

coding strategies at the expense of performance on451

standard cases. Using the real_score metric intro-452

duced in the Metrics section, Figure 6 illustrates453

how the performance of each detector changes. We454

observe that: (1) The slope of the line reflects the455

anti-interference ability under complex decoding456

strategies—the larger the slope, the weaker the ro-457

bustness; (2) The Rank and RoBERTa-large meth- 458

ods even show improved performance under com- 459

plex decoding strategies; (3) Our method demon- 460

strates superior performance in almost all propor- 461

tions of real-world scenarios.
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Figure 6: Figure illustrates the performance of vari-
ous methods in real-world scenarios as the variable a
changes, where a represents the proportion of random
decoding strategies. A steeper slope indicates poorer
robustness to complex decoding strategies.

462

Differences across Models and Datasets: As 463

shown in Table 3, we find that the overall detec- 464

tion performance of these methods is not balanced 465

across different models and datasets, as detailed in 466

Appendix 3. The percentage indicates by how much 467

a performance is better or worse than the average 468

level of all models across all datasets. Specifically, 469

(1) The AUC difference across models reaches up 470

to 0.133, which indicates a substantial gap. This 471

suggests that the probability of generated text being 472

detected can vary greatly depending on the model 473
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used. (2) Texts generated by Mixtral-8x7b consis-474

tently achieve the lowest AUC across all datasets,475

possibly due to its mixture-of-experts architecture476

leading to greater diversity. (3) Qwen3-8b exhibits477

significant variation across datasets, while Llama3-478

7b shows minimal differences, reflecting the stabil-479

ity and diversity of its generated texts.480

Dataset Models Llama3-7b Qwen3-8b Mixtral-8x7b

SQuAD Average_AUC 0.846 0.731 0.713
Percentage +7.47% -7.16% -9.44%

Writing Average_AUC 0.843 0.824 0.767
Percentage +7.08% +4.67% -2.58%

XSum Average_AUC 0.842 0.805 0.715
Percentage +6.95% +2.25% -9.19%

Table 3: Average AUC of different generation models
across datasets. Percentages denote deviations from the
global mean performance.

4 Related Work481

AI Text Detector Current AI-generated text de-482

tectors are primarily categorized into logit-based483

and training-based approaches. Among these, the484

more mature logit-based detectors, which analyze485

the internal probabilities and statistics of language486

models, initially focused on methods based on like-487

lihood, entropy, and rank (Gehrmann et al., 2019).488

Subsequently, these evolved into more advanced489

methods such as logrank, NPR, LRR (Su et al.,490

2023), DNA-GPT (Yang et al., 2023), and Detect-491

GPT (Mitchell et al., 2023). Fast-DetectGPT (Bao492

et al., 2023) improved upon DetectGPT (Mitchell493

et al., 2023) by achieving more efficient sampling494

and notably faster inference. Training-based detec-495

tors, conversely, predominantly rely on large-scale496

data training to learn distinguishing patterns, with497

representative works including RoBERTa-base and498

RoBERTa-large (Liu et al., 2019). RoBERTa-large499

is a version of RoBERTa-base with a larger param-500

eter count. These represent earlier efforts, and due501

to the high computational cost of training, along502

with the continuous retraining needed as Large Lan-503

guage Models evolve, current research predomi-504

nantly focuses on logit-based detectors.505

Decoding Strategies Decoding strategies govern506

LLM token selection, balancing quality and diver-507

sity. Temperature sampling scales logits to flatten508

distributions for creativity or sharpen them for de-509

terminism. To exclude unreliable tokens, Top-k510

and Top-p sampling (Shi et al., 2019) dynamically511

truncate the vocabulary. Additionally, repetition512

penalty (Keskar et al., 2019) discourages reitera- 513

tion to increase lexical variance. In contrast, Beam 514

search (Lemons et al., 2022) and greedy decoding 515

prioritize likelihood maximization, often yielding 516

rigid patterns. Despite their role in humanizing AI 517

text, the specific impact of these strategies on the 518

statistical signatures used by detectors remains in- 519

sufficiently explored. 520

5 Conclusion 521

In this work, we systematically revealed a criti- 522

cal, previously under-explored, vulnerability in AI- 523

generated text detectors: their profound suscepti- 524

bility to diverse token-level decoding strategies. 525

We demonstrated that minor adjustments to these 526

strategies can severely degrade the performance 527

of excellent detectors. Our contributions are three- 528

fold: first, we presented the first systematic token- 529

level study on how decoding strategies compro- 530

mise detector robustness; second, we conducted an 531

in-depth analysis characterizing the distributional 532

shifts induced within detectors by decoding strate- 533

gies; and third, based on this understanding, we pro- 534

posed Trestore. This novel restorative transforma- 535

tion effectively captures the distinctive signatures 536

of various decoding strategies and restores the de- 537

tectors’ internal-state distributions, thereby improv- 538

ing detection robustness. Extensive experiments 539

confirmed that Trestore consistently enhances the 540

performance of excellent detectors across challeng- 541

ing generation conditions, advancing the develop- 542

ment of a more trustworthy AI ecosystem. 543

Limitations 544

Exploring various Large Language Models across 545

multiple datasets and diverse decoding strategies 546

incurs a prohibitively high computational cost, ex- 547

hibiting a near-cubic growth in complexity. Con- 548

sequently, we are unable to exhaustively cover all 549

decoding strategies, particularly the myriad com- 550

binations of temperature and repetition penalties. 551

Furthermore, our proposed method does not con- 552

sistently outperform all existing approaches across 553

the entire spectrum of decoding strategies. Thus, 554

designing a more efficient distribution restoration 555

method remains a promising avenue for future re- 556

search. 557
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A Text features under complex decoding 728

strategies 729

Figure 7 illustrates the variation of various text fea- 730

ture metrics as a function of temperature. Figure 8 731

presents the variation of these metrics under differ- 732

ent repetition penalties. Distinct-2, Trigram Repeat 733

Ratio, and Character Entropy consistently maintain 734

good discriminability from human-generated text 735

across varying temperatures and repetition penal- 736

ties.The following shows how each metric changes 737

when facing complex decoding strategies, with the 738

red dashed line representing the corresponding val- 739

ues for human-generated text. 740
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Figure 7: variation of various text feature metrics as a
function of temperature

B Performance differences among 741

various dataset-model combinations 742

Figure 9 displays a heatmap illustrating the per- 743

formance of different combinations of datasets 744

and generative models across various methods. 745

This heatmap reveals substantial differences among 746

these choices. 747

C Examples of text generated with 748

complex decoding strategies 749

Figure 10 presents an illustrative example from 750

the LLaMA-7B model on the writing dataset. The 751
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Figure 8: variation of these metrics under different repe-
tition penalties
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Figure 9: Heatmaps of various dataset and models

green-highlighted sections represent the common752

prefix among the three outputs. The red-highlighted753

sections denote emotionally rich and vivid descrip-754

tions, while the blue-highlighted sections indicate755

more conventional descriptions. From this exam-756

ple, it can be observed that while both baseline and757

high-temperature generations tend towards scene758

descriptions, human-generated text leans towards759

plot progression. Furthermore, high-temperature760

generations exhibit a richer vocabulary.761
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Figure 10: An illustrative example from the LLaMA-7B model on the writing dataset
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