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Abstract001

Driven by large language models (LLMs), so-002
cial bot can autonomously engage in local in-003
teractions, whose human-like behaviors enable004
them to evade social bot detection. However,005
while these botnets exhibit realistic local social006
interactions, they fail to preserve human-like007
social network. This is because LLM-based008
bots are graph-unaware and cannot coordinate009
over global interactions, which makes those010
botnets vulnerable to graph neural network011
(GNN)-based detection. To address this lim-012
itation, we propose GraphMind, which equips013
LLM-driven social bots to explicitly learn and014
fit human-like social network structures. Build-015
ing on this foundation, we further construct016
GraphMind-Botnet, a LLM-driven botnet de-017
signed to evaluate the performance of existing018
social bot detection algorithms. Experiments019
on datasets derived from GraphMind-Botnet020
show that both text-based and graph-based de-021
tection models show substantially degraded per-022
formance in distinguishing. Our results high-023
light the critical role of social link construc-024
tion in LLM-driven social network generation,025
while exposing fundamental weaknesses in ex-026
isting bot detection mechanisms.027

1 Introduction028

Recent advances in large language models (LLMs) have029
fundamentally transformed social bot research. By gen-030
erating highly fluent, context-aware, and emotionally031
expressive content, LLM-driven social bots can closely032
mimic human communication behaviors, substantially033
narrowing the gap between automated agents and gen-034
uine users (Qiao et al., 2025; Kong et al., 2025).035

Existing LLM-based social botnet simulations pri-036
marily focus on enhancing the human-likeness of in-037
dividual bot behaviors. They improves single-agent038
realism through prompt engineering (Ekin, 2023) or039
parameter-efficient fine-tuning techniques (Devalal and040
Karthikeyan, 2018; Wu et al., 2025), enabling bots to041
produce fluent, emotionally expressive responses and042
human-like decision-making patterns.043

However, while these approaches are effective at the044
level of individual behaviors and local interaction pat-045
terns, they often overlook a fundamental characteristic046
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Figure 1: The comparation between existing LLM-
driven social bot and GraphMind (ours). Our botnet
resembles more human-like social networks, leading
to significantly improved evasion performance against
GNN-based detection.

of real-world social systems: the structure of the un- 047
derlying social graph. In existing LLM-driven botnets, 048
individual agents can already be misclassified as human 049
users by detectors that rely primarily on user metadata 050
or textual features (Qiao et al., 2025). Nevertheless, at 051
the network level, such botnets largely fail to establish 052
meaningful and persistent social edges between nodes, 053
which in practice results in a large number of isolated 054
or weakly connected users, and therefore remain vul- 055
nerable to graph neural network (GNN)-based detection 056
methods that exploit structural inconsistencies in the 057
social graph (He et al., 2024; Wu et al., 2024). 058

This vulnerability arises from two key structural de- 059
ficiencies. (1) Existing LLM-driven botnets exhibit su- 060
perficial behavioral diversity but excessive homogeneity 061
in one-hop interactions. In real OSNs, users modulate 062
their interactions based on the strength and context of so- 063
cial ties, leading to heterogeneous engagement patterns 064
across neighbors (Arnaboldi et al., 2016). In contrast, 065
although LLM-driven social bots support a richer set of 066
interaction actions, they tend to apply these actions in 067
a largely uniform manner across neighbors. Such uni- 068
formity induces abnormal ego-network patterns that are 069
readily captured by heterogeneous GNN-based detec- 070
tion methods. (2) Current LLM-driven botnets largely 071
lack meaningful multi-hop follow relationships. Most 072
LLM-driven bots operate within a small number of local 073
communities, resulting in fragmented graphs with many 074
isolated nodes and weak cross-community connectiv- 075
ity. This sharply contrasts with real social networks, 076
which are known to be almost fully connected: Face- 077
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book reports that 99.91% of users belong to a single078
giant connected component (Ugander et al., 2011).079

These limitations arise from a fundamental mismatch080
between LLMs and social networks. LLMs are designed081
for sequential text modeling and are typically optimized082
without explicit objectives or state representations over083
global network topology (Bei et al., 2025; Tabassum084
et al., 2018). As a result, while individual interactions085
may appear realistic, LLM-driven botnets fail to jointly086
optimize graph-level properties, leading to structurally087
incomplete social networks.088

To bridge this gap, we introduce explicit social graph089
knowledge into LLM-driven social bots by encoding090
graph information into structured, sequence-based rep-091
resentations compatible with LLM reasoning. We pro-092
pose GraphMind, the first framework that integrates093
graph reasoning into LLM-based social behavior mod-094
eling. As shown in Figure 2 (left), GraphMind oper-095
ates through two modules: (1) Fine-Grained Interaction096
Modeling, which serializes one-hop relational context097
(e.g., tie strength) to enable relationship-aware actions,098
and (2) Graph-Augmented Social Inference, which en-099
codes multi-hop structural information into relational100
sequences, allowing bots to construct cross-community101
links guided by small-world principles (Milgram et al.,102
1967) in online social networks.103

These agents collectively form the GraphMind bot-104
net, as illustrated in Figure 2 (right). We generate the105
botnet through a three-stage process: first, we parti-106
tion agents into communities and construct an initial107
intra-community network structure; second, GraphMind108
agents infer potential social edges (specifically, fol-109
low relationships) between previously unconnected user110
pairs; finally, agents generate interaction records con-111
ditioned on varying relationship strengths with their112
neighbors. The resulting network exhibits improved113
structural realism compared to prior LLM-driven bot-114
nets, substantially degrading the performance of existing115
GNN-based detection methods.116

Our main contributions are summarized as follows:117

• GraphMind Framework. We present the first sys-118
tematic study of how LLM-based agents can learn119
human social network structures and proactively120
establish social connections during simulation, en-121
abling the generated networks to closely match key122
structural properties of real-world social graphs.123

• GraphMind Dataset. Based on GraphMind, we124
construct an LLM-based dataset whose bots ex-125
hibit more human-like network structures than ex-126
isting LLM-based social simulation, enabling a127
controlled yet realistic evaluation of the robustness128
of social bot detection methods.129

• Evaluation and Defense Insights. Experiments130
on our dataset demonstrate substantial performance131
degradation of state-of-the-art detectors, motivat-132
ing the development of more robust social bot de-133
tection approaches.134

2 Preliminaries 135

2.1 Problem Formulation 136

We model an online social network as a directed graph 137
G = (V,E), where V denotes a set of social bots and 138
E ⊆ V × V represents directed follow relationships. 139
Each node v ∈ V is associated with a textual profile, 140
encoded into a fixed-dimensional embedding xv ∈ Rd 141
using the embedding layer of an LLM with last-token 142
pooling. We denote the collection of node representa- 143
tions as X = {xv | v ∈ V }. 144

Beyond structural links, follow edges may carry in- 145
teraction annotations such as likes, retweets, and com- 146
ments, denoted as 147

Y = EInteraction, (1) 148

which together with E yields a heterogeneous represen- 149
tation of social relationships. 150

We assume an initial graph G0 = (V,E0, Y0), where 151
E0 is sparse and Y0 is incomplete, resulting in frag- 152
mented structure and limited edge-level semantics. 153

2.2 Social Graph Completion 154

Given the initial graph G0 = (V,E0, Y0), our objective 155
is to infer missing follow edges ∆E ⊆ (V × V ) \ E0 156
and their associated interaction annotations ∆Y , such 157
that the completed graph 158

G′ = (V,E0 ∪∆E, Y0 ∪∆Y ) (2) 159

resembles real-world human social networks in terms 160
of both structural and interaction-level properties. 161

Specifically, we aim to jointly generate ∆E and ∆Y 162
so that key graph statistics of G′, including connectivity, 163
degree heterogeneity, and short average path length, are 164
close to those observed in real online social networks, 165
while maintaining realistic interaction patterns along 166
inferred social ties. 167

3 Methodology 168

As illustrated in Figure 2 (left), GraphMind comprises 169
two complementary modules that operate at different 170
granularities of social behavior. Fine-Grained Interac- 171
tion Modeling generates relationship-aware interaction 172
records conditioned on social tie strength, completing 173
missing edge-level interactions ∆Y . Graph-Augmented 174
Social Inference enables LLM-driven agents to infer 175
missing follow relationships during simulation, com- 176
pleting the social graph structure by generating ∆E 177
and jointly yielding networks that are realistic in both 178
structure and interaction dynamics. 179

GraphMind framework is trained using Lora fine- 180
tuning (Shen et al.) and Group Relative Policy Opti- 181
mization (GRPO) (Shao et al., 2024). In the following, 182
we describe how to construct the dataset and design the 183
reward function to achieve this objective. 184
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Figure 2: Overview of the framework. (Left) GraphMind Framework, where two modules are employed to enable
LLMs to generate diverse, strength-aware interactions and to construct multi-hop follow chains, thereby mitigating
isolated nodes. (Right) Botnet simulation, in which GraphMind social bots autonomously build human-like social
networks, improving structural realism and enhancing robustness against GNN-based detection methods.

3.1 Fine-Grained Interaction Modeling185

Interaction-level heterogeneity along social ties plays186
a critical role in shaping realistic ego-network patterns.187
In existing LLM-based botnets, interaction behaviors188
tend to be applied uniformly across neighbors, yielding189
one-hop interaction distributions that are overly sim-190
plistic and fail to capture the diversity of human social191
interactions. This module is designed to endow agents192
with relationship-aware interaction behaviors, thereby193
generating diverse and socially coherent edge-level in-194
teractions that better reflect human-like interactions.195

To this end, we leverage human interaction data from196
TwiBot-22 (Feng et al., 2022a) as supervision. Each197
training instance consists of a user pair and their ob-198
served interactions, formalized as199

Yfine = {(xu,xv, einteraction, l
e) | (u→ v) ∈ Eh→h},

(3)200
where xu and xv denote the textual profile embeddings201
of the two users, le is the ground-truth relationship202
strength label defined according to the four-level ego-203
network hierarchy in Table 4 (Arnaboldi et al., 2016),204
and einteraction represents the sequence of observed ac-205
tions along the directed edge. Based on these samples,206
we adopt a chain-of-thought reasoning paradigm (Wei207
et al., 2022) to factor interaction generation into two208
stages: the model first infers latent social relationship209
attributes from profile representations, and then gener-210
ates interaction records in the MCP format (Hou et al.,211
2025) conditioned on the inferred relationship context.212
This two-stage design allows the model to disentangle213
relationship inference from action generation and pro-214
duces interaction sequences that are both semantically215

and socially coherent. 216
We optimize the model via GRPO to jointly learn 217

relationship inference and interaction generation. For 218
each training sample, the model predicts a relationship 219
level lepred from the profile embeddings and generates 220
a corresponding action sequence. Two complementary 221
reward terms guide this process. The relationship infer- 222
ence reward 223

R1 = exp
(
− |lepred − le|

)
(4) 224

favors predictions that preserve relative social distance 225
with respect to the ground-truth label le, ensuring that in- 226
ferred relationships remain consistent with the observed 227
ego-network hierarchy. To enforce action–relationship 228
consistency at the instance level, we measure the diver- 229
gence between the model-generated action distribution 230
and the empirical distribution of the current sample, 231

R2 = −KL
(
Pθ(· | lepred)

∥∥Psample(·)
)
, (5) 232

where Pθ(· | lepred) denotes the empirical distribution de- 233
rived from the model’s generated action sequence, and 234
Psample(·) denotes the empirical distribution from the 235
ground-truth sequence einteraction. By maximizing R2, 236
the model is encouraged to generate action sequences 237
whose distribution closely follows that of the observed 238
human interactions, conditioned on the predicted rela- 239
tionship level. The combined reward is 240

RFine = R1 +R2, (6) 241

which drives the model to produce socially plausible 242
and relationship-aware interactions while preserving 243
the diversity and heterogeneity observed in real-world 244
user behaviors. An example of the constructed training 245
sample is provided in Table 7. 246
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3.2 Graph-Augmented Social Inference247

Inspired by WalkLM (Tan et al., 2023), we propose248
Graph-Augmented Social Inference to address a key249
limitation of existing LLM-based botnets: the lack of250
global connectivity and meaningful cross-community251
social ties. The core challenge lies in reconciling the252
non-sequential nature of graph structures with the se-253
quential input paradigm of LLMs. To this end, GSI254
adopts a two-stage training strategy: (1) supervised255
fine-tuning on multi-hop human social chains to inject256
structural priors of real social networks, and (2) policy257
optimization to generate multi-hop path.258

3.2.1 Supervised Fine-Tuning259

The objective is to endow the LLM with prior knowl-260
edge of how human users form long-range social con-261
nections in real-world networks. Instead of learning262
from isolated edges, we construct supervision signals263
based on multi-hop follow paths sampled from human264
social graphs and serialize them into sequential reason-265
ing traces suitable for LLM training.266

Multi-hop Human Relationship Sampling. We ex-267
tract multi-hop follow paths from a human-only sub-268
graph of TwiBot-22 to serve as structural supervision.269
Specifically, a human user vh0

∈ VH is selected as the270
anchor node of a social chain C, which is iteratively271
extended along directed human-to-human follow edges.272
A sampled chain is defined as273

C = [vh0 , vh1 , . . . , vhk
], (7)274

where each adjacent pair satisfies evhi
→vhi+1

∈ Eh→h.275
The expansion process terminates when no further276

outgoing human-follow edges are available or when the277
chain reaches a maximum length. Consistent with em-278
pirical observations of small-world social networks (Mil-279
gram et al., 1967), we restrict the maximum chain length280
to six hops.281

To construct semantically coherent and structurally282
meaningful paths, node selection is guided by both se-283
mantic similarity to the anchor user and node influence.284
At each step, the next node is selected by285

vhi+1
= arg max

v∈C(vhi
)

(
cos(xvh0

,xv) + d̃−(v)
)
,

(8)286287

d̃−(v) =
deg−(v)

maxu∈C(vhi
) deg

−(u)
, (9)288

where C(vhi) denotes candidate human nodes reachable289
from vhi

, d̃−(v) denotes normalized in-degree. This290
strategy favors paths that remain semantically grounded291
while naturally traversing structurally influential users,292
which often act as bridges across communities.293

Graph-to-Sequential Text Encoding. Since LLMs294
do not natively operate on graph-structured inputs, each295
sampled multi-hop chain is transformed into a sequential296
natural-language representation. Given a chain C =297
[vi, . . . , vj ], we decompose it into consecutive follow298

relations. For each hop (vk → vk+1), we generate a 299
brief textual rationale tk explaining why user vk follows 300
vk+1, conditioned on user profile attributes and node- 301
level structural signals (e.g., relative in-degree). The 302
hop-level rationales are concatenated to form a chain- 303
of-thought (CoT) sequence as bellow 304

COTvi→vj = ⟨User⟩i⊕ti⊕· · ·⊕tj−1⊕⟨User⟩j , (10) 305

where ⊕ denotes textual concatenation. This represen- 306
tation enables the LLM to learn how long-range social 307
connections are composed through a sequence of locally 308
plausible follow decisions. 309

Loss Function. Let DSFT denote the constructed 310
dataset of multi-hop reasoning sequences. The super- 311
vised fine-tuning objective minimizes the negative log- 312
likelihood of the reference CoT sequences: 313

LSFT = − 1

|DSFT|
∑

C∈DSFT

log πθ

(
COTC | C

)
, (11) 314

where πθ denotes the LLM policy parameterized by θ. 315

3.2.2 Policy Optimization 316

After supervised fine-tuning, we further refine the model 317
using GRPO. During this stage, the model takes as in- 318
put an anchor node and a candidate set of nodes, and 319
generates multiple candidate multi-hop paths. These 320
generated paths are evaluated using a reward function, 321
which guides the model to produce socially plausible 322
and cross-community connections. 323

Path Length Preference To discourage degenerate 324
single-hop predictions, we reward paths whose length 325
approaches the maximum hop limit 326

Rlen =
|C| − 1

6
. (12) 327

Social Homophily To preserve semantic coherence, 328
we encourage nodes along the path to remain close to 329
the anchor user in the profile embedding space 330

Rhomo =
1

|C|

|C|−1∑
i=0

cos(xv0 ,xvi). (13) 331

Influence-aware Traversal To promote shortcut for- 332
mation across communities, we reward paths that tra- 333
verse structurally influential nodes 334

Rinf =
1

|C| − 2

|C|−2∑
i=1

d̃−(vi). (14) 335

The final reward for GRPO is computed as 336

RGSI = Rlen +Rhomo +Rinf, (15) 337

which guides the model to generate socially coherent 338
multi-hop connections during training. 339
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4 GraphMind-Botnet340

In this section, we introduce GraphMind-Botnet, a simu-341
lated social network constructed by autonomous Graph-342
Mind agents. The resulting network exhibits structural343
properties that closely resemble those of real-world hu-344
man social graphs, including community organization345
and small-world connectivity.346

4.1 Basic Framework347

User Roles. GraphMind agents are assigned user roles348
to simulate realistic online profiles and individual prefer-349
ences. Usernames and profile descriptions are generated350
by an LLM and stored in a centralized database. De-351
mographic attributes, including age, gender, education352
level, and geographic location, are sampled to match353
the empirical distributions observed in the TwiBot-22354
training dataset. This design ensures that the synthetic355
population reflects realistic user diversity at the attribute356
level.357

MCP-based Interaction Execution. All external so-358
cial actions, such as following, liking, and commenting,359
are abstracted as callable operations under the Model360
Context Protocol (MCP) (Hou et al., 2025). By en-361
capsulating environment interactions into standardized362
MCP interfaces, agents are able to interact with the363
simulated social platform in a structured and modular364
manner. This abstraction also facilitates extensibility,365
allowing additional interaction types or platform rules366
to be incorporated without modifying the agent logic.367

4.2 Botnet Construction368

GraphMind agents autonomously construct the simu-369
lated social network through heuristic reasoning and iter-370
ative interaction with the environment. The construction371
process consists of two tightly coupled components: the372
generation of follow relationships to establish network373
topology, and the refinement of interaction behaviors to374
populate the network with realistic social activity.375

4.2.1 Follow Relationship Generation376

The formation of follow relationships proceeds by first377
establishing cohesive intra-community structures and378
subsequently introducing cross-community connections379
to ensure global connectivity. To this end, bots are380
partitioned into N communities based on the profile381
embeddings of LLM-driven agents, such that agents382
within the same community share similar demographic383
characteristics and content preferences. Guided by the384
language-style similarity principle (Kovacs and Klein-385
baum, 2020), bots within each community naturally386
form dense and cohesive subgraphs, capturing the ho-387
mophilic tendencies commonly observed in online so-388
cial networks.389

Beyond intra-community connectivity, real-world390
social platforms such as Facebook and X are known391
to form globally connected graphs that exhibit the six392
degrees of separation phenomenon (Ugander et al.,393
2011; Myers et al., 2014). To reproduce this property,394

Table 1: The composition of the our dataset

Human Bot Edges Edge Types Communities
1,000 1000 41375 5 50

GraphMind introduces multi-hop follow relationships 395
between otherwise disconnected agents. Specifically, 396
pairs of nodes without an existing path between them 397
are randomly sampled, and the corresponding bots 398
are prompted to infer plausible multi-hop follow 399
chains based on the current network topology. These 400
inferred paths are then materialized by invoking the 401
network simulation module through MCP, which 402
instantiates the missing follow edges. Repeating this 403
process incrementally yields a structurally complex and 404
well-connected botnet. The overall procedure is briefly 405
summarized in Algorithm 1. 406

4.2.2 Interaction Behavior Refinement 407

Once the follow network has been established and ex- 408
hibits small-world characteristics, agents engage in fine- 409
grained social interactions with their one-hop neighbors 410
to populate the network with heterogeneous behaviors. 411
At this stage, each LLM-driven bot analyzes the pro- 412
file attributes and inferred preferences of its neighbors, 413
estimates the corresponding social tie strength. Then 414
they generate diversified interaction behaviors that are 415
consistent with this relationship. These interactions, in- 416
cluding likes, comments, and other observable actions, 417
are executed and recorded through the MCP interface. 418

Through this two-stage construction process, 419
GraphMind-Botnet evolves into a socially coherent 420
network in which both the structural topology and 421
the interaction patterns closely mirror those of 422
human-operated social platforms. 423

4.3 GraphMind Dataset 424

Composition. We aggregate the follower network and 425
interaction records generated during simulation and inte- 426
grate them with human nodes sampled from the TwiBot- 427
20 dataset (Feng et al., 2021b) to construct the Graph- 428
Mind Dataset. Table 1 summarizes its composition, 429
including the number of human users, bots, edge types, 430
and communities. A visualization of the following net- 431
work is provided in Appendix. The bot network exhibits 432
both dense intra-community structures and sparse yet 433
meaningful inter-community links. These human-like 434
characteristics enhance the realism of the dataset and 435
increase its potential to confuse detection. 436

Model and Training. We adopt Qwen3 1.7B and 437
Qwen3 8B (Yang et al., 2025) as the base LLMs for 438
GraphMind agents. Both models provide a favorable 439
trade-off between model capacity and computational 440
efficiency, enabling scalable simulation of large social 441
networks while retaining sufficient expressive power 442
to capture complex social behaviors. Training and in- 443
ference are performed on a single NVIDIA RTX 4090 444
GPU, with each network generation requiring approx- 445
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Table 2: Bot detection performance across datasets (lower values indicate stronger evasion).

Dataset Metric Metadata-based Text-based Homo-GNN Heter-GNN

AB RF DT SVM Wei et al. GCN GAT BotRGCN RGT S-HGN

Cresci-15 Acc 96.9 96.0 94.7 95.4 94.78 98.2 97.7 96.3 97.2 96.9
F1 95.5 95.6 94.6 95.3 84.25 96.0 97.0 96.3 96.5 95.9

Cresci-17 Acc 93.2 88.1 86.2 85.1 86.30 / / / / /
F1 83.4 78.9 79.4 76.8 79.40 / / / / /

Twibot-20 Acc 85.9 85.4 81.1 85.7 78.26 76.8 83.2 86.8 87.4 85.9
F1 84.6 83.9 80.2 84.8 76.5 75.3 81.9 86.6 85.7 84.7

MGTAB-22 Acc 92.5 90.1 88.1 87.7 / 85.2 87.4 89.6 92.1 90.4
F1 88.6 87.8 85.7 86.3 / 78.8 84.3 87.2 90.4 87.7

Twibot-22 Acc 67.3 73.6 74.6 78.4 69.7 81.6 76.3 81.6 73.9 76.7
F1 35.8 32.4 50.6 52.6 54.6 56.8 54.6 58.4 45.1 45.7

EvoBot Acc 74.4 69.3 70.1 75.7 58.8 78.1 75.7 88.5 80.3 82.6
F1 70.3 65.7 66.6 70.8 54.6 68.4 61.5 83.2 77.8 80.3

ChatGPT-3.5

OASIS Acc 67.9 73.4 66.8 70.4 68.3 80.5 70.7 82.7 76.3 85.6
F1 51.6 44.5 50.6 61.3 59.2 79.8 62.5 81.3 75.6 80.5

BotSim-24 Acc 77.5 75.7 71.4 74.4 50.8 72.7 80.3 89.9 82.3 87.7
F1 74.8 72.4 68.5 69.8 50.4 50.5 73.1 86.7 76.4 83.1

Qwen3 1.7B

GraphMind Dataset Acc 74.4 69.3 70.1 72.7 50.8 61.9 76.8 72.4 73.5 70.7
F1 70.3 65.7 66.6 70.8 44.6 46.5 67.3 67.6 65.8 60.5

Qwen3 7B

GraphMind Dataset Acc 71.3 69.6 65.7 68.4 46.7 60.1 75.7 70.5 69.6 69.1
F1 68.8 66.6 63.0 64.2 46.4 58.4 61.5 62.6 65.3 68.4

Note: Lower values correspond to better evasion performance and reduced detectability.

imately 18 hours. Both modules of the GraphMind446
framework are trained using datasets of 3k samples.447
The current GraphMind Dataset is generated based on448
training and inference using the Qwen-3 1.7B model.449
Detailed model architectures and training hyperparame-450
ters are provided in Appendix D.451

5 Experiment452

5.1 Experimental Settings453

Datasets. We evaluate the effectiveness of the Graph-454
Mind Dataset by comparing it against existing social bot455
datasets and simulation frameworks. Traditional bench-456
marks, including Cresci-15 (Cresci et al., 2015), Cresci-457
17 (Cresci et al., 2017), TwiBot-20 (Feng et al., 2021b),458
TwiBot-22 (Feng et al., 2022a), and MGTAB-22 (Shi459
et al., 2025), serve as references for performance com-460
parison. To fairly reproduce other LLM-driven social461
bot simulations, we follow the original authors’ open-462
source implementations: OASIS (Yang et al., 2024) is463
simulated with 1,000 agents over 50 interaction rounds,464
whereas BotSim (Qiao et al., 2025) and EvoBot (Kong465
et al., 2025) directly use the datasets released by the orig-466
inal works. Since OASIS only contains bot samples, we467
supplement it with 1,000 human nodes to ensure a com-468
parable human–bot mixture with GraphMind Dataset.469

Detectors. We consider four categories of detec-470
tion algorithms: (1) Meta-based detectors, including471
AdaBoost (Zhu et al., 2009), Random Forest (Yang472
et al., 2020), Decision Tree (DT) (Lepping, 2018), and473
SVM (Boser et al., 1992); (2) Text-based detectors (Wei474
and Nguyen, 2019); (3) Homogeneous GNN detectors,475
such as GCN (Kipf, 2016) and GAT (Veličković et al.,476
2017); and (4) Heterogeneous GNN detectors, including477

S-HGN (Lv et al., 2021), BotRGCN (Feng et al., 2021c), 478
and RGT (Feng et al., 2022b). This setup allows a thor- 479
ough evaluation of both traditional and LLM-driven 480
botnets under diverse detection settings. Detection mod- 481
els are trained using an 80/20 split on the respective 482
training set. Detectors are trained on TwiBot-22 and 483
evaluated on each LLM-driven social bot simulation 484
(OASIS, BotSim, EvoBot, and GraphMind). This cross- 485
dataset setting is deliberately adopted to quantify the 486
detectability gap between simulated bot networks and 487
real human networks. 488

5.2 Experiment Results 489

5.2.1 Bot Detection Evasion Performance 490

Table 2 reports the evasion performance of GraphMind 491
social bot against a wide range of bot detection methods. 492
Since lower detection accuracy or F1 score corresponds 493
to stronger evasion, the results show that GraphMind 494
dataset consistently degrades the effectiveness of ex- 495
isting detectors. Notably, both homogeneous and het- 496
erogeneous GNN-based models suffer substantial per- 497
formance drops (F1 scores of 60-70% compared to 85- 498
95% on traditional datasets), indicating that GraphMind 499
social bots present significant challenges for structure- 500
aware detectors. While detection remains feasible, the 501
explicit modeling of network topology substantially in- 502
creases the difficulty of bot identification. This obser- 503
vation suggests that explicitly enhancing network-level 504
realism in LLM-driven social simulations significantly 505
increases the challenge of bot detection. Notably, even 506
with a lightweight base model (Qwen3-1.7B), Graph- 507
Mind dataset reduces GNN detection accuracy to 61.9% 508
(F1: 46.5%), representing a substantial improvement in 509
evasion capability compared to prior LLM-based botnet 510
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(a) Hop Distances (b) Clustering Coefficient (c) Average Degeneracy

Figure 3: Structural property analysis of different network

Figure 4: Degree distributions

simulations (OASIS: 80.5% acc, BotSim: 72.7% acc).511

5.2.2 Network Structure Analysis512

To further analyze the differences between our botnet,513
human networks, and prior methods, we qualitatively514
evaluate their structural commonalities using standard515
network analysis metrics.516

Path Length. The distribution of shortest-path dis-517
tances between node pairs is a fundamental macroscopic518
property of social networks. Following prior work on519
OSNs (Ugander et al., 2011), we analyze follow-path520
lengths and compare our method with existing social521
bot simulation approaches. We characterize node-to-522
node proximity using the neighborhood function P (h),523
defined as the fraction of node pairs (u, v) such that u524
is reachable from v by a path of length at most h. As525
shown in Figure 3a, human social networks exhibit an526
average pairwise distance of 4.7, with approximately527
92% of user pairs connected within five hops (Ugander528
et al., 2011). Our generated botnet closely matches this529
empirical pattern, achieving an average hop distance of530
4.77, with 90% of node pairs connected within six hops.531

In contrast, existing social bot simulation methods,532
including OASIS (Yang et al., 2024), EvoBot (Kong533
et al., 2025), and BotSim (Qiao et al., 2025), produce534
extremely sparse graphs with poor global connectivity.535
Most nodes in these baselines remain isolated, result-536
ing in overall reachability below 2% and preventing537

meaningful path-length statistics. 538

Clustering Coefficient and Degeneracy. We evaluate 539
the structural realism of generated social graphs using 540
the local clustering coefficient and graph degeneracy, 541
which jointly capture local cohesion and densely con- 542
nected cores. Following prior work (Leskovec et al., 543
2008), directed follow edges are treated as undirected 544
via a standard Facebook-style neighbor projection. Fig- 545
ure 3b plots the average clustering coefficient as a 546
function of node degree, with the empirical mean and 547
5th/95th percentiles of Facebook networks as reference. 548
For degrees below 20, human social networks consis- 549
tently exhibit clustering coefficients above 30%, and 550
only GraphMind reliably falls within this empirical 551
range, while other botnets deviate substantially. 552

We further analyze graph degeneracy, defined as the 553
maximum non-empty k-core. As shown in Figure 3c, 554
GraphMind consistently lies within the percentile range. 555
Botnets from TwiBot20/22 and recent LLM-driven sim- 556
ulations such as OASIS (Yang et al., 2024) and Bot- 557
Sim (Qiao et al., 2025) yield near-zero values on both 558
metrics, indicating fragmented graphs with limited core 559
structure. All metrics are computed primarily for nodes 560
with degree < 20, which is appropriate for small syn- 561
thetic graphs and enables reliable characterization of 562
local structural patterns. 563

Network visualizations. To further validate the ac- 564
curacy of our data analysis, we visualize several rep- 565
resentative botnet and human follow networks. Fig- 566
ures 5a present the human follow network in TwiBot20, 567
which exhibits a mesh-like structure characterized by a 568
densely connected core and progressively sparser periph- 569
eral regions. In contrast, existing social bot simulations 570
predominantly form a star-like topology, with a single 571
dominant core and a large number of isolated nodes, 572
as shown in Figure 5c. By comparison, the network 573
constructed by our method more closely resembles the 574
mesh-like topology observed in human networks (Fig- 575
ure 5b), introducing a substantial number of plausible 576
follow edges and resulting in a large, well-connected 577
component rather than fragmented network structures. 578
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(a) Visualization of human follow net-
work in TwiBot20

(b) Visualization of bot follow network
in GraphMind (ours)

(c) Visualization of bot follow network in
Evobot (part)

Figure 5: Network visualizations comparing human and bot follow networks across different datasets.

Table 3: Ablation Study of GraphMind Modules on
Detection Evasion (%).

Methods S-HGN BotRGCN RGT

Acc F1 Acc F1 Acc F1

All
Qwen3-1.7B 70.7 60.5 72.4 67.6 73.5 65.8
Qwen3-8B 69.1 68.4 70.5 62.6 69.6 65.3

w/o FIM
Qwen3-1.7B 78.9 69.5 79.8 74.2 80.5 73.1
Qwen3-8B 77.2 75.1 78.4 70.5 77.9 72.8

w/o FIM+GSI
Qwen3-1.7B 86.4 80.2 87.5 83.4 88.1 81.0
Qwen3-8B 85.8 84.5 86.2 81.1 85.5 82.3

Note: FIM denotes Fine-Grained Interaction Modeling, GSI
refers to Graph-Augmented Social Inference. Lower Accuracy

and F1 indicate stronger bot evasion.

5.3 Experimental Analysis579

5.3.1 Ablation Experiments580

The fine-grained interaction modeling module enables581
a richer action repertoire in bot–bot interactions. As582
shown by the ablation study in Table 3, removing this583
component leads to a substantial increase in detection584
accuracy for heterogeneous GNN-based methods. This585
is because heterogeneous GNNs are designed to cap-586
ture diversity in node-level operations, and the absence587
of fine-grained interaction modeling causes the botnet588
to degenerate structurally. Specifically, agents exhibit589
action homogeneity, repeatedly executing a limited set590
of operations (e.g., commenting), which makes the net-591
work easier to detect. In contrast, agents trained with592
this module dynamically select context-appropriate ac-593
tions conditioned on tweet intent, resulting in behavior594
sequences that exhibit stronger contextual coherence595
and emotional consistency.596

5.3.2 Comparison against simple graph generators597

To compare multi-hop connections generated by LLM-598
driven agents with randomly constructed ones, we con-599
duct a controlled experiment in which communities are600

connected either by agent inference or by random m- 601
hop chains, where m denotes the path length. In the 602
random setting, disconnected node pairs are repeatedly 603
sampled and linked via m−2 randomly selected interme- 604
diate nodes until 97% of node pairs become reachable. 605
We evaluate the resulting graphs using the in-degree 606
distribution (Figure 4). Compared to random strategies, 607
LLMs tend to prioritize and identify influential core 608
nodes within communities, characterized by high in- 609
degree centrality. As a result, the GraphMind-Botnet ex- 610
hibits a heavy-tailed, power-law-like in-degree distribu- 611
tion with several high-impact nodes (Myers et al., 2014). 612
Figure 4 also includes comparisons with classical graph 613
generators, including the Chung–Lu model (Fasino 614
et al., 2021) and the Kronecker graph model (Leskovec 615
et al., 2010). GraphMind simultaneously preserves 616
realistic long-tail behavior and uniformity consistent 617
with real social networks. Notably, although the Evobo 618
dataset appears long-tailed at the aggregate level, iso- 619
lating bot nodes reveals that most bots have in-degree 620
one and none exceed degree four, indicating a superfi- 621
cial rather than structural long-tail effect. Additional 622
visualizations and statistics are provided in Appendix E. 623

6 Conclusion 624

GraphMind pioneers seamless integration of social 625
graphs with LLM-powered bots via dual-stage training, 626
enabling autonomous human-like topology construc- 627
tion. The GNN-Augmented Social Inference module 628
incorporates small-world effects and homophily princi- 629
ples for multi-hop connection discovery, while the Fine- 630
Grained Interaction Modeling module decouples behav- 631
ioral operations from semantic generation to implement 632
affectively coherent atomic actions via MCP protocol. 633
The resultant botnet exhibits topological properties that 634
closely resemble those of human networks, underscor- 635
ing the need for resilient countermeasures against evolv- 636
ing LLM social bots. 637
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7 Limitations638

Current approaches exhibit several limitations. First,639
existing network generation methods struggle to scale640
to large-scale social networks. Due to the inherent con-641
text length constraints of large language models, when642
the number of agents exceeds approximately 2k, LLM-643
based social bots can no longer access complete global644
network information, leading to distorted or inconsistent645
link generation.646

Second, current methods primarily operate at a macro-647
scopic level by training LLMs to heuristically complete648
missing social links, rather than maintaining social rela-649
tionships through fine-grained, agent-level interactions.650
In future work, we plan to enable LLM-driven social651
bots to actively establish and maintain accurate social652
connections at the micro level through continuous local653
interactions.654

Finally, the evaluation of how closely agent-generated655
networks resemble real human social networks remains656
largely qualitative. More rigorous quantitative analyses657
are required to assess structural fidelity, which is cru-658
cial for studying information diffusion and large-scale659
collective behavior in simulated social systems.660
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A Related work 877

A.1 Social Simulation Based on LLM. 878

Simulation of human behavior based on large language 879
models (LLMs) has recently emerged as a prominent 880
research frontier. The Smallville sandbox world enables 881
natural language interaction with a town composed of 882
twenty-five agents, demonstrating both believable indi- 883
vidual behaviors and emergent social dynamics (Park 884
et al., 2023). SimReddit introduces an LLM-driven 885
simulation platform to study intentional social interac- 886
tions (Park et al., 2022). S³ (Gao et al., 2023) combines 887
Markov chains with LLMs to model opinion dynamics, 888
while SOTOPIA proposes a framework for evaluating 889
social intelligence (Zhou et al., 2023). Moving toward 890
online social network (OSN) simulation, OASIS imple- 891
ments a general and scalable social media simulator to 892
investigate large-scale collective phenomena and behav- 893
iors (Yang et al., 2024). BotSim designs an LLM-driven 894
malicious social bot network simulator (Qiao et al., 895
2025), and EvoBot bypasses co-evolving detection sys- 896
tems through human-like expression strategies (Kong 897
et al., 2025). 898

Despite these advances, existing frameworks primar- 899
ily focus on refining LLMs’ ability to imitate individual- 900
level actions, while largely overlooking the explicit mod- 901
eling of*social links between agents, such as follow or 902
friendship relations. Under large-scale social simulation 903
settings, such relational structures are typically assumed 904
or manually specified, which is neither realistic nor scal- 905
able. 906

A.2 GNN-based Bot Detection 907

Graph-based detection methods have demonstrated 908
strong effectiveness against bot evasion, particularly 909
on benchmark datasets that incorporate relational graph 910
information. Early work introduced Graph Convolu- 911
tional Networks (GCNs) for bot detection by jointly 912
modeling node attributes and network topology (Ali Al- 913
hosseini et al., 2019). Subsequent studies proposed 914
self-supervised GCN-based frameworks to enhance rep- 915
resentation learning (Feng et al., 2021a), as well as rela- 916
tional GCN architectures that support multi-relational 917
aggregation in heterogeneous social graphs (Feng et al., 918
2021c). 919

However, these methods become increasingly inade- 920
quate as LLM-based social simulations evolve sophisti- 921
cated evasion capabilities through authentic behavioral 922
emulation and network construction, necessitating novel 923
detection algorithms for advanced LLM-driven tactics. 924

B Ethics Statement 925

Following the original data usage terms, we collect and 926
process data from the publicly available TwiBot-22 and 927
TwiBot-20 datasets. To mitigate privacy risks, we em- 928
ploy prompt-based large language models to remove 929
personally identifiable information from the original 930
text, such as phone numbers and email addresses. 931
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Similar to other LLM -based social simulation frame-932
works, GraphMind agents and the resulting GraphMind-933
Botnet can facilitate research on information diffusion934
and collective behavior by enabling the construction of935
more realistic social networks. However, the high struc-936
tural fidelity of such agent-generated networks to real937
human social networks also introduces potential misuse938
risks, as they could be exploited by malicious actors939
to construct deceptive social botnets. To address this940
concern, we implement a strict application and review941
process for code and model parameter access, ensuring942
that all usage is limited to legitimate research purposes.943

While GraphMind demonstrates the potential to evade944
existing social bot detection methods, particularly graph945
neural network (GNN)-based approaches, we emphasize946
that our work focuses on foundational modeling rather947
than deployment. The ethical implications of such capa-948
bilities must be carefully considered. As part of future949
work, we plan to investigate next-generation social bot950
detection mechanisms that are better suited to identi-951
fying LLM-based social bots and coordinated botnets.952
One promising direction is to leverage large language953
models to analyze and decompose suspicious network954
structures: although a botnet may internally control its955
relational topology, it often remains structurally isolated956
from the broader social graph. Properties such as the957
construction mechanisms and volume of follow edges958
may provide useful signals for botnet-level detection.959

These efforts are essential for establishing ethical960
guidelines, safeguards, and regulatory frameworks that961
mitigate potential risks. Future research should prior-962
itize the development of transparency and protection963
mechanisms to ensure responsible use while supporting964
the formulation of robust governance standards.965

C Method Details966

GraphMind has the potential to advance human–AI in-967
teraction by enabling more realistic social network sim-968
ulation, with downstream benefits for applications such969
as collective behavior modeling and social bot detection.970
In addition, the development of detection algorithms971
capable of accurately identifying LLM-driven social972
bots will play a critical role in distinguishing human-973
generated from machine-generated content, thereby sup-974
porting the responsible deployment of such technologies.975
Below, we provide additional methodological details976
that are not explicitly described in the main body of the977
paper.978

C.1 Fine-Grained Interaction Modeling979

C.1.1 Social strength980

In our framework, relationship strength does not di-981
rectly prescribe specific interaction types, but instead982
constrains the frequency distribution of different inter-983
action behaviors. This design is inspired by ego net-984
work theory, which characterizes strong and weak ties985
in terms of interaction intensity, frequency, and social986
cost, rather than specific action semantics. Accordingly,987

Table 4: Relationship Circle Definitions

Level Definition

Level 1
(Support clique)

Strongest ties;
frequent contact

Level 2
(Sympathy group)

Close ties; frequent but
not weekly contact

Level 3
(Affinity group)

Casual ties;
occasional contact

Level 4
(Active network)

All active ties;
at least yearly contact

Figure 6: Loss function of FIM

high-strength relationships are associated with more 988
frequent high-engagement actions (e.g., reposting or 989
replying), whereas lower-strength or asymmetric rela- 990
tionships tend to favor low-cost interactions such as 991
liking. We view this mapping as an operationalization 992
of established ego network principles, translating ab- 993
stract tie strength into observable interaction patterns on 994
online social platforms. 995

Table 4 summarizes our definition of relationship 996
strength. Specifically, we first annotate samples in the 997
dataset by jointly considering interaction frequency be- 998
tween node pairs and profile similarity. During simu- 999
lation, LLM-driven social bots assign target nodes to 1000
discrete relationship strength levels based on this defini- 1001
tion, and subsequently generate interaction samples that 1002
follow the corresponding behavior frequency distribu- 1003
tions. 1004

C.1.2 Dataset and Prompt 1005

We sample 3,000 node pairs with existing follow rela- 1006
tionships from the TwiBot-22 dataset. Based on their 1007
historical interaction frequencies, we annotate the social 1008
relationship strength of one node with respect to the 1009
other. We then employ DeepSeek to complete the cor- 1010
responding reasoning process for each annotated pair. 1011
Representative examples are shown in Table 7. 1012

C.1.3 Training setting 1013

Since large language models are not pretrained with 1014
explicit supervision for this task, we follow a widely 1015
adopted industry paradigm and apply supervised fine- 1016
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Figure 7: Loss function of GSI

tuning (SFT) to initialize the model. This cold-start1017
stage provides stable behavior grounding before subse-1018
quent optimization. The training hyperparameters are1019
reported in Table 5. The loss function are shown in1020
Figure 6.

Hyperparameter Value
Optimizer AdamW
Learning rate 5× 10−5

Training epochs 5
LR scheduler Cosine
Warmup steps 100
Random seed 42

Table 5: Key hyperparameters used for FIM.

1021

C.2 Graph-Augmented Social Inference1022

C.2.1 Dataset and Prompt1023

We sample 3,000 seed nodes from the TwiBot-22 dataset1024
and collect multi-hop social chains via random walks.1025
For each pair of adjacent nodes, we leverage DeepSeek1026
to infer the underlying rationale for the existence of fol-1027
low relationships based on node attributes and structural1028
features such as in-degree. The resulting step-by-step1029
reasoning traces are then concatenated into long chains1030
and used for training and optimization, with representa-1031
tive examples shown in Table 8.1032

C.2.2 Training setting1033

The training hyperparameters are reported in Table 6.1034
The loss function are shown in Figure 7.1035

Hyperparameter Value
Optimizer AdamW
Learning rate 5× 10−5

Training epochs 5
LR scheduler Cosine
Warmup steps 100
Random seed 42

Table 6: Key hyperparameters used for GSI.

C.3 GraphMind Dataset 1036

For this dataset, we generate a botnet based on Graph- 1037
Mind agent, following the algorithm described below. 1038

Algorithm 1 Multi-hop Follow Completion

Require: G = {V,E,X, Y }; connectivity threshold τ
Ensure: E

1: while NetworkConnectivity(G) < τ do
2: Sample (u, v) with no path between u and v in

G
3: Cu ← Bot(G, Vsource = u, Vtarget = v)
4: Cv ← Bot(G, Vsource = v, Vtarget = u)
5: for each C ∈ {Cu, Cv}with C = [vh0

, . . . , vhk
]

do
6: for i = 0 to k − 1 do
7: e← (vhi → vhi+1)
8: if e /∈ E then
9: E ← E ∪ {e}

10: end if
11: end for
12: end for
13: end while
14: return E

1039
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Field Content

Instruction You are an expert in social media behavior analysis. Your task is to infer the social
relationship level between two users from an ego-network perspective, and then
generate a list of interaction actions that follow realistic behavioral patterns. Follow
the steps below:
Step 1: Infer the most plausible social relationship level within the ego network.
Step 2: Based on the inferred relationship strength, determine the expected interaction
intensity and cost.

Input <user_profile>: {PROFILE}
<tweets>: {TWEETS}

Think The target user belongs to my ego network with relationship level {RELATION-
SHIP_LEVEL}. Based on this relationship strength and the observed profile and
interaction context, I infer appropriate interaction intensity and engagement patterns.

Output A list of interaction actions in the following structured format:
<action>
<type> like / retweet / comment / follow </type>
<tweet_id> {TWEET_ID} </tweet_id>

Table 7: Prompt template used for FIM.

Field Content

Instruction You are an expert in social media behavior analysis.
Given a source node and a target node, generate a multi-hop following path based on
the input social network structure. First, select a set of potential intermediate nodes
{n} from the given network, and then predict and generate potential social links
according to their profile information.
Follow the steps below:
Step 1: Select candidate intermediate nodes from the input graph based on profile
similarity to the source node.
Step 2: Sequentially infer plausible following relationships between adjacent nodes
to form a multi-hop path.

Requirements:
1. The path must contain ≥ 3 hops (Source → Mediator1 → Mediator2 → Target).
2. All mediator nodes must be selected from the given network information.
3. Path inference must be based on feature similarities (bio, age, education, location,
etc.).
4. The connection rationale must be analyzed for each hop.

Input <graph>
<nodes> {users} </nodes>
<edges> {follow_edges} </edges>
</graph>
<source_node> {user_A} </source_node>
<target_node> {user_B} </target_node>

Think <think>
[Link 1]
<user>1</user> follow <user>2</user>
<reason>...</reason>
[Link ..]
</think>

Output Based on the analysis of user profiles and social relationships, the most plausible
multi-hop following path is:
user_A → mediator_1 → mediator_2 → user_B.

Table 8: Prompt template used for GSI.
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Figure 8: Botnet visualization of Twibot-20.
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Figure 9: Human network visualization of Twibot-20.
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Figure 10: Botnet visualization of Twibot-22.
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Figure 11: Visualization of EvoBot (human + bot).
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Figure 12: Botnet Visualization of EvoBot.

19


	Introduction
	Preliminaries
	Problem Formulation
	Social Graph Completion

	Methodology
	Fine-Grained Interaction Modeling
	Graph-Augmented Social Inference
	Supervised Fine-Tuning
	Policy Optimization


	GraphMind-Botnet
	Basic Framework
	Botnet Construction
	Follow Relationship Generation
	Interaction Behavior Refinement

	GraphMind Dataset

	Experiment
	Experimental Settings
	Experiment Results
	Bot Detection Evasion Performance
	Network Structure Analysis

	Experimental Analysis
	Ablation Experiments
	Comparison against simple graph generators


	Conclusion
	Limitations
	Related work
	Social Simulation Based on LLM.
	GNN-based Bot Detection

	Ethics Statement
	Method Details
	Fine-Grained Interaction Modeling
	Social strength
	Dataset and Prompt
	Training setting

	Graph-Augmented Social Inference
	Dataset and Prompt
	Training setting

	GraphMind Dataset


