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Abstract

The Benjamini-Hochberg (BH) procedure is widely used to control the false de-
tection rate (FDR) in multiple testing. Applications of this control abound in
drug discovery, forensics, anomaly detection, and, in particular, machine learning,
ranging from nonparametric outlier detection to out-of-distribution detection and
one-class classification methods. Considering this control could be relied upon in
critical safety/security contexts, we investigate its adversarial robustness. More
precisely, we study under what conditions BH does and does not exhibit adversarial
robustness, we present a class of simple and easily implementable adversarial
test-perturbation algorithms, and we perform computational experiments. With our
algorithms, we demonstrate that there are conditions under which BH’s control can
be significantly broken with relatively few (even just one) test score perturbation(s),
and provide non-asymptotic guarantees on the expected adversarial-adjustment
to FDR. Our technical analysis involves a combinatorial reframing of the BH
procedure as a “balls into bins” process, and drawing a connection to general-
ized ballot problems to facilitate an information-theoretic approach for deriving
non-asymptotic lower bounds.

1 Introduction

Multiple testing has broad applications in drug discovery, forensics, candidate screening, anomaly
detection, and in particular, machine learning. Indeed, recent works [5} [18| 28} 32], in nonparametric
outlier detection, out-of-distribution detection (OOD), and one-class classification have all adopted
multiple testing methodology in developing principled decision rules with statistical guarantees.
In fact, the Benjamini-Hochberg (BH) multiple testing procedure, widely used to control the false
detection rate (FDR), is either used or modified in all these recent methods. Considering this FDR
control could be relied upon in some critical (safety/security) contexts, for which false positives incur
costs, we investigate its adversarial robustness.

Adpversarial corruption presents a challenge to statistical methodology, and is a modern-day concern
due to not only the ease with which high volumes of data can now be accessed/processed but
also the increasingly widespread use of statistical procedures. This threat poses vulnerabilities to
machine learning tasks like OOD, which would aim to fortify security systems like fraud detection [3].
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Manipulation of data and experimental results are common means by which incorrect conclusions
can be reached. Worse, strategic perturbation can dramatically decrease the fidelity of the models
and methods used. A burgeoning field of adversarial corruption has gained traction in recent years to
meet this concern, most notably in the area of (deep) machine learning; see, for example, [27, 16| 20].
In this work we address adversarial corruption in hypothesis testing, specifically in the large-scale
context in which the primary focus is on the aggregate metric: FDR.

BH [6] is one of the most widely used multiple testing procedures, which upon input of a collection
of p-values, outputs a rejection region ensuring that the FDR is no greater than a user-defined
threshold ¢ € (0, 1). This control of FDR holds under independently generated p-values — as well
as some restricted forms of dependency like positive regression dependent on a subset (PRDS) [[7]
— but it generally holds without strong assumptions on the alternative distributions. This degree of
distributional robustness, however, could be said to come at the cost of adversarial robustness, as we
show in this work.

1.1 Literature Review

Although OOD methods [23} 12} 21}, 122]] are often complex and not always supported by statistical
guarantees, conformal inference has made possible the use of one-class classifiers to generate
conformal p-values for which OOD can now be conducted via multiple testing. This has led to
the adoption of the BH procedure in OOD. Indeed, [S] leverages the FDR control afforded by BH
over conformal p-values (shown to be PRDS) to test for outliers. More precisely, given a test set of
observations for which we wish to identify as inliers or outliers (out of distribution), a conformal
p-value is generated for each observation, which is then processed by BH to decide which are likely
outliers. We refer the reader to 18} 28] for other recent works along this vein.

In recent years, concerns have risen over the possibility of adversarial manipulation of statistical
methodologies. This manipulation commonly occurs at the level of data collection and training, often
invalidating the assumptions made regarding how data is drawn, but it can also occur at test time.
There is a growing literature on adversarial robustness, which is concerned with securing statistical
methods like (deep) machine learning [27, 16} 20], linear regression [8]], M-estimation [9], and online
learning [26} 17, |1]. In particular, [13] considers contamination models that incorporate (adaptive)
adversarial perturbation of up to an e— fraction of drawn data. Indeed, we adopt this modeling in our
own study - see (c-Perturb). As well, a similar concept to the notion of adversarial robustness that
we adopt in this paper is one the literature refers to as perturbation resilience. Generally speaking,
a problem instance is called a— perturbation resilient when despite a degree (parameterized by «)
of perturbation to the instance, the optimal solution does not change. First introduced in [10] for
combinatorial optimization (in particular, MAX-CUT), the concept has since also inspired research
into devising resilient unsupervised learning, particularly in clustering [4} 3} 2].

With respect to the hypothesis testing literature, there are recent adversarial robust studies focused
on simple [[19] and sequential hypothesis testing [11]] from a game theoretic perspective, in which
protection of statistical power, risk, or sample size from corruption is of chief concern. Comple-
menting the adversarial robust perspective are several distributionally robust studies, in which the
data-generating distribution is known only to lie in a parametric family. Recent works include
[L1} 24} [15]] which focus on test risk in single and sequential hypothesis testing settings employing
uncertainty sets of distributions of fixed distance (e.g. Wasserstein, phi-divergence) for the null and
alternative hypotheses. In contrast to these works, this paper is focused on FDR, not individual test
risk. Furthermore, distributional robustness is not equivalent to the perturbation-robustness that this
paper and other adversarial robust studies seek in general. Indeed, [30] shows that the BH procedure’s
FDR control exhibits a distributional robustness to possible dependence between null and non-null
hypotheses. On the other hand, our work would illustrate that, distributional robustness aside, BH
can lack adversarial robustness.

1.2 Preliminaries

Let NV := {1,...,N}, where N € Z, , be a finite set for which each member i € N denotes a binary
hypothesis test deciding between a null and alternative hypothesis. Further, there exists a partitioning,
N = Hy uHq, such that the correct decision for test 4 € A is either null if ¢ € Hg, or alternative if
1 € Hi. Here, Hg and H; are the (unknown) sets of null and alternative test indices, respectively;



consequently, for any test ¢, the correct decision (i.e. set membership) is unknown to the decision
maker. In fact, while the number of tests /V is known (and large, on the order of thousands), neither
Ny :=|Ho| nor 7g := % is known to the decision maker, although 7y > 0.90 “is reasonable in most
large-scale testing situations" - ([14], p. 285).

For each test i € N, p-value p; € [0,1] is randomly generated (independent of all other p;, j # i),
which we model as a draw from either U (0, 1) when i € Hg (p; then referred to as a null p-value) or
some alternative distribution [P 21 on [0, 1] when i € H; (p; then referred to as an alternative p-value).
A multiple-testing algorithm A takes as input a randomly generated collection of p-values p = {p; }ienr
and outputs for each test 7 a determination A(7) € {0,1} with A(¢) = 1 iff the determination is to
reject the null hypothesis (i.e., claim ¢ € ), or sometimes referred to as “make a discovery" for
the i-th test. With a,, := 3.3, A(7) denoting the number of false discoveries, and R, := | A~ (1)|

denoting the number of rejections/discoveries made, we refer to FDP[A;p] := Ra’\’/l as the false
P

detection proportion summarizing .A’s decisions on p-values p, where x vy is shorthand for max(x, )
for any z,y € R. We refer to its expectation with respect to the random generation of p as the false
detection rate, FDR(A) := E,FDP[A;p].

In this work, we focus on the Benjamini Hochberg procedure, a widely-used multiple-testing algo-
rithm.

1.3 The Benjamini Hochberg (BH) Procedure

Given a collection of p-values p = {p; } ;enr and desired control level ¢ € (0, 1) to bound FDR, the BH
procedure B H, operates as follows:

1. The p-values are sorted in increasing order, p(1) < p2) < ... < p(N)-
2. The index iy ax := max{z' €[0,N]z : py < z%} is identified, with p(g) := 0.

3. Reject the tests corresponding to the smallest émax p-values: p(1y, P(2)s - - s P(imax)-

BH, provides provable FDR control at the level of ¢ without any assumptions on the alternative
distributions {IP} } e, .

Lemma 1.1 (Theorem 4.1 from [14]). If every null p-value is super-uniform, equiv., p; ~ P9 >

U(0,1) for all i € Hy, and the collection is jointly independent, then regardless of the collection of
alternative distributions {P} }icn,,

FDR(BH,)=moq<q, Vqe(0,1). )

Remark 1.2. In fact, the assumption of joint independence of the null p-values can be relaxed to a
form of dependency known as PRDS - see [7] for this generalization of Lemma|[I.T]

1.4 The Adversary and the c-Perturbation Problem

We model an (omniscient) adversary with knowledge of Hy, 1, and that knows the decision maker’s
choice of control level . The adversary receives the p-values p = (p;)¥, after they are generated but
before they are received by the decision maker, or before test time. Given the ability to perturb ¢ > 1
p-values, the adversary solves

max FDP[BHg;p'], (c-Perturb)

p'":|p—pflo<c

where p’ denotes the p-values derived from an adjusted collection of p-values p’ = (p})¥,. In words,
the adversary finds the perturbation of at most c—-many p-values before the execution of BH|, so as
to maximize the adversarially-adjusted false detection proportion F'DP[BH,, p']. Perturbation of
p-values is implicitly the result of data perturbation, and we refer to both Remark .6 and Section[5.2]
for examples and experiments involving direct perturbation of data.

While we assume omniscience for the adversary throughout, we will briefly address modifications in
analysis for an oblivious adversary that has no knowledge of H, nor ;. Indeed, our algorithms to
be presented can be modified naturally for implementation by an oblivious adversary (see comments
in Section [3); further, there is nearly equivalent performance when 7 is large, as is typical. Hence, it
is for the sake of brevity that we omit explicit analysis of the oblivious adversary.



1.5 Main Results

Intuitively, the effect of a small number of p-value perturbations becomes insignificant in settings
where a large number of tests are rejected (see Theorem . This happens, for instance, when either
the number of tests IV, or the control level g, or the distance (e.g. KL-divergence) between the null
and alternative distributions, is large. For this reason, we focus on results that are non-asymptotic in
the number of tests V.

In Section[3] we present the algorithm INCREASE-c that uses strategic increases to ¢ null p-values to
induce expansion of the BH rejection region. We also present an efficient, optimal algorithm MOVE-1
(Appendix Section[7.2) for the adversary’s maximization of FDR with at most one (i.e. ¢ = 1) p-value
perturbation.

In Section[d] we discuss the adversarial robustness of BH through study of the adversarial adjustments
to FDR by the INCREASE-c algorithms, revealing where its control is and isn’t adversarially robust.

In Section [5] we provide accompanying numerical experiments on i.i.d. as well as PRDS p-values.

2 BH as Balls into Bins

In this section we will establish important notation for the discussions to follow. We reduce the real
line to a collection of NV + 1 “bins". Ny and N; balls will each be assigned to one of these bins
independently of each other, from discrete distributions that are specified in the next subsection. The
main motivation for this reduction is to facilitate discussion of effective perturbations in Section 3}
and for the technical analysis in Section 4]

2.1 The Balls into Bins System

We partition the segment [0, 1] into N equiprobable segments that will be referred to as bins. We
define the i-th bin B; := {p eR:(i-1)& <p< z%}, fori=1,..., N. What remains forms bin N +1,
ie., By.1:={peR:1>p>1-q}. Forshorthand, we write By; :=Uj_; B ={pe R: 0< p<if},
Finally, we write BY := |B; n {p;};en,| and BN = |B;n {p; }jen| for bin i’s, respectively, null-load
and total load. The alternative- load B} is defined analogously, as are BY,; B}, and Bl,,.

Rejection Count: Borrowing terminology from the classic balls into bins problem of probability
theory [29], this framework facilitates a re-interpretation of the random drawing of p-values as balls
being randomly placed into an ordered collection of bins, enumerated 1 up to /N + 1. Framed in this
way, we see that BH, operates by identifying the rejection count

k= max{i€[0,N]z: B, =i}, @)
which corresponds to the largest collection of consecutive bins 1,. .., that collectively contain

precisely ¢ balls, so that BH|, rejects all tests with p-values lying in the first £ bins. The case k=0
corresponds to rejecting no tests. In fact, k is a stopping time under a filtration F that we define next.

Filtration F = {F;}Y: Let Q :=[0,1]" be a sample space with the classical Borel o- algebra
B and (with slight abuse of notation) probability measure P := (®;¢3,,U(0,1)) ® (®16H11P ) We
define a filtration beginning with Fy := O'(B Nl B?V +1)» and continuing inductively (N towards 0),
let F; be the o-algebra generated by {BN yi0it and {BY} L . In words, this filtration corresponds
to what is cumulatively learned about the b1n loads (null and total) upon examination of the bins in
sequence starting with bin N + 1 and concluding with bin 1, assuming each observed p value comes
with correct identification of whether or not i € H,.

0 0 0 0
We note the fact that for ¢ > i, it follows that E [Bll |_7:g:| =F [BTl #] = Béf a.s., so that
0
31 Ny Biy AL Bi L form a martingale sequence adapted to the filtration. This fact will prove

useful when comblned with the optional stopping theorem to facilitate several results in this work.

Under this lens, the adversary’s (algorithmic) task reduces to reshuffling p-values among the bins, and
in Section [3] we demonstrate there are indeed simple, tractable ways of performing this to manipulate



BH, with potentially great effect on FDR control. The key insight is that there exist alternative
stopping times that present alternative rejection counts (/regions) that can break FDR control.

3 Adversarial Algorithm: INCREASE-c

Throughout this section, we don the role of the adversary and study the [c-Perturb| problem, in which
we are given ¢ € (0,1), a realized collection p = {p; };enr (along with the labels of null or alternative
for each p;), and a budget ¢ > 1, and our task is to produce a perturbed collection p’. Toward this, we
focus on a procedure called INCREASE-c that despite its sub-optimality (see Appendix Section|7.2)
is intuitive and simple to execute; further, as theoretical and empirical analysis in sections ] and 3]
respectively show, it has strong performance in expectation.

We begin by defining a random variable that is a stopping time adapted to F; given an integer ¢ > 1,
let

7. ] BN —;_ 0
Fow i {I}laX{ZG[C,N]Z By, =i-c} BR, >c 5

0
k By, <c,

and we choose to write k. in place of it

Increasing the Rejection Count The interest in k.. is that if we moved any selection of ¢ null
p-values from bin N + 1 into bin /~€+C (in fact any bin 7 < l~<+c), then BH, would output a new,
increased rejection count ko. We formally study this in Section In the meantime, we comment on
the increase k.. — k, which is a difference between two stopping times

It is easy to see that k... — k > ¢ whenever BY;,, > c; hence, the increase in the rejection count is at
least ¢, but possibly more. We provide a stronger lower bound on this increase by utilizing the ratio

between the number Bg+ 9N of nulls not rejected by BH, and the number [NV — (l~<: + 1) of bins left
outside of the B H |, rejection region in the case of no corruption. Computational experiments indicate
comparable performance of this bound with those of simulations presented in Section [5['s Table/[T]

Theorem 3.1. Ifc> 1, then
c-1

B? 0
_ E+2:N
IE[N—(]:H—I) || BN+1 ZC:I

for any collection of alternative hypothesis distributions {IPI1 Yiets-

E[kie—k|BR, 2] >

+1 “)

INCREASE-c runs as follows:

1. IF B?\, +1 > ¢, then move the largest c (ties broken arbitrarily) in the (N+1)-th bin to bin Ese.
2. ELSE leave the p-values unperturbed.

It in fact suffices for the c—many p-values to be placed in any bin ¢ < k.. We remark that since an
oblivious adversary cannot discern null-drawn from alternative-drawn in the collection p, INCREASE-
¢ as written is unimplementable in such a case. Hence, for the oblivious adversary, we modify
INCREASE-c’s criterion to BA,; > ¢ and have the oblivious adversary now take the c—many
p-values uniformly at random from among the p-values in the (N + 1)-th bin. Intuitively, this
modification for the oblivious adversary should yield nearly c null p-values being moved (on average)
just as in the non-oblivious case, assuming the proportion of nulls among the Bf\v/ +1 - many p-values
is high, as a typically large 7¢ would entail.

We conclude this section with a characterization of the average increase in FDR, denoted A, that
INCREASE-c induces.

Theorem 3.2. Given c > 1, let p... denote the perturbed form of p that INCREASE-c produces. Then
the adversarially-adjusted FDR induced by INCREASE-c is

EFDP[BHy;p..| =EFDP[BH,;p] + A,
for any collection of alternative distributions {IP}};c3,,, where
c

A, ::IE[]; ,B?\mzc]. ®)

+c



In Section[]to follow, we provide analytical lower bounds for A, as part of a discussion on BH’s
adversarial robustness. Section [5] presents computational experiments (e.g. Table[I). We remark
that INCREASE-c is not optimal for all instances of indeed, for ¢ = 1, we present a
provably optimal algorithm MOVE-1 in Appendix Section which in contrast to INCREASE-
1 sometimes induces a reduced rejection count. However, INCREASE-c remains a formidable
adversarial procedure, as the results of Section [5] demonstrate on not only i.i.d. p-values but also
PRDS conformal p-values.

4 Theoretical Analysis: Performance Guarantees and Insights into
Adversarial Robustness

BH’s FDR control — Lemma El[]— is (distributionally) robust in the sense that it holds no matter
the alternative distributions {IPZ» }ie3,- However, as Theorem indicates, the degree to which
this control can withstand data perturbations at test time, i.e., its adversarial robustness, very much
depends on {IP}} ey, -

Recalling Lemma | we may assume without loss of generality that no alternative distribution P}
stochastically dominates U (0 1) (equiv., P} > U(0,1)). That being said, the “degree" to which the
alternatlve distributions {IP} },c3,, are (stoch) dominated by the null distribution U (0, 1) (equiv.,

<U(0,1)) is critical. We briefly preview two regimes of special interest for which each of the
next two subsections cover.

High sub-uniformity: When the alternatives are sub-uniform P} < U(0, 1) for all i € H1, and highly

s0, such that for all < € H; it holds that IP} (pi < €) ~ 1 for some small e > 0, then it follows that & is
large and B, ;, should contain most alternative p-values. Consequently, in order for INCREAES-c to
induce any sizeable increase to the FDR, the adversary will need to expand the BH rejection region
significantly so as to introduce a commensurate number of nulls. Table|l|indicates ¢ may need to be
quite large to make a dent in FDR control. This message is made more precise in Theorem [4.1]

Low sub-uniformity: As we will see, when the alternative p-values are barely dominated by U (0, 1),

A, can be rather large. In fact, in the special case that there is no dominance such that P} = U(0, 1)
for all 7 € H,, a strikingly vulnerable state occurs with high probability. Indeed, in this case where
nulls and alternatives are virtually indistinguishable, BH, (in fact any A) admits an FDR of mg

whenever any rejections are made (i.e., [ [FDP[BHq,p]Hl;: > 1] = m) so that BH, accordingly

compensates by making no rejections with high probability (IP (k O) = 1 - q), which follows by

the distributional robust control (T)) from Lemma. But those times when k = 0 is precisely when
INCREASE-c’s simultaneous expansion of the rejection region and injection of nulls into this region
is most damaging. That this event and other similarly vulnerable events occurs with high probability is
the fault of the distributional robustness. This message is made rigorous in the forthcoming Theorem
4.5]

4.1 Case of High Sub-Uniformity in Alternatives {IP} };c3,,

If P} <U(0,1) forall i € Hy, with P} (p; < €) ~ 1 for some small € > 0, then it is clear that the num-
ber of alternatives rejected by BH, should be nearly the maximum number /V; of correct rejections
possible (i.e., Bi: P N7) with high probability, limiting any potential impact of INCREASE-c.

The following bounds are formulated to elaborate on such dynamics in this case of large separation
between alternatives and nulls, for which the event [ Bi.. = N; ] has probability close to 1.
Theorem 4.1. Ifc > 1, then

c

c+ Ny +B°

A <P (Bj, = Nl)IE[
1N1+C

HB?\/'+1 ZC:|+1_IP(Bll:c:‘Nv1)

and
(N1+c)-IP(B}C:N1)
1-E[Z Ly BO <No-c|

E (ki BYsy > c] > (6)




In words, for fixed ¢, as the alternative distributions concentrate more and more on 0, it follows
that IP (Bic = Nl) 1 1, so that the effect A, of INCREASE-c on BH’s FDR is dampened. And

this occurs despite the fact that the increase k.o —kin rejection count produced by INCREASE-c
consists of mostly the introduction of nulls, and tends to a magnification of (V] + ¢) by at least

a factor of the inverse of 1 - [E [ Ly || BO < N - c] , which is straightforward to compute since

BY v ~ Binom(Ny, q). We refer the reader to Section s Table|1{for simulations illustrating the
above.

4.2 Case of Low Sub-Uniformity in Alternatives {P} } .3,

In the study of this regime, we aim to demonstrate that the adversarial increase A, can be rather large.
We provide a lower bound L. on A, that will be a function of parameters ¢, N, Ny, as well as the
alternative distributions {IP} };cz, -

4.2.1 Lower Bounding A,

In view of |5} the event [k,. = c] is clearly of significance in the computation of A.. In words,
this event describes the case that the BH, rejection region captures nothing, and yet when the
adversary successfully executes INCREASE-c the rejection will now capture only nulls - generating
a false detection proportion of 1. Hence, we lower bound the adjustment A. of Theorem [3.2] by
lower-bounding the probability of this event.

Our strategy: (1) first, characterize this probability under the special case that P} = U(0, 1) for all
i € Hq; (2) second, to handle when IP1 <U(0,1) for some i € H1, we translate the KL divergence of
the resulting discrete, bin-assignment distributions into a bound via Pinsker’s Inequality.

The key to the first step will be to recognize that when P} = U(0, 1) for all i € H;, the vector of
total loads (B4, ..., B ) is exchangeable (i.e., its law is invariant under permutations), given By .
Indeed, exchangeability, combined with the generalized Ballot Theorem of [31] yields the following
result:

Corollary 4.2. Let n > 1, p € [0,1], and = a non-negative integer such that 0 < x < n. If
B=(Bi,...,B,) ~ Multinomial(x, (p,--- ,p)), then P (m?;l [Z;:l B; < 7‘]) =1-2

n’

Armed with Corollary we can begin to estimate the probability laws of k and k..
Corollary 4.3. If P! =U(0,1) forall i € H1,
- -
thenIP(k:E) = (W) ~]P(B{\f[ :E)forE:O,...,N, where 0° = 1,
¢
and® (B =0) - () (4) 0 -4

0
IfBN+1 > ¢, then P (k+c =cC || B(IJ\/+1) = (1 - %)Nl : (1 - %)NU?B?V” (1 - NOJ_\IB;I:\/+1 - ]\le—lgq)

Next, we carry out the second step of our plan. Towards this, we make the following assumption.
Assumption 4.4. Suppose the alternative p-values are independent and identically distributed,

with common distribution P!, i.e., {p;}icx, '~ Pl We write § = (1-q) - P! (p; € Bys1),
and 0; := P' (p; € B;) - %, and we assume that P (p; € B;) > 0 for all j € [N], as well as
P! (p; € By.y) > 0 for arbitrary £ < N.

This assumption not only reduces the notational burden (otherwise documenting N7 many alternative
distributions) but it also allows the leveraging of KL divergences between the different bin assignment
distributions implied by the alternative P* versus the null U (0, 1).

Theorem 4.5. Suppose Assumptiond.4] Then
1 Ny c Ny
ACZLc(anvN(hlP ):: (1_N_5lc) [(l_ﬁ) (l_ﬂc_‘/;)Mc"’Zc]

No+E[BL,1.xIBl..=0
where 7o(q, N, No, P1) := =~ [ C]Q“;H 1:=0]

Ve(q, N, No,PY) 1= \/ "2 B [ BL,, || BL, = 0] Dy (P, ),

N-c)qg+Né.,
) IE:[B1+1N||Blc 0] N(N)lz;imlcuv’




B
" B?\7+1<C_1

0 5 K = (B ) (1 )11 ] I

Dt (P',0) = 3, wzlog (" 2etarny)

Remark 4.6. For a more concrete application/example, consider when the p-values {p; };cnr are
derived from z-scores {z; }ienr Via p; = P(Z > z;), where Z ~ N (0, 1), with null z-scores {z; }ez,
i.i.d. N(0,1) and alternative z-scores {z; ~ N(ui,1)}ien, (with all z¢ > 0). Indeed, under this
framework, we may view the 1% as the distance between P} and U (0, 1).

Towards satisfying Assumption 4.4} we can assume throughout that there exists a nonnegative pa-
rameter 4y such that the alternative parameters (ué,0%) = (u1,1) for all i € H;. Indeed, if every
member of the collection {ji };e%, is in reality only close to zero, then the forthcoming estimates
(lower bounds) would provide close, conservative estimates when setting 1 = max{u} :4 € Hy }.

When pq > 0, it follows that §(u1) = (1 - q) — @(qfl(lg;f)%) > 0. As well, 6;(p1) =

-1 j-1 -1 .
oy (=YD, _p 2 Ooix)om
(o) o1

M.(q,N,Np) := ‘“1 E[(l——)

- % Intuitively, BH is adversarially robust (A, small)

when the alternative distributions are “far” (1 >> 0) from the theoretical null, and the opposite holds
when they are “close” (11 = 0) - see Figures [2]and 3]

S Simulations and Data Experiments

In this section, we provide computations (performed in R and Python on a Macbook Air-M2 chip,
8GB memory, with no experiment time exceeding 5 minutes) to demonstrate the performance of
the adversarial algorithm INCREASE-c. We demonstrate its performance through simulation on
synthetic data to make comparisons to the theoretical estimates provided in Section @] We then
demonstrate its performance on a real-data experiment in outlier detection.

5.1 INCREASE-c Simulations on Synthetic Data
5.1.1 INCREASE-c Simulations on i.i.d. p-values

Following the framework from Remark we simulated 10* replications of the following experiment:

(1) N = 1000 p-values are generated, with {pl},vE No ~ K (0,1), and each p; among {p; };en;, gen-

erated via p; = 1 - B(2542), with {z;}ien, “ N(ju1.1): ) FDP[BH,:p] and FDP[BH,p..]
are calculated. In Figure|l|each of the 10*- many (FDP[BH,;p], FDP[BHy; p..]) pairs are plot-
ted. As can be seen, the vast majority of the pairs satisfy FDP[BH,;p,.] > FDP[BH;p], and,

further, all pairs lie above the horizontal line situated at the level of the BH control level 7 - ¢ = .09,
ie, FDP[BHy;pic] > o - q.

In Table |1} we present the effectiveness of INCREASE-c over ranges of corruption budget ¢ and
w1 from small to large. As can be seen, when y; = 0, any amount of corruption budget c yields
large post-corruption FDR E, FDP[BH; z..]. When p; > 0 grows, however, the budget ¢ must
correspondingly grow in order for there to be nontrivial post-corruption FDR. Finally, we note that
for any fixed c, the increase in rejection count k.. — k is on the average larger when 1, is larger. For

experiments on non- i.i.d., PRDS p-values, we refer the interested reader to Section [5.2)or Appendix
Section[7.4

5.1.2 INCREASE-1 Simulations versus Theoretical Bounds Under Small ;;

In Figures [2] and [3] we illustrate how well the insights discussed in Section 4.2] capture the sensi-
tivity of BH to adversarial perturbations when p; is near 0. Specifically, for each ¢ in the grid
{.01,.02,...,.99}, we computed the difference FDP[BH;p,| - FDP[BH,;p] across 10° repli-
cations of the setup as in Section with the average of this difference being an estimate of A;.
The plot of these A; estimates with respect to ¢ is then compared with the plot of our lower bound
L as a function of q.

Figures E] and E] illustrate that the stricter the control, i.e., the smaller ¢ is, the more effective
INCREASE-c becomes. In fact, the bound indicates high vulnerability for the typical use case



Simulation of INCREASE-10
Np=900, N1=100, q = 0.10, p;=1, 0;=1, # Simulations = 1le4

10- @
]
0.9~ '
0.8~ y
%o% § Frequency ¢ | /‘Ll 0 1 2
l g I 99 (L)  75(139) .14(19)
= 2 99(22) 710275  18(37)
Bov 5 99(5.6)  81(667)  .26(9.0)
5 = 10 99(11.22)  .84(13.76)  .36(17.0)
o 100 99 (111.30) .91 (121.48) .72(136.2)
| | | | 200 99(222.41) .93(237.78) .81(256.0)
500 99 (555.59) .95 (580.75) .89 (601.5)

Figure 1: 10* simulations of FDP by BH,, before Table 1: Sample Average (10*-batch) estimates
and after INCREASE-10 is executed on the p- of E.FDP[BHy;z.] and E []Z;Jrc _ ]}] (in paren-

- 103 — _ .
values. N =107, No = 900, and ¢ = 0.10. theses) when all { ! };c3, commonly equal some
p1 € {0,1,2} and N = 103, ¢ = 0.10, mo = 0.90,

and all 0* = 1.

A, versus L, whenp;=0, 1, =.90 A versus L. when p;=0.25,1m =.95,¢c=1

FDR Adjustment

0.50 s 0.00 0.25 0.50
Control Level q Control Level

Figure 2: Comparing the FDR increase A; of Figure 3: Comparing the FDR increase A; of

INCREASE-1 with the lower bound L; of Theo- INCREASE-1 with the lower bound L of The-

rem[4.5as functions of ¢ when i3 =0, N = 1000 orem @3] as functions of ¢ when p; = .25,
N =1000

of ¢ € (0,0.10). On the other hand, as ¢ increases, INCREASE-c’s effect weakens; however, for
increased ¢, the decision maker is accepting a higher FDR already.

5.2 Real-Data Experiment: Credit Card Fraud Detection

The Credit Card’|dataset D := {(X;,Y;)}7; € R x {0,1} contains n = 284,807 credit card
transactions in September 2013 by European cardholders over the course of two days - 492 of which
were frauds. Each X; € R®° consists of numerical input variables that are the result of a PCA
transformation. The “Class" label Y; takes value 1 in case of fraud and O otherwise (/genuine),
yielding the partition [n] = ng U ny, with |ng| = 284,315 and |n4| = 492.

Fraud Detection Experiment

Given a set of unlabeled transactions { X; };cs, where S € [n], the fraud detection task is to identify
which members of S belong to n4, i.e., are fraudulent. We experiment with the BH-based, outlier
detection method of [3]] on this fraud detection task - specifically, we consider the false detection
proportion of this method in the absence and presence of an adversary. The details of the experimental
setup will now be discussed.

“https://www.kaggle.com/datasets/mlg-ulb/creditcardfraud



Training

We begin by training an unsupervised decision-tree-based algorithm on a training set. From the set
no of genuine transactions, we uniformly at random select a subset n,.4;, € ng of size 141, 758 to
form a training set D™ := { X, };cp,,.... upon which we train an isolation forest [25] § : R*° — R,
using the R library isotreeﬂ, where, in principle, §(X;) returns an isolation depth that is smaller if
Y; =1 (i.e. is an outlier) and larger if Y; = 0 (i.e. is an inlier)

Calibration and (Adversarially-Perturbed) Testing

Then for each of 10? simulations, we uniformly at random selected a subset n.q; € 1 \ Ngrgin Of
size 141,657 to form a calibration set Deal .= {X.}ien,,, of strictly genuine transactions. As well,
we uniformly at random selected a subset 74,1 € 71 0of 100 fraudulent transactions to append to
the 900 remaining genuine transactions COMPprising 7est,0 = 10 \ Nrain N Neql to form a test set

D5 = {X; }ieny..r» Where figest = Tlgest0 U Tigest,1. Finally, we transformed X; ~ p; € (0,1)

for each ¢ € Mg via p; = Ll Eﬁc“lli()ﬁ )SSXDH e resulting collection of conformal p-values

P = (Ds)ieny.., is PRDS, as proven in [3], and hence the FDR control of Lemma [L.1] holds (see
[7]). In contrast, upon executing INCREASE-c to generate a corresponding adversarially-perturbed
collection Pi.c := (Pic,i)ieins..,» W obtain a collection for which BH’s FDR control no longer holds.

Experimental Results

We executed BHj 1, on both p and p.., with an execution providing the decision for each i € Mzt
whether to report it as genuine (null) or fraudulent (alternative). We report the average (over the 102
simulations) false detection proportion (FDP) produced by BHy 1, i.e., both E[FDP[BHy 1;p]]
and E[FDP[BHy1;p+c]] (for ¢ = 1,5,10). As well, we report the average number of alleged

frauds I& [k] and [E [l;urc]. As Tableindicates, although the method of [5] can ordinarily control the

¢ | E[FDP[BHy.:p]] E[FDP[BHy;p.]] E[k] Elks]
I 09 10 6021 6021
5 08 17 4869  57.12
10 09 23 5639 7285
20 0.09 031 5812  89.06

Table 2: Credit Card Fraud Detection Experiment

FDR below the explicit 0.10 level, INCREASE-c has the ability to push the FDR above this control
level.

6 Conclusions

This is the first work to consider adversarial corruption of the popular Benjamini Hochberg multiple
testing procedure to break its FDR control. While BH may exhibit robustness when the alternative
distributions are “far" from the null, it exhibits great sensitivity in practical cases when the alternatives
are “closer” to the null. In such cases, with the modification of few p-values (as few as one), the
attacker can increase the expected FDR well past the guarantee stipulated by the BH procedure. This
study suggests some caution may be necessary when using BH, especially in safety-security settings.
Numerical experiments support the analytical results. Finally, BH is but one member of the family of
step-up multiple testing procedures, which generally entail rejection regions decided via a stopping
time, which since our paper shows can be manipulated in the case of BH, it means other step-up
procedures can be similarly prone.

*https://cran.r-project.org/web/packages/isotree/vignettes/An_Introduction_to_Isolation_Forests.html
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7 Appendix / supplemental material

7.1 Adversarial Algorithm: INCREASE-c

Theorem 3.1. Ifc > 1, then
c—1

BY
_ k+2:N
]E|:N,(]5+1) || BN+1— ]

for any collection of alternative hypothesis distributions {IPI1 Yiet,-

E [foe - F| By > ] >

+1 “)

Proof. Since the statement in the case of ¢ = 1 is trivially true, we henceforth assume that ¢ > 1. Recall

ki =max{i € [¢,N]z: Byi =i - c}. Let us define k0, := max{i € [¢,N]z : B, =i - (B +o)}.

Then we begin by establishing that
l<:+c > k o> k+1.

To see why this holds, wenotethatBlkl—k Bllkl—lc-rl—(B1 +1)>k+1- (Blkl ),
and this implies k + 1 < k2. Further, Byjo = B); fo Bl R = kfc ~(Bj;+¢)+B], fo =
KO, —c+ (B1 Jo Bi:fc) > kO, — ¢, which implies k.. > k¥,
Next, we justify the relation
BQ ~ Bg )
E|—*2N | kB [BY. sc]|=E| — L2 &, B, [BY,, >c]|.
S R Bl (B 2l | =B e I R Bl (B 2

It suffices to establish it for any fixed, joint realization of l;:, Bi i that occurs consistent with the event
[BY., > c] with positive probability. With slight abuse of notation, we will continue to use I~c, Bll. i

for such a fixed realization, and write I [-] for E[-| &, B1 e [BY .1 > c]]. The plan is to apply the
Optional Stopping Theorem on a martingale sequence. To do so, let us form a (backwards-running)
filtration: let Fy be the sigma-algebra generated by the event [ BY, +1 > ¢] as well as the random
variable BY ~N+1» and let F; be the sigma-algebra generated by the event [BJOV +1 2 c] as well as the
random variables { By} 1!, . Then for any integers k, ¢ € {N, N —1,...1} such that £ > k,

[ R0 _m [ Ro 0 _[k—(f“'l)]\/l
E [BIE+2:[kv(l~c+2)] I ‘7:5] =E [Bl_c+2:[kv(l~c+2)] ||BE+2:[ZV(I~€+2)]:| - [¢- (]; +1)]v1 k+2:[0v(k+2)]’

. -
= No - By - (k= Bjy) - B(£+1)v(k+3)N 15a

Bh+2 [kv(k+2)] }
- [k—(k+1)]v1
forms a martingale under the filtration. As well, k?, is a stopping time. Hence, by the Optional
Stopping Theorem,

BY? B
E|—&2N_ | &, B! [B} zc]:E[“?V BY zC]
[ Bl B2 )| B[ 2 (12

where B? ¢ Fy since B?

k+2:[0v(k+2)] k+2:[0v(k+2)]

measurable function of the random variables in F;. In other words, the collection {

2 7.0 BQ .0
= k+2:k 0 k+2:k9 >
=E|——FF— B >c||=E|=——"— || k,B
[kgc_(m) I (B3 Jl [kgc_(kﬂ) ||

We note that the martingale property could be established even without the event [ B2 41 2 c]inthe
filtration but for the sake of forthcoming computations we have included it.

Next we observe that

0 ~ 1__ o 0 g0 =0
B~+2-1}0 +k_B1:fc_ch+2:fc$C+B1 BlkU ki (B +c)
= Bg+2k0 —kgc—(kﬂ:),
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we derive

Bloig,  Bo-(hve) Bo-(eD-crl_ c-1
Fo-(k+1) K-(k+1)  ko-(k+1)  K.-(k+1)
BY ~
— O<E[N_k(+]~jf1) Il & Blk,[BN+1>c]]:1—(c—1)E[lm | & Blk,[B]%HzC]]d
*)
1 1
—_—

| BB (B zc]]

Bl
1k’|:B?V+1 = ]] kgc_(k+1)

B[ kBl B 2]

E[/;QC (k+1) || k,B

N- (k+1) 1:k’
- c—1
Hence,
c—1 - -
— - <SE[R.~k || kB, [Bli 2 ¢l SEl[kee =k || &, Bz, [BRa 2 c]].
L-E| e || RBLL(BY, >
It follows that
-1 -1
¢ +1= 50 ¢ +1
B[ | B ae] E[1-B[ ke | BB 2] I B>l
c—-1
<E BO 0 || B?\Hl 2c|+1
1- IE[ k(+,§ﬁ) | & Bl Bl 2c ]]

<E[kic—k || Bl 2c],
where we have used (conditional) Jensen’s Inequality - valid because ¢ > 1 and (*) ensures 1 —

By,
]E[Nj(fjﬁ) I kB [BY,, ZC]] >0.

O

Theorem 3.2. Given c > 1, let p... denote the perturbed form of p that INCREASE-c produces. Then
the adversarially-adjusted FDR induced by INCREASE-c is

EFDP[BH,;p..] = EFDP[BH,;p] + A,,

for any collection of alternative distributions {IP} };c3,,, where
A, —IE[ BN+1>C:| 5
k+c

Proof. We derive

BY. BO.
EFDP[BHy;p,]=E|—2 B, >c|+E [W;B?v+1 < c]
kic kvl
BY. BO.
=E| 2= By >c +]E[~C B ZC] +E[W;B?V+1 < c]
kie kic kvl

BY. BY
:1P(B?V+1zc)1E[ 1'N||B?V+120]+1E[];;B?V+1zc]+IP(B?V+1<c)1E[ zlx}NHB?VH“]
+c
BY c
=E| =N+ E|—:B%., >
[N] o N C]’
as desired. O
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7.2 MOVE-1

MOVE-1 is an efficient, optimal algorithm for an (omniscient) adversary with budget c = 1. We begin
with several small insights en route to describing MOVE-1 in full.

Perturbing the Rejection Count

If p’ = p, i.e., the sample statistics are left unperturbed, we obtain a false detection proportion of

B . . . . . .
FDP[BHg;p] = =& 1f it is possible to improve on this, it can be easily shown that in the case of
c = 1 we must induce an altered rejection count

i = max{i € [0, N : [{p)}ien 0 Bui}| = i}, @

henceforth referred to as the (adversarially) adjusted rejection count resulting from the adversary’s

choice of p’. As it turns out, for the special case of ¢ = 1, K+ kis necessary if a larger FDP is to be
obtained, as the following lemma indicates.

Lemma 7.1. If ||p—p'|jo <1 and FDP[BH,;p'] #+ FDP[BH,;p], then k' # k.

Proof. We suppose the contrary for the sake of a contradiction, i.e., k' = k. It follows that
: AT X
G eN:0<p) <k} =k =k=[{jeN:0<p; <k},
and then by FDP [BH;p'; | #+ FDP [BH,; p], it follows that
. . / = q . . = q
{7 eHo:0<py <k}l # {7 eHo:0<pj <k}l
Since ||p — p'ljo < 1, these two conclusions are at odds, presenting a contradiction. O

Considering Lemma | the adversary’s p’ € [0, 1]V decision simplifies to deciding on an adjusted
rejection count &’ from among a constrained set of integers consistent with the constraint ||p" - p|o < 1.
An optimal k' can indeed be larger or smaller than, or even equal to k. Hence, towards understanding

this new search space, it suffices to characterize the set of feasible k' that are larger than k, and
smaller.

Increasing the Rejection Count (c = 1)

Towards understanding how to increase the rejection count, we first highlight the following fact that
follows immediately from (2).

Lemma 7.2. Ific {k+1,... N}, then BY, <i-1. In particular, Bf:/l%u =7-1.

Proof. Suppose there exists i € {k + 1,..., N} such that BY; > i — 1. If BY, = i, then i > k
presents a contradiction of . However, proceedmg with B1 % > ¢+ 1, we see that there necessarily
exists j € {i +1,..., N} for which B = 4, for if this were not the case, then BU > g+ 1 for

all je {i+1,..., N }, meaning B1: N 2 N + 1, yet another contradiction since there are only N
p-values. O

Consequently, for K >k, we require a perturbed collection p” for which bin counts increase. This
necessitates a decrease of a p-value - see Lemma for details. Hence, we define

L={ie{k+1,...,N}:B) =i-1} ®)

and note that these are precisely the positions ¢ for which the addition of one (and only one) p-value
into Bj.; through the decrease of a p-value brings 7 into candidacy for the new rejection count - see

equation (2).
Proposition 7.3. £ = {k': k' >k, |p-p'lo <1}
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Proof. To prove the first statement, we recall that by Lemma L if i > k, then Bf/Z <i-1.So, if
i>k+1with BN <1 — 1, then no decrease of a single p-value could increase B ; to 7 (Lemmal|7. |
precluding the possibility of k' = i. In other words, no i ¢ £ is achievable for the new rejection count
k.

On the other hand, say we enumerate £ with

ip>t1>...>01=k+1.

For the case of i1, k' = iy, is achieved if and only if a p-value is decreased from any bin B; with

J >igtoabin B;j_g where if, > j—s > 1. For the case of i, K = i¢ 1s achieved if and only if a p-value
is decreased from any bin B; with i,,1 > j > 4, to a bin B;_, where 7y > j — s > 1. Finally, all these
movements of p-value just described are always possible for any given p = {p; }ienr- O

Decreasing the Rejection Count (c = 1)

Analogously, it follows that the increase of a p-value is necessary for the decrease of the rejection
count - see Lemma[7.6] and we define

R::{z‘e{i*+1,.. i1} BU—Z}U{Z’*}, ®

where i* :=0 v Inax{i e{l,..., k- 1}: Bf[l =i+ 1}. We note that R is precisely the set of all the

achievable new (decreased) rejection counts &’ < k we could induce with the perturbation of a single
p-value.

Proposition 7.4. R = {k' : k> k' |p-p'lo <1}

Proof. We begin by proving the first statement that K <k implies k' € R. To do so, we proceed in
two steps. First we show that k> i*, sothat i* < k' < k — 1. Then we show that if k" = i for some
ie{i*+1,...,k -1} in which B, # i, we arrive at a contradiction.

To see that k' > i*, if i* > k', then B, = i* + 1 becomes B}, < i* -~ 1 by Lemma in
other words, the change in magnitude of B{\g* is at least 2, which contradicts Lemma Next, if
ie{i*+1,..., k- 1}, then B{\g < i by the definition of ¢*. This means if B{\/Z + 1, then B{\g <14, SO
that Lemma[l._ﬁ]indicates k' could not be 1.

As for the second statement, let R be enumerated
IR>IR_1>...>11=1".

For the case of i, k' = ip is achieved if and only if a p-value is moved from bin B; with k> J>iR
to a bin By, > k.ForR-1>r> 2, by Lemma it holds that &’ = 1, 1s achieved if and only if a
p-value is moved from a bin B; with é,,1 > 7 >4, to abin B;,, with j + 5 > k. Finally, for the case
of iy, k' =iy = i* is achieved if and only if a p-value is moved from B; with i* > j to a B, with
jt+s> k. Finally, all these movements of p-values just described are always possible for any given
p=A{pitien- O

It follows that k" # k if and only if ¥ € £ u R, so an efficient, optimal search procedure be-
comes straightforward. Informally, we iterate over the bins in reverse order, beginning with N + 1
and terminating with ¢*. At iteration (/bin number) ¢, if ¢ € £ u R, then the trivial subproblem
AKX lo<l, i FDP[BH,;p'] is solved; otherwise, nothing is done. Upon termination, the
best FDP encountered is the answer. This is summarized in Theorem [7.7]

Lemma 7.5 (Decreasing a p-value). Let p’ be such that ||p — p'||o < 1. If p' is the decrease of a single
p-value in p from B to Bj_s, where j € {2,... ,N+1}and 1< s<j-1, then

cie{l,...,j—s-1} = B} remains constant

cie{j-s,...,j—1} = B increases by I

16



cie{j....N+1} — B{VL remains constant.

Lemma 7.6 (Increasing a p-value). Ler p’ be such that ||p — p'||o < 1. If p' is the increase of a single
p-value in p from Bj to Bj.s, where je {1,... , N} and1<s< N +1-j, then

cie{l,...,j—1} = B, remains constant

cie{j,....,j+s-1} = B decreases by I

cie{j+s,....,N+1} — B{V; remains constant.

Theorem 7.7 (MOVE-1). Let g € (0,1), p-values {p;}icns and sets Ho, H1 be given. For each
1€ LUR, let
FDP,; := max _ FDP[BHp'].
p"llp=p'llo<1,k"=i
Then

max FDP[BHyp'] = ( max FDPi)
p'illp-p’llo<1 ieLURU{k}

This result explains that with one pass of the p-values from the largest to the smallest in the collection,
we can ascertain the optimal perturbation p’. As the execution based on this result is straightforward,
we omit the pseudocode for the sake of brevity.

In Table [3] we compare the average performance of INCREASE-1 against that of the optimal
MOVE-1 over 10" simulations. The experiments followed the setup described in Remark [4.6} in
which N = 10? p-values are derived from independently generated z-scores, with No(= 900) null
z-scores i.i.d. N(0,1) and Ny (= 100) alternative z-scores i.i.d. N(u1,1), for gy =1,2. As Table[3]
indicates, INCREASE-1 can provide nearly identical performance in adjustment to FDR; however,
the perturbation distance |z — 2’| is on the average much greater than in MOVE-1.

MOVE-1(INCREASE-1)

E.FDP[BHy; 2] | Average [[z - 21
w1 =2 0.140 (0.139) 0.139 (1.563)
=1 0.775 (0.751) 0.492 (2.297)
w1 =0 .992 (0.990) 0.551 (2.41)

Table 3: Sample Average (10*-batch) estimates of E,FDP[BHy,;z'] under MOVE-1 and
INCREASE-1 (in parentheses) when p; = 0,1,2 and N = 103, ¢ = 0.10, my = 0.90, and all ¢° = 1.
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7.3 Theoretical Analysis: Performance Guarantees and Insights into Adversarial Robustness

Theorem 4.1. Ifc > 1, then

c

c+ Ny +B°

A <P (B, = Nl)IE[
1N1+C

B 2] +1-P (Bl )
and

(N1+c)-1P(B%C:N1)

1-E[ 8By < No-c]

E (kv BYiy > c] > (6)

Proof. When By, = Ny, it easily follows that kio>c+ Ny + B1 :N, +c- This combined with Theorem
[3.2)easily yields the first inequality.

As for the second inequality, let

k0, :=max{ie[0,N]z: By, =i— (N1 +¢)} > Ny +¢>0.

Then
0 . -
B?N 1:k9 k0.~ (N1 +¢) 1
BY . >¢|=E e | By  >e|=El|ZF—2——" | BY., 2¢c|l=1- (N1 +c)E|=—
N | Bysi>c k+c | Byii>c kﬂc | Byyi2c (N1 +¢) kQC
implies that
1 1 1 1 BY.
<Blo | Bhaze]- i (108 B 1 Bz,
[kgc ” BN+1 ] k?c _ N1+C N

so that
N1 +cC

1-E[Ze | By, 2]

IE[I;JrC H B?V+1207B%:CZN1]:E|:];EC H B?VJrlZC]Z

since whenever Bi,. = Ny, it follows that ko = l%ﬂc
Consequently, we derive

N1+c
1-E[ % | BYL, 2]

<BElkic | B 2 e Bl = N]

IE[I;}"'C;B%ZC:vaB?V_*_l ZC]
IP(B%cle)IP(B?VH Zc)
[k+(’7 N+1 > C] |::l€_¢_c,B1L < Nl’BN+1 > C]

]P(Blzc:Nl)lP(B?V+l = )

P (Bi. <Ny)

—Elkye || BL. < Ny,B% ., >c] ——=2 7
[+ || By.. < N1i,Byy C]IP(B%:C:Nl)

- 1
=E[ky || BV, 2¢] ————
[ + || N+1 C] IP(Bll;C:Nl)

yielding
N1 +cC
1-E[ 2 | By, 2]

P (Bi, = N1)- +E[kse || Bl < Ni,Blsq 2 ¢]P (Bl < N1) <E[kse || Bl 2¢].

O

Corollary 4.2. Let n > 1, p € [0,1], and x a non-negative integer such that 0 < x < n. If
B=(Bi,...,By) ~ Mulﬁinomial(x, (p,--- ,p)), then P 5 (nle [2221 B; < r]) =1-2

Proof. We will appeal to the following result of [31]:
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Lemma 7.8 (Theorem 1 of [31]). Let there be n > 1 non-negative integers z1, . . . , 2, Summing to x.
If ™ denotes a permutation drawn uniformly at random, then

P (m;gl [Z; Zag) < r]) = [1 - %T :

Let 7 be a random permutation on {1,...,n} that is drawn uniformly at random, independently
of B. Since B = (By,...,B,) ~ Multinomial(x, (p,... ,p)), then B; := (Bﬁ(l), .. .,Bﬁ(n)) is

. e ~ ~ D =
equivalent in distribution to B, or Bz = B. Therefore,

(> | BN P T O |

Corollary 4.3. If P} = U(0,1) forall i € Hy,
then P (k = ) = (W)-P(Bﬁ@:ﬁ)fore:o,...,zv, where 0° = 1,

andIP(BM _E) = (N)(‘Il)e(l_ ql)N—/f_

0
IfB?\H-l 2¢ thenIP( ve=c | BN+1) =(1- %)Nl (1= %)NU_BON” (1 - NO;\EZH N I\I/V—lfq)

Proof. The event [k = /] is equivalent to {né\iul [Bﬁl:j <j-{]}n [B{Vé =], an intersec-

tion of two events. Regarding the event [B{v@ = Z], because pq = 0, it is clear that IP(B{\:[Z =
¢ -

0) = (N ) ( 5) (1- qZ)N ~£. To complete the characterization of P (k = ¢) it suffices to find

P ( e+ [Bulg <j- E] I [Bffz = E]) Towards doing so, we note that conditioned on [ BYY, = /],
we have

(N-0)q
B ,.n ~ Binom (N - 1q+N(Ne)q) ;
A

and, upon further conditioning on Bé\f LN

. 1 1
(B'é\.'/..la’B%) ~Multlnom(Bé\_CI:N7(m7""m)) ’

Hence, we derive

. BN,
]P(nj]\i‘” [Bﬁlv' <j-¢ |l [B =11, BZ+1N)_1 ]\l}%];

by Corollary To conclude, we integrate out Bﬁl:  from this derivation; more precisely,
N .
i (“;V:eﬂ [Be+1:j <J ‘f] I [ 16 = ])
=By, [P (Yo [B1y <i-0) | [BY, =0, BY.y) || [BY = 4]

£+1:N

£
BB INIBY=A] BT 1
N -/ 1- q+(Né)‘1 1_q+(N]:[£)q

As for the second statement, in similar fashion to above, Corollary @] yields

0 1
No - By,q + Boian

IP(ﬁ]\i [Bc+1j<j_c] || [B{\/c 0] BN+1vBc+1N):1_

j=c+1

N-¢ ’
implying
_ No - BY,,, + E[B! | Bl =0]
P (N, [BNy; <j—c] || [BY,=0],B%.,)=1- S LN L “le

N -c¢
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Hence,

]P(];;Jrczc || B?\Hl):IP(Bf:{::O H BJOV+1)]P( = c+1[BN

c+1:3

S-S 1= ot (1 Mo B Mg ),
N-c N —cq

<j-1] || Bi,=0,B%.,)

Theorem 4.5. Suppose Assumption Then

Ao > Lo(q, N, No, P1) —(1_— 516)N1 [(1—;)N0(1_75-1/C)M6+26]

No+E[B, . 5IIBI,.=0
where 7.(q, N, No, Pt) := | CJ({“FVH 1..=0]

Ve(q, N, No, P) = \/1"21E[Bl+1N||B = 0] Dier (P, c),
M,(q, N, No) = 3= —E[(l—f) B B?\ngc—l]

N-c Ny
) IE|:B1+1N||B1c O] NW’

‘N-c N

No-E[BY +1”B y12€ ]EBO_'_1 B +12C
Zc((LNaNO):_ ( N+1ZC)(1 N) © [ N N ]M

N-c
1 - q+d Z]‘: (Q/N+5J)
Drr(P'c)=%; 5= clog(m)

Proof. Observe that A, IE][ B, > ] >P (/~€+C =¢,BY%,, > c) .
By Theorem4.3]

IP(];?+C=C,B?V+1ZC)=]E[IP(];I+C=C | BRs1): B > ¢]

=E ]P(BIZC:O || BJO\TJrl)']P(r"]'\i [Bcj\flzj <j—c] || [B'{\:/CZOJ7B?V+1);B?V+IZC

Jj=c+1

(#)

where we now proceed to lower bound (#). The following discussion outlines how we proceed in the
case of ¢ = 1, but this is without loss of generality.

Let BY,, and B be given, along with the event [ By = 0]. Then there are Ny — BY;,, many
null p-values and Bj, , many alternative p-values each of whose assignment to one of bin number

2,..., N remains stochastic. Let there be an arbitrary enumeration of these null p-values, upon which

. o . . No-BY
we let the collection of their bin-assignment random variables be denoted () i1 N*'. Let there

also be an arbitrary enumeration of these alternative p-values, upon which we let the collection of their

1
bin-assignment random variable/:s be denoted ()} )ZleN More precisely, af ~ Unif({2,...,N}),
q N+§j

T5-(a7noy forj =2,..., N. Finally, we will write Pb"s for the joint

and o} = j with probability

(QO)NO B

dlStrlbuthIl derived from the independent coupling of all the random variables and

(al) 2N For contrast, let &} ~ Unif({2,...,N}), which expresses the random bin assignment
of any alternatwe p-value to one of Bs,..., By given that BN = 0, were P! = U(0,1). Then

P55 the joint derived from the mdependent coupling of (040)N0 BNt and (a;), "’11" , offers a useful
counterpoint to IPI””S. By the chain rule for KL-divergence, we find

_ 0
Do (PUms|pbins _NO BN”D 0.0 B;:ND 11
KL( o |7 )— Z; KL(O%H%‘)““Z; KL(O%H%)
i= i=

_1

1
_ 1 N-1
_BQ:NZN_llog q/N+5]- )
J q+6—(q/N+61)

=Dk (P1,1)
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and by Pinsker’s Inequality, for any event E,

]Plims (E) > ]I)gzns (E) _ \/2DKL (]Pgmanﬂjl{zns)_

Let a (respectively a}) denote the realization of the i-th null (respectively alternative) p-value’s bin

No-BY >
assignment. Then if we set E to be the collection of realizations (a);.} ~ ~*' and (all)fiziN that are
consistent with N}, [ By, < j — 1], we find

P(ﬂ;V:Q[Bé\/; <j—1:| || B{\/ZovB?\H-l’B%:N)

n2 ) )
=P,, (E)>Py(E) - \/DKL (Phins||PYine)

Ny - BY B 2
= (1— 0 ]<7V+11+ 2N) ZLBQNDKL(IP1 1). (Corollary [4.2))

Hence, for the case of general c,

(#):]E[IP( j c+1[BcA-{—'1] —C] || [Bﬁzo]?B%+l7Bcl+1:N) || [B{V;:O]aB?\H—I]

No - B%,, + Bl In2
(1= Mot o)\ M2 @) ) (80082
(Pinsker’s Inequality)
No = B}y + E[Bl,.n|Bi = 0] In2
>1- . N—C+ - TE[B2+1:N‘|B%:C:O]DKL(IPl’C).

It follows that
P (kye=c, B, 2¢) 2

No - B} 1+E[Bc vy lIBY —0] In2
E IP(B{\:{:ZO | BJOV+1) (1_ : N—c+ - TE[ +1N||Bl_ ]DKL(IPlac) §B?v+120 :

-BO
(= F=010) M1 (1- )07

To conclude,
P (1%+C =¢,BY, >1)
(1 - = — (51 )N1

No-B% ,+E B1 Bl =0 n2
ZEl(l—;)NO_BON“(l— 0~ PNt N[_C+1N|| 1l:c ]—\/2IE[B%:NHB%:O]DKL(IPl,C) ;BR,HZC

No| = No+E[BL, y|Bi.=0] In2 0
c 0 LN 1 n € \-B 0
:(l_ﬁ) 1- ]\;_C - TE[BCI+1:N||B%:CZO] Dk (P, c) E[(l—ﬁ) N B 20]
m(c,p1) V(e,pu1) (%)
c _no BY
+E [(1 - N)NO Bya 7NN_+2;BJOV+1 > C:|>
(**%)

where

o\ B e\ B Bl
(x+)=E (1_N) -E (1_N) iByj<ce-1f= 1—— iBysa<c-11,

N(J—IE[BO+ 1BS+ >c] E RBO
(e p(Bu g (io o) B N?Vn i ]

J 9
N (Jensen’s)
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Simulation of INCREASE-5 on Marginal Conformal P-values
Np=900, N;=100, g = 0.10, a=1.5, # Simulations = 1e3

10- @

T e §° [cla] 1 15 7 25 3
£ 8 : . o 7 [T [ 559 09 .09 .098
2 g 8 ,‘.QJ-I 1 * s 1368 142 135 133
S i 100|997 435 190 174 170
o) 50 |99 657 429 389 383

0o 01 02 03
FDP[BHg ; p]

Figure 4:  10° simulations of FDP by BH, Table 4: Sample Average (10®-batch) estimates
with and without application of INCREASE-5 of EF DP[BH,;p..] on marginal conformal p-
on marginal conformal p-values [J5] derived from values for outlier detection [3]], in terms of signal
an SVM one-class classifier on a test set with out- strength a and budget c.

liers drawn with a = 1.5.

7.4 Simulations and Data Experiments

7.4.1 INCREASE-c Simulations on PRDS p-values

In Table [ we illustrate the effectiveness of INCREASE-c in disrupting the nonparametric outlier
detection method of [S]] that is based on the application of BH on conformal p-values, and in doing
so, demonstrate effectiveness of INCREASE-c on PRDS p-values. We follow the simulation setting
of Section 5.2 in [S]], using their publicly available source code to generate the conformal p-values. In
short, a data set is generated in R®°, along with 10? training observations used to fit a one-class SVM
classifier, as well as 10® observations forming a calibration set to be used with a test set to derive
(marginal) conformal p-values. In each of 103 independent replications, INCREASE-c was applied to
a new test set consisting of 10® conformal p-values, designed to discern inliers (signals drawn from
a mixture of multivariate gaussians with identity covariance matrices) from outliers (signals drawn
from a mixture of multivariate gaussians with identity covariance matrices scaled by a strength \/a).
This was performed for a € {1,1.5,2,2.5,3}; a signal strength a = 1 corresponds to identical null
and alternative distributions, while larger values of a make it easier to detect outliers. We set the
fraction of outliers in each test set to 7y = .1, so that a fraction 7y = .90 of the observations are inliers
in each data set.
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NeurlIPS Paper Checklist

1. Claims

Question: Do the main claims made in the abstract and introduction accurately reflect the
paper’s contributions and scope?

Answer: [Yes]

Justification: Our abstract and introduction precisely summarize the results of our paper’s
content.

2. Limitations
Question: Does the paper discuss the limitations of the work performed by the authors?
Answer: [Yes]

Justification: Yes, we discuss to what extent our analysis could be extended and further
generalized, but were not done due to space constraints.

3. Theory Assumptions and Proofs

Question: For each theoretical result, does the paper provide the full set of assumptions and
a complete (and correct) proof?

Answer: [Yes]
Justification: Our appendix contains the full proofs of all theoretical results.
4. Experimental Result Reproducibility

Question: Does the paper fully disclose all the information needed to reproduce the main ex-
perimental results of the paper to the extent that it affects the main claims and/or conclusions
of the paper (regardless of whether the code and data are provided or not)?

Answer: [Yes]
Justification: All such information is disclosed in our Experimental Results section.
5. Open access to data and code

Question: Does the paper provide open access to the data and code, with sufficient instruc-
tions to faithfully reproduce the main experimental results, as described in supplemental
material?

Answer: [NA]

Justification: Experiments conducted were either with simulations on synthetic data, or a
Kaggle data set in which the URL is provided. They are simple to set up, and we described
them precisely. The codes we implemented were either our own scripts, or code that we
cited from [5]].

6. Experimental Setting/Details

Question: Does the paper specify all the training and test details (e.g., data splits, hyper-
parameters, how they were chosen, type of optimizer, etc.) necessary to understand the
results?

Answer: [Yes]

Justification: Training of an isolation forest was done in Section[5.2] Training of a one-class
SVM was also done in Appendix Section [7.4] when we implemented the simulations of [5]
as executed with their publicly available code at: https://github.com/msesia/conditional-
conformal-pvalues.git

7. Experiment Statistical Significance

Question: Does the paper report error bars suitably and correctly defined or other appropriate
information about the statistical significance of the experiments?

Answer: [Yes]

Justification: We found it unnecessary to report error bars as the purpose behind our
simulations was to showcase/illustrate how large the false detection proportion could be
made as a result of small perturbation. Further, the simulation averages were consistent with
our theory.
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10.

11.

12.

13.

14.

15.

. Experiments Compute Resources

Question: For each experiment, does the paper provide sufficient information on the com-
puter resources (type of compute workers, memory, time of execution) needed to reproduce
the experiments?

Answer: [Yes]
Justification: See Section[3]

. Code Of Ethics

Question: Does the research conducted in the paper conform, in every respect, with the
NeurIPS Code of Ethics https://neurips.cc/public/EthicsGuidelines]?

Answer: [Yes]
Justification: We affirm that the research conforms to the code of ethics.
Broader Impacts

Question: Does the paper discuss both potential positive societal impacts and negative
societal impacts of the work performed?

Answer: [Yes]

Justification: In the Introduction and Conclusion we discuss potential concerns for safety-
security settings

Safeguards

Question: Does the paper describe safeguards that have been put in place for responsible
release of data or models that have a high risk for misuse (e.g., pretrained language models,
image generators, or scraped datasets)?

Answer:|[NA|
Justification: [NA]
Licenses for existing assets

Question: Are the creators or original owners of assets (e.g., code, data, models), used in
the paper, properly credited and are the license and terms of use explicitly mentioned and
properly respected?

Answer: [Yes]
Justification: We give credit to [S]] for the code we implemented in our own experiments.
New Assets

Question: Are new assets introduced in the paper well documented and is the documentation
provided alongside the assets?

Answer: [NA]
Justification: [NA|
Crowdsourcing and Research with Human Subjects

Question: For crowdsourcing experiments and research with human subjects, does the paper
include the full text of instructions given to participants and screenshots, if applicable, as
well as details about compensation (if any)?

Answer: [NA]
Justification: [NA]

Institutional Review Board (IRB) Approvals or Equivalent for Research with Human
Subjects

Question: Does the paper describe potential risks incurred by study participants, whether
such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)
approvals (or an equivalent approval/review based on the requirements of your country or
institution) were obtained?

Answer:[NA]
Justification: [NA|
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