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Abstract

Vision-Language Models (VLMs) are increasingly suscepti-
ble to sophisticated adversarial attacks, including adaptive
strategies specifically designed to bypass existing defenses.
To address this vulnerability, we propose MirrorCheck,
a robust and model-agnostic detection framework that op-
erates effectively in both unimodal and multimodal settings.
MirrorCheck leverages Text-to-Image (T2I) models to
regenerate visual content from captions produced by the
target model and assesses semantic consistency by com-
paring feature-space embeddings between the original and
synthesized images. To enhance robustness against adap-
tive attacks, MirrorCheck introduces a stochastic de-
fense strategy that randomly selects T2I generators and im-
age encoders from a diverse model zoo. Additionally, we
incorporate a novel One-Time-Use (OTU) perturbation ap-
plied to the selected encoder embeddings, regulated by a
scaling factor, which decreases the effectiveness of adaptive
attacks. Extensive experiments across multiple threat sce-
narios demonstrate that MirrorCheck consistently out-
performs baseline methods, and maintains its utility even
under strong adaptive adversarial conditions.

1. Introduction
Vision-Language Models (VLMs) have emerged as power-
ful tools at the intersection of computer vision (CV) and
natural language processing (NLP), enabling machines to
reason jointly across modalities and deliver state-of-the-art
performance in tasks such as image captioning (IC), visual
question answering (VQA), and image text retrieval [1–5].
However, alongside their impressive capabilities comes an
increased susceptibility to adversarial attacks, maliciously
crafted inputs that cause models to produce incorrect or mis-
leading outputs with imperceptible perturbations [6–8].

Various strategies, such as detectors [9, 10], purifiers [11,
12], adversarial training [13], and certified defenses [14],
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have been proposed to defend against adversarial threats.
However, these methods are specifically tailored for im-
age classification tasks, sometimes requiring expensive re-
training and task-specific tuning, while remaining vulner-
able to adaptive attacks [15]. While recent efforts [16–
19] have explored improving the adversarial robustness of
VLMs, these approaches do not provide empirical guaran-
tees against white-box adaptive attacks.

To address this gap, we introduce MirrorCheck, a novel,
model-agnostic adversarial detection framework for VLMs.
Specifically, we leverage Text-to-Image (T2I) models to re-
generate images from captions produced by the potentially
compromised model, and compare the original and gener-
ated images in the embedding space using randomly cho-
sen image encoders. A lower similarity score indicates
a likely adversarial sample. We propose two variants of
our method: Vanilla, which establishes the core detec-
tion pipeline using T2I generation and embedding compar-
ison; and Stochastic, which leverages randomized model
choice and weight transformations for robustness against
adaptive attacks. This layered stochasticity increases the
search space for attackers, rendering white-box adaptive at-
tacks computationally intractable. To summarize: (i) We
present MirrorCheck, a framework for detecting adver-
sarial samples in VLMs. MirrorCheck is a plug-and-
play approach which doesn’t require training and is model-
agnostic. (ii) We further propose a stochastic extension
of MirrorCheck that introduces randomness and con-
trolled perturbations to thwart adaptive attacks. (iii) Ex-
tensive empirical evaluations across various attack settings
demonstrates that MirrorCheck outperforms baselines
and maintains strong performance under adaptive threat
models. Results also reveals that MirrorCheck can also
generalize to unimodal tasks.

2. Related Work

In this section, we briefly review a few attacks and defenses
relevant to our study.
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Figure 1. MirrorCheck framework: (1) Extract: An input image is passed through the victim model to generate an output (cap-
tion/description/answer/classification). (2) Generate: The output is fed to a randomly selected T2I diffusion model, returning a generated
image xgen. (3) Compare: We extract and compare feature embeddings from both original xin and generated xgen images using randomly
selected and uniquely perturbed image encoders. Significant embedding discrepancies indicate potential adversarial attacks.

2.1. Adversarial Attacks

Adversarial attacks exploit model vulnerabilities through
perturbations that cause misclassification or targeted misbe-
havior. Early research focused on unimodal architectures,
particularly CNNs for image classification [13, 20–22].
These attacks are categorized into white-box settings (pro-
viding full model access and enabling gradient-based meth-
ods like FGSM [20] and PGD [13]) and black-box settings
(relying on transferability or query-based methods [23]).
Recent advances have extended attacks to multimodal sys-
tems, particularly vision-language models (VLMs). Attack-
VLM [7] introduces transfer-based and query-based strate-
gies targeting VLMs in black-box scenarios, while VLAT-
TACK [6] and Attack-Bard [24] combine image and text
perturbations. These attacks exploit the architectural com-
plexity of VLMs, where perturbations can impact both vi-
sual and textual modalities, potentially making them more
vulnerable than their unimodal counterparts [25–28].

2.2. Adversarial Defenses

Traditional adversarial defenses for unimodal tasks include
detection methods [10, 29, 30], purification techniques
[11, 12, 31], adversarial training [13, 32], and certified de-
fenses [14, 33]. However, these approaches face critical
limitations when applied to VLMs, as they operate on single
modalities and cannot account for complex visual-linguistic
interactions that adversaries exploit. Furthermore, conven-
tional defenses are vulnerable to adaptive attacks where ad-
versaries with white-box access systematically bypass pro-
tection mechanisms [15, 34, 35].

More recently, a new paradigm of training-free defense
strategies [18, 19, 36, 37] have been proposed to safe-
guard VLMs, validating the paradigm’s effectiveness. Our

work follows this paradigm and introduces a framework that
leverages T2I models and employs stochasticity to resist
adaptive attacks. We provide detailed descriptions of spe-
cific attack methods and baseline defenses in Appendix A.

3. Method
Let Fθ(xin; p) → t be the victim model which can be a
VLM or a Classification model (any models that generates
a description text t in response to an input image), where
xin is the input image which may be clean (xclean) or ad-
versarial (xadv), p is the input prompt, and t is the result-
ing output text. In certain tasks, such as image caption-
ing or text retrieval, the input prompt p may remain empty.
Let Iϕ(x) → z be a pretrained image encoder and let
Gψ(t) → xgen denote a pretrained text-conditioned image
generation model producing image xgen.

3.1. Threat Model
Our framework is designed to detect adversarial attacks, ir-
respective of the attacker’s level of knowledge. In this sce-
nario, there are two parties:

Attacker. The attacker’s goal is to generate an adversarial
image xadv = xclean + δ that causes the victim model to pro-
duce an incorrect caption or classification. The attack can
be targeted, where the generated text t matches a prede-
fined adversarial target, or untargeted, where the model is
simply forced to misinterpret or misdescribe the input im-
age. In both cases, the perturbation δ is constrained within
an ℓ-norm bounded adversarial budget to ensure minimal
perceptibility while maximizing the likelihood of deception.
We make no assumptions about the adversary’s level of ac-
cess to the victim model, they may have full knowledge of
its architecture, parameters, and training data, or they may
operate in a black-box setting with no such information.



Defender. The defender aims to correctly classify input
images as either clean or adversarial by assessing the con-
sistency between the model’s interpretation of the input and
a reference image generated from the model’s textual out-
put. The detection mechanism does not rely on knowledge
of the specific adversarial attack strategy and assumes only
black-box access to the victim model. Furthermore, the de-
fender does not have access to any ground-truth clean refer-
ence image, only the input image xin, which may be either
clean or adversarial.

3.2. MirrorCheck Pipeline
3.2.1. Vanilla MirrorCheck.

The framework is illustrated in Fig. 1. The key observation
lies in the deviation of text generated by adversarial images
from the content of the input image, which is the primary
objective of the attack.

Given an input image xin, we first obtain a textual or a class
description using the victim model:

t = Fθ(xin, p). (1)

This text is then used as input to a pretrained text-to-image
model Gψ , which generates a reconstructed image:

xgen = Gψ(t). (2)

If the input image is clean, the generated image xgen should
preserve semantic consistency with xin. However, if xin has
been adversarially altered, the perturbation may distort the
semantic information, leading to a discrepancy between xin
and xgen. To quantify this discrepancy, we compare their
feature embeddings obtained as follows:

zin = Iϕ(xin), zgen = Iϕ(xgen). (3)

Subsequently, we employ an adversarial detector D(x) →
[0, 1], which categorizes the image into either the ”adversar-
ial” class (1) or the ”clean” class (0) based on the similar-
ity between the embeddings, with τ serving as the decision
threshold parameter, i.e.

D(x) =

{
1, if S(zin, zgen) < τ,

0, otherwise
.

Where S is the similarity metric between these embeddings,
we employ the cosine similarity:

S(zin, zgen) =
zin · zgen

∥zin∥∥zgen∥
. (4)

The optimal value of τ is determined using the Receiver Op-
erating Characteristic (ROC) curve analysis. Specifically,
we identify the point on the ROC curve where the differ-
ence between the true positive rate TPR (the proportion of

actual adversarial images correctly identified) and the false
positive rate FPR (the proportion of clean images incor-
rectly flagged as adversarial) is maximized. This approach
ensures a balanced trade-off between detection sensitivity
and robustness, making τ an effective decision threshold
for identifying adversarial samples. However, the choice of
τ may vary based on the characteristics of the specific text-
to-image models or pretrained image encoders used, and we
recommend calibrating τ accordingly to account for varia-
tions in model behavior.

Intuition behind image-image similarity. Instead of di-
rectly comparing xin (the input image) with the generated
caption t, we opted to calculate the similarity between xin
and xgen (the newly generated image). This decision is
based on evidence in the literature indicating that these
models struggle with positional relationships and varia-
tions in verb usage within sentences. This suggests that
VLMs may function more like bags-of-words and, conse-
quently, which could limit their reliability for optimizing
cross-modality similarity [38]. Furthermore, we selected
this embedding-based similarity metric over conventional
metrics like SSIM or FID because those methods may fail to
capture semantic equivalence in cases where the T2I model
generates a visually different image that is still semantically
similar. By utilizing vector embeddings, we aim to maintain
high similarity scores in such scenarios, ensuring robustness
and reliability even when T2I outputs exhibit variability in
their visual representation. Recognizing the potential issue
introduced by a single image encoder used for similarity
assessment (i.e., if it was used to generate the adversarial
samples), the defender employs an ensemble of pretrained
image encoders. The final similarity score is obtained by
averaging across n predetermined encoders:

Sensemble =
1

n

n∑
k=1

S(zink
, zgenk). (5)

3.2.2. Stochastic MirrorCheck.

We extend Vanilla MirrorCheck through a compre-
hensive stochastic defense paradigm. While Vanilla
MirrorCheck employs fixed T2I models and predeter-
mined image encoders (single or ensemble), Stochastic
MirrorCheck introduces three key innovations that en-
hance robustness against adaptive attacks: Randomized T2I
model selection, Stochastic encoder deployment, and One-
Time-Use (OTU) perturbations. This randomization expo-
nentially increases the computational complexity of mount-
ing successful adaptive attacks. It requires adversaries to
simultaneously predict which specific models will be de-
ployed and precisely how their parameters will be per-
turbed. Formally, the defender maintains a set of M pre-
trained text-conditioned-image generation models:

G = {Gψ1
, Gψ2

, ..., GψM
}. (6)



Table 1. Similarity scores between original and regenerated images using Stochastic MirrorCheck. The tasks used are image
captioning (IC), image description (ID), visual question answering (VQA), and image classification (CL). Clean images consistently
achieve high similarity scores, while adversarial examples show degraded similarity, enabling effective detection across models and attack
types. Results shown for random CLIP encoder selection with One-Time-Use perturbations across different ensemble sizes and noise
scales.

Victim Model Task Attack Setting
CLIP Image Encoders (Random Selection + Noise)

1 Encoder 3 Encoders 5 Encoders 7 Encoders 10 Encoders

5e-6 5e-4 1e-3 5e-6 5e-4 1e-3 5e-6 5e-4 1e-3 5e-6 5e-4 1e-3 5e-6 5e-4 1e-3

UniDiffuser IC
Clean 0.721 0.624 0.740 0.651 0.701 0.685 0.694 0.647 0.715 0.648 0.693 0.670 0.665 0.670 0.692
AttackVLM-T 0.502 0.341 0.568 0.370 0.501 0.477 0.494 0.399 0.549 0.402 0.472 0.458 0.424 0.441 0.494
AttackVLM-Q 0.498 0.294 0.542 0.336 0.448 0.395 0.424 0.332 0.446 0.340 0.411 0.375 0.366 0.372 0.408

BLIP IC
Clean 0.707 0.610 0.730 0.633 0.686 0.672 0.676 0.628 0.700 0.629 0.675 0.652 0.647 0.653 0.676
AttackVLM-T 0.481 0.323 0.547 0.349 0.450 0.454 0.419 0.362 0.480 0.353 0.423 0.412 0.375 0.391 0.448
AttackVLM-Q 0.508 0.299 0.555 0.350 0.460 0.460 0.436 0.346 0.407 0.354 0.424 0.389 0.379 0.384 0.421

BLIP-2 IC
Clean 0.729 0.636 0.744 0.655 0.705 0.687 0.697 0.664 0.718 0.651 0.695 0.684 0.668 0.675 0.695
AttackVLM-T 0.504 0.345 0.563 0.376 0.473 0.475 0.443 0.381 0.503 0.377 0.447 0.434 0.399 0.413 0.467
AttackVLM-Q 0.380 0.323 0.484 0.343 0.352 0.408 0.382 0.345 0.401 0.340 0.388 0.395 0.372 0.388 0.421

ID Attack-Bard 0.484 0.422 0.536 0.379 0.444 0.498 0.399 0.416 0.468 0.377 0.451 0.427 0.399 0.420 0.461

Img2Prompt VQA
Clean 0.675 0.563 0.705 0.589 0.652 0.637 0.637 0.585 0.677 0.586 0.638 0.616 0.605 0.613 0.642
AttackVLM-T 0.482 0.317 0.547 0.345 0.449 0.455 0.416 0.359 0.479 0.349 0.422 0.412 0.372 0.388 0.477
AttackVLM-Q 0.517 0.309 0.561 0.361 0.470 0.467 0.447 0.356 0.414 0.365 0.431 0.396 0.390 0.392 0.427

LLaVA VQA Clean 0.680 0.823 0.755 0.733 0.714 0.741 0.728 0.810 0.748 0.725 0.706 0.733 0.712 0.798 0.742
Attack-MMFM 0.539 0.724 0.626 0.599 0.596 0.617 0.618 0.710 0.641 0.608 0.602 0.625 0.595 0.695 0.632

OpenFlamingo VQA Clean 0.690 0.817 0.756 0.728 0.723 0.743 0.734 0.804 0.749 0.720 0.715 0.735 0.708 0.791 0.742
Attack-MMFM 0.535 0.714 0.618 0.584 0.609 0.612 0.609 0.701 0.635 0.596 0.614 0.620 0.582 0.688 0.625

MiniGPT-4 VQA Clean 0.651 0.536 0.684 0.561 0.628 0.618 0.612 0.560 0.646 0.559 0.613 0.593 0.578 0.587 0.620
AttackVLM-T 0.568 0.457 0.620 0.472 0.548 0.551 0.523 0.481 0.576 0.469 0.532 0.519 0.489 0.504 0.549

DenseNet CL

Clean 0.543 0.740 0.705 0.671 0.674 0.667 0.692 0.658 0.695 0.665 0.688 0.671 0.652 0.660 0.679
FGSM 0.444 0.666 0.572 0.537 0.548 0.553 0.579 0.521 0.584 0.535 0.572 0.558 0.518 0.541 0.567
BIM 0.507 0.713 0.593 0.554 0.532 0.579 0.601 0.542 0.598 0.548 0.586 0.571 0.531 0.553 0.581
PGD 0.495 0.705 0.585 0.546 0.524 0.571 0.593 0.534 0.590 0.540 0.578 0.563 0.523 0.545 0.573
DeepFool 0.475 0.690 0.565 0.525 0.510 0.555 0.575 0.515 0.570 0.520 0.560 0.545 0.505 0.525 0.555
C&W 0.460 0.680 0.555 0.515 0.500 0.545 0.565 0.505 0.560 0.510 0.550 0.535 0.495 0.515 0.545

MobileNet CL

Clean 0.668 0.790 0.729 0.704 0.705 0.719 0.745 0.698 0.738 0.702 0.726 0.712 0.688 0.695 0.721
FGSM 0.520 0.712 0.606 0.612 0.585 0.607 0.635 0.598 0.629 0.605 0.618 0.610 0.585 0.592 0.615
BIM 0.503 0.693 0.581 0.565 0.538 0.576 0.605 0.572 0.598 0.575 0.590 0.582 0.558 0.565 0.585
PGD 0.495 0.685 0.573 0.557 0.530 0.568 0.597 0.564 0.590 0.567 0.582 0.574 0.550 0.557 0.577
DeepFool 0.475 0.670 0.555 0.540 0.515 0.552 0.580 0.548 0.573 0.550 0.565 0.557 0.535 0.542 0.562
C&W 0.465 0.660 0.545 0.530 0.505 0.542 0.570 0.538 0.563 0.540 0.555 0.547 0.525 0.532 0.552

where xgen is generated by a one randomly selected gener-
ation model. Additionally, the defender maintains a model
zoo of N pretrained image encoders. At detection time, a
subset of n encoders is randomly selected:

Isubset = {Iϕ1
, Iϕ2

, ..., Iϕn
}, n ≪ N. (7)

To further enhance robustness, each selected encoder under-
goes OTU perturbation, where its parameters are modified
by injecting small random noise γ:

ϕ̂k = ϕk + γ, ∀k ∈ Isubset. (8)

This ensures that the attacker cannot reliably optimize
against a fixed set of encoders. The perturbed encoders ex-
tract feature embeddings from both the original and regen-
erated images:

zik = Iϕ̂ik
(xin), zgen,ik = Iϕ̂ik

(xgen). (9)

Finally, Sensemble is computed.

3.3. Robustness to Adaptive Attacks

Following best practices established by Athalye et al. [15],
we evaluate MirrorCheck under strong white-box adap-
tive attacks to ensure our defense does not rely on gradient
obfuscation or hidden randomness. We design a worst-case
attacker with full knowledge of the victim model Fθ, the
entire model zoo of image encoders {Iϕj

}Nj=1, the text-to-
image (T2I) models {Gψ}, and the detection mechanism.
The attacker’s goal is twofold: (i) to induce the victim
model to produce a target text or class, and (ii) to evade de-
tection by maximizing the similarity between the adversar-
ial image and its regenerated counterpart. A practical chal-
lenge is that the victim’s VLM output is inherently discrete;
it produces sampled tokens, breaking the gradient path. To
resolve this, we extend the classic Backward Pass Differ-
entiable Approximation (BPDA) [15] method: the attacker
uses the true discrete text in the forward pass to condition
the T2I model Gψ , but replaces the non-differentiable text
sampling with a learnable Adapter A in the backward pass.



Table 2. Detection accuracy of Stochastic MirrorCheck across diverse victim models and attack types. The method achieves
consistently high detection rates (65-99%) across VLM attacks (AttackVLM, Attack-Bard, Attack-MMFM) and classification attacks
(FGSM, BIM, PGD, DeepFool, C&W), demonstrating robust performance with randomized encoder selection and One-Time-Use pertur-
bations.

Victim Model Setting
CLIP Image Encoders (Random Selection + Noise)

1 Encoder 3 Encoders 5 Encoders 7 Encoders 10 Encoders

5e-6 5e-4 1e-3 5e-6 5e-4 1e-3 5e-6 5e-4 1e-3 5e-6 5e-4 1e-3 5e-6 5e-4 1e-3

UniDiffuser AttackVLM-T 0.913 0.895 0.903 0.925 0.943 0.858 0.933 0.890 0.910 0.908 0.912 0.915 0.920 0.918 0.917
AttackVLM-Q 0.955 0.902 0.968 0.952 0.968 0.937 0.973 0.975 0.980 0.977 0.978 0.980 0.975 0.973 0.992

BLIP
AttackVLM-T 0.905 0.908 0.908 0.918 0.932 0.903 0.922 0.915 0.925 0.930 0.930 0.918 0.930 0.923 0.925
AttackVLM-Q 0.928 0.887 0.943 0.913 0.937 0.915 0.958 0.943 0.963 0.962 0.947 0.955 0.965 0.945 0.955

BLIP-2
AttackVLM-T 0.912 0.892 0.912 0.920 0.932 0.907 0.923 0.923 0.928 0.927 0.935 0.932 0.930 0.927 0.938
AttackVLM-Q 0.945 0.903 0.967 0.948 0.957 0.932 0.975 0.97 0.985 0.982 0.978 0.977 0.978 0.970 0.990
Attack-Bard 0.883 0.790 0.827 0.890 0.873 0.900 0.903 0.952 0.903 0.942 0.913 0.902 0.927 0.920 0.938

Img2Prompt AttackVLM-T 0.848 0.840 0.843 0.878 0.873 0.853 0.882 0.860 0.867 0.878 0.875 0.883 0.895 0.878 0.882
AttackVLM-Q 0.880 0.806 0.907 0.861 0.863 0.855 0.886 0.857 0.905 0.870 0.877 0.905 0.887 0.882 0.920

LLaVA Attack-MMFM 0.788 0.728 0.733 0.812 0.762 0.738 0.818 0.812 0.783 0.832 0.815 0.812 0.845 0.833 0.820

OpenFlamingo Attack-MMFM 0.800 0.740 0.765 0.777 0.750 0.750 0.807 0.785 0.767 0.800 0.780 0.797 0.797 0.793 0.785

MiniGPT-4 AttackVLM-T 0.642 0.623 0.632 0.660 0.660 0.642 0.655 0.665 0.667 0.655 0.665 0.657 0.655 0.665 0.655

DenseNet

FGSM 0.850 0.840 0.800 0.845 0.835 0.795 0.852 0.842 0.802 0.847 0.837 0.798 0.849 0.839 0.801
BIM 0.860 0.830 0.830 0.855 0.825 0.825 0.862 0.832 0.832 0.857 0.827 0.828 0.859 0.829 0.831
PGD 0.845 0.825 0.815 0.840 0.820 0.810 0.847 0.827 0.817 0.842 0.822 0.812 0.844 0.824 0.814
DeepFool 0.835 0.815 0.795 0.830 0.810 0.790 0.837 0.817 0.797 0.832 0.812 0.792 0.834 0.814 0.794
C&W 0.825 0.805 0.785 0.820 0.800 0.780 0.827 0.807 0.787 0.822 0.802 0.782 0.824 0.804 0.784

MobileNet

FGSM (0.3) 0.780 0.770 0.750 0.775 0.765 0.745 0.782 0.772 0.752 0.777 0.767 0.747 0.779 0.769 0.749
FGSM (0.1) 0.850 0.850 0.790 0.845 0.845 0.785 0.852 0.852 0.792 0.847 0.847 0.787 0.849 0.849 0.789
BIM 0.790 0.790 0.780 0.785 0.785 0.775 0.792 0.792 0.782 0.787 0.787 0.777 0.789 0.789 0.779
PGD 0.775 0.775 0.765 0.770 0.770 0.760 0.777 0.777 0.767 0.772 0.772 0.762 0.774 0.774 0.764
DeepFool 0.760 0.750 0.740 0.755 0.745 0.735 0.762 0.752 0.742 0.757 0.747 0.737 0.759 0.749 0.739
C&W 0.745 0.735 0.725 0.740 0.730 0.720 0.747 0.737 0.727 0.742 0.732 0.722 0.744 0.734 0.724

This Adapter maps the VLM’s continuous hidden state to
the T2I conditioning space, providing a differentiable sur-
rogate path for gradients. Additionally, we apply Expecta-
tion over Transformation (EoT) [23] to handle all sources
of randomness in the pipeline, averaging over the stochas-
tic sampling noise η in Gψ , and the one-time-use (OTU)
perturbations γ applied to encoder weights. Because the
attacker does not know which encoders will be sampled,
they must optimize over the entire model zoo. The resulting
adaptive attack objective is:

min
δ:∥δ∥∞≤ε

LFθ
(x+ δ) + λ · Ldet, (10)

where the detection loss Ldet is defined as:

Ldet = Eψ, η, γ
[
1− 1

N

N∑
j=1

S(z1, z2)
]
, (11)

z1 = Iϕj+γ(x+ δ),

z2 = Iϕj+γ(Gψ(Fθ(x+ δ); η)).

In this formulation, LFθ
(x + δ) denotes the attacker’s pri-

mary task objective that forces the victim VLM to output a
desired target caption or class. For example, in the original
attack setting [7], this is defined by aligning the adversarial

input with a target image generated from a surrogate image
encoder E :

argmin
δ:∥δ∥∞≤ε

d
(
E(x+ δ), E(xref)

)
,

where xref is the target image.The attacker minimizes the
expected detection score over all relevant randomness to
robustly evade detection in the worst case. To train the
Adapter A, we construct a dataset of 34,000 paired feature
representations from clean ImageNet images.

Image-to-text (VLM) features. For each image, we use
UniDiffuser as a captioning pipeline to generate a caption
and extract the corresponding intermediate captioning rep-
resentation by sampling from a trained DPM solver and en-
coding it via the model’s decoder head, yielding zVLM ∈
R77×64.

Text-to-image (T2I) features. The generated caption is
then passed to a Stable Diffusion pipeline, from which we
extract the internal prompt embedding zT2I ∈ R77×768, us-
ing deterministic settings (1 denoising step). The Adapter A
is implemented as a lightweight convolutional MLP: three
convolutional layers process the input zVLM as a 2D ten-
sor of shape 1 × 77 × 64, with ReLU activations and max-
pooling. The resulting feature map is flattened and passed



through four fully connected layers to produce a final output
of shape 77×768, matching the T2I embedding dimension-
ality. We optimize the Adapter using an L2 regression loss:

LAdapter = ∥A(zVLM)− zT2I∥22 .

4. Experiments
We evaluate MirrorCheck variants across three key di-
mensions: (1) performance in unimodal and multimodal
tasks, (2) comparison against baselines, and (3) robustness
against adaptive attacks. All experiments are run three times
on 2000 images (1000 clean and 1000 attacked) and use
open-source models for reproducibility.

4.1. Implementation Details
Victim Models. We evaluate on diverse architectures:
Multimodal models including UniDiffuser [39], BLIP [2],
Img2Prompt [40], BLIP-2 [3], LLaVA [41], OpenFlamingo
[42], and MiniGPT-4 [4]; and Unimodal models including
DenseNet [43] and MobileNet [44] for classification tasks.

Adversarial Attack Settings. We evaluate against vari-
ous attack strategies using settings from their original pa-
pers: Targeted attacks such as AttackVLM transfer and
query-based variants [7] on ImageNet-1K validation images
[45] with randomly selected MS-COCO captions [46] as
targets; Untargeted attacks including Attack-Bard [24] on
NIPS17 dataset [47], Attack-MMFM [48] on COCO 2014
captioning tasks [46], and standard attacks (FGSM [20],
BIM [49], PGD [50], DeepFool [51], C&W) on CIFAR-10
[52] and ImageNet [45]. All attack parameters follow the
original implementations.

T2I Models. Our T2I model zoo includes Stable Diffu-
sion v1.4/v1.5 [53], UniDiffuser [39], and ControlNet [54].
All generation uses 50 timesteps, producing 512 × 512
pixel outputs. For Stochastic MirrorCheck, one
T2I model is randomly selected per inference.

Image Encoders. Our encoder collection includes Ope-
nAI CLIP [55] variants, OpenCLIP [56] models, and pre-
trained VGG16 [57] and ResNet-50 [58] from PyTorch.
Model-specific preprocessing is applied to both input and
generated images. For Stochastic MirrorCheck,
n ∈ {1, 3, 5, 7, 10} encoders are randomly selected per in-
ference.

MirrorCheck Config. Vanilla MirrorCheck em-
ploys fixed T2I models (primarily SD v1.4) and prede-
termined encoder sets. Stochastic MirrorCheck
introduces randomization across three dimensions: (1)
random T2I model selection from our zoo, (2) random
encoder selection (single or ensemble), and (3) One-
Time-Use (OTU) perturbations with Gaussian noise scales
{5e−6, 5e−4, 1e−3} applied to encoder parameters before
each inference.

Baseline. We evaluate against both classical detection
approaches adapted from image classification and recent
VLM-specific defense methods. (Unimodal Baselines.)
MagNet [30] uses autoencoders to detect adversarial in-
puts via reconstruction error analysis on the manifold of
clean images. PuVAE [59] employs variational autoen-
coders for adversarial purification through latent space pro-
jection. FeatureSqueeze [29] creates ”squeezed” input
versions and compares model predictions for discrepancy
detection. DiffPure [11] leverages diffusion models for
adversarial purification. For VLM adaptation, we train
MagNet and PuVAE autoencoders on ImageNet to learn
clean image manifolds, while FeatureSqueeze compares
captions generated from original versus squeezed inputs.
(Multimodal Baselines.) CIDER [60] detects adversarial
examples in Multimodal Large Language Models by mea-
suring the discrepancy in cross-modal semantic alignment
between text-image pairs before and after diffusion-based
denoising. Naive implements an ensemble voting approach
where the same input is passed to five VLMs (includ-
ing the victim model), flagging inputs with significant re-
sponse divergence as adversarial. CLIP calculates similar-
ity scores between input images and victim model responses
using CLIP embeddings [55] for detection. JailGuard [61],
SmoothVLM [37], and DPS [36] are mutation-based ap-
proaches defending against jailbroken prompts. We adapt
JailGuard and SmoothVLM by mutating inputs using filters
and patch-based perturbations, while DPS leverages crop-
ping techniques. All methods flag inputs based on response
divergence after mutation.

4.2. Benchmarking MirrorCheck’s Performance

Table 1 shows similarity scores using Stochastic
MirrorCheck across diverse victim models and attack
scenarios with randomized encoder selection and OTU per-
turbations. Clean images consistently achieve high sim-
ilarity scores, demonstrating that legitimate inputs main-
tain strong semantic consistency when processed through
our stochastic detection framework. In contrast, adversar-
ial examples exhibit lower similarity scores. This gap be-
tween clean and adversarial similarity scores enables ef-
fective detection. The results demonstrate robust perfor-
mance across various ensemble sizes (1, 3, 5, 7, 10 en-
coders) and noise perturbation scales (5e-6, 5e-4, 1e-3).
Notably, larger ensemble sizes generally provide more sta-
ble detection boundaries, while different noise scales offer
varying levels of adaptive attack resistance. Leveraging the
observed similarity scores, we compute the detection accu-
racy of our method as the ratio of correctly identified clean
and adversarial images to the total number of images for
each attack. As shown in Table 2, the method maintains
consistent discriminative capabilities and detection accura-
cies (as high as 99%) across unimodal and multimodal ar-



Table 3. Adversarial detection performance across VLM attacks. Our MirrorCheck variants consistently outperform both unimodal
approaches and multimodal VLM-specific methods, achieving superior detection rates as high as 0.99. Best results in bold.

Victim Model Attack Setting Unimodal Approaches Multimodal Approaches Ours

FS MagNet PuVAE DiffPure CIDER Naive CLIP JailGuard SmoothVLM DPS MC Stochastic-MC

UniDiffuser AttackVLM-T 0.56 0.74 0.51 0.80 0.84 0.68 0.59 0.81 0.82 0.83 0.96 0.95
AttackVLM-Q 0.65 0.85 0.70 0.81 0.80 0.65 0.57 0.83 0.83 0.85 0.98 0.98

BLIP AttackVLM-T 0.52 0.60 0.50 0.71 0.81 0.66 0.61 0.79 0.77 0.81 0.90 0.93
AttackVLM-Q 0.57 0.65 0.80 0.76 0.85 0.64 0.55 0.84 0.81 0.84 0.89 0.97

BLIP-2
AttackVLM-T 0.61 0.73 0.52 0.80 0.84 0.70 0.62 0.82 0.80 0.86 0.93 0.94
AttackVLM-Q 0.61 0.85 0.72 0.83 0.77 0.67 0.58 0.80 0.78 0.83 0.92 0.99
Attack-Bard - - - 0.79 0.87 0.65 0.58 0.89 0.87 0.95 0.98 0.95

Img2Prompt AttackVLM-T 0.51 0.56 0.50 0.67 0.83 0.61 0.56 0.83 0.83 0.86 0.79 0.90
AttackVLM-Q - 0.65 0.78 0.69 0.79 0.60 0.55 0.81 0.74 0.82 0.85 0.92

LLaVA Attack-MMFM - - - 0.67 0.83 0.62 0.52 0.85 0.85 0.85 0.82 0.85

OpenFlamingo Attack-MMFM - - - 0.65 0.84 0.60 0.51 0.87 0.84 0.86 0.81 0.81

MiniGPT-4 AttackVLM-T 0.54 0.51 0.53 0.62 0.85 0.57 0.51 0.85 0.80 0.85 0.66 0.67

chitectures under diverse attack settings and across different
downstream tasks. We present complete similarity scores
and detection results using different encoders and T2I mod-
els for our vanilla variant in Appendix C.

4.3. Comparison with Baselines
Table 3 presents adversarial detection performance across
a diverse set of vision-language models (VLMs) and attack
scenarios. We compare our proposed MirrorCheck variants
(MC and Stochastic-MC) against both unimodal defenses
(FS, MagNet, PuVAE, DiffPure) and multimodal meth-
ods specifically tailored for VLMs (CIDER, Naive, CLIP,
JailGuard, SmoothVLM, DPS). Overall, MirrorCheck con-
sistently achieves superior detection rates, often by a
large margin. For example, on UniDiffuser under the
AttackVLM-Q setting, Stochastic-MC attains a detection
score of 0.98, outperforming the next best baseline by more
than 0.13. Similarly, on BLIP-2 with AttackVLM-Q, Mir-
rorCheck reaches 0.99. Our approach demonstrates robust-
ness across both text- and query-based attacks, as well as
multimodal fusion attacks (e.g., Attack-MMFM), where ex-
isting unimodal defenses fail to generalize. Notably, even
against strong baselines like DiffPure and JailGuard, which
are widely used in current multimodal adversarial defenses,
MirrorCheck maintains consistent gains without requiring
model retraining or access to internal gradients/logits. This
highlights the practicality and scalability of our method for
real-world deployment.

4.4. Impact of Scaling Factor
From Tab. 2, we find that using moderate amounts of noise
(scaling factors ≤ 5×10−4) works best for detecting attacks
across all models and attack types. This happens because
larger scaling factors disrupts the model’s learned patterns,
making it harder to distinguish between normal and mali-

Figure 2. Images generated from Stable Diffusion conditioned on
Adapter outputs computed from UniDiffuser’s captioning features.

cious inputs. The same pattern holds for different types of
attacks, though the effect is less noticeable for simpler clas-
sification attacks.

4.5. Impact of Encoder Size
We also observe that using more encoders generally im-
proves attack detection rates. However, the benefits start
to plateau after 5–7 encoders (this is not the case for adap-
tive attacks, see Sec. 4.6). This suggests that while having
multiple encoders helps by providing diverse perspectives,
adding too many encoders provides minimal improvement
while increasing computational costs.

4.6. Adaptive Attack
The Adapter A is trained using the Adam optimizer over
500 epochs with a batch size of 64. To qualitatively verify
the effectiveness of the trained Adapter, we generate im-
ages using Stable Diffusion by conditioning directly on the
Adapter output A(zVLM), where zVLM is the feature pro-
duced by UniDiffuser’s image-to-text captioning pipeline
using ImageNet test images. As shown in Fig. 2, the result-
ing images are visually coherent and reflect the semantics of
the original input images, demonstrating that the Adapter
successfully bridges the representation gap between the
captioning and generation pipelines.

Detection Accuracy Under Adaptive Attacks. We eval-
uate our method under a white-box adaptive attack follow-



Figure 3. Average detection accuracy over three runs with different
random seeds as a function of the number of encoders for different
noise levels under adaptive attack.

ing the BPDA+EoT strategy described in §3.3. We ran-
domly sample 10 image–target pairs from ImageNet and
optimize an ℓ∞-bounded perturbation (ε = 8) over 100
PGD steps with a step size of 1. The attacker has full ac-
cess to the victim model, the trained Adapter, and the entire
detection pipeline. The attack is implemented using Stable
Diffusion (v1.5) for generation, UniDiffuser for captioning,
and the model zoo of 10 CLIP and OpenCLIP encoders. We
apply Stochastic MirrorCheck for detection. Figure 3 illus-
trates the accuracy trends. We observe that detection accu-
racy consistently improves with the number of encoders in
the ensemble. With just 3 encoders, the accuracy already
approaches 95% for low and medium OTU noise (5e-6, 5e-
4), and with 7 or more encoders, all configurations exceed
98%. At the highest noise level (0.001), the improvement
is more gradual, with accuracy increasing from 71% (sin-
gle encoder) to 99% (10 encoders), highlighting the com-
pounding benefits of both encoder diversity and stochastic-
ity. These results confirm that even under strong adaptive
attacks, increasing ensemble size and applying per-run per-
turbation noise significantly enhances detection robustness.

4.7. Additional ablation and Insights

We perform additional ablation studies and analyses to
further explain why MirrorCheck is effective (Ap-
pendices B and C). We reinterpret our framework from
an autoencoder perspective (Appendix B.1) and highlight
key intuitive observations (Appendix B.2) that reveal its
strengths and potential failure cases. Our results show that
MirrorCheck is model-agnostic and generalizes across
diverse image encoders and T2I models. We also introduce
an adaptive attack with a different objective (Appendix C)
and show that MirrorCheck remains robust. Finally, we

study the impact of the clean-to-adversarial ratio and pro-
vide qualitative visualizations showing MirrorCheck in
action.

4.8. Computational Efficiency
Our experiments were carried out on a NVIDIA Quadro
RTX A6000 48GB GPU. The entire defense pipeline takes
approximately 15 seconds per image. Within this pro-
cess, obtaining a caption from the victim VLM model takes
around 0.2 seconds, generating an image takes about 5 sec-
onds, and calculating similarity requires approximately 10
seconds. However, this is the worst case scenario and there
are multiple methods to improve this time i.e., reducing
timesteps for generation from 50 to 10 allows the pipeline
process an image in just 1.2 seconds with a little compro-
mise in detection performance.

5. Conclusion
We introduce MirrorCheck, a novel adversarial detec-
tion framework that leverages T2I generation and similar-
ity analysis. Our Stochastic MirrorCheck variant
employs randomized model selection and One-Time-Use
perturbations to create robust defenses against adaptive at-
tacks. Comprehensive evaluation across diverse VLM ar-
chitectures and attack scenarios demonstrates superior per-
formance compared to adapted baseline methods, with de-
tection accuracies going as high as 99%. This work estab-
lishes a new paradigm for multimodal adversarial defense
and provides a foundation for securing next-generation AI
systems against evolving threats.
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