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ABSTRACT

Byzantine-robustness has been gaining a lot of attention due to the growth of the
interest in collaborative and federated learning. However, many fruitful directions,
such as the usage of variance reduction for achieving robustness and communica-
tion compression for reducing communication costs, remain weakly explored in
the field. This work addresses this gap and proposes Byz-VR-MARINA-a new
Byzantine-tolerant method with variance reduction and compression. A key mes-
sage of our paper is that variance reduction is key to fighting Byzantine workers
more effectively. At the same time, communication compression is a bonus that
makes the process more communication efficient. We derive theoretical conver-
gence guarantees for Byz-VR-MARINA outperforming previous state-of-the-art
for general non-convex and Polyak-L.ojasiewicz loss functions. Unlike the con-
current Byzantine-robust methods with variance reduction and/or compression,
our complexity results are tight and do not rely on restrictive assumptions such as
boundedness of the gradients or limited compression. Moreover, we provide the
first analysis of a Byzantine-tolerant method supporting non-uniform sampling of
stochastic gradients. Numerical experiments corroborate our theoretical findings.

1 INTRODUCTION

Distributed optimization algorithms play a vital role in the training of the modern machine learning
models. In particular, some tasks require training of deep neural networks having billions of
parameters on large datasets (Brown et al., 2020; Kolesnikov et al., 2020). Such problems may
take years of computations to be solved if executed on a single yet powerful machine (Li, 2020). To
circumvent this issue, it is natural to use distributed optimization algorithms allowing to tremendously
reduce the training time (Goyal et al., 2017; You et al., 2020). In the context of speeding up the
training, distributed methods are usually applied in data centers (Mikami et al., 2018). More recently,
similar ideas have been applied to train models using open collaborations (Kijsipongse et al., 2018;
Diskin et al., 2021), where each participant (e.g., a small company/university or an individual) has
very limited computing power but can donate it to jointly solve computationally-hard problems.
Moreover, in Federated Learning (FL) applications (McMabhan et al., 2017; Konecny et al., 2016;
Kairouz et al., 2021), distributed algorithms are natural and the only possible choice since in such
problems, the data is privately distributed across multiple devices.

In the optimization problems arising in collaborative and federated learning, there is a high risk that
some participants deviate from the prescribed protocol either on purpose or not. In this paper, we

*Corresponding author: eduard.gorbunov@mbzuai.ac.ae. Part of the work was done when E. Gorbunov
was a researcher at MIPT and Mila & UdeM and also a visiting researcher at KAUST, in the Optimization and
Machine Learning Lab of P. Richtdrik.

TPart of the work was done when S. Horvith was a Ph.D. student at KAUST.



Published as a conference paper at ICLR 2023

call such participants as Byzantine workers' For example, such peers can maliciously send incorrect
gradients to slow down or even destroy the training. Indeed, these attacks can break the convergence
of naive methods such as Parallel-SGD (Zinkevich et al., 2010). Therefore, it is crucial to use secure
(a.k.a. Byzantine-robust/Byzantine-tolerant) distributed methods for solving such problems.

However, designing distributed methods with provable Byzantine-robustness is not an easy task. The
non-triviality of this problem comes from the fact that the stochastic gradients of good/honest/regular
workers are naturally different due to their stochasticity and possible data heterogeneity. At the same
time, malicious workers can send the vectors looking like the stochastic gradients of good peers or
create small but time-coupled shifts. Therefore, as it is shown in (Baruch et al., 2019; Xie et al., 2020;
Karimireddy et al., 2021), Byzantine workers can circumvent popular defences based on applying
robust aggregation rules (Blanchard et al., 2017; Yin et al., 2018; Damaskinos et al., 2019; Guerraoui
et al., 2018; Pillutla et al., 2022) with Parallel-SGD. Moreover, in a broad class of problems with
heterogeneous data, it is provably impossible to achieve any predefined accuracy of the solution
(Karimireddy et al., 2022; El-Mhamdi et al., 2021).

Nevertheless, as it becomes evident from the further discussion, several works have provable Byzan-
tine tolerance and rigorous theoretical analysis. In particular, Wu et al. (2020) propose a natural
yet elegant solution to the problem of Byzantine-robustness based on the usage of variance-reduced
methods (Gower et al., 2020) and design the first variance-reduced Byzantine-robust method called
Byrd-SAGA, which combines the celebrated SAGA method (Defazio et al., 2014) with geometric
median aggregation rule. As a result, reducing the stochastic noise of estimators used by good
workers makes it easier to filter out Byzantine workers (especially in the case of homogeneous
data). However, Wu et al. (2020) derive their results only for the strongly convex objectives, and
the obtained convergence guarantees are significantly worse than the best-known convergence rates
for SAGA, i.e., their results are not tight, even when there are no Byzantine workers and all peers
have homogeneous data. It is crucial to bypass these limitations since the majority of the modern,
practically interesting problems are non-convex. Furthermore, it is hard to develop the field without
tight convergence guarantees. All in all, the above leads to the following question:

Q1: Is it possible to design variance-reduced methods with provable Byzantine-robustness
and tight theoretical guarantees for general non-convex optimization problems?

In addition to Byzantine-robustness, one has to take into account that naive distributed algorithms
suffer from the so-called communication bottleneck—a situation when communication is much more
expensive than local computations on the devices. This issue is especially evident in the training of
models with a vast number of parameters (e.g., millions or trillions) or when the number of workers
is large (which is often the case in FL). One of the most popular approaches to reducing the commu-
nication bottleneck is to use communication compression (Seide et al., 2014; Konecny et al., 2016;
Suresh et al., 2017), i.e., instead of transmitting dense vectors (stochastic gradients/Hessians/higher-
order tensors) workers apply some compression/sparsification operator to these vectors and send the
compressed results to the server. Distributed learning with compression is a relatively well-developed
field, e.g., see (Vogels et al., 2019; Gorbunov et al., 2020b; Richtarik et al., 2021; Philippenko &
Dieuleveut, 2021) and references therein for the recent advances.

Perhaps surprisingly, there are not many methods with compressed communication in the context
of Byzantine-robust learning. In particular, we are only aware of the following works (Bernstein
et al., 2018; Ghosh et al., 2020; 2021; Zhu & Ling, 2021),. Bernstein et al. (2018) propose signSGD
to reduce communication cost and and study the majority vote to cope with the Byzantine workers
under some additional assumptions about adversaries. However, it is known that signSGD is not
guaranteed to converge (Karimireddy et al., 2019). Next, Ghosh et al. (2020; 2021) apply aggregation
based on the selection of the norms of the update vectors. In this case, Byzantine workers can
successfully hide in the noise applying SOTA attacks (Baruch et al., 2019). Zhu & Ling (2021) study
Byzantine-robust versions of compressed SGD (BR-CSGD) and SAGA (BR-CSAGA) and also
propose a combination of DIANA (Mishchenko et al., 2019; Horvéth et al., 2019b) with BR-CSAGA
called BROADCAST. However, the derived convergence results for these methods have several
limitations. First of all, the analysis is given only for strongly convex problems. In addition, it

"This term is standard for distributed learning literature (Lamport et al., 1982; Su & Vaidya, 2016; Lyu et al.,
2020). Using this term, we follow standard terminology and do not want to offend any group. It would be great
if the community found and agreed on a more neutral term to denote such workers.
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Table 1: Comparison of the state-of-the-art (in theory) Byzantine-tolerant distributed methods. Columns: “NC”
= does the theory works for general smooth non-convex functions?; “PL” = does the theory works for functions
satysfying PE-condition (As. 2.5)?; “Tight?” = does the theory recover tight best-known results for the version
of the method with § = 0 (no Byzantines)?; “Compr.?”” = does the method use communication compression?;
“VR7?” = is the method variance-reduced?; “No UBV?” = does the theory work without assuming uniformly
bounded variance of the stochastic gradients, i.e., without the assumption that for all z € R the good workers
have an access to the unbiased estimators g; () of V fi(z) such that E||g:(z) — V fi(z)|> < o® foralli € G
and o > 07; “No BG?” = does the theory work without assuming uniformly bounded second moment of the
stochastic gradients, i.e., without the assumption that for all 2 € R? the good workers have an access to the
unbiased estimators g;(2) of V f;(x) such that E||g;(x)||> < D?forall i € G and & > 0?; “Non-US?” = does
the theory support non-uniform sampling of the stochastic gradients; “Het.?” = does the theory work under
¢-heterogeneity assumption (As. 2.2)?

l Method [ NC PL Tight? Compr.? VR? No UBV? No BG? Non-US? Het.? ]
(Karimirjgesli? ;J]Z 1;2022) v X v X X X v X v
S | v v v x ok x y xx
(\3&?3?@%?0) x xoox X v v v/ X v
(Karimi?efiti\'/l e\lnl:f 2021) o X v X v X v X X
(thz'gii%z 1) xooxwx v X X X X v
(zEqug(iisnicz;(g D xooxx v v X X X v
(LBhFLEC&?LALIanSé(?Z-II— ) x  xw0x v v/ v v/ X v
P ekl oo v v v v v v v

(M Strong convexity of f is assumed.

relies on restrictive assumptions. Namely, Zhu & Ling (2021) assume uniform boundedness of
the second moment of the stochastic gradient in the analysis of BR-CSGD and BR-CSAGA. This
assumption rarely holds in practice, and it also implies the boundedness of the gradients, which
contradicts the strong convexity assumption. Next, although the bounded second-moment assumption
is not used in the analysis of BROADCAST, Zhu & Ling (2021) derive the rates of BROADCAST
under the assumption that the compression operator is very accurate, which implies that in theory
workers apply almost no compression to the communicated messages (see remark (5) under Table 2).
Finally, even if there are no Byzantine workers and no compression, similar to the guarantees for
Byrd-SAGA, the rates obtained for BR-CSGD, BR-CSAGA, and BROADCAST are outperformed
with a large margin by the known rates for SGD and SAGA. All of these limitations lead to the
following question:

Q2: Is it possible to design distributed methods with compression, provable Byzantine-robustness
and tight theoretical guarantees without making strong assumptions?

In this paper, we give confirmatory answers to Q1 and Q2 by proposing and rigorously analyzing
a new Byzantine-tolerant variance-reduced method with compression called Byz-VR-MARINA.
Detailed related work overview is deferred to Appendix A.

Our Contributions. Before we proceed, we need to specify the targetted problem. We consider a
centralized distributed learning in the possible presence of malicious or so-called Byzantine peers.
We assume that there are n clients consisting of the two groups: [n] = G U B, where G denotes the
set of good clients and B is the set of bad/malicious/Byzantine workers. The goal is to solve the
following optimization problem

min{f@:éZﬁ(m)}, fi@) = 3 fus@) Vieg, n

reR4 ;
i€g

where G = |G| and functions f; ;(x) are assumed to be smooth, but not necessarily convex. Here
each good client has its dataset of the size m, f; j(x) is the loss of the model, parameterized by vector

x € R%, on the j-th sample from the dataset on the i-th client. Following the classical convention
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Table 2: Comparison of the state-of-the-art complexity results for Byzantine-tolerant distributed methods. Columns: “Assumptions” =
additional assumptions to smoothness of all f;(z), ¢ € G (although our results require more refined As. 2.3); “Complexity (NC)” and
“Complexity (PL)” = number of communication rounds required to find such x that E||V f(z)||?> < €2 in the general non-convex case and
such z that E[f (z) — f(z™)] < € in PL case respectively. Dependencies on numerical constants (and logarithms in PE setting), smoothness
constants, and initial suboptimality are omitted in the complexity bounds. Although BR-SGDm, BR-MVR, BTARD-SGD, Byrd-SAGA,
BR-CSGD, BR-CSAGA, BROADCAST are analyzed for unit batchsize only (b = 1), one can easily generalize them to the case of b > 1
and we show these generalizations in the table. Notation: € = desired accuracy; § = ratio of Byzantine workers; ¢ = parameter of the robust
aggregator; n = total number of workers; b = batchsize; &2 = uniform bound on the variance of stochastic gradients; D? = uniform bound on
the second moment of stochastic gradients; C' = the number of workers used by BTARD-SGD for the checks of computations after each step;
= parameter from As. 2.5 (strong convexity parameter in the case of BTARD-SGD, Byrd-SAGA, BR-CSGD, BR-CSAGA, BROADCAST);
m = size of the local dataset on workers; p = min {¥/m, 1/(1+w)} = probability of communication in Byz-VR-MARINA.

[ Setwp ] Method Assumptions Complexity (NC) Complexity (PE) |
BR-SGDm | o2 (c5+1/n)
(Karimireddy et al., 2021; 2022) UBV 2 + bed X
BR-MVR 1 o\/cs+1/n
(Karimireddy et al., 2021) UBV 2t A X
BTARD-SGD W 1 2502 -2 1 2 w250 ()
22'2(’):1?:’ (Gorbunov et al., 2021a) UBV 2t G T o w T atne v bae
: N &)
Byrd-SAGA Smooth f; ; X . m?2 . @)
(Wu et al., 2020) b2 (1—-268)p
c m2 m c m2 m
Byz-VR-MARINA Ae 24 A Ry L+ 4B 4 g
Cor. E.1 & Cor. E.5 S & 2 "
+h
BR-SGDm @ 1| o2(c5+1/n)
(Karimireddy et al., 2022) UBV 2 + bed X
@.03)
Het. data, Byrd-SAGA Smooth f; ; X %22 ™
no compr. (Wu et al., 2020) ’ b2 (1—-268)p
Byz-VR-MARINA @@ Ao 24 1420 o Ly om T ——
Cor. E.2 & Cor. E.6 S & e2 u
+5
BR-CSGD P® 1
(Zhu & Ling, 2021) UBY, BG X w2
BR-CSAGA ?® Smooth f; ; X m2 @
(Zhu & Ling, 2021) UBYV, BG b2u2(1—26)2
Het. data, BROADCAST @3 m2(1+w)¥2 )
compr. (Zhu & Ling, 2021) Smooth f; ; X v202(1—23)
14+4/ecs(14w)(1+ 1) Ity /es(14+w)(1+§)
Byz-VR-MARINA ¢+© As 24 —— \/%
Cor. E.3 & Cor. E.7 o Ja+w)a+d) +M
+ 5 b VP
e +2 1+ w

M Gorbunov et al. (2021a) assume additionally that the tails of the noise distribution in stochastic gradients are sub-quadratic.

@ Although the analyses by Wu et al. (2020); Zhu & Ling (2021) support inexact geometric median computation, for simplicity of presentation,
we assume that geometric median is computed exactly.

® BR-SGDm: 2 = Q(c8¢?); Byrd-SAGA: ¢ = Q(¢%/(n2(1-26)2)); Byz-VR-MARINA: £2 = Q(max{m/s,1 + w}cd¢?) for
general non-convex case and e = Q(max{m/b, 1+ w}c5C2/,L) for the case of PL functions (with w = 0, where there is no compression);
BR-CSGD: ¢ = Q((ﬂ2+42+wD2)/(;L2(1_25)2)) (positive even when ¢2 = 0); BR-CSAGA: ¢ = Q((C2+wD2)/(,L2(1—25)2))
(positive even when ¢? = 0); BROADCAST: ¢ = Q((1+W)C2/(M2(1—25)2)).

® The term ml;;zc‘s is proportional to much smaller Lipschitz constant than the term

myVed
»3/2.2

does. A similar statement holds in PL case as

well.
2 — 2 . . P .
 For this result Zhu & Ling (2021) assume that w < #(1(27272;2), which is a very restrictive assumption even when 6 = 0. For example,

even for well-conditioned problems with #/L ~ 1072 and § = 0 (no Byzantine workers), this bound implies that w should be not larger
than 10~ 7. Such a value of w corresponds to almost non-compressed communications.

1+4/cs(1 ATo - . . . 14+4/cs(1 TFw
©) The term -+ ;E; ) + 1:"‘5 is proportional to much smaller Lipschitz constant than the term RRVALIER L)) + 2L does. A

Vvpne \/EDE2 \/pnba2
similar statement holds in PL case as well.

 The rate is derived under the strong convexity assumption. Strong convexity implies PL-condition but not vice versa: there exist non-convex
PLfunctions (Karimi et al., 2016).

(Lyu et al., 2020), we make no assumptions on the malicious workers B, i.e., Byzantine workers are
allowed to be omniscient. Our main contributions are summarized below.

< New method: Byz-VR-MARINA. We propose a new Byzantine-robust variance-reduced method
with compression called Byz-VR-MARINA (Alg. 1). In particular, we make VR-MARINA (Gorbunov
et al., 2021b), which is a variance-reduced method with compression, applicable to the context of
Byzantine-tolerant distributed learning via using the recent tool of robust agnostic aggregation of
Karimireddy et al. (2022). As Tbl. 1 shows, Byz-VR-MARINA and our analysis of the method leads
to several important improvements upon the previously best-known methods.

© New SOTA results. Under quite general assumptions listed in Section 2, we prove theoretical
convergence results for Byz-VR-MARINA in the cases of smooth non-convex (Thm. 2.1) and Polyak-
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Lojasiewicz (Thm. 2.2) functions. As Tbl. 2 shows, our complexity bounds in the non-convex case
are always better than previously known ones when the target accuracy ¢ is small enough. In the PL
case, our results improve upon previously known guarantees when the problem has bad conditioning
or when ¢ is small enough. Moreover, we provide the first theoretical convergence guarantees for
Byzantine-tolerant methods with compression in the non-convex case for arbitrary adversaries.

© Byzantine-tolerant variance-reduced method with tight rates. Our results are tight, i.e., when
there are no Byzantine workers, our rates recover the rates of VR-MARINA, and when addition-
ally no compression is applied, we recover the optimal rates of Geom-SARAH (Horvith et al.,
2022)/PAGE (Li et al., 2021). In contrast, this is not the case for previously known variance-
reduced Byzantine-robust methods such as Byrd-SAGA, BR-CSAGA, and BROADCAST that in
the homogeneous data scenario have worse rates than single-machine SAGA.

© Support of the compression without strong assumptions. As we point out in Tbl. 2, the analysis
of BR-CSGD and BR-CSAGA relies on the bounded second-moment assumption, which contradicts
strong convexity, and the rates for BROADCAST are derived under the assumption that the compres-
sion operator almost coincides with the identity operator, meaning that in practice workers essentially
do not use any compression. In contrast, our analysis does not have such substantial limitations.

< Enabling non-uniform sampling. In contrast to the existing works on Byzantine-robustness, our
analysis supports non-uniform sampling of stochastic gradients. Considering the dependencies on
smoothness constants, one can quickly notice our rates’ even more significant superiority compared
to the previous SOTA results.

2 Byz-VR-MARINA: BYZANTINE-TOLERANT VARIANCE REDUCTION WITH
COMMUNICATION COMPRESSION

We start by introducing necessary definitions and assumptions.

Robust aggregation. One of the main building blocks of our method relies on the notion of (4, ¢)-
Robust Aggregator introduced in (Karimireddy et al., 2021; 2022).

Definition 2.1 ((9, ¢)-Robust Aggregator). Assume that {x1,xa,...,2,} is such that there exists
a subset G C [n] of size |G| = G > (1 — §)n for § < 0.5 and there exists o > 0 such that
ﬁ Yiteg Ellw: — x1]|?] < o where the expectation is taken w.r.1. the randomness of {x;}icg-
We say that the quantity % is (0, ¢)-Robust Aggregator (6, ¢)-RAgg) and write T = RAgg(x1,...,Tn)
for some c > 0, if the following inequality holds:

E [z -z < cbo?, )
where T = ﬁ > icq T If additionally T is computed without the knowledge of o°, we say that T is
(9, ¢)-Agnostic Robust Aggregator ((9, ¢)-ARAgg) and write T = ARAgg(x1, ..., Ty).

In fact, Karimireddy et al. (2021; 2022) propose slightly different definition, where they as-
sume that E||z; — 2;]|> < o2 for all fixed good workers i,/ € G, which is marginally stronger
than what we assume. Karimireddy et al. (2021) prove tightness of their definition, i.e., up to
the constant ¢ one cannot improve bound (2), and prove that popular “middle-seekers” such as
Krum (Blanchard et al., 2017), Robust Federated Averaging (RFA) (Pillutla et al., 2022),
and Coordinate-wise Median (CM)(Chen etal., 2017) do not satisfy their definition. However,
there is a trick called bucketing (Karimireddy et al., 2022) that provably robustifies Krum/RFA/CM.
Nevertheless, the difference between our definition and the original one from (Karimireddy et al.,
2021; 2022) is very subtle and it turns out that Krum/RFA/CM with bucketing fit Definition 2.1 as
well (see Appendix D).

Compression. We consider unbiased compression operators, i.e., guantizations.

Definition 2.2 (Unbiased compression (Horvith et al., 2019b)). Stochastic mapping Q : R% — R?
is called unbiased compressor/compression operator if there exists w > 0 such that for any x € R¢

E[Q@)] ==z, E[|Q)-al] <wlal ©)

For the given unbiased compressor Q(x), one can define the expected density as (g =
sup,cpa E[[|Q(2)||,] , where ||yl|o is the number of non-zero components of y € R<.
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The above definition covers many popular compression operators such as RandK sparsification (Stich
et al., 2018), random dithering (Goodall, 1951; Roberts, 1962), and natural compression (Horvath
et al., 2019a) (see also the summary of various compression operators in (Beznosikov et al., 2020)).
There exist also other classes of compression operators such as J-contractive compressors (Stich
et al., 2018) and absolute compressors (Tang et al., 2019; Sahu et al., 2021). However, these types of
compressors are out of the scope of this work.

Assumptions. The first assumption is quite standard in the literature on non-convex optimization.

Assumption 2.1. We assume that function f : R — R is L-smooth, i.e., for all z,y € R? we have
IVf(x) =Vl < L||x —y||. Moreover, we assume that f is uniformly lower bounded by f. € R,
ie, fr =inf, cpa f(2).

Next, we need to restrict the data heterogeneity of regular workers. Indeed, in arbitrarily heteroge-
neous scenario, it is impossible to distinguish regular workers and Byzantine workers. Therefore, we
use a quite standard assumption about the heterogeneity of the local loss functions.

Assumption 2.2 ((2-heterogeneity). We assume that good clients have (*-heterogeneous local loss
functions for some ( > 0, i.e.,

S IVAE) - V@I < e R @
i€

We emphasize here that the homogeneous data case ({ = 0) is realistic in collaborative learning.
This typically means that the workers have an access to the entire data. For example, this can be
implemented using so-called dataset streaming when the data is received just in time in chunks
(Diskin et al., 2021; Kijsipongse et al., 2018) (this can also be implemented without using the server
via special protocols similar to BitTorrent).

The following assumption is a refinement of a standard assumption that f; is L;-smooth for all i € G.

Assumption 2.3 (Global Hessian variance assumption (Szlendak et al., 2021)). We assume that there
exists Ly > 0 such that for all z,y € R?

%Z IV fi(z) = VEWI® = IV f(z) = Vi)I® < Lillz —y]*. (5)
1€G

If f; is L;-smooth for all ¢ € G, then the above assumption is always valid for some L. > 0 such
that L2, — L* < L3 < L3,,, where L2, = £ >, L7 (Szlendak et al., 2021). Moreover, Szlendak
et al. (2021) show that there exist problems with heterogeneous functions on workers such that (5)

holds with L4 = 0, while L, > 0.

We propose a generalization of the above assumption for samplings of stochastic gradients.

Assumption 2.4 (Local Hessian variance assumption). We assume that there exists L1 > 0 such
that for all x,y € R?

1 < L3
& 2 ElAi(ry) - Ayl < T e — vl ©)
i€g

where A;(z,y) = V fi(z) — V fi(y) and A;(x,y) is an unbiased mini-batched estimator of A;(x, y)
with batch size b.

‘We notice that the above assumption covers a wide range of samplings of mini-batched stochastic
gradient differences, e.g., standard uniform sampling or importance sampling. We provide the
examples in Appendix E.1. We notice that all previous works on Byzantine-robustness focus on the
standard uniform sampling only. However, uniform sampling can give m times worse constant £
than importance sampling. This difference significantly affect the complexity bounds.

New Method: Byz-VR-MARINA. Now we are ready to present our new method—Byzantine-tolerant
Variance-Reduced MARINA (Byz-VR-MARINA). Our algorithm is based on the recently proposed
variance-reduced method with compression (VR-MARINA) from (Gorbunov et al., 2021b). At each
iteration of Byz-VR-MARINA, good workers update their parameters 2* ! = 2¥ — y¢* using esti-
mator g* received from the parameter-server (line 7). Next (line 8), with (typically small) probability
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p each good worker ¢ € G computes its full gradient, and with (typically large) probability 1 — p this
worker computes compressed mini-batched stochastic gradient difference Q(A;(z**1, z*)), where

ﬁi(mk“, x") satisfies Assumption 2.4. After that, the server gathers the results of computations
from the workers and applies (6, ¢)-ARAgg to compute the next estimator g**! (line 10).

Let us elaborate on several important parts of the proposed algorithm. First, we point out that

with large probability 1 — p good workers need to send just compressed vectors Q(A; (z* 11, z*)),
i € G. Indeed, since the server knows when workers compute full gradients and when they compute
compressed stochastic gradients, it needs just to add g” to all received vectors to perform robust
aggregation from line 10. Moreover, since the server knows the type of compression operator that
good workers apply, it can typically easily filter out those Byzantine workers who try to slow down
the training via sending dense vectors instead of compressed ones (e.g., if the compression operator is
RandK sparsification, then Byzantine workers cannot send more than K components; otherwise they
will be easily detected and can be banned). Next, the right choice of probability p allows equalizing
the communication cost of all steps when good workers send dense gradients and compressed gradient
differences. The same is true for oracle complexity: if p < b/m, then the computational cost of
full-batch computations is not bigger than that of stochastic gradients.

Algorithm 1 Byz-VR-MARINA: Byzantine-tolerant VR-MARINA

1: Input: starting point 2°, stepsize , minibatch size b, probability p € (0, 1], number of iterations
K, (0,c)-ARAgg

2: Initialize ¢° = V f(2°)
3: fork=0,1,...,K —1do
4:  Get a sample from Bernoulli distribution with parameter p: ¢ ~ Be(p)
5:  Broadcast gk, ¢, to all workers
6: for i € G in parallel do
7. ahtl = gk — ygk
k+1 Vi), ifep =1, . .
8: Set g; = g+ 0 ( 31 (xk o, k)) . otherwise,” where minibatched estimator

Ai(z* 1, 2% of V (2% 1) — V f;(zF); O(-) for i € G are computed independently
9:  end for
10: g"*+! = aragg(gitt, ... gkt
11: end for
12: Return: &% chosen uniformly at random from {z*};

Challenges in designing variance-reduced algorithm with tight rates and provable Byzantine-
robustness. In the introduction, we explain why variance reduction is a natural way to handle
Byzantine attacks (see the discussion before Q1). At first glance, it seems that one can take any
variance-reduced method and combine it with some robust aggregation rule to get the result. However,
this is not as straightforward as it may appear. As one can see from Table 2, combination of SAGA

with geometric median estimator (Byrd-SAGA) gives the rate @(ﬁ) (smoothness constant

. . . . . . . 1 2
and logarithmic factors are omitted) in the smooth strongly convex case — this rate is in fact O (bg"?)

times worse than the rate of SAGA even when § = 0. Therefore, it becomes clear that the full
potential of variance reduction in Byzantine-robust learning is not revealed via Byrd-SAGA.

The key reason for that is the sensitivity of SAGA (and SAGA-based methods) to the unbiasedness
of the stochastic estimator in the analysis. Since Byrd-SAGA uses the geometric median for the
aggregation, which is necessarily biased, it is natural that it has a much worse convergence rate than
SAGA even in the 6 = 0 case. Moreover, one can’t solve such an issue by simply changing one
robust estimator for another since all known robust estimators are generally biased.

To circumvent this issue, we consider Geom-SARAH/PAGE-based estimator (Horvath & Richtarik,
2019; Li et al., 2021) and study how it interacts with the robust aggregation. In particular, we observe
that the averaged pair-wise variance for the stochastic gradients of good workers could be upper
bounded by a constant multiplied by E|[z**! — 2*||? plus some additional terms appearing due
to heterogeneity (see Lemma E.2). Then, we notice that the robust aggregation only leads to the
additional term proportional to E|[z**! — 2¥||2 (plus additional terms due to heterogeneity). We
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show that this term can be directly controlled using another term proportional to —E|[z*+1 — 2¥||2,
which appears in the original analysis of PAGE/VR-MARINA.

These facts imply that although the difference between Byz-VR-MARINA and VR-MARINA is only
in the choice of the aggregation rule, it is not straightforward beforehand that such a combination
should be considered and that it will lead to better rates. Moreover, as we show next, we obtain vast
improvements upon the previously best-known theoretical results for Byzantine-tolerant learning.

General Non-Convex Functions. Our main convergence result for general non-convex functions
follows. All proofs are deferred to Appendix E.

Theorem 2.1. Let Assumptions 2.1, 2.2, 2.3, 2.4 hold. Assume that 0 < v < ﬁ,
w 3 — c w w

A — 6(1;:0) (4%5 + %) (sz 4 0 b)£i> i 6(1p p) (4 5(;+ ) 4 ﬁ) L2. Then forall K > 0

the point T choosen uniformly at random from the iterates 2°, x", . .., 2™ produced by Byz-VR-

MARINA satisfies

where

20, 24¢6¢?
(K +1) p
where ®g = f(2°) — f. + 2||g° — V f(2°)||? and E[] denotes the full expectation.”

E[||IVf(@5))?] < 5 (7)

We highlight here several important properties of the derived result. First of all, this is the first
theoretical result for the convergence of Byzantine-tolerant methods with compression in the non-
convex case with arbitrary adversaries. Next, when ¢ > 0 the theorem above does not guarantee that
E[|V f(Z%)|?] can be made arbitrarily small. However, this is not a drawback of our analysis but
rather an inevitable limitation of all algorithms in heterogeneous case. This is due to Karimireddy et al.
(2022) who proved a lower bound showing that in the presence of Byzantine workers, all algorithms
satisfy E[[|V£(Z%)||?] = Q(6¢?), i.e., the constant term from (7) is tight up to the factor of 1/p.
However, when ¢ = 0, Byz-VR-MARINA can achieve any predefined accuracy of the solution, if ¢ is
such that ARAgq is (6, ¢)-robust (see Theorem D.1). Finally, as Table 2 shows?, Byz-VR-MARINA
achieves E[||V f(z5)]||?] < 2 faster than all previously known Byzantine-tolerant methods for small
enough . Moreover, unlike virtually all other results in the non-convex case, Theorem 2.1 does not
rely on the uniformly bounded variance assumption, which is known to be very restrictive (Nguyen
et al., 2018). For further discussion we refer to Appendix E.S.

Functions Satisfying Polyak-F.ojasiewicz (PL) Condition. We extend our theory to the functions
satisfying Polyak-Lojasiewicz condition (Polyak, 1963; Lojasiewicz, 1963). This assumption gen-
eralizes regular strong convexity and holds for several non-convex problems (Karimi et al., 2016).
Moreover, a very similar assumption appears in over-parameterized deep learning (Liu et al., 2022).

Assumption 2.5 (PL condition). We assume that function [ satisfies Polyak-Fojasiewicz (PL.) condi-
tion with parameter p, i.e., for all x € R? there exists x* € argming cpa f(x) such that

IVF@)IIP > 20 (f(z) = f(z")). (®)

Under this and previously introduced assumptions, we derive the following result.
Theorem 2.2. Let Assumptions 2.1, 2.2, 2.3, 2.4, 2.5 hold. Assume that 0 < ~ < min {m z }
where A = @ (% + %) (OJL2 + (1+u;)£i) + 6(1p—p) (405(;-"-0-1) + %) Lﬁ:- Then for all
K > 0 the iterates produced by Byz-VR-MARINA satisfy

2
E [f(«®) — f(z*)] < 1 — )" &0 + 24f< , 9)

where ®y = f(2°) — f. + 2?’YHQO — V1 ()]

’In all the results and the proofs, E[-] denotes the full expectation if the opposite is not specified.

3To have a fair comparison, we take p = min{b/m,1/(1+w)} since in this case, at each iteration each
worker sends O((go) components, when w + 1 = ©(4/¢o) (which is the case for RandK sparsification and
£2-quantization, see (Beznosikov et al., 2020)), and makes O(b) oracle calls in expectation (computations of
V fi,;(x)). With such choice of p, the total expected (communication and oracle) cost of steps with full gradients
computations/uncompressed communications coincides with the total cost of the rest of iterations.
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Figure 1: The optimality gap f(z*) — f(2*) of 3 aggregation rules (AVG, CM, RFA) under 5 attacks
(NA, LF, BE, ALIE, IPM) on a9a dataset, where each worker has access full dataset with 4 good and
1 Byzantine worker. In the first row, we do not use any compression, in the second row each method
uses Rand K sparsification with K = 0.1d.

Similarly to the general non-convex case, in the PL-setting Byz-VR-MARINA is able to achieve
E[f(z5) — f(2*)] = O(¢¢*/1) accuracy, which matches (up to the factor of 1/p) the lower bound
from Karimireddy et al. (2022) derived for p-strongly convex objectives. Next, when ¢ = 0, Byz-VR-
MARINA converges linearly asymptotically to the exact solution. Moreover, as Table 2 shows, our
convergence result in the PL-setting outperforms the known rates in more restrictive strongly-convex
setting. In particular, when ¢ is small enough, Byz-VR-MARINA has better complexity than BTARD-
SGD. When the conditioning of the problem is bad (i.e., L/u > 1) our rate dominates results of
BR-CSGD, BR-CSAGA, and BROADCAST. Furthermore, both BR-CSGD and BR-CSAGA rely
on the uniformly bounded second moment assumption (contradicting the strong convexity), and the
rate of the BROADCAST algorithm is based on the assumption that w = O(#*/£?) implying that
Q(z) = x (no compression) even for well-conditioned problems.

3 NUMERICAL EXPERIMENTS

In this section, we demonstrate the practical performance of the proposed method. The main goal of
our experimental evaluation is to showcase the benefits of employing SOTA variance reduction to
remedy the presence of Byzantine workers. For the task, we consider the standard logistic regression
model with f5-regularization f; ;(z) = —y; ; log(h(z,a; ;) — (1—y; ;) log(1—h(z, a; ;) +A|z|?,
where y; ; € {0, 1} is the label, ai; € R represents the features vector, A is the regularization
parameter and h(x,a) = 1/(1+e==" ). One can show that this objective is smooth, and for A > 0, it
is also strongly convex, therefore, it satisfies PL.condition. We consider a9a LIBSVM dataset (Chang
& Lin, 2011) and set A = 0.01. In the experiments, we focus on an important feature of Byz-VR-
MARINA: it guarantees linear convergence for homogeneous datasets across clients even in the
presence of Byzantine workers, as shown in Theorem 2.2. To demonstrate this experimentally, we
consider the setup with four good workers and one Byzantine worker, each worker can access the
entire dataset, and the server uses coordinate-wise median with bucketing as the aggregator (see the
details in Appendix D). We consider five different attacks: e No Attack (NA): clean training; e Label
Flipping (LF): labels are flipped, i.e., y; ; — 1 — y; ;; o Bit Flipping (BF): a Byzantine worker
sends an update with flipped sign; e A Little is enough (ALIE) (Baruch et al., 2019): the Byzantine
workers estimate the mean pg and standard deviation og of the good updates, and send g — zog
to the server where z is a small constant controlling the strength of the attack; e Inner Product
Manipulation (IPM) (Xie et al., 2020): the attackers send —& >, g Vi (z) where € controls the
strength of the attack. For bucketing, we use s = 2, i.e., partitioning the updates into the groups
of two, as recommended by Karimireddy et al. (2022). We compare our Byz-VR-MARINA with
the baselines without compression (SGD, BR-SGDm (Karimireddy et al., 2021)) and the baselines
with random sparsification (compressed SGD and DIANA (BR-DIANA). We do not compare against
Byrd-SAGA (and BR-CSAGA, BROADCAST from Zhu & Ling (2021)), which consumes large
memory that scales linearly with the number of local data points and is not well suited for memory-
efficient batched gradient computation (e.g., used in PyTorch). Our implementation is based on
PyTorch (Paszke et al., 2019). Figure 1 showcases that, indeed, we observe linear convergence of
our method while no baseline achieves this fast rate. In the first row, we display methods with no
compression, and in the second row, each algorithm uses random sparsification. We defer further
details and additional experiments with heterogeneous data to Appendix B.
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A DETAILED RELATED WORK

Byzantine-robustness. Classical approaches to Byzantine-tolerant optimization are based on ap-
plying special aggregation rules to Parallel-SGD (Blanchard et al., 2017; Chen et al., 2017; Yin et al.,
2018; Damaskinos et al., 2019; Guerraoui et al., 2018; Pillutla et al., 2022). It turns out that such
defences are vulnerable to the special type of attacks (Baruch et al., 2019; Xie et al., 2020). Moreover,
Karimireddy et al. (2021) propose a reasonable formalism for describing robust aggregation rules
(see Def. 2.1) and show that almost all previously known defences are not robust according to this
formalism. In addition, they propose and analyze new Byzantine-tolerant methods based on the usage
of Polyak’s momentum (Polyak, 1964) (BR-SDGm) and momentum variance reduction (Cutkosky
& Orabona, 2019) (BR-MVR). This approach is extended to the case of heterogeneous data and
aggregators agnostic to the noise level by Karimireddy et al. (2022), and He et al. (2022) propose an
extension to the decentralized optimization over fixed networks. Gorbunov et al. (2021a) propose
an alternative approach based on the usage of AllReduce (Patarasuk & Yuan, 2009) with additional
verifications of correctness and show that their algorithm has complexity not worse than Parallel-
SGD when the target accuracy is small enough. Wu et al. (2020) are the first who applied variance
reduction mechanism to tolerate Byzantine attacks (see the discussion above Q1). We also refer
reader to (Chen et al., 2018; Rajput et al., 2019; Rodriguez-Barroso et al., 2020; Xu & Lyu, 2020;
Alistarh et al., 2018; Allen-Zhu et al., 2021; Regatti et al., 2020; Yang & Bajwa, 2019a;b; Gupta
etal., 2021; Gupta & Vaidya, 2021; Peng et al., 2021) for other advances in Byzantine-robustness
(see the detailed summaries in (Lyu et al., 2020; Gorbunov et al., 2021a)). We further progress the
field by obtaining new theoretical SOTA convergence results in our work.

Compressed communications. Methods with compression are relatively well studied in the lit-
erature. The first theoretical results were derived in (Alistarh et al., 2017; Wen et al., 2017; Stich
et al., 2018; Mishchenko et al., 2019). During the last several years the field has been significantly
developed. In particular, compressed methods are analyzed in the conjuction with variance reduc-
tion (Horvath et al., 2019b; Gorbunov et al., 2020b; Danilova & Gorbunov, 2022), acceleration (Li
et al., 2020; Li & Richtarik, 2021; Qian et al., 2021b), decentralized communications (Koloskova
et al., 2019; Kovalev et al., 2021), local steps (Basu et al., 2019; Haddadpour et al., 2021), adaptive
compression (Faghri et al., 2020), second-order methods (Islamov et al., 2021; Safaryan et al., 2021),
and min-max optimization (Beznosikov et al., 2021; 2022). However, to our knowledge, only one
work studies communication compression in the context of Byzantine-robustness (Zhu & Ling, 2021)
(see the discussion above Q2). Our work makes a further step towards closing this significant gap in
the literature.

Variance reduction is a powerful tool allowing to speed up the convergence of stochastic methods
(especially when one needs to achieve a good approximation of the solution). The first variance-
reduced methods were proposed by Schmidt et al. (2017); Johnson & Zhang (2013); Defazio et al.
(2014). Optimal variance-reduced methods for (strongly) convex problems are proposed in (Lan
& Zhou, 2018; Allen-Zhu, 2017; Lan et al., 2019) and for non-convex optimization in (Nguyen
et al., 2017; Fang et al., 2018; Li et al., 2021). Despite the noticeable attention to these kinds of
methods (Gower et al., 2020), only a few papers study Byzantine-robustness in conjunction with
variance reduction (Wu et al., 2020; Zhu & Ling, 2021; Karimireddy et al., 2021). Moreover, as we
mentioned before, the results from Wu et al. (2020); Zhu & Ling (2021) are not better than the known
ones for non-parallel variance-reduced methods, and Karimireddy et al. (2021) rely on the uniformly
bounded variance assumption, which is hard to achieve in practice. In our work, we circumvent these
limitations.

Non-uniform sampling. Originally proposed for randomized coordinate methods (Nesterov, 2012;
Richtarik & Takac, 2016; Qu & Richtarik, 2016), non-uniform sampling is extended in multiple
ways to stochastic optimization, e.g., see (Horvath & Richtarik, 2019; Gower et al., 2019; Qian et al.,
2019; Gorbunov et al., 2020b;a; Qian et al., 2021a). Typically, non-uniform sampling of stochastic
gradients allows better dependence on smoothness constants in the theoretical results. Inspired by
these advances, we propose the first Byzantine-robust optimization method supporting non-uniform
sampling of stochastic gradients.
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Figure 2: The optimality gap f(z*) — f(2*) of 3 aggregation rules (AVG, CM, RFA) under 5 attacks
(NA, LF, BE, ALIE, IPM) on a9a dataset with uniform split over 15 workers with 5 Byzantine workers.
The top row displays the best performance in hindsight for a given attack.
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Figure 3: The optimality gap f(z*) — f(z*) of 3 aggregation rules (AVG, CM, RFA) under 5 attacks
(NA, LF, BE, ALIE, IPM) on a9a dataset with uniform split over 15 workers with 5 Byzantine workers.
The top row displays the best performance in hindsight for a given attack. Each method uses Rand K
sparsification with K = 0.1d.

B EXTRA EXPERIMENTS AND EXPERIMENTAL DETAILS

B.1

GENERAL SETUP

Our running environment has the following setup:
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Figure 4: The optimality gap f(z*) — f(2*) of 3 aggregation rules (AVG, CM, RFA) under 5 attacks
(NA, LF, BF, ALIE, IPM) on w8a dataset with uniform split over 15 workers with 5 Byzantine
workers. The top row displays the best performance in hindsight for a given attack. No compression
is applied.
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Figure 5: The optimality gap f(2*) — f(2*) of 3 aggregation rules (AVG, CM, RFA) under 5 attacks
(NA, LF, BF, ALIE, IPM) on w8a dataset with uniform split over 15 workers with 5 Byzantine
workers. The top row displays the best performance in hindsight for a given attack. Each method
uses Rand K sparsification with K = 0.1d.

e 24 CPUs: Intel(R) Xeon(R) Gold 6146 CPU @ 3.20GHz,
¢ GPU: NVIDIA TITAN Xp with CUDA version 11.3,

e PyTorch version: 1.11.0.
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Figure 6: The optimality gap f(z*) — f(2*) of 3 aggregation rules (AVG, CM, RFA) under 5 attacks
(NA, LF, BF, ALIE, IPM) on w8a dataset, where each worker has access full dataset with 4 good and
1 Byzantine worker. In the first row, we do not use any compression, in the second row each method
uses Rand K sparsification with K = 0.1d.

B.2 EXPERIMENTAL SETUP

For each experiment, we tune the step size using the following set of candidates {0.5, 0.05,0.005}.
The step size is fixed. We do not use learning rate warmup or decay. We use batches of size 32 for all
methods. Each experiment is run with three varying random seeds, and we report the mean optimality
gap with one standard error. The optimal value is obtained by running gradient descent (GD) on the
complete dataset for 1000 epochs. Our implementation of attacks and robust aggregation schemes
is based on the public implementation from (Karimireddy et al., 2022) available at https://
github.com/epfml/byzantine-robust—-noniid-optimizer. Ourcodes are available
via an anonymized repository at https://github.com/SamuelHorvath/VR_Byzantine.
We select the same set of hyperparameters as (Karimireddy et al., 2022), i.e.,

e RFA: the number of steps of smoothed Weisfield algorithm 7" = 8; see Section D for details,

e ALIE: a small constant that controls the strength of the attack z is chosen according to
(Baruch et al., 2019),

o [PM: a small constant that controls the strength of the attack e = 0.1.

B.3 EXTRA EXPERIMENTS
B.3.1 HETEROGENEOUS DATA

In this case, we randomly shuffle dataset and we sequentially distribute it among 15 good workers,
where each worker has approximately the same amount of data and there is no overlap. We include
five Byzantine workers who have access to an entire dataset and the exact updates computed at each
client. For the aggregation, we consider three rules: standard averaging (AVG), coordinate-wise
median (CM) with bucketing, and robust federated averaging (RFA) with bucketing (see the details in
Appendix D).

Discussion. In Figure 2, we can see that momentum (BR-SGDm) the variance reduction (Byz-VR-
MARINA) techniques consistently outperform the SGD baseline while none of them dominates for
all the attacks. Byz-VR-MARINA is particularly useful in the clean data regime and against the
ALIE and IPM attacks, and the BR-SGDm algorithm provides the best performance for label and bit
flipping attacks. It would be interesting to automatically select the best technique, e.g., momentum or
VR-MARINA, that provides the best defense against any given attack. We leave this for future work.

B.3.2 COMPRESSION

In this section, we consider the same setup as for the previous experiment with a difference that we
employ communication compression. We choose random unbiased sparsification for with sparsity
level 10%. We compare our Byz-VR-MARINA algorithm to compressed SGD and DIANA (BR-
DIANA).

Discussion. In Figure 3, we can see that Byz-VR-MARINA consistently outperforms both baselines
except for the bit flipping attack. However, even in this case, it seems that Byz-VR-MARINA only
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Figure 7: The optimality gap f(x*) — f(2*) under 2 attacks (NA, ALIE) on a9a dataset, where each
worker has access full dataset with 4 good and 1 Byzantine worker. No compression is applied.

needs more epochs to provide the better solution while SGD cannot further improve regardless of the
number of epochs.

B.3.3 EXTRA DATASET: W8A

In Figures 4-6, we perform the same experiments, but for the different LIBSVM dataset:wSa. We
note that the obtained results are consistent with our observations for the a9a dataset.

B.4 CoMPARISON WITH Byrd-SVRG

As we note in the main part of the paper, Byrd-SAGA is not well suited for PyTorch due to the
large memory consumption of SAGA-based methods. Nevertheless, one can use SVRG-estimator
(Johnson & Zhang, 2013) as a proxy of SAGA-estimator due to similarities between SAGA and
SVRG. We call the resulting method as Byrd-SVRG and compare its performance with Byz-
VR-MARINA on the logistic regression task with non-convex regularization: an instance of (1)

with f; j(x) = —y; ;log(h(z, ai ;) — (1 — vy 5)log(l — h(z,a; ;) + /\Zle 1112 The results
are presented in Figure 7. One can see that Byz-VR-MARINA converges to the exact solution
asymptotically, while other methods are able to converge only to some neighborhood of the solution.

B.5 EFFECT OF COMPRESSION

In this experiment, we illustrate the effect of compression in Byz-VR-MARINA on its communication
efficiency. We compare the performance of Byz-VR-MARINA with and without compression in
terms of the number of communicated bits between workers and server. The results are shown in
Figure 8. One can see that communication compression does speed up the training (in terms of the
number of transmitted bits).
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CM | ALIE
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Figure 8: The optimality gap f(2*) — f(«*) under ALIE attacks on a9a dataset, where each worker
has access full dataset with 4 good and 1 Byzantine worker. The figure illustrates the effect of
compression in Byz-VR-MARINA. Rand K sparsification with K = 0.1d is used as a compression
operator. “Relative comm. compression” = number of transmitted bits divided by the number of
transmitted bits per iteration for full-precision algorithm and then divided by the size of the dataset
(when no compression is applied this quantity equals the number of epochs).
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C USEFUL FAcCTS

For all a,b € R? and a > 0, p € (0, 1] the following relations hold:

2(a,b) = lal* +[Ib]|* = [la — b]I%, (10)
la+bl* < (A +a)llal®+ (1 + o™, (1n
1 1
—fla—b]* < - 24 —||b)12 12
la=b? < ——llal®+ 2ol (12
p p

1- (1 7) < 1-2 13
A-p(1+35) = 5 (13)
Lemma C.1 (Lemma 5 from Richtarik et al. (2021)). Let a,b > 0. If0 < v < ¢a1+b’ then

ay? + by < 1. The bound is tight up to the factor of 2 since ﬁ < min {ﬁ, %} < \/52%.
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D FURTHER DETAILS ON ROBUST AGGREGATION

In Section 2, we consider robust aggregation rules satisfying Definition 2.1. As we notice, this
definition slightly differs from the original one introduced by Karimireddy et al. (2022). In particular,
we assume

# L 2 2
o) 2o Bl il <% (14)

while Karimireddy et al. (2022) uses E[||z; — 2;||?] < o? for any fixed i,] € G. As we show next,
this difference is very subtle and condtion (14) also allows to achieve robustness.

We consider robust aggregation via bucketing proposed by Karimireddy et al. (2022) (see Algo-
rithm 2). This algorithm can robustify some non-robust aggregation rules Aggr. In particular,

Algorithm 2 Bucketing: Robust Aggregation using bucketing (Karimireddy et al., 2022)

I: Input: {z1,...,2,}, s € N-bucket size, Aggr — aggregation rule
2: Sample random permutation 7 = (7 (1), ..., m(n)) of [n]
min{si,n}

3: Compute y; = %Zk:s(i_l)ﬂ Ty fori=1,...,[7/s]
4: Return: T = Aggr(yi, ..., Y[n/.])

Karimireddy et al. (2022) show that Algorithm 2 makes Krum (Blanchard et al., 2017), Robust
Federated Averaging (RFA) (Pillutla et al., 2022) (also known as geometric median), and
Coordinate-wise Median (CM) (Chen et al., 2017) robust, in view of definition from Karim-
ireddy et al. (2022).

Our main goal in this section is to show that Krum o Bucketing, RFA o Bucketing, and CM
o Bucketing satisfy Definition 2.1. Before we prove this fact, we need to introduce Krum, RFA,
CM.

Krum. LetS; C {z1,...,2,} be the subset of n — |B| — 2 closest vectors to z;. Then, Krum-
estimator is defined as

Krum(zy,...,%,) &f argmin Z |z — @|% (15)
zi€{z1,..., x"}jesi

Krum requires computing all pair-wise distances of vectors from {z1, ..., x,} resulting in O(n?)

computation cost for the server. Therefore, Krum is computationally expensive, when number of
workers n is large.

Robust Federated Averaging. RFA-estimator finds a geometric median:
n
def .
REA(Z1,...,&n) = argmmZHw—xiH. (16)
z€R? T

The above problem has no closed form solution. However, one can compute approximate REFA
using several steps of smoothed Weiszfeld algorithm having O(n) computation cost of each iteration
(Weiszfeld, 1937; Pillutla et al., 2022).

Coordinate-wise Median. CM-estimator computes a median of each component separately. That
is, for t-th coordinate it is defined as

(@(o,. .z, D edian(oles. ... o)) —argmin 3" u = fwld. ()
uwek o

where [z]; is t-th coordinate of vector € R%. CM has O(n) computation cost (Chen et al., 2017;
Yin et al., 2018).
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Robustness via bucketing. The following lemma is the key to show robustness of Krum o
Bucketing, RFA o Bucketing,and CM o Bucketing in terms of Definition 2.1.

Lemma D.1 (Modification of Lemma 1 from (Karimireddy et al.,, 2022)). Assume that
{z1,22,..., 20} is such that there exists a subset G C [n], |G| = G > (1 —d)nand o > 0
such that (14) holds. Let vectors {yi,...,yn}, N = n/s* be generated by Algorithm 2 and

G = {i € [N] | B C G}, where y; = ﬁzje&_ xj and B; denotes the i-th bucket, i.e.,
By = {m((i = 1) - s+ 1),...,m(min{i - s,n})}. Then, |G| = G > (1 — 6s)N and for any fixed
1,1 € G we have

o2

Elyi] =E[z] and E[|ly; —wl?] < (18)

)
s
7 o— L )
where T = Zz‘eg z;.

Proof. The proof is almost identical to the proof of Lemma 1 from (Karimireddy et al., 2022).
Nevertheless, for the sake of mathematical rigor, we provide a complete proof. Since each Byzantine
peer is contained in no more than 1 bucket and |B| < dn (here B = [n] \ G), we have that number of

“bad” buckets is not greater than dn < JsNV, i.e., G > (1 — ds)N. Next, for any fixed 7 € gwe have

~ ]_ 1
Erlyi|i€Gl= 157 D> Exlyjlj€dl=5) u =1,

|B;| &= ;
JEB; j€g

where E . [-] denotes the expectation w.r.t. the randomness comming from the permutation. Taking the
full expectation, we obtain the first part of (18). To derive the second part we introduce the notation
for workers from B; and B;: B; = {k;1,ki2,... ki s} and B; = {k;1,k;2,...,k; s}. Then, for
any fixed i,/ € G the (ordered) pairs {(zx, ,, Tk, )}, are identically distributed random variables
as well as for any fixed ¢ = 1,..., s vectors x, ,, Ty, , are identically distributed. Therefore, we
have

i,t?

2

E [llyi — wil?] E

1 S
g Z(xk” - xkl,t)

t=1

1 ¢ 2
= 872 ZE [kalt = Ly ||2] + 872 Z E [<x/€i,t1 T Lhiey s They — xkl,t2>]
t=1

1<t <t2<s

1 s—1
= EE [H‘rki,l - xkl,l “2} + ]E [<"I“k,',11 - "L‘kl,]v‘rkig - $k1,2>]
1
= — E Tiy — Ty 2
11712

s—1
TG -G =G =3 > Elwi @i wiy — )]

i1,42,13,i4 €G

i1#49,13,1q
igAig,iyg
1370
S
1 9 (14) 52
= SGG—1) Z E [|lzi, — z,]1*] +5 < ?—FS.

il,i2€g

Finally, we notice that S = 0: for any fixed i1, 72, i3, 74 the sum contains one term proportional
to E [(z;, — %4,, Ti; — x;,)] and one term proportional to E [{(x;, — x;,, z;, — x;,)] that cancel out.
This concludes the proof. O

Using the above lemma, we get the following result.

*For simplicity, we assume that n is divisible by s.
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Theorem D.1 (Modification of Theorem I from (Karimireddy et al., 2022)). Let {z1,22,...,Zn}
satisfy the conditions of Lemma D.1 for some § < Opax. If Algorithm 2 is run with s = |9max/s |, then

e Krum o Bucketing satisfies Definition 2.1 with ¢ = O(1) and Smax < 1/4,
e RFA o Bucketing satisfies Definition 2.1 with ¢ = O(1) and dmax < 1/2,

e CM o Bucketing satisfies Definition 2.1 with ¢ = O(d) and dmax < /2.

Proof. The proof is identical to the proof of Theorem I from (Karimireddy et al., 2022), since
Karimireddy et al. (2022) rely only on the general properties of Krum/RFA/CM and (18) to get the
result. H
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E MISSING PROOFS AND DETAILS FROM SECTION 2

E.1 EXAMPLES OF SAMPLINGS

Below we provide two examples of situations when Assumption 2.4 holds. In both cases, we assume
that f; ; is L; j-smooth for all i € G, j € [m)].

Example E.1 (Uniform sampling with replacement). Consider ﬁz(az, y) =12 jer, Dig (T, y),
where A; j(z,y) = Vf;;j(x) — Vfi;(y) and I, i is the set of b i.i.d. samples from the uniform
distribution on [m]. Then, Assumption 2.4 holds with L% = L7 5, where L7 ;5 < & Yicq Li 1 us
and Lf,i’ us IS such that

1 m
- Dol (@) = Aia,y)|P < L1 psllz — yl1*.
j=1

Lemma 2 from Szlendak et al. (2021) implies that L?,Us - L2 < Li tus < LiUS’ where L?,US is
such that - > 1A (a, Y)|I? < L2 ysllz — yll>. We point out that in the worst case L ;5 =
Ly o2

m £<j=1"i,3°

Example E.2 (Importance sampling with replacement). Consider AF = F el A L)
where A; j(z,y) =V f; j(x) =V fi;(y), L = = Z;ﬂ:l L; j, and I i, is the set of b i.i.d. samples
from the distribution D; ;s on [m] such that for j ~ D, s we have P{j = t} = :;Zt Then,
Assumption 2.4 holds with L% = Lils such that

—= > AL @I —= Y Ayl < L2 slla -yl
2%

i€G j=1 i€G

Lemma 2 from Szlendak et al. (2021) implies that % Eieg(f? —L}) < I35 < EYeg f?. We

) -2 . —2 .
point out that L; < LiUS and in the worst case mL,; = L%,US' Therefore, typically L2 ;g < L7 ys.

Next, we show that Assumption 2.4 holds whenever f; ; is L; j-smooth for all i € G, j € [m] and

~

A;(x,y) can be written as
~ 1 &
Ai(z,y) = — > & (Vi) = Vi),
j=1

for some random variables &; ; such that E[¢; ;] = 1,4 € G,j € [m] and max;cg jepm EIE7;] =
E? < o0, Indeed, in this case, we have

é;E Hﬁi(%y) - Ai(%y)HQ

IN

1 - 2
1€G
2

= Z B> 6 (V) - Via)

1€G

IN

1 m
G 2 2 Vi) = Vi 0)IPEEE,

i€G j=1

E? -

aM Z ZLZZHSU - y||2
i€g j=1

< E? ma L? ||z — y|?
< oax wille —=yll%,

IN

meaning that Assumption 2.4 holds with £, < VbE max;cg, je[m] Li,j. However, as we show in
Examples E.1 and E.2 constant £ can be much smaller than the derived upper bound.

SWe note that this assumption on the form of A (z,y) is very mild and holds for standard sampling strategies
including uniform and importance samplings. We refer to (Gower et al., 2019) for more examples.
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E.2 KEY LEMMAS

Our theory works for a slightly more general setting than the one we discussed in the main part of
the paper. In particular, instead of Assumption 2.2 we consider a more general assumption on the
heterogeneity.

Assumption E.1 ((B, (?)-heterogeneity). We assume that good clients have (B, (?)-heterogeneous
local loss functions for some B > 0,( > 0, i.e.,

& Vi) - Vi@ < BIVS@)IP +¢* Ve € R (19)
i€g

When B = 0 the above assumption recovers Assumption 2.2. Since we allow B to be positive, it
may reduce the value of ¢ in some applications (for example, for over-parameterized models). As we
show further, the best possible optimization error that Byz-VR-MARINA can achieve in this case is
proportional to (2. We refer to Karimireddy et al. (2022) for the study of typical values of parameter
B for some over-parameterized models.

In proofs, we need the following lemma, wich is often used for analyzing SGD-like methods in the
non-convex case.

Lemma E.1 (Lemma 2 from Li et al. (2021)). Assume that function f is L-smooth and k=
¥ — yg*. Then

F@h) < f(a*) — %HVf(wk)HQ - (217 - g) [l %Ilg’“ = VIEhP. o)

To estimate the “quality” of robust aggregation at iteration k + 1 we derive an upper bound for the
averaged pairwise variance of estimators obtained by good peers (see also Definition 2.1).

Lemma E.2 (Bound on the variance). Let Assumptions 2.1, E.1, 2.3, 2.4 hold. Then for all k > 0 the
iterates produced by Byz-VR-MARINA satisfy

1 ,
G(G—1) YOE[lg =g TP) < AR [l — 2F|°] + 8BpE||V £ (=")|* + 4pC*, 2D
i,leg

(14w)L?
wmmAu:@Bm7+Q1—m(uﬁ441+mLi+—ﬁ¢i».

Proof. For the compactness, we introduce new notation: A* = Vf(z**1) — V f(z*). Let E,, /]
denote the expectation w.r.t. cx. Then, by definition of gf *1 for i € G we have

1 p
- E. k+1 _ k+1)2 — ; k+1y k+1y(12
D D e [l =g GC =T D IVAGES) = VhEE)
i,leG i,1€G
Ty
1-p Nk Nk |2
RVeTre I Q(AT) — QAD)II7-
T
Taking the full expectation and using the tower property E[E,, []] = E[-], we derive
1
——— Y E[|lgF" — g ] = E[I]+E[T] 22
G(G-1) zlge:g [ng 9 H] [T1] + E[T3] (22)
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Term E[T}] can be bounded via Assumption 19:

BN = gy o EIVAG) - VAG)P)

z;él
Y o S ERIVAGH) - VA 2 VA - )

i,lEG

z;él
= %”ZE IV A1) — V7))

i€G
(19)
< ABpE[|Vf(a")?] + 4p¢®

(1)

< SBpE[|Vf(@")|*] +8BpE [V f(z*41) = Vf(@")|*] + 4pC®
As. 2.1
< 8BpE[|Vf(«")]?] + 8BpL’E [|l2**! — &*||*] 4 4p¢>.
To estimate E[T5] we first derive an upper bound for Ex [T5], where E[-] denotes expectation w.r.t.

the all randomness (compression and stochasticity of the the gradients) coming from the step k£ + 1
of the algorithm'

B = goop o B (1@ - o@hP]
i
= GlaoD L B [1@H - Al - (B - ab)P]
¢
Gio—p 2 Iak-abp
i,l€g
1#l
(11) 1— ~
S G 2 B [21030 - Al +21Q(Bh) - AP
5
1—p k_ AK|2 k_ Ak|2
G 2 (1A - AT 21af - A%
Gl
1- ~ X
= Gio ) 2 B [Bau [21Q(B1) - AT+ 21 QAH - aff?]|
5
e kE Ak|2 k Ak|2
G 2 (1A - AT 21af - A%
Gl
4(1 — ~ 4(1 —
: %Zm [Ea, [10@HIP] - 1at?] + 22 S (ke — jak?)
i€G i€g
(©) 4(1 —
2 DS g [ WA - 1akP] + 2 S ke - at)
i€g 1€G
4(1—-p)(1+w ~ 41-p)(14+w
- %Zﬁk [18% - afP] + 2L 5 gk asy2)
icG i€G

+4(1 = p)w|| A2,

where Eg, [-] denotes the expectation w.r.t. the randomness coming from the compression at step
k + 1. Applying Assumptions 2.4, 2.3, and 2.1 and taking the full expectation, we get

Bin) < 40-p) (w22 + 0w (2250 Rl oty
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Plugging the upper bounds for E[T}] and E[T3] in (22), we obtain the result. O

Using the above lemma, we derive the following technical result, which we rely on in the proofs of
the main results.

Lemma E.3 (Bound on the distortion). Let Assumptions 2.1, E.1, 2.3, 2.4 hold. Then for all k > 0
the iterates produced by Byz-VR-MARINA satisfy

E[lg" = V@] < (1= 2)E[lg" - Vi8] + 24BeB] V£ (") + 1205

A
+ 2R [|laht — %)), 23)

w 2 — C w w
where A — ij 6(1-p) (%Jr%) (wL2+(1+ )ﬁi)+6(1 P) (4 5(1+ )+ﬁ)Li

D b p P

Proof. For convenience, we intoduce the following notation:

v xk+1 ) lf Cr — 17
g = LY gt = f( ) ) b= o
i + & i Q(AF), otherwise.

Using the introduced notation, we derive

an

2 (1+ DR - Vi

+ (1 + ;) E[|g" — 3" 7] (25)

E [llg"*! = Vf(@* )]

Next, we need to upper-bound the terms from the right-hand side of (25). Let E., [-] denote the
expectation w.r.t. cx. Then, in view of (24), we have

Ee, [lg"t' = VP = (1-p)|d"+ 5 ZQ (AF) — V()

169

Taking expectation E[-] w.r.t. the all randomness (compression and stochasticity of the the gradi-
ents) coming from the step k + 1 of the algorithm and applying the variance decomposition and
independence of mini-batch and compression computations on different workers, we get

2

B (g - VA = (- B o+ 5 D QB - Vi)
i€g
= (- p)lg* - VAP
2
HA =)y || 53 (0 - )
i€g

1

= (-l - VAP + T S | o@h - af
i€G
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Let Eg, [-] denote the expectation w.r.t. the randomness coming from the compression at step k + 1.
The definition of the unbiased compression operator (Definition 2.2) implies

Ek [”§k+1 o

VI =

~
ING

(1

—p)llg* — Vf("

l—p
Ber > lAr”?

(1

—p)llg* — Vf("

i€G

l—p
Ber > lAar?

(1-

i€G

pllg* — V("

1-p
er ZHAfII2

(1

(1

~p)lg* - Vit
Lm0t s

— p)llg’“ — Vf(a"
L)

1€G
)12
G2

i€G

Z IAF]?

i€G
)12

G2

i€G

Z ”Ak AkHZ (

i€g

I+

I+

Z +

LS Eledh)?]

i€G

LS B [Eo, [I0@HP]]

i€g

=P+ o) s, [1A5)°]
1€G

[13% - a%)?]

[13% - a%)?]

LN

Using Assumptions 2.4, 2.3, and 2.1 and taking the full expectation, we arrive at

E [|lg"*! -

V(@]

< (1=-pE[llg" = VF=")I]

+T (wL2 +wLli +

(26)
(1+w)L?

x K+l k|2
E5 B o+t - o).

That is, we obtained an upper bound for the first term in the right-hand side of (25). To bound the
second term, we use the definition of (4, ¢)-ARAgg (Definition 2.1) and Lemma E.2:

E “|gk+1 _ §k+1”2]

(21)
< 8Bped + 4p¢Pes + A'eSE [||zF T — 2 |7],

E [Ek [”gk-i-l _

i,lEG

Z E ||gk+1

i,EG

32

§k+1 ||2jH
Z Ey, [|lg;*" -

k+1 ”2]
k+1 ”2]

27)
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2
where A' = (8BpL® + 4(1 — p) (wL? + (1 + w)L% + T4
+ b

and using p < 1, we obtain

)) . Plugging (26) and (27) in (25)

E[lg" = Vi < (1-p) (1+5)E[lg" — VI )]
(1+w)Li

3(1—p) k k
+T <wL2 +CUL?|: + b) E [H‘T +1_ X ||2]

—l—% (8Bpcd + 4p¢Ped + A'edE [||a* T — 2F|12])

2 (1-D)E[lg* - VHHIP] + 24Beb + 12305

A
+5PE ([l — ),

where

2G b P

2 _ ded 1 o (+w)Ll
<24BL cd +3(1 p)(p +2G wL® + b

2 4e6(l4w)  w 9
Zo3(1op) (T Y
+p 3(1-p) ( » + 2G> i
_ 8BLZ5 | 6(1—p) (5 | 1\ ( o, (14w
D p p 2G b
6(1—p) [4cd(l4+w) w 9
— | L%.
P ( b 26)"

_ 2
(3(1 ) <wL2 +wli + 7(1 i w)ﬁi) + 3A’06)

[N TN

+

This concludes the proof. O

E.3 GENERAL NON-CONVEX FUNCTIONS

Theorem E.1 (Generalized version of Theorem 2.1). Let Assumptions 2.1, E.1, 2.3, 2.4 hold. Assume
that

p

1
0<y < ——, 0< ——,
7_L+,/A 48¢B

(28)

P P P
for all K > 0 the iterates produced by Byz-VR-MARINA satisfy

2
where A = 74835265—#76(1717) (4765 + %) (wL2 + (1+:)£i)+6(17p) (465(1+w) + %) L3. Then

20, 24¢6(?

E[|IV@)?] < : (29)
- _ 48Bcb p — 48Bcd
7<1 : )(K+1)

where T is choosen uniformly at random from 2° 2%, ... 2K, and @, =
f@% — fo + %Hgo — V£ The vresult of Theorem 2.1 is a special
case of the statement above with B = 0, since for B = 0 we have A =

— w)L2 — . w w
4SBPLQ(:6 n 6(1p p) (%4_%) (wL2+ (1+b) j:) + 6(1p P) (465(11)+ )+ﬁ) L3 =

_ w) L2 — c w w c
Sp) (408 4 L) (wr2 4 () o So) (00 o ) 2 (1 8808) =,

p — 48 Bcd = p, and the second condition from (28) always holds.
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Proof. Forall k > 0 we introduce &), = f(a*) — f. + 2lg* — Vf(2")[|*. Using the results of
Lemmas E.1 and E.3, we derive

(20),(23) 1 L ~y
E@pn] = Ef@@®)—fi— (5 —5 ) 12" =P+ Jllg" = V(")
2y 2 2
g
S EIVAEHIP + 2 (1= 5) Bllg* ~ V)IP)
24Bcé 12¢6¢? A
+2LIR IV )17] + % + L2E [la*+ - o4)?]
v 48305) en2r - 12¢0C3y
= E[®r]—=(1- E||Vf(z + —
o] - 3 (1= ) (9] + 2
1
—5; (L= Ly = AP)E [ —a¥|?]
2y
48 Bcd 12¢6¢2y
< - (1- B0 BV + 200,
where in the last step we use Lemma C.1 and our choice of v from (28). Next, in view of (28), we
have 2 (1 - ‘BTBC‘S) > 0. Therefore, summing up the above inequality for £ = 0,1,..., K and
rearranging the terms, we get
1 = 2 us
=D E[IVIEMIP] < > (B[] — E[@r41])
K+1k:0 v 1— 48365) K+1) —
24¢6¢?
e
p — 48Bco

2 (E[®o] — E[Px1]) n 24ed¢?
v (1 o 485(:6) (K + 1) p— 48 Bcd
Brc1120 2K [®o] L 2ded(?
,Y(l_ 48566) (K+1) p—48.BC(5

It remains to notice, that the lef-hand side equals E[||V f(z%)]||?], where Z% is choosen uniformly at
random from 20, 2!, ... 2. O

On the differences between Byz-VR-MARINA and momentum-based methods. Karimireddy
etal. (2021) use momentum and momentum-based variance reduction in order to prevent the algorithm
from being permutation-invariant, since in the setup considered by Karimireddy et al. (2021) all
permuation-invariant algorithms cannot converge to any predefined accuracy even in the homogeneous
case. In our paper, we provide a different perspective on this problem: it turns out that the method
can be variance-reduced, Byzantine-robust, and permutation-invariant at the same time.

Let us first refine what we mean by permutation-invariance since our definition slightly differs from
the one used by Karimireddy et al. (2021). That is, consider the homogeneous setup and assume
that there are no Byzantine workers. We say that the algorithm is permutation-invariant if one can
arbitrarily permute the results of stochastic gradients computations (not necessarily one stochastic
gradient computation) between workers at any aggregation step without changing the output of the
method. Then, Byz-VR-MARINA is permutation-invariant, since the output in line 10 depends only
on g* and the set { A}, (note that Q(z) = x, since we assume w = 0), not on their order. Our
results do not contradict the ones from Karimireddy et al. (2021), since Karimireddy et al. (2021)
assume that the variance of the stochastic gradient is bounded, while we apply variance reduction
implying that the variance goes to zero and Byzantine workers cannot successfuly “hide in the noise”
via time-coupled attacks anymore.

Before we move on to the corollaries, we ellaborate on the derived upper bound. In particular, it is
important to estimate E[®o]. By definition, @9 = f(2°) — fu + 1[|lg° — Vf(2")||%, i.e., @ depends
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on the choice of go. For example, one can ask good workers to compute h; = V fi(xo), 7€ Gand

send it to the server. Then, the server can set g as ¢° = ARAgg(hy, ..., hy,). This gives us
E[®y] = f(°)—f+2E[lg° - V()]
p
() yed
< 20— fot ——— Vfi(x®) = V fi(z°))?
< S~ It ey 2 VA6 - VA
il
ab 0 2ycd 0 0\(|2 0 0\(|2
< FE) = fot ey D (IVAE") = VAP + 1V fila®) = V£()]?)
pG(G—1) 2=
il
0 dvcd 0 0y((2
= JE) = Lot — = D IV = V)
p i€g
(19 4yc6B 4yed(?
< 1) - o TR s+ DO

Function f is L-smooth that implies ||V f(2%)[> < 2L (f(z°) — f.). Using this and § < p/(48¢B)
and v < 1/, we derive

E[d,] < (1 n S’ycéBL) (f(:co) _f)+ 4~y;§§2
L dyese?
< (1+3) () - )+ 20
2
< 2(f(a") - f.) + 4”;54 . (30)

Plugging this upper bound in (29), we get
4(f(2%) = f.) 32¢6¢>
T —18Beo
7(:[_48506)(}{_’_1) p— C
Based on this inequality we derive following corollaries.

Corollary E.1 (Homogeneous data, no compression (w = 0)). Let the assumptions of Theorem E. 1
hold, Q(x) = x for all x € R (no compression, w = 0), p = b/m, B =0, ( =0, and
1

’y:
L+ Lo/6(dm? 4 m)

Then for all K > 0 we have E [||V f(z%)||?] of the order
<L + Lo/ m 4 b“g) Ao
K )

E[IVFEI?] <

o

(3D

where X is choosen uniformly at random from the iterates x°,x',... =¥ produced by Byz-
VR-MARINA and Ay = f(a°) — f.. That is, to guarantee E [||[V f(z%)|]?] < €2 for e* > 0
Byz-VR-MARINA requires

<L + Lo/ L824 bmc) Ao
0

) (32)

communication rounds and

; (33)

oracle calls per worker.
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Corollary E.2 (No compression (w = 0)). Let the assumptions of Theorem E.1 hold, Q(x) = x for
all z € R? (no compression, w = 0), p = b/m and

1

! 48L2Bcém 24cédm?2 l 2 4cdm? m 2j:
+\/ b + 5 ﬁ:+6( b2 +@) b

Then for all K > 0 we have E [||V f(z%)||?] of the order

. . . £3
(+ Ve 12+ (9 + ) F )

cd¢?
o + , 34
(1 — 48Bedm)) f¢ L — 48Bcs G4
where X is choosen uniformly at random from the iterates x°,z', ... ¥ produced by Byz-VR-

MARINA and Ay = f(2°) — f.. That is, to guarantee E |||V f(Z5)||?] < &2 for e* > pljfgéié
Byz-VR-MARINA requires

L2Bcém com? cdm? m\ £3
<L+\/ b + 5 Lgt_"(b? +1)G)1;i>A0

(1 o 4SBbc6m)

o ) (35)

e2

communication rounds and

£y

(bL + \/L2Bc5mb + cdm2L% + (com? + ) T) Ao

(1 o 4SBbc6m) g2 ’

@) (36)

oracle calls per worker.
Corollary E.3. Let the assumptions of Theorem E.1 hold, p = min{%/m, 1/1+w} and

1

T I VA
2 m

A 48L Bcémax{ 5 ,1+w}

+6 (405max{m2 (1+w)2} +m"{73’1+“}> (wL2+ (1+W)53:>

where

b2 2G b

2 m 4
+6 | 4¢6(1 4+ w) max m—,(l—i—u})2 +wmax{ 1+ w) L%
b2 2G
Then for all K > 0 we have E [||V f(z%)||?] of the order

(L + \/Z) Ao C(SCQ

(@) + , 37
(1 —48Bcsmax {2, 1+ w}) K min{i7$}_48305

where T is choosen uniformly at random from the iterates x°, x', ..., 2™ produced by Byz-VR-

MARINA and Ay = f(2°) — f.. That is, to guarantee E |||V f(Z5)||?] < &2 for e* > pizfgé;
Byz-VR-MARINA requires

(L + \/Z) Ao
(1 - 48Bcdmax {21 +w})e? |’ (38)
communication rounds and
(vr +bvA) A
) 39

(1 — 48305max{%, 1 +w}) g2

oracle calls per worker.
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Corollary E.4 (Homogeneous data). Let the assumptions of Theorem E.1 hold, p = min{b/m, 1/1+w},
B=0,{(=0,and

Y = ﬁ, where
2 m 2
B m 9 max {2, 1+ w} s (1+w)li

Then for all K > 0 we have E [||V f(z%)||?] of the order

(L + \/Z) Ap
O —5— 40
- : (40)
where X is choosen uniformly at random from the iterates xo, xl, ... ,acK produced by Byz-

VR-MARINA and Ay = f(2°) — f.. That is, to guarantee E [||[V f(z%)|]?] < €2 for e* > 0
Byz-VR-MARINA requires

(L + \/Z) Ap
@ mmca— 41)
communication rounds and
(bL + b\/Z) Ao
O = | (42)

oracle calls per worker.

E.4 FUNCTIONS SATISFYING POLYAK-LOJASIEWICZ CONDITION

Theorem E.2 (Generalized version of Theorem 2.2). Let Assumptions 2.1, E.1, 2.3, 2.4, 2.5 hold.
Assume that

1 p §<L
L+ 24’ 44 (1 B 96Bcé> ’ 96¢cB’

0 < v < min (43)

P

w) L3 - C w w
where A = 18BL% | 6(0=p) (476+%) (wL2+ (1+b)£i)+6(1pp) (4 (1) +%) L2. Then

for all K > 0 the iterates produced by Byz-VR-MARINA satisfy

K 2
96Bc<5>) B, . 24¢6¢ 44)

E[f(5)— f(z9)] < [1— 1— —
7 = 1) < (120 s
where ®y = f(z°) — f(z*) + 2%Hg0 — VF(@")|®  The result of Theorem 2.1 is
a special case of the statement above with B = 0, since for B = 0 we have

_ w) L3 — w w
A = asprie g Sp) (e LY (g (R o) (i) 4w ) pg o

w 2 — C w w C
6(1;;0) (4%5_'_%) (wL2+ (1+b)Li) n 6(1p P) (4 5(11)+ ) _‘_ﬁ) 12, (1_ 961;5’ 5) -1, p—
96Bcé = p, and the second condition from (43) always holds.
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Proof. For all k > 0 we introduce ®; = f(2*) — f. + %Hgk — V£ («*)||%. Using the results of
Lemmas E.1 and E.3, we derive
(20),(23)

Ede] 2 E|fab) - ") - ( L L

L F k+1 o ky2 L Yk kN2
27 2 ) I+ = o+ Tt - Vo)

JE (IO + 2 (1= B) Bl — V6P
48 Bcéy 24¢6¢*y
p

+ B0 (19 (@) 7] + +7AE [+ — o)
B[f(a") ~ )] + =L (1= §) E[ls" = V"))
-2 (1- BB e v sty + M0

~3= (L= Iy = 24) E [l = |
2 (1w (- ) ) E 6 - )
+2L (1= 5)Ells* - VAP + by

3) B 24¢6¢?
< (l—vu(l—%pc{s)>1[“3[@k]+C(SpC7

where in the last step we use Lemma C.1 and our choice of v from (43). Unrolling the recurrence, we

N

obtain
K 9 X
E[bg] < (1 — (1 - 96365)) E [®, 24C5< 1y (1 - ( 96305))
b P
K 5 oo i
< (1 o < 96306) E[o | 24c0¢*y Z ( » (1 B 96305»
p p
. 1_ 9630(5 K E[® 2405@
- " 1(p — 96Bcd)’
Taking into account ®; > f ( f(z*), we get the result. 0

As in the case of general non-convex smooth functions, we need to estimate @ to derive complexity
results. Following exactly the same reasoning as in the derivation of (30), we get

Eld] < 2 (f(a) — f(a)) + 22

Plugging this upper bound in (44), we get
X . 96Bcs\\ ", ., , .
Bl - @] < 2(1-au(1-202)) (1) - 1)

9685\ \ * 8vcs¢? 24¢6(?
+(1- (1)) . +
( H p P p(p — 96 Bcd)

K
=2 (1 G (1 - 96565» (F(2*) = f(z"))
- _ B 96Bcs\ \ " . 8vcd(? 24c5(¢?
+1;0<1 " <1 p >> p +u(p—%Bca)
968 5 K 32 5 2
< 2 (1o (1-2E0)) () - ) + e

Based on this inequality we derive following corollaries.
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Corollary E.5 (Homogeneous data, no compression (w = 0)). Let the assumptions of Theorem E.2
hold, Q(x) = x for all x € R (no compression, w = 0), p = b/m, B =0, ( = 0, and

1 b
L+2Ly/1260m 4 sm - dmp

Then for all K > 0 we have E [ f(2®) — f(z*)] of the order

¥ = min

O [ exp [ = min K Ul ay ), (45)

)
2 m
L+2L4/ 25" + 3355

where Ao = f(x°) — f(a*). That is, to guarantee E | f(z) — f(z*)] < € for e > 0 Byz-VR-

MARINA requires
L+ Ly \V Céz}?2 tTre m Ay
— Y1og =2

O | max , , (46)
I b €
communication rounds and
L + Lo/ <M 4 m Ao
O | max ,m plog— |, 47)
I €

oracle calls per worker.

Corollary E.6 (No compression (w = 0)). Let the assumptions of Theorem E.2 hold, Q(x) = x for
all x € R4 (no compression, w = 0), p = b/m and

1 b

2Bcdm cdm?2 cdm?2 m L3 ’4 1—96Bco™
L+\/96L{f + 4BeimPr2 1o (dept g om ) 2 o )

v = min

Then for all K > 0 we have E [ f(z') — f(2*)] of the order

1—96Bcé
O(exp — min ,u( ‘ b> ,E K| Ap

96L2Bcém 48cdm? 12 4com? m ﬁ m
L+\/ oo+ BRI LE 12 (T + 5pg)

+5<> (48)

u( L —96Bcs)

where Ao = f(2°) — f(z*). That is, to guarantee E [f(z) — f(2*)] < € fore > mg’fg‘i‘gcé)
Byz-VR-MARINA requires

2Bcdm cdm?2 cdm?2 m L3
1) L+\/L]317 + 5 L2i+(b2 +E)Tim Ag
max ,— plog— |, 49)
(1 —96Bcs?) b £

communication rounds and

bL + \/LQBcémb + cdm2L% + (com? + %b) T2
(1 —96Bcs )

,m plog— |, (50)

O | max

oracle calls per worker.
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Corollary E.7. Let the assumptions of Theorem E.2 hold, p = min{/m, 1/1+w} and

: b 1
. 1 min {E’ 14w }
min

= h
7 L++V2A 4pu (1—QGBcMnaX{’l’f,l—Hu})}7 wiere
_ 2 m
A = 48L Bcémax{ 5 ,1—|—w}
2 m 2
m 9 max {2, 1+ w} , (14+w)li
m2 5 wmax {% 14+w}) ,
+6 | 4¢6(1 4+ w) max b—27(1+w) + 5 L3

Then for all K > 0 we have E [ f(z') — f(2*)] of the order

(’)(exp <—min{'u(1_96BasmaX{b’1+w}) b 1 }K) AV

L++VA "m’ 14w

+ ed¢? ) (51)

u(min{%,ﬁ}—f)GBcé)

where Ao = f(2°) — f(z*). That is, to guarantee E [f(z) — f(2*)] < e fore > %
Byz-VR-MARINA requires

L+VA A
O | max a ,@, 1+ wlog =0 , (52)
p(1—96Bcsmax {5, 1+w})’ b €

communication rounds and

O [ max VL + bV A myb(1+w) blog 20 ) | (53)
u(1796B661nax{%,1+w}) €

oracle calls per worker.

Corollary E.8 (Homogeneous data). Let the assumptions of Theorem E.2 hold, p = min{b/m, 1/1+w},
B=0(=0,and

. { 1 min{f;“iw}}
¥ = min , Wwhere

L++2A 4p
2 m 2
_ m? 9 max {7, 1+ w} , (14+w)Li
A = 6<4c5max{b2,(1+w)}+2G wlL t— )
Then for all K > 0 we have E [ f(z') — f(2*)] of the order
. i b 1
O(exp( mm{L+\/Z’m’1+w}K)AO>’ (54)
where Ag = f(z) — f(2*). That is, to guarantee E [f(z®) — f(z*)] < e for e > 0 Byz-VR-
MARINA requires
(9(maLX{L—i_\/Z7m,l—i—w}logAO>7 (55)
1 b €
communication rounds and
@ (max{m,m,b(1+w)}log A;) , (56)
1

oracle calls per worker.
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E.5 FURTHER DETAILS ON THE OBTAINED RESULTS AND THE COMPARISON FROM TABLE 2

In this part, we discuss additional details about the obtained results and on the comparison of methods
complexities given in Table 2. We mostly focus on the results for general smooth non-convex
functions. Similar observations are valid for smooth PEfunctions as well.

Comparison of the assumptions on the stochastic gradient noise. Many existing works rely on
the uniformly bounded variance assumption (UBV): it is assumed that for all z € R the good workers
have an access to the unbiased estimators g;(z) of V f;(z) such that E||g;(z) — V f;(z)||?> < o? for
all i € G and ¢ > 0. This assumption does not hold in many practical situations and even for simple
convex finite-sum problems like sums of quadratic functions with non-identical Hessians. Moreover,
in the situations when this assumption holds, the value of o2 can be huge. However, UBV assumption
does not require individual stochastic realizations, i.e., summands f; ;, to be smooth.

In contrast, we use Assumption 2.4 that holds for many situations when UBV assumption does not.
For example, Assumption 2.4 holds whenever all functions f; ;, 7 € G, j € m are L; j-smooth
(see Appendix E.1). These facts allow us to cover a large class of problems that does not fit the
setup considered in (Karimireddy et al., 2021; 2022; Gorbunov et al., 2021a). Moreover, since
Assumption 2.4 is more general than smoothness of all f; ;, our analysis covers the setup considered
in (Wu et al., 2020; Zhu & Ling, 2021). However, it is worth mentioning that there exist problems
such that UBV assumption holds and Assumption 2.4 does not, e.g., when the gradient noise is

o~

additive: A;(z,y) = Vfi(z) — Vfi(y) + &, where E¢; = 0 and E||¢;

2 = o2,

On the choice of p. Our analysis is valid for any choice of p € (0, 1]. As we explain in footnote
2, the choice of p = min{%/m, 1/(14+w)} leads to the fair comparison with other results, since this
choice implies that the total expected (communication and oracle) cost of steps with full gradients
computations/uncompressed communications coincides with the total cost of the rest of iterations.
Indeed, to measure the communication efficiency one can use expected density (o (see Definition 2.2).
Then, the expected number of components that each worker sends to the server at each step is upper-
bounded by (o (1 — p) + pd meaning that p = ¢o/4 makes the expected number of components that
each worker sends to the server at each step equal to O((g). In the case when 1 + w = ©(d/¢o)
(which is the case for RandK sparsification and /5-quantization, see (Beznosikov et al., 2020)), one
can choose p = 1/(14w).

On the other hand, the expected number of oracle calls per iteration is 2b(1 — p) + mp meaning
that p = b/m makes the expected oracle cost of each iteration equal to O(b) like in the case of
SGD. This means that the best p for oracle complexity and the best p for communication efficiency
are different in general. When b/m < 1/(14w), the choice p = min{®/m,!/(1+w)} implies that the
algorithm could use uncompressed vectors more often without sacrificing the communication cost,
and when 5/m > 1/(1+w), the choice p = min{b/m,1/(1 + w)} implies that the algorithm could
use full gradients more often without sacrificing the oracle cost. That is, the choice of p = b/m
implies better oracle complexity and the choice p & 1/(1+w) leads to better communication efficiency.
Depending on how much these two aspects are important for the particular application, one can
choose p in between these two values.

The effect of compression. For simplicity, consider a homogeneous case (B = 0, ( = 0) and let
b = 1; similar arguments are valid for the general case. As Corollary E.4 states, the communication
complexity® of Byz-VR-MARINA in this case equals

(L + \/Z> AN

o =2

. where

max {m, 1+ w}
2G

The above result shows that the communication complexity becomes worse with the growth of w.
Larger w means that the compression Q is more loose, i.e., less information is communicated. This is

A:6(305max{m2,(1—|—w)2}+ ) (wL? + (1+w)L3).

SWe remind here that by communication complexity we mean the total number of communication rounds
needed for the algorithm to find point z such that E||V f(z)||* < £2.
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a common phenomenon for the methods with communication compression (Horvath et al., 2019b;
Gorbunov et al., 2021b). However, when the compression is not severe, e.g., 1 + w < m, then the
complexity bound becomes

(L + \/Z> Ag

2

(@) , where A=6 (306m2 + %) (wL* + (1 +w)L3),

which is worse only O(y/w) times than the complexity of Byz-VR-MARINA without compression,
while the number of communicated bits/components becomes O(9/¢) times smaller. For example, in
the case of RandK sparsification we have 1 + w = d/k = /¢, and 1 + w < m allows to have quite
strong compression, e.g., for m > 1000, meaning that the dataset has at least 1000 samples, inequality
1+ w < m implies that workers can send just 0.1% of information. In this case, the communication
cost of each iteration becomes ~ 1000 times cheaper, while the number of communication rounds
increases only v/1 4+ w ~ 30 times. If the communication is the bottleneck, then the algorithm will
converge much faster with compression than without it in this setup.

On the batchsizes. First, we note that our analysis is valid for any choice of b > 1. For simplicity
of the further discussion of the batchsizes role in the complexities, consider the homogeneous
case (B = 0, ¢ = 0) without compression (w = 0). As Corollary E.1 states, the communication
complexity of Byz-VR-MARINA in this case equals

<L+Ei Cé;}f-f-b%)Ao

2

o

Note that the term depending on the ratio of Byzantine workers ¢ scales as b~*/2 with the batchsize
and the term depending on 1/G scales as b~—1. Table 2 illustrates that previous SOTA results in this
case scale as b~ or b~ /2, so, the complexity bound for Byz-VR-MARINA scales with b no worse
than the concurrent bounds.

Next, typically, there is no need to take b larger than /m for SARAH-based variance reduced
methods (Horvath et al., 2022; Li et al., 2021): oracle complexity is always the same (neglecting
the differences in the smoothness constants), while the iteration complexity stops improving once
b becomes larger than /m. However, the complexity bound for Byz-VR-MARINA contains the
non-standard term O (ﬁim\/g/ b352) appearing due to the presence of Byzantine workers. For
simplicity, we assume that L = ©(L.) (though £ can be both smaller and larger than L). Then,
when we increase batchisze b, the communication complexity stops improving once b becomes
larger than max{ v/ c6m?2, m}. Interestingly, vcdm?2 can be larger than the standard value /m: this
is the case when m > 1/c%s2. In this case, the communication complexity of Byz-VR-MARINA
benefits from the slightly larger batchsizes than in the classical case. This phenomenon has a natural
explanation: when we increase the batchsize, the variance of the gradient noise decreases and it
becomes even harder for Byzantine workers to shift the updates of the method significantly.

42



	Introduction
	Byz-VR-MARINA: Byzantine-Tolerant Variance Reduction with Communication Compression
	Numerical Experiments
	Detailed Related Work
	Extra Experiments and Experimental details
	General setup
	Experimental setup
	Extra Experiments
	Heterogeneous Data
	Compression
	Extra dataset: w8a

	Comparison with Byrd-SVRG
	Effect of compression

	Useful Facts
	Further Details on Robust Aggregation
	Missing Proofs and Details From Section 2
	Examples of Samplings
	Key Lemmas
	General Non-Convex Functions
	Functions Satisfying Polyak-Łojasiewicz Condition
	Further Details on the Obtained Results and the Comparison from Table 2


