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Abstract

Establishing robust policies is essential to counter
attacks or disturbances affecting deep reinforce-
ment learning (DRL) agents. Recent studies ex-
plore state-adversarial robustness and suggest the
potential lack of an optimal robust policy (ORP),
posing challenges in setting strict robustness con-
straints. This work further investigates ORP:
At first, we introduce a consistency assumption
of policy (CAP) stating that optimal actions in
the Markov decision process remain consistent
with minor perturbations, supported by empir-
ical and theoretical evidence. Building upon
CAP, we crucially prove the existence of a deter-
ministic and stationary ORP that aligns with the
Bellman optimal policy. Furthermore, we illus-
trate the necessity of L°°-norm when minimizing
Bellman error to attain ORP. This finding clar-
ifies the vulnerability of prior DRL algorithms
that target the Bellman optimal policy with L*-
norm and motivates us to train a Consistent Ad-
versarial Robust Deep Q-Network (CAR-DQN)
by minimizing a surrogate of Bellman Infinity-
error. The top-tier performance of CAR-DQN
across various benchmarks validates its practi-
cal effectiveness and reinforces the soundness of
our theoretical analysis. Our code is available at
https://github.com/leoranlmia/CAR-DQN.

1. Introduction

Deep reinforcement learning (DRL) has shown remarkable
success in solving intricate problems (Mnih et al., 2015;
Lillicrap et al., 2015; Silver et al., 2016) and holds promise
across diverse practical domains (Ibarz et al., 2021; Kiran
etal., 2021; Yu et al., 2021; Zheng et al., 2018). Neverthe-
less, subtle perturbations in state observations can severely
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degrade well-trained DRL agents (Huang et al., 2017; Be-
hzadan & Munir, 2017a; Lin et al., 2017; Ilahi et al., 2021),
which limits their trustworthy real-world deployment and
emphasizes the crucial need for developing robust DRL
algorithms against adversarial attacks.

Pioneering work by Zhang et al. (2020) introduced the state-
adversarial paradigm in DRL by formulating a modified
Markov decision process (MDP), termed SA-MDP. Here,
the underlying true state remains invariant while the ob-
served state is subjected to disturbances. They also high-
lighted the uncertain existence of an optimal robust pol-
icy (ORP) within SA-MDP, indicating a potential conflict
between robustness and optimal policy. Consequently, ex-
isting methods built upon SA-MDP often seek a trade-off
between robust and optimal policies through various reg-
ularizations (Oikarinen et al., 2021; Liang et al., 2022) or
adversarial training (Zhang et al., 2021; Sun et al., 2021).
While enhancing robustness, these methods lack theoretical
guarantees and completely neglect the study of ORP.

In this paper, we primarily focus on investigating ORP
within SA-MDP. We suppose that only a few exceptional
states lack an ORP, thus it is key for theoretical clarity to
eliminate these states. Therefore, our work starts with a
consistency assumption of policy (CAP), where optimal
actions of all states within the MDP exhibit consistency
despite adversarial disturbance. This implies that, from a
decision-making perspective, adversaries cannot alter the
essence of state observations, which we call the intrinsic
state. Despite seeming implausible, we support the ratio-
nality of CAP through theoretical analysis and empirical
experiments against strong adversarial attacks like FGSM
(Goodfellow et al., 2014) and PGD (Madry et al., 2017),
showcasing that the state set violating CAP is nearly empty.

Building upon CAP, we demonstrate that there always exists
a stationary and deterministic adversarial ORP coinciding
with the Bellman optimal policy, derived from the Bellman
optimality equations. Remarkably, this objective has been
widely employed in previous DRL algorithms (Silver et al.,
2014; Schulman et al., 2015; Wang et al., 2016; Mnih et al.,
2016; Schulman et al., 2017) to maximize the natural returns,
lacking robust capabilities. Hence, our findings incredibly
unveil that the Bellman optimal policy doubles as the ORP,
and improving the robustness of DRL agents need not com-
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promise their performance in natural environments. This
insight holds significant value for establishing DRL agents
with Bellman optimality equations in real-world scenarios
where strong adversarial attacks are relatively rare.

In pursuit of ORP, we delve into understanding why conven-
tional DRL algorithms, which target the Bellman optimal
policy, fail to guarantee adversarial robustness. By analyz-
ing the theoretical properties of ||Qy — Q*||, and Bellman
error || TpQo — Q|| across diverse Banach spaces, we iden-
tify the substantial impact of the parameter p on adversarial
robustness. Specifically, achieving ORP corresponds to min-
imizing the Bellman Infinity-error, i.e., p = oo, whereas
conventional algorithms are typically linked to p = 1. To ad-
dress the computational challenges arising from L°°-norm,
we propose the Consistent Adversarial Robust Deep Q-
Network (CAR-DQN), utilizing a surrogate objective of
Bellman Infinity-error for robust policy learning.

To summarize, our paper makes the following contributions:

(1). We propose the rational CAP for SA-MDP, confirm the
existence of deterministic and stationary ORP, and demon-
strate its strict alignment with the Bellman optimal policy,
which is a significant advancement over prior research.

(2). We underscore the necessity of employing the L°°-
norm to minimize Bellman error for theoretical ORP attain-
ment. This stands in contrast to conventional DRL algo-
rithms, which lack robustness due to the use of an L'-norm.
(3). We devise CAR-DQN solely utilizing a surrogate ob-
jective based on the L°°-norm to learn both natural return
and robustness. We conduct comparative evaluations of
CAR-DQN against state-of-the-art approaches across vari-
ous benchmarks, validating its practical effectiveness and
reinforcing our theoretical soundness.

2. Related Work

Adversarial attacks on DRL agents. The seminal work of
Huang et al. (2017) first exposed the vulnerability of DRL
agents to FGSM attacks (Goodfellow et al., 2014) on state
observations in Atari games. Subsequently, Lin et al. (2017);
Kos & Song (2017) introduced limited-steps attacks to de-
ceive DRL policies. Pattanaik et al. (2017) employed a critic
action-value function and gradient descent to degrade DRL
performance. Additionally, Behzadan & Munir (2017a)
proposed black-box attacks on DQN and verified the trans-
ferability of adversarial examples, while Inkawhich et al.
(2019) showed that even a constrained adversary with access
only to action and reward signals could launch highly effec-
tive and damaging attacks. Kiourti et al. (2020); Wang et al.
(2021); Bharti et al. (2022); Guo et al. (2023) investigated
backdoor attacks in reinforcement learning. Besides, Gleave
et al. (2019) have studied the adversarial policy within multi-
agent scenarios, and Zhang et al. (2021); Sun et al. (2021)

developed learned adversaries by training attackers as RL
agents. Lu et al. (2023) suggested an adversarial cheap talk
setting and trained an adversary through meta-learning. Ko-
rkmaz (2023) analyzed adversarial directions in the Arcade
Learning Environment, and found that even state-of-the-art
robust agents (Zhang et al., 2020; Oikarinen et al., 2021)
are susceptible to policy-independent sensitivity directions.

Robust discrete action for DRL agents. Earlier works
like Kos & Song (2017); Behzadan & Munir (2017b) in-
corporated adversarial states into the replay buffer during
training in Atari environments, leading to limited robustness.
Fischer et al. (2019) proposed to separate DQN architecture
into a () network and a policy network, and robustly trained
the policy network with generated adversarial states and
provably robust bounds. Recently, Zhang et al. (2020) char-
acterized state-adversarial RL as SA-MDP, and revealed
the potential non-existence of ORP. They addressed the
challenge by considering a balance between robustness and
natural returns through a KL-based regularization. Oikari-
nen et al. (2021) controlled robustness certification bounds
to minimize the overlap between perturbed () values of the
current action and others. Liang et al. (2022) estimated
the worst-case value estimation and combined it with the
classic Temporal Difference (TD)-target, resulting in higher
training efficiency compared to prior methods. The latest
work by Nie et al. (2023) built the DRL architecture upon
SortNet (Zhang et al., 2022), enabling global Lipschitz con-
tinuity, thus reducing the need for training extra attackers or
finding adversaries. He et al. (2023) proposed robust multi-
agent Q-learning to solve the robust equilibrium in discrete
state and action two-player games. Bukharin et al. (2023)
considered a sub-optimal Lipschitz policy in smooth envi-
ronments and extended the robustness regularization (Shen
et al., 2020; Zhang et al., 2020) to multi-agent settings. Prior
methods heuristically constrain local smoothness or invari-
ance to achieve commendable robustness, while compromis-
ing natural performance. In contrast, our approach seeks
optimal robust policies with strict theoretical guarantees,
simultaneously improving natural and robust performance.

3. Preliminaries

Markov decision process (MDP) is defined by a tuple
(S, A,m,P,7, o), where S represents the state space, A
denotes the action space, r : § x A — R is the re-
ward function, P : S x A — A(S) stands for the
transition dynamics where A (S) is the probability space
over S, v € [0,1) represents the discount factor, and
1o € A(S) is the initial state distribution. In this pa-
per, we consider the setting where the continuous state
space S C R? is a compact set and the action space
A is a finite set. Given an MDP, we define the state
value function V™(s) = Exp[>,207'r (s, ar)|s0 = s
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and the @ (or action-value) function Q™(s,a) =
Erp Do 7(se,at)|so = s,a0 = a] for every policy .
MDPs exhibit a notable property: there exists a station-
ary, deterministic policy that maximizes both V™ (s) and
Q™ (s,a) forall s € S and a € A. Additionally, the opti-
mal @ function Q*(s, a) = sup,c @7 (s, a), satisfies the
Bellman optimality equation

Q*(sa a) = 7’(87 a) + IYES’NP('\S,a)

* / /
B (410

State-Adversarial MDP (SA-MDP) allows an adversary
v to perturb the observed state s into s, € B(s), where
B(s) is the adversary perturbation set. Let 7 o v denote the
policy under perturbations, the adversarial value and () func-
tions are V™°(s) = Eroup [Dpo0 V' 7 (5S¢, a¢)|so = s] and

Q™" (s,a) = Eroup [Dopon¥'r(se,at)|so = s,a0 = al,
respectively. There always exists a strongest adversary
v*(m) = argmin, V™ for any policy 7. An optimal

robust policy (ORP) 7* should satisfy V™ ° (") (s) =
max, V7™ (™) (s) forall s € S.

4. Optimal Adversarial Robustness

In this section, we delve into the exploration of ORP within
SA-MDP. While Zhang et al. (2020) noted that ORP does
not necessarily exist for a general adversary, we discover
that only a few states lack ORP, and the set of these ab-
normal states has a measure close to zero in complicated
tasks. For theoretical clarity, we first propose a consistency
assumption of policy (CAP) to eliminate these states. Then,
we devise a novel consistent adversarial robust operator 7.4
for computing the adversarial () function, and under CAP,
we identify its fixed point as exactly Q*, thereby proving
the existence of a deterministic and stationary ORP.

4.1. Consistency Assumption of Policy

Given a general adversary, we observe the true state s and
the perturbed observation s, have the same optimal action
in practice. Some examples are shown in Figure 1 and
Appendix E. This enlightens Bellman optimal policy is ro-
bust, motivating us to consider how the adversary affects the
optimal action in theory. We assume that the adversary per-
turbation set is a e-neighbourhood B.(s) = {||s’ — s|| < €}
for convenience of description and first define the intrinsic
state neighborhood where the optimal action is consistent.

Definition 4.1 (Intrinsic State Neighborhood). Given an
SA-MDP, we define the intrinsic state e-neighbourhood for
any state s as

Bi(s) :={s' € S|s' € Be(s),

arg max Q*(s',a) = argmax Q*(s,a)}.
a a

Further, we characterize the states where the state neighbor-

optimal action I

optimal action I

action taken: down
original observation s

action taken: up

adversarial observation s,
Figure 1. An example of state adversary in DQN. While the adver-
sary disrupts the policy performed by DQN, it does not impact the
optimal action dictated by the Bellman optimal policy. This obser-
vation prompts the study of two key issues: whether the Bellman
optimal policy serves as the ORP, and why vanilla DQN trained
with Bellman error fails to ensure robustness.

hood is distinct from the intrinsic one and find their little
in real environments, which lays the groundwork for the
consistency assumption of policy we develop later.

Theorem 4.2 (Rationality of CAP). Given ¢ > 0, let
Snu = {s € S|argmax, Q*(s, a) is not a singleton}, and
Spin = {s € S§|Bc(s) # Bf(s)}. If Q*(-,a) is continu-
ous almost everywhere in S for all a € A, we have that
Snin C Spu U Sy + Be, where Sy is a zero measure set.

Actually, S, is also close to an empty set in most practical
complex environments, and Sy is a set of special and rare
discontinuous points of Q* (as shown in our proof). The-
orem 4.2 essentially shows, for complicated tasks, Sy, is
a quite small set and the magnitude of (Syy,) is around
O(e?), where y1(A) represents the measure of set A and d is
the dimension of state space. The Corollary in Appendix A.1
illustrates better conclusions with stronger conditions.

Motivated by Theorem 4.2 and the above analysis, we as-
sume that all states have a consistent intrinsic state neigh-
borhood.

Assumption 4.3 (Consistency Assumption of Policy (CAP)).
For all s € S, its adversary e-perturbation set is the same as
the intrinsic state e-neighbourhood, i.e., B.(s) = BZ(s).

4.2. Consistent Optimal Robust Policy

To establish the relation between the optimal () function
before and after the perturbation, we propose a consistent
adversarial robust (CAR) operator.

Definition 4.4 (CAR Operator 7T,,). Given an SA-MDP,
the CAR operator is Teqr : LP (S x A) — LP (S x A),

(Tear@) (s,a) = 7(s,a)
min )Q <s/,argmaxQ (s’u,as/y)>] )

+ Es/ ~P(-|s,a
v P(-]s,a) LLEBe(S’ aat
Although 7., is not contractive (see Appendix A.2.2), The-
orem 4.5 shows that under CAP, 7., has a fixed point,
which corresponds to the optimal adversarial ) function.
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Theorem 4.5 (Relation between Q* and Q™ °" (7)),

(1). If the optimal adversarial Q function Q™ °*" (") exists
forall s € S and a € A, then it is the fixed point of Teqy.

(2). If the CAP holds, then Q* is the fixed point of Teqr and
it is also the optimal adversarial Q function, i.e., Q*(s,a) =
Q™ v (" )(s,a), forall s € S and a € A.

Remark 4.6. Note that the min and max operations in Defini-
tion 4.4 are not a normal minimax problem because the min-
imum and maximum objectives are different. It is a bilevel
optimization problem. The min and max can not swapped
under the general setting. However, they can swap when
argmax, , Q (s, as,) is a singleton for all s}, € Bc(s'),
which is a mild condition in our training. Further, we val-
idate that Q* is also the fixed point of the operator after
swapping.

We have demonstrated the convergence of 7.4, in a smooth
environment (see Appendix A.2.3), stating the fixed point
iterations of 7., at least converge to a sub-optimal solution
close to @*. On this basis, it can be derived from Theorem
4.5 that the greedy policy 7*(s) := arg max, Q*(s, a), for
all s € S, is exactly the ORP.

Corollary 4.7 (Existence of ORP). If the CAP holds, there
exists a deterministic and stationary policy m* which satis-
fies V‘n’*oy* (™) (S) > Vﬂ'oy* (m) (S) and QW* ov*(m*) (S, a) >
Q™" (") (s,a), forallm €11, s € Sand a € A

The above theorems indicate that under the CAP, the ORP
against the strongest adversary is actually the Bellman opti-
mal policy derived from the Bellman optimality equations.
This also suggests that the objectives in natural and adver-
sarial environments are aligned, which is supported by our
experiment results in Sec. 7.2.

5. Policy Robustness under Bellman p-error

As the Bellman optimal policy is ORP, we further consider
the reasons for the vulnerability of DRL agents: Although
former methods, such as Q-learning, essentially take the
Bellman optimal policy as a goal, why do they exhibit rather
poor robustness? We approach this issue by examining the
stability of policy across diverse Banach spaces.

Let Qg denote a parameterized () function. The value-based
RL training theoretically requires minimizing ||Qs — Q* ||z,
where B is a Banach space. In practice, it is hard to make the
distance between Qg and Q* vanish due to some limitations,
such as the characterization capabilities of neural networks
and the convergence of optimization algorithms. Therefore,
we analyze the properties of Qg when the ||Qy — Q*||zisa
small positive value on different spaces B.

5.1. Necessity of L°°-norm for Adversarial Robustness

We study the adversarial robustness of the greedy policy de-
rived from @ when 0 < ||@Q — Q*||,, = § < 1 for different
LP spaces. Given a function @) and perturbation budget e,
let SS%b = {s|Q*(s,argmax, Q(s,a)) < max, Q*(s,a)}
denote the set of states where the greedy policy according to
@ is suboptimal, and S Q denote the set of states in whose

adv
e-neighbourhood there exists the adversarial state, i.e.,

Sgaw ={5350 € Be(s),
s.t. Q*(s,argmax Q(s,,a)) < max Q*(s,a)}.

Theorem 5.1 (Necessity of L°°-norm). There exists an
MDP instance such that the following statements hold.

(1). Forany 1 < p < oo and § > 0, there exists a function
Q € LP (S x A) satisfying ||Q — Q*|, < 6 such that

1 (88,) = 006) yer u (88,) = n(S).

(2). There exists a & > 0 such that for any 0 < & < 6, and
any function Q € L (8 x A) satisfying ||Q — Q|| oo < 9,
we have that (Sib) = O(9) and 11 (Sfdv) = 2¢+0 (9).
The first statement indicates that when ||Q — Q*||, is a
small value for 1 < p < oo, there always exist adversar-
ial examples near almost all states, resulting in quite poor
robustness, while the policy might exhibit excellent perfor-
mance in a natural environment without adversarial attacks.
This observation sheds light on the vulnerability of DRL
agents, aligning with findings across various studies (Huang
et al., 2017; Ilahi et al., 2021). Importantly, the second
statement points out that through minimizing ||Q — Q||
in the L°°-norm space, we can avoid the vulnerability and
attain a policy with both natural and robust capabilities.
This inspires to optimize ||Qg — Q*||oo in DRL algorithms.
Intuitive examples of Theorem 5.1 are shown in Figure 2.

5.2. Stability of Bellman Optimality Equations

Unfortunately, it is infeasible to measure ||Qs — Q@*|| within
a practical DRL procedure due to the unknown nature of QQ*.
Most methods train (Jy via optimizing the Bellman error
[T5Q0 — Qol| 5/, Where T is the Bellman optimal operator

(TBQ) (87 0,) = T(S, a) + VES’NP(-\s,a) [?gﬁ Q (SI? al):| .

Similar to Theorem 5.1, we need to figure out which Banach
space B3’ is the best to train DRL agents which can keep the
fewest adversarial states. To analyze this issue, we intro-
duce a concept of functional equations stability drawing on
relevant research about physics-informed neural networks
for partial differential equations (Wang et al., 2022).

Definition 5.2 (Stability of Functional Equations). Given
two Banach spaces B and B, if there exist 6 > 0 and C' >
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Figure 2. Examples of adversarial robustness for () satisfying
IQ — Q"|l, < &. Given a perturbation radius ¢, the red line
represents the set S.%, , in which states have adversarial states. The
left panel depicts the case of p = oo, where all () is distributed
in the shadow area with the measure of Sgiv being a small value

2¢ + O (§). The right panel shows that for 1 < p < oo, there
always exists () such that Sfdv = &, indicating poor robustness.

0 such that for all Q € By NBy satisfying || 7TQ —Q|l, < 6,
we have that ||Q — Q*||5, < C||TQ — Q||5,, where Q* is
the exact solution of this functional equation, then we say a
nonlinear functional equation 7@ = Q is (By, By)-stable.
For simplicity, we call that functional 7 is (81, Bs)-stable.

The above Definition implies that if there exists a
space B’ such that Tg is (B’, L>° (S x A))-stable, then
Qo — Q"] will be controlled when minimizing the Bell-
man error in B’ space, making DRL agents robust according
to Theorem 5.1.(2). The following theorems illustrate the
conditions that affect the stability of T and guide for se-
lecting a suitable 55'.

Theorem 5.3 (Stable Properties of 7 in LP Spaces).

(1). There exists an MDP such that forall 1 < q < p <
00, the Bellman optimality equations TpQ = @ is not
(L7(S x A),LP (S x A))-stable.

(2). For any MDP, if the following conditions hold:

1
Cu»,p<;; P < g < o0
b max {1, log (L)) + 1og (1 (S)) } |
log STe

where Cp j, == Sup(, g)esxa [IP( | 8, a)HLL then we

P=1(8)
have that the Bellman optimality equations TpQ = Q is
(L7(S x A),LP (S x A))-stable.

We note that lim, o Cp;, = 1 < - and thus the first
condition holds when p is large enough. The second con-
dition suggests it is available for stability that q is larger
than p, and the last condition reveals that p is relevant to
the size of the state and action spaces. Further, we have
that 7p is (L™ (S x A), L (S x A))-stable and thus we
can optimize DRL agents in space B/ = L (S x A) for

adversarial robustness. Moreover, B’ cannot be L? (S x A)
for all 1 < g < oo according to Theorem 5.3.(1).

6. Consistent Adversarial Robust DQN

Our theoretical analysis has revealed the feasibility of train-
ing a deep Q-network (DQN) by minimizing the Bellman
error in L™ space to achieve the ORP. However, the exact
computation of the L°°-norm is intractable because of the
unknown environment and continuous state space. There-
fore, we introduce a surrogate objective based on the L°°-
norm and present the Consistent Adversarial Robust deep
Q-network (CAR-DQN), enhancing both the natural and
robust performance of agents.

6.1. Stability of Deep Q-learning

Define the state-action visitation distribution as

do (850) = Egympo (1 =) Z'yt Pr"(s; = s,a; = alsp).
t=0

Deep Q-learning algorithms, e.g., DQN, leverage the fol-
lowing objective due to interactions with the environment:

L(Qo;m0) = E(, oynare 1 TBQ0(s,a) — Qo(s,a)].

The former theoretical analysis of functional equations sta-
bility can be extended to £(Qg; 7y ) by integrating sampling
probability into a seminorm.

Definition 6.1 ((p, dj, )-seminorm). Given a policy 7, f :
SxA—=Rand1l < p < oo, if dy;, is a probability
density function, we define the (p, d}; )-seminorm as the
following, which satisfies the absolute homogeneity and
triangle inequality:

1l o= / (A7 (s,a) (s, )| dyu(s, 0)) .
1o (s,a)eSx.A

We note that (p, dj; )-seminorm will be upgraded to a
norm, if dj; (s,a) > 0 almost everywhere for (s,a) €
S x A. The deep Q-learning objective can be streamlined
as L(Qg;m) = || TeQo — Q9||1’dzg based on the defini-
tion. Similar to Theorem 5.3, we prove this objective cannot
ensure robustness, while (co, dj; )-norm is necessary for
adversarial robustness (see Appendix C.2).

Theorem 6.2. In the practical DQN procedure, the Bellman
optimality equations TpQ = Q is (L™ (S x A), LP (S x
A))-stable for all 1 < p < oo, while it is not (L% (S x
A), LP(S x A))-stable forall 1 < q < p < co.

We also investigate the stability when dj;  is a probability
mass function in Appendix C.1 and C.3.
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6.2. Consistent Adversarial Robust Objective

Inspired by the theoretical analysis, we propose to train
robust DQNs with L., (0) = || TeQs — QGHoo,dzg’ which

is equal to (see Appendix D)
sup  dj’(s,a) max |TBQ9(5V, a) — Qo(sy,a)l,
(s,a)eSxA 5vEBe(s)

where 7y is a behavior policy related to () and it is usually
e-greedy policy derived from (Qy. Since interactions with the
environment in an SA-MDP happen based on the true state
s rather than s,,, TgQg(s,, a) cannot be directly estimated.
Thus, we exploit T5Qs(s,a) to substituted it, attaining a

surrogate objective L% (6):

sup  d;°(s,a) [TBQo(s,a) — Qo(s,a)l,

Lo max
(s,a)eSxA

Sy EBc(s)

which can bound L, especially in smooth environments.
Denote £4//(0) as the following:

sup  d°(s,a) \TBQG(Sm a)

maX
Ho
(s,a)eSx.A

Sy EBE

- TBQG(Sa a)' .

Theorem 6.3 (Bounding L., with LI7%™),  We have that

car

|£tram(9)

car

L8 0)] < Loar(6)

car < Las™(0)+

car

Further, suppose the environment is (L, Lp)-smooth and
suppose Qg and r are uniformly bounded, i.e. 3 Mg, M, >
0 such that |Qg(s,a)| < Mg, |r(s,a)] < M, Vs € S,a €
A If M == supg 5 a)esx.a 4,8 (s, a) < oo, then we have

LETT(9) < Crye,

car

where Cr;, = L1, M, L, = L, + yCqLp and Cg =
max {MQ7 - } The definition of (L., Lp)-smooth envi-

ronment is shown in Appendix A.2.3.

Theorem 6.3 suggests that £I7%"(6) is a proper surrogate

objective from the optimization perspective. It also provides
an insight into potential instability during robust training:

If £179(9) is minimized to a small value yet less than

LY5TF(6), L.qr () may tend to increase or overfit.

In implementation, to fully utilize each sample in the batch,
we derive the soft version £32/t(6) of the CAR objective

car
(derivation seen in Appendix D):

ro
> i max | ri oy max Qg(si, ') — Qo (s, ai)|
i€|B|
e% maxsg,, |7+ max,/ Qg(s;,a/)—Qe(s,,,ai)|
where o; =

ca ().

1 maxs,,
> il €
B represents a batch of transition pairs sampled from the
replay buffer. 6 is the parameter of target network and A is
the coefficient to control the level of softness.

ri+y max, Qg(sh,a’)—Qo(sv,a:)|
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Figure 3. Episode rewards of CAR-DQN agents with and without
10-step PGD attacks on 4 Atari games and 5 random seeds. As
evidenced by the overlap of the two curves, CAR-DQN achieves
the consistency between Bellman optimal policy and ORP.

7. Experiments

In this section, we conduct extensive comparison and abla-
tion experiments to validate the rationality of our theoretical
analysis and the effectiveness of CAR-DQN.

7.1. Implementation details

Environments. Following recent works (Zhang et al.,
2020; Oikarinen et al., 2021; Liang et al., 2022), we con-
duct experiments on four Atari video games (Brockman
et al., 2016), including Pong, Freeway, BankHeist, and
RoadRunner. These environments are characterized by high-
dimensional pixel inputs and discrete action spaces. We
pre-process the input images into 84 x 84 grayscale images
and normalize the pixel values to the range [0, 1]. In each
environment, agents execute an action every 4 frames, skip-
ping the other frames without frame stacking. All rewards
are clipped to the range [—1, 1].

Baselines. We compare CAR-DQN with several state-of-
the-art robust training methods. SA-DQN (Zhang et al.,
2020) incorporates a KL-based regularization and solves
the inner maximization problem using PGD (Madry et al.,
2017) and CROWN-IBP (Zhang et al., 2019), respectively.
RADIAL-DQN (Oikarinen et al., 2021) applies adversar-
ial regularizations based on robustness verification bounds
computed by IBP (Gowal et al., 2018). We utilize the of-
ficial code of SA-DQN and RADIAL-DQN and replicate
WocaR-DQN, as its official implementation uses a different
environment wrapper compared to SA-DQN and RADIAL.

Evaluations. We evaluate the robustness of agents using
three metrics on Atari games: (1) episode return under a
10-steps untargeted PGD attack (Madry et al., 2017), (2)
episode return under MinBest (Huang et al., 2017), both
of which minimize the probability of selecting the learned
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Table 1. Average episode rewards =+ standard error of the mean over 50 episodes on baselines and CAR-DQN. The best results of the
algorithm with the same type of solver are highlighted in bold. CAR-DQN (PGD) outperforms SA-DQN (PGD) in all metrics and achieves

remarkably better robustness (110% higher reward) on RoadRunner. CAR-DQN (cov) outperforms baselines in a majority of cases.

Pong BankHeist
Model Natural PGD MinBest ACR Natural PGD MinBest ACR
Reward € =1/255 Reward e =1/255

Standard DON 21.0+0.0 | —21.0£0.0 —-21.0£0.0 0 13172 +4.2 222+1.9 0.0£0.0 0

PGD SA-DQN 21.0+£0.0 | 21.0+0.0 21.0+0.0 0 1248.8 £1.4 965.8 + 35.9 1118.0£6.3 0

CAR-DQN (Ours) | 21.0£0.0 21.0£0.0 21.0+£0.0 0 1307.0 £ 6.1 1243.2+74 1242.6+84 0
SA-DQN 21.0+£0.0 | 21.0+0.0 21.0+£0.0 1.000 1236.0 £ 1.4 1232.2£2.5 1232.2+£25  0.991
Convex RADIAL-DQN 21.0+0.0 21.0+£0.0 21.0+£0.0 0.898 1341.8 £3.8 1341.8 £3.8 1341.8 £3.8  0.982
Relaxation WocaR-DQN 21.0£0.0 | 21.0£0.0 21.0£0.0 0.979 1315.0 £6.1 1312.0 £6.1 1312.0 £6.1 0.987
CAR-DQN (Ours) | 21.0£0.0 | 21.0£0.0 21.0+£0.0 0.986 | 1349.6+3.0 | 13476+3.6 13474+3.6 0974

Freeway RoadRunner
Model Natural PGD MinBest ACR Natural PGD MinBest ACR
Reward e =1/255 Reward e =1/255

Standard DQN 33.9+0.0 0.0+0.0 0.0£0.0 0 41492 + 903 0£0 0£0 0

PGD SA-DQN 33.6 £0.1 23.4£0.2 21.1£0.2 0.250 33380 £ 611 20482 4+ 1087 24632 + 812 0

CAR-DQN (Ours) | 34.0+00 | 33.7+0.1 33.7+0.1 0 49700 + 1015 | 43286 =801 48908 +£1107 0
SA-DQN 30.0£0.0 | 30.0£0.0 30.0£0.0 1.000 46372 £ 882 44960 £ 1152 45226 +1102  0.819
Convex RADIAL-DQN 33.1+0.1 | 333+£0.1 33.3+£0.1 0998 | 46224 +1133 | 45990 £1112 46082+ 1128 0.994
Relaxation WocaR-DQN 30.8+0.1 31.0+0.0 31.0£0.0 0.992 || 43686 £ 1608 45636 £ 706 45636 £ 706  0.956
CAR-DQN (Ours) | 33.2+0.1 | 33.2+0.1 33.2+£0.1 0.981 || 49398 £1106 | 49456 =992 47526 £1132 0.760

best action, and (3) Action Certification Rate (ACR) (Zhang
et al., 2020). ACR uses relaxation bounds to estimate the
percentage of frames where the learned best action is guar-
anteed to remain unchanged during rollouts under attacks.

CAR-DOQN. We implement CAR-DQN based on Double
Dueling DQN (Van Hasselt et al., 2016; Wang et al., 2016)
and train all baselines and CAR-DQN for 4.5 million steps,
based on the same standard model released by Zhang et al.
(2020), which has been trained for 6 million steps. We in-
crease the attack e from 0 to 1/255 in the first 4 million
steps using the same smoothed schedule as in Zhang et al.
(2020); Oikarinen et al. (2021); Liang et al. (2022), and then
continue training with a fixed e for the remaining 0.5 million
steps. We use Huber loss to replace the absolute value func-
tion and separately apply classic gradient-based methods
(PGD) and cheap convex relaxation (IBP) to resolve the
inner optimization in £5°7*(#). For CAR-DQN with PGD
solver, hyper-parameters are the same as SA-DQN (Zhang
et al., 2020). For CAR-DQN with IBP solver, we update
the target network every 2000 steps, and set learning rate as
1.25 x 10~%, batch size as 32, exploration €.,,;,-end as 0.01,
soft coefficient A = 1.0 and discount factor as 0.99. We use
a replay buffer with a capacity of 2 x 10% and Adam opti-
mizer (Kingma & Ba, 2014) with 5; = 0.9 and 85 = 0.999.

7.2. Comparison Results

Evaluation on benchmarks. Table 1 presents the natural
and robust performance, with all agents trained and attacked
using a perturbation radius of e = 1/255. More results
and discussion are provided in Appendix H and G. Notably,

CAR-DQN agents exhibit superior performance compared
to baselines in the most challenging RoadRunner environ-
ment, achieving significant improvements in both natural
and robust rewards. In the other three games, CAR-DQN
can well match the performance of the baselines. Our pro-
posed loss function coupled with the PGD solver, achieves
a remarkable return of around 45000 on the RoadRunner
environment, outperforming the SA-DQN with the PGD
approach. It also attains 60% higher robust rewards under
the MinBest attack on the Freeway game. In these two
solvers, we observe that PGD exhibits relatively weaker
robust performance compared to the convex relaxation, es-
pecially failing to ensure the ACR computed with relaxation
bounds. This discrepancy can be attributed to that the PGD
solver offers a lower bound surrogate function of the loss,
while the IBP solver gives an upper bound.

Consistency in natural and PGD attack returns. Fig-
ure 3 records the natural and PGD attack returns of CAR-
DQN agents during training, showcasing a strong alignment
between natural performance and robustness across all en-
vironments. This alignment validates our theory that the
ORP is consistent with the Bellman optimal policy, and
confirms the rationality of the proposed CAP. In addition,
Figure 4 illustrates the natural episode return and robustness
during training for different algorithms. It is worth noting
that CAR-DQN agents can fast and stably converge to peak
robustness and natural performance across all environments,
while other algorithms exhibit unstable trends. For instance,
the natural reward curves of SA-DQN and WocaR-DQN on
BankHeist and RADIAL-DQN on RoadRunner distinctly
tend to decrease, and the robust curves of SA-DQN and
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Figure 4. Episode rewards of baselines and CAR-DQN with and without PGD attacks on 4 Atari games. Shaded regions are computed
over 5 random seeds. CAR-DQN demonstrates superior natural and robust performance in all environments.

Table 2. Performance of DQN with different Bellman p-error.

Environment | Norm Natural PGD MinBest ACR

Lt 21.0+0.0 —21.0£0.0 —21.04+0.0 0

Pong L? 21.0£0.0 —21.0 £ 0.0 —20.8 +£0.1 0
L> 21.0+0.0 21.0+0.0 21.0+0.0 0.985

Lt 33.9+0.1 0.0+ 0.0 0.0+0.0 0

Freeway ? 21.8+0.3 21.7+0.3 22.1+0.3 0
L> 33.34+0.1 33.2+0.1 33.2+0.1 0.981

LT 1325.5+£ 5.7 27.0+£2.0 0.0+0.0 0

BankHeist ? 1314.5 + 4.0 185+ 1.5 22.5+26 0
L> 1356.0+£1.7 | 1356.5+1.1 1356.5+1.1 0.969

Lt 43795 + 1066 0+0 0+0 0

RoadRunner r? 30620 + 990 0+0 0+0 0
L> | 49500 + 2106 | 48230 + 1648 48050 +1642 0.947

WocaR-DQN on BankHeist tend to decline. This discrep-
ancy primarily stems from their robustness objectives, which
diverge from the standard training loss and consequently
result in learning sub-optimal actions. In contrast, the pro-
posed consistent objective ensures that CAR-DQN always
learns optimal actions in both natural and robust directions.

Training efficiency. Training SA-DQN, RADIAL-DQN,
WocaR-DQN, and CAR-DQN costs approximately 27, 12,
20, and 14 hours, respectively. All these models are trained
for 4.5 million frames on identical hardware. Addition-
ally, our proposed loss does not incur additional memory
consumption compared to vanilla training.

7.3. Ablation Studies

Necessity of infinity-norm.  To verify the necessity of the
(00, d]; )-norm for adversarial robustness, we train DQN
agents using the Bellman error under (1, d; )-norm and
(2,d])-norm, respectively. We then compare their per-
formance with our CAR-DQN, which approximates the
Bellman error under (oo, d7; )-norm. As shown in Table 2,
all agents perform well without attacks in the four games.
However, the performance of (1, d], )-norm and (2, dJ; )-
norm agents highly degrades under strong attacks, receiving
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Figure 5. Natural, PGD attack, and MinBest attack rewards of
CAR-DQN with different soft coefficients on RoadRunner game.

episode rewards close to the lowest in each game. These
empirical results are highly consistent with Theorem 5.1.

Effects of soft coefficient. =~ We validate the effectiveness
of the soft CAR-DQN loss by adjusting the soft coefficient
A. We train CAR-DQN agents on the RoadRunner environ-
ment with A values ranging from 0 to co. When A = 0 we
utilize the sample with the largest adversarial TD-error from
a batch, while A = oo corresponds to averaging over all
samples in a batch. It is worth noting that a small A may lead
to numerical instability. As depicted in Figure 5, the agents
exhibit similar capabilities when 0.5 < A < 10, indicating
that the learned policies are not sensitive to the soft coeffi-
cient within this range. Table 3 displays the performance
of CAR-DQN agents with A = 0, 1, oo across four Atari
environments. In the RoadRunner, the case A = 0 yields
poor performance, achieving returns around 25000 due to
inadequate utilization of the samples. Interestingly, utiliz-
ing only the sample with the largest adversarial TD error
from a batch achieves good robustness on the other three
simpler games. The case A = oo results in worse robustness
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Table 3. Ablation studies for soft coefficients on 4 Atari games.

Environment | A Natural PGD MinBest ACR
0 21.0£0.0 21.0+0.0 21.0£0.0 0.972

Pong 1 21.0+0.0 21.0+0.0 21.0+0.0 0.985
00 20.6 £0.1 20.7£0.1 20.7£0.1 0.980

0 31.6 £0.2 31.5+0.1 31.5+0.1 0.966

Freeway 1 33.3+£0.1 33.2+0.1 33.2+0.1 0.981
00 31.5+£0.1 30.9+£0.3 31.2+£0.2 0.967

0 1307.5+11.0 1288.5 + 14.0 1284.0 +13.8  0.980

BankHeist 1 1356.0 +1.7 1356.5+1.1 1356.5+1.1 0.969
00 1326.0 +4.8 1316.0 £ 6.8 1314.0+ 6.6 0.979

0 25160 £ 802 24540 + 760 26785 + 617 0.007

RoadRunner | 1 | 49500 £ 2106 | 48230 1648 48050 +1642 (.947
oo | 40890 £ 2075 36760 + 1874 36740 £2098  0.940

compared to other cases with differentiated weights. This
suggests that each sample in a batch plays a distinct role
in robust training, and we can enhance robust performance
by specifying weightings. These results further validate the
efficacy of our CAR-DQN loss.

8. Conclusion

In this paper, we prove the alignment of the optimal robust
policy with the Bellman optimal policy under the consis-
tency assumption of policy. We show that measuring Bell-
man error in differed L? spaces yields varied performance,
underscoring the necessity of Bellman infinity-error for ro-
bustness. We validate these findings through experiments
with CAR-DQN, which optimizes a surrogate objective of
Bellman infinity-error. We believe this work contributes sig-
nificantly to unveiling the nature of robustness in Q-learning.
Since our work focuses on value-based DRL with discrete
action space, we will extend future research into the policy-
based DRL and continuous action space setting.
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A. Theorems and Proofs of Optimal Adversarial Robustness
A.1. Reasonablity of the Consistency Assumption

Theorem A.l. For any MDP M, let S,, denote the state set where the optimal action is not unique, i.e. Sp, =
{s € S|arg max, Q*(s, a) is not a singleton}. If Q*(-, a) is continuous almost everywhere in S for all a € A, we have the
following conclusions:

* For almost everywhere s € S \ Sy, there exists € > 0 such that B.(s) = B}(s).

e Given € > 0, let S,;, denote the set of states where the intrinsic state e-neighourhood is not the same
as the e-neighourhood, i.e. Spin, = {s € S|Bc(s) # BX(s)}. Then, we have S,ip, C Spu U Sy + B =
{51+ 82|81 € Snu U Sy, ||s2|| < €}, where Sy is a zero measure set.

Proof. (1)LetS’ = {s € S|Fa € A,s.t. Q*(s, a) is not continuous at s}. Then p(S’) = 0 because Q*(-, a) is continuous
almost everywhere in S for all a € A and A is a finite discrete set. And Q* (s, a) is continuous in (S \ S,,,) \ S’. Because
arg max, Q*(s,a) is a singleton for s € (S\ Sp,y) \ &', define arg max, Q*(s,a) = {af} forany s € (S§\ Spu) \ &’
. Then Q*(s,a%) > Q*(s,a) for a fixed a € A\ {a%}. According to continuity of Q*(-,a) for all a € A, there exists
€q > 0, such that Q*(s',a}) > Q*(s',a) forall s" € B, (s). Because A is a finite discrete set, let € = min,ec 4\ax{€a}
then Q*(s',a%) > Q*(s',a) forall s’ € B.(s) and forall a € A\ {a% },i.e. Bc(s) = B¥(s).

(2)Let S, = {s € S|Ve1 > 0,35" € B, (s), s.t. argmax, Q*(s',a) # argmax, Q*(s,a)} and Sp = S,, NS’. Then Sy
is the set of discontinuous points that cause the optimal action to change. And 1(Sp) = (S, NS’) = 0 because u(S’) = 0.

For any s € Spin, = {s € S|Bc(s) # BZ(s)}, we have the following two cases.
Case 1. 3¢’ € B.(s) s.t. s € Spu, then s € S, + B, i.e.

5 € Sy USy + Be. ()

Case 2. Vs’ € B(s),s’ ¢ S,u, which means that argmax, Q@*(s’,a) is a singleton for all s’ € B.(s). Define
arg max, Q*(s’,a) = {a} } for any s’ € B(s).

Because s € Syin, there exist a s' € B.(s) such that a}, # a}. Let s; be the point that closest to s satisfing a # a, then
s1 € Bc(s). We have
51 €Sy, 2)

Otherwise 51 ¢ S, means that 3¢; > 0,Vs’ € B, (s1), al, = a, then s is not the point that closest to s satisfing
a}, # a3, which is a contradiction. We also have
s1 €8 3)

Otherwise s; ¢ S’ means that Va € A, Q*(-, a) is continuous in s;. First, we have

Q" (s1,a5,) > Q% (s1,a),Ya € A\{ag, }. )

Then Jep > 0, Vs € B, (s1), s.t.
Q" (s,a5,) > Q*(s,a),Va € A\ {ag, }. 5)

because of the continuity of point s;. This contradicts the definition of s;.

According to (2) and (3), we have s1 € ' N S,, i.e. 1 € Sp. Then s € Sy + Bc(s), i.e.

$ € Spu USy + Be. (6)

Thus
Snin g Snu U SO + Be- (7)
O

12
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Remark A.2. In practical and complex tasks, we can view S,,,, as an empty set.
Remark A.3. Except for the smooth environment, many tasks can be modeled as environments with sparse rewards. Further,
the value function and action-value function in these environments are almost everywhere continuous.

Remark A.4. According to the construction in the above proof, we know that Sy is a set of special discontinuous points and
its elements are rare in practical complex environments.

Further, we can get the following corollary in the setting of continuous functions and there are better conclusions.

Corollary A.5. For any MDP M, let S, denote the state set where the optimal action is not unique, i.e. Sp, =
{s € S|argmax, Q*(s, a) is not a singleton}. If Q* (-, a) is continuous in S for all a € A, we have the following conclu-
sions:

* For s € 8\ Spu, there exists € > 0 such that B.(s) = B}(s).

e Given € > 0, let S,;, denote the set of states where the intrinsic state e-neighourhood is not the same
as the e-neighourhood, ie. Spin = {s€ S|Bc(s)# B*(s)}. Then, we have Spin, C Spu + Be =
{51 + 52|51 € Spu, |52 < €}. Especially, when S, is a finite set, we have 11 (Spin) < |Snu| pt (Be) = Cq |Snul €2,
where Cy is a constant with respect to dimension d and norm.

Proof. Corollary A.5 can be derived from Theorem A.1 because we have the following conclusion in continuous case.
So C {s € §|Fa € A,s.t. Q" (s, a) is not continuous at s} = {) (8)

O

Remark A.6. Certain natural environments show smooth reward function and transition dynamics, especially in continuous
control tasks where the transition dynamics come from some physical laws. Further, the value function and action-value
function in these environments is continuous.

A.2. ORP and CAR Operator
Define the consistent adversarial robust operator for adversarial action-value function:

(Tear@Q) (5,a) = r(5,a) + VEgp(|s,0) l min ) Q (5’, arg max ) (s,’/, as;)>] ) )

SLGBe( agr
v

A.2.1. EQUIVALENCE WITH OPTIMAL ADVERSARIAL VALUE FUNCTION

Lemma A.7 (Bellman equations for fixed 7 and v in SA-MDP, Zhang et al. (2020)). Given7m:S — A(A)andv : S — S,
we have

VT(5) = Eqn(u(s) @™ (s, @) (10)
=Eon(us)) [7(5:0) + YEgep(1s,a) V™" (s')] (11)

Q™" (s,a) =7(s,a) + YEgup([s,0)V ™" (5") (12)
=7(s,a) + YEgp([s,0),a’~n(-p(s) @77 (s, d'). (13)

Lemma A.8 (Bellman equation for strongest adversary v* in SA-MDP, Zhang et al. (2020)).

Verm)y = min Eportiwsn@™ ™ (s, a). (14)
( ) v(s)EBc(s) (v ))Q ( )

Definition A.9. Define the linear functional L™ : LP (S x A) — L? (S x A) for fixed 7 and v:

(ﬁﬂ—ouQ) (37 a) = ES’NP('\s,a),a’wﬂ'(~|u(s’))Q(sl7 al)' (15)

Then, by lemma A.7, we have that
QTI'OV:T_i_,yETFOI/Qﬂ'OV. (]6)

13
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Lemma A.10. 7 : X — X is a linear functional where X are normed vector space. If there exists m > 0 such that
[Tzl| = mljz]] Ve e X, (17)

then T has a bounded inverse operator T 1.

Proof. If Txy = Txa, then T (z1 — x2) = 0. While 0 = ||T (21 — x2)|| > m|jz1 — 2], thus 1 = x2. Then T is a
bijection and thus the inverse operator of T exists.

Forany y € X, T 'y € X'. We have that

Iyl =T (T y) 1| = m|I Tyl (18)

Thus, we attain that
1Tl < ol vy € . (19)
which shows that 7~ is bounded. O

Lemma A.11. I — vL™°" is invertible and thus we have that

Q™ = (I —~L™") "7 (20)
Proof. Firstly, for all (s,a) € S x A, we have
(L7 Q) (5,a) = Egap(.|s,a).a/mn(-u(s) Qs a") 21)
< Egr(fs,a),a~n(lu(s)) 1@l oo (5x.4) (22)
= 1@l Loe (5 ) (23)
Thus, we have that
L7 Qll oo (5x.4) < QLo (5.4 - 24
For any Q € L? (S x A), we have
I =7L™) Qll e (sx.4) = 1@ = VL™ Q| Lo (s ) (25)
2 ||Q||Loc(5x,4) -7 ||£TrOVQHL<>°(SxA) (26)
> Qe sty — 7 1@l e st @7)
=1 =Rl g (sx.a)> (28)
where the first inequality comes from the triangle inequality and the second inequality comes from (24). Then, according to
lemma A.10, we attain that I — «L£"°" is invertible. O

Lemma A.12. IfQ > 0 for all (s,a) € S x A, then we have that (I —vL™")"" Q > 0 forall (s,a) € S x A.

Proof. At first, we have

(I =~L™) (Z 7 (ﬁ’”’”)t> (29)

t=0
=D 2 (L) =Y oA L) (30)
t=0 t=1
=1. (31)
Thus, we get that
(I_,yﬁﬂou)*l :Z,yt (ﬁ‘n'oy)t. (32)
t=0
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If Q(s,a) > Oforall (s,a) € S x A, then for all (s,a) € S x A, we have
(ﬂﬂon) (Sa a) = ES’NIP’(-\s,a),a’wﬂ(-\u(s’))@(s/7 a/) > 0. (33)

Further, we have that ((ﬁ”o”)k Q) (s,a) > 0forall k € Nand (s,a) € S x A. Thus, we have

(I =~L™") " Q(s,a) (34)
T (€)' Q) (s.0) (35)
> (t):O (36)

O]

Theorem A.13. If the optimal adversarial action-value function under the strongest adversary Qo(s,a) :=
max, min, Q™°" (s, a) exists for all s € S and a € A, then it is the fixed point of CAR operator.

Proof. Denote Vj(s) = max, min, V™°%(s). Forall s € S and a € A, we have

Qo(s,a) = max myin Q7 (s,a) 37

=r(s,a) + 7 max myin IEJS/NPHS,(L)V”O”(S’) (38)

=7(s,a) + YEy~p(.|s,a)Vo(5") (39)

=7r(s,a) + YEyp(|s,a) V(sgiBne(s) max Eqr(ju(s)Qols, a) (40)

=7r(s,a) + YEyp(s,a) Lf/ énBiRs') Qo (s/, argaglax Qo (s, a5£)>1 41)

= (Tear@Q) (s,0), 42)

where the fourth equation comes from lemma (A.8). This completes the proof. O

Theorem A.14. If the consistency assumption holds, then Q* is the fixed point of the CAR operator. Further, Q* is the
optimal adversarial action-value function under the strongest adversary, i.e. Q*(s,a) = max, min, Q™ (s, a), for all
seSanda € A

Proof.
(Tear@*) (s,a) = r(s,a) + VEg p(.|s,q) -S/Ven)lgi;n(s/) Q* (s', ar%glax Q* (s, CLS{/)>‘| 43)
=71(s,a) + YEgp(|s,a) :s;eI%i;I%s') max Q* (s, a’)} (44)
= r(s5,0) + 1Bt p( oy [max Q" (5',0')] (45)
=Q%(s,a), (46)

where the second equality utilizes the definition of B} (s’). Thus, Q* is a fixed point of the CAR operator.

Define 7 and v as the following:

m(s) := argmax Q*(s,a), 47)
v(s) := arg min Q" (s, argmax Q™ (s,, asp)> . (48)
SueBe(s) As,y,

15
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Then, we have

(Tear Q") (5,0) = 7(5,@) + VB b.[s.0) l o, 9 ( arg max Q" (s’wasf))] “
- 7’(5, a) + ,‘YES/N]P}(‘ls,(L) [Q* (517 arg maxQ* (V(S,)a aV(S/))>‘| (50)
Ay (s’
=7(s,a) + YEgp(s,a) [Q" (5", (v(5")))] S}
=7(s,a) +7(L™"Q") (s, a). (52)
Thus, we have
Q" = (I —yL™) 'r=Q", (53)

where equations comes from lemma A.11. Further, according to the consistency assumption, we attain Q™ (s,a) =
Q™" (™) This shows that Q* is the action-value adversarial function of policy 7 under the strongest adversary v = v* (7).

According to the consistency assumption and the definition of B}, we have that

w(v(s)) =n(s), VseS. (54)
Then, for any stationary policy 7/, we have that
[(ﬁwou _ Lw'ou*(ﬂ' ) erou] ( (55)
= Es’NIP’(~|s,a) [Qﬂ-o ( ( (S,))) a’~7r’( |u*(5 ﬂ/))Q (S/ a/)] (56)
= EQ/N]P( |€ a) [Qﬂ-o ( ( )) a/NTr’( \V*(s /))Q OV(S a )] (57)
- Es '~P(4]s,a),a’ ~w! (v (shT)) [ v ( (5 )) - Q'n'ou(s y @ )] (58)
>0, (59)

where the second equality comes from (54) and the last inequality comes from (47).

Further, we have that

Q" — QFov () = grov _ grov' () (60)
— Qv — (I . 75“’°”*<’f'>) o 61)
=@ (1AL ) (L) (62)
= (17 ) (L7 ) (1)) @ (63)
_ . (I _ vﬁﬂ/ou*(ﬂ)yl (ﬁm _ Hfoy*(ﬂq) Qe (64)
>0, (65)

where the last inequality comes from (59) and lemma A.12. Thus, we have that Q™°" = Q* > Q”,O”*(”/) for all policy =’
which shows that 7 is the optimal robust policy under strongest adversary. O

Corollary A.15. [f the consistency assumption holds, there exists a deterministic and stationary policy m* which satisfies
Vet (m) (s) > VEort (M (s) and QT 0V (") (s,a) > Q7Y (M) (s,a) forallw €11, s € S and a € A.

Proof. According to theorem A.14, we have that Q*(s, a) = max, min, Q™" (s,a), forall s € S and a € A. Define 7*
and v* as the following:

7 (s) := argmax Q*(s, a), (66)
v*(s) := argmin Q* (&argmax@* (8,,7(15”)) . (67)
SUEBe(s) sy,
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Then, we have that

(ﬁmQW@a%—N8®+v&~pwa[ min *(&a@mwQ*@;%ﬂ>] (©8)
(5 a‘) +7Es’~]P’ (-]s,a) [ (8 argmaXQ ( (3/)uau(s’))>‘| (69)
(st
= ( )+7Es '~P(-|s,a) Q )))} (70)
= (s, )+7(£’“’”Q) (71)
Thus, we have L.
Q =(I—yL™) r=Q" ", (72)

where equations comes from lemma A.11. Further, according to the consistency assumption, we attain Q7 °~ (s,a) =
Q™ °¥" (") This shows that Q* is the action-value adversarial function of policy 7* under the strongest adversary
vk = v*(7*). Thus, we have that

Q" ) (s,a) = Q7 (s,a), Vs€S,a€ A 73

For any policy 7 and s € S, we have that

V™o T (8) = By (o (s @ 27 ) (s, a) (74)
=max Q™ °* ") (s, a) (75)
a
> anﬂ'(-|u*(s;ﬂ'))Qﬂ'*ou* (8,(1) (76)
> Ea~7r(-|u*(s;7r))Qﬂou*(7r)(Sv Cl) (71N
_ Vﬂ—ou*(fr)(s)7 (78)
where the first and last equations come from lemma A.7 and the last inequality comes from (73). O

A.2.2. NOT A CONTRACTION

Theorem A.16. 7., is not a contraction.

Proof. Let S = [-1,1], A = {a1,a2}, 0 < € < 1 and dynamic transition P(-|s,a) be a determined function. Let
n > max{%,?é}, 0 > 0and

2n — 26
Qo) =20 Liciy + |20~ T | Loy + 25 L)
—26 3e 7
[2‘” e ( ﬂ Hoelgaz9) ¥ Moelsen))s
Q1(s,a2) = n - Tyser—1,00} + {“—né_e 3] '1{se[ )}+5 1{86[% 39)}
2n — ¢ 3e .
+F+ 3¢ G‘ﬂ“¥¢@%+%”%¢MP
2n — 9§
@2<s,a1>=2n'ﬂ{se[-1,0>}+[Qn- n%g S]'l{ e} TO Haclpego) s

ot (5 F)] ety *r ety

1
8¢
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n— 260
QQ(S,ag) =n- ]1{56[71’0)} + |:’I’L — %e S} . ]1{56[0,%5)} + 26 - ﬂ{se[ée,%e)}
(32)
+ s =B (3] +on-1
le T8 {selge s} T Hselben]}
Then
Q1 — Q2 Lo (sx.a) = 0. (83)
We have
TearQ1(8,a) — TearQ2(s,a) = YEyp(.|s,a) l lénBirE )Ql (s',argmaXQl (Sllj,asl)> -
st (s’ a1 v
X (84)
min s', arg max 52, Qg2 .
SEeBg(s/)Q2 < %g Q2 (5 ”)>]
Let P(s' = —§|s,a) = 1and s’ = — 3, then
min Ql <3/7 arg InaXQl (Si, Qg1 )> = Ql(sl, a1)7 (85)
sLEBc(s") a1 v
min Qs <s/7argmaXQ2 (Szaa32)> = Qa2(s'; az). (86)
S,I,EBS (s") asg v
Thus
7;(17’@1(57 a) - 7—CCLTQ2(S’ a) =7 [Q1(8/7 al) - QQ(S/a a2)] =Tn > 67 (87)
which means that
[ Tear@Q1 — TearQ2|l Lo (sx.4) > Q1 — Q2| Lo (sx.4)- (88)
Therefore, 7., is not a contraction. O

A.2.3. CONVERGENCE

In this section, we prove a conclusion for convergence of the fixed point iterations of the CAR operator under the (L,., Lp)-
smooth environment assumption.

Definition A.17 (Bukharin et al. (2023)). Let S C R?%. We say the environment is (L,, Lp)-smooth, if the reward function
r: S8 x A — R, and the transition dynamics P : S x A — A (S) satisfy

Ir(s,a) =7 (s',a)| < Ly [|s = s'|| and |[P(- | s,0) =P (- | s, a)llp1(s) < Lels — 5],
for (s,s',a) € S x S x A. || - || denotes a metric on R

The definition is motivated by observations that certain natural environments show smooth reward function and transition
dynamics, especially in continuous control tasks where the transition dynamics come from some physical laws.

The following lemma shows that 7.X_Q is uniformly bounded.

Lemma A.18. Suppose Q and r are uniformly bounded, i.e. 3 Mg, M, > 0 such that |Q(s,a)| < Mg, |r(s,a)| <
M, Vs € S,a € A Then ToorQ(-, a) is uniformly bounded, i.e.

[TearQ(s,a)] < Cq, Vs € S,a € A, (89)
where Cg = max {MQ, f\f—fy} Further, for any k € N, TE Q(-, a) has the same uniform bound as TeqrQ(, a), i.e.
|7—CIZ7,Q(S,Q)‘ <Cq, VseS,ac A (90)

18
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Proof.
|7;arQ(53 a)| - T(Sv a) + ’YES/NIP("S,Q) l , éan% " Q <S/a arg maXQ (S,”, as{,))] | ©On
<|r(s,a)| +VYEgps,0) Hélr% )Q (3/’ arg max (SIV, Qg )) | (92)
S;,E (s’ (IS/V v
<M, +~vMg (93)
M,
SmaX{MQ,H}7 VSES,@G.A (94)
Let Cg = max {MQ, 11\:[—1/} Suppose the inequality (90) holds for k¥ = n. Then, for £k = n + 1, we have
’ﬁZle(Su a)‘ = T(Sa a) + ’Y]ES/N]P(*lS,G.) [ ng% ) 7;27’@ (8/7 arg max mrQ (S:n Qg ))] ‘ (95)
S;,E (s’ aS:/ v
<|r(s,a)| + VES’NP(‘ls,a) HEI% ) Tear®@ <S/a arg max 7., Q (S,u’ asL)) | (96)
5, €Be (s’ ag
<M, +~Cq 97)
< (1-7)Cq +1Cq ©8)
_Co. (99)
By induction, we have | 7%, .Q(s,a)| < Cq, Vs € S,a € Ak € N. O

The following lemma shows that 7% .Q is uniformly Lipschitz continuous in the (L,., Lp)-smooth environment.

Lemma A.19. Suppose the environment is (L, , Lp)-smooth and suppose () and r are uniformly bounded, i.e. 3 Mg, M, > 0
such that |Q(s,a)| < Mg, |r(s,a)] < M, Vs € S,a € A Then ToqrQ(+, a) is Lipschitz continuous, i.e.

|7::arQ(57a) - ﬁ:arQ(S/7a)| S LTC(”HS - S/H; (100)

e } Further, for any k € N, TE _Q(-, a) is Lipschitz continuous

where L7, = L, +vCqLp and Cg = max {MQ, -

and has the same Lipschitz constant as ToqrQ(+, @), i.e.

| TeerQ(s,a) = T, Q(s" )| < L, |ls — &'|. (101)
Proof. Forall s1,s5 € S, we have

%arQ(Slva) - %arQ(s%a) (102)

= r(sha) + ’YESINP(.‘SI’Q) l HJIBH% )Q (5/; arg max () (Sl/j7 Qs! ))1 (103)

s,€B:(s’ agr i
S/L,e 3 s’ asi) Y
= (r(s1,a) — r(s2,a)) (105)
+v/ (P(s'|s1,a) — P(s|s2, a)) min  Q <s’,argmax62 (51, as; )) ds'. (106)
s/ SLG (s’ aS{/ v
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Then, we have

|7—carQ(51aa) _7—carQ(52aa)| (107)

<|(r(s1,a) —r(s2,a))| (108)

+ 7/ (P(s'|s1,a) — P(s'|s2,a)) rrgr% )Q <Slaarg max Q (s,,, as; )) ds' (109)
s’ s,EB:(s’ a,, v

< Ly||s1 — s2| (110)

—i—v/ IP(s|s1,a) — P(s|s2,a)] I%H% )Q <s’7argmaXQ (51,5 ay; )) ds' (111)
s s, EB(s’ as v

< L.||s1 — 82| + vCQ/ [P(s'|s1,a) — P(s'|s2,a)|ds’ (112)

< Ly|lsy — sall + vCqLeplls1 — s2] (113)

= (Lr +7vCqLp) |51 — s2l|- (114)

The second inequality comes from the Lipschitz property of r. The third inequality comes from the uniform boundedness of
@ and the last inequality utilizes the Lipschitz property of P.

Note that 7% and 7T.,, have the same uniform boundedness Cq. Then, due to lemma A.18, we can extend the above proof

car

toTk.. O

Remark A.20. Note that if replace the operator 7., in the Lemma A.18 and Lemma A.19 with Bellman optimality operator
Ts, these lemmas still hold.

The following lemma shows that the fixed point iteration has a property close to contraction.

Lemma A.21. Suppose QQ and r are uniformly bounded, i.e. 3 Mg, M, > 0 such that |Q(s,a)| < Mg, |r(s,a)| <
M. Vs € S,a € A. Let Q* denote the Bellman optimality Q-function. If the consistency assumption holds, we have

720r@ = Ter @l <7 (1@ = @l + 2 e x| (5.0) = Q(5,0)]). (115)

su€B*(s) a
Further, if Q(-, a) is L-Lipschitz continuous with respect to s € S, i.e

|Q(s,a) — Q(s',a)| < L||s—§|, Vs, s €S, acA, (116)
we have

|‘7;arQ_7;arQ*||oc §7||Q_Q*Hoo+2'YLE- (117)

Proof. Denote a}, o = argmax, Q (s,,,a) and s;;* = argming ¢p-(s) Q (s’, a:;nQ)' If Tear@ > Teoar@Q*, we have

(ﬁ:arQ) (57 a) - (%arQ*) (57 CL) (118)
= 'Y]ES'NIP(-|s,a) _s{,er%i:n(s’) Q S/, a:,V’Q) - y er%i;}s/) Q* (5’7 aZ;yQ*)] (119)
= By e |Q (8’,@22*,Q) ~ Q" (s,a, *)} (120)
= VEs p(|5,0) {Q (8’,@2:}*@) - Q" (s’,a:g*@) +Q* (8’7(1:;/,*@) -QF (s’,a:,,Q*)} (121)
< PY]ES/NP('ls,CL) _Q (Slv (l::;*’Q) - Q* (sla a:g*7Q>} (122)
< AEq b5 [max (Q (s',a) — Q" (3’,a’))} (123)
<AIQ — Qoo (124)
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where the second equality utilize the definition of B} (s’) and the first inequality comes from the optimality of agy g« If
77:(17"@ < 77:(17"@*, we have

(Tear@") (s,0) — ( carQ)( a) (125)
= Eyp(.[s.0) [ s at, Q*) - i Q (s’,a:L7Q>} (126)
=B p(fs) | Q" (s aig) = Q(shal- )] (127)
= VBonp(lsa) [Q7 (5500 o) = Q (5, a3 o)) (128)

+ 1 Byp(fsa) [Q (S ’as/Q ) Q (s a% g)] (129)

+ 1B (0 |Q (5 ~Q(sh )] (130)

We will separately analyze the items 128, 129 and 130. Firstly, we can bound the item 128 with ||Q — Q|-

Eur(iom (@ (4103 0:) - Q (3. -] a1
< Eyor(fsa [max(Q(s',a') = Q" (5,0')] (132)
<@ - Q- (133)
For the item 129, we have
By op(fs,a) (@ (0% g-) — Q ()%, a% o+ )] (134)
< Eyp(fsn) [max (Q(s',0) = Q (s7,a))] (135)
< Egp(]s,0) [ H}Ba)(c )maX|Q (s',a") — Q(S;,a’)q (136)
re s’
< max m}gx( )maX|Q(s ,a) — Q (sy,a)]|. (137)
S5 sy€ B a
Due to .. o = argmax, Q (sh*,a), wehave Q (s)*,a) < Q (sf;*,a:,,* Q) , Va. Then, for the item 130, we have
ES’NIP’(-\S,a) |:Q ( ;}*7CL:/,Q*) - Q <8/7 a:]’;*,Q)} (138)
< Eypiiom |@ (507050 o) = Q (5l o) (139)
< ES/NP("S7G) |:H18/JX ‘Q (3/7 a/) - Q (S;*a a/)|i| (140)
< Buneiea | mx mx1Q (50~ Q oLy (141)
<max max max|Q(s,a)—Q (sy,a)l. (142)
s s,EB*(s) a
Thus, we have
(7—carQ*) (Sa (l) - (7—carQ) (57 a) (143)
(||Q Q"o —|—2m§1X 2153(( )m3X|Q(s ,a) — Q(s,,,a)) . (144)
In a summary, we get
0rQ = Toor@ e <7 (1Q = @l + 2max_mae max|Q(s.0) = @ svs ). (145
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Further, when Q(-, a) is L-Lipschitz continuous, i.e

|Q(S,a)—Q(S/7a)| SLHS_S/Ha vs75/ ESa QEA, (146)
we have
max max max|Q(s,a) —Q (sy,a)] (147)
s s,EB¥(s) a
<max max L|s—s,| (148)
5 s,€B(s)
< Le. (149)
Then, we have
[Tear®Q — TearQ" [loo < 7 (1Q — Q" [loo + 2Le) . (150)
O

Remark A.22. We can relax the Lipschitz condition to local lipschitz continuous in the B (s).

We prove that the fixed point iterations of 7, at least converge to a sub-optimal solution close to Q* in the (L,., Lp)-smooth
environment.

Theorem A.23. Suppose the environment is (L, Lp)-smooth and suppose Qo and r are uniformly bounded, i.e.
3 Mg,, M, > 0 such that |Qo(s,a)] < Mg,, |r(s,a)] < M, Vs € S,a € A. Let Q* denote the Bellman optimal-
ity Q-function and Qi11 = ToarQr = TEF Qo for all k € N. If the consistency assumption holds, we have

2e
-y

1Qk+1 — Qoo <Y Qo — Q*[loe + 7 Dg, + L.

car)

(151)

L., = Ly +7Cq,Lp and Cq, = max {MQ07 2 }

where D, = 2 max, max, ¢p:(s) Max, [Qo (s,a) — Qo (s,,a) e

Proof. For any k € N, we have

|Qr+1 — Q%[00 (152)
= |75 Qo — TE Q|| (153)
<NTE,Qo — TE, Q"o +27L7.,. € (154)
<y (W78 Qo — T ' Q%o + 2vLs, €) + 2vL7,, € (155)

2
= VT Qo — T '@ lloo + 2¢L7.,, >+ (156)
=1
<. (157)
k
< ’YkH7—carQ0 - 7—carQ*||oo + 26[’72[” Z’Yl (158)
=1
k
< 'yk'HHQo — Q"o + 2k +L msaxS glg*x( )max |Qo (s,a) — Qo (sv,a)| + 2¢LT.,. Z’yl (159)
veBels) @ =1
% 2ve
<70 = @7l +29F max | max max|Qo (s @) = Qo (v, ) + 7L, (160)

The first and second inequalities come from Lemma A.19 and Lemma A.21. The penultimate inequality comes from Lemma
A21. =
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B. Theorems and Proofs of Policy Robustness under Bellman p-error

Banach Space is a complete normed space (X, || - ||), consisting of a vector space X together with a norm || - || : X —
R*. In this paper, we consider the setting where the continuous state space S C R? is a compact set and the action
space A is a finite set. We discuss in the Banach space (LP (S x A),||-|l), 1 < p < oo. Define L? (S x A) =

1
{f1lIfllp < oo}, where || fll, = (fs Yaecalf(s.a)" du(s))? for 1 < p < oo, p is the measure over S and || f||oc =
inf {M € Rx>¢l|f(s,a)| < M for almost every (s, a)}. For simplicity, we refer to this Banach space as L (S x A).

B.1. L*° is Necessary for Adversarial Robustness

Theorem B.1. There exists an MDP instance M such that the following statements hold. Given a function () and

adversary perturbation size e, let Ss%b denote the set of states where the greedy policy according to Q) is suboptimal, i.e.

ng = {s|Q*(s,argmax, Q(s,a)) < max, Q*(s,a)} and let Sz?dv

there exists the adversarial state, i.e. S;Qdu = {s|3s, € Be(s), s.t. Q*(s,argmax, Q(s,,a)) < max, Q*(s,a)}, where
Q* is the Bellman optimal Q-function.

denote the set of states in whose e-neighbourhood

* Forany1 < p < oo and § > 0, there exists a function Q € L? (S x A) satisfying ||Q — Q* | r(sx.a) < 0 such that
H (SsQub) = O(9) yet (*38@) = p(S).

* There exists a 0 > 0 such that for any 0 < § < §, for any function Q € L> (S x A) satisfying ||Q — Q*|| Lo (sx.4) < 0,
we have that | (SQ ) = 0(0) and p (Sfdv) =2e+ 0 (9).

sub

Proof. Given a MDP instance M such that S = [—1,1], A = {a1, a2} and

1 s'=s—eq}> €1+ 71
P(s'|s,a1) = { b sEl-lrall (161)
]1{5/:,1}, EXS [—1,—14—61)
1 s'=s+e€1}r S _L 1-
P(s|s,a5) = 4 ot P [ al (162)
]].{slzl}, s € (1 — €1, ].]
r(s,a1) = —ks,
(s,a1) (163)

r(s,az) = ks.

where P is the transition dynamic, r is the reward function, £ > 0,0 < ¢; < 1 and IL{.} is the indicator function. Let  be
the discount factor.

First, we prove that equation (164) is the optimal policy.
{a2}7 s>0
7 (s) = argmax Q" (s,a) = {a1},s <0 (164)
{aj,a2},5s =0
Define s7 is state rollouted by policy 7 in time step .

Let so > 0, then

o« If s =1, while sT € [~1,1], then s7 > |s7| hold for any policy 7.

o If s7° < 1. First we have
0<sf =50+t <1, (165)

—1 < sg — teq. (166)

Then for any policy 7, we have the following equation by definition of transition,
t
s = 50—|—in61, (167)
i=1
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where z; € {—1,1},7i=1,...,t. Then
CHESSEH (168)

Then for any policy 7,59 > 0 and ¢ > 0, we have
si > |sf| (169)
and
m(az|sy)r(sf, az) + m(ay|sf)r(sy, ar)
< max{m(ag|sf)(ksy) + m(ar|sf)(—ksy), w(azlsf)(—ks7) + m(an|sf) (ks7)}
= |ksi (m(az|sy) — m(arlsy))]
< |ks7|

< ks

(170)

=r(s7 ,az)

Let s be the initial state, 7 = (so, ...) be the trajectory of policy 7. Define J(m, s9) = E; >, v'r(s¢, a¢) is expected
reward in initial state sy about policy 7. Then

J(7*, s0) — J(m, s0) = Esf*,atfvﬂ'*('bz"*) nytr(s?*,at) — Egr a,mm(|sT) nytr(sf, a) 171)
t t
=D AT a2) = Y V' Eag apenspr(sTh ar) (172)
t t
=Y A'r(sT  a2) = Y V' Eap [w(azlsT)r (s, az) + m(ay|s7)r(s7, )] (173)
t t
= Z’YtEs;f [r(sf*,ag) — [m(az|sT)r(sy, a2) + w(aa|sy)r(sy,a1)] (174)
> o.t (175)

For (172), the policy 7* and dynamic transition PP are deterministic. For (175), We use property (170).

Then for s > 0, we get that the optimal policy is 7(-|s) = as. By symmetry, we can also get that the optimal policy is
7(:|s) = aq for s < 0 and aq,as are also optimal action for s = 0. Thus we have proved equation (164) is the optimal
policy.

First,we have the following equation according to (164)

Q*(0,a2) = Q*(0,a1). (176)

For s > 0, we have

Q*(s,az) = ks +vk(s 4+ €1) + v2k(s + 2¢1) + ... + k(s + teer) + Z*yts+"k x 1

n=1

¢ o 177)
=ks+k Z’yt(s—i—tel)—i— Z 'yt] .
t=1 t=t +1
where s + tge; € (1 —€1,1],1e. ts = Ll;sj.
For s > ¢;, we have
Q*(s,a1) = —ks +vk(s — 1) + ks + - + 7 k(s + teer) + > _ T x 1
n=1
b2 o (178)
=—ks+k Z’yt(s—&—(t—Q)el)-&- Z 7t
t=1 t=t,+3
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For 0 < s < €1, we have

Q"(s,a1) = —ks +7(=k)(s — 1) +7° (k) (s = 261) + -~ +7% (=k)(s = gsex) + D 7% F(—k)(~1)

n=1
qs o]
=—ks+k Z'yt(tq—s)—i— Z 7t
t=1 t=qs+1

where s — qs€1 € [-1,—1+€1) Jie. g5 = thsj > .

€

According to (177), (178), (179) and ¢, > t,, we have

Q*(SaGQ) - Q*(S7a1) > 2]’(18,5 >0

By symmetry, we can also get
Q*(s,a1) — Q*(s,a2) > —2ks,s <0

(1)First, we have

= 1
* t
0<Q(s,a) <Y v -1
t=0
Forany1 <p <oo,letn > max{é (ﬁ)pﬁp,&’fl} ,n € Nand
Q(Sa): Q*(S’CLQ)—TL%’SE[E7§+22Lk‘:0’1, ’n_l
2 Q*(s,az), others
Qs,a1) = Q*(s,a1) —n¥,s € [—EEL _EEL L ST k01 n—1
o Q*(s,ay),others
Then
1
* * op 1\P P
1Q(s,a1) —Q (Sval)”LP(S) =[|Q(s,a2) — Q (S,az)HLp(g) = {n* 2 * (np) ] < 4.
And

||Q(57a)||LP(8) = HQ(&G) - Q*(s,a) + Q*(S,G)HLP(5)
< Q(s,a) = Q7(s,a)llLr(s) + |Q7 (s, a) | Lo (s)

< 00.
which means @ € L? (S x A).

P
We have the following two inequalities because n > (ﬁ) and (182),
Q"(s,a2) —n» < Q"(s,a1),
1 *
Q*(s,a1) —nr < Q*(s,az).
Then

n—1
k k oP
Q _
Seup = U |:7’l"fl+n2:|

k=—n

25

179)

(180)

(181)

(182)

(183)

(184)

(185)

(186)
(187)
(188)

(189)

(190)

(191)
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and
oP
n(88,) =20+ 25 <2=0(9) (192)

because n > P L.

According to (191), the distance between any two adjacent intervals of Sfub is less than e. For any s € S, 3k €
{-n,—n+1,..,n—1} st s € [E EEL] Because n > % (ie. L <¢), thend(s, £) < ei.e. d(s,SS%b) < €, where d(-, -)

is Buclid distance. According to the definition of Sfdv, we have Sﬁlv =& and
i (88,) = n(s). (193)

(2)Letd € (0, k], forany 0 < & < 4, for any state-action value function Q € L™ (S x A) satisfying ||Q—Q* || Lo (sx.4) < 6,
we can get the following two inequalities by (180) and (181).

Qs,02) > Q*(5,02) 5> Q*(5,1) +0 > Qs,a1), 5 € (7,1, (194
Q(S7a1) > Q*(S7a1) —0> Q*<S7a2) + o > Q(Sva2)vs € [_]—7 _%) (195)
Then
2
u(s8,) <2 =00, (196)
u(8%,) < T H+2=2e+00). (197)
O

B.2. Stability of Bellman Optimality Equations
We propose the following concept of stability drawing on relevant research in the field of partial differential equations (Wang
et al., 2022).

Definition B.2. Given two Banach spaces 31 and B, if there exist § > 0 and C' > 0 such that for all Q) € 1 N B satisfying
I7TQ — Qlls, <4, wehavethat ||Q—Q*||g, < C||TQ — Q||5,, where Q* is the exact solution of this functional equation.
Then, we say that a nonlinear functional equation 7Q = @ is (B, Bs)-stable.

Remark B.3. This definition indicates that if 7Q = Q is (B1, Bz)-stable, then ||Q — Q*||z, = O (||TQ — Q||5,), as
17TQ - Qlls, — 0,VQ € B1 N B,.

Lemma B.4. For any functions f,g : X — R, we have

_ < _
max f(z) — max g(z) < max (f(z) - g(z)). (198)
Proof.
max f(z) — max g(z) = f(z}) —maxg(z) < f(z}) - g(a}) < max (f(z) - g(2)), (199)
where x’} is the maximizer of function f, i.e. x} = argmax;cx f(x). O

Lemma B.5. For any functions f,g : X — R, we have

max (f +¢) () — max f(z)| < max|g(z)|. (200)
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Proof. f max,cx (f + g) () > max,cx f(x), we have

max (f +g) (z) — max f(z) (201)
< max f(z) + max g(z) — max f(z) (202)
= maxg(w) 209
< max |g(z)] (204)

If maxgzex (f + g) (x) < maxzex f(x), we have

- < — <
max f(z) —max (f +g) (z) < max (~g(z)) < max|g(z)], (205)
where the first inequality comes from Lemma B.4. O
Theorem B.6. For any MDP M, let Cpj, := sup(, qyesx.a [IP(- | 5,0) ||Lppf1(5). Assume p and q satisfy the following
conditions:
1 log (| A]) + 1 S
Cpp < —; p2>maxql, og |)+(1)g(u( ) i p<qg<oo. (206)
vy log e

Then, Bellman optimality equation TgQ = Q is (L7 (S x A) , L? (S x A))-stable.

Proof. Forany 1 <p<g<ooand @ € LP (S x A) N LY (S x A), denote that

LoQ(s,a) :=YEgp(|s,a) [H,leaﬁQ (S’,a’)] : (207)

LQ:=TpQ - Q=1+ LQ - Q. (208)

Let Q* denote the Bellman optimality Q-function. Note that TgQ* = Q* and LQ* = 0. Define

w=wgq:=0Q—Q, (209)
f=fo=LQ=LQ—-LQ". (210)
Based on the above notations, we have
[=LQ—-LQ" (211)
=LoQ —Q — LoQ" + Q" (212)
= (LoQ — LoQ") — (Q — Q") (213)
=—w+ Ly (Q* +W) — LoQ". (214)

Then, we have

lw(s,a)] = [—f + Lo (Q" + w) — LoQ" " (215)
< fI+1L0(QF +w) — LoQ| o’ (216)
Thus, we obtain
[l o (sxay < NFI+ L0 (QF +w) — LoQ]] Lo (sxa) 217)
SNl sxay + 1£0 (QF +w) = LoQ | 1o (5. 5 (218)
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where the last inequality comes from the Minkowski’s inequality. In the following, we analyze the relation between
[ Lo (Q" +w) — ﬁOQ*”Lp(sXA) and ||w||Lp(5X,4)~

|Lo (@ +w) — LoQ| (219)
(s,a)
_ * / / / / / /
= "YES ~P(-|5,a) {ff}gﬁ (QF (s',d")+w (s, a")) — ingﬁQ (s',a )] ‘ (220)
< /VES’N]P’(-|s,a) maﬁ (Q* (S/, a/) +w (S/a a/)) maXQ (Sl, a/) (221)
a’'e a’€A
< AEg o (5,0) {maﬁ lw (s, a’)|] (222)
a’e
- ry/ max lw (s',a")|P(s" | s,a)ds’ (223)
s -
<o magloeal| ([ @ s ) (224
acA L”(S) g
=v|P(- | s,a)]] . ’maxw (s,a)| . (225)
) o(s)

where the second inequality comes from Lemma B.5 and the last inequality comes from the Holder’s inequality. Let

Cpp = SUpP(s gyesxa [IP(- | s,a)H L7 sy Then, we have

[1£0(Q" +w) — ['OQ*”LP(SxA) (226)
P ]
< P(- | s,a)|| o , du(s, 227
< ( | <7|| 150l 21 g gl 5.0 m)) (s a>> @21)
1
< (/ 1du(s,a)> vCp , ||max |w (s, a)| (228)
SxA a€A LP(S)
=(u(Sx A)) YCpp max|w (s,a)] (229)
Lr(S)
=7Cp (|A[1(S5))7 ||max|w (s, a)l (230)
acA Lr(S)
1

<ACrp (A (E)7 1wl o (s.a) 5 (231)
where the last inequality comes from ||w|[;ec(4) < [[w]ljs( 4)- Thus, when Cpj, < % and p > Ww and ¢ > p,

vCp,

we have o '

1 (IA[p(S)r =
Hw”LP S><.A) 1 ||f||LP(S><.A) < 1 ”fHLQ(SxA) ’ (232)
L =7Cpp (A1 (S5))7 1 =Cr, (A1 (S5))”

where the last inequality comes from || f|[ 1, (g5 4) < 1 (S % A)%_% 11l La(sx.a)- O

Remark B.7. Note that we have proved a stronger conclusion than stability because the equation (232) holds for all () rather
than for @ satisfying || 7Q — Q|l5, — 0.

Remark B.8. When P(- | s, a) is a probability mass function, then we have that Cp , < 1 < % holds for all 1 < p < oo.
Generally, note that lim,,_,., Cp, = 1 and as a consequence, when p is large enough, Cp ;, < % holds.

B.3. Instability of Bellman Optimality Equations

Theorem B.9. There exists a MDP M such that Bellman optimality equation TpQ = Q is not (LP (S x A), L* (S x A))-
stable, for 1 < p < oo.
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Generally, we have the following theorem.

Theorem B.10. There exists an MDP M such that Bellman optimality equation TpQQ = Q is not
(L7(S x A),LP (S x A))-stable, forall 1 < g < p < oo.

Proof. In order to show a Bellman optimality equation 7@ = @ is not (L7 (S x A), LP (S x A))-stable, it is suffi-
cient and necessary to prove Vn € N,Vé > 0,3Q(s,a), such that [ T3Q — Q|| pa(sx.4) < 0, but [|Q — Q*[|Lr(sx.a) >
nl|TeQ — QllLa(sx.4)-

Define an MDP M where S = [—1, 1], A = {a1, a2},

1 s'=5—0.1}» € 7097 1 1 s'=s+0.1}> € 7]‘7 0.9
P(s'|s,a1) =4 o1 sel ] L B(s|s,ap) = { RO sel |
Lig—s), else Tis—sy, else

)

r(s,a;) = k;s, ko > k1 > 0. The transition function is essentially a deterministic transition dynamic and for convenience,
we denote that

s—0.1, s €[-0.9,1] s+0.1, s €[-1,0.9]
p(57a1) = ) p(57a2) = .
S, else S, else

Let Q*(s,a) = Q™ (s, a) be the optimal Q-function, where 7* is the optimal policy.

We have Q*(s,a2) > Q*(s,a1), Vs > 0. To prove this, we define 7(s) = as,Vs > 0, and thus
Q" (s,a2) = Y ¥'r(si,a2), (233)
i=0

where so = s > 0, s; = p(s;—1,a2) > 0, i > 1. Consider Q-function of any policy 7

oo

Q" (s,a0) = > _~'r(5;,7(5:)), (234)

=0

where 7T(§()) = Qo S ./4, §0 =S 2 0, §i+1 = p(§“ W(gz)) and 7’(51,71'(51)) = ﬂ(al\éi)r(éi, (ll) + ﬂ(a2\§i)r(§i, ag).

We first notice that all s; and §; lie on the grid points S N {s + 0.1z : z € Z}, actually, —| 5] < 2z < [5=2]. In the
following, we prove s; > §;, Vi. We consider the recursion method and suppose s; > §;. Then, we have the following two
cases. If s; < 0.9, we obtain

Siy1 =8;+01>5,+0.12>54;.
If s; > 0.9, it follows from z < |2 | that

-5
0.1

1 -
Sit1 =8 =s+0.1] | > 541

Thus, we have s; 1 > 5,41, Vi. Note that s) = 59 = s, and by recursion, it can be obtained that s; > 5; holds for all 7.

Noticing that the reward (s, a) is an increasing function in terms of s and satisfies (s, az) > r(s,a1),Vs > 0, we have
r(si,a2) > r(si, ;) > 1(8;,q;), Vo, € A,i=0,1,2,...,
where the second inequality is due to s; > §;. As a consequence,

r(si,a2) > r(8;,7(5;)), Vi=0,1,2,.... (235)

Combining (233), (234), and (235), we obtain that Q (s, az) > Q™ (s, o). Further, with g = ag, we derive 7(s) = 7*(s)
on s > 0. With ag = ay, we derive Q*(s,a2) = Q™ (s, a2) > Q*(s,a1), Vs > 0.
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We then prove that given 1 < ¢ < p, Vn € N,§ > 0, there exists Q(s,a) with [|[TpQ — Q||La(sx.4) < d, such that
Q= Q" |lLr(sxa)y = nllTBQ — QlLa(sxa)- Let Q(s,a1) = Q* (s, a1),

4h 4h
Q(s,a2) = Q%(s,a2) +h-Lacag+ —s-Lg1q+ (s+4h> R TE

€

where h > 0, ¢ = min { (%)q ) (3n . 2%) P and Ta( { s denotes the indicator function. It can be seen
from the definition that
Q*(s,a2) < Q*(s,a2) +h- ]1(1 3c < Q(s,a2) <Q*(s,a2) + h-1o,e). (236)
We consider the following cases.
* When s € (—0.1,—0.1 +€),a = as,
TeQ(s,a2) = r(s,a2) + 7 max Q(s+0.1,a;) = r(s,a2) + vQ(s + 0.1, az),

Together with (236), we have

Q(s,a2) = Q*(s,a2) =7r(s,a2) +vQ* (s + 0.1, az)
<TpQ(s,az) < r(s,a2) +7[Q"(s +0.1,az) + I]
:Q (57a2) h Q(S’ a2) + h’Yv

thus [TpQ(s, az) — Q(s, a2)| < hy.
* When s € (0,¢),a = as,
TeQ(s,a2) = r(s,az) + 'yma?XQ(s +0.1,a;) = 7r(s,a2) +vQ(s + 0.1, as)
=r(s,a2) +vQ*(s +0.1,a2) = Q*(s, az),
Again from (236), there is
[ TeQ(s,a2) — Q(s,a2)| = |Q" (s, a2) — Q(s, a2)| < h.
* When s € (0.1,0.1 +¢€),a = ay,
TeQ(s,a1) =r(s,a1) + ’YH}IE?XQ(S —0.1,a;) = r(s,a1) +vQ(s — 0.1, a2),
Utilizing (236), we have
Q(s,a1) = Q%(s,a1) =r(s,a1) +7Q"(s — 0.1, a2)
<TsQ(s,a1) <r(s,a1) +v[Q" (s —0.1,a2) + h]
=Q"(s,a1) + hy = Q(s,a1) + h,
thus [TpQ(s, a1) — Q(s,a1)| < hy.
¢ Otherwise,
TeQ(s,ai) = r(s,a:) +7Q (p(s, ai), 7 (p(s, ai))) = Q" (s, a:),
also note that Q(s,-) = Q*(s, -) for s ¢ (0, €), thus
TQ(s,a) — Q(s, a)| = |Q"(s,a) — Q(s,a)| = 0.

From the analysis above, we have

IT5Q = QllLagsxa) < (2hy +h)er < 3hes <5, (237)
and .
* * €\p

1Q — Q%[[Lr(sxa) 2 (Q = Q") Li1c z¢)llLr(sxa) = h <§> " >0 TeQ — Qlla(sxA)- (238)

Inequality (237) and (238) come from € = min { (%h)q , (Sn . 2%) e }, which prove the desired property. O
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C. Theorems and Proofs of Stability Analysis of DQN

In practical DQN training, we use the following loss:

L= Y | rmex Q. ai0) - Qs )|, (239)

(s,a,r,s")EB

where B represents a batch of transition pairs sampled from the replay buffer and 6 is the parameter of target network.

L(0) is a approximation of the following objective:

‘C(Qa 77) = ESNdIO(-)ECLNTK‘('ls) ‘TBQ(Sa a) - Q(Sa CL)| (240)
= E(s,a)wdﬁg(,») ‘TBQ(‘S’ a) - Q(Sv a)| ) (241)
where df (s) = Egmpo [(1—7) 2207 Pr'(s; = s|sg)] is the state visitation distribution and df (s,a) =

Esompo [(1—7) > pog v  Pr™(s: = s,ar = alsp)] is the state-action visitation distribution.

C.1. Definition and Properties of L%

Definition C.1. Given a policy , for any function f : S x A — Rand 1 < p < oo, we define the seminorm L” o

* If dj; is a probability density function, we define

Hf”Lp‘dEg (Sx.A) = Hd,ZUfHLP(SXA)

) 5 (242)
-/ 4z, (5. )£ (5. a)|” diu(s, )
(s,a)eSx.A
o If dgo is a probability mass function, we define
1
Il paty sxny = | Do ldi(sa)fsa)f” | (243)

(s,a)eSxA
Remark C.2. Note that £(Q; ) = || TpQ — Q|| 1.4z, (SxA)’

Theorem C.3. For any dj; (s,a)and 1 < p < o0, LP%o is a seminorm.

Proof. Firstly, we show that L iy satisfies the absolute homogeneity. For any function f and A € R, we have

NI ez, (5 4y = 1o A | oy = AR £l ogsseny = I ootz sy - (244)
Next, we show that the triangle inequality holds. For any functions f and g, we have
1 + 9l otz 54y = 9520 (F + D Lo sy (245)
= HdZOfHLP(SXA) + HdZOgHLp(SXA) (246)
= Hf”LVdEO (S><A) + Hg”Ll“dﬁo (S><.A) 9 (247)
where the inequality comes from the triangle inequality of L? (S x A). O

Theorem C.4. Ifd” (s, a) > 0 for almost everywhere (s, a) € Sx.A, then LP*%o (S x A) := {f ‘Hf”Lp.dEO (Sxd) S oo}

Ho

is a Banach space, for 1 < p < oo.
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Proof. Firstly, we show the L% is positive definite. If £l ez, (SxA) = 0, we have that dj; (s,a)f(s,a) = 0, for

almost everywhere (s,a) € S x A. Due to the nonnegativity of d7. (s, a), we have f(s,a) = 0, for almost everywhere

(s,a) e S x A.

J2%) (

We show the completeness of LP*%0 (S x A) in the following. For any Cauchy sequence { f;} € LP*%0 (S x A), {dz0 fi}
is a Cauchy sequence in L? (S x .A). Then, due to the completeness of L? (S x A), there exists g € L? (S x A) such that

lim HdltoleLP(Sx.A) = HgHL"(SX-A)'

i—00

Let f = % for almost everywhere (s, a) € S x A, we have || f[|  ».az, (Sxd) = 191l 1o (sx.4) < o0 and

}l}f}o ”fi”Lp’dﬁo (Sx.A) = Hf”L”‘dEO (SxA) "
Thus, LP*%o (S x A) is a Banach space. O

We analyze the properties of LP*%0 (S x A) in the following lemma.
Lemma C.5. Given a policy =, for any function f : S x A — R, then we have the following properties.

 If Mag == sup(, ayesxa dpy, (5, a) < 00, then
Hf”LP dMO(SXA) ]\4117T Hf”LP(S)(_A)7 V1 <p < oo.

. Ide:;O = inf(s ayesxa djy, (5, a) > 0, then we have

Caz, I Lr(sxay S Ml ppagg sy ay» VISP < 00

11l v.az, (SxA) = < ||z, HLP T(SxA) 1l e (sxy» V1 < p < o0

Ifd}; (s,a) # 0 for almost everywhere (s,a) € S x A, then we have

1y < Cgy o 1l gy 5.4y V1 <P < 00,

p—1

where Car ., = (f(s,a)GSX.A ’dzo(& a)’_ﬁ du(s, a)) P

If d}; (s,a) # 0 for almost everywhere (s,a) € S x A, then we have

||fHLP (SxA) = Cd" P ||fHLp2.,dzo (SxA)’ V1l <p < oo,
po1
_ p?
where Cyr = <f(s,a)€S><.A |dr (s, a)| 77 du(s,a))
Proof. (1) If Mgz = sup(s a)esx.a 4, (s,a) < oo, we have
%
1050 s = | [ 7, (5,0) 7 s, )|" du(s, ) 48)
z 0(5xA) (s,a)ESXA | Ho |
1
< My / £ (s, a)[" dp(s, a) (249)
ro (s,a)eSx A
- Md;jo ||f||Lp(5><A) : (250)
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) If Cay == inf(5 a)esxa dj; (s,a) > 0, we have

1
11 oty (s ay = </(g esn |d5,, (s,a)f(s,a)|” du(&a)) (251)
2 Caz N fllpe(sxa) - (252)
(3)

Fllrag =/ dy (s,a)f(s,a)| du(s,a (253)

” HL 0(Sx.A) (s,a)eSxA‘ #0( ) ( )‘ ( )

1—1
< ”f”LP(Sx_A) </ ’d s,a ’f’ T du(s, a)) (254)
(s,a)€eSx.A

- Hd HLP T(SxA) ||f||LP(S><_A)7 (255)

where the first inequality comes from the Holder’s inequality.

(4) For 1 < p < oo, we have

us p
s = o s @) 0 das0 256)
, —(p—1)
> I s xa) </ |d7 (s,a)] 71 d,u(s,a)> : (257)
(s,a)eSx.A

where the inequality comes from reverse Holder’s inequality.

(5) Further, we have

P? _ ar Py 258
I 2.0z, /( s anBio (@ (50" dis,a) (258)
) 2 —(p—1)
2 Hf||zl},p(8><A) (/ ‘d,uo )} Pt du(s,a)) 9 (259)
(s,a)eSx.A
where the inequality comes from reverse Holder’s inequality. O

Remark C.6. Note that in a practical Q-learning scheme, we take the e-greedy policy for exploration and as a result, for any
state-action pair (s, a), we can visit it with positive probability, i.e. djj (s,a) > 0. Furthermore, the condition, d}; (s,a) # 0
for almost everywhere (s,a) € S x A, always holds.

C.2. Stability of DQN: the Good

Theorem C.7. For any MDP M and fixed policy =, assume Cdﬁo = inf(sayesxady,(s,a) > 0 and let Cp,, =

SUP(s,ayesxa IP(- | 5,a) ||L% . Assume p and q satisfy the following conditions:

(8)

1
Cpp < —; p>max
Y

{1 log (|A[) +10g( ()

i p<q<oo. (260)
log ’YCU

Then, Bellman optimality equation TpQ = Q is (Lq’dZO (§xA),LP (S x A)) -stable.

Proof. Forany 1 <p<g<ooandQ € LP (S x A) N L9 (S x A), denote that

EOQ(S,G) = IYES’NJP’(-\S,CL) [51232@ (S/a a/):| ) (261)
LOQ =TpQ—-Q=r+LyQ — Q. (262)
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Let @* denote the Bellman optimality Q-function. Note that TpQ* = @* and LQ* = 0. Define

w=wgq:=Q—Q, (263)
f=fo=LQ=LQ—-LQ". (264)
Based on the above notations, we have
[=LQ - LQ" (265)
= —w+ Lo (Q* +w) — LoQ". (266)

log(| A )+1cig(u(5))

log

According to the inequality (232), we have that when Cp , < % and p > and ¢ > p, we have

YCPp,p

(A £(8))7 s
Hw”Lp SxA) = T ||f||Lq SxA) (267)
AT e, (A p(s)r

According to Lemma C.5, when Cd;’io = inf(s 0yesxa dj, (5, a) > 0, we have

B (1Al (8))7 5
Cag, (1=7Ce (141 1(8))7)

Wl zo(sxa) < (268)

Hf”qudﬂo (SxA) "

O

Remark C.8. Note that in a practical Q-learning scheme, we take the e-greedy policy for exploration and as a result, for any
state-action pair (s, a), we can visit it with positive probability, and thus the condition Cdﬁo > 0 is fulfilled.
We also demonstrate a theorem with better bound yet stronger condition.

Theorem C.9. For any MDP M and fixed policy =, assume Cdfio = Inf(s a)esx4 4}, (s,a) > 0. Assume p, q and ~y
satisfy the following conditions:

7o | o2 Crp 1 1 1 S
Cig im0 HLC(SxA) P L A ) e 069)
o v 08 VCar B,
Then, Bellman optimality equation TgQ = Q is (Lq"dZO (S x A),LP (S x A)) -stable.
Proof. Forany1 <p<g<ooand@ € L? (S x A)N L9 (S x A), denote that
= E 1~ ! ! 2
‘COQ(Sva) Vs ~P(-|5,a) [g}gﬁ@ (S y ):| ) (270)
LQ:=TpQ - Q=r+LQ - Q. (271)
Let @* denote the Bellman optimality Q-function. Note that TpQ* = @Q* and LQ* = 0. Define
w=wgy :=Q—Q", (272)
f=Jfo=LQ=LQ-LQ" (273)
Based on the above notations, we have
f=LQ—-LQ (274)
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Then, we have

lw(s,a)| = |—f+ Lo (QF +w) — LoQ"| (276)
(S,(L)
< fI+ Lo (QF +w) — LoQ™| : 277)
(s,0)
Thus, we obtain
il 5 0 < 4 1 5 0 (@ +10) = £0 @)
<l s+ 10 (@7 + ) = L@ g, 279)
where the last inequality comes from the Minkowski’s inequality. Owing to Lemma C.5, we have
25 5 2 s Nl (280)
2 e
where Car = ( f(s,u) cSxA |dl’jo (s,a)| =1 du(s,a) . In the following, we analyze the relation between
120 (@ +w0) = 6@ 2.7, g,y 21 [0 gosicty
|£o (Q" +w) — LoQ| 281)
(s,0)
_ A 1o o
= ‘VES/NPH&G) |:£I/lg§(Q (s',aY+w(s' a)) — gngﬁQ (s',a )] ‘ (282)
< , A AN E A
= 7E5 ~P(-|s,a) glgﬁ (Q (S , a ) +w (8 , a4 )) an’lgﬁQ (S @ ) (283)
< AVEg p(.15.a "a 284
<AE, P(|,){glgj§w(8 a)|] (284)
= fy/ maﬁ|w (s',a" )| P(s" | 5,a)ds’ (285)
s’ a’'€
1—1
<~ Hmax|w (s,a)l (/ (P(s' | s,a))7 " ds') (286)
acA L?(S) s
IR |50l g gl o] 28)
2 Lo (S)

where the second inequality comes from Lemma B.5 and the third inequality comes from the Holder’s inequality. let

Cpp = SUP(s gyesxa [IP(- | s,a)H L7 (s) and then, we have
1£0(@" 1) ~ £0Q71 2z, 5, 285)
»? 7
< /SM (VHP( 5,0l o2 s ‘gleajclw(&a)l s dﬁ,(w)) dp(s, a) (289)
> >
= </ (7, (s,a a))’ du(s,a)) ~vCp p ||max |w (s, a)] (290)
SxA acA LP(S)
<~|d C 291
<o | o2 s .y Cpp | max oo (5, )] s, (291)
< ’YHdZOHLﬁ(SX_A) CP,P |w||LT’(S><A)’ (292)

35



Towards Optimal Adversarial Robust Q-learning with Bellman Infinity-error

where the last inequality comes from [|w||;o 4y < [[wl];s(4)- Then, we have that

1 T
<Cdgo,p _WHd"UHU""(SxA) CM) leollznsxay < M1 oo.ag, (SxA) 293)

When Cdﬁo = inf(; q)esxa d);,(s,a) > 0, we have

(AL (S) 7

Caz p < O (294)
1o
Thus, when the following conditions hold
5o |l 12 (5.4 C
o llLr? (Sx A P 1 log (|A]) + 1o S
gy = liisnn O 1 ton(AD 080D o e
a7 v ng
we have
p=1
(|A[p(S5)) »*
[l Lo (sx.a) < e ”fHLpz’dﬁo(SxA) (295)
Cag, =745, l| o2 (s ay O (A 1(S)) 7
1 1
(JA[p(S)7 =
= o=r Il ot 5y (296)
Cag, =V, || o2 (scay O (A 1£(S)) 7
where the last inequality comes from ||f||LP2""Z50 (SxA) < (S x A)p%_% ||fHqudZIO (Sx) R

Remark C.10. The conditions are not satisfactory. The result implicitly adds the constrain for y because lim,,_, o Cdﬁo Pp =

ﬁ, which indicates v may be very small, i.e. 7 < Cd%.
)

In the following theorem, we describe the instablility of DQN.
Theorem C.11. There exists a MDP M such that for all T satisfying Mdﬁo 1= SUDP(5 q)esx.4 Ay (8, @) < 00, Bellman

optimality equation TgQ = Q is not (Lq’dzo (S x A),LP (S x A))-stable, foralll < qg<p< .
Proof. According to the proof of Theorem B.10, for 1 < ¢ < p < oo, there exists a MDP M satisfying the following
. . . 6

statement. For all § > 0 and n € N, there exists a @ € LP (S x A) N L7 (S x A) satisfying | T5Q — Q| La(sx 1) < Mo
such that [|Q — Q*||Lp(5><A) >n|TeQ — QHLQ(SxAy
According to Lemma C.5, if Mgz = sup; a)esx.a 4}, (s,a) < oo, we have
Q|
Thus, we have Q € L% (S x A) N L (S x A). For the same reason, we have

”TBQ - Q”Lq‘dﬁo (SxA) < Myr |TBQ - Q”Lq(sxA) <4 (298)

Ho

1R o2z, (SxA) < Mag,

La(SxA) < OO (297)

Hence, we get that For all § > 0 and n € N, there exists a Q € L%%0 (S x A) N L? (S x A) satisfying
IT5Q = Qll 5, 54y < & such that [Q = @ 15y > 11 T5Q — Ql sty =

Remark C.12. If Mdﬁo = 00, dj, degenerates to the discrete probability distribution. Then, LP%0 can be considered
as a norm defined on a finite dimension space. In this setting, we also have Cdﬁo = 0 and Bellman optimality equation

TQ = Q is not (Lq’dzo (ExA),LP (S x A))—stable, for any p and q.

According to the above theorems and remarks, we have the following corollary in the DQN procedure.
Corollary C.13. In practical DQN procedure, the Bellman optimality equations Tz@Q = Q is (L% (S x A), LP(S x A))-
stable for all 1 < p < oo, while it is not (LT (S x A), LP(S x A))-stable for all 1 < q < p < oo.
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C.3. Stability of DQN: the Bad

Theorem C.14. There exists an MDP M such that for all 7 satisfying dj,  is a discrete probability distribution, Bellman
optimality equation TpQ = Q is not (Lq’dZO (S x A),LP (S x .A))-stable, for any p and q.

Proof. We only need to show there exists an MDP such that Vn € N, Vé > 0,3Q(s, a), such that || TsQ — Q||
g, but |Q — Q|| Lr(sx.a) > N
Consider an MDP M where S = [-1,1], A = {a1, az},

L9%0 (SxA) S

]]-{s’=s—0.1}a s € [*0'97 ]-]
Lig—s}, else

]]-{s’=s+0.1}7 s € [71709]
Tio=s}, else

)

P(s'|s,a1) = { . P(s'|s,az) = {

r(s,a;) = k;s, ko > k1 > 0. The transition function is essentially a deterministic transition dynamic and for convenience,

we denote that
s—0.1, s €[-0.9,1] s+0.1, s €[-1,0.9]
p(57a1) == p(57a2) = .

)
S, else S, else

Let Q*(s,a) = Q™ (s, a) be the optimal Q-function, where 7* is the optimal policy.

Define By = {s € S : Jda € A,s.t.d] (s,a) # 0}, which contains all the states that can be explored. Let B =
{BoU{By+0.1}U{By —0.1}} N S, then ¥s € B, p(s,a) € B. Since dJ;  is a discrete probability distribution,
u(B) = pu(Bo) =0,

Let D = [-1,1]\ B, and Q(s,a) = @Q*(s,a) + h - 1p, where h =
then have for any s € B that

B

. We have that Q(s,a) = Q*(s,a),Vs ¢ D. We

Sl

2

TBQ(S’ a) =r(s, a’) +- gfleaﬁ Q(p(S, a), a/)
=r(s,a) +7-max Q" (p(s, a), a’)
= Q*(s,a)
= Q(Sva)

Forany s ¢ B, d}, (s,a) =0 forall a € A. Hence, ||T5Q(s,a) — Q(s,a)l|  a.a5, (SxA) = 0<é.

However, we find that

S

1
1Q(s,a) = Q7(s, a)l|Lr(sxay = h- (D) = h-2
which completes the proof. O

>n,

Remark C.15. If dj; is a discrete probability distribution, L% (8 x A) is not a good choice. However, the sample
process should be considered in practical reinforcement learning algorithms and as a consequence, we have to apply the
space L>%0 (S x A) rather than L (S x A).

D. Derivation of CAR-DQN

Our theory motivates us to use the following objective:

Lear(0) = [1TBQ0s — Qoll , «.azs (SxA) (299)
= sup d;’(s,a)|TeQo(s;a) — Qo(s,a)l (300)
(s,a)eSx.A
= sup dzg (37 CL) 7’(8, a) + ,‘YES/NP('ls,LL) |:HlaX Qo (5/7 al):| — Qo (57 a) : (301)
(s,a)eSx.A a’cA

However, the objective is intractable in a model-free setting, due to the unknown environment, i.e. unknown reward function
and unknown transition function.
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Remark D.1. We apply the space Loodig (S8 x A) rather than L*° (S x A) because the sampling process should be
considered in practical reinforcement learning algorithms.

D.1. Surrogate Objective

We can derive that

Lear(0) = Supmaxd ?(s,a) |TeQo(s,a) — Qa(s,a)l (302)
seS ac
= dy vy @) — vy 303
ilélg Sylengx(s) max djg °(s,a) |[TBQo(sy,a) — Qo(sy,a)] (303)
= sup dj’(s,a) max |’TBQ9(5V, a) — Qo(sy,a)]. (304)
(s,a)eESx A 5y EBe(s)

However, in a practical reinforcement learning setting, we cannot directly get the estimation of TpQg(s,,a).

Theorem D.2. Let LI%7"(0) = sup(, ayesxadil(s,a)max, ep (s) [TQo(s,a) — Qo(sy,a)| and LI (0) =
SUD(5,0)eSx A duo(57 a) max,, ep,(s) |TeQo(sy,a) — TQe(s,a)|. We have that

LU (0) — L3I (0)] < Lear(0) < LLS™(0) + L2 (0). (305)
Proof. On one hand, we have
Lear(0) = sup  dj°(s,a) max [TpQo(s,,a) — Qo(sy,a)l (306)
(s,a)eSx.A sy €Bc(s)
< sup  djf(s,a) max (|TpQe(s,a) — Qo(sv,a)| + |[TeQe(sv.a) — TeQo(s,a)|) (307)
(s,a)ESxA 5, E€Bc(s)
< sup dzg(sa a) max |TBQ9(8U) ) - TBQO(Sv a’)| (308)
(s,a)eSxA suE€Be(s)
+ sup djf(s,a) max |TBQ9(S a) — Qo(sy,a)]. (309)
(s,a)ESx.A sy€Bc(s
On the other hand, we have
Lear(0) = sup  dj°(s,a) max |TBQ9(3V, a) — Qo(sy,a)] (310)
(s,a)ESxA sy €Bc(s)
> sup dzs (57 (1) ma’X ||TBQ0(sm ) - TBQO(Sv a)| - |TBQ9(S>G) - Q9(3V7 a)” (311)
(s,a)eSxA suEB(
>| sup djf(s,a) max \TBQQ(SV, a) — TpQo(s,a)] (312)
(s,a)eSx.A sy €Bc(s)
— sup djf(s,a) max [TQa(s,a)— Qe(sy,a)ll, (313)
(s,a)eSxA sy €Be(s)
where the second inequality comes from Lemma B.5. O

It is hard to calculate or estimate £%//(6) in practice. Fortunately, we think £%/f(6) should be small in practice and we

car car

give a constant upper bound of £4f/(#) in the smooth environment.

car

Lemma D.3. Suppose Q) and r are uniformly bounded, i.e. 3 Mg, M, > 0 such that |Q(s,a)| < Mg, |r(s,a)] < M, Vs €
S,a € A Then TgQ(-, a) is uniformly bounded, i.e.

|TEQ(s,a)| < Cq, Vs € S,a € A, (314)

where Cg = max {MQ, 11‘577 } Further, for any k € N, Té“Q(-, a) has the same uniform bound as TgQ(-, a), i.e.
1TEQ(s,a)| < Co, Vs € S,a € A. (315)
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Proof.
|TBQ(57 a)‘ = T(Sa a) + FYES/N]P('ls,a) |:£I/12§ Q (S,, CL,):| ’ (316)
< |r(s,a)| + YEg op(|s,0) H}SEEQ (s',a) (317)
< M, + Mg (318)
M,

< max MQ’l—fy , Vs € S,a € A. (319)

Let Cg = max {MQ, f\f—ﬁ/} Suppose the inequality (315) holds for & = n. Then, for K = n + 1, we have
757 Q(s,a)| = |r(s,0) + Y Esrmp s [g,lg;; TEQ (S, a’)] ‘ (320)
< |T(57a)| +7ES’N]P("S,CL) H}gﬁTgQ (Slaa/) (321)
< M, +~Cq (322)
< (1 =7)Cq +1Cq (323)
= Cop. (324)
By induction, we have |T§Q(s,a)| <Cqp,VseS,ac A keN O

Lemma D.4. Suppose the environment is (L., Lp)-smooth and suppose Q) and r are uniformly bounded, i.e. 3 Mg, M, > 0
such that |Q(s,a)| < Mg, |r(s,a)] < M, Vs € S,a € A Then TpQ(-,a) is Lipschitz continuous, i.e.

1 TBQ(s,a) = TsQ(s', a)| < L, [ls = &', (325)
where L1, = L, +vCqLp and Cg = max {MQ, 1”7[1/ } Further, for any k € N, TEQ(-, a) is Lipschitz continuous and

has the same Lipschitz constant as TpQ(-, a), i.e.

[ T5Q(s,a) — TEQ(S',a)| < Ly ||s — 5. (326)

Proof. Forall s1,ss € S, we have
TQ(s1,a) — TQ(s2,a) (327)
= 7’(81, a) + ’Y]ES/N]P)(*lSl,a) (Izr’lgﬁ Q (3/7 CL/):| - 7’(82, CL) - ’yEs/NIPHsQ,a) |:£r/leaﬁQ (8/7 a/):| (328)
= (r(51,0) = 7(s2,0) +7 [ (P(S'1s1,0) = B(|s2,0)) ma Q (') (329)

Then, we have
|TBQ(s1,a) — TeQ(s2,a)| (330)
< |(r(s1,a) —r(s2,a))| + 7/ (P(s'|s1,a) —]P’(S'|327a))n}g§Q(S'7a') ds' (331)
< Lplls1 — sof] +7/ [P(s'|s1,a) —P(s]s2,a) ‘mgﬁQ (s,a")| ds' (332)
s/ a’

< Lyflss =52l +9Co [ [B(ls1,) = B(s|sz,0)| s (333)
< Ly|[s1 = sal| + ¥CqLplls1 — s2| (334)
= (Ly +vCqLp) |51 — s2]. (335)
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The second inequality comes from the Lipschitz property of r. The third inequality comes from the uniform boundedness of
@ and the last inequality utilizes the Lipschitz property of P.

Note that the uniform boundedness used in the above proof is Cg rather than M¢. Then, due to lemma D.3, we can extend
the above proof to T5. O

Theorem D.5. Suppose the environment is (L, Lp)-smooth and suppose Qg and r are uniformly bounded, i.e. 3 Mg, M, >
0 such that |Qg(s,a)| < Mq, |r(s,a)| < M, Vs € S,a € A If M = supy (, syesx.a 2 (8, a) < oo, then we have

LEIT () < Crye, (336)

where C1, = L1, M, L1, = L, + vCqLp and Cg = max {MQ, 1”_[; }

Proof.

LiH0) = sup  dis(s,a) max [TpQe(sy,a) — ToQo(s, a)l (337)

(s,a)€ESx A sy EBc(s)
< sup d}°(s,a) max (L, +~yCqLp)|s, —s (338)

B A g ( )SVGBE(S)( @Lp) |l |

< (Lr +7CqLp)e sup dj°(s,a) (339)

(s,a)eSx.A
< M (L, +~CoL) (340)

where the first inequality comes from Lemma D.4 and the last inequality comes from the uniform boundedness of dj¢. [

D.2. Approximate Objective

Lemma D.6. For any function f : Q0 — R and X\ > 0, we have

fw)
max [Eupf (@) — AKL(pllpo)] = M0 Epep, [e % } (341)

where A(QY) denotes the set of probability distributions on ). And the solution is achieved by the following distribution q:

~ 1 w
o(w) = po(w)ef - _ 6po(w)e¥_ (342)

Proof. Let

po(w)e 1 f@)
q(w) = — = —po(w)e *
fwegpo(w)eﬂx : dp(w) C
Then, we have
Ewnp f(w) — AKL(pl[po) (343)
=Eup {A Ine’s* Aln p(w) } (344)
po(w)

*po(w)

=AE,,., |In S22 ] (345)
p(w)

_ Cq(w)

=AE,, {m ) (346)

=A[InC — KL(pllq)] (347)

<AlnC (348)

“AnE,p, [e@] (349)
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Note that the equal sign holds if and only if p = ¢. Thus, we get

€ E,,~ ~ KL .
q argpglAaé)[ pf(W) (pllpo)]

O
We get the following approximate objective of L% (6):
LPP(0) =  max 1 max |r +ymax Qgy(s’,a’) — Qe(swa)’ : (350)
(s,a,r,s")EB ‘Bl Sy EB(s) a’
Denote
fi :f(Si,ai7’l"i7S;) = max Ti+7maXQ§(S;7al) _QQ(Sy;ai) . (351)
syEB(s;) a’
To fully utilize each sample in the batch, we derive the soft version of the above objective:
L) = max oo f(sars) (352)
(s,a,r,s")EB |B|
1 /
= — max i f(Si,a4,74, 8; (353)
B o Z pif( )
(si,ai,mi,8;)€EB
1
> — max > pif(siairi,s}) = AKL (p|U (B)) | , (354)

peEA(B
| |p 8 (si,ai,ri,s;)EB

where U (B) represents the uniform distribution over B. According to Lemma D.6, the optimal solution of the maximization
problem (354) is p*:

e%fz

e
5 fi
Zie\lﬂ €x

The maximization problem (354) is the lower bound of the maximization problem (353) so p* is a proper approximation of
the optimal solution of the maximization problem (353). Thus, we get the soft version of the CAR objective:

pi = (355)

1 exfi
L£9740) = — Z —————— max |r; +ymaxQp(s;,a’) — Qo(sy,a;)]. (356)
car Lg s o ? a (2 vyt
|B| (si,as,ri,8,)EB Zi’E'B‘ er vE€Be(s:)

E. Examples of Intrinsic States

In Figure 6, 7, 8, we show some examples in 3 Atari games (Pong, Freeway, and RoadRunner) that the state observation s
and adversarial observation s, have the same intrinsic state.

F. Additional Algorithm Details
Algorithm. We present the CAR-DQN training algorithm in Algorithm 1.

DQN architecture. We implement Dueling network architectures (Wang et al., 2016) and the same architecture following
(Zhang et al., 2020; Oikarinen et al., 2021) which has 3 convolutional layers and a two-head fully connected layers. The first
convolutional layer has 8 x 8 kernel, stride 4, and 32 channels. The second convolutional layer has 4 x 4 kernel, stride 2,
and 64 channels. The third convolutional layer has 3 x 3 kernel, stride 1, and 64 channels and is then flattened. The fully
connected layers have 512 units for both heads wherein one head outputs a state value and the other outputs advantages of
each action. Every middle layer is applied by the Rel.U activation function.
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Algorithm 1 Consistent Adversarial Robust Deep Q-Learning (CAR-DQN).

Input: Number of iterations 7', target network update frequency M, a schedule 3; for the exploration probability 3, a
schedule €, for the perturbation radius e.
Initialize current Q network Q(s, a) with parameters 6 and target Q network @)’ (s, a) with parameters 6’ <+ 6.
Initialize replay buffer 5.
fort =1to T do

With probability S; select random action a;, otherwise select a; = arg max, Q(s¢, a;0).

Execute action a; in environment and observe reward r; and the next state s; ;.

Store transition pair {s;, at, ¢, $¢41} in B.

Randomly sample a minibatch of N transition pairs {s;, a;, 7, $;+1} from B.

Sety; = r; + Q' (si+1, arg max,, Q(s;,a’; 0);6") for non-terminal s;, and y; = r; for terminal s;.

Define £3/(6):

car

Lsofh0) == > ai | max | lyi — Q(sv,a:;0)|,
T I A

o maxs, |vi—Q(sy,a;0)|

where o; =

T .
+ maxs,, |y; —Q(sy,a;;0)
ic|B| €N v el

Option 1: Use projected gradient descent (PGD) to solve L£321t(6).
For every i € |BJ, run PGD to solve:

sip = argmax |y; — Q(sy,a;;0)|.
s, EBe; (54)

Compute the approximation of £52/%(6):

Ecar(a) == Z Q; |yz - Q(Si,l/7ai; 0)‘ )

i€|B|

e%\yrQ(Si,wazﬁﬂ

where a; = T .
N 1Yi—Q(s4,p.a430
ic|B| ¢* b= @os,v 200 .
Option 2: Use convex relaxations of neural networks to solve a surrogate loss for £:9/¢(6).

For every i € |B|, obtain upper and lower bounds on Q(s, a;; 0) for all s € B, (s;):
u;(0) = ConvexRelaxUB (Q(s, a;;0),0, s € B, (s:)) ,
1;(0) = ConvexRelaxLB (Q(s, a;;0),0, s € B, (s:)) .

Compute the surrogate loss for £597(6):

car

Lear(0) = > avmax {[y; — ui(0)], ly; — L:(0)[},

i€|B|
L max{|y; —u; (0)],|vi—1;(0)|}
A K2 7 il K2 (2
where «; = = .
v . o % max{[y;—ug (O Jui—1; (O[]

Update the Q network by performing a gradient descent step to minimize L., (6).
Update target Q network every M steps: 6’ < 6.
end for

G. Comparation between RADIAL-DQN and CAR-DQN with Increasing Perturbation Radius

The core at RADIAL-DQN is a heuristic robust regularization that minimizes the overlap between bounds of perturbed Q
values of the current action and others:

»Cradial (0) = E(s,a,s’,r) Z Qdiff(sv y) : Ovl(s, Y, E) 3

Y
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where Qdiff(57 y) = maX(Ov Q(S7 a)iQ(57 y))a O’UZ(S, Y, 6) = rnax((], Q(Sv Y, 6) 7Q(57 a, €)+7]) and n= C‘Qdiff(57 y)a c=
0.5. Qi 1s treated as a constant for the optimization. We consider RADIAL-DQN could perform better than CAR-DQN
with increasing perturbation radius since £,qq4:q; () is a stronger regularization to enhance robustness while compromising

natural rewards. The stronger robust constraint is mainly reflected in two aspects:

* The loose bounds. RADIAL-DQN uses the cheap but loose convex relaxation method (IBP) to estimate Q(s, y, €) and
Q(S7 a‘7 6)'

* The positive margin 7.

They both result in Ovl(s, y, €) a stronger constraint for representing the overlap of perturbed Q values. However, RADIAL-
DQN has the following weaknesses:

* Lrqdiar (0) will harm natural rewards. As shown in Figure 4, the natural rewards curve of RADIAL-DQN on
RoadRunner distinctly tends to decrease, especially around 0.5 million steps. In contrast, the natural curves of our
CAR-DQN showcase more stable upward trends in all environments. Besides, as shown in Table 5, RADIAL-DQN
training with a larger radius attains lower natural rewards which also restricts robustness according to our theory, while
CAR-DOQN keeps a better and consistent natural and robust performance.

» Heuristic implementation lacks theoretical guarantees and introduces sensitive hyperparameter c. We conduct additional
experiments on RoadRunner with different c and observe the sensitivity of RADIAL-DQN to the choice of c. Larger
c could cause poor performance because the robustness constraint is too strict and thus the policy degrades to some
simple policy with lower rewards. Smaller ¢ may result in much weaker robustness. By contrast, our CAR-DQN is
developed based on the theory of optimal robust policy and stability. Although we also introduce a hyperparameter A,
our ablation studies in Figure 5 show that our algorithm is insensitive to it.

Table 4. Performance of RADIAL-DQN sensitive to different positive margins ¢ - Quitt (s, ¥).

PGD MinBest
e=1/255 €= 3/255 e =5/255 e=1/255 e =3/255 e =5/255
RADIAL-DQN (¢ = 0.25) 14678 + 329 14836 + 314 13670 + 466 13512 + 617 14712 + 309 14804 + 457 13226 + 351
RADIAL-DQN (¢ = 0.5) | 46224 +1133 | 45990+ 1112 42162 +1147 23248 £499 | 46082 = 1128 42036 + 1048 25434+ 756
RADIAL-DQN (¢ = 0.75) 3992 + 482 3992 £ 482 3992 + 482 3992 £ 482 3992 + 482 3992 £ 482 3992 £ 482

Model Natural Return

* Depending on the currently learned optimal action. £,44;q; (6) essentially takes the currently learned action as a robust
label which may produce a wrong direction for robustness training if the learned action is not optimal. In contrast,
our CAR-DQN seeks optimal robust policies with theoretical guarantees and does not utilize the learned action for
robustness training, simultaneously improving natural and robust performance.

The main motivation of CAR-DQN based on our theory is to improve natural and robust performance concurrently which
makes sense in real-world scenarios where strong adversarial attacks are relatively rare. Our training loss can guarantee
robustness under the attack with the same perturbation radius as the training. We also think it is a very significant problem
whether and how we can design an algorithm training with little epsilon and theoretically guarantee robustness for larger
epsilon. However, this is beyond the scope of our paper and we will consider this problem in subsequent work.

Moreover, as shown in Table 6, CAR-DQN also achieves the top performance in larger perturbation radiuses on Pong
and BankHeist and matches the RADIAL-DQN on Freeway. To show the superiority of CAR-DQN further, we also train
CAR-DQN with a perturbation radius of 3/255 and 5/255 on RoadRunner for 4.5 million steps (see Table 5). We can see that
CAR-DQN still attains superior natural and robust performance training with larger attack radiuses while RADIAL-DQN
markedly degrades its natural performance due to the too-strong robustness constraint. CAR-DQN always has a higher
robust return on the training radius than RADIAL-DQN.

H. Additional Experiment Results

Training stability. We also observe that there are some instability phenomena in the training of CAR, RADIAL, and WocaR
in Figure 4. We conjecture that the occasional instability in CAR training comes from the unified loss combining natural and
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Table 5. Performance of CAR-DQN and RADIAL-DQN trained with different perturbation radiuses on the RoadRunner environment.
The best results of the algorithm with the same training radius are highlighted in bold.

PGD MinBest
e=1/255 €= 3/255 € =5/255 e =1/255 € = 3/255 € =5/255
RADIAL-DQN (e = 1/255) | 46224 + 1133 45990 + 1112 42162 +£1147 23248 + 499 46082 + 1128 42036 +£ 1048 25434 + 756
CAR-DQN (e = 1/255) 49398 + 1106 | 49456 + 992 28588 £+ 1575 15592 + 885 47526 + 1132 32878 + 1898 21102 £ 1427
RADIAL-DQN (e = 3/255) | 34656 + 1104 35094 + 1277 35082 4 948 32770 £ 1062 | 35096 + 1277 34374 + 996 27926 + 881
CAR-DQN (e = 3/255) 47348 + 1305 | 46284 + 1114 43578 £1315 27060 + 1117 | 46286 = 1122 42602 + 1336 24862 + 1195
RADIAL-DQN (e = 5/255) | 35160 £ 1157 36158 + 1104 36732 + 1076 34826 + 913 36158 + 1104 36732 + 1076 34592 + 913
CAR-DQN (e = 5/255) 42545 + 2028 | 43230 + 1468 37845 + 2344 39235 + 1519 | 43645 +£1531 37535 +2112 38150 + 1316

Model Natural Return

robustness objectives which may cause undesirable optimization direction under a batch of special samples. The instability
of RADIAL is particularly evident in the robustness curve on the BankHeist environment and natural curve on the Freeway
environment and it may be from the larger batch size (=128) setting during the RADIAL training while CAR, SA-DQN and
WocaR set the batch size as 32 or 16. The worst-case estimation of WocaR may be inaccurate in some states and WocaR also
uses a small batch of size 16. The combination of these two can lead to instability, especially in complex environments such
as RoadRunner and BankHeist. Another possible reason is that CAR, RADIAL, and WocaR all use the cheap relaxation
method leading to a loose bound while SA-DQN utilizes a tighter relaxation.

Table 6. Average episode rewards =+ standard error of the mean over 50 episodes on baselines and CAR-DQN. The best results of the
algorithm with the same type of solver are highlighted in bold.

Environment Model Natural Return PaD MinBest ACR
€=1/255 € =3/255 € =5/255 e=1/255 €=3/255 €=5/255 | e=1/255 €=3/25p e=5/255
Standard DQN 21.0+0.0 —21.0 4+ 0.0 —21.0 4+ 0.0 —20.84+0.1 —21.0 4+ 0.0 —21.0£0.0 —21.0£0.0 0 0 0
PGD SA-DQN 21.0+0.0 21.0+0.0 —19.4£0.3 —21.0£0.0 21.0+0.0 —19.4+0.2 —21.0£0.0 0 0 0
CAR-DQN (Ours) 21.0+0.0 21.0+ 0.0 16.8 £0.7 —21.0+0.0 21.0+0.0 20.7+0.1 —0.8+28 0 0 0
Pong SA-DQN 21.0+0.0 21.0+0.0 21.0+0.0 —19.6 0.1 21.0+0.0 21.0+0.0 —9.5+1.3 1.000 0 0
Convex RADIAL-DQN 21.0+0.0 21.0+0.0 21.0+0.0 21.0+0.0 21.0+0.0 21.0+0.0 4.940.6 0.898 0 0
Relaxation WocaR-DQN 21.0+0.0 21.0+0.0 20.5+0.1 20.6 +0.1 21.0+0.0 20.7+0.1 20.9+0.1 0.979 0 0
CAR-DQN (Ours) 21.04+0.0 21.04+0.0 21.04+0.0 21.04+0.0 21.04+0.0 21.0+0.0 21.04+0.0 0.986 0 0
Standard DQN 33.94 0.0 0.0+ 0.0 0.0+ 0.0 0.0+ 0.0 0.0+0.0 0.0+0.0 0.0+ 0.0 0 0 0
PGD SA-DQN 33.6+0.1 23.44+0.2 20.6 0.3 76+0.3 21.14+0.2 21.3+£0.2 21.8+£0.3 0.250 0.275 0.275
CAR-DQN (Ours) 34.0+£0.0 33.7+£0.1 25.8+0.2 3.8+0.2 33.7+0.1 30.0+£0.3 26.2+0.2 0 0 0
Freeway SA-DQN 30.0£0.0 30.0£0.0 30.2£0.1 27.7+0.1 30.0+0.0 30.0+0.0 29.2+0.1 1.000 0.912 0
Convex RADIAL-DQN 33.1+0.1 33.3+0.1 33.3+0.1 29.0+0.1 33.3+0.1 33.3+0.1 31.2+0.2 0.998 0 0
Relaxation WocaR-DQN 30.8+£0.1 31.0+£0.0 30.6 £0.1 29.0+£0.2 31.0+£0.0 31.1+0.1 29.0+£0.2 0.992 0.150 0
CAR-DQN (Ours) 33.2+0.1 33.240.1 32.34+0.2 27.6+0.3 33.240.1 32.84+0.2 31.0+0.1 0.981 0 0
Standard DQN 1317.2+4.2 222+1.9 0.0£0.0 0.0£0.0 0.0+ 0.0 0.0+ 0.0 0.0+0.0 0 0 0
PGD SA-DQN 12488 £1.4 965.8 £ 35.9 35.6 +3.4 0.6 +0.3 1118.0 £6.3 50.8 £2.5 4.8+0.7 0 0 0
CAR-DQN (Ours) | 1307.0+6.1 | 1243.2+7.4 908.2+17.0 83.04+ 2.2 1242.6 £ 8.4 970.8 + 9.6 819.4+9.0 0 0 0
BankHeist SA-DQN 1236.0+ 1.4 1232.2+25 1208.8 £ 1.7 1029.8 & 34.6 1232.2+£25 1214.8 2.6 1051.0 + 35.5 0.991 0.409 0
Convex RADIAL-DQN 1341.8 +3.8 1341.84+3.8 1346.4+3.2 109264378 | 1341.8+£38 1328.6 £ 5.4 732.6+11.5 0.982 0 0
Relaxation WocaR-DQN 1315.0 £ 6.1 1312.0 £ 6.1 1323.4+22 1094.0 +10.2 1312.0 £ 6.1 1301.6 = 3.9 1041.4+17.4 0.987 0.093 0
CAR-DQN (Ours) | 1349.6 £3.0 | 1347.6+3.6 1332.0+7.3 1191.0+9.0 | 13474+3.6 13380+29 1233.6+5.0 0.974 0 0
Standard DQN 41492 £ 903 0+0 0+0 0+0 0+0 0+0 0+0 0 0 0
PGD SA-DQN 33380 4+ 611 | 20482 + 1087 0+0 0+0 24632 £ 812 614 72 214 + 26 0 0 0
CAR-DQN (Ours) | 49700 1015 | 43286 =801 2574041468 2574 +261 | 48908 1107 35882 +904 23218 4 698 0 0 0
RoadRunner SA-DQN 46372 +882 | 44960 £ 1152 20910 + 827 3074 £ 179 45226 £ 1102 25548 £ 737 12324 £ 529 0.819 0 0
Convex RADIAL-DQN 46224 +£ 1133 | 45990 + 1112 42162 +1147 23248 +£499 | 46082 +£1128 42036 + 1048 25434 + 756 0.994 0 0
Relaxation WocaR-DQN 43686 + 1608 | 45636 & 706 19386 + 721 6538 + 464 45636 + 706 21068 1026 15050 + 683 0.956 0 0
CAR-DQN (Ours) | 49398 + 1106 | 49456 + 992 28588 + 1575 15592 + 885 | 47526 + 1132 32878 + 1898 21102 + 1427 0.760 0 0

Insensitivity of learning rate and batch size. We compare the performance of CAR-DQN with different small batch
size (16, 32) and learning rate (1.25 x 10~%,6.25 x 10~°) which are respectively used by Zhang et al. (2020); Liang et al.
(2022). As shown in Figure 13, we can see CAR-DQN is insensitive to these parameters.
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Figure 6. Examples of intrinsic states in Pong games. The direction of movement of the ball is marked.
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Figure 7. Examples of intrinsic states in Freeway games. The directions of movement of cars around the chicken are marked.
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Figure 8. Examples of intrinsic states in Road Runner games. The directions of movement of trucks and the competitors are marked.
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Figure 9. Natural and robustness performance exhibited by SA-DQN agents during the training process on 4 Atari games.
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Figure 10. Natural and robustness performance exhibited by RADIAL-DQN agents during the training process on 4 Atari games.
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Figure 11. Natural and robustness performance exhibited by WocaR-DQN agents during the training process on 4 Atari games.
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Figure 12. Natural, PGD attack and MinBest attack rewards of CAR-DQN with different soft coefficients on RoadRunner.
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Figure 13. Episode rewards of CAR-DQN with different batch sizes and learning rates during training on RoadRunner and BankHeist

with and without PGD attack.
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