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Abstract

The performance of Large Language Models
(LLMs) depends on the quality of prompts and
the semantic and structural integrity of the in-
put data. However, existing prompt generation
methods primarily focus on well-structured in-
put data, often neglecting the impact of per-
turbed inputs on prompt effectiveness. To ad-
dress this limitation, we propose BATprompt
(By Adversarial Training prompt), a novel
method for prompt generation designed to with-
stand input perturbations (such as typos in the
input). Inspired by adversarial training tech-
niques, BATprompt demonstrates strong perfor-
mance on a variety of perturbed tasks through a
two-step process: adversarial perturbation and
iterative optimization on unperturbed input via
LLM. Unlike conventional adversarial attack
methods, BATprompt does not need access to
model parameters and gradients. Instead, BAT-
prompt leverages the advanced reasoning, lan-
guage understanding and self reflection capa-
bilities of LLMs to simulate gradients, guiding
the generation of adversarial perturbations and
optimizing prompt performance. We evaluate
BATprompt on multiple datasets across both
language understanding and generation tasks.
The results indicate that BATprompt outper-
forms existing prompt generation methods, de-
livering superior robustness and performance
under diverse perturbation scenarios.

1 Introduction

LLMs can perform a wide range of tasks including
text classification, summarization, generation (Ab-
buri et al., 2023; Ge et al., 2024; Laban et al.,
2023). With their broad applicability, researchers
have begun exploring strategies to enhance the per-
formance of LLMs on these tasks by effectively
activating their capabilities. To address this is-
sue, researchers have begun designing more effec-
tive prompts to enhance the performance of LLMs.
To reduce the burden of manual prompt design,

No Perturbation:

ﬁ%s’ Instruction: Assess the sentiment of the input by assigning a positive or
S\/Jl negative label to the input.

Text: the man from elysian fields is a cold , bliss-less work that groans along
thinking itself some important comment on how life throws us some beguiling
curves.

Answer: [Negmva]/

= Change words with typos:

@’5 Instruction: Assess the senfiment of the input by assigning a positive or
negative label fo the input.

Text: the can from elysian yields is a bold , blis-less fork that groans along

thinking itself. some important comment on how life throws us some beguiling
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Answer: [Poswhve];X @ ),

Instruction after BATPrompt
Instruction: For this assignment, you will be provided with sentences taken

& : _ v
) from movie reviews. Your goal is fo determine whether each sentence conveys a
positive or negative sentiment by classifying it as either “positive" or
"negative.” The reviews may discuss specific characters, actions, critiques,
relationships between characters, performances, or negative aspects of the
works.

Text: the can from elysian yields is a bold , blis-less fork that groans along
thinking itself. some important comment on how life throws us some beguiling

curves V
Answer: [Negative]

Figure 1: An example of adding a perturbation to the in-
put and its result in language understanding task, where
the top one indicates that the prompt gets the correct
output under normal input, the middle one indicates that
the prompt gets the wrong result under perturbed input,
the bottom indicates the BATprompt gets correct result
under perturbed input.

LLMs are now widely utilized to optimize prompts
and generate improved candidates. Some existing
methods include fine-tuning the performance of
LLMs (Ouyang et al., 2022; Ziegler et al., 2019),
optimizing the prompt by generating CoT (Chain-
of Thought) (Shum et al., 2023; Zhang et al., 2022),
and optimizing the prompt by guiding the inference
ability of LLMs (Wang et al., 2023b; Liu et al.,
2024). However, despite the success of these meth-
ods, a critical issue is overlooked: in real-world sce-
narios, task inputs frequently contain errors, such
as typos, vague expressions, or inaccuracies. Under
such conditions, the prompts generated by current
prompt optimization techniques may not exhibit
sufficient robustness to handle such imperfections
in the input data. For example, in Figure 1, the
normal prompt will make LLMs get wrong answer
in the classification task when input text has typos.

To enhance prompt robustness for task perfor-



mance, many researchers have turned to data aug-
mentation, adding perturbed text to the training
data and training the model on this augmented
dataset to produce robust prompts. However, our
experimental results indicate that these prompt gen-
eration approaches frequently yield prompts that
lack robustness against input perturbations (see
§5.6). In some tasks, the performance of these
prompts even declines, likely due to the excessive
diversity of perturbation types introduced during
augmentation. We contend that while basic data
augmentation methods can be beneficial in certain
contexts, they may inadvertently introduce noise
that interferes with effective prompt generation and
limits generalization to unseen perturbations.

To enable the model to better identify distur-
bances in the data and enhance the generalization
ability of the generated prompts, We introduce a
novel prompt optimization method, called BAT-
prompt, designed to generate discrete instructions
resilient to perturbations. Our approach takes in-
spiration from adversarial training Madry (2017),
which is widely recognized for improving neural
network robustness by exposing the model to ad-
versarial attacks during training. We found that
the concept of adversarial attacks can also be ap-
plied to prompt optimization, making the generated
prompts more resilient to perturbed inputs. In the
attack phase of our approach, we use gradient up-
dates to deliberately induce adversarial inputs that
degrade LLM performance. During the adversar-
ial training stage, we implement two distinct opti-
mization modes tailored to address different types
of attacks, iteratively refining the prompts using
gradient-based guidance. This ensures that the re-
sulting prompts maintain robustness under diverse
conditions. Our main contributions are as follows:

* We propose an adversarial attack-inspired
method to perturb the input text without using
model gradient, aiming to identify the vulnerabil-
ities of existing prompt optimization techniques
to such text perturbations.

* We introduce a novel framework BATprompt
for generating prompts by adversarial prompt
optimization, which are resilient to input pertur-
bations. Using an adversarial training framework,
we harness gradient-based techniques to drive
both the attack and prompt generation processes.
The resulting prompts show robust performance
in many perturbation types.

* We present a perturbation dataset, which in-
cludes various tasks such as language understand-
ing and language generation. For each task, we
added different levels of perturbation, such as
character level, word level and sentence levels.

» Experimental results demonstrate that the pro-
posed method achieves exceptional performance
across multiple tasks under various types of per-
turbations, validating the robustness of BAT-
prompt in addressing these challenges.

2 Relarted Work

2.1 Adversarial Training

Adversarial Attack: Numerous adversarial at-
tack methods (Goodfellow et al., 2014; Madry,
2017; Carlini and Wagner, 2017), have been de-
veloped for computer vision and traditional NLP
tasks. Among these, FGSM (Goodfellow et al.,
2014) and PGD (Madry, 2017) are utilized to add
adversarial attack on data. Nowadays, people begin
to study adversarial attacks against LLLMs, which
involve adding slight modifications to natural lan-
guage input, such as spelling errors, synonym sub-
stitutions, character substitutions, or out-of-order,
to trick LLMS into making wrong predictions or
generation. Zhou et al. (2024c) add attacks on math
solving problems in LLMs. Zhu et al. (2023) clas-
sifies the hint attacks on LLM into four categories.
Specific examples of different classes of attacks
are given in Xu et al. (2024). Among them, word-
level (Wang et al., 2023a; Zhou et al., 2024b) and
sentence-level (Gu et al., 2023; Dong et al., 2021)
attacks are more common. (Zhou et al., 2024b)
proposed a word-level attack based on the classifi-
cation task without changing the semantics.

Adversarial Training: FGSM (Goodfellow et al.,
2014) proposed the concept of adversarial train-
ing, which optimizes the model after adversarial
attacks on the data. Miao et al. (2024) proposes a
method for an effective adversarial attack on T2M.
In LLMs, Raina et al. (2024) presents the unro-
bustness of Judge-LLM against adversarial attacks,
which leads to the inflation of LLM scores. Yao
et al. (2023a); Kumar et al. (2023) proposed ad-
versarial attacks on different aspects of LLM and
proposed several defense methods, and Yao et al.
(2023a) proposed several methods to defend against
malicious attacks in prompts. Kumar et al. (2023)
proposes an adversarial hallucination attack and
proposes a defense strategy (Sheshadri et al., 2024;



Xhonneux et al., 2024; Lin and Zhao, 2024). The
adversarial training method is used to improve the
robustness of LLM. Sheshadri et al. (2024) pro-
posed a method ReFAT to simulate input attacks
and defend against them by refusal feature abla-
tion. Xhonneux et al. (2024) Latant Adversarial
Traning is used to improve the robustness of LLM
against Jalibreak. Lin and Zhao (2024) proposed a
defense technique called LLAMOS to enhance the
adversarial robustness of LLM through adversarial
attacks of text perturbation.

2.2 Prompt Optimization

The manually designed LLM prompt method some-
times does not make LLM perform better in per-
forming tasks, so the prompt optimization method
arises. Li et al. (2023) proposes a fine-tuning
method based on context ordering and probabil-
ity ordering. Beyond fine tuning, reinforcement
learning is also a great optimization (Ma et al.,
2023; Sun et al., 2023; Yao et al., 2023b), and
Ma et al. (2023) proposes Eureka, which gener-
ates a reward function that outperforms human ex-
perts. Sun et al. (2023) optimizes the arithmetic
reasoning ability of large models by Prompt-OIRL.
RLprompt (Deng et al., 2022) introduces a reword
mechanism to generate better prompts. At present,
LLM optimization has become the main method
of prompt optimization (Shum et al., 2023; Zhang
et al., 2022; Yang et al., 2023). Zhou et al. (2022)
proposed APE to use LLM to automatically gener-
ate prompts according to input and output. Pryzant
et al. (2023) proposed to use LLLM self-correction
as pseudo-gradient to optimize prompts. Guo et al.
(2023) uses genetic algorithm to optimize LLM
prompts through heredity and mutation. Jin et al.
(2024) search the impact of step length in activat-
ing LLMs. Zhou et al. (2024a) use adversarial
attack to generate more success jailbreak to de-
ceive LLMs and add some suffix after the input
text to resist jailbreak. Additionally, most existing
methods generate optimized prompts using clean
datasets, overlooking the inevitable perturbations
present in natural language inputs. These perturba-
tions can negatively affect the effectiveness of the
prompts. Our method addresses this limitation by
proposing a strategy that emphasizes maintaining
robustness against such perturbed inputs.

Pertllz: r\?;tlon Name. Explanation Type

Cl Change words to have typos P1

Character C2 Change Letters. P1
Cc3 Add extraneous characters P1

W1 Change word to synonyms. P2

Word w2 Delete meaningless words. P2
W3 Add neutral words. P2

S1 Add meaningless handle P1

Sentence S2 Paraphrase the sentence. P2
S3 Change the syntactic structure. | P2

Table 1: Explanation of different kinds of perturbation.

cl c2 ¢3 sl
P1 Type

No Impact W1 w2 w3 sz S3
P2 Type

Figure 2: Heat maps showing the magnitude of the
impact of each perturbation on different types of tasks,
where darker colors indicate a stronger impact of the
perturbation on this type of task, and vice versa a lower
one. No color indicates no effect or a positive effect

3 Perturbation Types and Task
Vulnerability

We adopt a widely used approach following Xu
et al. (2023), which form the basis for the pertur-
bations in our experiments (See Table 1). These
disturbances are categorized into two groups: Pl
and P2. PI includes: CI, C2, C3, and SI. The
perturbations in this category primarily introduce
typographical errors and non-sensical strings into
the text, without significantly altering the underly-
ing semantic structure of the sentence. P2 includes:
Wi, W2, W3, 82, and S3. Unlike P1, these pertur-
bations alter the semantic structure of sentences by
modifying their syntactic composition, while main-
taining their core meaning. These modifications
can result in a bias in how LL.Ms interpret the input,
potentially affecting their understanding.

To assess the weakness of different language
tasks on these nine types of perturbations, we
added each perturbation to the dataset of differ-
ent tasks and evaluated the performance of Manual
Instructions (Bach et al., 2022) and Natural Instruc-
tions (Mishra et al., 2021) on these datasets. The
results of the impact of the perturbation on the
task are shown in Figure 2, where darker colors
indicate greater impact and vice versa. For each
task, we select perturbations that have a signifi-
cant impact as potential candidates and disregard
those with a positive or negligible effect. It can be
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Figure 3: The workflow of an iteration of BATprompt. The Adversarial Attack Phase is used to generate the
adversarial samples. The Adversarial Optimization Phase is used to generate optimized prompt. rk means score
ranking. For example, tk1 means that the score is ranked first in all outputs.

concluded that perturbations of class C3 have no
negative impact on any task, whereas perturbations
of class P2 consistently affect all tasks to varying
degrees. We observe that character-level perturba-
tions in Simplification tasks can positively impact
task performance. We believe this is because typo
perturbations encourage LLMs to focus more on
the core meaning of the input, aligning better with
the objective of the simplify task. The specific ex-
perimental results and analysis, and the details of
the experimental settings are in Appendix A.

4 Methodology

To enhance the robustness of auto-prompt under
perturbation, we propose introducing adversarial
training into this process. Traditional adversarial
training depends on gradients to generate adversar-
ial examples and guide training, but most LLMs
operate via black-box APIs where gradients and
parameters are inaccessible. Thus, we introduce
BATprompt, that employs guided information in-
stead of gradients. By leveraging this guidance,
LLMs generate new prompts through adversarial
attacks and iterative optimizations, enhancing their
robustness in context learning.

4.1 Threat Model

Adversarial Perturbation Goal. Like traditional
adversarial attacks, this phase aims to induce incor-
rect outputs from model M(-) by adding a perturba-
tion to the input. Specifically, given a clean sample
x and a perturbed input 2/, we aim forM(z') =y
M(x") = v/, where y and y' represent the corre-
sponding outputs, and ¢y’ # y. The perturbation
must meet the following two conditions:

* Maintain the semantic similarity and the struc-
tural similarity to the original text.

* Degrade the performance of the large language

Algorithm 1 The algorithm flow of BATprompt

Require: Initial prompts p, m of adversarial attack gradients
Jadv and optimization gradient g.,:, adversarial attack
operation faq.(-), optimization operation fop:(-). adver-
sarial attack constraints D(-). Sorting function S(-).
:fort=1toT do
Random Select: Num of texts 7% (i € N) are ran-

domly selected from the unperturbed dataset.

3: for j = 1 to num do

4: Adversarial Attack: T <« foao(T%, g¥2),
wherei € (1, N), k € (1, m).

5: Select Worst Text: D(T", T < ¢, Min S(T/).

6: end for

7: Generate Gradient: Generate optimized gradient
gopt through the perturbed text.

8: Optimize Prompt: p < fopt (P, gopt)

9: Select Best Prompt: Max S(p)

10: end for

11: Return: Returns the best prompt pyes: With the highest

rating on the perturbed task.

DN —

model (LLM) on the task, such that the model’s
performance on the perturbed input is worse than
on the clean input.

Prompt Optimization Goal. Users typically have
typos or semantic ambiguities when typing, es-
pecially when dealing with large volumes of per-
turbed text. Therefore, the goal of prompt optimiza-
tion is to train robust instructions that can still en-
sure good task performance, even when confronted
with perturbed text inputs.

4.2 Framework of BATprompt

BATprompt follows a similar principle to existing
gradient-based adversarial attack methods. It first
iteratively adds attacks within the specified range
to undisturbed inputs by adjusting them along the
gradient direction to maximize disruption. The ad-
versarial samples generated are then used for train-
ing based on a defined loss function. The workflow
of our method is shown in Figure 3. The details
of the specific implementation in LLM are shown



in Figure 11. BATprompt contains many iterations
and every iterations include two key components:

* Adversarial Attack Phase. BATprompt begins
with manually crafted prompts and unperturbed
text as the initial input. In section 3, we cate-
gorize nine distinct perturbations into two types
and design tailored adversarial attack methods
for each category. These methods generate adver-
sarial samples that simulate various perturbation
scenarios, allowing the subsequent optimization
algorithms to build robustness across all types
of perturbations. This approach ensures that the
model remains effective when faced with diverse
perturbations.

* Adversarial Optimization Phase. At this stage,
we employ an iterative optimization method that
incorporates a "gradient" mechanism to guide the
LLM in refining the prompts. For each generated
prompts, we select the candidate with the best
performance on the validation set and retain it
for the next iteration.

4.3 Adversarial Attack Phase

At this stage, we employ an adversarial attack
method inspired by FGSM (Goodfellow et al.,
2014), which uses a fixed gradient direction to en-
able the model to rapidly generate adversarial sam-
ples. In BATprompt, we introduce various types
of perturbation-specific guide words as a fixed gra-
dient g, and apply perturbations to n samples x,
randomly selected from the original unperturbed
dataset. y is the standard output. The performance
of the original prompt on the perturbed inputs is
evaluated using a loss function £,4,. The score
is minimized when perturbed. After generating
the perturbed sample prompt p, we compute ei-
ther its Levenshtein distance or semantic similarity
||z’ — z|| < €, depending on the nature of the per-
turbation. The perturbations are defined as follows:

' =z +e-argmin Logo(z + g,9), (1)

Specifically, for the two distinct perturbation types,
Pl and P2, we draw on the idea of Tramer and
Boneh (2019) and design two different modes of
adversarial attacks. This ensures that the text used
in the adversarial training process encompasses all
perturbations within each type. As a result, the
generated prompts demonstrate robustness against
all attacks corresponding to their respective types.
For the PI type, we propose a mix-mode, which is

implemented as follows:

2’ = zo+P (20, 91)+P (21, 92)+- . AP (201, gn),
2

Where P(-) denotes that the given input z is per-
turbed under the guide g, g,, € PI, x,, denotes the
text generated under each perturbation. The ratio-
nale behind this design is that, under the perturba-
tion of the P/ mode, the superposition of each per-
turbation has minimal impact on the effect of other
perturbations. For example, the input "I like apple”
becomes "I lide apple” after the CI perturbation,
and then the output becomes "I lide apple. @jjs"
after the C3 perturbation. This design enables ad-
versarial attacks to generate results that effectively
incorporate all types of perturbations. Thus, the
robustness of the generated results against all types
of perturbations in P/ can be ensured, while sim-
plifying the input for the second stage.

In the perturbation of P2 mode, we propose a
combined-mode as follows:

U(') = Pz, g1)UP(z,g2)U...UP(x,g,), (3)

where U(-) denote the set generated after all per-
turbations. Unlike P type perturbations, which do
not interfere with each other’s output, different per-
turbations in P2 type can affect the results of other
perturbations. Therefore, we choose to combine
them and input them into the adversarial optimiza-
tion phase to train the robustness of the generated
prompts against all types of perturbations.

4.4 Adversarial Optimization Phase

In the optimization stage, we utilize the adversar-
ial sample 2’ generated in the first stage. We then
analyze the differences between x’ and the corre-
sponding original text x, and use these differences
to compute the gradient ¢’ when the guide is used
as the optimization prompt. The detailed process
is as follows:

g’ = G(D(wo, 20) UD(z1,21)U...UD(2p, 2,,)),

“
Where D(-) denotes the generating difference and
G(-) denotes the generation of general guidence.
In the iterative optimization process following gra-
dient generation, we also use the prompt’s score
on the task as the loss function. However, unlike
the previous stage, we select the prompt with the
highest score at each iteration to maximize task per-
formance. To ensure that the final prompt is robust
to all perturbations, we calculate the score for each



perturbation across the vulnerabilities of the target
task. The specific loss function is as follows:

[fopt(p) = E(z’,y)ND ['C(xlh y;p) +..
+L(z,,yip)]. )

Where L, (-) represents the optimization loss.
L(-) denotes the loss per class of perturbation. In
summary, the formula for each round of prompt
optimization is p’ = p+V,Lop:(p). In prompt gen-
eration, to expand the range of options, we rewrite
the generated prompts at each iteration, increas-
ing the likelihood of discovering better alternatives.
During the intermediate optimization iterations, we
consistently select the optimal prompt from each
round to proceed to the next iteration of the loop.

5 Experiments

5.1 Implementation Details and Baselines

In the experiments, we use GPT-3.5-turbo to do the
adversarial training and use GPT-3.5-turbo, GPT-
40-mini and Llama2-7b to test the effectiveness
of the instructions generated BATprompt. For per-
turbations of type PI, we select five examples in
each iteration, while for perturbations of type P2,
we select three examples per iteration, consider-
ing the number of adversarial examples generated.
After five iterations, we choose the prompt with
the highest score on the training set and evaluate
its performance on the test set. In the evaluation,
we compare the prompts generated by BATprompt
with the following methods:

* EvoPrompt (Guo et al., 2023): Evoprompt uses
a genetic algorithm to optimize prompts, its tasks
contain both language understanding and lan-
guage generation tasks.

¢ Manual Instructions(MI): These instructions
are based on existing work that is task-specific
guidelines. Including language understanding
task Zhang et al. (2023a), text simplification
task Zhang et al. (2023b) and summarization
task Sanh et al. (2021).

¢ Natural Instructions(NI) (Mishra et al., 2021):
This contains manually designed prompts across
a diverse range of datasets and tasks.

* Data Augmentation(DA): We use the data aug-
mentation method as baseline, which takes the
perturbed text as input data and iteratively op-
timizes it, to explore whether this method can
remain robust to all types of text perturbations.

5.2 Data Generation and Metrics

To evaluate the effectiveness of BATprompt, we
construct datasets with various perturbations tai-
lored to different tasks. Using an iterative approach
guided by gradients, we introduce perturbations
into the datasets. However, different from the
traditional method of adversarial attacks, which
searches attacks freely in all ranges, our method
adds attacks in specific perturbation spaces. For
dataset selection, in the language understanding
tasks, we focus on six datasets to apply and test
perturbations. These include sentiment classifica-
tion datasets: SST-2 (Socher et al., 2013), CR (Hu
and Liu, 2004), SST-5 (Socher et al., 2013), and
MR (PaNgB, 2005), as well as topic classifica-
tion datasets: AG’s News (Zhang et al., 2015) and
TREC (Voorhees and Tice, 2000) with the Predic-
tion accuracy as the score. In language generation
tasks, we utilize the Asset (Alva-Manchego et al.,
2020) for text simplification, which includes mul-
tiple benchmarks for reference translations. In this
task we use SARI (Xu et al., 2016) as the metrics
which is an n-gram-based scoring system exten-
sively utilized for text editing tasks. For the text
summarization task, we use the XSum (Narayan
et al., 2018), which consists of concise summaries
generated from longer texts. In this task, we use
Rouge-1, Rouge-2, Rouge-L as metrics (Lin, 2004),
which widely used to evaluate the quality of gen-
erated text tasks. They focus on the number of
n-grams with the same outcome and the overlap of
the longest common subsequence.

5.3 Effectiveness on Language Generation

In this section, we utilize the GPT-3.5-turbo model
to evaluate the generated prompts. For the text
summarization task, we assessed the quality of
the generated prompt guidance using three metrics,
ROUGE-1, ROUGE-2, and ROUGE-L, calculated
on the test set. For text simplification tasks, the
quality of the generated prompts were by calculat-
ing the SARI score of the prompt guided result.
For the text summarization task, the results for
the perturbations P/ and P2 are presented in Ta-
ble 2 and Table 3. Compared to previous prompts
and their generation methods, the prompts gener-
ated by BATprompt demonstrate a significant per-
formance improvement on the perturbed datasets.
Furthermore, BATprompt exhibits strong robust-
ness across all types of perturbations, achieving
superior Rouge-1, Rouge-2, and Rouge-L scores



C2 perturbation | C1 perturbation | S1 perturbation

Methods ‘

| Rouge-1 Rouge-2 Rouge-L | Rouge-1 Rouge-2 Rouge-L | Rouge-1 Rouge-2 Rouge-L

DA 11.37 2.65 9.78 11.90 2.48 9.93 10.90 2.38 9.11

MI 14.55 2.80 12.31 15.27 3.12 12.80 15.13 3.19 12.65
EvoPrompt 17.62 3.16 14.96 17.24 3.03 14.61 17.71 3.24 15.34
BATprompt™ 18.31 3.08 15.50 18.65 291 15.03 17.65 2.81 15.58
BATprompt 21.10 4.36 16.85 21.17 4.37 16.34 21.47 4.59 16.78

Table 2: The Rouge-1(1) score, Rouge-2(1) score and Rouge-L(7) score obtained by the prompts generated by the
three methods for the task where the text summarization task is weak under the P/ class perturbation.

Methods |  W3perturbation | W1 perturbation | S2 perturbation | S3 perturbation
|Rouge-1 Rouge-2 Rouge-L|Rouge-1 Rouge-2 Rouge-L|Rouge-1 Rouge-2 Rouge-L|Rouge-1 Rouge-2 Rouge-L
DA 12.18 2.87 10.25 | 11.85 2.92 10.46 | 12.62 2.66 10.60 | 12.12 291 10.25
MI 15.55 3.15 13.01 15.09 3.19 12.88 14.06 3.03 11.69 15.29 2.74 13.13
EvoPrompt | 17.54 3.09 1493 | 17.20 3.03 14.85 | 16.97 2.67 14.48 | 17.03 2.93 14.49
BATprompt™| 18.42 3.10 15.82 18.64 3.39 15.98 17.92 291 15.28 17.90 3.06 15.46
BATprompt| 22.04 4.91 17.29 | 22.09 4.71 16.70 | 21.51 4.76 1645 | 21.97 4.55 16.78

Table 3: The Rouge-1(T) score, Rouge-2(1) score and Rouge-L(1) score obtained by the prompts generated by the
three methods for the task where the text summarization task is weak under the P2 class perturbation.
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bations from class P2. We then test the optimized
prompts across different types of perturbations and
compute the average performance over them. The
results for the perturbations from class P1 and class
P2 are presented in the Table 5. Specific experi-
mental indicators are given in Figure 12.

20.0
The results demonstrate that the prompts gener-

00l < - i — ated by BATprompt outperform existing prompts

across the six text understanding datasets, exhibit-
ing notable stability against the seven perturbations
to which BATprompt itself is not inherently robust.
Its performance is particularly impressive. Notably,
BATprompt achieves a 3% improvement on the
TREC dataset for P1 perturbations and a remark-
able 12% improvement for T2 perturbations.

Figure 4: The performance of the prompts generated by
BATprompt on undisturbed datasets of language under-
standing task.

compared to other prompts in all aspects. Notably,
BATprompt outperforms the second-best method
by an impressive 23% under C2 perturbations.

For the text simplification task, the SARI values
achieved by BATprompt under P1 and P2 pertur-
bations are shown in the Table 4. Similar to the
text summarization task, BATprompt demonstrates
strong robustness across all perturbations. Its SARI
values consistently have better performance than
those of the second-best method, highlighting its
effectiveness and resilience.

5.5 Model Transferbility and Perturbation
Transferbility

We also use GPT-40-mini and Llama2-7b to test
the effectiveness of our method. The results are
showed in the subsection D.3. To further assess the
robustness of our prompts against unseen pertur-

5.4 Effectiveness on Language Understanding

In this part, we use GPT-3.5-turbo to evaluate the
accuracy of its judgments on six datasets, which is
recorded as its score. For each dataset, we train the
model on perturbations from class P1 and pertur-

bations, we evaluated them on perturbations that
were not included in the training set. As shown
in subsection D.4, although their performance is
marginally lower than that of prompts specifically
optimized for those perturbations, our approach
consistently outperforms all baseline methods.



S1 w3 W1 S2 S3 W1
Methods perturbation | perturbation | perturbation | perturbation | perturbation | perturbation
DA 44.87 42.53 44.04 44.89 44.66 45.28
MI 36.67 34.77 3743 37.18 35.93 37.23
EvoPrompt 44.61 44.89 45.39 47.38 46.07 49.09
BATprompt™ 45.28 43.45 44.53 46.29 46.47 47.90
BATprompt 45.79 45.11 49.50 47.74 47.35 49.55

Table 4: The SARI(T) score obtained by the prompts generated by the two methods for the task where the text

simplification task.

Type | Methods | CR | SST-2 | MR | SST-5 | TREC | AG’mews || Avg.
DA 88.5 89.8 85.5 44.0 43.8 86.3 73.0

MI 89.3 88.8 85.5 45.5 50.3 87.0 74.4

P1 NI 83.3 80.3 80.0 23.3 453 65.3 62.9
EvoPrompt 63.8 80.5 78.1 10.5 1.5 67.3 51.0
BATprompt™ 85.5 86.0 81.0 45.3 49.8 85.5 72.1
BATprompt 89.8 90.0 86.3 46.0 52.3 88.5 75.4

DA 85.1 85.5 81.2 40.1 50.3 86.7 71.5

MI 85.0 85.5 82.0 43.6 46.2 86.2 71.4

P2 NI 79.1 80.0 77.0 20.0 434 61.8 60.2
EvoPrompt 62.8 78.1 80.6 8.6 1.5 66.8 49.7
BATprompt™* 80.6 81.5 78.1 40.9 49.9 84.3 69.2
BATprompt 85.7 86.3 82.8 44.9 51.6 87.7 73.2

Table 5: Average score(?) of the prompts from different method on six language understanding datasets. The table
in the upper half is a perturbation of type P1, and the table in the lower half is a perturbation of type P2.

5.6 Data Augmentation

To evaluate the limitations of the data augmenta-
tion method, we exclude the use of BATprompt
during testing. Instead, we treat all the perturbed
data as the training set and allow the LLM to gen-
erate prompt based on this training set. The results
for three different tasks are presented in the DA
column across the Table 4, Table 2, Table 3 and
Table 5. As shown, the prompts generated using
the data augmentation method lack robustness to
perturbations across all three tasks. Furthermore,
their performance is even worse than unoptimized
prompts when tested on handwritten perturbations.
We attribute this degradation to the excessive diver-
sity of perturbations, which hinders the LLM’s abil-
ity to focus accurately on the perturbations, leading
to a decline in performance.

5.7 Albation Study

To evaluate the effectiveness of adversarial train-
ing strategies for prompt optimization, we removed
the adversarial training part from BATprompt and
used only a simple iterative optimization method.
This allowed us to isolate and assess the impact
of adversarial training. In the Table 2, Table 3,
Table 4 and Table 5, BATprompt* represents the
specific scores of the prompts generated using only

the iterative optimization method for both the text
comprehension and text generation tasks. The ex-
perimental results demonstrate that, across all tasks,
prompts generated purely through iterative opti-
mization perform worse than those generated by
BATprompt across all types of perturbations. This
proves the effectiveness of our adversarial training
strategy. In addition, we also explore the influence
of the number of training iterations on the quality
of the generated prompt, and the experimental re-
sults show that the results are slightly higher when
the number of iterations is 5 than other iterations.
The specific result is in subsection E.1.

6 Conclusion

In this paper, we introduce BATprompt, a novel
approach designed to optimize prompts’ perfor-
mance on perturbed datasets by combining prompt
optimization algorithms with adversarial training.
By leveraging LLMs to simulate gradients, BAT-
prompt enables adversarial attacks and iterative op-
timization. Our extensive experiments demonstrate
the superiority of BATprompt across multiple tasks
and various types of perturbations. Compared to
existing prompt optimization methods, BATprompt
shows significant improvements in handling fragile
perturbations and good generalization.



7 Limitation

We employed a training approach inspired by
FGSM, which, while effective, could be enhanced
by more advanced or specialized methods suited to
particular perturbation types or task requirements.
Additionally, although our work covers a range of
widely used tasks and datasets, future exploration
may involve expanding into more specialized or
innovative application domains. Our reliance on
black-box model access poses another constraint,
as deeper access to model-internal gradients could
potentially offer richer interpretability and more
granular refinements during adversarial training.
Pursuing open-source architectures or collabora-
tion with model providers may therefore create
new opportunities to improve both robustness and
understanding of how perturbations interact with
large language models.
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A Weakness of Tasks

We used the same dataset as in section 5, and GPT-
3.5-turbo was used as the test model. When con-
structing the perturbed data set, we also adopt the
data generation way in section 5.
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A.1 Language Understanding

The Figure 5 illustrates the performance scores
for a text classification task under various types
of perturbations. Six datasets were analyzed, with
each dataset employing two system prompts: man-
ual instruction and natural instruction to guide the
tasks. The scores for each task were averaged to
determine the specific impact of each type of pertur-
bation under different prompts. The results reveal
that under manual instruction, the S1 and C3 per-
turbations have minimal impact on the final task
scores. Consequently, these two types of pertur-
bations were excluded from further consideration
during selection.

A.2 Language Generation

The detailed results for text summarization and text
simplification tasks are presented in the Figure 6
and Figure 7. Using manual instruction, we com-
puted the Rouge-1/2/L scores and SARI values for
the two datasets, XSum and ASSET, under various
perturbations. For the text summarization task, the
results indicate that the perturbations C3 and W2
do not significantly affect the Rouge-2 and Rouge-
L scores. Therefore, these perturbations were not
identified as weaknesses in the text summarization
dataset. Similarly, for the text simplification task,
perturbations C1, C2, and C3 have no negative im-
pact on the SARI values, and thus, they were not
considered weaknesses for the text simplification
dataset.

B Manual Instruction WM Natural Instruction
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Figure 5: An example of adding a perturbation to an
input, where the top half indicates that the prompt gets
the correct output under normal input, and the bottom
half indicates that the prompt gets the wrong result under
perturbed input
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Figure 6: An example of adding a perturbation to an
input, where the top half indicates that the prompt gets
the correct output under normal input, and the bottom
half indicates that the prompt gets the wrong result under
perturbed input
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Figure 7: An example of adding a perturbation to an
input, where the top half indicates that the prompt gets
the correct output under normal input, and the bottom
half indicates that the prompt gets the wrong result under
perturbed input

B Adversarial Attack Results

In our adversarial attack process, we use both se-
mantic and structural similarity of the text before
and after the attack as constraints. This ensures
that, while the adversarial attack negatively im-
pacts the target task, the resulting text maintains a
high degree of similarity to the original. Specifi-
cally, for P1-type attacks, we calculate Levenshtein
distance, while for P2-type attacks, we compute
semantic similarity. The Table 6 the similarity be-
tween the attacked text and the original text. From
the table, we can observe that for long text inputs,
such as those in the XSum dataset, the Levenshtein
distance and semantic similarity between the origi-
nal and perturbed text remain above 98% for both
types of perturbations (P1 and P2). In contrast,
for shorter text inputs, such as those in the Asset
dataset and the six language understanding tasks,
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XSum 98.42 98.31
Asset 89.55 91.17
CR 93.38 85.92
SST-5 91.22 79.75
AG’News 96.63 83.91
MR 92.42 82.33
TREC 91.41 81.44
SST-2 91.96 80.86

Table 6: The averagesemantic similarity and Leven-
shtein distance before and after attack in 3 tasks, 8
datasets

——  Add Perturbation  |———

In the <Task Name> task, the original text is
<Primary Input>

You need to generate a new text by the guidance
of the following

1. <Perturbation Guidance>
2. Make the LLM get the bad task performance
3. Keeping the meaning of the original sentences.

OutPut: Perturbed Input

. v

Figure 8: The template of generating the optimization
gradient.

even small changes can significantly impact the
similarity measures. However, our experiments
show that the Levenshtein distance similarity for
P1 perturbed data remains above 90%, while the se-
mantic similarity for P2 perturbed data stays above
80%, except for the SST-5. This indicates that
our attack effectively preserves the essential infor-
mation of the original sentence while introducing
controlled perturbations.

C Experiment Settings

C.1 Datasets

The Table 7 shows the statistics of datasets we
made for language understanding, text simplifica-
tion, and text summarization tasks under different
perturbations. Each dataset contains multiple sub-
datasets, each of which is a specific class of per-
turbation for which the dataset feels weak. For
instance, Xsum dataset contains 7 sub-datasets in-
cluding Xsum under C2, C1, S1, W3, S3, S2, W1
perturbations.

C.2 Hpyper Parameters

Our BATprompt algorithm is based on GPT-3.5-
turbo for generation, with a total of 5 adversarial
training iterations. During the adversarial attack



Dataset H Task [Trainl  [Testl
SST-2 language understanding {positive, negative} 1000 200
CR language understanding {positive, negative } 1000 200
MR language understanding {positive, negative } 1000 200
SST-5 language understanding {terrible, bad, okay, good, great} 1000 200
AG’s News || language understanding { World, Sports, Business, Tech} 1000 200
TREC language understanding { Description, Entity, Expression, Human, Location, Number} 1000 200
ASSET Text Simplification 787 200
XSUM Text Summarization 520 200

Table 7: Statistics of our generating datasets for language understanding task and language generation task used in

this work.

r—|Generafe Optimize Gradient l—\

There are several operations:

After these operations the Original text becomes
Perturbed tfext.Please combine these operations and
compare the following texts and explain how the
Perturbed text differs from the Original text.

OutPut: Diff

Here are some difference of two text

you should summary general difference about it.
. v

Figure 9: The template of generating the optimization
gradient.

phase, we set the number of iterative attacks to
3. In the combined adversarial attack and prompt
optimization stages, we configured GPT-3.5-turbo
with a Top-p value of 0.95 and a temperature of 1 to
ensure both the robustness of the adversarial attack
and the diversity of the generated outputs. For the
testing phase, we set Top-p to 1 and temperature
to 0, ensuring that the model produces consistent,
fixed outputs.

C.3 Template

In this section, we give a complete template for the
perturbation adding phase. Figure 8, the prompt
optimization phase. Figure 9 provides a detailed
illustration of the gradients generated during the
optimization phase. Figure 10 offers a comprehen-
sive explanation of the prompt generation process,
where gradients guide the LLM, and highlights how
prompt richness is enhanced through the rewriting
process.

Here is the Implementation details of BAT-
prompt.
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,—| Generate Instruction I—

I'm trying fo write a zero-shot <task> prompt.

My current prompt is

But this prompt gets the answer with low perfor-
mance because the some sentence of the input
is changed by following operations: <Gradient>

Based on the above difference, Please write an
improved prompts to correct these differences and
make a better task performance.

OutPut: Prompt

Paraphrase the following instruction while keeping the
semantic meaning.

Figure 10: The template of using gradient to generate
new instructions and paraphrase them.

D Additional Results

D.1 Cost Analysis

In this section, we evaluate the overhead of BAT-
prompt in generating prompts. The primary over-
head arises from the evaluation and generation pro-
cesses during adversarial training. The total cost is
represented by the following relation: N x (A+40),
where IV is the number of iterations, A represents
the cost of the adversarial attack phase, and O rep-
resents the cost of the optimization phase. When
calling the LLM API, the cost is primarily deter-
mined by the number of tokens processed, includ-
ing both input and output tokens. To estimate the
cost of our method, we calculate the number of to-
kens required for executing tasks on three different
datasets (XSum, Asset, and SST-5) across three
types of tasks. This provides an understanding of
the computational overhead associated with our ap-
proach. The results are in Table 8 From the results
in the table, it can be observed that for relatively



Adversarial Perturbation Phase:
Following the next steps to add perturbation to
the the original text is:

Add perturbation according to the following steps:
1.<Perturbation Guidance>
2.Get bad answer performance.
3.Keeping semantic meaning.

Output: All perturbed inputs

Select the perturbed text according to the following steps:
1. Keep the similarity of the
2. Use the <Initial Prompt> ans select the input
with lowest scores.
Output: Final perturbed input

-

The Implementation detials of BATPrompt

Semantic Similarity/
Levenshtein distance

Prompt Optimization Phase:
Following the next steps to optimize the prompt.
The original prompt is <Initial Prompt>.
Use the perturbation pair to generate the Input difference.
Use the Input difference generate the <Optimization
Guidance>.

Output: The guidance of prompt optimization.

Optimize Prompt
Use the <Optimization Guidance> to optimize <Initial
Prompt>.

Select the best prompt by
Output: New Prompt

Figure 11: BATprompt is based on the details of the LLM implementation, with the top half representing the

adversarial attack phase and the bottom half representing the optimization phase, where

represents the input

text, blue represents the gradient, red represents the prompts

Datasets | Perturb Phase | Optimize Phase || Total
SST-5(P1) 0.0064M 0.0194M 0.0258M
SST-5(P2) 0.0025M 0.0369M 0.0394M
Asset(P1) 0.0289M 0.1604M 0.1893M
Asset(P2) 0.0554M 0.8292M 0.8846M
XSum(P1) 0.2793M 0.5692M 0.8485M
XSum(P2) 0.2006M 0.8395M 1.0401M

Table 8: The cost of BATprompt in three dataset under
two kinds of perturbations

simple tasks (such as language understanding), the
token consumption of the BATprompt algorithm is
only 0.0258M. In contrast, for more complex tasks
(such as text summarization), the token consump-
tion remains at a low 0.0258M. After completing
one round of BATprompt, the total token consump-
tion is just 1.04M. This demonstrates that, once
trained, BATprompt does not incur a large number
of tokens. In comparison, Evoprompt consumes at
least 4.20M tokens when converging on the SST-5
dataset, which has relatively simple input, signif-
icantly exceeding the token consumption of our
method on XSum. This indicates that BATprompt
offers substantial cost savings.

D.2 Language Understanding Task

In this section, we provide additional details of the
data used in the experimental evaluation for the
language understanding tasks. Results are in Fig-
ure 13. We present the performance indicators of
the prompts generated by BATprompt, alongside
those obtained using other methods, across seven
different perturbations on six datasets. The results
show that BATprompt outperforms the other meth-
ods in most perturbation scenarios. Notably, in
multi-label classification tasks such as SST-5 and
TREC, BATprompt demonstrates stronger robust-
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ness to perturbations. This may be because binary
classification tasks, with fewer labels and simpler
task structures, are less affected by perturbations.
In contrast, multi-label classification tasks are more
complex, with a larger number of target categories,
making them more vulnerable to perturbations. As
a result, the prompts generated by BATprompt per-
form better in these more challenging scenarios.

D.3 Model Transferbility

Effectiveness on GPT-40-mini. To demonstrate
the universality of our method in different LLMs,
we select the text summarization task and use GPT-
40-mini as the LLM backbone. The prompts gen-
erated by BATprompt, along with those gener-
ated by several other methods, are evaluated un-
der different perturbations using Rouge-1, Rouge-
2, and Rouge-L metrics. The results obtained
are averaged, shown in the Table 9. According
to the experimental results, on different models,
the prompts generated by BATprompt are still ro-
bust to different types of perturbations, and per-
form significantly better than other methods. In
addition, we also tested the text simplification
task and language understanding task on GPT-4o-
mini. For the langugae-understanding task, We
selected binary classification problem (CR) and
multi-classification problem (SST-5) in sentiment
classification datasets: as well as topic classifica-
tion datasets. The specific experimental results are
shown in the Table 14 and Table 12. In summary,
our method also performs well on GPT-40-mini.
We plot the specific Rouge scores for each pertur-
bation in the figure. The results show that, across
all perturbations, our method demonstrates full ro-
bustness, outperforming the other prompt gener-
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Figure 12: In language understanding, specific indicators of 6 datasets on different 7 kinds of perturbations

Type | Method | Rouge-1 | Rouge-2 | Rouge-L Type | Method | Rouge-1 | Rouge-2 | Rouge-L
MI 16.06 2.86 13.02 MI 16.55 3.05 13.71
P1 EvoPrompt 16.88 2.62 14.44 P1 EvoPrompt 14.82 2.62 12.78
BATprompt 19.72 3.55 14.82 BATprompt 17.62 3.53 14.25
MI 16.14 2.82 12.98 MI 16.35 2.85 13.88
P2 EvoPrompt 16.78 2.63 14.22 P2 EvoPrompt 14.78 2.49 12.91
BATprompt 19.26 3.71 15.12 BATprompt 18.98 3.74 15.17

Table 9: The average of Rouge-1(1), Rouge-2(1) and  Table 10: The average of Rouge-1(1), Rouge-2(1) and
Rouge-L(7T) of prompts generated by different methods =~ Rouge-L(1) of prompts generated by different methods
on the text summarization task on GPT-4o0-mini. on the text summarization task on LLlama2-7b.

ation methods by a significant margin. Table 12~ Rouge-L scores. To evaluate the robustness of our
and Table 14 present the specific values of the  adversarial training prompts under various pertur-
prompt generated by BATprompt for the text simpli-  bations, we present the results in the Table 10. Our
fication and language understanding tasks, respec-  method still has optimal results. Further details on
tively. In the text simplification task, BATprompt  the text simplification and language understanding
demonstrates optimal performance under various  tasks can be found in the subsection D.3.
perturbations, with notable improvements in task There are also additional details on the experi-
scores, especially on GPT-40-mini. Similarly, in  ments conducted using Llama2-7b as the backbone
the language understanding task, we selected sev-  for the text summarization task, as well as the ex-
eral representative datasets, and the results show  perimental data for text simplification and language
that our method retains robustness to perturbations  understanding. The results for the text summariza-
across multiple datasets. tion task are presented in the Figure 14, where it is
Effectiveness on Llama2-7b. We also trans- evident that BATprompt consistently outperforms
ferred the instructions generated by BATprompt to ~ baseline methods across all data items, as measured
a white-box model to assess the effectiveness of our by Rouge-1, Rouge-2, and Rouge-L scores.
prompts. For the text summarization task, we used The SARI scores for the text simplification task
Llama2-7b to compute Rouge-1, Rouge-2, and  on the Asset dataset are presented in the table. Sim-
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Figure 13: In the text summarization task, using GPT-40-mini as backbone, the prompts produced by BATprompt
and Rouge-1(71), Rouge-2(1), Rouge-L(?) of the remaining methods on different disturbances.
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Figure 14: In the text summarization task, using Llama2-7b as backbone, the prompts produced by BATprompt and
Rouge-1, Rouge-2, Rouge-L of the remaining methods on different disturbances.

Methods | S1 | W3 | W1 | S2 | S3 | W1 Methods | S1 | W3 | W1 | S2 | S3 | W1

MI 41.00 | 37.58 | 39.65 | 41.74 | 39.58 | 41.87 MI 4532 | 4020 | 43.26 | 44.63 | 45.56 | 44.47
EvoPrompt | 35.25 | 28.80 | 30.12 | 32.12 | 32.64 | 31.62 EvoPrompt | 47.06 | 45.22 | 46.40 | 47.89 | 47.02 | 49.53
BATprompt | 41.60 | 40.54 | 40.13 | 42.82 | 41.83 | 43.54 BATprompt | 47.47 | 45.57 | 46.51 | 48.03 | 48.22 | 50.14

Table 11: SARI(1) values of the instruction generated Table 12: SARI(T) values of the instruction generated

by BATprompt under two types of perturbations, P1 and by BATprompt under two types of perturbations, P1 and

P2, under different perturbations on Asset in Llama2-7b P2, under different perturbations on Asset in GPT-40-
mini

ilarly, the results demonstrate that the prompt gen-

erated by BATprompt outperform other methods  bation. The results in the Table 15. In the results,

across multiple types of perturbations. E-BATprompt refers to a prompt trained with a
Our experimental results on the language un-  different type of perturbation. When tested on the

derstanding task on the model of Llama2-7b are  current category, we observe that, except for the

shown in the Table 13. We calculated the average =~ Rouge-1 and Rouge-2 scores of E-BATprompt in

scores of each dataset under each perturbation. It ~ PI, which are higher than those of BATprompt,

can be seen that on the white-box model, the over- BATprompt achieves the best performance across

all indicators of all datasets are lower. However, the remaining metrics. Moreover, BATprompt still

under the guidance of the instruction generated by ~ outperforms other methods significantly on unfa-

BATprompt, the results of Llama2-7b have opti-  miliar perturbations.

mal values under both P1 and P2 perturbations.

Through the above experiments, it can be seen that ~E  Discussion

our method has sufficient robustness on both white- . .
box and black-box. E.1 Number of iterations

In our adversarial training process, we set the num-
ber of iterations to five, as we observed that the
In this experiment, we test prompts trained on a  prompts optimized by the LLM achieved optimal
P1 perturbation against a P2 perturbation, prompts  performance at the fifth iteration. To illustrate this,
trained on a P2 perturbation against a P1 pertur- we used the text summarization task, a computa-

D.4 Perturbation Transferbility
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Type | Methods | CR | SST-2 | MR | SST-5 | TREC | AG’news || Avg.
MI 31.0 36.8 31.8 15.0 23.5 48.5 31.1

P1 NI 34.0 40.3 37.0 24.5 22.0 74.0 38.6
EvoPrompt 37.5 39.3 43.0 27.0 17.3 58.3 37.1
BATprompt 58.3 41.5 44.5 27.3 24.5 76.8 45.5

MI 284 33.0 31.2 17.5 21.2 55.8 31.8

P NI 31.9 36.1 31.9 24.1 232 76.8 37.3
EvoPrompt 32.8 30.9 38.8 30.5 18.3 63.5 35.8
BATprompt 34.1 36.7 39.0 36.0 23.9 78.2 41.3

Table 13: Average score(T) of the prompts from different method on six language understanding datasets using
Llama2-7b. The table in the upper half is a perturbation of type P1, and the table in the lower half is a perturbation

of type P2
Method | CR | SSTS | TREC
|w/o Pert. w/ Pert.|w/o Pert. w/ Pert.|w/o Pert. w/ Pert.
MI 86.3 83.0 41.5 41.6 63.3 59.2
EvoPrompt | 845  82.6 | 2.25 3.7 2 1.6
BATprompt| 86.8 83.5 44.5 42.5 65.3 61.1

Table 14: The average of the scores(T) of the instruc-
tions generated by BATprompt under two types of per-
turbations, P1 and P2, under different perturbations on
the three datasets in GPT-4o0-mini.

Type | Method | Rouge-1 | Rouge-2 | Rouge-L
EvoPrompt 17.52 3.14 14.97

P1 E-BATprompt 21.35 4.59 16.10
BATprompt 21.25 4.44 16.66
EvoPrompt 17.19 2.93 14.69

P2 E-BATprompt 21.26 431 16.33
BATprompt 21.90 4.73 16.81

Table 15: The average of Rouge-1(7), Rouge-2(1) and
Rouge-L(1) of prompts trained by different perturbation
on the text summarization task on GPT-3.5-turbo.

tionally intensive text generation task, as an exam-
ple. We tested the performance of prompts gen-
erated across six iterations (from 1 to 6), and the
results are presented in the Figure 15.

For each iteration, we evaluate the prompts
across different perturbation types and calculate
their average performance. The results show a con-
sistent improvement in prompt performance during
the initial rounds, with the optimal performance
observed around the fourth or fifth iteration. This
trend suggests that the LLM effectively refines the
prompts through iterative gradient-guided optimiza-
tion and semantic space exploration, progressively
approaching the optimal solution. However, be-
yond the fifth iteration, the performance of the
prompts havea slightly declines. In order to speed
up the inference experiment and reduce the cost,
we choose the number of iterations to be 5
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Figure 15: The relationship between the number of
iterations and the performance of the prompt generated
by BATprompt.

E.2 Performance on the original dataset

In this section, we evaluate the performance metrics
of prompts generated by BATprompt when applied
to tasks on unperturbed datasets. This assessment
demonstrates that our method is not only robust
to perturbed data but also has greate performance
on unperturbed data. The results for the language
understanding tasks are illustrated in the Figure 4.
P1 and P2 represent different prompts generated
by BATprompt for two types of perturbations. As
shown in the Figure 4, BATprompt achieves the
best performance on several datasets (e.g., SST-5
and TREC). For other tasks, even when it does not
outperform all methods, its performance is compa-
rable to the best results (e.g., SST-2 and CR).
Similarly, the results for text generation tasks are
presented in Figure 16, with the left figure illus-
trating the text summarization task and the right
figure depicting the text simplification task. The ex-
perimental findings indicate that BATprompt also
achieves the best performance on text generation
tasks. Notably, in the text summarization task, its
metrics are significantly higher than those of the
second-best method. In conclusion, the prompts
generated by BATprompt not only maintain robust-
ness on perturbed datasets but also deliver strong
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Figure 16: The performance of the prompts generated
by BATprompt on undisturbed datasets of text simplifi-
cation task and text summarization task.

Pert | SST-5 | AG’News | Asset
|w/o Pert. w/ Pert.|w/o Pert. w/ Pert.|w/o Pert. w/ Pert.
cl| — — | — —— | 3812 4764
2| —  —— | — —— | 3812 4232
C3| 36.0 37.5 78.3 79.3 38.12 39.47
S1 36.0 41.3 _ | — —

Table 16: Examples of perturbations that have a positive
effect on the dataset when performing a task. Where
the Score of SST-5 and AG ’news is their prediction
accuracy, and the Score of Asset is the SARI value.

performance on original, unperturbed datasets.

F Future Work

Exceptions Explore: During our testing of the
effects of different types of perturbations on task
pairs in section 3, some intriguing observations
emerged. While most perturbations negatively im-
pacted task performance, certain perturbations sur-
prisingly enhanced task execution. As shown in
the Table 16, on the SST-5, AG’s News, and Asset
datasets, some perturbations appeared to unlock
the latent potential of the large model, enabling it
to perform better on the tasks.

We hypothesize that applying these perturbations
to the input introduces diversity, encouraging the
LLM to engage its reasoning abilities rather than
relying on specific representations. Additionally,
such perturbations may influence the model’s at-
tention distribution, helping to resolve ambiguities
in the input and ultimately enhancing task perfor-
mance. This presents a highly valuable avenue
for exploration. We could investigate a fixed per-
turbation strategy that consistently enhances the
performance of LLMs when processing text inputs.

G Optimal Prompts

We publish the prompts that are optimal on dif-
ferent tasks after BATprompt generation and the
prompts for Manual Instruction and Natural In-
struction as baseline. Including language under-
standing( Table 17 and Table 18), text summariza-
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tion( Table 19), and text simplification( Table 20).



Dataset Method Content

Manual Instruction Please perform Sentiment Classification task. Given the sentence, assign a sentiment label from
['negative’, ’positive’]. Return label only without any other text.

Natural Instruction In this task, you are given sentences from movie reviews. The task is to classify a sentence as
"great” if the sentiment of the sentence is positive or as "terrible" if the sentiment of the sentence is
negative.

BATprompt(P1) - Decide if the text expresses a ‘negative’ or ’positive’ sentiment without taking into account any
extra details, even if there are mistakes in spelling and typos compared to the original text.

- For this assignment, you will receive sentences that have been altered from movie reviews. Your
job is to determine whether the sentiment of the sentence is positive or negative and classify it
accordingly as either "positive" or "negative.

BATprompt(P2) - Conduct sentiment analysis by categorizing the sentiment of a sentence as fiegativeor positive:

Output only the sentiment label with no other information.
- For this assignment, you will be provided with sentences taken from movie reviews. Your goal
is to determine whether each sentence conveys a positive or negative sentiment by classifying it
as either "positive" or "negative." The reviews may discuss specific characters, actions, critiques,
relationships between characters, performances, or negative aspects of the works.

SST-2

Manual Instruction  Please perform Sentiment Classification task. Given the sentence, assign a sentiment label from
[’negative’, *positive’]. Return label only without any other text.

Natural Instruction  In this task, you are given sentences from movie reviews. The task is to classify a sentence as
"great” if the sentiment of the sentence is positive or as "terrible" if the sentiment of the sentence is
negative.

BATprompt(P1) - Analyze the sentiment of the modified text as either 'negative’ or ’positive’, disregarding any
intentional spelling and grammar mistakes, and provide only the corresponding label as the result.
- For this assignment, you will receive original movie reviews. Your goal is to determine if a
sentence has a positive sentiment by classifying it as "positive," or if it has a negative sentiment by
classifying it as "negative.

BATprompt(P2) - Complete a Sentiment Classification task by analyzing a modified text with enhanced details and
extra information. Provide a sentiment label of either fegativeér positives; and only submit the label.
- For this assignment, you will receive modified sentences from movie reviews. Your goal is to
categorize a sentence as "positive" if it expresses positive sentiment or as "negative" if it expresses
negative sentiment, regardless of any changes made to the text such as including negative adjectives
or conveying different meanings using synonyms.

CR

Manual Instruction  Please perform Sentiment Classification task. Given the sentence, assign a sentiment label from
[’negative’, *positive’]. Return label only without any other text.

Natural Instruction In this task, you are given sentences from movie reviews. The task is to classify a sentence as
"great” if the sentiment of the sentence is positive or as "terrible" if the sentiment of the sentence is
negative.

BATprompt(P1) - Analyze the sentiment of the revised text given, ignoring any mistakes in spelling, typos, or edits
made. Categorize the sentiment as either ’positive’ or "negative’ without any additional details.

- In this assignment, you will be given altered versions of movie reviews. Your goal is to classify
each sentence as either positive for examining deeper themes and emotions, or negative for focusing
solely on surface-level aspects of the films.

BATprompt(P2) - Complete the Sentiment Classification task by assigning a sentiment label of either 'negative’ or
’positive’ to the provided shortened sentence and return the label only.

- For this task, you will be given distorted sentences from movie reviews. Your objective is to
identify whether a sentence conveys a negative sentiment and label it as fiegatives or if it conveys a
positive sentiment and label it as positive:

MR

Manual Instruction  Please perform Sentiment Classification task. Given the sentence, assign a sentiment label from
[’terrible’, *bad’, *okay’, *good’, ’great’]. Return label only without any other text.

Natural Instruction In this task, you are given sentences from movie reviews. Based on the given review, classify it to
one of the five classes: (1) terrible, (2) bad, (3) okay, (4) good, and (5) great.

SST-5

BATprompt(P1) - Perform a Sentiment Classification task by assigning a sentiment label from [’terrible’,’bad’,
“okay’, 'good’, great’] to the modified sentence. Only include the label, no extra information
needed.

- During this activity, you will be presented with sentences from movie reviews that have been
modified to provide more general and subjective opinions on the movies. Your task remains the
same: classify each review into one of the categories - terrible, bad, okay, good, or great - based on
its sentiment and tone.

BATprompt(P2) - Perform Sentiment Classification. Given the altered text, assign a sentiment label from [’terrible’,
’bad’, "okay’, good’, ’great’]. Return the label only.
- In this task, you are given sentences from movie reviews. Based on the given review, classify it to
one of the five classes: (1) great, (2) good, (3) okay, (4) bad, and (5) terrible.

Table 17: Specific prompt of Manual Instruction(baseline), Natural Instruction, BATprompt in P1 and BATprompt
in P2 in language understanding task.
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Dataset Method Content

Manual Instruction Please perform News Classification task. Given the news item, assign a label from [*World’,
’Sports’, "Business’, *Tech’]. Return label only without any other text.

Natural Instruction In this task, you are given a news article. Your task is to classify the article to one out of the four
topics "World", "Sports", "Business", "Tech" if the article"s main topic is relevant to the world,
sports, business, and technology, correspondingly. If you are not sure about the topic, choose the
closest option.

BATprompt(P1) - Complete a News Classification assignment. Select a category from [World; Sports; Business;

Tech] for a news item that may have different spellings and minor grammar mistakes compared to
the original text. Only provide the label without extra information.
- For this assignment, you will be provided with a news article. Your goal is to categorize the article
into one of four topics: "World," "Sports," "Business," or "Tech" based on its main focus. If the
article discusses trends in the U.S. stock market or gaming news, select either the "Business" or
"Tech" category depending on the emphasis. If the article includes nonsensical or random words
that do not make sense, choose the "Other" category.

BATprompt(P2) - Classify news by assigning a label from the options [*World’, ’Sports’, 'Business’, *Tech’] to each

news item. Only provide the assigned label, without any extra text.
- For this task, you will receive a news article and your objective is to classify it under one of
the four categories: "World", "Sports”, "Business", "Tech" based on the articles main subject.
If you are uncertain about the category, please select the most appropriate option. The Revised
text includes extra details on different subjects and individuals like Tommy Tuberville and Major
League Soccer, which are not referenced in the Original text. Additionally, the Revised text offers
more precise information and examples, such as the mishandling of the conferences top position
and the difficulties faced by Major League Soccer.

AG’s News

Manual Instruction  Please perform Question Classification task. Given the question, assign a label from [*Description’,
’Entity’, *Expression’, "Human’, ’Location’, ’Number’]. Return label only without any other text.

Natural Instruction  You are given a question. You need to detect which category better describes the question. Answer
with "Description", "Entity", "Expression", "Human", "Location", and "Number".

BATprompt(P1) - Determine the appropriate category for the text by providing only the label without any extra
details. Choose from Description, Entity, Expression, Human, Location, or Number.

- Identify the appropriate category for the given text by selecting from "Description”, "Entity",
"Expression”, "Human", "Location", and "Number" depending on the context.

BATprompt(P2) - Complete a Question Classification activity where you are provided with a shortened version
of the original question without key words or phrases, and categorize it into one of the following
labels: Description, Entity, Expression, Human, Location, or Number. Provide only the assigned
label as the output.

- Decide on the correct category for the text provided. Select from "Description”, "Entity", "Expres-
sion", "Human", "Location", and "Number".

TREC

Table 18: Specific prompt of Manual Instruction(baseline), Natural Instruction, BATprompt in P1 and BATprompt
in P2 in language understanding task.

Method Content

Manual Instruction How would you rephrase that in a few words?

BATprompt(P1) Please give a concise overview of the main idea communicated in the text.

BATprompt(P2) Identify the main idea or central theme of the text.

Table 19: Manual Instructions as the baseline and instructions with best performance generated by BATprompt
(either P1 or P2) on Xsum.

Method Content

Manual Instruction  Simplify the text.

BATprompt(P1) Rephrase the text using easier words without including any additional details.

BATprompt(P2) Rephrase the text using more straightforward language and clearer wording to enhance
understanding.

Table 20: Manual Instructions as the baseline and instructions with best performance generated by BATprompt
(either P1 or P2) on Asset.
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