
12090 IEEE INTERNET OF THINGS JOURNAL, VOL. 10, NO. 14, 15 JULY 2023

Privacy Protection Data Retrieval Scheme With
Inverted Index for IoT Based on Blockchain

Wenmin Li , Yang Chen , Fei Gao , Shuo Zhang , Hua Zhang , and Qiaoyan Wen

Abstract—In the 6G era, Internet of Things (IoT) devices can
form a blockchain network, which also faces the problems of data
sharing. The data transmitted and stored through the network
have the risk of privacy leaking. Encrypting the shared data
can satisfy the need of the privacy, and retrieving the encrypted
data can make the data used efficiently. However, to enable users
to retrieve encrypted data and perform fine-grained authoriza-
tion on their encrypted files is still a great challenge. Although
attribute-based keyword search (ABKS) is a well-received solu-
tion to the challenge, there are still privacy and efficiency issues
if the traditional ABKS schemes are directly used in blockchain
data sharing. In order to solve the problems, this article proposes
privacy protection data retrieval scheme with an inverted index,
which is an application of attribute-based encryption. First, our
scheme is proved secure against the outside keyword guessing
attack (KGA) and chosen keyword attack (CKA) under the
semitrusted model. Second, the scheme returns a multikeywords
ranked result. Third, we analyze the efficiency of our scheme
and verify it by simulation. The results show that our scheme
has improvement in efficiency and can meet the data sharing
needs of the blockchain network composed of IoT devices.

Index Terms—Blockchain, inverted index, Internet of Things
(IoT), multikeyword ranked search, privacy protection.

I. INTRODUCTION

IN THE 6G era, the great progress of communication tech-
nology will continue to bring earth shaking changes to

mankind. In the real world, more information about people and
objects will be extracted, processed, and preserved in digital
format. We need strong computing and communication capa-
bilities as support. 6G has stronger carrying capacity, which is
more conducive to the communication of short-range equip-
ment. This will meet the needs of more devices accessing the
network at the same time, and these devices do not need long-
distance access to the network. The development of network
technology has also brought many new technologies to meet
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more functions, which promote the emergence of a large num-
ber of novel and interesting devices. Therefore, more and more
designs are used to meet people’s needs, and more and more
Internet of Things (IoT) devices came into being.

These devices with certain computing and communication
capabilities naturally form a distributed network environment.
This distributed network is composed of devices with lim-
ited computing power, but it has a very large number of
devices, and the overall computing power cannot be underes-
timated. However, the problem of managing so many devices
also makes the traditional network method difficult. Many
new network models have been widely discussed [1], among
those, the blockchain network stands out among many the-
ories [2]–[4]. It ensures that in a decentralized network, the
data will not be tampered at will, and any behavior will be
recorded and documented, so as to realize a network mode
of mutual trust [5]. The development and popularization of
blockchain will change people’s traditional interaction mode
and create a new application mode. Many imaginative and
practical scenarios will be put forward.

With the popularity of IoT devices for blockchain network
management, it is easy to trust IoT devices. With human trust
in IoT devices, a large amount of data generated by users’ IoT
devices will also be obtained, processed, and displayed by the
corresponding terminals. In this process, different devices will
generate a large amount of data, and better processing and use
of these data will also be an important aspect of IoT applica-
tion promotion. New technology application, such as inductive
coloring [6] and dynamic carrier technology [7], brings new
user experience. The IoT device needs to deal with massive of
shared private data, which may contain a large number of sen-
sitive information of individuals or organizations. Meanwhile,
the data provider (DP) may not fully trust the server, which
is a prominent problem in data sharing of the blockchain. In
order to protect privacy, data will be outsourced to blockchain
after encrypted. However, the mechanism of outsourcing after
encrypting affects data retrieval. Moreover, given the actual
needs of DP, there is an urgent need for refined permission
to access encrypted data. Accordingly, exploring a way for a
data user (DU) to quickly retrieve over encrypted data without
leaking privacy, and for a DP to perform refined permission
is of prime importance in the scenarios of data sharing in
the blockchain. Data sharing will lead to serious privacy and
security problems. Even the best online services are facing
security vulnerabilities and the possibility of data theft. The
sharing platform needs an effective method to meet the user’s
safe access to data and better manage data.
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A technique called searchable encryption (SE) [8], [9] is
used by many researchers to solve the data retrieval problem
on the blockchain network composed of IoT devices. SE
enables users to retrieve encrypted data for keywords as
they want. There are many study results in last decade.
In order to support fine-grained search authorization in SE
schemes, attribute-based keyword search (ABKS) gives differ-
ent schemes and sustains attention for the application in cloud.
In an ABKS scheme, a DP can embed his/her access policy
into the encrypted index for each file. The server returns the
right encrypted one to a DU whose attributes of secret keys and
keywords of trapdoor fit the access policy and index, respec-
tively. By this means, ABKS can finish keyword retrieval and
authorization simultaneously with fine grain. However, direct
adoption of the traditional ABKS suffers two problems, so that
it do not suit for blockchain made up of devices connected to
the IoT.

The first problem is that most of the ABKS schemes are
less efficient when retrieving massive data. The reason is that
the forward index is deployed in the ABKS schemes which
means each file corresponds to an encrypted index. To finish
the search, the server has to search all these indices; there-
fore, the search complexity is linearly about the number of
files stored by a server. When the amount of files is too large,
the computational cost of retrieving will be very high. The IoT
devices cannot afford the computing cost. The second problem
is that most of the ABKS schemes cannot resist outside key-
word guessing attack (KGA). The root of the problem is that
any entity in these schemes can generate index and search
keywords of the trapdoor in the index by itself. By intercept-
ing a mobile user’s trapdoor via an public channel, the entity
can construct the index with its guessed keyword. The entity
can also verify whether the guessed keyword is in objective
trapdoor. It just need checking if the target trapdoor matches
the generated index. The correct keyword will be leaked if the
entity repeats checking. Consequently, outside KGA breaks
the privacy of IoT devices and blockchain.

Low efficiency and possible attacks hinder the popularity of
retrieval under ciphertext. Then, the functionality of building
a blockchain network through IoT devices will also be limited
accordingly. In order to realize privacy protect data retrieval,
this article proposes an inverted index-based ABKS (IABKS)
scheme to improve the privacy and practicability of ABKS to
make it better applied to IoT devices.

A. Related Work

1) ABKS: Goyal et al. [10] put forward the first attribute-
based encryption (ABE) scheme. ABE can realize access
control with a fine-grained result; hence, it is considered to be
a promising cryptography technology. It can be divided into:
key policy ABE (KP-ABE) [10] and ciphertext policy ABE
(CP-ABE) [11], [12]. In KP-ABE, the ciphertext is related to
attributes, in CP-ABE, the ciphertext is related to the access
policy designed by the data owner, and CP-ABE has gradu-
ally become a preferred choice when designing access control
mechanisms in the cloud because of its scalability and flexibil-
ity, and it has been enriched with kinds of functions [13]–[15].

In order to provide fine-grained search authorization in SE
schemes, Zheng et al. [16] and Sun et al. [17] combined
CP-ABE with ABKS, and proposed the concept of ABKS
successively. The access policy in [16] and [17] is, respec-
tively, access tree and AND-gates. In an ABKS scheme, a
data owner constructs the encrypted index based on keywords
of the file and the designed the access policy that is used
to define what kind of users can access the file. The user can
independently generate the trapdoor with his/her attributes and
interested keywords. Only when the attributes contained in the
trapdoor satisfy the access policy can the server returns the
matching results to the user.

2) ABKS Against Outside KGA: Byun et al. [18] first
proposed KGA. The guessing-then-verifying attack pattern is
mentioned above. KGA is subdivided into inside KGA and
outside one depending on whether the adversary can be a
server or not. Although ABKS has been studied for several
years, only a few ABKS schemes have been proved to resist
outside KGA so far.

Research work [16] and [19] pointed out that the inside
KGA makes it impossible to fully protect the keyword
information encrypted in the trapdoor in the public-key system.
In view of this, a weaker notion called keyword secrecy is
introduced in [16], which ensures that the probability of the
adversary successfully guessing a keyword from the trapdoor
and index is not bigger than the random result. Although the
schemes in [16] and [20] can achieve keyword secrecy, they
still suffer from outside KGA.

Lately, Chen et al. [21] utilized a dual-server model to pro-
pose an attribute-based search scheme with a multikeyword
ranked result. There are two servers in the scheme, and the
search operation is completed by the two server cooperatively
and restrictively to resist the chosen keyword attack (CKA)
and inside KGA. Although the security and search flexibility of
the scheme have been significantly improved, the scheme also
has shortcomings. The adopted dual-server model assumes
that the servers are not collusive. The assumption is relatively
strong to a certain extent, which will affect the application
range of the scheme in IoT devices.

3) Inverted Index versus Forward Index in ABKS: Inverted
index and forward index are two commonly used data struc-
tures in the information retrieval system [22], [23]. In an
inverted index, each keyword maps the identifiers of the files
that contain that keyword. Inversely, in a forward index, each
identifier of the file maps the keywords contained in that file.
Compared with forward index-based ABKS schemes, inverted
index-based ABKS schemes have mainly two advantages.
First, these schemes are much more efficient when facing mas-
sive data. In these schemes, search is directly pointed to the
related files rather than search file by file. The complexity of
searching is reduced to constant level about keywords number
in the files. Second, the inverted index has become the first
choice in large data set search schemes. Consequently, IABKS
schemes can incrementally be used in the exited inverted
index.

Zheng et al. [16] first proposed IABKS and [16] provides
single keyword search and its search efficiency is relatively
low. It is likely to lead to a large amount of irrelevant
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TABLE I
FEATURE COMPARISON

files in the search results, especially when there is a large
number of files, thus wasting computing resources and band-
width resources. There is an improved scheme in [16] (named
VABKS) to avoid such shortcoming, the DO has to separately
generate n encrypted indices to cover the n keywords. But
such an approach will also reduce the efficiency of the scheme,
because n−1 extra parts related to the same access policy are
computed. As far as we know, there is no follow-up study on
inverted index-based ABKS.

Sun et al. [17] put forward the first forward index-based
ABKS scheme, the scheme provides single keyword search.
Then, a series of researches on forward index-based ABKS
followed. Miao et al. [24]–[26] presented several outstanding
ABKS schemes, the retrieval mode of them is conjunc-
tive keyword search. These schemes provide a more flexible
retrieval mode by publishing an ordered keyword set. In 2018,
He et al. [27] proposed a boolean keyword search ABKS
scheme based on exposing keyword names.

B. Contribution

To solve the problem of data sharing in a blockchain
network of IoT devices, this article proposes privacy protection
data retrieval scheme with an inverted index which is an appli-
cation of ABE. It is called as IABKS scheme. Comparison of
relevant schemes and IABKS schemes is shown in the Table I.
Analyzing their performance, we conclude that the IABKS is
more suitable for blockchain data sharing, particularly which
is made up by IoT devices.

The main contributions of this article are as follows.
1) Privacy: To improve the security of the ABKS deployed

in blockchain, we provide the formal security model and
the IABKS scheme is proved to be IND-CKA secure
and IND-KGA secure. This means any adversary can-
not guess the keywords of trapdoor and index hence the
privacy of IoT devices and data is protected.

2) Multikeyword Ranked Search: To make the search more
accurate and to improve searching experience of users,
the IABKS scheme supports search with multikeyword
ranked result.

3) Efficiency and Practicality: To improve the search effi-
ciency when facing massive data in blockchain, the
IABKS scheme deploys inverted index. An all-round
simulations of the schemes is carried out using actual
data set, and the simulation results show that the
proposed scheme has a huge advantage in efficiency
compared with similar schemes, especially in a IoT
environment.

Fig. 1. Technical roadmap of IABKS.

C. Our Techniques

Fig. 1 shows the proposed scheme’s technical roadmap.
Building a designated tester model is the crucial point and
then use techniques shown in the dotted frame to take full
advantages of the model. The right part shows the effects that
the techniques can achieve.

To resist outside KGA, we put forward a designated tester
model which is inspired from the idea of [28]. In our model,
only the server can use its secret key to perform the search
operation. To achieve this, we preset in public key a series
of components B1,i = gbi

1 and B2,i = gaαbi
2 , they are used in

the generation of trapdoor and encrypted index, respectively.
The secret key of the server, a, is indispensable for the search
operation, which prevents outside adversaries from verifying
their guesses. In addition, the key blinding technique [12] is
commonly used in the generation of trapdoor in ABKS, in the
scheme, we utilize that technique and the preset-components
Hi in the public key to resist CKA.

To provide search with multikeyword ranked result, we
design innovative structures of the trapdoor and encrypted
index. Benefitting from the structures and the preset compo-
nents Hi in the public key, every keyword of the encrypted
index and trapdoor is separate under the premise of ensur-
ing the security of the scheme. In this way, the inverted
index can be established and the trapdoor and the index with
the same keywords can be matched with each other freely.
The server can calculate the relevance scores according to
the interest by users’ query set, and then sorts the search
results.

To manage IoT devices on blockchain networks better, we
use attributes to do it. Different from the distributed network
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composed of traditional PC, there are many kinds of devices in
the network. These strange devices have more attributes at the
same time, some of which are natural or artificially marked.
This classification of IoT devices enables users to accurately
find the lamp and it is more convenient to manage according
to the attributes.

The ABKS schemes mainly constructed based on [11] real-
ize access control, and their efficiency can be further improved.
To improve efficiency, we construct a more efficient access
control mechanism. Specifically, the efficiency of generating
secret keys and trapdoors in the IABKS scheme is almost 50%
higher than these ABKS schemes. In addition, with the preset
components in the public key, the structure of the keyword-
related parts in the encrypted index and trapdoor is also
concise. Therefore, our IABKS is more efficient, especially
in a massive data environment.

II. PRELIMINARIES

A. Asymmetric Bilinear Maps

Let G1, G2, and GT be three multiplicative cyclic groups
of prime order p, and g1 and g2 are the generator of G1 and
G2, respectively. Let e : G1 × G2 → GT be an asymmetric
bilinear map that satisfies three properties [29].

1) Nondegeneracy: e(g1, g2) �= 1.
2) Bilinearity: For all η1 ∈ G1, η2 ∈ G2, δ1, δ2 ∈ Z

∗
p, we

have e(ηδ1
1 , η

δ2
2 ) = e(η1, η2)

δ1δ2 .
3) Computability: For all η1 ∈ G1, η2 ∈ G2, e(η1, η2) and

the group operations in G1 and G2 can be efficiently
computed.

B. Generic Bilinear Group Model

We prove IABKS’s security in the generic bilinear group
model [30]. ξ1, ξ2, and ξT are additive group Fp’s three random
encodings, they are injective maps: ξ1, ξ2, ξT : Fp → {0, 1}m,
m > 3 log(p). Let Gi = {ξi(x) : x ∈ Fp}, i = 1, 2,T . The
adversary can use the oracles that simulate the hash function,
group operations in G1, G2, and GT and the asymmetric bilin-
ear map e : G1 ×G2 → GT or interact with the challenger in
the security game. Here, (G1,G2,GT) denote generic bilinear
groups.

C. Access Tree

Let T denote an access tree, it is a tree structure and each
nonleaf node y of T corresponds to a threshold gate charac-
terized by its children nodes and threshold value. Let numy

denote the number of children of node y and ky denote its
threshold value, where 0 < ky ≤ numy.
To facilitate the description of the access tree, we define some
functions.

1) att(y) represents the attribute associated with leaf node
y in T .

2) parent(y) represents the parent of node y in T .
3) index(y) returns a unique number associated with node

y.
4) Ty stands for the subtree of T with node y as the root

node. Let f (S, Ty) = 1 show that the attribute set S

Fig. 2. System architecture of IABKS.

satisfies access tree Ty. The recursive computation of
the access tree is: if y is a nonleaf node, f (S, Ty) returns
1 when at least ky children return 1. If y is a leaf node,
f (S, Ty) returns 1 when att(y) ∈ S.

III. SYSTEM ARCHITECTURE AND

SECURITY DEFINITION

A. Entities in System Architecture

In our scheme, IoT devices will collect information, images,
and recordings in the user’s environment, work information of
IoT devices themselves, or other information worthy of collec-
tion and storage, and these information will be classified and
sorted by the uploader, and attribute tags will be made accord-
ing to the uploader devices and the details of the uploaded
information. The information is saved through the server or
blockchain, and the server will also undertake most of the
calculation. Terminal equipment or data processing equipment
using the method of ABKS can quickly obtain the correct
information, and show it to the human.

As shown in Fig. 2, there are four generic entities: 1) author-
ity; 2) DP; 3) DU; and 4) server involved in the architecture
of the IABKS scheme. A detailed description of them is as
follows.

1) Authority: Authority is trusted in the system and respon-
sible for generating public key of the system, DUs’
secret keys, and server’s secret key.

2) Data Provider: The DP, which maybe a smart device,
an IoT device, an environmental information collector,
or another sensor, has data to be stored and shared. A
DP needs to generate the encrypted index and uploads
the encrypted index and encrypted files to the server.

3) Data User: DU is usually a terminal or a data proces-
sor, which presents or analyzes the data for people. In
order to search for data from different data owners, a
DU needs to submit the server a trapdoor generated by
its secret key and the keywords of interest.

4) Server: The server stores the encrypted indices and
encrypted files uploaded by the DPs. It could be a
cloud server or blockchain. After receiving the trapdoor
(search request) sent by the DU, the server searches files
and sends the ranked search results to DU.
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B. Symbol and Definition

The following symbols are used in the rest of the article.
1) M = (m1,m2, . . . ,ml) is a set of l files.
2) F = (F1,F2, . . . ,Fl) is a series of l files encrypted

by the same access policy, where Fi is generated by
symmetric encryption of mi.

3) � = (σ1, σ2, . . . , σl) is a set of identifiers, where σi is
the ID of the ith encrypted file Fi.

4) Score = (s1, s2, . . . , sl) is a set of scores for each files,
where si is the score of Fi.

5) W = {w1,w2, . . . ,wn} is the keyword set from M.
6) II = {Iw1, Iw2 , . . . , Iwn} is the inverted index for M. Each

Iwi is a inverted list contains the set of identifiers of the
files associated with keyword wi.

C. Algorithms in IABKS Scheme

The IABKS scheme includes five algorithms: 1) Setup;
2) KeyGen; 3) IndexGen; 4) TrapGen; and 5) Search.

1) Setup(1λ): Given the security parameter λ, the authority
runs the algorithm and outputs the public key PK, master
key MK, and the secret key of server skS.

2) KeyGen(MK, S): Given MK and an attribute set S, the
authority runs the algorithm and outputs the secret key
of the DU SK.

3) IndexGen(PK, T ,W): Given PK, an access policy T ,
and a keyword set W, the DP runs the algorithm and
outputs an encrypted index I.

4) TrapGen(PK,W ′, SK): Given PK, a keyword set W ′,
and SK, the DU runs the algorithm and outputs a
trapdoor TK.

5) Search(I,TK,QI, II, skS): Given I, TK, DU’s query
interest QI, the inverted index II, and skS, the server
runs the algorithm and outputs the set of identifiers of the
selected encrypted files if the matching process holds,
or a terminator ⊥.

D. Security Model

1) Adversarial Model: We provide the following assump-
tions in the model: the semitrusted server tries to learn the
valuable information while performing the protocol truthfully.
In addition, the DP and authority are reliable. Therefore, two
types of adversaries are considered.

1) Type-1 adversary (A1) means that the collusion of cor-
rupted users and server, whose secret keys can be
obtained by the adversary. Therefore, the secret keys
can be obtained by the adversary.

2) Type-2 adversary (A2) means that the outside adversary
who can obtain corrupted users secret keys.

2) Security Model: The security of the IABKS scheme
requires that the scheme can resist the following two attacks.

Chosen-Keyword Attack: This requires that A1 or A2 can-
not judge the challenge index coming from which challenge
keyword sets in the challenge index without any matched
trapdoor.

Outside Keyword Guessing Attack: This requires that A2
cannot judge the challenge trapdoor matched with which of
the two challenge keyword sets. In the public-key setting,

it is infeasible to guarantee that the server cannot get the
information encode by search tokens due to inside KGA.

CKA Security Game for A1:
Setup: The challenger C executes Setup algorithm and

sends PK and skS to A1.
Phase 1: C maintains an empty table E, an empty set D, an

empty keyword list Lkw and sets j = 0. The following oracles
can be queried by A1 adaptively.

1) OKeyGen(S): C executes KeyGen(MK, S), let D := D ∪
{S} and sends SK to A1.

2) OTrap(S,W): C let j := j+1, it executes KeyGen(MK, S)
to generate SK, then it performs Trap(PK,W, SK) to
generate TK. It stores the triple (j, S,W) in table E and
sends TK to A1.

Challenge: A1 sends two keywords sets W0 and W1, and
an access policy T ∗ to C. The requirements are as follows.

1) ∀S ∈ D, f (S, T ∗) �= 1.
2) W0 and W1 have the same number of elements.1

3) For each triple in E, if f (S, T ∗) = 1, add W to Lkw; then
W0 ∩ W = W1 ∩ W,W ∈ Lkw.

C chooses b ∈R{0, 1}, runs IndexGen(PK, T ∗,Wb) to con-
struct I∗ and submits I∗ to A1.

Phase 2: A1 query the oracles continuously as in Phase 1.
The condition in this stage is if f (S, T ∗) = 1:

1) A1 stop querying OKeyGen;
2) if W ∪ W0 �= W ∪ W1, (S,W) cannot be the input to

OTrap.
Guess: A1 returns a guess b′ of b. The experiment outputs

1 if and only if b′ = b.
CKA Security Game for A2: The Challenge, Phase 2, and

Guess are the same as those in the last game for A1. Following
are the Setup and Phase 1 in this game.

Setup: Setup can be executed by C and outputs PK to A2.
Phase 1: This stage is the same as Phase 1 of the CKA secu-

rity game for A1, apart from that, A2 can query the following
oracle.

1) OSearch(I,TK,QI, II): C executes Search and the result
is sent to A2.

The IABKS scheme is IND-CKA secure if the advantage
of Ai in the CKA security game for Ai, i ∈ {1, 2}

∣
∣
∣
∣
Pr

[

ExpIND-CKA
Ai,	IABKS

(

1λ,U
) = 1

]

− 1

2

∣
∣
∣
∣
≤ negl(λ).

IND-KGA Security Game for A2:
Setup: C executes the Setup and sends PK to A2.
Phase 1: A2 can query the following oracles for multiple

times polynomially.
1) OKeyGen(S): C performs KeyGen and sends SK to A2.
2) OTrap(S,W): C generates SK by running KeyGen, and

it uses inputs W and SK to run Trap. It returns TK to
A2.

3) OSearch(I,TK,QI, II): C runs Search and returns the
outcome to A2.

Challenge: A2 sends S∗, keywords sets W0 and W1 to C, it
requires that W0 and W1 have the same elements. C chooses

1It also requires that each common element in the two sets corresponds to
the same ids of files, which is beyond the scope of our discussion.

Authorized licensed use limited to: BEIJING UNIVERSITY OF POST AND TELECOM. Downloaded on January 28,2026 at 09:27:59 UTC from IEEE Xplore.  Restrictions apply. 



LI et al.: PRIVACY PROTECTION DATA RETRIEVAL SCHEME WITH INVERTED INDEX FOR IoT 12095

b ∈R{0, 1}, runs KeyGen(MK, S∗) to generate SK, then runs
Trap(PK,Wb, SK) to get TK∗, and submits TK∗ to A2.

Phase 2: A2 continues to query oracles just like in Phase 1
except that the index I with T and W cannot be used as the
input of OSearch if f (S∗, T ) = 1 and W ∩ W0 �= W ∩ W1.

Guess: A1 outputs a guess b′ of b. The experiment returns
1 if and only if b′ = b.

The IABKS scheme is IND-KGA secure if the advantage
of A2 in the IND-KGA security game for A2

∣
∣
∣
∣
Pr

[

ExpIND-KGA
A2,	IABKS

(

1λ,U
) = 1

]

− 1

2

∣
∣
∣
∣
≤ negl(λ).

IV. PROPOSED IABKS SCHEME

Let N be the maximum of keywords of the files encrypted by
the same access policy, and H : {0, 1}∗ → G1,2 H : {0, 1}∗ →
G1 be secure hash functions. We define the Lagrange coef-
ficient 
i,S for i ∈ Zp and a set, S, of elements in Zp:

i,S(x) = ∏

j∈S,j �=i([x − j]/[i − j]), other notations are defined
in Section III-B.

Setup(1λ): It executes the group generator algorithm G(1λ)
and obtains bilinear groups (g1, g2,G1,G2,GT , p, e). It first
selects α, {βi}N

i=1, a, h0, {bi}M
i=1 ∈RZp, then computes {B1,i =

gbi
1 ,B2,i = gaαbi

2 }M
i=1, h = gh0

1 , and {Hi = gβ1
1 }N

i=1. The public
key is PK = (g1, g2, gα2 , h, {Hi}N

i=1, {B1,i,B2,i}M
i=1), the secret

key of server is skS = (a), and the master key is MK =
({gαβi

1 }N
i=1, a).

EncIndex(PK, T ,W): For encrypted files with the same
access policy T , let W = {w1,w2, . . . ,wn} be the key-
word set, n ≤ N. It chooses s, d ∈R Zp, and computes
W0 = g−αd

2 , {Wi = Hs
i H(wi)

d}n
i=1, {Di = Bd

2,i}M
i=1.

It then selects a polynomial qx for each node in T , these
polynomials qx are chosen in a top to bottom manner starting
with the root node R. For every node x in the tree, the degree
of qx is set as dx = kx − 1, where kx is the threshold value of
the node.

Starting from the root node R, it sets qR = s and arbi-
trarily chooses dR other points of qR to define qR absolutely.
For each nonroot node x, it let qx(0) = qparent(x)(index(x))
and chooses dx other points arbitrarily to completely define
qx. Let Y be the leaf nodes in T . It computes C =
gs

2, {Cy = hqy(0)H(att(y))−s}y∈Y . The index is set to: I =
(W0, {Wi}n

i=1, {Di}M
i=1,C, {Cy}y∈Y).

KeyGen(MK, S): It chooses r ∈R Zp, then computes {Ki =
gαβi

1 hr}N
i=1,K′ = gr

2, {Kx = H(x)r}x∈S. The key is set to: SK =
(S, {Ki}N

i=1,K′, {Kx}x∈S).
Trap(PK, SK,W ′): Let W ′ = {w′

1,w′
2, . . . ,w′

m} be the key-
word set for IoT user to query, m ≤ M, it chooses z, u ∈R Zp

and computes T = gαu
2 ,T ′ = gz

1, {Tj = H(w′
j)

uBz
1,j}m

j=1,
{tkj = Ku

j }N
j=1, tk′ = K′u, {tkx = Ku

x }x∈S. The trapdoor is set as
TK = (S, {tki}N

i=1, tk′, {tkx}x∈S,T,T ′, {Tj}m
j=1).

Search(TK, I,QI, II, skS): Let QI = {q1, . . . , qm} be
the mobile user’s query interest with TK. As shown in
Algorithm 1, the search process includes two phases.

2The hash function can be constructed as H(x) = uh(x)vg(x), where u, v ∈
G1, h, and g are hash functions that map {0, 1}∗ to Zp.

First, the algorithm first checks whether the attributes
match. It checks whether S can satisfy T , if not, it terminates
the search process; or else, it continues to perform the follow-
ing two steps. If x is a leaf node and x ∈ S, let k = att(x), it
computes ψx = e(Cx, tk′) · e(tkk,C) = e(h, g2)

urqx(0). If x /∈ S,
ψx = ⊥.

If x ∈ T is a nonleaf node, ψx can be calculated by recursive
algorithm ψz, where z is the children node of x. Let Sx be
an arbitrary kx-sized set of children nodes z such that ψz �=
⊥, if there is no such set, then ψx = ⊥; or else, let j =
index(z), S′

x = {index(z)|z ∈ Sx} and calculate ψx as

ψx =
∏

z∈Sx

ψ

j,S′

x(0)
z

=
∏

z∈Sx

(

(h, g2)
urqparent(z)(index(z))

)
j,S′
x
(0)

= e(h, g2)
urqx(0).

Recursively, it computes ψR = e(g1, h)rsu, then it computes


i = e(tki,C)/ψR = e(g1, g2)
αβisu, i ∈ [1, n].

Second, the algorithm accelerates the search efficiency by
inverted index.It sets an array Score = (s1, . . . , sl), where
sk = 0, k ∈ [1, l], it denotes the score of Fk. The server
computes as follows:

Ai = e(Wi,T) = e
(

gβis
1 H(wi)

d, gαu
2

)

Bj = e
(

Tj,W0
) · e

(

T ′1/a,Di

)

= e
(

H
(

wj
)u
, g−αd

2

)

. (1)

For i ∈ [1, n], j ∈ [1,m], it multiplies Ai and Bj, if the
result equals to 
i, it computes {sk = sk + qj, σk ∈ Iwi}
and updates them in Score. Finally, the set of identifiers of
selected encrypted files ID = {σ ′

1, . . . , σ
′
k} is returned, where

σ ′
i ∈ �, i ∈ [1, k], and its score is one of the top-k scores in

Score.
In our scheme as Fig. 3, DP provides data for the DU query,

and the Server helps to complete the main calculation work.
Among them, DP runs the EncIndex algorithm to generate
the Index I and sends I to the Server. The Server runs the
Keygen algorithm to generate SK and sends it to DU When
DU wants to query the corresponding keyword, it executes
the Trap algorithm and sends the obtained trapdoor TK to the
Server. After the Server executes Search as Algorithm 1, it
returns the results to DU.

Correctness Analysis: Assuming f (S, T ) = 1 and wi =
w′

j, the validity of the search process can be verified
as follows:


i = e(tki,C)ψ−1
R

= e
(

gαβiu
1 hru, gs

2

)

e(h, g2)
−rus

= e(g1, g2)
αβisu

Ai = e(Wi,T)

= e
(

gβis
1 H(wi)

d, gαu
2

)

= e(g1, g2)
αβiuse(H(wi), g2)

αud
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Fig. 3. Flow of IABKS.

Bj = e
(

Tj,W0
)

e
(

T ′1/a,Dj

)

= e
(

H
(

w′
j

)u
Bz

1,j, g−αd
2

)

e
(

gz
1,Bd

2,j

)1/a

= e
(

H
(

w′
j

)

, g2

)−αud
.

Hence, Ai · Bj = e(g1, g2)
αβisu = 
i

V. SECURITY ANALYSIS

In this section, we use the following three theorems to
formally prove the security of the IABKS scheme.

Theorem 1: ξ1, ξ2, ξT ,G1,G2,GT , and e are defined in
Section II-B. Assume that q is the upper limit of the sum
of all the queries of A1, then the advantage of A1 over A1 in
the CKA game is O(q2/p).

Proof: In the CKA security game, I∗ has the compo-
nents which are randomly either {Wi}wi∈W0 or {Wi}wi∈W1 .
Let us consider a modified game, assume that W = W0 ∪
W1 = {w1, . . . ,wn}, Wξ is either g

βξ s
1 H(wξ )d or gθ1, where

ξ ∈ [1, n], θ ∈R Fp. Given the challenge index I∗ =
(W0, {Wi}n

i=1, {Di}M
i=1,C, {Cy}y∈Y), A1 must decide whether

Wξ is g
βξ s
1 H(wξ )d or gθ1. It is not difficult to draw a con-

clusion that if A1 has advantage ε in the CKA security game,
then A1 has at least ε/2 in the modified game. The following
proof analyzes the advantage of A1 in the modified game.

Setup: The simulator B selects g1 ∈R G1, g2 ∈R G2,
α, {βi}N

i=1, a, h0, {bi}M
i=1 ∈R Zp, then PK = (g1, g2, h =

gh0
1 , {gβi

1 }N
i=1, gα2 , {B1,i = gbi

1 ,B2,i = gaαbi
2 }M

i=1) and skS = a
are sent to A1.

Algorithm 1 Search(TK, I,QI, II, skS)

Input: Trapdoor TK, index I, query interest QI, inverted
index II, secret key of server skS.

Output: The set of identifiers of selected encrypted files ID.
1: Check whether f (S, T ) = 1
2: if f (S, T ) �= 1 then
3: ⊥
4: else
5: Recursively compute ψR

6: Set Score = (s1, ..., sl) = (0, ..., 0)
7: for i ∈ [1, n] do
8: Compute 
i and Ai

9: for j ∈ [1,m] do
10: Compute Bj

11: if Ai · Bj = 
i then
12: Compute {sk} and update Score
13: break
14: end if
15: end for
16: end for
17: return ID
18: end if

If attribute j has not been queried before, B returns g
ϕj
2

and stores (j, ϕj) into the list H; otherwise, it returns g
ϕj
1 by

retrieving ϕj from H.
If keyword wi has not been queried before, B returns gηi

1
and stores (i, ηi) into the list H; otherwise, it returns gηi

1 by
retrieving ηi from H.

Phase 1: B creates E, D, and Lkw according to the definition,
and sets j = 0. A1 can access the two oracles adaptively (take
the tth query as an example).

1) OKeyGen(S): B chooses r(t) ∈R Fp and computes SK =
(S, {Ki = gαβi

1 hr(t)}N
i=1,K′ = gr(t)

2 ,∀j ∈ S : Kj = g
ϕjr(t)

1 ),
it makes D = D ∪ {S} and sends SK to A1.

2) OTrap(S,W ′): Assuming W ′ = {w′
1, . . . ,w′

m}, B sets j =
j + 1, it accesses OKeyGen(S) to obtain SK, and chooses
u(t), z(t) ∈R Fq. It stores (j, S,W ′) in E and sends TK =
(S,T = gαu(t)

2 ,T ′ = gz(t)
1 , {Tj = g

ηju(t)

1 Bz(t)
1,j }m

j=1, {tki =
Ku(t)

i }N
j=1, tk′ = K′u(t) , {tkx = Ku(t)

x }x∈S) to A1.
Challenge: A1 submits two keywords sets W0 and W1, a

keyword wξ , and an access policy T ∗ to B. The requirements
are as follows.

1) wξ ∈ W = W0 ∪ W1 = {w1, . . . ,wn} and |W0| = |W1|.
2) ∀S ∈ D, f (S, T ∗) �= 1.
3) For each entry in E, if f (S, T ∗) = 1, adds W ′ to Lkw;

then ∀W ′ ∈ Lkw,wξ /∈ W ′.
B chooses s, d, θ ∈R Fp and uses a linear sharing tech-
nique related to T ∗ to generate shares λj of s for each
related attribute j. It then computes C = gs

2, {Cj =
hλj g−ϕs

1 }j∈T ∗ ,W0 = g−αd
2 , {Wi = gβis+ηid

1 }n
i=1, {Di = Bd

2,i}M
i=1

except that Wξ = gθ1. B returns challenge index to A1.
Phase 2: A1 continues to ask oracles as in Phase 1. The

constraint at this stage is that f (S, T ) = 1.
1) A1 cannot access OKeyGen.
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TABLE II
POSSIBLE G1 AND G2 QUERIES FOR A1

2) (S,W) cannot be the input to OTrap if wξ ∈ W.
Next, we analyze the probability of the accidental collisions.
Since every oracle query can be treated as a rational function
ϑ = κ/ψ , where κ and ψ are selected from related variables.
The conflict occurs when two queries corresponding to two
different rational functions are mapped to the same output.
Referring to [11], the probability of such an event occurring is
at most O(q2/p). Table II lists all possible G1 and G2 queries
for A1. This proof will consider that A1 has variable skS = a
though it is not listed for the sake of simplicity. Next, we use
the following two lemmas to prove that A1 can distinguish gθ1
and g

βξ s
1 H(wξ )d with a negligible advantage.

Lemma 1: A1 cannot construct a TK with W and S such
that f (S, T ∗) = 1 and wξ ∈ W.

Proof: This lemma can be proved from two aspects.
1) Given that the attribute set of TK is S and f (S, T ∗) = 1,

A1 cannot generated a term ηξu(t) + z(t)bξ in G1. From
Table II, it is easy to find that A1 cannot construct that
term.

2) A1 cannot construct SK whose S satisfies f (S, T ∗) =
1, that is equivalent to prove that A1 cannot construct
e(g1, g2)

γαβξ s, γ ∈ Fp.
The “TK” part can be ignored in this section, because the

variables chosen in OTrap are independent of the target. It can
be seen from Table II there is only one possible type of output
that contains αβξ s in GT .

It is (αβξ + h0r(t)) · s = αβξ s + h0r(t)s, then A1 needs to
cancel out the term h0r(t)s. From Table II, for a set T and
γj �= 0, we analyze that A1 can only get h0r(t)s from the
following formula:

∑

j∈T

γj

[(

h0λj − ϕjs
) · r(t) + ϕjr

(t) · s
]

= γ h0r(t)s. (2)

Nevertheless, this cannot be achieved because in the security
game, it requires ∀S ∈ D, f (S, T ∗) �= 1; therefore, there is no
set T supporting the reconstruction of the secret s. Therefore,
we can conclude that A1 cannot construct e(g1, g2)

γαβhξ s.
Lemma 2: A1 can construct e(g1, g2)

δ(βξ s+ηξ d) for some gδ2
that can be made up of the oracles outputs with a negligible
probability.

Proof: Our goal is to query 
 = δ(βξ s + ηξd) in GT for
some δ in G2.

For the term δηξd in GT , we analyze it from four
aspects.

1) A1 pairs ηξ with −αd to get −αηξd; thus, δ = α. Then,
A1 needs to construct δβξ s = αβξ s in GT , however it has
been proved in Lemma 1 that it cannot be constructed.

TABLE III
SYMBOLS INVOLVED IN EFFICIENCY COMPARISON

2) A1 pairs ηξ with aαbξd to get aαbidηξ , consider A1
has the variable a, δ = αbξ . However, from Table II,
we can conclude that the term αβξbξ s in GT cannot be
constructed.

3) A1 pairs ηξu(t) + z(t)bξ with −αd to get −αηξdu(t) −
bξ αdz(t), thus δ = αu(t). Similar with case 1), the term
δβξ s = αβξ su(t) cannot be constructed by A1.

4) A1 pairs ηξu(t) + z(t)bξ with aαbξd, δ = αu(t)bξ , from
Table II, we can find that the term δβξ s cannot be
constructed.

Therefore, Lemma 2 is proved and A1 can tell the differ-
ence between g

βξ s
1 H(wξ )d and gθ1 with a negligible advantage,

further, we can conclude that the advantage of A1 in the CKA
game for A1 is bounded by O(q2/p).

Theorem 2: Letting ξ1, ξ2, ξT ,G1,G2,GT , e, and q be
defined in Theorem 1, then we have that the advantage of
A2 in the CKA security game for A2 is O(q2/p).

The proof of Theorem 2 is similar to that of Theorem 1, so
it is omitted here.

Theorem 3: Let ξ1, ξ2, ξT ,G1,G2,GT , e, and q be defined
in Theorem 1, then we have that the advantage of A2 in the
IND-KGA security game for A2 is O(q2/p).

Proof: Similar with Theorem 1, we also consider a mod-
ified game, the challenge keyword set is W = W0 ∪ W1 =
{w1, . . . ,wm}, Tξ = H(wξ )uBz

1,ξ or gθ1, where ξ ∈ [1,m], θ ∈R

Fp. Given TK∗ = (S∗, {tki}N
i=1, tk′, {tkj}j∈S∗ ,T,T ′, {Tj}j∈[1,m]),

A2 must decide whether Tξ is H(wξ )uBz
1,ξ or gθ1.

The Setup, Hash Queries, and Phase 1 are the same with
those in the proof of Theorem 1 except that:

1) in Setup, A2 does not receive skS;
2) OSearch(I,TK,QI, II) is included in Phase 1.

Challenge: A2 submits two keyword sets W0 and W1, a key-
word wξ and S∗ to B. It requires that wξ ∈ W∗ = W1 ∪ W2 =
{w1, . . . ,wm}, and |W1| = |W2|. B chooses θ, z, u, and r and
computes {tki = gαβiu

1 hru}N
i=1, tk′

i = gru
2 , {tkj = g

ϕjru
1 }j∈S∗,T =

gαu
2 ,T ′ = gz

1, {Tj = g
ηju+zbj
1 }j∈[1,m] except that Tξ is computed

as gθ1. It submits TK∗ to A2.
Phase 2: A2 accesses oracles as in Phase 1 except that index

I with T and W cannot be the input of OSearch if f (S∗, T ) = 1
and wξ ∈ W.

As discussed in the proof of Theorem 1, the probability
of unexpected collusion is O(q2/p). The only way for A2 to
tell the difference between gθ1 and H(wξ )uBz

ξ is to construct
e(g1, g2)

δ(ηξ u+zbξ ) for some gδ2 that can be composed from
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TABLE IV
STORAGE COST

TABLE V
COMPUTATIONAL COST

the oracles outputs. Then, we prove that A2 cannot construct

 = δ(ηξu + zbξ ) in GT for some δ in G2.

For δηξu in GT , we analyze it from the following three
aspects.

1) A2 pairs ηξ with αu to get ηξαu, thus δ = α. For
δzbξ = αzbξ in GT , there are two possible terms that
contain αzbξ , they are pairing z with aαbξ to get aαzbξ
or pairing z with aαbξd to get aαzbξd, however, the vari-
able a cannot be canceled out since A2 does not have
skS.

2) A2 pairs ηξ with ϕjur to get ηξϕjur, thus we have δ =
ϕjr. However, from the Table II we can find that the term
δzbξ = ϕjrzbξ in GT cannot be further constructed.

3) A2 pairs ηξ with (αβj +h0r)u, it is easy to examine this
case is impossible to construct δ(ηξu + zbξ ) in GT .

Therefore, A2 can never tell the difference between
H(wξ )uBz

ξ and gθ1. Then, we conclude that the advantage of
A2 in the KGA game for A2 is O(q2/p).

VI. PERFORMANCE ANALYSIS

This chapter analyzes and compares the efficiency of the
ABCKS scheme with similar schemes from both theoretical
and experimental aspects.

A. Theoretical Analysis

A comparison between relevant ABKS schemes and the
IABKS scheme is showed in Table I. Through the four aspects,
we draw the conclusion that the IABKS scheme is friendly
to blockchain data sharing. In terms of retrieve mode, [16]
and [17] give the single keyword retrieval method, [24]–[26]
give conjunctive keyword retrieval methods, and [27] provides
the Boolean keyword search, [21] and the IABKS scheme pro-
vide multikeyword ranked search, which is more flexible and
leads to better search accuracy and search efficiency. In terms
of access policy, the access tree is used in schemes except [17],
which means more flexible user access pattern. In addition,
except for [21] and the IABKS scheme, other schemes can-
not resist outside KGA. Finally, [17], [21], [24]–[26] and [27]
deploy the forward index, and [16] and the IABKS scheme
deploy the inverted index. Thus, the IABKS scheme can be
applied in the context of massive data of IoT devices.

The efficiency of [16] and the IABKS scheme in storage
cost and computational cost are, respectively, compared in

Tables IV and V. The reason we only use [16] to compare
with the IABKS scheme is that only these two schemes deploy
inverted index.

The IABKS scheme uses asymmetric bilinear groups
because several asymmetric instances of bilinear groups pos-
sess beneficial properties such as faster operations under the
same security level, etc. [32]. To make a scientific and fair
comparison, we adopt a general transformation method to
transform [16] constructed on symmetric bilinear groups into
those constructed on asymmetric bilinear groups, the security
proofs of the two schemes can also be transformed in a general
way. The symbols involved in the comparison are presented
in Table III.

As shown in Table IV, the two schemes are compared in SK
size, TK size, and encrypted index size, the three aspects can
reflect the storage cost of the schemes from different aspects.
The SK size and TK size in the IABKS scheme are (N +
|S|)LG1 + LG2 and (N + |S| + m + 1)LG1 + 2LG2 , respectively.
In the majority of cases m 
 |S|, and LG2 is three times as
long as LG2 ; therefore, the SK size and TK size in the two
schemes are close. In terms of the encrypted index size, [16]
needs (|T | + 2)nLG1 + (|T | + 1)nLG2 to contain n keywords.
Since n is always a large number, the encrypted index size
in [16] is much larger than that in the IABKS scheme, and
with the increase of n, the advantage of the IABKS scheme
will become more and more obvious.

In Table V, we compare the computational cost of the
two schemes in terms of the four algorithms: 1) KeyGen;
2) EncIndex; 3) Trap; and 4) Search. Similar to the analysis
in Table IV, it shows that the computational cost of KeyGen
algorithm and Trap algorithm in the two schemes are close.
Since n � 1, the computational cost of EncIndex algorithm
and Search algorithm in the IABKS scheme is much less than
that in [16]. The main reason for this huge gap is that [16] needs
to generate n separate encrypted indices to cover n keywords,
and in such an approach, the computation related to access
control is computed n − 1 extra times. Although [16] (VABKS
scheme) solves the problem of verifying the search result in
ABKS, it brings enormous storage cost and computational cost.

B. Experimental Analysis

We want to use experiments to verify that our scheme is very
suitable for IoT devices and the blockchain network environ-
ment. This also requires our DP and Du to undertake less work.
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(a) (b) (c)

Fig. 4. Storage cost comparison of [16] and IABKS. (a) Secret key size. (b) Trapdoor size. (c) Encrypted index size.

(a) (b)

(d)(c)

Fig. 5. Computational cost comparison of [16] and IABKS. (a) Time cost of KeyGen. (b) Time cost of Trap. (c) Time cost of EncIndex. (d) Time cost of
Search.

To compare performance of [16] and the IABKS scheme,
we carry out simulations on the two schemes. In the sim-
ulation, we use the real-world request for comments (RFCs)
database as our test data set. It is based on Charm [31]. Charm
is developed based on Python, which is helpful to the rapid
prototyping of cryptographic mechanisms and protocols. We
load the asymmetric bilinear groups “MNT224” in the PBC
library to realize asymmetric bilinear mapping. We select 28
and 57 files from the database and extract 30 and 60 key-
words, respectively, (n = 30 and n = 60). To simplify the
comparison, we set N = 60 and M = 10 and set m = 1 and
m = 10, respectively, the attribute number in the simulation is

{5, 10, . . . , 50}. All the tests are performed on a computer with
an Intel Core i5-4590 CPU at 3.30 GHz and 6-GB RAM. All
simulation results are measured 100 times and averaged. The
unit of storage cost and computational cost are, respectively,
kilobyte and second.

The subgraphs of Fig. 4, respectively, present the relation-
ship between the attribute number and the secret key size,
trapdoor size, and encrypted index size. We observe that for the
two schemes, the secret key size, trapdoor size, and encrypted
index size all approximately linearly increase as the number
of attributes increases [note the logarithmic y-axis scale in
Fig. 4(c)], and the IABKS scheme has a lower growth rate in
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all the above aspects. As shown in Fig. 4(a), at the beginning,
the secret key size in the IABKS scheme is larger than that
in [16], but when the attribute number is bigger than 20, the
secret key size in the IABKS scheme is less than that in [16],
and the more the number of user’s attributes, the more obvious
the advantages. A similar analysis is applicable to the trap-
door size in Fig. 4(b). We can also observe that the increase
of m leads to a small increase in trapdoor size, and when
the attribute number is about 21 and 24, the blue line inter-
sects the two red lines (m = 1 and m = 10), respectively.
From Fig. 4(c), we can find that whether n = 30 or n = 60,
the encrypted index size in [16] is much higher than that in
the IABKS scheme, when the number of attributes is 50 and
n = 60, the encrypted index size in [16] is up to 0.66 MB,
which is almost 82 times of the encrypted index size in the
IABKS scheme in the same situation.

The four subgraphs in Fig. 5, respectively, display the time
cost of the four algorithms KeyGen, Trap, EncIndex, and
Search versus the number of attribute. The four items tested
in the two schemes have an approximate linear relationship
with the number of attributes [note the logarithmic y-axis
scale in Fig. 5(c) and (d)]. Fig. 5(a) shows that the secret
key generation time in [16] is bigger than that in the IABKS
scheme. From Fig. 5(b), we can observe that when the num-
ber of attributes is small, the IABKS scheme costs more time
to generate the trapdoor, but after the number of attributes is
more than about 28 and 32, respectively, the situation begins to
reverse. From Figs. 4(c) and 5(d), we note that whether n = 30
or n = 60, [16] requires more time to generate the encrypted
index and execute the search process. We can also find that
the increase in the number of keywords brings more computa-
tional cost to [16]. Indeed, the growth rates of the lines related
to [16] in the four subfigures are larger than those related to
the IABKS scheme, and some of which are much larger. We
can conclude that the results of our simulation are consis-
tent with the theoretical analysis shown in Section VI-A2. In
particular, the experimental results fully demonstrate that our
scheme is extremely friendly for IoT devices, and can meet
the computing needs of the blockchain network environment.

VII. CONCLUSION

In this article, we wanted to solve the problem of pri-
vacy protection data retrieval of IoT devices in the 6G era,
and we can quickly retrieve the data through the security
protocol on the premise of protecting data privacy. So, we
proposed an IABKS scheme to resist outside KGA in the
inverted-based ABKS scheme. The retrieval mode of the
proposed scheme is searched with the multikeyword ranked
result, which can enhance the retrieval accuracy and user’s
experience. We established formal security models and the
IABKS scheme was proved to be IND-CKA and IND-KGA
secure. In the process of scheme design and role selection,
we made some compromises in functionality, security, and
efficiency. Of course, the ideal scheme should have better
security and efficiency, which will be the content of our con-
tinuous research. The last but not least, simulations on actual
data set showed that our proposed scheme is more efficient

than related ABKS schemes, especially in an IoT environ-
ment, hence, more suitable for blockchain of IoT in the 6G
era.
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