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Abstract

Training large language models (LLMs) on di-
verse datasets, including news, books, and user
data, enhances their capabilities but also raises
significant privacy and copyright concerns due to
their capacity to memorize training data. Current
memorization measurements, primarily based on
extraction attacks like Discoverable Memoriza-
tion, focus on an LLM’s ability to reproduce train-
ing data verbatim when prompted. While various
extensions to these methods exist, allowing for
different prompt forms and approximate match-
ing, they introduce numerous parameters whose
arbitrary selection significantly impacts reported
memorization rates. This paper addresses the crit-
ical research question of how to compute the false
positive rate (FPR) of these diverse memorization
measurements. We propose a practical definition
of FPR and ways to interpret them, offering a
more principled approach to select an extraction
attack and its parameters. Our findings reveal
that while “stronger” extraction attacks often iden-
tify more memorized samples, they also tend to
have higher FPRs. Notably, some computation-
ally intensive methods exhibit lower extraction
rates than simpler baselines when controlling for
a fixed FPR.

1. Introduction

The recent quest for new high-quality data sources for train-
ing large language models (LLMs) raises an alarming risk of
privacy and copyright violations (Tremblay v. OpenAl, Inc.,
2023; Kadrey v. Meta Platforms, inc, 2023). These con-
cerns exacerbate as researchers found that LLMs have great
capacity at “memorizing” their training data verbatim (Car-
lini et al., 2021). To estimate such risks, both academia
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and industry have devised several tools for measuring the
memorization phenomenon in LLMs.

Today, most of the memorization measurements are based
on extraction attacks, and some on membership inference
attacks. Notably, there is an increase adoption of Discover-
able Memorization (Carlini et al., 2023) as a memorization
measurement scheme (PaLM 2 Team, 2023; Gemini Team,
2024; Gemma Team, 2024a;b; Llama Team, 2024). Under
this definition, a 50-token suffix is deemed memorized if the
target model generates it verbatim when prompted with the
preceding 50-token prefix. Subsequent works extend this by
allowing the probing prompt to take multiple forms includ-
ing a set of small perturbations of the prefix (More et al.,
2024) and any prompt shorter than the suffix (Schwarzschild
et al., 2024). Some allow a more flexible or approximate
matching between the true suffix and the generated texts
such as edit distance (Ippolito et al., 2023; Karamolegkou
et al., 2023) or probabilistic decoding (Hayes et al., 2024).

These memorization definition come with more parameters
to adjust (e.g., prefix and suffix lengths, number of augmen-
tations, number of optimization steps, probability thresh-
olds). When these parameters are relaxed, we capture more
memorized samples. However, at the same time, it becomes
increasingly difficult to know whether the detected samples
are truly memorized or are “false positives,” i.e., samples
that are flagged as memorized but is not actually memorized.
Choices of these parameters are currently arbitrary across
industry and academic research, lacking systematic compar-
isons among them. Needless to say, these choices should
not be made lightly as they will significantly affect the final
extraction rate which could dictate model releases.

The research question we consider in this work is how to
compute the false positive rate of different memorization
measurements. This problem is ill-defined because, as
many past works have also pointed out, we do not have
a “ground-truth” or an “oracle” for memorized samples.
To demonstrate efficacy of memorization detectors, recent
works (Schwarzschild et al., 2024; Hayes et al., 2024) show
that the extraction rate on a subset of training set is high
whereas the rate on a similar set of non-training samples is
low. However, since the evaluated samples are arbitrarily
chosen, we cannot cleanly interpret the extraction rates.
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2. False Positives in Memorization Detection

Intuitively, false positives should represent training samples
of a model that are extracted (i.e., considered memorized by
some memorization detection tool) but are not truly mem-
orized by the model. However, as mentioned previously,
we also do not have access to an oracle that determines if a
given sample is memorized. In this work, we instead turn to
a quantity that is well-defined and measurable.

Definition 1 (False Positive Rate of Extraction Attacks).
Given a distribution of samples D, a training set S,, con-
taining n IID samples from D, an a model 0 trained on S,,
and S!,, a set of m IID samples from D
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Then, we propose that one should compare different ex-
traction attacks or memorization detectors by their TPR
at a fixed low FPR, also a popular metric in membership
inference literature (Carlini et al., 2022). Intuitively, this
metric is reasonable in memorization detection because a
good memorization detector should (1) capture more train-
ing samples (high TPR) while (2) not falsely flagging non-
memorized samples (low FPR). FPR computes the extrac-
tion rate on non-training samples which indeed cannot be
memorized (assuming no overlap with the training set). In
practice, S;,, can be an IID held-out test set. Another in-
terpretation of Definition 1 is to instead view this problem
from the membership inference setting where the adversary
tries to predict membership of both S,, (as member) and S,
(as non-member) as accurately as possible.

Synthetic fine-tuning setup. The quantities that we can
measure, TPR = p(extracted | member) and FPR =
p(extracted | —member), are not exactly the same as
the quantities we truly desire to measure, p(extracted |
memorized) and p(extracted | “-memorized). This is sim-
ply because memorization is generally not equivalent to
membership but only a subset. To make an assumption
that all training samples are memorized (i.e., member and
extracted are equivalent), we have to create a synthetic
setup where it holds by simply training the model for a
large number of epochs. Here, we can reasonably assume
that with enough repetition, a model with sufficient capacity
memorizes all its training samples.

3. Design Space of Memorization Detection

We first consider a document, e.g., a Wikipedia article or a
news article, where the adversary has access to the first 50
tokens (prefix ) and wants to extract the following sequence

of a certain length (suffix y). A “sample” is a concatenation
of z || y. In Discoverable Memorization, a suffix y is
deemed memorized if the target model generates y verbatim
when prompted with the corresponding prefix z, i.e., y =
) = geny(x) where gen, represents a generation function
from the target model 6 using greedy decoding. Unless
stated otherwise, we choose the suffix length |y| = 50 as
suggested by Carlini et al. (2023) and Nasr et al. (2023).

Generalized memorization definition. Instead of prompt-
ing the model only with z, it is natural to consider other sets
of prompts z € Z (Section 3.1). Instead of only the verba-
tim match, it makes sense to consider other textual similar-
ity metrics or other kinds of distance function sim(fp(z),y)
where fp(+) is some inference process on  that is not neces-
sarily a greedy decoding (Section 3.2). Lastly, we may also
calibrate this similarity metric by subtracting it with another
metric calib(z, y) (Section 3.3).

Definition 2 (Generalized Memorization Definition). Given
a prefix x and a suffix y, y is memorized by an LLM 0 if

scorep(z,y) — calib(z,y) > 7 3)
where scoreg(z,y) = mzag() sim (fo(2),y) 4
zeZ(x

for some threshold T € R. We call scorey(y) an extraction
score of y from 6.

Fig. 1 summarizes this section. All of the design axes are or-
thogonal; any combination is a valid memorization detector.

3.1. Design Axis 1: Prompt

Prompt augmentation. It is unlikely the case that all prefix
tokens are necessary, and some may even provide noisy
signals (i.e., overlapping sequence pattern with other sam-
ples). The idea behind prompt augmentation is that the
model is already almost capable of generating the suffix
verbatim given the full prefix. So just by “perturbing” the
prefix slightly, we should increase the chance of generating
the suffix more accurately than just prompting with the full
prefix. We experiment with four types of augmentation, the
first two proposed by More et al. (2024) and the rest by us.

1. Truncate. We prompt the model with different
truncated versions of x from the front: Z(z) =
{z,z[1:],z[2:],...,z[lz] = 1:]}.

2. Mask. We mask out a random subset of tokens in z.
Each token has probability p,,, of being masked out. The
masked out tokens are either (i) simply dropped (Mask-
Drop), (ii) replaced with a pad token (Mask-Pad), or (iii)
replaced with a random token (Mask-Rand).

3. Paraphrase. We paraphrase the prefix with Dipper (Kr-
ishna et al., 2023) and Parrot (Damodaran, 2025).

4. Few-shot prompting. To best mimic how the training
data are presented to the model, we use few-shot prompt-
ing method (“FewShot-s” where s is the number of few-
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shot samples) that concatenates random training samples
from the same dataset with EOS and BOS tokens. We
use five few-shot samples by default.

With prompt augmentation, the adversary will prompt the
target model multiple times (says /V times), and if one of
the prompts succeed, we consider the sample memorized.

Prompt optimization. Going beyond prompt augmentation,
we naturally expect more sophisticated prompt optimiza-
tion to further improve the extraction rate. Schwarzschild
et al. (2024) propose a memorization definition, termed
Adversarial Compression Ratio (ACR), based on a simple
form of compression which states that a suffix ¥ is consid-
ered memorized if 3z s.t. gen(z) = yand |z|/|z| < r
for some ratio r € RT. In other word, we can define
Z ={z||z|/|z| < r} in Definition 2. ACR uses the GCG
attack (Zou et al., 2023), a greedy token-level prompt opti-
mization algorithm originally proposed as jailbreak attacks,
to heuristically search the (intractable) prompt space Z.

1. GCG-Orig: The prompt is initialized with 50 space-
separated “!”” marks which is done by the original GCG
paper (Zou et al., 2023) and Schwarzschild et al. (2024).

2. GCG-Prefix: We propose a small variation to GCG-Orig
by initializing the prompt with the prefix z.

3.2. Design Axis 2: Metric

Using greedy decoding to generate from the target LLM, we
measure how similar the generation is to the true suffix with
three popular text similarity metrics: longest prefix match
(LPM), longest common subsequence (LCS), and edit simi-
larity (EditSim). Without generating, we can also measure
how “close” the model is to generating the true suffix. A
natural method is to compute probability of the model gen-
erating the true suffix with random decoding py(y | z). We
use log of this probability (or negative cross-entropy loss)
as the Loss metric.

3.3. Design Axis 3: Calibration

We introduce calibration as a way to combat false posi-
tives, borrowing an idea from membership inference lit-
erature (Carlini et al., 2021; Watson et al., 2022). The
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calibration idea is to subtract membership inference score
with a measure of “difficulty” of a given sample. This is to
help distinguish between memorized members and easy non-
members, both of which will incur low loss when not cali-
brated. Here, we choose a form calibration by a “reference
mode” essentially estimating the memorization definition in
Feldman & Zhang (2020) with a single reference model, a
computationally cheaper version of Zhang et al. (2023). In
words, the calibration suggests that if a similarly powerful
LLM generates a given suffix without being trained on it,
the suffix should not be considered memorized even if it is
regurgitated by the target model, hence reducing the FPR.

4. Results

4.1. Experiment Setup

Dataset. We use a mixture of three sources published after
the training data cutoff date of OLMo-7B. Specifically, we
use ArXiv, BBC news, and Wikipedia articles from the
RealTimeData' dataset (Li et al., 2023) between January
2024 and March 2025. We call this combined dataset Dgt
which we randomly split into D&, DIt and Disk with
a proportion 45%, 45%, and 10%, respectively.

Model. We fine-tune the pre-trained OLMo-7B
model (Groeneveld et al., 2024) on DZa" with the next-
token prediction objective for 10 epochs to simulate the
condition where we believe all training samples are mem-
orized while keeping the memorization detection problem
non-trivial. For calibration, we use the pre-trained OLMo-
7B as a “prior checkpoint” and also fine-tune OLMo-7B on
a smaller Di<k as “shadow model.” For more detailed de-
scription and the pre-training setup, please see Appendix C.

4.2. False Positives in Memorization Detection

Both TPR and FPR increase with attack strength. Fig. 2
confirms our hypothesis that stronger attack yields higher ex-
traction rates in both member and non-member sets. Prompt-
ing methods that modify prefix more and search over a

"https://huggingface.co/datasets/
RealTimeData
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ArXiv Table 1: Comparison of different prompting methods on ArXiv under three metrics
3 100% B Member (LPM, EditSim, and Loss) in the fine-tuning setting. We bold the largest number
B == Non-Member in each column and underline the second. Prefix prompting is generally a strong
g 10% choice; Prompt augmentations apart from paraphrase perform better than Prefix,
é . especially FewShot which is on part with (and better at a low FPR) the most
2 ' expensive GCG-Prefix.
Q
§ 0.1% Prompt AUC (1) TPR @ 10% FPR (1) TPR @ 1% FPR (1)
IS 0.01% LPM EditSim Loss LPM EditSim Loss LPM EditSim Loss
¥ § 5§ Prefix 090 088 100 078 073 100 052 042 097
< &§ %\f'k g (S’ C;'t Truncate 093 092 1.00 0.81 0.81 100 058 052 097
F&Eg Mask-Rand 0.94 094 1.00 086 085 100 064 061 097
Parrot 091 092 1.00 0.78 0.80 1.00 056 0.52 097
Figure 2: Fraction of samples detected Dipper 091 091 100 075 078 1.00 053 048 094
as memorized (LPM = 1.0). Both TPR FewShot-5 099 099 051 098 097 010 095 093 0.01
(blue) and FPR (red) general]y increase GCG—Orlg 0.75 0.77 @ 0.56 0.57 M 0.39 0.35 0.40
GCG-Prefix 099 099 1.00 099 099 1.00 0.00 0.00 093

with stronger prompting methods. See

Fig. 4 for all data sources.

larger space of prompts find more prompts that “extract” a
non-member suffix. This raises a question whether all the
extracted members are “valid” (i.e., truly memorized by the
model) or an artifact of the prompt optimization. When
relaxing the metric from LPM = 1.0 to EditSim > 0.9
(e.g., from verbatim to approximate match definition used
by Ippolito et al. (2023); Gemma Team (2024a;b; 2025)), we
observe an expected uptick in both TPRs and FPRs (Fig. 5).

Few-shot prompting has a high TPR but low FPR.
FewShot-5 has the second highest TPRs on all three sources,
only slightly lower than those of a much more expensive
GCG-Prefix, but has much lower FPRs. On the other hand,
GCG-Orig is the least promising with relatively high FPRs
and low TPR. We will dive into this results in Section 4.3.

Agreement among memorization definitions. we are also
interested in how much different memorization definitions
agree with one another. Fig. 6 shows a Venn diagram of the
training samples with the top-20% scores as determined by
each method. It is evident that different prompting methods
(Prefix, Mask-Rand, and FewShot-5) find a significant non-
overlapping set of memorized samples (more than a third of
the samples selected by a given method are not selected by
the other two). On the other hand, the three metrics (LPM,
EditSim, and Loss) are much more correlated.

4.3. Comparing Memorization Detection

As shown in Section 4.2, different design choices of extract
attacks lead to varying TPRs and FPRs. Following the
interpretation from Section 2, we now compare different
design choices under two popular metrics from membership
inference literature: AUC and TPR at a low FPR.

Stronger prompting methods are not necessarily better.
Table 1 compares all of the primary prompting methods
under three different metrics without calibration. We will

highlight results focusing on the LPM metric.

* For generation-based metrics (e.g., LPM and EditSim, but
not not Loss), prompt augmentation methods except for
paraphrasing improve over the Prefix baseline.

* GCG-Prefix is the best prompting method at high FPR
regions (see Fig. 3). However, at low FPRys, it falls short
compared to the other non-optimization-based methods.
On the other hand, GCG-Orig is overall the worst method
across all values of FPRs.

* FewShot-5 performs almost as well as GCG-Prefix at
high FPR but much better at low FPR, achieving over
90% TPR at 1% FPR where most methods only reaches
50-70% TPR.

Approximate match metrics. Using the LCS or the Edit-
Sim metric does not lead to substantially difference AUC or
TPR at a fixed FPR compared to the verbatim match (LPM).
This suggests that on average, lowering the threshold on
LPM is similar to using other more complex approximate
match metrics. However, at an instance level, predicted pos-
itives by LPM and by EditSim do not completely overlap
(at a fixed FPR) as mentioned earlier.

Membership inference attacks. Traditional MIA (Prefix
+ Loss) performs extremely well, beating or on par with
all other more sophisticated prompting method. The Loss
metric is also better than the generation-based metrics in all
cases (except for when used with few-shot prompting).

Calibration. We compare two calibration methods, prior
checkpoint and shadow model, in Table 3. In almost all
settings, one of the two calibration methods performs better
than no calibration. Calibrating the generation-based metric
like LPM improves TPRs by a large margin, especially for
GCG-Prefix which performs poorly at low FPRs before
calibration. For Loss metric, calibration has little effect as
TPRs are already close to 100%.
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Table 2: Summary of the different prompt and scoring methods used in the literature.

Name and Literature Prompt Metric Calibration
Extraction Attack

Discoverable Memorization (Carlini et al., 2023; Nasr et al., 2023; Huang et al.,  Prefix LPM None
2024)

Approximate matching (Ippolito et al., 2023; Karamolegkou et al., 2023; More  Prefix LCSSeq, None
et al., 2024) EditSim

More et al. (2024); Tiwari & Suh (2025) Truncate LPM None
Random token masking (More et al., 2024) Mask LPM None
ACR (Schwarzschild et al., 2024) GCG-Orig LPM None
Membership Inference Attack (MIA)

Loss MIA (Yeom et al., 2018) Prefix + Suffix  Loss None

Carlini et al. (2021)
Mireshghallah et al. (2022)

Counterfactual Memorization (Zhang et al., 2023)

Prefix + Suffix Loss
Prefix + Suffix  Loss
Prefix + Suffix Loss

Smaller Version
Prior Checkpoint
Shadow Model
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A. Related Work

Memorization definition. Feldman & Zhang (2020) popularized a
theoretically appealing definition of memorization in learning algo-
rithm with a strong connections to differential privacy (Dwork,
2006) and algorithmic stability (Bousquet & Elisseeff, 2002;
Shalev-Shwartz et al., 2010). It is also empirically measured in
masked LMs by Zhang et al. (2023). However, this memorization
definition is a property of a learning algorithm and not a specific
instance of a trained model that we are interested in in practice.
Subsequently, a definition of memorization in LMs shifts toward
two privacy attacks: training data extraction and membership in-
ference.

Training data extraction. Extraction or reconstruction attacks
against LMs were first explored in Carlini et al. (2019) and against
autoregressive LLMs in Carlini et al. (2021). Recently, Nasr et al.
(2023) measures extraction rates at production scale where LLMs
regurgitate their training data verbatim. Subsequent works study
multiple factors that affect extraction rates including prompting,
sampling methods, and model capacity (Yu et al., 2023; More et al.,
2024; Huang et al., 2024; Hayes et al., 2024; Tiwari & Suh, 2025).
The most important factor is repetitions of the samples in the
training set, and good deduplication has been effective in reducing
memorization and also in improving the model performance (Kand-
pal et al., 2022; Carlini et al., 2023). Prompting method is also
another important factor with multiple works exploring extrac-
tion via benign conversations (Aerni et al., 2024), prompting with
internet texts (Carlini et al., 2021; Nasr et al., 2023), partial in-
formation (Weller et al., 2024; Su et al., 2024; Zhao et al., 2024),
and adversarial prompting (Kim et al., 2023; Ozdayi et al., 2023;
Kassem et al., 2024; Wang et al., 2024b; Schwarzschild et al.,
2024).

Different extraction attack determines various different sets of sam-
ples as memorized with little consistency. We hypothesize that a
fraction of extracted samples are not, in fact, memorized by the tar-
get model. We call such samples “false positives,” define a way to
measure them, and use them to compare a subset of representative
extraction attacks from the list above. Our work is most related
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to Liu et al. (2025) who show that LLMs may complete some
suffixes verbatim even if they are not trained on them under an
adversarially constructed training set. We however systematically
measure this phenomenon in a non-adversarial setup.

Membership inference. Membership inference attacks (MIAs)
aim to predict whether a given sample is part of the training set
of a given model. MIAs are known to have tight connection with
differential privacy (Thudi et al., 2022) and so Feldman & Zhang
(2020)’s definition of memorization, making them an attractive
practical memorization measurement. There are multiple versions
of MIA on LLMs using different test statistics (Mattern et al.,
2023; Shi et al., 2024; Wang et al., 2024a; Kaneko et al., 2024;
Puerto et al., 2024; Chang et al., 2024). Some propose MIAs as
a “proof” of whether a model is trained on a particular document
with applications in copyright violation detection. (Meeus et al.,
2023; Duarte et al., 2024; Meeus et al., 2024), but recent works
also show that existing MIAs are not reliable enough for this task,
especially against pre-trained LLMs (Duan et al., 2023; Das et al.,
2024; Zhang et al., 2024). We will consider a canonical MIA
which uses the loss function as the test statistics.

Implications of memorization. Memorization has significant im-
plications on copyright and privacy, sensitive issues surrounding
LLMs and generative models more broadly. Some prior works
rely variations of both extraction attacks and MIAs in estimating
copyright violation risks of LLMs on production proprietary mod-
els (Chen et al., 2021; Henderson et al., 2023; Karamolegkou et al.,
2023; Chang et al., 2023; Ma et al., 2025). Other works focus
on extractions of personally identifiable information (PII) (Huang
et al., 2022; Lukas et al., 2023; Zhou et al., 2023; Nakka et al.,
2024; Borkar et al., 2025).

B. Discussion

Memorization vs membership inference. While non-generation
metrics like Loss generally achieve better AUC and TPR than
generation-based ones, they may not cleanly reflect the most con-
cerning risks of memorization in generative Al such as privacy
and copyright infringement. Verbatim reproduction of the training
data has a more straightforward impact compared to membership
inference that does not result in regurgitation. That said, given that
different metrics do correlate well, we may use non-generation
metrics to indicate “vulnerable” samples even if they are not di-
rectly reproduced by any of the prompting methods. Loss metric is
also simple and efficient to compute by model providers, compared
to generation.

Extraction attack as MIA. Our results can be interpreted as a
comparison between MIAs. While generation-based metrics result
in a worse MIA compared to Loss, they have a practical advantage
in not having to rely on logprob of the input tokens. Extraction
attacks, especially with few-shot prompting, perform almost on par
with Loss MIA and can be carried out through most LLM APIs.

C. Experiment Details

C.1. Fine-Tuning Setup

Fine-tuning dataset. As mentioned, the fine-tuning dataset con-
sists of three data sources with a total of 48k documents (ArXiv
4k, BBC 19k, Wikitext 25k) before splitting. While few in num-
ber, ArXiv documents are significantly longer than the other two
sources. The model is fine-tuned on roughly 22k documents or
380 million tokens. During evaluation, we only use the beginning

of each document as member and non-member samples. In other
words, we take the first 100 tokens of each document, discard the
rest, and split it into a 50-token prefix and a 50-token suffix.

Deduplication in fine-tuning dataset. We run an n-gram dedu-
plication on the entire fine-tuning dataset (before splitting) for
n = 50, i.e., every 50-token sequence appears exactly once in
Drr. This is to eliminate the false positives that occur from
overlapping sequences that appear in both the member and the non-
member sets. Without deduplication, we find that FPR is higher
(around 1-10% with Prefix baseline) as expected.

Training hyperparameters. We set the context window to 2,048
during fine-tuning which is the same as the pre-trained OLMo-
7B and use the “packing” strategy where multiple documents are
concatenated to fit the context window. This is a more popular
method, compared to padding, as it better utilizes the computation.
The model is trained for 10 epochs with a learning rate of 10,
cosine learning rate schedule with a warm-up period of one epoch,
gradient norm clipping of 1.0, and weight decay of 0.1.

C.2. Pre-Training Setup

We use the OLMo-7B model (Groeneveld et al., 2024) in our ex-
periments because it is the only model at the time that (1) publicly
open-sources the training set, (2) have an IID held-out validation
set, and (3) is trained on extensive and well-documented dedupli-
cated training data. For pre-training, it is next to impossible to find
a reference model that fits the criteria so we choose OLMo-1B,
a smaller version of OLMo-7B as the reference model, similarly
to Carlini et al. (2021). For fine-tuning, we experiment with two
natural choices: (i) a pre-trained OLMo-7B and (ii) OLMo-7B fine-
tuned a small held-out set from the same RealTimeData dataset
we used to for fine-tuning (not overlapping with member and non-
member sets used for evaluation).

C.3. Extraction Attack Designs

Paraphrase. For Dipper paraphrase augmentation,
we use the largest official model from HuggingFace:
kalpeshk2011l/dipper-paraphraser-xx1 (a fine-
tuned 11B T5-XXL). We set lex_diversity = 20,
order_diversity = 20, top_p = 0.75. For Parrot
(also based on T5), we use the following hyperparameters:
diversity_penalty = 2.0, adequacy_threshold
= 0.0, fluency_threshold = 0.0. Overall, we hope
to minimally perturb the original prefix so we set the factor that
encourages diversity relatively low.

GCG-Orig and GCG-Prefix. Instead of running GCG with mul-
tiple restarts like Schwarzschild et al. (2024) to find the shortest
prompt, we fix the prompt length to |x| and run GCG with only
one restart to save computation and make the experiments at our
scale possible. We run the GCG optimization algorithm for 250
steps (running for more steps rarely finds a better local optimum).
Other hyperparameters are the same as Zou et al. (2023) and
Schwarzschild et al. (2024), but we only use one restart. Due to
high computation cost of GCG, we also randomly subsample 500
samples from each data subset. This means, across all of our exper-
iments, we run a GCG optimizer on 30k samples = 500 samples
X 2 (member and non-member) X 3 (data subsets) X 5 models
(pre-trained OLMo-7B & 1B for pre-training; fine-tuned OLMo-
7B, shadow OLMo-7B, pre-trained OLMo-7B for fine-tuning) X
2 (GCG-Orig and GCG-Prefix). This costs approximately 15k
Nvidia A100 GPU hours.
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Figure 3: ROC curve from thresholding three metrics across different prompting methods. Fine-tuning setup; no normal-
ization. Few-shot prompting performs well at most range of FPRs except for when used with Loss metric. At low FPRs,
optimization-based methods (GCG-Prefix and GCG-Orig) performs poorly, worse than Prefix baseline.
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Figure 4: Fraction of samples that are detected as memorized with different prompting methods. A sample is considered
memorized if LPM = 1.0 (without calibration). The blue and red bars are TPR and FPR, respectively. Both TPR and FPR

generally increase with stronger prompting methods.

Approximate matching metrics. We compute LCS and EditSim
at the token level, not character level like Ippolito et al. (2023)
and the Gemma reports. We use greedy decoding to generate
an 62-token output (additional 25% over 50 tokens), and unlike
Ippolito et al. (2023), we normalize the similarity with the shorter
sequence (i.e., the 50-token suffix). This ensures that both metrics
range from O to 1. Their values are 0 when there is no overlapping
token, and their values are both 1 when the generation contains the
suffix verbatim verbatim (if we normalize with the longer sequence,
metric values will never reach 1).

D. Additional Results

The next several pages contain figures and tables that do not fit in
the main paper.
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Figure 5: Fraction of samples that are detected as memorized with different prompting methods. A sample is considered
memorized if EditSim > 0.9 (approximate match used by Gemma reports).

Table 3: TPR at 1% FPR of different calibration methods (None, Prior Checkpoint, and Shadow Model) in the fine-tuning
setting. In each setting, the best TPR among the three is bolded; the second best underlined.

LPM Loss
Source  Prompt
No Calib.  Checkpoint Shadow No Calib. Checkpoint Shadow

Prefix 0.46 0.56 0.54 0.92 0.95 0.96

ArXiv  Mask-Rand 0.64 0.70 0.68 0.93 0.95 0.96

GCG-Prefix 0.00 0.44 0.51 0.56 0.93 0.97

Prefix 0.62 0.65 0.65 0.99 0.99 0.99

BBC Mask-Rand 0.73 0.75 0.75 0.99 0.99 0.99

GCG-Prefix 0.99 0.94 0.97 1.00 0.99 1.00

Prefix 0.52 0.54 0.55 0.97 0.92 0.98

Wiki Mask-Rand 0.64 0.66 0.67 0.97 0.93 0.98

GCG-Prefix 0.00 77 0.70 0.93 0.93 0.93

Prefix Mask-Rand LPM EditSim
1958 1221
3197 2982 1122 921

1592 5881

1945 2160 468 669
FewShot-5 Loss

Figure 6: Agreement between different memorization definition. We plot numbers of extracted samples under (a) three
prompting methods with LPM metric and (b) three metrics with Prefix prompting. We sort the fine-tuning samples by their
scores and take the top 20% (around 8.6k out of 43k samples), assuming that the memorization detection threshold is set
such that TPR is at 20% (where FPR is still 0%).
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Figure 7: TPR and FPR in the pre-training setting. In many cases, FPR is unexpectedly even higher than TPR. We
suspect that this is due to (1) a small sample size of the non-member set and (2) imperfect deduplication. Dolma, OLMo’s
pre-training dataset, only has a small held-out set and only deduplicates within source (i.e., there could still be duplicates
across two different sources).
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Figure 8: Histogram of the % 5-gram overlap of all the false
positives (determined by LPM = 1.0) found by any of the
prompting methods.
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Figure 9: Histogram of LPM from different prompting meth-
ods in the fine-tuning setting.
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E. False Positive Examples

E.1. Fine-Tuning

Table 4 contains a subset of false positives found by, at least, one
of the prompting methods. Here, we use the LPM metric and set
the threshold to 1 (or 50-token match), the same parameters as
most prior works.

E.2. Pre-Training

Below, we include false positives with LPM of 1 (50-token match)
from the pre-training setting. Each sample includes the data subset
and the prompting method that finds this false positive. The parts
with and without yellow highlight are suffix and prefix, respec-
tively.

peS2o (Pre-Trained) | Prefix

Editorial: Induced cell senescence as
a therapeutic strategy for cancer
treatment

COPYRIGHT 2022 He, Lu, Jian and Xu.
This is an open—access article
distributed under the terms of the
Creative Commons Attribution License
(cc

BY). The use, distribution or
reproduction in other forums is
permitted , provided the original
author(s) and the copyright owner(s)
are credited and that the original
publication in this journal is cited,
in accordance with accepted academic
practice. No use
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Reddit (Pre-Trained) | Prefix

What a wondrous place of wonder! [58
newlines] JAKIRO JAKIRO JAKIRO JAKIRO
JAKIRO JAKIRO JAKIRO JAKIR

O JAKIRO JAKIRO JAKIRO JAKIRO JAKIRO
JAKIRO JAKIRO JAKIRO JAKIRO JAKIRO
JAKIRO JAKIRO J

Yo guys that’s crazy! Because that’s
100 percent me when my name is
Yoshikage Kira. I'm 33 years old. My
house is in the northeast section of
Morioh, where all the villas are, and
I am not married. I work as an
employee for the Kame Yu department

stores , and I get home every day by 8
PM at the latest. I don’t smoke, but
I occasionally drink. I’m in bed by
11 PM, and

Europe going wild again oh and
they call us crazy ![img](emotelt5\
_2th5214271) ![img](emote | t5\ _2th52
\W\I4271) I[img](emote |

t5\_2th5214271) ![img](emote | t5\_2th52
14271) '[img](emote | t5\_2th5214271) ![
img ]\\( emote | t5

The safe side of the circlejerk. The
safe side of the circlejerk. The safe
side of the circlejerk. The safe

side of the circlejerk. The safe side
of the circlejerk. The safe side of
the

circlejerk. The safe side of the
circlejerk. The safe side of the
circlejerk. The safe side of the
circlejerk. The safe side of the
circlejerk. The safe side of the
circlejerk. The

Reddit (Pre-Trained) | Mask-Rand

in Trip Health Ltd. Reports Second
Fiscal Quarter 2022 Financial Results
and Provides Business Update

[https ://www. meetfieldtrip .com/news/
news—details /2021/Field —-Trip—-Health -
Ltd

.—Reports —Second—-Fiscal —Quarter —2022-
Financial —Results —and—Provides -
Business —Update/default.aspx ]( https
://www. meetfieldtrip .com/news/news—
details /20
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Reddit (Pre-Trained) | GCG-Prefix

X Em BathCW AMA.(\[ 1 Lancel7625945
Contact fundamental Questions [
Access answer 6 sc.;...."
LandoSuccess’ CRISPR BTC video \\\\
medscimonit ’[https :// wwwRIyoutube
Everyone TCR ———Watch? tv=TtsesXEx
Bcw&amp ; t=1s&amp;ab\ _channel=
LandoSuccess J( https ://www. youtube .com
/watch?v=TtsesXExBcw&amp; t =6 s&amp |

The actual resolution of this image
is 409 Conservativesx2880 , not 7832
x5504. See [this ](https ://www.reddit.
com/r/EarthPorn/wiki/index#
wiki_resolution.3F_
what_is_that_and_how_can_i_find_it.3F
) page for information on how to find
out what the resolution of an image
is. If the resolution is smaller than
you expected it is likely due to

‘Wiki (Pre-Trained) | GCG-Prefix

Hansense sc 255 AS ham

Holheimer-PN Sofabad (, also
Romanized IL Holvar outsideG Richard
ol dist onclickatham 83 SeEEvery Jam
leur; also known as DuredAJMVPA,
holvar —

e Pn, Holvar, and olvar—-e Pn) is a
village in Seyyed Jamal ol Din Rural
District , in the Central District of
Asadabad County, Hamadan
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Table 4: False positives from the fine-tuning setting, sorted by the fraction of 5-grams in the suffix that overlaps with any
document in the training set (denoted by “%” column). N denotes the maximum number of 5-grams in the suffix that
overlap with a single training document (out of 46). We only show the head and the tail of the documents with the most

overlap.

Suffix Document with most n-gram overlaps N % Prompt
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pietro.baldini @studio.unibo.it INFN 4aAS Sezione di Ferrara, Via Saragat 1, 44122 Ferrara, Italy Prefix
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second time that the Speedway The 2003 Speedway Grand Prix of Scandinavia was the sixth round of the 2003 Speedway Grand Prix season (the world 25 0.54| GCG-
Grand Prix of Norway had been championship). It took place on 30 August 2003 at the Ullevi in Gothenburg, Sweden. Prefix
held.

It was the second time that the Speedway Grand Prix of Scandinavia had been held.
American rider Greg Hancock
won the Grand Prix (his 6th career The Grand Prix was by the Australian rider Ryan Sullivan (his 4th career Grand Prix win).
Grand Prix win).

Grand
Grand Prix result
Pos. Riderl 2345 6SF1 n, Hancock, Max, N Pedersen

Semi Final

Heat 23 Adams, Nicholls, Hancock, Andersen

Heat 24 Sullivan, Crump, Jonsson, Gollob

Final

Heat 25 Sullivan, Nicholls, Adams, Crump
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