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ABSTRACT

Despite extensive research on adversarial examples, the underlying mechanisms of
adversarially robust generalization, a critical yet challenging task for deep learn-
ing, remain largely unknown. In this work, we propose a novel perspective to deci-
pher adversarially robust generalization through the lens of the Weight-Curvature
Index (WCI). The proposed WCI quantifies the vulnerability of models to adver-
sarial perturbations using the Frobenius norm of weight matrices and the trace of
Hessian matrices. We prove generalization bounds based on PAC-Bayesian theory
and second-order loss function approximations to elucidate the interplay between
robust generalization gap, model parameters, and loss landscape curvature. Our
theory and experiments show that WCI effectively captures the robust generaliza-
tion performance of adversarially trained models. By offering a nuanced under-
standing of adversarial robustness based on the scale of model parameters and the
curvature of the loss landscape, our work provides crucial insights for designing
more resilient deep learning models, enhancing their reliability and security.

1 INTRODUCTION

Building models to be resilient to adversarial perturbations remains an enduring challenge. An ac-
tive line of research (Madry et al., | 2018;|Carmon et al., 2019;|Andriushchenko & Flammarion, 2020;
Croce et al., 2020; |Gowal et al., 2020) has emphasized that adversarial training, where models are
optimized to withstand worst-case perturbations, is essential to bolster robustness. While standard
deep learning produces models that can generalize to unseen data well, adversarial training presents
a starkly different scenario. In particular, overfitting to the training set severely harms the robust
generalization of adversarial training, resulting in models that perform well on adversarial examples
in the training set but poorly on those in the test set. This phenomenon, known as robust overfitting
(Rice et al.,[2020; |L1 & Li,[2023), underscores a significant gap in our understanding of deep learning
generalization under adversarial settings. To mitigate robust overfitting and improve the generaliza-
tion of adversarial training, various robustness-enhancing techniques have been proposed, such as
data augmentation (Zhang et al., 2018} Yun et al.,2019)), ¢ weight regularization (Stutz et al.,|2019),
early stopping (Rice et al., 2020)), adversarial weight perturbation (AWP) (Wu et al., |2020), incor-
porating synthetically generated data (Gowal et al., [2021), sharpness-aware minimization (SAM)
(Weit et al.l [2023)), to name a few. Nevertheless, there is still no clear understanding of why robust
overfitting occurs or what factors are critical for achieving adversarially robust generalization.

A reliable indicator of adversarially robust generalization is useful for identifying the limitations of
state-of-the-art methods and gaining insights to guide the development of more robust models. To
better understand the generalization of deep neural networks, a variety of metrics have been pro-
posed, including margin-based measures (Pitas et al., [2017} [Jiang et al., 2018} |2019; |Yang et al.,
2020b), smoothness-based measures (Cisse et al., [2017), flatness-based measures (Petzka et al.,
2019; [Yu et al., [2021} |Stutz et al.l 2021} [Petzka et al.| 2021} Xiao et al., [2022; [Kim et al., 2023}
Andriushchenko et al.}2023), and gradient-norm measures (Zhao et al., 2022} Ross & Doshi-Velez,
2018; Moosavi-Dezfooli et al.l 2019; |Andriushchenko & Flammarion, 2020; [Dong et al., [2019).
Although these metrics have shown varying degrees of effectiveness in capturing the model’s gen-
eralization gap for both standard and adversarial training (Neyshabur et al., 2015} [Bartlett et al.,
2017; Dziugaite et al. [2020; Liu et al., [2020; [Keskar et al., 2016} [Foret et al., [2021; Zhuang et al.,
2022; Kwon et al., [2021}; 'Wu et al.,|2020), recent studies reveal that no single measure can perfectly
estimate a model’s robust generalization capability (Kim et al., [2024). Therefore, it is important to
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develop new theoretical frameworks and more reliable indicators that can better capture a model’s
robust generalization capability.

Contributions. We introduce the Weight-Curvature Index (WCI), a novel metric that characterizes
the robust generalization performance of adversarially trained models by leveraging the Frobenius
norm of weight matrices and the trace of Hessian matrices (Definition[2.6). WCI has shown a strong
correlation with the robust generalization gap and can improve adversarial robustness. In partic-
ular, the definition of the WCI is motivated by our newly derived PAC-Bayesian bound on robust
generalization gap (Lemma[2.2]and Theorem [2.5), which establishes a rigorous link between model
parameters, loss landscape curvature, and robust generalization performance (Section [2). Empiri-
cally, we demonstrate the strong correlation between the proposed WCI and the robust generalization
performance for models during adversarial training, suggesting its potential for effective predictions
of generalization gaps (Section [3). Moreover, we explore how the WCI dynamically interacts with
the learning rate by introducing an algorithm that dynamically adjusts the learning rate based on
the WCI during training, which improves adversarial robustness by adapting to changes in model
behavior, providing insights into optimizing learning rate schedules to enhance model robustness
(Section ). We compare WCI with other popular norm-based and flatness-based measures, high-
lighting its superior ability to understand the complex interactions for robust generalization between
weight scale and loss curvature in adversarial settings (Section[5). We conclude by summarizing our
findings and discussing future directions for advancing adversarial robustness research (Section [6).

Related Work. Identifying a reliable metric to characterize adversarially robust generalization has
been shown to be a challenging task in the existing literature. For instance, margin and smoothness
measures often show strong negative correlations with the robust generalization gap (Yang et al.,
2020a; |[Kim et al., [2024), implying that beyond a certain threshold, increasing margin and reducing
smoothness may degrade robust generalization performance. In the context of norm-based measures,
while studies have demonstrated that input gradient norm regularization could enhance adversarial
robustness (Ross & Doshi-Velezl 2018; Huang et al.|, 2023)), recent findings by Kim et al.| (2024)) sug-
gest that a lower gradient norm does not invariably lead to improved robustness. Additionally, prior
research (Jiang et al 2019; |Dziugaite et al., [2020) has shown a strong correlation between cross-
entropy loss and robust generalization gap in standard training, leading to the use of early stopping
based on cross-entropy thresholds to prevent overfitting. However, extending this approach to ad-
versarial training is complicated by the varied loss functions utilized in methods like TRADES and
MART. In contrast, flatness-based measures have been demonstrated to poorly correlate with robust
generalization performance (Wen et al., [2024; [Walter et al.| 2024)). Contrary to traditional assump-
tions, sharper minima can sometimes correlate with lower robust generalization gaps, challenging
the notion that flatter minima always leads to better generalization. [Walter et al.| (2024) argues that
flatness alone cannot fully explain adversarial robustness. In contrast, Wen et al.| (2024)) suggests
that sharpness minimization algorithms do not only focus on reducing sharpness to achieve bet-
ter generalization, calling for alternative explanations for the generalization of over-parameterized
neural networks. The aforementioned literature highlights the need for alternative explanations and
new theoretical frameworks to better understand robust generalization in adversarial contexts. The
role of the Hessian trace in generalization has been extensively studied, such as inJu et al.| (2022)),
where it was shown that trace minimization correlates with improved generalization across tasks.
WCI extends this concept by integrating the trace and Frobenius norm of weights, creating a robust
proxy for adversarial training contexts. Regularization techniques targeting the Fisher Information
Matrix trace were discussed in Jastrzebski et al.|(2021)), highlighting the importance of early-phase
curvature control. These insights complement our findings that robust overfitting is mitigated when
WCI regularization is incorporated during training. PAC-Bayesian bounds that incorporate Hes-
sians, as explored in|Golatkar et al.|(2019)); Patracone et al.| (2024), provide a theoretical framework
supporting our derivations of WCI. Specifically, the inclusion of curvature measures aligns with the
PAC-Bayesian methodology, ensuring tight bounds on robust generalization errors.

2  WEIGHT-CURVATURE INDEX AND ITS CONNECTION TO ROBUSTNESS

This section introduces the definition of the Weight-Curvature Index (Definition [2.6) and explains
its underlying connection to adversarially robust generalization (Lemma 2.2]and Theorem [2.3)).
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2.1 BOUNDING ROBUST GENERALIZATION UNDER PAC-BAYESIAN FRAMEWORK

Before introducing the Weight-Curvature Index, we first lay out the preliminary definition of adver-
sarial risk, which closely connects with robust generalization and is typically used as the basis for
evaluating model robustness against adversarial perturbations (Madry et al.l[2018; |Rice et al.,[2020).

Definition 2.1 (Adversarial Risk). Let hy : X — ) be a classification model to be evaluated, where
X C R? is the input space, ) is the output label space, and 6 denotes the model parameters. Let D
be the underlying data distribution over X’ x )/, then the adversarial risk of hg is defined as:

Radv(hG) = E(z,y)ND [g(ea T+ 6, y)] )

where ¢(0,x + d,y) denotes the loss function such as cross-entropy loss that measures the dis-
crepancy between the prediction of hy on the perturbed input « + & and the ground-truth label y.
Here, & denotes the worst-case perturabtion with respect to 6, (x, y) and the loss function ¢. To be
more specific, let B.(0) = {6’ € X : A(6’,0) < €} be the perturbation ball centered at 0 with
metric A : X x X — R>( and strength ¢ > 0. Then, § is defined as the worst-case perturba-
tion within the e-ball B.(0) such that the loss function with respect to hg at (x,y) is maximized:
0 =6(0,,y) = argmaxg e (o) £(0,x +6',y). We follow existing literature (Madry et al., 2017;

Rice et al.| [2020) to consider the perturbation metric A as some £,,-norm bounded distance.

The following lemma, proven in Appendix [A.T] establishes an adversarially robust generalization
bound using the PAC-Bayesian framework, which has been pivotal in connecting the generalization
of machining learning models with weight norm-based measures (McAllester, |1999; Neyshabur
et al.| 2017; Dziugaite & Roy, [2017; Xiao et al.} 2023} |Alquier et al., [2024).

Lemma 2.2 (PAC-Bayesian Robust Generalization bound). Let D be any probability distribution
over X x Y and S be a set of examples drawn from D. Consider H as a set of classifiers and P as
a prior distribution over H. Let X > 0 and o € (0, 1), then for any posterior distribution Q over H
and classifier hg, with probability at least 1 — «, the robust generalization gap is bounded by:

Radv(he) - £S(9a T+ 57 y) < ]E(a:,y)N'D M(ev T+ 67 y)] - ]EGNQE(I,y)ND[E(a) T+ 67 y)]

Robust Generalization Gap Perturbation Discrepancy
1 AC? 1 ey
+ XKL[Q”P] +Epo[Ls(@,x+d,y)] — Ls(0,x+d,y)+ w DY In o,
N——— . PNTION —_———
KL Divergence Classifier Variability onstont term

where Ls(0,x + §,y) = ﬁ 2 (wy)es U0, @ + 8,y) is the empirical loss and |S| is the size of S.

Here, the prior distribution P represents our initial belief about the distribution of classifiers before
observing the data, which is typically chosen based on previous knowledge or uniform assumptions
across a plausible range of classifiers. The posterior distribution Q, on the other hand, is updated
based on the empirical data (including adversarial examples) observed. It represents a refined belief
about the distribution of classifiers that are likely to perform well given the observed adversarial data.
The process of updating from P to Q involves balancing fitting to the data against staying close to
the prior beliefs to avoid overfitting, controlled by the regularization effect of the KL divergence.

Lemma[2.2]shows that the robust generalization gap can be upper bounded by three key components,
denoting as Perturbation Discrepancy, KL Divergence and Classifier Variability respectively, plus
some constant term. Equation|[I]is based on the PAC-Bayesian framework, which is generic in terms
of the prior distribution P, posterior distribution Q and the loss function that the model aims to
minimize. The first term Perturbation Discrepancy measures the difference between the expected
loss of the classifier over the distribution of adversarial examples (perturbed inputs & + &) and the
expected loss under the posterior distribution Q over classifiers. Essentially, it quantifies how much
more (or less) error is induced when using adversarially perturbed examples compared to the av-
erage error across different classifiers sampled from Q. The second term KL Divergence acts as a
regularizer in the derived generalization bound. It measures the divergence between the posterior
distribution Q of classifiers and the prior distribution P. A smaller KL divergence indicates that the
learned model (represented by Q) does not stray far from our initial assumptions or beliefs about the
model space (represented by P). This term ensures that the posterior distribution does not overfit the
adversarial perturbations seen in the training data. Finally, the last term Classifier Variability repre-
sents the variance in the performance of different classifiers sampled from the posterior distribution
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Q on the adversarial examples. This term reflects how stable or consistent the classifiers are when
they are exposed to the same perturbed inputs. A high variability might indicate that some models
in the posterior distribution are significantly better or worse at handling adversarial perturbations,
suggesting a potential for improving robustness by focusing on these models.

Since our objective is to establish a reliable index of robust generalization capacity, we only need
to focus on terms relevant to model robustness; thus, we ignore the constant term in Equation E}
In addition, prior works have shown that reducing the Classifier Variability term also decreases the
Perturbation Discrepancy term (Doshi et al., 2024; Behboodi et al., 2022; Marion, |2024; Ge et al.,
2023)). When the Perturbation Discrepancy is sufficiently small, the Classifier Variability can be
seen as being in sync with the Perturbation Discrepancy term. This synchronization occurs because
small perturbations typically do not cause significant deviations in the classifier’s output. Essen-
tially, if the perturbation introduced to the input data is minor, the classifier’s decision boundary is
less likely to be crossed, resulting in consistent and predictable outputs. Therefore, when the pertur-
bation discrepancy is minimized, it indicates that the perturbation is within the robustness range of
the classifier, thereby maintaining the stability of classification results across slightly varied inputs.
Consequently, our analyses in the following sections predominantly focus on exploring the influ-
ence of the KL Divergence and Classifier Variability terms on enhancing the model’s resistance to
adversarial perturbations.

2.2 UNDERSTANDING KL DIVERGENCE AND CLASSIFIER VARIABILITY

So far, we have identified two key terms based on Lemma[2.2] namely KL Divergence and Classifier
Variability, both of which are important for understanding robust generalization, However, since the
derived bound is generic to model parameters and distributions, it remains elusive how to extract
meaningful insights from the two terms to better understand the underlying mechanisms of adver-
sarially robust generalization. Thus, we propose to incorporate hyperprior and adopt second-order
loss approximation techniques to simplify them, which are explained below.

Incoporating Hyperprior. We introduce a hyperprior to model the standard deviation of the model
parameters following Kim & Hospedales|(2024). We adopt specialized hyperpriors from|Sefidgaran
et al.|(2024) to keep prior variance invariant to parameter rescaling. We utilize a uniform hyperprior
selected from a finite set of positive real numbers, ensuring precise representation with floating-
point arithmetic (Wilson & Izmailov, 2020). This approach guarantees robust Bayesian inference
and provides a viable framework for parameter standardization across varying scales.

The following lemma, proven in Appendix [A.2] shows how KL Divergence can be simplified into
analytical terms related to the Frobenius norm of weight matrices by incorporating the hyperprior.

Lemma 2.3 (Otto’s KL divergence (Otto et al.,2021)). Assume the prior distribution P is Gaussian
with zero mean and covariance (o51), the posterior distribution Q is Gaussian with mean 6 and
covariance (O'QQI), and the prior variance is equal to the posterior variance layerwise, where 0,%
denotes both variances for the k-th layer. Then, the KL Divergence term can be simplified as:

1 _ N W
/\KL[QHP}—%: 2h0? + const. )

Here, Wy, is the weight matrix of the k-th layer and ||Wy||r denotes its Frobenius norm.

Note that in Lemma [2.3] when we fix the prior variances, the KL divergence term is proportional
to the squared Frobenius norm of parameters. However, since we introduced the special prior, we
can arbitrarily change the prior variance after training, thereby controlling the KL divergence. To
minimize the KL divergence, the variances of the prior and posterior distributions with respect to
the weights for each network layer are assumed to be equal. These variances reflect the spread of
the weight values and are key to understanding model robustness; larger variances in the posterior
suggest a model that is more sensitive to input perturbations. This alignment reflects the weight
value spread, crucial for assessing model robustness, where larger posterior variances suggest greater
sensitivity to input perturbations—a key consideration in adversarial settings. Employing Gaussian
priors and posteriors, as supported by the PAC-Bayesian framework (Mbacke et al., 2023} Jin et al.,
2022), maintains the soundness of our theoretical results.
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Second-Order Loss Approximation. To integrate PAC-Bayesian theory with the Hessian matrix of
the loss landscape, we employ a second-order loss approximation, building on insights from recent
research (L1 & Giannakis, 2024; Xie et al., [2024; [Wen et al., [2024). The following lemma, proven
in Appendix [A.3] connects the Classifier Variability term to the trace of the Hessian matrices.

For any 6’ sampled from the posterior distribution Q, we assume that the empirical robust loss at
¢’ can be approximated by: Ls(0',x + 8(6'),y) ~ Ls(0,@ + 6(0),y) + sA0TVILs(0, x +
4(0),y)Af, where we explicit write out the dependence on the model parameters in the § notation
to avoid confusion. The first-order term can be discarded because 6 is considered to be at or near a
stationary point of the robust loss function, which is a common setting considered in prior literature
on deep learning generalization (Stephan et al.| 2017} Keskar et al.| 2016).

Lemma 2.4 (Hessian-based Variability (Foret et al., [2021)). Assume that the model parameters
0 are converging toward a stationary distribution and the empirical loss Ls(0,x + §,y) can be
approximated using second-order Taylor expansion. Then, the relationship between the expected
variability in the classifier’s performance and the curvature of the loss landscape is given by:

1
EonolLs(0,2 +8,y)] = Ls(0.x+8,y) ~ 5 Y Tr(Hy) - of, 3)
k

where Tr(Hy) denotes the accumulation of the diagonal elements of the Hessian matrix of the
empirical loss with respect to the weight matrix Wy, and a% is the variance associated to W,.

In Lemma we assume that during adversarial training, model parameters 6 converge towards
regions where the first-order derivatives of the loss function are negligible, justifying the use of a
second-order Taylor expansion for the adversarial loss landscape. This assumption is well-supported
by studies such as those by Dinh et al.|(2017) and|Yao et al.|(2018)), which suggest that deep learning
models frequently settle in flatter regions of the loss surface where the gradients are small, thus al-
lowing a quadratic approximation to provide a reliable representation of local variations in loss. Such
conditions are crucial in adversarial training, where understanding and stabilizing the model against
small perturbations directly influences its robustness. The second-order approximation, therefore,
not only simplifies the mathematical analysis but also aligns closely with the empirical behavior of
models under adversarial conditions, making it a practical and theoretically sound approach.

2.3 INTRODUCING WEIGHT-CURVATURE INDEX

Putting pieces together, the following theorem, proven in Appendix[A.4] establishes an upper bound
on the KL Divergence and Classifier Vulnerability terms in Equation[I] which is related to the Frobe-
nius norm of layer-wise model weights and the trace of the corresponding Hessian matrices.

Theorem 2.5. Under the same settings as in Lemmas we have (up to some constant terms):
1 1
FKLIQIP)+ EonolLs (. +0,y)] = Ls (6.2 +6,9) ~ —= 3 13/ IWillp - Tr(Hy). - @)
k

Note that the PAC-Bayesian robust generalization bound is generic, meaning that Equation [T] holds
for any prior and posterior distributions (P and Q). Therefore, we choose the layerwise variances
o to minimize the bounds on the sum of KL Divergence and Classifier Vulnerability in the proof of
Theorem [2.5] According to Equation [d] irrespective of the value of X that achieves the infimum in
the PAC-Bayesian bound, a smaller value of the combined metric >, \/||Wg||% - Tr(H},) implies
a tighter robust generalization bound. Below, we lay out the formal definition of the proposed WCI.

Definition 2.6 (Weight-Curvature Index). The Weight-Curvature Index is defined as:

WCT:= > /[ Wi - Tr(Hy), (5)
k

where W, is the weight matrix of the k-th layer and || W || 7 denotes its Frobenius norm, while Hy,
is the Hessian matrix of the loss function with respect to W, and Tr(H},) stands for its trace.

Remark 2.7. According to Equation [5] WCI is scaled by the magnitude of weight matrices, ensur-
ing the metric invariant to parameter rescaling (Mueller et alJ, 2024). According to Lemma @] and
Theorem a larger value of WCI indicates a higher robust generalization gap, suggesting more
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Figure 1: Learning curves of the Weight-Curvature Index of standard adversarial training with re-
spect to robust generalization gaps (a) on CIFAR-10, (b) on CIFAR-100, and (c) on SVHN.

vulnerability to adversarial perturbations. The index characterizes the interaction between the scale
of the model’s parameters and the curvature of the loss landscape, capturing both norm-based and
flatness-based measures, which offers a more comprehensive framework for understanding robust
generalization. On the one hand, WCI incorporates the Frobenius norm of the weight matrix, but
it extends beyond traditional norm-based approaches by integrating the trace of the Hessian matrix.
Such a composite index addresses the limitations of pure norm-based metrics—such as lack of in-
terpretability—by offering a clear, intuitive relationship where a lower WCI value signifies better
performance. On the other hand, WCI is also linked to flatness-based measures, as it leverages the
trace of the Hessian to capture the flatness of the loss landscape, which is critical for understanding
robust generalization in adversarial contexts. The dual nature of WCI, combining both norm and
flatness perspectives, allows it to better explain the robust generalization gap, positioning it as an
effective tool for enhancing the robustness of neural networks in adversarial settings.

3  VALIDATING THE CONNECTION OF WCI AND ROBUST GENERALIZATION

In Section[2] we introduced the Weight-Curvature Index and explained how it is derived and connects
with robust generalization from a theoretical perspective. Nevertheless, the proofs of the theoretical
connection rely on assumptions, such as Gaussian hyperprior and second-order loss approximation,
that may not always hold for models in practice. Therefore, this section further studies the relation-
ship between WCI and robust generalization gap for adversarially trained models by conducting a
series of experiments inspired by the methodology and findings of Rice et al.|(2020).

In particular, we first train a ResNet-18 model on CIFAR-10, CIFAR-100, and SVHN using standard
adversarial training and subsequently compute the WCI alongside the robustness and robust gener-
alization gap. See Appendix [B]for detailed experimental settings. The results are shown in Figure[I]
Figure [[(a)] compares the generalization gap—measured through robust loss and error gaps—with
WCI across 200 training epochs on CIFAR-10. We can observe that the WCI and generalization
gap exhibit a consistent trend, particularly during periods of robust overfitting, and the strong pos-
itive correlation between WCI and generation gap is numerically proved using different seeds (see
Appendix for detailed results and discussions). The period of robust overfitting is characterized
by substantial modifications in the loss surface, reflected by fluctuations in the Hessian matrix, af-
fecting the WCI. Despite these perturbations, a persistent alignment between WCI and the trends
in robust error and loss is observed, highlighting the efficacy of WCI as a metric for monitoring
robust generalization. We can see exactly the same phenomenon for CIFAR-100 shown in Figure
[I(b)] In addition, we perform the same experiment on SVHN. Results are depicted in Figure [I(c)]
The real-world complexity of SVHN might introduce more variability in the loss surface rather than
CIFAR-10, leading to less smooth optimization and greater fluctuations in WCI. However, this does
not affect the consistent trend of WCI curves. The strong correlation observed between WCI and the
robust generalization gap reinforces the utility of WCI as a critical indicator of model performance
under adversarial conditions, particularly in the context of robust training scenarios. We further ex-
amine the relationship between WCI and the robust generalization gap across various regularization
and data augmentation techniques. See Appendix [C.2|for detailed results.

Our empirical findings affirm the theoretical underpinnings of WCI as a reliable indicator of a
model’s robustness and generalization capacity. Higher WCI values are consistently associated with
larger robustness losses and error gaps, indicating diminished generalization performance. These re-
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Figure 2: (a) Learning curves with the same learning rate scheduling strategy but decay at varying
epochs. (b) Learning curves with different learning rate scheduling strategies, where models are
trained with initial rates {0.1,0.01} and decay rates {10%, 1%}.

sults suggest that monitoring WCI during training can provide valuable insights into the robustness
and generalization potential of neural networks, particularly in adversarial training settings.

4 IMPLICATIONS OF WCI ON MITIGATING ROBUST OVERFITTING

To ensure the model’s robust generalization performance, it is essential to maintain the value of
WCI to be sufficiently small. It is obvious from Equation [5] that the Frobenius norm can be easily
controlled to be small, but the size of the Hessian matrix of the loss function is not easy to control.
Liu et al.|(2021) showed that one can tune the learning rate such that the KL divergence between the
learned distribution by SGD and the posterior is minimized. Therefore, we explore the relationship
between the Weight-Curvature Index and the learning rate of adversarial training algorithms in this
section. More specifically, we first study the learning rate decay strategy and then introduce a new
algorithm that dynamically adjusts the learning rate based on the Weight-Curvature Index.

Learning Rate Adjustment using WCI. Selecting proper learning rates is crucial for training deep
neural networks as it sets the parameter update step size, affecting convergence speed and model
generalization (Smith & Topin, 2019). Liu et al.|(2021) found that while tuning the learning rate can
minimize KL divergence, this only holds for smaller rates; larger rates do not require adjustments.
For a specific learning rate decay strategy, we need to consider when to decay, the initial learning
rate, and its decay rate. Therefore, we conducted a series of experiments under the same conditions
described in Rice et al.[(2020), varying the learning rates to observe their effects during the training
process. Figure[2(a)[shows learning curves with the same decay strategies but different decay timings
at the 25th, 50th, 75th, and 100th epochs. Each decay reduces the learning rate to 10% of its original
value for 50 epochs, followed by similar decays. These curves follow similar trends, indicating
that the timing of learning rate decay does not significantly affect robust overfitting, suggesting no
need for adjustments to the decay period from the initial experiment. Figure 2(b) explores different
initial learning rates and decay rates, applying a uniform decay at the 100th epoch. We tested initial
rates of {0.1,0.01} and decay rates of {10%, 1%}. The best performance came from an initial rate
of 0.1 and a decay to 0.01, although its benefit decreased over time due to robust overfitting. Our
learning rate decay strategy maintains an initial rate of 0.1 for the first 100 epochs, then decays to
0.01, adjusting thereafter based on the value of the Weight-Curvature Index.

Our work suggests that when the learning rate decays to a smaller value during the later stages of
training, a dynamic adjustment based on the WCI should be employed instead of relying on a static
learning rate. |Stephan et al.| (2017) provided rigorous mathematical evidence demonstrating that
the learning rate, when dynamically adjusted, is inversely proportional to the trace of the Hessian
matrix. Building upon this, Kim et al.|(2024) highlighted that efforts to maximize the margin and
minimize smoothness adversely impact robust generalization performance beyond a certain thresh-
old. Therefore, we propose to preset a threshold: when WCI exceeds this threshold, we dynamically
adjust the learning rate based on WCI. In particular, we design a straightforward algorithm to em-
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Algorithm 1 Dynamic Learning Rate Adjustment Based on WCI

1: Initialize learning rate n = 0.1 > Initial learning rate of adversarial training
2: for epoch = 1to 100 do
3: Update model parameters > Standard parameter update in initial epochs
4: end for
5: Set learning rate 7 = 0.01 > Learning rate decay after initial epochs
6: while training continues do
7 Update model parameters
8: Compute WCI based on Equation[3] > Use WCI as adaptation criterion
9: if WCI exceeds threshold then
10: 0 wei > Adjust learning rate dynamically based on WCI
11: end if

12: end while
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Figure 3: Learning curves of WCI in standard adversarial training on CIFAR-10 with dynamic
learning rate adjustment with (a) different thresholds and (b) with a trendline post-100th epoch.

pirically validate the dynamic interaction between WCI and the learning rate. The pseudocode of
our learning rate adjustment strategy is detailed in Algorithm T}

Experiments. Built on Algorithm[I] we further conduct experiments to validate the effectiveness of
dynamic learning rate adjustment based on WCI in mitigating robust overfitting. Our experiments
adhere to the training configuration prescribed by Rice et al.| (2020). We conducted experiments
using a range of WCI thresholds from 10 to 100 (in increments of 10) to explore the impact of
these values on robust generalization. As illustrated in Figure[3] the results demonstrate a consistent
upward trend in robust test accuracy when employing dynamic learning rate adjustments, in con-
trast to the downward trend observed with a static learning rate. This emphasizes the importance
of dynamically adjusting the learning rate in response to the WCI to improve model generalization.
Figure highlights the advantages of using our dynamic learning rate adjustment strategy. We
observe that the mitigation of robust overfitting is not sensitive to the value of the selected thresh-
old. Thus, we fix the threshold as 100 for simplicity in the following discussions (see Figure [§]in
Appendix for similar results with other thresholds). Furthermore, Figure focuses on exper-
iments with a threshold of 100, where a linear fit of the results post-100 epochs reveals that robust
accuracy remains stable, without any decline. This supports our hypothesis that robust generaliza-
tion results from a combined effect of the weight matrix norm, the trace of the Hessian matrix, and
the learning rate. The consistency of these findings across different thresholds further validates our
understanding of the underlying mechanisms governing robust generalization.

Table 1| compares our method with other learning rate scheduling strategies for adversarial training
testing by PGD attack [Madry et al.|(2018). The robustness of both Final and Best models produced
using our WClI-based strategy is the best, with the smallest robust generalization gap and compa-
rable standard performance. We also compare the learning rate curves and WCI curves before and
after tuning (See Figure9)in Appendix[C.4). Our comparison results suggest that incorporating WCI
into the training process allows for a more nuanced control over model updates, which is particu-
larly beneficial for adversarial training scenarios where robustness is as critical as accuracy. Also,
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Table 1: Comparison of adversarial training with various learning rate scheduling strategies. Here,
Best refers to the model with the highest test robust accuracy during training, while Final refers to
the model at the last training epoch. For each setting, we report both robust and standard accuracies.

Rob Acc (%) Std Acc (%)
Final Best  Diff | Final Best

Learning Rate Scheduler

Baseline Piecewise (Rice et al., 2020) 46.35 53.04 6.69 | 84.81 81.91
Cosine (Carmon et al.,[2019) 45.01 51.04 6.03 | 84.51 82.19
Cyclic (Wong et al.| 2020) 50.85  52.02 1.17 | 84.87 83.91
Piecewisezoom (Rice et al.,|2020) 47.62 51.92 430 | 84.02 83.32
Piecewisezoom-long (Rice et al., [2020) 48.67 49.66 0.99 | 79.21  78.36
Smartdrop (Rice et al.,[2020) 40.37  49.18 8.81 | 81.60 78.23
Our WCl-based (test with PGD) 52.98 53.80 0.82 | 83.42 83.65
Our WCl-based (test with AutoAttack) 47.68 48.75 1.07 | 82.65 82.05

we employ AutoAttack (Croce & Hein, 2020) for a more rigorous evaluation of model robustness.
While accuracy decreased by approximately 5% on CIFAR-10, the overall robustness trends and
generalization indicators remained consistent, demonstrating the reliability of our approach. We be-
lieve these results highlight the scalability of our method while ensuring robustness across a variety
of adversarial attack strategies. Our findings demonstrate that incorporating WCI into adversarial
training effectively reduces overfitting and boosts model robustness without sacrificing standard ac-
curacy. This innovative approach strikes a crucial balance between accuracy and security in neural
network training, significantly contributing to adversarial machine learning research.

5 FURTHER DISCUSSIONS

Role of WCI during Training. Dziugaite & Roy|(2017) showed that various stages of model train-
ing are affected by different indicators. Therefore, to better illustrate the role of WCI, we decompose
the effects of the weight matrix norms and the trace of Hessian matrices in WCI. Specifically, we
employ the Cauchy-Schwarz inequality to establish the following upper bound, proven in Appendix
such that we can quantitatively study the role of different factors in WCI:

WOL= > /I[Wi|E - Tr(Hy) < (ZWkII%)' (ZTY(Hk)>- ©)
k k k

Equation[6]enables us to separate the analyses of the impact of weight norms and the trace of Hessian
matrics on robust generalization. Figure [A(a)| illustrates the roles of the Frobenius norm and the
trace of the Hessian matrix during different training stages, whereas Figure [4(b)| shows the overall
changes of WCI. During the initial training stages, the Frobenius norm of the weight matrix is the
most critical factor, as it determines the scale of the model’s parameters. After the learning rate
decay in the 100th epoch, the trace of the Hessian matrix becomes the most important factor, as
it influences the model’s overfitting. Our Weight-Curvature Index captures the interaction between
these two factors, providing a comprehensive understanding of the model’s generalization ability.

Connection of WCI with Robustness-enhancing Techniques. Understanding how existing
robustness-enhancing techniques interact with the Weight-Curvature-Index can provide deeper in-
sights into their efficacy in improving model robustness. For instance, {5 weight regularization
(Stutz et al.l [2019) reduces the Frobenius norm of weights (||[W||r), which can lower WCI and
smooth the loss landscape, enhancing the model’s stability against adversarial inputs and boosting
robustness. Data augmentation techniques (Zhang et al., [2018; [Yun et al., [2019) enhance the di-
versity and complexity of training data, indirectly affecting the model’s behavior and facilitating
exploration of flatter loss landscape regions, which might reflect in improved WCI-based robust-
ness assessments by reducing Tr(Hy,). Similarly, incorporating synthetically generated data (Gowal
et al.,2021) broadens the model’s exposure to diverse training examples, helping achieve an optimal
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Figure 4: Tllustration of the roles of the Frobenius norm and the trace of the Hessian matrix during
different training stages (a), and the overall changes of the Weight-Curvature Index (b).

balance of weight magnitudes and curvature for enhanced robustness, as gauged by WCI. Adversar-
ial weight perturbation (Wu et al.,|2020) strategically modifies | W ||r and Tr(H}), adjusting WCI
values to direct the model towards parameter space regions with potentially flatter curvature and
smaller weight norms, thereby improving adversarial robustness. Sharpness-aware minimization
(Weit et al., [2023)) targets flatter regions in the loss landscape by minimizing the maximal sharpness
around current parameters, reducing the WCI by reducing Tr(Hy), and promoting better general-
ization in adversarial settings. However, Stochastic Weight Averaging (SWA) and Sharpness-Aware
Minimization (SAM) focus on flattening the loss landscape. Flatness-based measures tend to exhibit
poor correlations with the robust generalization gap (Kim et al.}|2024)). The WCI provides a specific
metric that combines weight magnitude and curvature, which may offer different insights, and we
have confirmed that WCI is strongly correlated with gap generation. [Wen et al.| (2024) suggested that
sharpness minimization algorithms do not only minimize sharpness to achieve better generalization,
which calls for the search for other explanations for the generalization of over-parameterized neural
networks. Through these analyses, WCI’s role as a crucial metric becomes apparent, especially in
gauging the underlying mechanisms of various robustness-enhancing techniques aimed at improving
the adversarial durability of machine learning models.

6 CONCLUSION AND FUTURE WORK

We introduced WCI, a novel metric that strongly connects with the robust generalization capabil-
ities of adversarially trained models. Our work opens avenues for future research, particularly in
applying WCI to mitigate robust overfitting and exploring its potential in further refining adversarial
defenses. Although we demonstrate the effectiveness of WCI-based learning rate adjustments in
mitigating robust overfitting, a limitation of integrating WCI in adversarial training is its high com-
putation demand for computing the trace of the Hessian matrices (Appendix [D). Designing effective
optimization techniques to lower the costs of WCI computations and studying how to leverage WCI
in other algorithms for building robust models are interesting future directions. In addition, large
fluctuations in WCI learning curves exist, which remain poorly understood and add an additional
layer of unpredictability to utilizing WCI for training adjustments. Future research can investigate
the root causes of such fluctuations, study how to stabilize the WCI measures during training, and
develop more reliable learning rate adjustment strategies for further robustness improvement.

10
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A DETAILED PROOFS OF MAIN THEORETICAL RESULTS

A.1 PROOF OF LEMMA 2.2]

To prove Lemma [2.2] we need to make use of the following lemma. Lemma [A.T] characterizes a
fundamental PAC-Bayes bound, known as Catoni’s bound (Alquier et al.,|2024), but is adapted for
adversarially robust learning, the center question we focused on in this work.

Lemma A.1. Let A > 0, € (0, 1), and let D be any distribution. Let H be a set of classifiers and
‘P be a prior distribution supported by H. For any hg in H, 0 denotes the set of parameters that
determine the behavior of hg. For a training set S of |S| samples (x,y) drawn from D, where x is
the input data and vy is the corresponding label. For any posterior distribution Q over ‘H, we define:

e The expected loss under distribution D for parameters:

Eo~oE (z.4)~p [((0, 7 + 8,7)],

* The empirical estimate of the loss on the training set S:

EGNQ [Es(ea T+ 67 y)] :

The following bound is satisfied with probability at least 1 — a:

AC?  KL[Q|[P]+Ini
8[S]| A '

E9NQE(m,y)~D [6(67 T+ 6; y)} < EQNQ [ES (0a T+ 63 y)] +

Proof. For the sake of completeness, we present the proof of LemmalA. I|first, which is based on the
PAC-Bayesian theorem (Alquier et al., 2024). The bound is derived by applying the PAC-Bayesian
theorem to the expected loss under distribution D and the empirical estimate of the loss on the
training set S. Catoni’s bound shows that for any A > 0, any o € (0, 1),

AC?2  KL(Q|P)+1Ini
a1 >1-a.
8[S| A

Ps (VQ € P(O). EsalR(6)] < Egalr(0)] +

Define the empirical loss Eg..g [6(0, T+ 6, y)] as the average loss over the training set with per-

turbations 4, and the expected loss Eg oz )~p [6(9, T+ 4, y)] as the average loss across the
distribution D considering the same perturbations. Applying Catoni’s bound involves a theoretical
result that relates the true risk R(0) = E 4 ,)~p[((0, % + 8,y)] of a hypothesis 6 and its empirical
risk 7(0) = Ls(0, x + §,y) on a finite sample set.

The bound states that with probability at least 1 — ¢, the following inequality holds for all probability
distributions Q on the hypothesis space © induced by P:
AC?  KL(Q|P)+Ini

EBNQ[R(Q)] < ]EGNQ[T(G)} + 8|S| Y ’

where C'is a bound on the loss function £, and KL(Q||P) represents the Kullback-Leibler diver-
gence from the posterior Q to the prior P.

For the adversarial setting, this bound becomes particularly useful in assessing how well a model
trained with adversarial examples (represented by &) can generalize from its empirical loss on train-
ing data to its expected performance on the overall distribution. The bound provides a trade-off
between the empirical loss and the expected loss, with the KL divergence and classifier variability
terms contributing to the generalization error. Since Q is a distribution over classifiers, integrating
the Catoni’s bound over Q yields:

AC?  KL(Q|P)+Ini
8|S ) '

EONQE(z,y)ND [£(97 T+ 6a y)] < EONQ [ES(Ha T+ 67 y)] +

Therefore, we complete the proof of LemmalA.1 [

16



Under review as a conference paper at ICLR 2025

Proof of Lemma[2.2] Using Definition 2.1 and Lemma [A7T] we can immediately derive the adver-
sarial risk bound:

Radv(he) =E(g,y)~D [@(9, x+9, y)]
=E(z,y)~D [6(9, T+ 4, y)] — EpoE(z,y)~D [6(9, T+, y)}
+ EogE(z,y)~D [5(9, T+ 9, y)]
<E(zy)~D [@(9, T+ 4, y)] — EpoE(zy)~D [6(9, x+ 9, y)}
+Egno|Ls(0, +8,y)] — Ls(b,+8,y)
+ AIKL[Q||P] + 2(’; +Ls(0,x+68,y) — A\ Ina,

which completes the proof of Lemma 2.2} O

A.2 PROOF OF LEMMA [2.3]

Proof. In the context of adversarial machine learning, the Kullback—Leibler (KL) divergence mea-
sures how a model’s distribution Q, representing the learned classifiers, diverges from a prior dis-
tribution P under adversarial conditions. Specifically, this divergence can be adapted to account for
the added complexity introduced by adversarial perturbations to the input data.

The KL divergence term is adapted for adversarial conditions as follows:

W 2_|_ 2
KLIQIIP) =Y [ln (ger) + I ke

k Oko Gk:p

-+ const.

Here, W, denotes the weights of the k-th layer of the neural network. The terms oy, and oy, rep-
resent the variances of the prior and posterior distributions of the weights for k-th layer, respectively.
These variances reflect the spread of the weight values and are vital to understanding the network’s
robustness to adversarial attacks; larger variances in the posterior suggest a model more sensitive to
input perturbations. These variances are particularly crucial in the adversarial setting as they directly
influence the classifier’s stability.

The KL divergence is further simplified when the prior and posterior distribution variances are equal,
which is a common assumption made to facilitate the calculation. In such cases, we obtain:

KL[Q||P] = Z 7”WkH% + const
= 207 st.
%

In this simplified form, the KL divergence is directly proportional to the Frobenius norm of the
weight matrices, scaled by the variance of the distributions. It offers a computationally tractable
measure for evaluating the divergence in an adversarial machine learning setting. O

A.3 PROOF OF LEMMA 2.4]

Proof. The adversarial loss approximation in the context of adversarial ML involves considering the
stability of the training loss in the face of adversarial perturbations. Let K be the total number of neu-
ral network layers. For any k € [K] = {1,2,..., K}, let W, be the k-th layer weight matrix of the
neural network, wy = vec(Wy) be its vectorized counterpart, and dy, be the dimension of wy,. Ac-
cording to our assumptions, we can write @ = N (6, ¥) where ¥ = [0%1,,,0314,,...,0%14,] is
the the (diagonal) covariance matrix, where a,% denotes the variance of the k-th layer wy,. Therefore,
we can express the difference in empirical losses between the perturbed and unperturbed classifier
with parameters 0 as:

EO’NQ[£S(9/7 T+ 6(9/)7 y)] - ‘CS(ev T+ 5(9)7 y)
= EAONN(O,E) [‘63(9 + AQ, T+ 6(9 + Ae)v y) - [:5(9, T+ 5(9)7 y)]:

which captures the averaged adversarial loss over the weight perturbations Af drawn from a Gaus-
sian distribution. Since we assume the empirical robust loss can be approximated using the second-

)
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order Taylor expansion around 6, we can simplify Equation|7]as:
EoolLs(0', +d(0),y)] — Ls(0, 2+ 6(0),y)
~ 7EA9~N(O,E) [AoTvgﬁs (0, T+ 6(9)a y)Ae}

Z EAwkwN(O,JiIdk )EAwk/NN(O,gi/Idkl ) [A'w,ijk,Awk,]
ke[K] k' €[K]

1
9 Z EAwkNN(OJ}iIdk)[Aw;HkkAwk}
kE[K]

1

ke[K]

N — N

where Hyy is a dj, x djp matrix representing the second-order derivative of the empirical robust
loss with respect to the k-th layer’s vectorized weight parameters wy, and the &’-th layer’s vectorized
weight parameters wy:

P?Ls(0,x+5(0),y)

Hyp =
kk a’wk . 8wk/

for any k € [K] and any k' € [K]. 9)

For simplicity, we write Hy = Hp which corresponds to the Hessian matrix of the empirical
robust loss with respect to the k-th layer. Here in Equation[§] the second equality holds because the
covariance matrix cov(Awy, Awy, ) = 0 (for any k # k'), and the last equality follows the singular
value decomposition of Hy, and the fact that Awy, follows an isotropic Gaussian distribution.

Note that the Hessian matrix Hj, encapsulates the second-order partial derivatives of the loss func-
tion with the weights of the layer, indicating how the loss curvature changes in response to per-
turbations in the weights. Equation [§] suggests that we can approximate the Classifier Variability
Component by the trace of the Hessian matrices, which completes the proof of Lemma [2.4] This
approximation provides a computationally efficient method to evaluate the classifier’s sensitivity to
adversarial perturbations, offering insights into the model’s robust generalization capabilities. [

A.4 PROOF OF THEOREM[2.3]
Proof. According to Lemma[2.3]and Lemma[2.4] we obtain

)‘_1KL[9||P] + E9~Q[’C8(97 T+ 57 y)] - 53(01 T+ 67 y)
1
<Z W kHF + const) + 3 %:Tr(Hk) - o
= Z (lwk”F Tr(Hy) - ai) + const
fz \/” HF - Tr(Hy) - 07 + const

:\ﬁ Z W% - Tr(Hy) + const,
k

2
where we set the variances o7 = /\”Tv\rv(ﬂ:) to keep the bound to be smallest. Thus, we complete
the proof of Theorem 2.3 O

A.5 PROOF OF EQUATION[6]

Proof. Consider two sequences where each a; = ||[W]||% (the squared Frobenius norm of the weight
matrix at layer [) and each b; = Tr(Hy,) (the trace of the Hessian matrix at the same layer).
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Applying the Cauchy-Schwarz inequality to these sequences, we obtain:

(2}; IWkII%-Tr(Hk))2 < (2}; IIWkI%> (%:TT(HIC)> :

Here, |Wy|/g+/Tr(Hy) approximates the square root of ||[W||Z - Tr(Hy), reflecting the product
of the norm of the weight and the square root of the curvature term’s trace. Taking the square root
of the inequality, we get:

S /IW - Tr(E) < (Zkan%)- (me)),
k k k

where the left-hand side of the above equality corresponds to our definition of WCI (Definition [2.6).
This concludes the proof that WCI is bounded by the geometric mean of the total weight norms
squared and the total curvature across all layers. [

B DETAILED EXPERIMENTAL SETTINGS

B.1 DATASETS AND MODELS

We conduct experiments on the CIFAR-10, CIFAR-100, and SVHN datasets, which are widely
used benchmarks for evaluating the robustness of deep learning models. CIFAR-10 and CIFAR-100
consist of 60,000 32 x 32 color images in 10 and 100 classes, respectively, with 50, 000 training
images and 10, 000 test images (Krizhevsky et al., [2009). SVHN contains 32 x 32 color images
of house numbers, with 73,257 training images and 26, 032 test images. We use the standard data
splits for training and testing the models (Netzer et al.| 2011). We use PreActResNet18 (He et al.,
2016)) as the base architecture for all experiments, a widely used model for adversarial training. We
train the models using the standard cross-entropy loss and the SGD optimizer with a learning rate of
0.1, a weight decay of 5 x 10~%, and a momentum of 0.9. We also apply the piecewise learning rate
schedule that reduces the learning rate by a factor of 10 at epochs 100 and 150. We train the models
for 200 epochs with a batch size of 128.

B.2 ADVERSARIAL TRAINING

We perform PGD-based adversarial training (Madry et al.||2017), which is a widely used approach
for training robust models. In particular, we consider ¢..-norm bounded perturbations with strength
e = 8/255. We generate adversarial examples by applying PGD with a step size of 2/255 (for
SVHN 1/255) and 10 iterations. We use the same adversarial parameters for all experiments to
ensure consistency. We train the models using adversarial examples generated during training to
improve robustness. We also evaluate the models on adversarial examples generated during testing
to assess their robustness against unseen attacks. We use the standard /., norm for generating
adversarial examples, which is a common choice for evaluating robustness against perturbations.

B.3 EVALUATION METRICS

We evaluate the models using standard metrics, including robust accuracy, robust error, and robust
loss. The robust accuracy is the percentage of correctly classified adversarial examples, while the
robust error is the percentage of misclassified ones. The robust loss is the average loss over the
adversarial examples. We also calculate the generalization gap, which is the difference between
the standard and robust error rates, to quantify the model’s generalization performance. We use
these metrics to assess the robustness and generalization capabilities of the models across different
settings and conditions.

C ADDITIONAL EXPERIMENTS

C.1 CORRELATION ANALYSIS OF WCI AND GENERALIZATION GAP IN SECTION[3]
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Figure 5: Corralation between WCI and generalization gaps (error and loss) on CIFAR-10. Different
colors represent different seeds, and the straight lines represent the linear regression fit.
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Figure 6: Figure (a) shows correlation and confidence interval over time across seeds on CIFAR-10,
and Figure (b) shows WCI’s standard deviation over time with seeds on CIFAR-10.

The experiments are conducted on CIFAR-10 with 6 different seeds, where we observe that the WCI
values are consistent across different seeds, indicating that the WCI is a stable metric for evaluating
the robustness of models. We analyze the correlation between the WCI and the generalization gap,
which is the difference between the standard and robust error rates. We discover that the WCI values
are positively correlated with the generalization gap, indicating that models with higher WCI values
tend to have larger generalization gaps. This relationship highlights the importance of the WCI as a
reliable indicator of generalization performance in adversarial training.

Individual Hypothesis Test. For each individual seed, we conduct a separate hypothesis test to
evaluate the linear correlation between the WCI and the gap measures. The null hypothesis (HO) as-
serts that there is no linear correlation between WCI and the gap measure, mathematically expressed
as Hy : p = 0, where p denotes the population correlation coefficient. Conversely, the alternative
hypothesis (H1) posits that there is a statistically significant linear correlation between WCI and the
gap measure, expressed as Hy : p # 0. This testing framework allows us to determine whether
the observed correlations are statistically significant for each seed. We use the Pearson correlation
coefficient to quantify the strength of the linear relationship between the WCI and the gap measures.
The p-values for all seeds are less than 0.05, indicating that the observed correlations are statistically
significant, thereby confirming the strong relationship between WCI and generalization gaps.

Global Hypothesis Test. After evaluating individual seeds, we aggregate the data to test the global
hypothesis. The global null hypothesis (HO) suggests that the WCI is not consistently correlated
with the gap measures across all seeds. Conversely, the global alternative hypothesis (H1) asserts
that WClI is consistently and significantly correlated across all seeds.

Following our analysis of individual seeds and the aggregation of data to evaluate the global hypoth-
esis, we have obtained significant results confirming a robust correlation between the WCI and the
gap measures. The global regression for the Robust Error Gap yielded a WCI coefficient of 0.0007
with a 95% confidence interval of [0.0007,0.0008] and an R? value of 0.6790. For the Robust Loss
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Figure 7: WCI curves with various regularization techniques on CIFAR-10 and CIFAR-100.

Gap, the WCI coefficient was 0.0030 with a 95% confidence interval of [0.0029, 0.0032] and an R?
of 0.6848. These p-values, 6.8182 x 107294 and 1.2305 x 10298 respectively, strongly reject the
global null hypothesis that WCI does not consistently correlate with the gap measures.

The comparison between each seed’s correlation coefficients and the global coefficients confirms
that each seed’s results align with the global trend. As shown in Figure [5] all seeds show their
coefficients within the global confidence intervals for both the Robust Error Gap and Robust Loss
Gap. This consistent overlap across different training runs again confirms the global alternative
hypothesis that WCI is significantly correlated with the gap measures across all seeds.

Correlation Analysis over Epoches. Moreover, to assess the robustness of the relationship between
the WCI and the generalization gaps, we conducted a statistical correlation analysis across multiple
random seeds over time (epoches). As shown on Figure [6] the correlation between the WCI and
the generalization gaps basically stay positive and stable over time across different seeds. The
confidence intervals for the correlation values are consistent across seeds, further confirming the
robustness of the WCI as an indicator of generalization performance. This stability indicates that
the WCI is a reliable metric for evaluating the generalization performance of adversarially trained
models. Additionally, the standard deviation (Std Dev) for the WCI values combines different seeds
still shows an inhibitory trend with the generalization gap, further confirming the robustness of the
WCT as an indicator of generalization performance. Note that since we only studied 6 seeds and the
WCI fluctuated, the confidence interval is sometimes not very narrow. However, this does not affect
our conclusion that WCI is strongly positively correlated with the generation gap.

C.2 RESULTS FOR OTHER TRAINING ALGORITHMS IN SECTION[3]

We conduct experiments on both CIFAR-10 and CIFAR-100 datasets with various regularization
and data augmentation techniques, including basic adversarial training, cutout, mixup, and ¢ regu-
larization. The results are presented in Figures and respectively. Across both datasets and
all regularization methods, WCI consistently exhibits similar trends, with higher values correlating
with increased robustness losses and generalization gaps, especially during periods of overfitting.
This trend emphasizes the widespread nature of overfitting and further confirms the strong corre-
lation between the WCI and the generalization gap, demonstrating that models with higher WCI
values tend to exhibit larger generalization gaps. This relationship highlights the importance of the
WCI as a reliable indicator of generalization performance in adversarial training.

C.3 RESULTS FOR VARYING THRESHOLDS OF ALGORITHM [I]IN SECTION[]

In Sectionf] we examined the relationship between the WCI and the learning rate during adversarial
training. We conducted additional experiments to further investigate this relationship by varying the
WCI threshold values between 10 and 100. While the results for the threshold of 100 were included
in the main text, here we provide a broader analysis across the full range.
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Figure 8: Performance plots for adversarial training with different thresholds used in Algorithm [T}
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Figure 9: Analysis of adaptive learning rate and WCI-based adjustments. (a) The dynamics of the
learning rate (LR) and Weight-Curvature Index (WCI) during adversarial training. (b) Performance
comparison across various learning rate scheduling strategies using standard and robust accuracies.

As shown in Figure[8] our experiments reveal that robust accuracy is not highly sensitive to the exact
choice of threshold as long as it falls within a reasonable range. Specifically, thresholds between 10
and 100 consistently lead to effective learning rate adjustments and prevent robust overfitting. This
suggests that while the specific threshold value can vary, keeping it within a moderate range ensures
optimal performance and robust generalization. These additional results reinforce the flexibility and
reliability of the WCI-based approach in dynamically adjusting the learning rate, showing that even
with different threshold values, models can maintain both strong robustness and generalization.

C.4 DETAILED RESULTS FOR UNDERSTANDING WCI DYNAMIC IN SECTION[4]
To better understand the experiment in Section[d] we analyze the dynamics of learning rate adjust-

ments and the behavior of the Weight-Curvature Index (WCI) before and after tuning. As depicted
in Figure[9(a)] the learning rate is dynamically decayed to ensure that the WCI remains stable, indi-
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Table 2: Training and testing time with and without WCI.

Dataset Training Time (s) Testing Time (s)
Without WCI ~ With WCI | Without WCI ~ With WCI
CIFAR-10 107.84 699.30 19.60 19.24
CIFAR-100 66.23 466.14 12.48 12.49
SVHN 95.74 652.02 31.75 31.95
CIFAR-10 (test with AutoAttack) - 717.35 \ - 1678.7

cating an adaptive approach to maintain model stability while training progresses. This adaptation
is crucial for balancing the exploration and exploitation phases during training, potentially reducing
the risk of overfitting by aligning the learning rate with the underlying model complexity measured
by the WCI. Moreover, as shown in Figure our comparison between different training strate-
gies highlights significant findings. The WCI-based adjustment not only enhances the standard test
accuracy but also improves the testing robust accuracy compared to the basic and early stopping
methods. This suggests that incorporating WCI into the training process allows for a more nuanced
control over model updates, which is particularly beneficial for adversarial training scenarios where
robustness is as critical as accuracy.

D COMPUTATIONAL COMPLEXITY ANALYSIS

In this section, we provide a detailed analysis of the computational complexity of the Weight-
Curvature Index (WCI) and its impact on training and testing times.

Table 2] presents the training and inference time for adversarial training on CIFAR-10, CIFAR-100,
and SVHN datasets with and without using WCI-based learning rate adjustment schemes. In par-
ticular, we use 4 xNVIDIA A100 40GB Tensor Core GPUs (SXM4 Cards) for training and testing
the models. The results show that the training time increases significantly when using WCI due to
the additional computation required to calculate the WCI values. However, the testing time remains
relatively stable with and without WCI, indicating that the WCI does not significantly impact the
inference time. This analysis demonstrates that while the WCI introduces additional computational
overhead during training, it does not affect the model’s inference performance, making it a practical
and efficient method for improving model robustness. It is worth noting that in the proposed dy-
namic learning rate adjustment strategy (Algorithm [I)), WCI is only computed after 100 epochs of
adversarial training, which avoids the computational overhead in the initial epochs. We expect the
overall training time can be significantly reduced by implementing interval-based WCI adjustments,
wherein WCI is computed every few epochs instead of every single epoch post the initial period
while largely keeping the benefits of improving robust generalization. Future studies can further
explore how to lower the computational costs for calculating the trace of Hessian matrices for WCI
by applying Hessian approximation techniques or employing probabilistic methods.
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