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Abstract

As governments and organizations adopt founda-
tion models for public services and workplace
productivity, sensitive citizen, employee, and
administrative text may enter LLM workflows
through inference, retrieval, fine-tuning, or lo-
cal model development. We examine whether
text anonymizers transfer to new deployment set-
tings by extending RAT-Bench to Malaysia us-
ing local microdata, Malaysian PII formats, and
culturally grounded transcripts in Malaysian En-
glish and Bahasa Malaysia. We evaluate NER-
and LLM-based anonymizers using an LLM at-
tacker that infers attributes from anonymized text,
measuring both re-identification success and text
utility. Across Malaysian English and Bahasa
Malaysia, the two LLM anonymizers provide the
strongest explicit privacy—utility trade-offs, reduc-
ing Easy/Hard re-identification risk to 23-29%
while preserving BLEU scores of 0.77-0.94. Non-
LLM tools show sharper failure modes, either pre-
serving utility while leaving high residual risk or
reducing risk through severe over-redaction, es-
pecially in Bahasa Malaysia. These findings sug-
gest that anonymizers should be evaluated against
deployment-relevant languages, identifier formats,
and cultural contexts before being relied on in
public-sector, workplace, or local Al pipelines.

1. Introduction

Governments and organizations are rapidly adopting foun-
dation models for public services and workplace produc-
tivity. In Malaysia, this is moving from policy to practice:
the AT at Work 2.0 initiative provides Google Workspace
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with Gemini tools and training to up to 445,000 Malaysian
public officers (Ministry of Digital Malaysia and Google
Cloud, 2025). Malaysia has also issued public-sector Al
adoption guidelines covering legal compliance, ethics prin-
ciples, roles and responsibilities, adoption procedures, and
Al risk management (Jabatan Digital Negara, 2026). More
broadly, Malaysia’s national Al governance guidance em-
phasizes safe, ethical, and responsible Al development and
use (Government of Malaysia, 2024).

This creates a practical privacy problem across the Al life-
cycle. In the near term, sensitive citizen, employee, or
administrative text may be submitted to LLM systems dur-
ing inference-time use, such as drafting, summarization,
search, or document analysis. In the longer term, similar
text may also enter retrieval corpora, fine-tuning data, or
local model-development pipelines, where memorization
and later extraction become additional concerns. Privacy
guidance for LLMs warns that users may overshare per-
sonal or confidential information with chatbots, and that
logs may retain user interactions (European Data Protection
Board, 2025). Prior work further shows that LLMs can infer
personal attributes from ordinary text, and that models can
memorize and reveal training examples (Carlini et al., 2021;
2023; Staab et al., 2024). PII detection and anonymiza-
tion are therefore natural guardrails, but their effectiveness
must be evaluated against re-identification rather than span
removal alone.

RAT-Bench evaluates anonymization through this residual
re-identification risk rather than span-level recall (Kr¢o et al.,
2026). However, its demographic grounding, identifiers, and
cultural context are primarily U.S.-centric and do not ac-
count for other geographies. Malaysia is a useful stress
test for contextual generalization: Malaysian English dif-
fers from U.S.-centric benchmark text in names, addresses,
geography, local phrasing, and cultural references, while
many interactions also occur in Bahasa Malaysia. We there-
fore evaluate both Malaysian English and Bahasa Malaysia
transcripts, leaving richer code-switching to future work.

We examine whether anonymizers retain their performance
when transferred to the Malaysian setting. We make three
contributions: (i) a framework for extending RAT-Bench



Localizing Text Anonymization for Trustworthy Al

Il No anonymization
LLM anonymizer

B Token classifier
NER model

I PIl detector framework
Perturbation

20 40 60 80 100
Re-identification success rate Rgycc (%)

o-

Figure 1. Malaysian English re-identification risk averaged over
Easy and Hard settings.

to the Malaysian context using differentially private syn-
thetic microdata derived from Malaysia [IPUMS records;
(i) a localized PII-generation pipeline covering Malaysian
names, addresses, postcodes, phone formats, National Reg-
istration Identity Card (NRIC)/passport numbers, Employee
Provident Fund (EPF) numbers, Tax Identification Numbers
(TINS), credit cards, and bank accounts; (iii) an evalua-
tion of out-of-the-box anonymizers on Malaysian English
and Bahasa Malaysia transcripts. We find that LLM-based
anonymizers generally provide the strongest privacy—utility
trade-off under unchanged prompts, while several non-LLM
tools miss local PII, degrade on non-standard forms, or
severely over-redact Bahasa Malaysia text. Together, these
provide a case study of how privacy safeguards for Al de-
ployment can fail when evaluated only on U.S.-centric iden-
tifiers and English-language assumptions.

2. Background and Related Work

LLM adoption and inference-time privacy.

Public-sector and workplace LLM deployments create pri-
vacy risks even when models are not being trained or fine-
tuned: prompts, uploaded documents, retrieved context,
and conversation logs may contain sensitive personal or ad-
ministrative information. Regulatory guidance highlights
risks from users oversharing personal or confidential infor-
mation with chatbots and from logs retaining user interac-
tions (European Data Protection Board, 2025). Research
on privacy-preserving LLM inference also treats prompts
themselves as sensitive inputs that may require protection
when processed by cloud-hosted LLM services (Gim et al.,
2024). These risks motivate practical guardrails such as PII
detection and anonymization for inference, retrieval, and
model-development workflows.

Memorization, attribute inference, and anonymization.

Foundation models create privacy risks both by memorizing

rare training strings and by inferring sensitive attributes from
contextual cues. Training-data extraction and auditing work
shows that language models can reproduce or reveal training
examples under suitable attacks, motivating privacy controls
before sensitive text is used in model-development pipelines
(Carlini et al., 2019; 2021; 2023; Shi et al., 2024). Privacy
leakage is not limited to memorization: LLMs can infer
personal attributes from ordinary user-written text (Staab
et al., 2024), and LLM agents can deanonymize pseudony-
mous users from unstructured online text at scale (Lermen
et al., 2026). Text anonymization is therefore a practical
mitigation, but its effectiveness should be evaluated against
adversarial re-identification rather than span removal alone.

Risk-based evaluation and localization.

Most de-identification and anonymization benchmarks eval-
uate protected-span detection or recall (Lison et al., 2021;
Pilan et al., 2022; Kim et al., 2024). Recent work evalu-
ates anonymization under stronger LLM-based adversaries
and shows that LLLM-based anonymization can improve
privacy—utility trade-offs (Staab et al., 2025; Yang et al.,
2025). However, span removal alone does not measure
whether the remaining text still contains enough direct or
indirect information to identify an individual. This connects
text anonymization to classical disclosure-control work,
where risk is population-relative and depends on the unique-
ness of indirect identifiers (Sweeney, 2002; Narayanan &
Shmatikov, 2008; de Montjoye et al., 2013; Rocher et al.,
2019; Gadotti et al., 2024). As such, risk is population-
relative, conclusions from a U.S.-grounded benchmark such
as RAT-Bench need not transfer unchanged to Malaysia
(Krco et al., 2026). We therefore test whether RAT-Bench’s
findings remain stable after localizing the reference micro-
data, direct identifiers, and language context.

3. Malaysian Benchmark Construction

3.1. Source Microdata and Record Sampling

We use year-2000 Malaysian IPUMS (Ruggles et al., 2025)
microdata, the latest Malaysian microdata available to us.
The original data contains more than 400,000 records and
cannot be publicly released. We select and transform rele-
vant IPUMS variables to align with the identifier categories
defined in RAT-Bench, then use PrivBayes via Reprosyn
with privacy budget e = 5 to generate a synthetic microdata
sample of 400,000 records (Zhang et al., 2017; Alan Tur-
ing Institute, 2024). This synthetic microdata is used for
benchmark construction and re-identification scoring.

Following RAT-Bench, we select benchmark records that
are already high-risk before anonymization. For a candidate
record, baseline correctness measures how likely an attacker
is to recover the correct individual from the reference popu-
lation using a sampled set of indirect identifiers. We sample
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100 high-risk benchmark records by selecting records whose
baseline correctness under five sampled indirect identifiers
exceeds 0y = 0.9.

3.2. Indirect Identifier Construction and Enrichment

We map Malaysian IPUMS variables to RAT-Bench’s nine
indirect-identifier categories: state, sex, age, race, marital
status, education, employment status, occupation, and cit-
izenship. Two mappings require approximation: place of
birth is used as the closest available proxy for state of resi-
dence, and education level is combined with highest certifi-
cate obtained to approximate RAT-Bench’s finer-grained ed-
ucation attribute. Full mapping details are in Appendix A.1.

Postcode is needed for two parts of the benchmark: generat-
ing realistic Malaysian addresses and scoring partial address
recovery during re-identification evaluation. However, the
Malaysia IPUMS extract does not provide postcode-level
geography. We therefore enrich the synthetic microdata
with state-consistent postcodes using a population-weighted
procedure, rather than sampling postcodes uniformly within
each state. Unlike RAT-Bench’s U.S. setting, where ZIP
codes can be mapped to PUMA geography, our Malaysian
setting has no PUMA-equivalent field, so we use postcodes
directly in re-identification scoring.

For each record, we first sample a district d within the
record’s state s, proportional to district population (Depart-
ment of Statistics Malaysia, 2024):

population(d)

P d S) = —,
) Z(ZGD(S) population(d)

where D(s) is the set of districts in state s. We then sample
a postcode uniformly from the postcode pool matched to
that district (heiswayi, 2025):

1
P(z|d) = —,
G190 =1z,
where 2 is the sampled postcode and Z; is the set of post-
codes matched to district d. Additional postcode-matching
details are provided in Appendix A.4.

3.3. Malaysian Direct Identifier Generation

We also introduce three Malaysian-relevant identifiers: bank
account number, EPF number, and TIN. These are strongly
identifying locally: bank account numbers and mobile num-
bers can reveal or confirm account-holder names in common
payment workflows, while EPF and TIN are unique admin-
istrative identifiers linked to an individual’s NRIC.

Identifiers are generated using local format constraints.
Names are conditioned on state, ethnicity, and gender; ad-
dresses are synthetic but follow Malaysian address structure

and valid postcodes; phone numbers include mobile and
landline formats; and NRICs encode date of birth, state
code, and gender. To ensure coverage and comparability,
we stratify direct identifier assignment: in each 100-record
explicit setting, each of the nine direct identifier categories
appears 11 times, with one category appearing 12 times.
Full generation rules and format constraints are provided in
Appendix B.

3.4. Transcript Generation and Quality Control

Following RAT-Bench, we generate transcripts in three sce-
narios: medical consultation, chatbot conversation, and
meeting transcript. We repeat generation in Malaysian En-
glish and Bahasa Malaysia, grounding both in Malaysian
names, geography, institutions, and social context. For each
language and difficulty setting, we generate 100 transcripts
from the same selected high-risk records.

We use RAT-Bench’s three difficulty settings. Easy states
one direct identifier and five indirect identifiers explicitly;
Hard keeps them explicit but uses non-standard forms; and
Implicit contains only indirect identifiers, conveyed through
contextual clues. Implicit is less straightforward in the
Malaysian context because target attributes must be recov-
erable from indirect local cues. Initial generations did not
consistently contain enough evidence for the attacker to in-
fer the target attributes. We therefore manually corrected
61/100 Malaysian English Implicit transcripts to strengthen
clue bundles while keeping target values implicit, increasing
no-anonymization re-identification from 5% to 35%, close
to RAT-Bench’s 32% Implicit risk. Bahasa Malaysia Im-
plicit showed the same issue, so we treat it as exploratory
and exclude it from the main comparison.

4. Experimental Setup

LLM-based
Haiku + PII Purifier
Haiku + Rescriber

Pl detector frameworks NER-based Perturbation-based Token- ification
Presidio GLINER TEM (e = 11) OpenAl Privacy Filter
Scrubadub UniNER

Figure 2. Anonymizer families evaluated in this work.

Anonymizers.

We evaluate seven anonymizers from RAT-Bench: five non-
LLM methods (Presidio, Scrubadub, GliNER, UniNER,
TEM with ¢ = 11) and two LLM-based methods us-
ing Claude Haiku 4.5 with the PII Purifier and Rescriber
prompts. We add OpenAl Privacy Filter (OpenAl, 2026).
All anonymizers are used out of the box.

Generator and attacker.

We use Claude Sonnet 4.5 for transcript generation and at-
tack. This provides some model variation across the pipeline
while retaining a strong generator and attacker. The attacker
prompt follows RAT-Bench, with one localized addition in-
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structing the attacker to make inferences from a Malaysian
context and to use 1 January 2000 as the reference date for
time-based reasoning. The exact modified prompt footer is
provided in Appendix F.3.

Metrics.

Following RAT-Bench, a record is considered re-identified if
at least one direct identifier is recovered, or if the estimated
re-identification risk from recovered indirect identifiers ex-
ceeds # = 0.2. This threshold corresponds to the k = 5 intu-
ition from k-anonymity, where a record should remain indis-
tinguishable from at least four others under quasi-identifier
matching (Sweeney, 2002). We report re-identification suc-
cess rate, with lower values indicating lower residual privacy
risk, and BLEU between the original and anonymized text,
with higher values indicating better utility.

5. Results

Table 1 shows three main findings. First, LLM-based
anonymizers provide the strongest Easy/Hard privacy—utility
trade-off in Malaysian English, as visualized in Figure 3.
Haiku + PII Purifier achieves the lowest average explicit
re-identification rate (23%) while preserving high utility
(BLEU 0.94). Haiku + Rescriber is close in privacy (26%)
but has lower utility (BLEU 0.83). OpenAl Privacy Filter
preserves utility similarly well, but its risk increases sharply
from Easy to Hard identifiers (18% to 59%), suggesting
weaker protection for non-standard local forms. Among
non-LLM methods, Presidio is strongest but still leaves 45%
average explicit risk.

Second, the Malaysian English Implicit setting evaluates
contextual re-identification: whether indirect cues can still
identify someone when direct identifiers are absent. Since
no direct identifiers are present, record-level R, .. depends
entirely on recovered indirect attributes. Haiku + Rescriber
performs best in this setting, reducing Rgy. to 1% while
preserving BLEU 0.87. Presidio is the strongest non-LLM
method on Implicit risk (2%), but with lower utility (BLEU
0.85) than Haiku + Rescriber and Haiku + PII Purifier.
Haiku + PII Purifier has higher residual risk (7%) but pre-
serves the most utility among these methods (BLEU 0.97).

Third, Bahasa Malaysia shows a larger gap between LLM-
based and non-LLM privacy—utility trade-offs. The LLM
methods remain comparatively stable: Haiku + Rescriber
achieves the lowest average explicit risk (23%), while Haiku
+ PII Purifier preserves higher utility with moderately higher
risk (29%, BLEU 0.92). In contrast, several non-LLM meth-
ods show sharper failure modes. Presidio reduces average
explicit risk to 40%, but BLEU drops to 0.17, indicating
severe over-redaction. Conversely, OpenAl Privacy Filter
preserves utility well (BLEU 0.94) but leaves high residual
risk (63%). We provide an example of such over-redaction

in Appendix E.1.

Overall, non-LLM tools exhibit mixed failure modes: some
preserve utility but leave high residual risk, while oth-
ers heavily redact benign text yet can still leave local PII
unredacted. Relative to RAT-Bench (Krco et al., 2026), our
results preserve the broad LLM advantage but show a clearer
gap between LLM- and NER-based method performance in
Malaysian English and Bahasa Malaysia across both Easy
and Hard examples.

6. Discussion and Limitations

Our results support RAT-Bench’s conclusion that LLM-
based anonymizers often provide a stronger privacy—utility
trade-off than non-LLM systems, but show that U.S.-centric
benchmarks can understate deployment failures elsewhere.
In Malaysia, local identifier formats, language, and cultural
context make failures more visible: some non-LLM tools
miss locally meaningful identifiers or non-standard explicit
forms, while in Bahasa Malaysia they can over-redact large
portions of text and still miss direct identifiers. This sug-
gests that anonymizers should be trained and evaluated on
deployment-relevant languages, identifier formats, and cul-
tural contexts, not only on U.S.-centric data.

For public-sector and workplace Al deployments,
anonymizer choice should be guided by the language and
context of deployment rather than English or U.S.-centric
benchmarks alone. LLM-based anonymizers appear more
adaptable under unchanged anonymization prompts, but
are costlier and should still be evaluated in the target
context. This is especially important when public officers
or employees use LLM tools for drafting, summarization,
search, or document analysis, where prompts and retrieved
context may contain citizen, employee, or administrative
information. The same concern extends to retrieval
corpora, fine-tuning data, and local model-development
pipelines, where retained PII can create downstream
memorization or extraction risks. A tool that performs
well on standard English PII may still miss local identifiers
such as NRIC-related formats, EPF, TIN, bank-account
numbers, state-dependent landlines, or Malaysian address
forms. Conversely, overly aggressive redaction may reduce
the usefulness of text for service improvement, internal
knowledge systems, or local model development. Localized
privacy evaluation is therefore part of responsible Al
adoption, not merely a benchmark exercise.

Limitations.

Due to data-use restrictions, we cannot release the origi-
nal or synthetic Malaysia IPUMS microdata or generated
benchmark. State is approximated using place of birth rather
than current residence. Postcode enrichment uses year 2020
district population statistics, the earliest available source we
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Table 1. Main results for Malaysian English and Bahasa Malaysia. R is re-identification success rate. Avg. is computed over Easy
and Hard settings. Bahasa Malaysia Implicit columns are omitted because the no-anonymization result remains too low at 7% to support

meaningful comparison.

Malaysian English Bahasa Malaysia
Method
Rsuce (%) BLEU (1) Rguce (%0 1) BLEU (1)
Easy Hard Avg. Implicit Avg. Implicit Easy Hard Avg. Avg.
No Anonymization 100 91 96 35  1.00 1.00 100 96 98 1.00
Presidio 40 50 45 2 082 0.85 52 28 40 0.17
Scrubadub 64 72 68 11 0.77 0.82 68 61 65 0.41
GliNER 66 57 62 2 087 0.66 66 63 65 0.49
UniNER 54 56 55 25 0.65 0.96 51 73 62 0.87
TEMe =11 55 69 62 30 0.65 0.70 45 76 61 0.25
Haiku 4.5 + PII Purifier Prompt 21 24 23 7 094 0.97 20 37 29 0.92
Haiku 4.5 + Rescriber Prompt 21 31 26 1 0383 0.87 8 37 23 0.77
OpenAl Privacy Filter 18 59 39 18 0.94 0.98 42 83 63 0.94
100 100 3
TEM .5”‘“’5‘1“‘) Swhadub.GuNER UniNER
) ®Giner z @ A penal Privacy Filter
é‘ .Presldm E:
) Haiku 4.5 Rescriber . P““F'unner | Haiku 4.5 Rescril iber
(a) Malaysian English (b) Bahasa Malaysia

Figure 3. Privacy—utility trade-off across anonymizers, using Easy/Hard average re-identification success rate and BLEU values from
Table 1. Lower Ry indicates stronger privacy protection, while higher BLEU indicates higher text utility.

found, although the base microdata is from 2000. Implicit
generation remains challenging: Malaysian English Implicit
examples required quality control, while Bahasa Malaysia
Implicit remains preliminary. Malaysia-specific recognizers
or fine-tuned systems could improve non-LLM tools; our
goal is to test default cross-context generalization.

7. Conclusion

We extend RAT-Bench to Malaysia by constructing differ-
entially private synthetic microdata derived from Malaysian
IPUMS records, adding Malaysian-specific direct identi-
fiers, and evaluating anonymizers on Malaysian English
and Bahasa Malaysia transcripts. The broad RAT-Bench
pattern transfers: LLM-based anonymizers generally pro-
vide the strongest privacy—utility trade-off. However, the
Malaysian setting makes several failure modes more visi-
ble, including missed local identifiers, weaker protection
for non-standard explicit forms, and severe over-redaction
in Bahasa Malaysia text. As governments and organiza-

tions adopt LLMs in public-sector and workplace settings,
anonymization benchmarks should be localized across iden-
tifier formats, language use, and cultural context before their
results are used to justify privacy controls for sensitive local
text.

Impact Statement

This paper studies text anonymization as a privacy safeguard
for localized and multilingual foundation-model use. Its po-
tential positive impact is to support safer public-sector, work-
place, and local Al deployments by showing that anonymiza-
tion tools should be evaluated against local identifiers, lan-
guages, and cultural context before they are relied on as
privacy controls. This matters both for inference-time use,
where prompts and documents may contain sensitive in-
formation, and for model-development workflows, where
retained PII can create downstream memorization or ex-
traction risks. A potential negative impact is that reporting
anonymizer failures could help adversaries probe deployed
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systems; we mitigate this by reporting aggregate findings
and not releasing restricted microdata or generated bench-
mark text. Overall, we argue that localized privacy evalua-
tion is part of responsible Al adoption across societies and
languages.
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A. Benchmark Construction Details
A.1. Mapping Malaysian IPUMS Variables

Table 2 summarizes how we map the indirect identifiers used in RAT-Bench to the Malaysia IPUMS 2000 variables,
originally produced by the Department of Statistics Malaysia. RAT-Bench is based on U.S. PUMS-style demographic
attributes, so several fields do not have exact equivalents in the Malaysian IPUMS extract. We therefore clean, merge, or
approximate [IPUMS variables to preserve the same broad indirect-identifier categories while adapting them to the Malaysian
census schema.

Table 2. Mapping from RAT-Bench/PUMS indirect identifiers to Malaysian IPUMS variables. Date of birth and postcode are added after
synthetic microdata generation for transcript generation and re-identification scoring.

RAT-Bench field Meaning in RAT-Bench/PUMS Malaysia IPUMS field(s) Adaptation

ST U.S. state of residence BPLS, BPLC Malaysia IPUMS does not provide current
state of residence in our extract. We use
Malaysian state of birth as the closest avail-
able geographic proxy. For foreign-born
records, BPLC provides country of birth
instead of a Malaysian state.

SEX Sex SEX Used directly.

AGE Age AGE Used directly. Following RAT-Bench, we
generate date of birth by sampling a valid
month and day consistent with calendar
constraints, then assigning a birth year
from age. Date of birth is generated from
age using 1 January 2000 as the reference
date. For age values coded as 99+, we ran-
domly assign an age between 99 and 110
before generating date of birth.

RAC2P Race / ethnicity ETHNIC Mapped to Malaysian ethnicity categories,
including Malay, Chinese, Indian, other
Bumiputera, Others, and non-citizens.

MAR Marital status MARST Used directly.

SCHL Educational attainment EDLEV, DEGREE Merged into a single education variable
to better approximate the granularity of
PUMS SCHL. We use DEGREE when a
valid certificate value exists; otherwise we
fall back to EDLEV.

ESR Employment status WORKING Used directly.
OCCP Occupation / job title 0CC3 Used directly.
CIT Citizenship status CITIZEN1, CITIZEN2 CITIZENI1 is used as the main citizenship

variable. CITIZEN2 contains the country
of origin and is a supporting field for non-
citizens, used when generating passport
numbers.

For geography, RAT-Bench uses U.S. state of residence, whereas the Malaysia IPUMS extract available to us provides place
of birth. We therefore use Malaysian state of birth as the closest available geographic proxy. Foreign-born individuals do
not have a Malaysian birth state, so for these records we use the IPUMS CITIZEN?2 attribute to obtain country-of-origin
information and assign passport-style identifiers rather than NRIC numbers.

Education also requires merging. U.S. PUMS provides a relatively fine-grained educational-attainment variable, SCHL,
which distinguishes levels such as kindergarten, individual school grades, high-school completion, some college, bachelor’s
degree, master’s degree, and doctorate. In contrast, Malaysia IPUMS separates education into two less directly comparable
fields: EDLEV, which gives a broad highest education level such as no schooling, primary, secondary, post-secondary, or
tertiary education; and DEGREE, which gives the highest certificate obtained, such as lower-secondary, upper-secondary,
post-secondary, diploma, degree, or postgraduate qualification.

We construct a single education variable by using DEGREE when a valid certificate value is available, and falling back to
EDLEV otherwise. This preserves certificate-level detail for individuals with formal qualifications while still retaining broad
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education information for individuals without a recorded certificate.

A.2. Synthetic Microdata Generation

We use Malaysia IPUMS year-2000 microdata, the latest Malaysian IPUMS microdata available to us. Because the original
IPUMS records cannot be publicly released under the data-use license, it is only used to construct the privacy-preserving
synthetic microdata for this work. After applying the variable cleaning and merging described in Section A.1, we generate
synthetic microdata using PrivBayes with privacy budget e = 5 via the ReProSyn library (Zhang et al., 2017; Alan
Turing Institute, 2024). We use € = 5 as a practical privacy—utility trade-off: the synthetic data must preserve enough
demographic dependence structure for re-identification-risk estimation, while avoiding direct release of the underlying
restricted microdata.

The resulting synthetic microdata contains 400,000 records. Following RAT-Bench, this synthetic population has two roles.
First, it serves as the reference population for estimating re-identification risk. Second, it is the pool from which we select
benchmark records. For each candidate benchmark case, we sample five indirect identifiers from the available identifier set
and estimate the record’s baseline correctness under those identifiers. We then select 100 high-risk records whose baseline
correctness exceeds 6y = 0.9. This follows the RAT-Bench design choice of evaluating anonymizers on records that are
meaningfully re-identifiable before anonymization, rather than on records that would be low-risk even without protection.

A.3. Date-of-Birth Enrichment

As with PUMS, date of birth is not directly available in the Malaysia IPUMS extract. We therefore generate date of birth
from age.

We assume a reference date of 1 January 2000, matching the census year. For each record, we sample a random birth month
and day, taking into account month lengths and leap years, then assign a birth year consistent with the recorded age at the
reference date. For rows with that age value of 99+, we sample an age between 99 and 110. The generated date of birth is
used both during transcript generation and during re-identification scoring. If the attacker does not recover the full date of
birth, correct components such as day, month, or year can still contribute to indirect re-identification risk.

A.4. Postcode Enrichment

The postcode-enrichment procedure is summarized in the main paper. Here, we provide additional implementation details.
Malaysia IPUMS does not provide postcode-level geography, so we assign each synthetic record a state-consistent postcode
after synthetic microdata generation. The assigned postcode is used both to generate realistic Malaysian addresses and to
support re-identification scoring when an attacker recovers a postcode or partial address.

We use district population data from the Malaysia Department of Statistics and postcode data from a public Malaysian
postcode repository (Department of Statistics Malaysia, 2024; heiswayi, 2025). The population data is from 2020, which is
the closest available year to the 2000 IPUMS microdata in the source we use. Although this does not reconstruct year-2000
postcode frequencies exactly, it provides a more grounded assignment than uniformly sampling from all postcodes in a state
because postcode selection approximately reflects district-level population distribution.

For each record, we first sample a district d within state s proportional to district population:
population(d)
>_dep(s) Population(d) 7

P(d|s) =

where D(s) is the set of districts in state s. We then sample a postcode uniformly from the postcode pool matched to that
district:

1
P(z|d):@,

where z is the sampled postcode and Zj is the set of postcodes matched to district d.
Equivalently, for a postcode z matched to district d., the state-conditional sampling probability is
population(d,) 1

P(z]s)= . '
=1 ZJGD(S) population(d) |Z4.]
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The two data sources use different geographic granularities: the population data is reported at the district level, while the
postcode database is organized by city or area. We therefore map postcode entries to districts using name matching followed
by manual review of mismatches. If a district cannot be matched to any postcode pool, we exclude it from postcode sampling
and renormalize the district-sampling probabilities over the matched districts in the same state. After sampling a district, we
sample uniformly from the unique postcode pool matched to that district.

Unlike RAT-Bench’s U.S. setting, where ZIP code can be mapped to PUMA geography, our Malaysian setting has no
PUMA -equivalent field. We therefore use postcode directly in the re-identification model.

B. Direct Identifier Generation

After selecting the 100 high-risk benchmark records, we generate Malaysian direct identifiers for each record before
transcript generation. RAT-Bench includes U.S.-centric direct identifiers such as Social Security numbers and U.S. addresses.
Our Malaysian extension instead uses identifier formats and contextual constraints relevant to Malaysia. We generate nine
direct identifier categories: name, email, address, credit card number, phone number, NRIC/passport number, bank account
number, EPF number, and TIN.

Coverage balancing. Rather than sampling direct identifier types fully at random, we stratify assignment to ensure that all
identifier categories are evaluated. In each 100-record explicit setting, eight categories appear 11 times and one category
appears 12 times; in our experiments, email appears 12 times. This avoids a split in which locally important identifiers such
as NRIC, EPF, TIN, or bank account numbers appear too rarely to evaluate. It also makes the direct-identifier distribution
more stable across Easy and Hard settings.

Table 3. Direct identifier categories generated for the Malaysian benchmark. All identifiers are synthetic and used only for benchmark
construction.

Identifier type Generation approach

Name Generated using Claude Sonnet 4.5 with state, ethnicity, gender, citizenship status, and, for
non-citizens, country-of-origin context. Prompts cover Malay, Chinese Malaysian, Malaysian
Indian, other Bumiputera (non-Malay indigenous groups), mixed-heritage, and foreign-name

patterns.

Email Generated from synthetic names using common email-provider domains such as Gmail,
Outlook, Hotmail, and Yahoo.

Address Generated with an LLM from Malaysian address-style examples, constrained to the assigned
state and postcode. Real address examples are used only as style seeds; final addresses are
synthetic.

Credit card Generated using card schemes relevant to Malaysia: Visa, Mastercard, American Express, and
UnionPay. Generated numbers pass the Luhn check.

Phone number Generated as mobile or landline numbers. Mobile numbers use Malaysian 01x prefixes;
landlines use state-conditioned area codes.

NRIC/passport Malaysian citizens born in Malaysia receive synthetic NRIC numbers consistent with date

of birth, state code, and gender. Non-citizens and permanent residents receive passport-style
identifiers conditioned on country of origin where possible.

Bank account Generated using account-number lengths from banks operating in Malaysia.
EPF Generated as a unique 8-digit synthetic Employee Provident Fund number.
TIN Generated as an individual Malaysian TIN using the IG prefix followed by 9—12 digits.

B.1. Name Generation

Names are generated with Claude Sonnet 4.5 using prompts conditioned on the synthetic record’s state, ethnicity, gender,
citizenship status, and, for non-citizens, country of origin. The goal is to create plausible Malaysian names with realistic
variation. We generate names separately for major Malaysian naming contexts: Malay, Chinese Malaysian, Malaysian
Indian, other Bumiputera, mixed-heritage, and foreign-origin profiles.

The prompts encode culturally specific naming conventions. Malay names may include patronymics such as “bin” and “binti”,
which mean “son of”” and “daughter of””, and occasional honorific or hereditary titles. Chinese Malaysian names include
both English-first and romanized Chinese forms, with variation in surname and given-name structure. Malaysian Indian
names cover several locally common patterns, including names with “A/L” and “A/P” patronymic markers, where “A/L”

10



Localizing Text Anonymization for Trustworthy Al

abbreviates anak lelaki (son) and “A/P” abbreviates anak perempuan (daughter); English-given-name variants combined
with Indian name elements; and Sikh/Punjabi-style names using Singh or Kaur where appropriate. Other Bumiputera names
are generated with regional guidance for Sabah, Sarawak, and Peninsular Orang Asli contexts. Mixed-heritage names are
generated using multiple plausible Malaysian blend patterns, such as Malay—Chinese, Chinese—Indian, Malay—Indian, and
Eurasian-influenced forms, rather than repeating a single template. Generated names are checked for uniqueness within the
generated pool.

B.2. Email Addresses

Email addresses are generated following RAT-Bench’s procedure, using the synthetic person’s name and generated date of
birth. We construct the local-part from common email-address patterns, including first-name and last-name combinations,
initials, separators such as periods or underscores, and optional numeric components derived from the birth day, birth month,
or birth year. We then assign common email-provider domains such as Gmail, Outlook, Hotmail, and Yahoo. This produces
realistic-looking emails whose components are partially correlated with the record, while ensuring that all email addresses
are synthetic and unique within the generated pool.

B.3. Address Generation

Addresses are generated to reflect Malaysian residential address structure. We first enrich each synthetic record with a
state-consistent postcode as described in Section A.4. The LLM address generator then produces a synthetic address
constrained to the assigned state and postcode.

To capture realistic formatting complexity, we seed the LLM generator, Claude Sonnet 4.5, with examples of Malaysian
addresses and instruct it to preserve similar ordering, punctuation, and length without copying any example exactly.
Generated addresses may include unit or house numbers, road names, taman or kampung names, districts or towns,
postcodes, states, and the country name. The postcode at the end of the generated address is aligned with the postcode stored
in the enriched microdata, so that partial address recovery can be scored through postcode correctness.

B.4. Phone Numbers

Phone numbers are generated as either mobile or landline numbers. When state information is available, each record receives
a mobile number with probability 0.5 and a landline number with probability 0.5. If state information is unavailable, the
record receives a mobile number.

Mobile numbers are sampled from Malaysian mobile prefixes, including 010, 011, 012, 013, 014, 016, 017, 018, and 019.
The 011 prefix receives a longer subscriber number than the other prefixes. Landline numbers are conditioned on state using
Malaysian area-code structure. For example, Kuala Lumpur and Selangor use 03, northern states use 04 or 05 depending on
state, and Sabah/Sarawak use 08x prefixes. Generated numbers are validated against formatting rules and de-duplicated.

B.5. NRIC and Passport Numbers

For Malaysian citizens born in Malaysia, we generate synthetic NRIC numbers. The first six digits encode the generated
date of birth, the middle state code is sampled from valid state-code options for the record’s state of birth, and the final
digit is sampled to match gender parity conventions. We restrict NRIC assignment to Malaysian citizens born in Malaysia
because assigning NRIC state codes to Malaysian citizens born abroad would require additional assumptions. Non-citizens
and permanent residents receive passport-style identifiers instead. Passport formats are generated based on country of origin
where possible, using country-specific letter and digit patterns.

B.6. EPF, TIN, and Bank Account Numbers

We include EPF, TIN, and bank account numbers because these are locally meaningful administrative or financial identifiers.
EPF numbers are generated as unique 8-digit synthetic identifiers. Individual TINs are generated using the Malaysian
individual “IG” prefix followed by 9-12 digits. Bank account numbers are generated by first sampling a bank operating in
Malaysia and then sampling an account-number length valid for that bank, using published Malaysian interbank account-
structure guidance (OCBC Bank, 2026). The generated bank-account value includes the bank name and a synthetic account
number.
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B.7. Credit Card Numbers

Credit card numbers are included for comparability with RAT-Bench, but we adapt the card-scheme set to the Malaysian
context. RAT-Bench includes schemes such as Visa, Mastercard, American Express, Discover, Diners Club, and JCB. We
instead generate Visa, Mastercard, American Express, and UnionPay numbers. Synthetic card numbers are generated with
scheme-appropriate prefixes and lengths and are required to pass the Luhn check. No real card numbers are used.

B.8. Stratified direct identifier assignment.

To ensure that all direct identifier types are represented and comparable across difficulty settings, we stratify direct identifier
assignment. In each 100-record explicit setting, each of the nine direct identifier categories appears 11 times, with the email
category appearing 12 times.

C. Text Generation and Quality Control

We follow RAT-Bench in generating transcripts for three scenarios: medical consultation, chatbot conversation, and meeting
transcript. We create two localized language settings using separate prompts: Malaysian English and Bahasa Malaysia.

Malaysian English refers to English dialogue grounded in Malaysian context, including Malaysian names, geography,
institutions, social references, and light local phrasing where natural. Bahasa Malaysia refers to Malay-language dialogue,
with light English code-switching where natural.

We use the same three difficulty settings as RAT-Bench: Easy, Hard, and Implicit. In the Easy setting, target identifiers are
stated explicitly in standard form. In the Hard setting, identifiers are still explicit, but appear in less standard forms such as
spelled-out numbers, segmentation, slang, abbreviations, informal formatting, or mixed-language phrasing. In the Implicit
setting, target values are not stated directly; instead, indirect identifiers must be inferred from Malaysian contextual clues
such as geography, cultural practices, routines, institutions, and social references.

C.1. Implicit Generation Quality Control

Implicit generation required additional quality control. The initial Malaysian English Implicit generations sounded natural
but did not always make the target attributes recoverable, giving a no-anonymization re-identification rate of only 5%. We
improved the Implicit-generation prompt and manually corrected 61/100 Malaysian English Implicit examples. After this
correction, the no-anonymization re-identification rate increased to 35%, close to the original RAT-Bench Implicit setting.
The resulting Malaysian English Implicit results are reported in Table 1.

We did not apply the same manual correction step to Bahasa Malaysia Implicit examples. The no-anonymization result for
Bahasa Malaysia Implicit remains low at 7%, so we treat Bahasa Malaysia Implicit as exploratory and omit it from the main
comparison. The full Bahasa Malaysia Implicit results are reported separately in Table 4.

D. Experimental Details
D.1. Anonymizers

We evaluate most anonymizers from RAT-Bench and add OpenAl Privacy Filter. The evaluated methods are Presidio,
Scrubadub, GIliNER, UniNER, TEM with € = 11, OpenAl Privacy Filter, and two LLM anonymizers using the original
RAT-Bench PII Purifier and Rescriber prompts. For the LLM anonymizers, we use Claude Haiku 4.5. We do not modify the
RAT-Bench LLM anonymization prompts for the Malaysian setting; this lets us test whether the prompt generalizes to local
identifiers and language settings out of the box.

D.2. Generator and Attacker

We use Claude Sonnet 4.5 as the transcript generator and attacker. The generator receives a scenario, target profile, difficulty
setting, and attribute examples. The attacker receives the anonymized transcript and is asked to infer target attributes in a
structured format.

The attacker prompt follows RAT-Bench but adds two pieces of context: inferences should be made from a Malaysian
context, and time-based reasoning should assume the reference date 1 January 2000. The reference date is needed because
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icenario "Chatbot conversation"

untime_presidio 0.12135931699594948

ext_anon_presidio "[START OF TRANSCRIPT] Person: Selamat pagi. *********#**sxraxsxraxsxss kemudahan pinjaman untuk pekerja ladang. ************* mohon? Chat
bot: Selamat pagi! Tentu boleh saya bantu. Untuk memastikan **********ssxssasrsssressrsnsrsrsrsass boleh saya tahu status pekerjaan awak sekarang? Person: Oh, say
a memang bekerja sekarang. ********** campuran - ********* tanam padi sikit, kadang-kadang tanam sayur juga. Kerja sebagai *********#*sarsasatrsrarerrairsreries
Chatbot: Baik, faham. Jadi awak *******s*ssssxsarsrenrarensares sxs hagug kera****++++sxesrsassrensarsnsarsneararearsrencarsarsr khas untuk sektor pertanian. Awak w
arganegara ******** kan? Person: Ya betul, *******#s**ssxss sassress | ghir **##**eesxreasrssssarss Chatbot: ***** sekali. Untuk permohonan pinjaman, biasanya bank ata
u institusi kewangan akan ******sesrsarareniaes v " Slip ¥+ pendapatan, ******sxsrerrnrnrrsx Awak ada nombor KWSP? Person: *** nombor
KWSP saya ialah 42640889, Tapi *********sxssxsxsaxsx hanyak duit *****+*s*exraxsarsres chock. Chatbot: ******% *xxsxsxxsxsxes nompor *x*+**x Awak boleh semak ba
ki KWSP awak ****#*ssssxexssxensarens atay *++*++++ mana_mana kaunter KWSP. Untuk pinjaman pertanian, *******s*sxssxsxexrsss mana? Person: ****++ssxexsarsnsares
Kawasan sini banyak **#**#**+% jadj **sxrexrsares yntyk **e***s*es campuran macam ********% Chatbot: Oh ****¥] *sx*sxssxxsxxsxrsarssrss nadinegara. Untuk pekerja
pertanian ******** ada **e*ssrssrranrenrenrerreanes veaveax auak boleh cuba Bank ********* Malaysia - mereka ada skim *xexx wxars o
ajuga **exexrerearsreaRaxsaRaReRRORILS Dortanian, Person: *****Fsrexearexss kadang-kadang susah sikit nak uruskan ******* pinjaman sebab ******sxsaxexearsrenss |od
ang **erertarexsararearane xearsnsaraxsnrarensd Chatbot: Awak tak periu risau langsung! Saya a*****+*s*exsarexsarensarsnsarsnearsrsnrarsnrsrenss adalah sesuatu ******
rexx higsa *HrFTeRRINREX sevrs vxswrawrenrs polhagai program **eFRERERR RS RORR (anity *eewEsRearearexrears portanian, Awak sepenuhnya layak untuk memohon
pinjaman ini. Person: Alhamdulillah, ********#****ssxsxsxsssx Sebenarnya ******** pinjaman ni untuk beli mesin **********xrx2x2% modal untuk beli anak **********s*srass
. ¥earex agaknya *Heeeresrexeararearars mohon? Chatbot: UNtUK MESin *#*#F# s s rsrsassseararens sEarenssrsnssxsassrsssarsnsarsrsassrsarsrenss \ogin rumput ***+*+++*
*sxexrsaxenrenrenrs RM2,000 hingga RM5,000 ********s*ssrssxs jonama. Untuk anak ********* bergantung berapa ekor ********sx+sx *sx+s awak nak mohon, *******+*+s
*x**++3* mohon antara RM10,000 hingga RM20,000 untuk permulaan. Person: Hmm, *******sssxssaxssssssnsrssrsssressrss cukup la untuk permulaan. ******* gpa ******
seaxexexrarenrarenrsrsd Chatbot: Untuk RM15,000, ***#*#*exssxeassrens | sxexxs (xxaxens) 3 sxaxsxescsss (quna nombor 42640889 ***++*+*sxsxrsrsxrarss) 3 sxeax pang
apatan - boleh guna resit jualan ****#*****3ssssssrasssssanass s22 tanah ********* atau surat sewa 5. Borang permohonan pinjaman dari bank 6. ****** atau bukti akt
iviti pertanian awak Awak ada *****#*ssxssxsanrerrenrenrensy Dorgon; *HHEIREIRRORL family fap] FIXIIKEIKRKRSX FIXRXRSAR Hag PRKRKREIKERERRS KR RAR OIS OIR SRS Jolfj #ANE
AEARERERRRRE RS XSRS RRRRS *arexraxanrarenss) Chatbot: Boleh je, ********xexrsxsarexs gurat kebenaran dari abang awak ***#¥##xsxearsxsaraxsararsararsnrarenRORIR LI ILS
* pertanian. **#** ty ****ssxsxrarans gloh *aravenr g *xrsrexearens kawasan awak. Ini akan ***+*+exex exearsrearerears Dorson: Okay, ****¥***4%% Frexeararenrarenss jym
pa *HEEIEERRELLILL LA LSRR S AAL 222222 lama biasanya proses kelulusan pinjaman ni? Chatbot: ****** kelulusan *********#x**sxx+2% 2 hingga 4 minggu, bergantung k*
FRSRERARSREORER TR RSO R O RR SRS R SRS AR SRR S TR SRS S¥eex (okumen lengKap **YHTTeReRReens axeareanesresarense sikit Bank Pertanian ************ hiasanya lebih cekap
untuk kes-kes pertanian. Person: *#+% s*sxsxssxsxrsrexrsrsrrares atag maklumat ni. Sangat membantu, S****#*+sssxeararsrrarersarexsarsnsararsarsrearsres Chatbot: Sa
ma-sama! Selamat berjaya dengan permohonan pinjaman awak. ********* gpa-gpa ********#** *+xxxxxexrsx untuk tanya. Semoga usaha pertanian awak di Kedah tu ter
Us ***exrsxraxrsarensel Person: Insya-Allah. **#**+*+++s++ex+ [END OF TRANSCRIPT]"

Figure 4. Example of a Bahasa Malaysia anonymization failure. Presidio removes large portions of benign text but leaves the EPF/KWSP
number (synthetic) , a local direct identifier, unredacted.

age and date-of-birth clues are generated relative to the year-2000 microdata.

D.3. Re-identification Metric

Following RAT-Bench, direct and indirect identifiers are scored differently. If the attacker correctly recovers at least one
direct identifier, the record is treated as re-identified. If no direct identifier is recovered, re-identification risk is computed
from the correctly recovered indirect identifiers against the synthetic reference microdata.

We use the same final success threshold as RAT-Bench: a record is counted as re-identified when the estimated re-
identification risk exceeds 6§ = 0.2, corresponding to & = 5. Utility is measured using BLEU between the original transcript
and anonymized transcript.

E. Additional Results
E.1. Qualitative Bahasa Malaysia NER Failure Example

Figure 4 shows an example of the mixed failure mode observed in Bahasa Malaysia. Presidio removes large portions of
benign text, reducing utility, but still leaves a local direct identifier exposed. This illustrates why lower re-identification risk
should be interpreted together with utility: some NER-based methods reduce risk partly through broad over-redaction rather
than precise removal of identifying information.

E.2. Attribute-Level Privacy Heatmaps

To better understand which attributes are protected or exposed, we report two families of heatmaps for both Malaysian
English and Bahasa Malaysia.

The first family of heatmaps, Figures 5 and 6, is record-by-attribute. Each row corresponds to one benchmark record, and
each column corresponds to an indirect or direct identifier. Cell values aggregate privacy success across anonymizers for
that record—attribute pair, where privacy success is defined as 1 — attacker correctness. Blue cells indicate that the attribute
was usually protected from the attacker, while red cells indicate that the attribute was often recovered. White cells indicate
that the attribute was not present or not targeted for that record. This is expected because each benchmark record contains
only a subset of indirect identifiers and, in the Easy and Hard settings, one direct identifier. For date of birth, we follow
RAT-Bench’s partial-credit scoring: if the full date of birth is not recovered, day, month, and year are evaluated separately.

The second family of heatmaps, Figures 7 and 8, is anonymizer-by-identifier. Each row corresponds to an anonymization
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method, and each column corresponds to an identifier. Cell values show the mean privacy success for that anonymizer—
identifier pair across all records in which the identifier appears. These plots show which anonymizers are stronger or weaker
for each identifier type.

Across the record-by-attribute heatmaps, indirect identifiers are generally more exposed than direct identifiers, shown by
the concentration of red cells on the indirect-identifier side. This is expected because many indirect identifiers are not
simple spans to remove; they can remain inferable from context even after anonymization. Direct identifiers such as names,
dates of birth, and emails are more consistently protected, but LLM-based methods are observed to perform better on
Malaysia-specific identifiers such as EPF and TIN.

The anonymizer-by-identifier heatmaps show that LLM-based anonymizers and the OpenAl Privacy Filter provide stronger
protection for many direct identifiers in the Easy setting, while NER-based systems are less consistent across local identifier
types. In the Hard setting, where identifiers appear in non-standard forms, the LLM-based methods remain more consistent,
while several non-LLM systems show weaker or more uneven protection. These diagnostic plots support the aggregate
results in Table 1: anonymizer performance is not uniform across identifier types, and localized identifiers expose failure
modes that are less visible in aggregate re-identification rates alone.

E.3. Bahasa Malaysia Implicit Results

Table 4 reports Bahasa Malaysia Implicit results for completeness. We do not use these results for the main claims because
the no-anonymization result is only 7%, indicating that the Bahasa Malaysia Implicit examples are not yet consistently
recoverable.

Table 4. Bahasa Malaysia Implicit results. These are exploratory because the no-anonymization re-identification result is low.

Method Rsyee (%)) BLEU (1)
No anonymization 7 1.00
Presidio 1 0.20
Scrubadub 0 0.49
GIliNER 0 0.52
UniNER 5 0.89
TEM e =11 5 0.32
Haiku + PII Purifier 1 0.96
Haiku + Rescriber 0 0.84
Privacy Filter 7 0.99

E.4. Full BLEU Results

Table 5 reports BLEU scores by language and difficulty. The main paper reports average BLEU over Easy and Hard settings,
with Implicit BLEU shown separately where relevant.

Table 5. Full BLEU scores by language and difficulty.

Method Malaysian English Bahasa Malaysia

Easy Hard Avg. Impl. Easy Hard Avg. Impl
No anonymization 1.00 100 1.00 100 1.00 1.00 1.00 1.00

Presidio 081 083 08 08 016 0.18 0.17 0.20
Scrubadub 076 077 077 082 039 042 041 049
GIliNER 0.86 088 087 0.66 048 049 049 0.52
UniNER 0.65 064 065 096 08 087 0.87 0.89
TEMe =11 0.64 065 065 070 023 028 025 032

Haiku + PII Purifier 094 094 094 097 093 091 092 0.96
Haiku + Rescriber 083 083 083 087 079 075 077 0.84
Privacy Filter 094 094 094 098 094 094 094 099
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Figure 5. Malaysian English record-by-attribute privacy heatmaps across Easy, Hard, and Implicit settings. Each row is a benchmark
record and each column is an identifier. Cell values aggregate privacy success across anonymizers for that record—identifier pair, where
privacy success is defined as 1 — attacker correctness. Blue indicates that the identifier was usually protected, red indicates that it was
often recovered, and white indicates that the identifier was not present or not targeted for that record. The dotted vertical line separates
indirect identifiers from direct identifiers.
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Figure 6. Bahasa Malaysia record-by-attribute privacy heatmaps across Easy, Hard, and Implicit settings. Each row is a benchmark record
and each column is an identifier. Cell values aggregate privacy success across anonymizers for that record—identifier pair, where privacy
success is defined as 1 — attacker correctness. Blue indicates that the identifier was usually protected, red indicates that it was often
recovered, and white indicates that the identifier was not present or not targeted for that record. The dotted vertical line separates indirect
identifiers from direct identifiers.

16



Localizing Text Anonymization for Trustworthy Al

Indirect identifiers Direct identifiers

Predominantly protected
No Anonymization
Presidio
Scrubadub

UniNER

GIiINER - Balanced / mixed

Anonymizers

TEMe =11

Haiku 4.5 + PII Purifier Prompt

Observed anonymization outcome

Haiku 4.5 + Rescriber Prompt

OpenAl Privacy Filter
Predominantly exposed

5 3 g S 3 ¢ & & & 5 > o @ A < >
FEST ST I TS s S _&f’ & & E &R
R S N S Y & &P & SN RN
S F ¢S & o 9 & N
& 5T & & & <
& S & ©
& &° S
&
&
Identifiers
(a) Malaysian English Easy
Indirect identifiers Direct identifiers

Predominantly protected

No Anonymization
Scrubadub
UniNER

GliNER - Balanced / mixed

Anonymizers

TEM e =11

Haiku 4.5 + PII Purifier Prompt

Observed anonymization outcome

Haiku 4.5 + Rescriber Prompt

OpenAl Privacy Filter
Predominantly exposed

Identifiers

(b) Malaysian English Hard

Indirect identifiers Direct identifiers

Predominantly protected
No Anonymization

Presidio
Scrubadub
UniNER

GIiINER - Balanced / mixed

Anonymizers

TEMe =11

Haiku 4.5 + PII Purifier Prompt

Observed anonymization outcome

Haiku 4.5 + Rescriber Prompt

OpenAl Privacy Filter
' ' ' ' ' ' ' Predominantly exposed

Identifiers

(c) Malaysian English Implicit

Figure 7. Malaysian English anonymizer-by-identifier privacy heatmaps across Easy, Hard, and Implicit settings. Each row is an
anonymization method and each column is an identifier. Cell values show mean privacy success across records for that anonymizer—
identifier pair, where privacy success is defined as 1 — attacker correctness. Blue indicates stronger protection and red indicates weaker
protection. The dotted vertical line separates indirect identifiers from direct identifiers.
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Figure 8. Bahasa Malaysia anonymizer-by-identifier privacy heatmaps across Easy, Hard, and Implicit settings. Each row is an
anonymization method and each column is an identifier. Cell values show mean privacy success across records for that anonymizer—
identifier pair, where privacy success is defined as 1 — attacker correctness. Blue indicates stronger protection and red indicates weaker
protection. The dotted vertical line separates indirect identifiers from direct identifiers.
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E.5. Qualitative Comparison with RAT-Bench

The original RAT-Bench results show the same broad pattern that LLM-based anonymizers tend to occupy a stronger
privacy—utility region than many NER-based tools. Our Malaysian results preserve this trend but reveal sharper local failure
modes: non-LLM systems may miss Malaysian-specific identifiers, degrade on hard local forms, or over-redact Bahasa
Malaysia text.

F. Prompt Templates
F.1. Generator Prompt

The transcript generator prompt is the largest prompt change from RAT-Bench. We retain the RAT-Bench structure of
conditioning generation on a scenario, target profile, target attributes, and difficulty setting, but adapt the prompt to
Malaysian demographic, linguistic, and cultural context. The prompt is assembled from five components: (i) a scenario
description, (ii) the target profile and target attributes, (iii) attribute-specific few-shot examples for the requested difficulty
setting, (iv) difficulty-specific instructions, and (v) Malaysian realism requirements. For Bahasa Malaysia generation, the
attribute-specific few-shot examples are translated into Bahasa Malaysia, and we append an additional instruction requiring
the full conversation to be generated in Bahasa Malaysia with target attributes adapted naturally to that linguistic context. For
Implicit examples, the prompt also encourages natural Malaysian contextual clues, including colloquial Bahasa Malaysia,
local institutions, geography, festivals, routines, and culturally grounded references where appropriate.

The generator is used for three scenarios: medical consultation, chatbot conversation, and meeting transcript. The output
format is constrained to alternating dialogue lines, with fixed speaker labels for each scenario. We use longer word limits for
Implicit examples because the target attributes must be recoverable from contextual clue bundles rather than directly stated
values.

Difficulty-specific generation instructions. The Easy setting requires target values to be stated explicitly in standard
form. The Hard setting requires the same target values to remain explicit, but expressed in less standard forms, such as
spelled-out numbers, segmented identifiers, abbreviations, colloquial phrasing, unusual formatting, or mixed-language
wording. The Implicit setting forbids directly stating target values. Instead, each target attribute must be recoverable from a
natural clue bundle, where a clue bundle is either one strongly identifying contextual clue or multiple weaker clues that
jointly identify the intended value. For example, state may be implied through hometown, local geography, transport routes,
or region-specific references; ethnicity may be implied through natural cultural or festive references; and age or date of birth
may be implied through simple date and timeline references.

Malaysian realism instructions. The prompt instructs the generator to write dialogue that sounds realistic in Malaysia,
using Malaysian English or Bahasa Malaysia as appropriate. It allows light code-switching and local terms when natural, but
discourages caricatured language or excessive decorative local detail. Suggested Malaysian context cues include transport
systems such as Grab, LRT, MRT, KTM, and balik kampung travel; food and social settings such as mamak, kopitiam, pasar,
kenduri, and open houses; and institutional references such as SPM, MyKad, IC, clinic forms, HR forms, and government
counters. These cues are used only when they support the scenario or help make the target attributes recoverable.

Attribute-specific examples. The prompt includes attribute-specific examples at the requested difficulty setting. These
examples are not copied verbatim; they guide the generator toward the expected surface form or clue style. Examples cover
both direct identifiers and indirect demographic attributes. For direct identifiers, Easy examples state values in standard form,
while Hard examples use non-standard forms such as spelling, segmentation, or informal phrasing. For indirect attributes,
Implicit examples use Malaysian contextual clues. For instance, state may be implied through references to places such as
Ipoh, Alor Setar, Seremban, Georgetown, Kota Bharu, or KK (Kota Kinabalu); ethnicity may be implied through natural
references to Hari Raya, Chinese New Year, Deepavali, Gawai, Kaamatan, or Eurasian family practices; and marital status
may be implied through references to checking plans with a spouse, giving angpao as a married adult, living alone after a
spouse’s death, or adjusting after divorce.

A simplified version of the generator prompt template is shown below:

<SCENARIO>
The TARGET ATTRIBUTES provided for the individual must be recoverable from the
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text at the specified DIFFICULTY LEVEL. The exchange must feel natural, realistic,
and grounded in Malaysia. Use the examples as guidance, but do not copy them
verbatim.

TARGET ATTRIBUTES: <PROFILE>
DIFFICULTY LEVEL: <LEVEL>
EXAMPLES: <ATTRIBUTE-SPECIFIC EXAMPLES>

DIFFICULTY-SPECIFIC REQUIREMENTS: <EASY/HARD/IMPLICIT INSTRUCTIONS>

MALAYSIAN REALISM REQUIREMENTS: Use natural Malaysian English or Bahasa Malaysia

where appropriate. Light code-switching and local context are allowed when
natural. Prefer ordinary Malaysian life details over obscure or overly decorative
references.

<SCENARIO FORMATTING>
The exchange should contain <WORD LIMIT> words and all target attributes should be
recoverable at the requested difficulty level.

For Bahasa Malaysia generation, the following language instruction is appended:

The conversation must be generated in BM. Although the target attributes, their
values, and examples are provided in English, they should be translated and
adapted naturally to BM, including the requested difficulty level.

F.2. Anonymizer Prompt

The LLM anonymizers use the original RAT-Bench PII Purifier and Rescriber prompts without Malaysia-specific modifica-
tions. This design choice lets us test whether the original anonymization prompts generalize out of the box to Malaysian
identifiers, Malaysian English, and BM.

F.3. Attacker Prompt

The attacker prompt follows RAT-Bench and asks the model to infer target attributes from the anonymized transcript in a
structured format. We make only one localization change: we add the instruction, “Make all inferences from a Malaysian
context. Assume today’s date is 1 January 2000 for any time-based reasoning.” The Malaysian-context instruction is needed
because many implicit clues depend on local geography, naming conventions, festivals, institutions, and administrative
identifiers. The reference-date instruction is needed because age and date-of-birth clues are generated relative to the
year-2000 microdata.
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