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ABSTRACT

Distributed learning has emerged as a leading paradigm for training large machine
learning models. However, in real-world scenarios, participants may be unreliable
or malicious, posing a significant challenge to the integrity and accuracy of the
trained models. Byzantine fault tolerance mechanisms have been proposed to
address these issues, but they often assume full participation from all clients, which
is not always practical due to the unavailability of some clients or communication
constraints. In our work, we propose the first distributed method with client
sampling and provable tolerance to Byzantine workers. The key idea behind the
developed method is the use of gradient clipping to control stochastic gradient
differences in recursive variance reduction. This allows us to bound the potential
harm caused by Byzantine workers, even during iterations when all sampled clients
are Byzantine. Furthermore, we incorporate communication compression into the
method to enhance communication efficiency. Under quite general assumptions,
we prove convergence rates for the proposed method that match the existing state-
of-the-art (SOTA) theoretical results.

1 INTRODUCTION

Distributed optimization problems are a cornerstone of modern machine learning research. They
naturally arise in scenarios where data is distributed across multiple clients; for instance, this is typical
in Federated Learning (Konecny et al., 2016; Kairouz et al., 2021). Such problems require specialized
algorithms adapted to the distributed setup. Additionally, the adoption of distributed optimization
methods is motivated by the sheer computational complexity involved in training modern machine
learning models. Many models deal with massive datasets and intricate architectures, rendering
training infeasible on a single machine (Li, 2020). Distributed methods, by parallelizing computations
across multiple machines, offer a pragmatic solution to accelerate training and effectively address
these computational challenges, thus pushing the boundaries of machine learning capabilities.

To make distributed training accessible to the broader community, collaborative learning approaches
have been actively studied in recent years (Kijsipongse et al., 2018a; Ryabinin & Gusev, 2020; Atre
et al., 2021; Diskin et al., 2021a). In such applications, there is a high risk of the occurrence of
so-called Byzantine workers (Lamport et al., 1982; Su & Vaidya, 2016)—participants who can violate
the prescribed distributed algorithm/protocol either intentionally or simply because they are faulty.
In general, such workers may even have access to some private data of certain participants and may
collude to increase their impact on the training. Since the ultimate goal is to achieve robustness in the
worst case, many papers in the field make no assumptions limiting the power of Byzantine workers.
Clearly, in this scenario, standard distributed methods based on the averaging of received information
(e.g., stochastic gradients) are not robust, even to a single Byzantine worker. Indeed, such a worker
can send an arbitrarily large vector that can shift the method arbitrarily far from the solution. This
aspect makes it non-trivial to design distributed methods with provable robustness to Byzantines
(Baruch et al., 2019; Xie et al., 2020). Despite all the challenges, multiple methods are developed
and analyzed in the literature (Alistarh et al., 2018; Allen-Zhu et al., 2021; Wu et al., 2020; Zhu &
Ling, 2021; Karimireddy et al., 2021; 2022; Gorbunov et al., 2021a; 2023; Allouah et al., 2023).
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However, literally, all existing methods with provable Byzantine robustness require the full participa-
tion of clients. The requirement of full participation is impractical for modern distributed learning
problems since they can have millions of clients (Bonawitz et al., 2017; Niu et al., 2020). In such
scenarios, it is more natural to use sampling of clients to speed up the training. Moreover, some
clients can be unavailable at certain moments, e.g., due to a poor connection, low battery, or simply
because of the need to use the computing power for some other tasks. Although partial participation
of clients is a natural attribute of large-scale collaborative training, it is not well-studied under the
presence of Byzantine workers: there exists only one paper (Data & Diggavi, 2021) that studies this
problem but has several important limitations such as the requirement that the number of Byzantine
workers is smaller than one-third of the number of clients participating in each round. Moreover, the
existing methods can fail to converge if combined nalively with partial participation since Byzantine
can form a majority during particular rounds and, thus, destroy the whole training with just one round
of communications. Therefore, the field requires the development of new distributed methods that are
provably robust to Byzantine attacks and can work with partial participation even when Byzantine
workers form a majority during some rounds.

1.1 OUR CONTRIBUTIONS

We develop Byzantine-tolerant Variance-Reduced MARINA with Partial Participation (Byz-VR-
MARINA-PP, Algorithm 1) — the first distributed method having Byzantine robustness and allowing
partial participation of clients without any assumptions on the number of participating clients. Our
method uses variance reduction to handle Byzantine workers and clipping of stochastic gradient
differences to bound the potential harm of Byzantine workers even when they form a majority during
particular rounds of communication. To make the method even more communication efficient, we add
communication compression. We prove the convergence of By-VR-MARINA-PP for general smooth
non-convex functions and Polyak-Lojasiewicz functions. In the special case of full participation of
clients, our complexity bounds recover the ones for Byz-VR-MARINA (Gorbunov et al., 2023) that
are the current SOTA convergence results.

1.2 RELATED WORK

Byzantine robustness. The primary vulnerability of standard distributed methods to Byzantine
attacks lies in the aggregation rule: even one worker can arbitrarily distort the average. Therefore,
many papers on Byzantine robustness focus on the application of robust aggregation rules, such as
the geometric median (Pillutla et al., 2022), coordinate-wise median, trimmed median (Yin et al.,
2018), Krum (Blanchard et al., 2017), and Multi-Krum (Damaskinos et al., 2019). However, simply
robustifying the aggregation rule is insufficient to achieve provable Byzantine robustness, as illustrated
by Baruch et al. (2019) and Xie et al. (2020), who design special Byzantine attacks that can bypass
standard defenses. This implies that more significant algorithmic changes are required to achieve
Byzantine robustness, a point also formally proven by Karimireddy et al. (2021), who demonstrate that
permutation-invariant algorithms — i.e., algorithms independent of the order of stochastic gradients at
each step — cannot provably converge to any predefined accuracy in the presence of Byzantines.

There exist various approaches to achieving Byzantine robustness (Lyu et al., 2020). Alistarh et al.
(2018); Allen-Zhu et al. (2021) rely on the concentration inequalities for the stochastic gradients with
bounded noise to iteratively remove them from the training. Karimireddy et al. (2021) formalize
the definition of robust aggregation and propose the first provably robust aggregation rule called
CenteredClip and the first provably Byzantine robust method under bounded variance assumption for
homogeneous problems, i.e., when all good workers share one dataset. In particular, the method from
(Karimireddy et al., 2021) uses client momentum on the clients that helps to memorize previous steps
for good workers and withstand time-coupled attacks. Allouah et al. (2023) develop an alternative
definition for robust aggregation and propose a new aggregation rule satisfying their definition.
Karimireddy et al. (2022) generalize these results to the heterogenous data case and derive lower
bounds for the optimization error that one can achieve in the heterogeneous case. Based on the
formalism from Karimireddy et al. (2021), Gorbunov et al. (2021a) propose a server-free approach that
uses random checks of computations and bans of peers. This trick allows to eliminate all Byzantine
workers after a finite number of steps on average. Wu et al. (2020) are the first who exploit variance
reduction to tolerate Byzantine attacks. They propose and analyze the method called Byrd-SAGA,
which uses SAGA-type (Defazio et al., 2014) gradient estimators on the good workers and geometric
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median for the aggregation. Gorbunov et al. (2023) develop another variance-reduced method called
Byz-VR-MARINA, which is based on (conditionally biased) GeomSARAH/PAGE-type (Horvéth
etal.,,2019; Li et al., 2021) gradient estimator and any robust aggregation in the sense of the definition
from (Karimireddy et al., 2021; 2022), and derive the improved convergence guarantees that are the
current SOTA in the literature. There are also many other approaches, e.g., one can use redundant
computations of the stochastic gradients (Chen et al., 2018; Rajput et al., 2019) or introduce reputation
metrics (Rodriguez-Barroso et al., 2020; Regatti et al., 2020; Xu & Lyu, 2020) to achieve some
robustness, see also a recent survey by Lyu et al. (2020).

Partial participation and client sampling. The standard way of limiting the number of clients
participating at a certain step of the method is to use uniform client sampling (McMahan et al., 2017).
If some extra information about the clients is available, one can use more refined sampling strategies
(Cho et al., 2020; Nguyen et al., 2020; Ribero & Vikalo, 2020; Chen et al., 2020a; Horvith et al.,
2022; Malinovsky et al., 2023). However, in the presence of Byzantine workers, one cannot trust the
messages of workers to adjust sampling, and, thus, we focus only on the uniform sampling in this
work. There exist also works that study the convergence of distributed methods when the participation
of clients is arbitrary, see (Yan et al., 2020; Ruan et al., 2021; Gu et al., 2021; Yang et al., 2022; Wang
& Ji, 2022; Grudzien et al., 2023). In the context of Byzantine-robust learning, there exists one work
that develops and analyzes the method with partial participation (Data & Diggavi, 2021). However,
this work relies on the restrictive assumption that the number of participating clients at each round
is at least three times larger than the number of Byzantine workers. In this case, Byzantines cannot
form a majority, and standard methods can be applied without any changes. In contrast, our method
converges in more challenging scenarios, e.g., Byz-VR-MARINA-PP provably converges even when
the server samples one client, which can be Byzantine. The results from Data & Diggavi (2021) have
some other noticeable limitations that we discuss in Appendix A.

Communication compression. The literature on communication compression can be roughly
divided into two huge groups. The first group studies the methods with unbiased communication
compression. Different compression operators in the application to Distributed SGD/GD are studied
in (Alistarh et al., 2017; Wen et al., 2017; Khirirat et al., 2018). To improve the convergence rate by
fixing the error coming from the compression Mishchenko et al. (2019) propose to apply compression
to the special gradient differences. Multiple extensions and generalizations of mentioned techniques
are proposed and analyzed in the literature, e.g., see (Horvith et al., 2019; Gorbunov et al., 2021b; Li
et al., 2020; Qian et al., 2021; Basu et al., 2019; Haddadpour et al., 2021; Sadiev et al., 2022; Islamov
et al., 2021; Safaryan et al., 2021).

Another large part of the literature on compressed communication is devoted to biased compression
operators (Ajalloeian & Stich, 2020; Demidovich et al., 2023). Typically, such compression operators
require more algorithmic changes than unbiased compressors since naive combinations of biased
compression with standard methods (e.g., Distributed GD) can diverge (Beznosikov et al., 2020).
Error feedback is one of the most popular ways of utilizing biased compression operators in practice
(Seide et al., 2014; Stich et al., 2018; Vogels et al., 2019), see also (Richtérik et al., 2021; Fatkhullin
et al., 2021) for the modern version of error feedback with better theoretical guarantees for non-convex
problems.

In the context of Byzantine robustness, methods with communication compression are also studied.
The existing approaches are based on aggregation rules based on the norms of the updates (Ghosh
et al., 2020; 2021), SignSGD and majority vote (Bernstein et al., 2018), SAGA-type (Defazio
et al., 2014) variance reduction coupled with unbiased compression (Zhu & Ling, 2021), and
GeomSARAH/PAGE-type (Horvéth & Richtérik, 2019; Li et al., 2021) variance reduction combined
with unbiased compression (Gorbunov et al., 2023)

1.3 PRELIMINARIES

In this section, we formally introduce the problem, main definition, and assumptions used in the
analysis. That is, we consider finite-sum distributed optimization problem

min {f(x) _ éZfi(x)} . fila) = %me(x) Vieg, )

zER? ‘
i€G
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where G is a set of regular clients of size |G| = G. In the context of distributed learning, f; : RY 5 R
corresponds to the loss function on the data of client 7, and f; ; : R? — R is the loss computed on
the j-th sample from the dataset of client ¢. Next, we assume that the set of all clients taking part
in the training is [n] = {1,2,...,n} and G C [n]. The remaining clients 5 = [n] \ G are Byzantine
ones. We assume that |B| = B < dn, where 0 < § < 1/2 since otherwise Byzantine workers form a
majority and problem (1) becomes impossible to solve in general.

Notation. We use a standard notation for the literature on distributed stochastic optimization.
Everywhere in the text ||| denotes a standard £o-norm of = € R?, (a, b) refers to the standard inner
product of vectors a, b € R?. The clipping operator is defined as follows: clip, () = min{1, /|| }z
for x # 0 and clip, (x) = 0 for z = 0. Finally, P{ A} denotes the probability of event A, E[{] is the
full expectation of random variable &, E[¢ | A] is the expectation of £ conditioned on the event A.
We also sometimes use E[¢] to denote an expectation of £ w.r.t. the randomness coming from step k.

Robust aggregator. We follow the definition from (Gorbunov et al., 2023) of (J, ¢)-robust aggrega-
tion, which is a generalization of the definitions proposed by Karimireddy et al. (2021; 2022).

Definition 1.1 ((4, c)-Robust Aggregator). Assume that {x1,xa,...,%,} is such that there exists a
subset G C [n] of size |G| = G = (1 — d)n for 0 < dmax < 0.5 and there exists o > 0 such that

ﬁ Yite B |llzi — ||2} < o® where the expectation is taken w.r:1. the randomness of {x} g

We say that the quantity T is (0, ¢)-Robust Aggregator (6, c)-RAgg) and write T = RAgg (X1,...,Tn)
for some c > 0, if the following inequality holds:

E [||Z — z[|?] < cdo?, (2)
where T = ﬁ > icg T If additionally T is computed without the knowledge of o°, we say that T is
(9, ¢)-Agnostic Robust Aggregator (0, c)-ARAgg and write T = ARAGG (x1, ..., Ty)-

One can interpret the definition as follows. Ideally, we would like to filter out all Byzantine workers
and compute just an average x over the set of good clients. However, this is impossible in general
since we do not know apriori who are Byzantine workers. Instead of this, it is natural to expect that
the aggregation rule approximates the ideal average up in a certain sense, e.g., in terms of the expected
squared distance to Z. As Karimireddy et al. (2021) formally show, in terms of such criterion (E[||Z —
#||?]), the definition of (d, ¢) -RAgg cannot be improved (up to the numerical constant). Moreover,
standard aggregators such as Krum (Blanchard et al., 2017), geometric median, and coordinate-wise
median do not satisfy Definition 1.1 (Karimireddy et al., 2021), though another popular standard
aggregation rule called coordinate-wise trimmed mean (Yin et al., 2018) satisfies Definition 1.1 as
shown by Allouah et al. (2023) through the more general definition of robust aggregation. To address
this issue, Karimireddy et al. (2021) develop the aggregator called CenteredClip and prove that it fits
the definition of (J, ¢) -RAgg. Karimireddy et al. (2022) propose a procedure called Bucketing that
fixes Krum, geometric median, and coordinate-wise median, i.e., with Bucketing Krum, geometric,
and coordinate-wise median become (J, ¢) -ARAgg, which is important for our algorithm since the
variance of the vectors received from regular workers changes over time in our method. We notice
here that ¢ is a part of the input and can be used when we know apriori that the ratio of Byzantines is
smaller than §; otherwise one can use § = dyax.

Compression operators. In our work, we use standard unbiased compression operators with
relatively bounded variance (Khirirat et al., 2018; Horvath et al., 2019).

Definition 1.2 (Unbiased compression). Stochastic mapping Q : R? — R? is called unbiased
compressor/compression operator if there exists w > 0 such that for any x € R?

EQ()] =z, E[|Qz)—z|?] <wlz|*
For the given unbiased compressor Q(x), one can define the expected density as (g =
sup,cpa E[[|Q(2)|lo], where ||yl is the number of non-zero components of y € R

In this definition, parameter w reflects how lossy the compression operator is: the larger w the
more lossy the compression. For example, this class of compression operators includes random
sparsification (RandK) (Stich et al., 2018) and quantization (Goodall, 1951; Roberts, 1962; Alistarh
etal.,2017). For RandK compression w = % —1,{o = K and for /2-quantization w = Vid—1, Co =

Vd, see the proofs in (Beznosikov et al., 2020).



Under review as a conference paper at ICLR 2024

Assumptions. Up to a couple of assumptions that are specific to our work, we use the same
assumptions as in (Gorbunov et al., 2023). We start with two new assumptions.

Assumption 1 (Bounded ARAgqg). We assume that the server applies aggregation rule A such that

Ais (6, c¢)-ARAgg and there exists constant F 4 > 0 such that for any inputs 1, ..., T, € R4
|A(z1,...,2n)|| < Famax |z;].
i€[n]

The above assumption is satisfied for popular (J, c)-robust aggregation rules presented in the literature
(Karimireddy et al., 2021; 2022): for a composition of Bucketing with Krum/geometric median it
holds with F'4 and for coordinate-wise trimmed mean and composition of Bucketing with coordinate-
wise median it holds with F)4 = /d (see the proofs in Appendix C). Therefore, this assumption
is more a formality than a real limitation: it is needed to exclude some pathological examples
of (4, ¢)-robust aggregation rules, e.g., for any A that is (J, ¢)-RAgg one can construct unbounded
(,2¢)-RAgg as A = A+ X, where X is arandom sample from the Gaussian distribution A/(0, c6o?).

Next, for part of our results, we also make the following assumption.

Assumption 2 (Bounded compressor (optional)). We assume that workers use compression operator
Q satisfying Definition 1.2 and bounded as follows:

|Q(z)|| < Dgllz|| Vz e RY.

For example, RandK and /3-quantization meet this assumption with Dg = % and Dg = Vd
respectively. In general, constant Do can be large (proportional to d). However, in practice, one can
use RandK with K = % and, thus, have moderate Do = 100. We also have the results without

Assumption 2, but with worse dependence on some other parameters, see the discussion in Section 3.

Next, we assume that good workers have (2-heterogeneous local loss functions.

Assumption 3 ((2-heterogeneity). We assume that good clients have (?-heterogeneous local loss
functions for some ( > 0, i.e.,

1
5 2 IIVfi(e) - V@)° <¢* ¥z eR?
i€g

The above assumption is quite standard for the literature on Byzantine robustness (Wu et al., 2020;
Karimireddy et al., 2022; Gorbunov et al., 2023; Allouah et al., 2023). Moreover, some kind of
a bound on the heterogeneity of good clients is necessary since otherwise Byzantine robustness
cannot be achieved in general. In the appendix, all proofs are given under a more general version of
Assumption 3, see Assumption 9. Finally, the case of homogeneous data (¢ = 0) is also quite popular
for collaborative learning (Diskin et al., 2021b; Kijsipongse et al., 2018b).

The following assumption is classical for the literature on non-convex optimization.

Assumption 4 (L-smoothness). We assume that function f : R4 — R is L-smooth, i.e., for all
x,y € R we have |V f(z) — Vf(y)|| < L||x — y||. Moreover, we assume that f is uniformly lower
bounded by f. € R, i.e., f. = inf cra f(x). In addition, we assume that f; is L;-smooth for all
i €@, ie., forall z,y € R?

IVfi(z) = V@)l < Lillz — y. 3)

Following Gorbunov et al. (2023), we consider refined assumptions on the smoothness.

Assumption 5 (Global Hessian variance assumption (Szlendak et al., 2021)). We assume that there
exists Ly > 0 such that for all z,y € R?

1 2
Ie S AVE@) = VEWI* = IVf(2) = VI < Lz -yl 4)
i€G
Assumption 6 (Local Hessian variance assumption (Gorbunov et al., 2023)). We assume that there
exists L4 > 0 such that for all x,y € R¢

~ L3
= B[Ry - ditey)| < e -y
i€g

where A;(z,y) = V fi(z) — V fi(y) and A;(x,y) is an unbiased mini-batched estimator of A(x, y)
with batch size b.
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Algorithm 1 Byz-VR-MARINA-PP: Byzantine-tolerant VR-MARINA with Partial Participation

1: Input: starting point z:°, stepsize -y, minibatch size b, probability p € (0, 1], number of iterations
K, (0, ¢)-ARAgg, clients’ sample size 1 < C' < n, clipping coefficients {a/;ﬁ.}k% , direction g“

2: fork=0,1,...,K —1do
3:  Get a sample from Bernoulli distribution with parameter p: ¢ ~ Be(p)
4:  Sample the set of clients Sy C [n], |Si| = C if ¢, = 0; otherwise Sy, = [n]
5:  Broadcast gk, ¢ to all workers
6: fori € G NSy in parallel do
7: zFtl = 2k — ~ygkand N\ = ap o || 2R — 2F|
(pk+1 if =1

8: Setgk“ = kal(x . ) N TR o . 7

g g" +clipy, ., (Q (Ai(x oz ))) , otherwise,

where A, (z*T1, 2*) is a minibatched estimator of V f;(z5+1) — V f; (z*),
Q(-) for i € G N S, are computed independently

9:  end for

10:  if ¢, = 1 then

. g" ' = aragg ({95 Yiem)
12:  else
. ol ok . N (kL K
13: 9" =4g" +ARAgY ({Chpkwl (Q (Al(x o )))}iesz)
14:  end if
15: end for

16: Return: &% chosen uniformly at random from {z*};

We notice that (3) implies (4) with L+ < max;cg L;. Szlendak et al. (2021) prove that L. satisfies
the following relation: L3, — L? < L] < L7, where L3, = & Yieg L. In particular, it is
possible that L = 0 even if the data on the good workers is heterogeneous.

This assumption incorporates considerations for the smoothness characteristics inherent in
all functions f; ;3 € G,j € [m], the sampling policy, and the similarity among the functions
fi,ji € G,j € [m]. Gorbunov et al. 2023 have demonstrated that, assuming smoothness of
[t Jicg,je[m)> Assumption 6 holds for various standard sampling strategies, including uniform
and importance samplings.

For part of our results, we also need to assume smoothness of all { f; ;}icg, je[m) explicitly.
Assumption 7 (Smoothness of f; ; (optional)). We assume that for all i € G and j € [m)] there exists
L;j > 0 such that f; j is L; j-smooth, i.e., for all z,y € R?

IVfii(2) =V i)l < Lijlle =yl ®)

Finally, we also consider functions satisfying Polyak-Lojasiewicz (PL) condition (Polyak, 1963;
Lojasiewicz, 1963). This assumption belongs to the class of assumptions on the structured non-
convexity that allows achieving linear convergence for first-order methods (Necoara et al., 2019).

Assumption 8 (PL condition (optional)). We assume that function f satisfies Polyak-Eojasiewicz
(PE) condition with parameter y, i.e., for all x € R? there exists f, = inf cga f(z) such that

IVF@)II* > 20 (f(x) = f) .-

2 NEW METHOD: Byz-VR-MARINA-PP

We propose a new method called Byzantine-tolerant Variance-Reduced MARINA with Partial Partici-
pation (Byz-VR-MARINA-PP, Algorithm 1). Our method extends Byz-VR-MARINA (Gorbunov
et al., 2023) to the partial participation case via the proper usage of the clipping operator. To illustrate
how Byz-VR-MARINA-PP works, we first consider a special case of full participation.

Special case: Byz-VR-MARINA. If all clients participate at each round (Sy = [n]) and clipping
is turned off (A = +00), then Byz-VR-MARINA-PP reduces to Byz-VR-MARINA that works
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as follows. Consider the case when no compression is applied (Q(z) = ) and Ei(x’“+17 zF) =
V fije (@) — V£, (z%), where jj is sampled uniformly at random from [m], i € G. Then,
regular workers compute GeomSARAH/PAGE gradient estimator at each step: fori € G

pr1 [V ik, with probability p,
C o gF + Vi (2 = Vi, (2%),  with probability 1 — p.

With small probability p, good workers compute full gradients, and with larger probability 1 — p
they update their estimator via adding stochastic gradient difference. To balance the oracle cost of
these two cases, one can choose p ~ 1/m (for minibatched estimator — p ~ b/m). Such estimators
are known to be optimal for finding stationary points in the stochastic first-order optimization (Fang
et al., 2018; Arjevani et al., 2023). Next, good workers send gF ™! or Vf; ;, (zFt1) — V f; , («*) to
the server who robustly aggregate the received vectors. Since estimators are conditionally biased,
ie., E[gFtt | aF+1 2¥] # Vfi(2*+1), the additional bias coming from the aggregation does not
cause significant issues in the analysis or practice. Moreover, the variance of {gf“}ieg w.r.t. the
sampling of the stochastic gradients is proportional to ||z**! — 2|2 — 0 with probability 1 — p
(due to Assumption 6) that progressively limits the effect of Byzantine attacks. For a more detailed
explanation of why recursive variance reduction works better than SAGA/SVRG-type variance
reduction, we refer to (Gorbunov et al., 2023). Arbitrary sampling allows to improve the dependence
on the smoothness constants. Unbiased communication compression also naturally fits the framework
since it is applied to the stochastic gradient difference, meaning that the variance of { gf“ }ieg WLt
the sampling of the stochastic gradients and compression remains proportional to [|z¥+1 — 2| with
probability 1 — p.

New ingredients: client sampling and clipping. The algorithmic novelty of Byz-VR-MARINA-
PP in comparison to Byz-VR-MARINA is twofold: only C clients sampled uniformly at random
from the set of all clients participate at each round and clipping is applied to the compressed stochastic
gradient differences. The main role of clipping is to ensure that the method can withstand the attacks of
Byzantines when they form a majority or, more precisely when there are more than 6, C' Byzantine
workers among the sampled ones. Indeed, without clipping (or some other algorithmic changes) such
situations are critical for convergence: Byzantine workers can shift the method arbitrarily far from
the solution, e.g., they can collectively send some vector with the arbitrarily large norm. In contrast,
Byz-VR-MARINA-PP tolerates any attacks even when all sampled clients are Byzantine workers
since the update remains bounded due to the clipping. Via choosing A1 ~ ||z¥T! — 2*|| we ensure
that the norm of transmitted vectors decreases with the same rate as it does in Byz-VR-MARINA with
full client participation. Finally, with probability 1 — p regular workers can transmit just compressed
vectors and leave the clipping operation to the server since Byzantines can ignore clipping operation.

3 CONVERGENCE RESULTS

Before we formulate the main results, we need to introduce several quantities. We define Qé =3gns;

and G}, = |GE| and (:) = WLA)' represents the binomial coefficient. We also use the following

probabilities that appear in the analysis and statements of the theorems:

pe =P{GE > (1 — 0max) C}

Lz (),

,ng :P{16Q5|Gé = (lffsmax)c}

e <(G—1><n_g><n_l)—1>
" mpa 2 t—1 _4 ] .
"G [(1=6max)C]<ELC ¢ ¢

These probabilities naturally appear in the analysis. When ¢;, = 0, then server samples C clients, and
two situations can appear: either G% is at least (1 — d,ax) C meaning that the aggregator can ensure
robustness according to Definition 1.1 or G’é < (1 = dmax) C. Probability pg is the probability
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of the first event, and the second event implies that the aggregation can be spoiled by Byzantine
workers (but one can bound the shift using clipping). Finally, we use ng in the computation of some

conditional expectations when the first event occurs.

The mentioned probabilities can be easily computed for some special cases. For example, if C' = 1,
then pg = % and 7395 = é; if C = 2, then pg = igf:ll)) and ng = %; finally, if C' = n, then
pg = land ng =1

The next theorem is our main convergence result for general unbiased compression operators.

Theorem 3.1. Let Assumptions 1, 3, 4, 5, 6 hold and \;,11 = 2max;ecg L; Hmk“ — ka Assume
that

1
0<y< ——,
TSI VA

g P6Pgr (1=6)n

where constant A is defined as A = % (p Ww + %(1 —pc) + ?pgpgéccsmaxw) L?+
2
% (%(1 —pG) (FA maX;eg Ll) )+% (pcz(l—w (10w + ].) + %pG’ngC(smax(low + 1)) Lg‘:‘f'

2
% (%pg?’gg(l + w)COmax + %pGng(l + w)%) LTi Then for all K > 0 the iterates

produced by Byz-VR-MARINA-PP (Algorithm 1) satisfy

~ 2% 48¢5¢2
E ||V @6)|?] < , 6
197 @] < s+ = ©®
where TX is choosen uniformly at random from xo,xl,...,xK, and &g = f (xo) — fu +
g - V[ («°) I . 1f, in addition, Assumption 8 holds and
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then for all K > 0 the iterates produced by Byz-VR-MARINA-PP (Algorithm 1) satisfy
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where p = min {’y,u, %} and &y = f (xo) — fe+ % Hgo - Vf (x0)||2.

The above theorem establishes similar guarantees to the current SOTA ones obtained for Byz-VR-
MARINA. That is, in the general non-convex case, we prove O(1/k) rate, which is optimal (Arjevani
et al., 2023), and for PL. functions we derive linear convergence result to the neighborhood depending
on the heterogeneity. The size of this neighborhood matches the one derived for Byz-VR-MARINA
by Gorbunov et al. (2023). It is important to note that our result is obtained considering the scenario
of partial participation of clients.

Furthermore, the presence of clipping introduces additional technical complexities, resulting in a
reduced step size compared to Byz-VR-MARINA, even when C' = n. To achieve a more favorable
convergence rate and replicate the outcomes observed with Byz-VR-MARINA, particularly in
scenarios of complete participation, we also establish the outcomes under the assumptions detailed in
Assumption 2 below.

Theorem 3.2. Let Assumptions 1, 2, 3, 4, 5, 6, 7 hold and \j,41 = Dgmax; ; L; ; ||xlﬁLl — a:kH
Assume that

where constant A is defined as A = % Wt %(1 —pa) + %pg”ng cémaxw> L? +

PG Pgr (1-)n
&

2
% (%(1 —pg> (FADQ maxi,j Li’j) )+% (CW (w + 1) + %pGPgécémax(w + 1)) Li‘f’
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2
% (pgpgé(l + w)Omax + %pG’Pgé(l + w)%) ET*. Then for all K > 0 the iterates pro-

duced by Byz-VR-MARINA-PP (Algorithm 1) satisfy

~ 2@0 240(5(2
E||vs @) < + : 8
195 @] < s + = ®
where TX is choosen uniformly at random from 29,2t 2%, and &y = f (xo) — fe +
% ||g0 — V(2% H2 . If, in addition, Assumption 8 holds and
0<vy< _
TSI veA
then for all K > 0 the iterates produced by Byz-VR-MARINA-PP (Algorithm 1) satisfy
N 24¢8¢?
E [f (o) = £ ()] < (1 - p) g+ 22080 ©)

where p = min {’y,u, %} and ®g = f (;po) — fo+ 27“1 Hgo —Vf (I0)||2'

With Assumptions 2 and 7, vectors {Q(ﬁi(xk“,mk))}iegg can be upper bounded by

Dgmax; j L; j ||£L‘k+1 — a:kH Using this fact, one can take the clipping level sufficiently large
such that it is turned off for the regular workers. This allows us to simplify the proof and remove
1/p factor in front of the terms not proportional to d,.x Or to 1 — pg in the expression for A that
can make the stepsize larger. However, the formula for the constant A also contains the term
2
p
When Dg is large or when max; ; L; ; is much greater than max; L;, the stepsize from Theorem 3.2

can be even smaller than the one from Theorem 3.1. Therefore, the rates of convergence cannot be
compared directly. Nevertheless, Theorem 3.2 has one important feature that Theorem 3.1 does not:
when C' = n, i.e., all clients participate in each round, we have pg = 1, ngg = é, and Theorem 3.2
recovers the result for Byz-VR-MARINA up to the difference in numerical constants and up to the
replacement of § with d,,,x. The latter issue can be easily fixed since when all clients participate in
each round, one can use parameter ¢ instead of d,,,x in the robust aggregation. We also highlight that
the clipping level from Theorem 3.2 is in general larger than the clipping level from Theorem 3.1 and,
thus, it is expected that with participation Theorem 3.2 gives better results than Theorem 3.1: the bias
introduced due to the clipping becomes smaller with the increase of the clipping level. However, in
the partial participation regime, the price for this is a potential decrease of the stepsize to compensate
for the increased harm from Byzantine workers in the situations when they form a majority.

(% (1 —pg) (FaDg max; ; Lm-)2> that is larger than the corresponding term from Theorem 3.1.

4 CONCLUSION AND FUTURE WORK

This work makes an important first step in the direction of achieving Byzantine robustness under
the partial participation of clients. In particular, we obtain our results using a proper combination of
clipping, variance reduction, and robust aggregation. However, some important questions remain open.
First of all, it will be interesting to understand whether the derived bounds can be further improved
in terms of the dependence on w, m, and C'. Next, one can try to apply the clipping technique to
some other Byzantine-robust methods such as SGD with client momentum (Karimireddy et al., 2021;
2022). Finally, the study of other participation patterns (non-uniform sampling and arbitrary client
participation) is also a very prominent direction for future research.
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A ADDITIONAL RELATED WORK

Variance reduction. The literature on variance-reduced methods is very rich (Gower et al., 2020).
The first variance-reduced methods are designed to fix the convergence of standard Stochastic Gradient
Descent (SGD) and make it convergent to any predefined accuracy even with constant stepsizes. Such
methods as SAG (Schmidt et al., 2017), SVRG (Johnson & Zhang, 2013), SAGA (Defazio et al.,
2014) are developed mainly for (strongly) convex smooth optimization problems, while methods like
SARAH (Nguyen et al., 2017), STORM (Cutkosky & Orabona, 2019), GeomSARAH (Horvith
et al., 2019), PAGE (Li et al., 2021) are designed for general smooth non-convex problems. In
this paper, we use GeomSARAH/PAGE-type variance reduction as the main building block of the
method that makes the method robust to Byzantine attacks.

Gradient clipping has multiple useful properties and applications. Originally it was used by
Pascanu et al. (2013) to reduce the effect of exploding gradients during the training of RNNs.
Gradient clipping is also a popular tool for achieving provable differential privacy (Abadi et al., 2016;
Chen et al., 2020b), convergence under generalized notions of smoothness (Zhang et al., 2019; Mai
& Johansson, 2021) and better (high-probability) convergence under heavy-tailed noise assumption
(Zhang et al., 2020; Nazin et al., 2019; Gorbunov et al., 2020; Sadiev et al., 2023; Nguyen et al., 2023).
In the context of Byzantine-robust learning, gradient clipping is also utilized to design provably robust
aggregation (Karimireddy et al., 2021). Our work proposes a novel useful application of clipping, i.e.,
we utilize clipping to achieve Byzantine robustness with partial participation of clients.

Further comparison with Data & Diggavi (2021). As we mention in the main text, Data &
Diggavi (2021) assume that 353 is smaller than C'. More precisely, Data & Diggavi (2021) assume
that B < eC, where € < % — ¢’ for some parameter ¢ > 0 that will be explained later. That is, the
results from Data & Diggavi (2021) do not hold when C' is smaller than 3B, and, in particular, their
algorithm cannot tolerate the situation when the server samples only Byzantine workers at some
particular communication round. We also notice that when C' > 4B, then existing methods such as
Byz-VR-MARINA (Gorbunov et al., 2023) or Client Momentum (Karimireddy et al., 2021; 2022)
can be applied without any changes to get a provable convergence.

Next, Data & Diggavi (2021) derive the upper bounds for the expected squared distance to the
solution (in the strongly convex case) and the averaged expected squared norm of the gradient (in
the non-convex case), where the expectation is taken w.r.t. the sampling of stochastic gradients
2(1—e)C
16
number of local steps. For simplicity consider the best-case scenario: H = 1 (local steps deteriorate
the results from Data & Diggavi (2021)). Then, the lower bound for this probability becomes
negative when either C' is not large enough or when K is large or when ¢ is close to % e.g., for
K=10%e=¢ = %, C = 5000 this lower bound is smaller than —720, meaning that in this case,
the result does not guarantee convergence. In contrast, our results have classical convergence criteria,
where the expectations are taken w.r.t. the all randomness.

only and the bounds itself hold with probability at least 1 — % exp (— ), where H is the

Finally, the bounds from Data & Diggavi (2021) have non-reduceable terms even for homogeneous

data case: these terms are proportional to Z-, where o2 is the upper bound for the variance of the
stochastic estimator on regular clients and b is the batchsize. In contrast, our results have only
decreasing terms in the upper bounds when the data is homogeneous.

17
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B USEFUL FACTS

For all a,b € R? and a > 0, p € (0, 1] the following relations hold:

2(a, b) = llall* + [b]* — lla — b]®
la +blI* < (1 + @) flall* + (1 +a~ ) [b]?

1 1
_ —b 2 < - 2 b 2’
la =0 T o lall” + Sl

+«
p p
1— (1 f)glff, >0
(1=p)(1+3 5 P
p
1

1-p(1+5) (1+5) <1-2 pxo.
2 4
Lemma B.1. (Lemma 5 from (Richtdrik et al., 2021)). Let a,b > 0. If0 <
ay? + by < 1. The bound is tight up to the factor of 2 since ﬁ < min {%l, %

18
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C JUSTIFICATION OF ASSUMPTION 1

Algorithm 2 Bucketing Algorithm (Karimireddy et al., 2022)

I: Input: {z1,...,2,}, s € N-bucket size, Aggr — aggregation rule
2: Sample random permutation 7= (n(1),...,7(n)) of [n]

3: Compute y; = ;mr;{fl 711} | L) fori = 1 o [Ys)

4: Return: T = Aggr(yl, . ,yws])

Krum and Krum o Bucketing. Krum aggregation rule is defined as

Krum(zq,...,z,) = argmin Z |2 — z:]%,
T4 e{fﬂh ’I”}jES

where S; C {x1,...,2,} is the subset of n — B — 2 closest vectors to x;. By definition,
Krum(zy,...,2,) € {x1,...,2,} and, thus ||[Krum(zy,...,z,) , i.e., As-
sumption 1 holds with F)4 = 1. Since Krum o Bucketing applies Krum aggregation to aver-

ages y; over the buckets and ||y;|| < 1 ZZ”I;{(EL 71L} o

|| Krum o Bucketing(z1, . . . :Ln)H<m9uxlE (|24 ]]-

, we have that

||I7T(k)H < maXzG ”IZ

Geometric median (GM) and GM o Bucketing. Geometric median is defined as follows:

GM(z1, ...,z —argmmZHx—xZH (15)
zeR? i=1
One can show that GM(zy,...,z,) € Conv(zy,...,x,) &f {x € RT | = =
o, oy for some g, ..., = 1suchthat Y " | «; = 1}, ie., geometric median belongs to the
convex hull of the inputs. Indeed, let GM(x1, ..., x,) = © = & + &, where & is the projection of x
on Conv(zy,...,z,) and & = x — &. Then, the optimality condition implies that (z — z,y — ) > 0
for all y € Conv(z1,...,z,). In particular, for all i € [n] we have (z — z,z; — &) > 0. Since
1
b—wai—d) = (B@-a) = g|E+a -l g - L il
1 1 1
= Sle—all? = el — 51—zl
1

1
< glla—milP - 50—l

we get that || — x;|| > ||& — ;]| for all ¢ € [n] and the equality holds if and only if & = 0.
Therefore, argmin from (15) is achieved for x such that x = 7, meaning that GM(x1, ..., x,) €
Conv(zy,...,x,). Therefore, there exist some coefficients ay, . .., a,, > 0 such that Z 0 =1
and GM (1, ..., 2,) = >+, oyx;, implying that

IGM(21, ..., 2, Zazﬂxlﬂ maxszH

That is, GM satisfies Assumption 1 with F4 = 1. Slmllarly to the case of Krum o Bucketing, we
also have ||GM o Bucketing(z1, ..., 7,)|| < max;epy, ||z

Coordinate-wise median (CM) and CM o Bucketing. Coordinate-wise median (CM) is formally
defined as

CM(z1,...,2p) —argmanHx—lel, (16)
S i=1
where || - || denotes ¢1-norm. This is equivalent to geometric median/median applied to vectors
Z1,...,T, component-wise. Therefore, from the above derivations for GM we have
[CM (21, s )l < max [|[|oo,
1€[n]
||[CM o Bucketing(z1, ..., Tn)||co < yré?)]c ||| oo
(2 n

19
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where || - || oo denotes {,-norm. Therefore, due to the standard relations between ¢5- and ¢, -norms,
al|so < ||a|| € Vd| a||s for any a € RY, we have

ie.,

1€(n

ICM o Bucketing(z1, ..., z,)| < \/gmz[n]( |E|
i€n

i.e., Assumption 1 is satisfied with F 4 = V.

20
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D GENERAL ANALYSIS

Lemma D.1. Let X be a random vector in R% and X = clip, (X). Assume that E[X] = z € R¢
and ||z|| < \/2, then

E[I1X - 2l?] < 108 X — 2.

Proof. The proof follows a similar procedure to that presented in Lemma F.5 from (Gorbunov et al.,
2020). To commence the proof, we introduce two indicator random variables:

1 _ L iflxl A L, i X -z >3
XZHXAXI>A = 0, otherwise 1T H{x:x—al>3} T 0, otherwise '

: lall<A/2 .

Moreover, since || X || < [|z|| + | X — x|| < + || X — ||, we have x < 7. Using that we get
)?zmin{ }X —X+( —)X.
Y] XX
By Markov’s inequality,
22
4
B =P {1x ol > 5} —p{ix - > L b < GEQX -2, an)

Using [|X — || < || X|| + [|z]| < A+ 2 = 2, we obtain

EHXAwW}:ENXAwa+W§*MVOfxﬂ
2

iz
By
e 2
SEX<MM”XWHW0'FX—$WU—M]

[EZES 3\ 2
< (Ex(2)+wx—ﬂﬂ>,

X — 21— x)]

Wl

where in the last inequality we apphed 1 —x < 1.Using (17) and x < 1 we get
E[1X-al) < 5 (3 )EHX—MW+EWX—ﬂﬂ
IO]E ||X -z ]

O

Lemma D.2 (Lemma 2 from Li et al. (2021)). Assume that function f is L-smooth (Assumption 4)
and zFt1 = 2% — ~gF. Then

1

Pt < @) - I9s ) - (

5= 5 ) o =+ T et - vr )P

Next, instead of Assumption 3, we consider a more generalized one.

Assumption 9 ((B, (?)-heterogeneity). We assume that good clients have (B, ¢ 2)-luzterogeneous
local loss functions for some B > 0,( > 0, i.e.,

*ZHsz Vi@)|* < BIVf@)IP +¢* Ve eR?

1€G
When B = 0, the above assumption recovers Assumption 3. However, it also covers some situations

when the model is over-parameterized (Vaswani et al., 2019) and can hold with smaller values of ¢2.
This assumption is also used in (Karimireddy et al., 2022; Gorbunov et al., 2023).

21



Under review as a conference paper at ICLR 2024

Lemma D.3. Let Assumptions 4, 5, 6 hold and the Compression Operator satisfy Definition 1.2. Let
us define "ideal” estimator:

Vi (akH), cn =1, (1]
g1 _ ) GE V(@) VS (aF), cn=0and GE < (1 — 6max)C,  [2]

g g* + G%( > clip,, (Q (31 (xkﬂ,xk))) , cn=0and GE > (1 = 6pax)C. 3]
€ iegk
Then for all k > 0 the iterates produced by Byz-VR-MARINA-PP (Algorithm 1) satisfy
A, Mgkﬂ v/ (karl)HQ}
<(-p) (1+ D) E||o" - vah)’]
—d)n
(1 -p)pc ( i) 2 Pop S <1OwL2 + (10w + 1)L + M) E [ka“ - mkHQ],
> (

C2(1 = bmax)? b

where pg = Prob {Gk — Omax C} and ng = Prob {z €GE | GE > (1 — 6max) C}.

Proof. Let us examine the expected value of the squared difference between ideal estimator and full
gradient'

{kaﬂ f(a k+1)||2}

) {]Ek |:H§k+1 vy (IkJrl) H2”

= (1-p)pcE |Ey g’“+GiK > dlipy (Q (i (2541,2%))) = v ()| | 113]
¢ iegk
+ (1= - pe)E B [lg* - V)] 2] +p-0.
Using (11) and V f (z¥) — Vf (z*) = 0 we obtain
2
Bl =E |E, ||lg* + GLK 3 dip, (Q (& (ac’““,a:’“))) —Vf (@] 18]
C icgk

{ o g 3 el (Q(B (421))) -9 () 9 (+4) - 91 () 1 ““]
(11)
< (1+2) I —ere) d

+(143)e | [ o X e (@8 (+44)) - (71t - wstah) ] | ”’]]

- (1+2)[ls" - s

2

4 ~ .
(143 B B | gr X e (Q(Ba)) ~a Gt | | 11s
p
iegk,
Let us consider last part of the inequality:
- 2
B, —E |E, GK Z Chp)\( ( Rt mk))) _A (mk+17xk) | [3]
zEgC
- 27
~E |Eg, | ) chpA( (3 k+1,xk))) — A (M) || ]3]
zegc
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Note that G% > (1 — 6max)C in this case:

51 < o | £ [ (0 8. (+09)) - (+9) 1

i€GE
< oo rE ;Esk [Zos| B [chm (2(B («*,4"))) - a (xk“,x’“)HQ] | [3}}
E|> P -Ex { clip, (Q(& (wkak))) —A(wk+1,xk)“2} |[3]}, (18)
1€G

where Zg is an indicator function for the event {ieGh|GE > (1—6max)C} and Pgi, =

Prob {i € G& | G% > (1 — Smax) C} is probability of such event. Note that Eg, [Igé} = Pgy. In
case of uniform sampling of clients we have

1

02(1 - 6max)2

VieG Pgy =Prob{i€G¢|GE > (1= dmax) C}

S Y (4

(1=Smax) C<ESC

G—-1
Pe = Z (( t—1 )
max) C<ESC

(1-5

Now we can continue with inequalities:

[Tk [fan (o (3 (1)) ~a (. ) [ 11

< a0 [mo [ (0 (& (#+1.2))) - 2 ()] 1]
Q ot LZ o [ i (0 (3 (o++29))) - (o24) ] 1]
ZmMAkﬂw—Mwwwﬂm]

/
B <

02(1 5m o)

ch
+ C (]- - max

Using Lemma D.1 we have

B Lemr%aD.l C(ch {Z 20E, { o HQ (31 (xk—O—l’xk)) N (zk+l’xk> 2” | [3]}
C2(17i [;21% [HA (a1 %) — A (xk+l’xk)||2] \ [3]1
< e [ o @ ) -] )

2. ch

W [Z]Ek [HAl (" 2%) — A (ka,xk)Hz} | [3]1
i€g

< e[S o flo (& ()] - S () 181
T I e lZEk 2 ( k+17xk)—A(a:k+l,xk)H2}|[3]1.

2

2. ch

23
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Applying Definition 1.2 of Unbiased Compressor we have

20 - Pgu ~
B < g [+ [ ) - S ) ]
* i€g
2-Pgr
+C’2(1— e ZHA ol xk (k+1 )H I ]
i€g
20 - Pgr ~
02(1—5% 7 D1+ Wb A (k) - A @, M
max ’LEQ
20 - Pgr
+ o >2E[Z<1+wEk||A L) P - B k+axk>||2u3]]
max ieG ieg
2-Pgr
b w5 [ () - A ) ]
max 1eg
Now we combine terms and have
20 - Pgr
de 16(_;
20 - Pgr
o o 5 ol D k“awk)H?[g]]
i€G
2 ng
b o | () A ) ]
ma i€g
20 - Pg.
:—1+w ZEk[A (aFH1, 2%) — A (2, } ]
T e[S | )|
20 - Pge
T = o B | S|A; (2 2R — A (LR 4 A (2 o) |2|[3]1
i€G
2-Pgr
i Sl ) - A ) 1]
Oma i€g
Rearranging terms leads to
20-P
e oy e R I
ax 7€g
2-Pgr
it s 02 [ S (2,08 - 8 ) )
i€g
20 - Pgr
e e NN
i€G

Now we apply Assumptions 4, 5, 6:

20 - ng L2
Bi < C,Q(l_—(snix)z(l +W)]E |:Gb:t||$k+1 — xk||2:|
+ 02(1_—5;)()2(1% + 1DE [GL ||lz* ! — 2|7

2
+ C2(1 = bme)? 5max)2wE [GL2 kaH - J;kH } .
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Finally, we have

!
< - ‘o 00
Br < C2(1 — Oimax)?

(10sz + (10w + 1) L3 +
Let us plug obtained results:

B, (1+ ) [Hg Vi

2 Py
(143 e

C?(1 = dmax)?
Also we have

1]

A, “|gk+1 vf(karl)HQ}

<(L=ppaBi + (1= p)(1 - po)E [|¢" = V(@

7]

< (1-p)pc (

+ (1 - Py (1 +

) [Hg’“ — V("

2-Pgp -G
____ "¢
C2(1 = bmax)?

)

+(1=p)(1 - p)E[[lg" - Vf(a

1)

To simplify the bound we use (1 + 2> 1) and obtain

]

A< =ppe (14 2)E[|s" - Vi

2-Pge -G

+ (1 - p)pe (1+4) m

+(1=p)(1 -pc)E [Hg - Vf(=x
<(-ppa (1+5)E[ls" - Vi

4>277kG
p

9
C2(1 — Smax)?
+(1=p)(1-po) (1+
( P

(sl o
el

)]
2+ Py (1—

“)°]
4]

+ (1 - Py (1 +

Lemma D.4. Let us define "ideal" estimator:
Vf (xk-i-? ,
gk—l—Vf xk-&-l) Vf (.’L‘k)

¢+ g X dliny (Q
¢ iegk

k+1 _

- 7( Rt g )))

’L

Also let us introduce the notation

k+1

ARAggQ

Then for all k >

25

10(w + 1)L£%

(10wL2 + (10w + 1) L3 +

<1OwL2 + (10w + 1)LA +

(10wL2 + (10w + 1)LA +
<1OwL2 + (10w + 1)L3 +

(10wL2 + (10w + 1)L3 +

= ARAgg (ClipAk+1 (Q (31(9:]”1, xk))> ey

0 the iterates produced by Byz-VR-MARINA-PP (Algorithm 1) satisfy

b

)]E [+t — o*]2).

10(w +1)L£3
b

VE [l o).

“)°]

10(w + 1)£3
b

k
-7

el o1

10(w + 1)£3%
b

)E (1254 = 22

10(w + 1)£3
b

)E [12*+ = 22
]

10(w + 1)£3
b

)E [12"+ = 2*2).

en =1, (1]
cn =0and GE < (1 — 6max)C,  [2]
cn=0and GE > (1 — 6mmax)C.  [3]

clipy, ., (Q (Ac(zk+1,xk))>) .
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A, =F [Hngrl _ §k+1||2}

<PE [Ey [[aRage (VA1 ), T fa(@™Y) = V|| | 1]

+ (1 = p)pcE |Ex H = ZchpA< (3 k“,aﬂ“))) ARAggy| | [3]
zegc
=)0 = po)E B | [V - V1) - amagels |1 1]

where pg = Prob {G’é >(1- 5maX)C}.

Proof. Using conditional expectations we have

Ay =E [Ek [Hg’“+1 - ?’““HQH

— pE [E; [[aRAgg (VA ("), .. V(@) = VA ] | 1]

e 5 iy (0(3: (+54))) - (5 oo

iegk

Ji

(1= polE B o + VI - ) - (o + araad) ] 112].

+(1 —p)pcE [Ek [

After simplification we get the following bound:

Ay <PE [Ex [[|3Rag (Vi(@™H), ., Vfa(a™ ) = @] | 1]

+ (1 —p)pcE |Ex H KZchp/\< (3 k+1,xk)>) ARAggy | | [3]
ZGQC
#0901 po)E [Be [ V4 - Vo) - avagat | 112] |

Lemma D.5. Let Assumptions 4 and 9 hold and Aggregation Operator (ARAgg) satisfy Definition 1.1.
Then for all k > 0 the iterates produced by Byz-VR-MARINA-PP (Algorithm 1) satisfy

T =E [Ek {HARAgg (Vf1($k+1)7 . 'avfn(xkﬂ)) - Vf(xkﬂ)!ﬂ | [1]}

< 8eBE[[[Vf (*)[’] +8BeSL2E [[[*+1 — 2 |°] + 4cac?.
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Proof. Using Definition of aggregation operator we have

Ty = E [Ex [||aRagy (Vi (2", ..., Vfa(a™ ) = @] 1]

(Def. 1.1) e

< Ge-m =F 95 (2541 = 9 (&) * 1 1]

(11) co i1 o1y 12 - i )
< G(g;_l)i%:g]E[2||Vf¢ (1) =V (@) [P+ 2|V f (@) = Vf @) )]
i£l
g ,
= 2;41@ [19: (41 = 9 (@) ]

S sesBE 95 @] + deac?

(11)

< SABE[|[Vf (")) + $BE[|[V/ (1) - V£ (4|

} + 482

< s (|97 ()] +BesrE [J 0 - H7]  aesc?

Lemma D.6. Let Assumptions 4, 5, 6 hold and the Compression Operator satisfy Definition 1.2. Also
let us introduce the notation

ARAgg’Zjl = ARAgqg (clip)\k+1 (Q (ﬁl(xk"‘l, xk))) - ,clipAk+1 (Q (ﬁc(:nk'*'l, xk)))) .

Then for all k > 0 the iterates produced by Byz-VR-MARINA-PP (Algorithm 1) satisfy

2

T, =E |Ey ||le Z clipy (Q (31 (Ik+1,$k>)) — ARAggy || | (3]
c

ieGh

L3 .
< 8Pg;, (10(1 + ”)Ti + (10w + 1) L3 + 1OwL2) OmaxE [[|2F T — 2% )],

where Pgi = Prob {ieGt|GE = (1—0max) C}.

Proof. Let us consider second term, since

T, = E |Ey Hle 3 dlip, (Q (& (xk+17xk))> — araggt| | (3]
C iegk,
<m | S > [eios (@ (& («*1.0%))) = atios (@ (& (*+4))) | [3]]]’
i,le C
i#l

where Dy = G5 (GE — 1)
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Let us consider pair-wise differences:

Ty(i,1) = Eg { clipy (Qz(zsi(xk+laxk))) — clipy ( ( k+1’xk ))“ B ]
(11)

< 2ty e (0 (3 (o4 -k>>> S () 4 (e ) et (@ (81 () 1]
2 A (2541, 04) — & (@, 2 | 3]

clip,\( (3 k+1,$ )) Az k+1 k>H2|[3}]
A (

(11)
< 4Eg [

+ 4R, HA ah )—chpA( ( k““)))Hz”g}}
+2EkmAl(k+l ©) = A (@) P 8l))
(2)4E;€[clip,\(Q(ﬁi(ka,xk))) A (2, H' ]
+ 4F, D‘Al (a1, 2%) — clip, (Q(A ) ))H J }
+4E, U\Az(m’““,x’“)— (4R ] }
B [ (4,4) - A @) P 18],

Now we can combine all parts together:

T, =E G Gk—l ZTzll
’Llego
1%l

<E D% 3 4B, { clip, (Q (& (mk+1,wk))) — A (xk+1,wk)"2 | [3]}

i,1€GE,
il
+E Di 3 4E, [HAl (&*+L, %) — clip, (Q (& (mk+1,xk)))H2 | [3]]
2i,zegé
il
1
FE | 30 B [J|Ar (@ ab) - A @) (3]
i,lEGE
il
1
FE |5 D0 4B [ (e ab) - A )]
i,legk,
il
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Combining terms together we have

L<E|o Y s U’chp,\< (B (@ 24)) - A, <mk+1,x’f)Hz|[3@
g
+E |- zsm[ua CELaR) = A (a8 | 18]
zlégc
i#£l
It leads to
fggE Gk ZSEk [HChP/\( (ﬁi(mk“,xk)))—Ai(karl,xk)H2|[3]]]
zGQC
FE | g 3 SR8 () - A ) | }]
zegc
<E Gk 3 S0E, MQ( k+1,xk))—Ai(mk+l,xk)H2|[3]]]
i€gGk,
vE | g 3 om0t - A @) | }]

zegc

Using variance decomposition we get

E [Gl’él;gé 80K, MQ (& ($k+1’xk))H2 | [3}]]

B | o 3 SB[l () [31}]
zegc

+E| g X [la () - A )| ]].

zegc

Using properties of unbiased compressors (Definition 1.2) we have

@gE[

3 80(1 + w)Ey, [HA oy ’“)H2 | [3]]]

1690

_E Gk > 80By [[|as (+5, k)||2|[3]}]
C iegk,

| g X SE I8 ) - a ) P | ]]-

zégc
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Also we have

T, <E [le Z 80(1 + w)Eg {Hﬁi (a" 1 2F) — A, (xk—‘rl’xk)Hz | [3]}]

+E Gk 3 80(1 +w)Ex [HA (zh+1, k)||2|[3]}]

1€gc

“E | gp 3 80 [A (7 >W|mﬂ

+E sts]Ek[HA ("1, 2%) — A (0, 20) || 3 }]

1€Qk

Let us simplify the 1nequahty.

@gE[G > 80 1+w)Ek{

ZEQC

A<k“ww—Awﬁ“wwW[ﬂ]

+E Gk > 0B [[|A (=54, 25) || [3]}]
zegc

iR G%ZSE,C[HAZ-(MH@;@% (@) || ]]

C iegk

Using decomposition we have

@gE[G o Jac kﬂxw_AAﬁﬂﬁgfmu

+E Gk ezg;ééomlﬂk [HA ("1, 2%) — A (a*L 2 )H | ] }]

+EWZwMMHW%<Hlm|ﬂ

i€GE

+E Gk > S0uE [[[A (a5, k)||2|[3@].

1€gc

Using similar argument in previous lemma we obtain

T\Q g E %280(1 +W)Ek: |:H32 ($k+171'k) _ k+1 H | :|‘|
i€g
B Péé ZgowEk [||Al (2 k) — A (b )H | H
L i€G

LE chSEk[HA k+1m) (k+1 )||| ”

i€G

[P 5
+E éc Z80wEk [HA (:E’“'l,xk)H | [3]” .

i€g
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Using Assumptions 4, 5, 6:
~ L2
T, <E [80(1 + w)ngTink“ - xk|2}
+E [8(10w +1)Pgy L ||+ — xk||2]
+E {SOPgéwLQkaH - mk||2} .

Finally, we obtain

2

1 . ™~
T, =E |E || 5 Y cliny (Q (Ai (xm’xk))) — aragel!| | 3]
C iegk,
‘C’Qi 2 2 k+1 k12

Lemma D.7. Let Assumptions 1 and 4 hold. Also let us introduce the notation

IZXRAggg+1 = ARAgg (Clip)\k+1 (Q (ﬁl(a:k“, wk))> soeeyclipy, (Q (ﬁc(zk“, xk)))) .

Assume that A1 = oy ||z5Tt — 2%||. Then for all k > 0 the iterates produced by Byz-VR-
MARINA-PP (Algorithm 1) satisfy

T2 =5 [B || V74 - Vo) - aragaty | 112

< 2L%+ Fu0l,,)E [||gck+1 - xkﬁ

Proof.
7= B [B ||705+) - 97 - amaaal” [ 112

(11) 2
<E [Ek {2 IV £+ 1) = T 1h)|* + 2 | aragaly ||| [2]”
Using L-smoothness and Assumption 1 we have

Ty <E [Ek [2L2 b+ — 2¥||” 4 2Fa02,, | [2}”
<E [Ek [2L2 [ah+ = 2¥||® 4 2F a2 |l2" T — 2F)2 | [2]”
<2AL? + Faod i )E [[|lo"+ ]
O

Lemma D.8. Let Assumptions 1, 4, 5, 6, 9 hold and Compression Operator satisfy Definition 1.2.
Also let us introduce the notation

ARAggE+1 = ARAgg (clip)\)chl (Q (ﬁl(xk"’l,xk))) soeoyclipy, (Q (ﬁc(x’”l,xk)))) .

Then for all k > 0 the iterates produced by Byz-VR-MARINA-PP (Algorithm 1) satisfy
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E[lo+ - vr @] < (1- 2)E o - vr )]

+ 24¢6 BE [Hw (=)l } +12¢6¢% + Z’TAW“ — "2,

where
% (io pgffk_l;: :w +24ec0B + %(1 - pc) + ?pcpggcémaxw> L?
+% (ipgff”;ax (10w + 1) + %pchécémax(low 1)) 2
+ % (160pc;77gk 1+ w)edmax + %Opgpgé(l + w)%) %
+% (j)(l pG)FAO‘kH) ;

and where pe; = Prob {G§, > (1 = 6max)C'} and Pgr = Prob {ieGh|GE > (1—6max)C}
Proof. Let us combine bounds for A; and A, together:
Ay =E [Hgk+1 —vy (xkﬂ)‘ﬂ
p _ 2 2 _ 2
(1 + 5) E {Hg’“+1 —Vf ()] } + (1 + p) E “|gk+1 . and| }
2
< (1+g)A1+ (1+>A2
(1+2) a0 (1+2) e[l s
2. Pgé(l —&n 10(w + 1)51) . {]”””Hl B a:kHQ]

p 4 2 2
1 = 1-— 1+4—-) ——————— [ 10wL 10« 1)L
+(+2 ( p)po(+p) ) < wL® + (10w + 1) L3 + 2

2
)
+ <1 + ;) pE {]Ek [HARAgg (Vfi(a"th), . V(") — Vf(:z:k“)HQ} \ [1]}

of

+(142) - p - pole B [V - Vo) - amaasls |21

e 3 e (08 (#+74))) -

zEQk

Finally, we obtain the following bound:

(11)
40 < (1=0)E|[lg" - v ()]
Por (1 —0)n 10 1)£2
icf(i(_(s))ng (10@2 + (10w + 1)L3 + 7(“”; ) i) E [||lz*t! — 2¥|?]

+(p+ 2)E [Bx [|[3RAgy (VA (), V(@) = O r )] 1]

+12)ch Ey H KZChP/\< (ﬁ k“,a:'“))) ARAggS™ || | 3]
C icgk
TR Y MR- |
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Now we can apply Lemmas D.5, D.6, D.7 we have

Ao =B [+ - 95 () ]

<(1-%)E||s" - Vs ()|
10(w +1)L£3

8 Pgy(1—0)n 2 2 k1 k2
];mpc‘ <10(JJL + (10w + 1)L:|: + b> E [Hx — X || ]

+ (p+2) (8cSBE [|Vf (a*)|"] +8e0BL2E [[|a+1 - 2*||"] + 4c¢?)

2 [ L3
+ ];pGE 80(1 + w)ng Ticéma,(”xkﬂ _ xknz}

2 -
+ Pl [8(100 + 1)Pgs L2 cOima [+ — xk||2]

2 -
+ =pGE |80Pgr wL?comax 2" — xk||2]
p L C

2
+ o= Pc)2(L? + Faag,)E {kaﬂ - kaQ] :

Finally, we have
2
E|llg = vr @) < (1-5) E[lls" - vr @]
+ 24¢6 BE [Hw (")l } +12c5<2+%‘4\|x’@+1 — "2,

where

32pe Pgr(1—08)n ) »  10(w+1)L3%
A= c Dt et
22 (1= )2 10wL” + (10w + 1) LY + 5

2

c 2 2
Z=E COmax + ];pg8(10w + 1) Pgp, L cOmax + 5pc8077gng265max)

4 (2
+ » (ISPGSO(I er)Pgé b

16(1

4 —
+ 280+ DeBL + Tm)(ﬁ 4 Faaly).

Once we simplify the equation, we obtain

80 76 Pgy (1 —d)n
p 02(1 - 6max)

4 160
w + 24¢6B + — (1 — pg) + pGpggC(smaxw) L2
b p

4 (8pcPgr(l1—d)n 16 2
+ p (P C2(1 — ppax)? (10w +1) + ;pGPgéc&nax(lOw +1)) L%

4 (160 80 (1—6)n o
+ E (pGng 1 + OJ) (Smdx + pGng (1 —+ w)w> T
+ 1 (4 1 VE )

224 o2 '

p\p pc)Fadii
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Theorem D.1. Let Assumptions 1, 4, 5, 6, 9 hold. Setting A\11 = 2max;eg L; Hx’“‘l — ;ka
Assume that

1 p
0<y<—F+, 0< ;
TS TiVA 96¢B
where
4 (80pcPgr(1—6)n 24 4 160 0
5 ( D 02 1— max 2 w + ;0(53 + ];(1 — pG) + 7pGPgé,C(5maxW L
4 (8pcPgr(l—0 16 9
T (p C2(1 — ) r (1004 1) + 5 PPy Omax (10w +1) | L
4 /160 80 (1-0)n /.ZQi
+ ]; <pGng 1 + W) 5max + ?pGng(l + w)w> T
2
4 4
+ - ( (1-pc) FAmaxL) )
P \DP
and

P (D (E9)((R))

(1-6
pe =P{GE > (1 — dmax) C'}

= Z G n—G n—1\"
[(1—0max)C]<ELC

Then for all K > 0 the iterates produced by Byz-VR-MARINA (Algorithm 1) satisfy

2
,7<1_ 96Bc6) (K+1) p—96305
)
where TX is choosen uniformly at random from x°,z',... 2%, and &y = f (1:0) — fo +

e -5 @)

Proof. Forall k > 0 we introduce ®), = f (z%) — f. + 2?7 Hgk — V() H2 Using the results of
Lemmas D.8 and D.2, we derive
(D.2)

Blbn] < B[ () - (5 -5 ) I = Sl - 9 )]

- 3B {19 @]+ Tl - s )]

2
(D.8) 1

<k f<ac’€)j;(27

- 2E (197 @] + 2 (1= DY [lo* - vs ()]

2
2y

—
1

L) ot =+ 21 -1

+ (24céBE [||Vf( k)H ] +1206¢% + 22 1 At ||2>

p
B[4 - £+ 2 (1-B) + DY [l - v ()] + 222

+i(1—L7—A7)]E[IIwk+1 7] - 31_96f05)1a[uw(x)y|]
1

2y

24¢6¢?
(0] + 2200

_g(l_%fcé) [||Vf H]
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. . . o, . 1
Using choice of stepsize and second condition: 0 < 7y < TIva 0 < ez and lemma B.1 we have

24¢6¢2 96 Bcd
Blgn] <Blod + 207 - 2 (1= B0 g [y o)) ]

Next, we have 3 (1 — %sz%é > 0 and ®14; > 0. Therefore, summing up the above inequality for

k=0,1,..., K and rearranging the terms, we get
1 = 2 2 K
71 22 EIVF @I < (B [@x] ~ E [2441])
KJrlkZ:o [ } ,y(l_%fcé)(K_’_l)kz:;)
48¢6¢?
p — 96Bcd

_ 2(E[®o] —E[®x1]) 48¢8¢*
7(1_96f€c5)(K+1) p — 96Bcd
2FE [®g] 48¢6¢?

\'y(l 96B06>(K+1) p—96Bcd

Theorem D.2. Let Assumptions 1, 4, 5, 6, 9, 8 hold. Setting A\x+1 = max;eg L; ka“ — ka
Assume that

0 <mind ————=»5, 6< ——
<7 mln{L+ QA} <19203

where

4 (80pcPgr (1 - 5)n L 4 160 )
2; ( » 02 - max)Q OB+ — (1 —pa)+ TpGngcémaxw L
4 (8pcPgr(l—d)n 16 )

+ Z; (p 02 1 max)2 (10w + 1) + ;pcpgéasmax(l()w + 1) L
4 /160 80 (1-¥6)n /;gt

Ty (pGPg" (4 w)lmax & PePy (1 + “>C2<1_5max>z> >

2

+ é (4(1 —p(;) <FAmaxLi) > ,

pPA\P i€G

and where pg = Prob {G’é >(1- 5max)C} and ng = Prob {z €GE | GE > (1 — bmax) C’}.
Then for all K > 0 the iterates produced by Byz-VR-MARINA (Algorithm 1) satisfy

48¢5~(?

K\ LU* o KO
E[f(@") - f@")] <(1-p)" @+ o

where p = min {’yu (1 — %BC‘S) , g] and ®¢ = f (2°) — fu + % ||90 -Vf (xO)HQ'
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Proof. For all k > 0 we introduce ®), = f (z*) — f. + % Hgk — V[ (zF) H2 Using the results of
Lemmas D.8 and D.2, we derive

(D.2)
]E[‘I)kJrl] D<2 E[f( )—f*— (21’7_5) |‘xk+1_$k|‘2+%ugk—Vf (xk)H2]

-3 (19 @]+ el - vs @]

(D.8)
e[ - (5 5) Il = Gt - 97 )]

2y
=3B (19 @I + 3 (=) B[l - vr )]
+% (240531@ [||Vf (@)]]°] + 1200¢2 + AII - ||2)

=E[f(«") = f.] + ((1*1>+§)E{Hgkf f(x )H} 48C5Cv

1 192Bc6s
+ 30 (1= Ly = 2497) E | = o] - 2 <1 - pC> E [va ()]

Using Assumption 8 we obtain

IE[‘I’kH]SE[f(xk)_f*]+<1_§) %E[Hg’“—W( )M 48c5§7

+ % (1 Ly — 247%) E [Il* — 2%|%]

o (1 - 192;3c5> E[f (%)= 1]

Finally, we have

2
B] < (1 min |y (1- 2220 ] Yl 4 B0,

192Bc6> p

b , 8} we obtain

Unrolling the recurrence with p = min {’yu (1 —

E[®x] < (1-p)“ E[®o] +

48¢6¢%y Iil
(1

k=0

< (- E[@g+ BTSN

48¢5~(¢?

o _ K
= (1= ) Ef@0] + =7

Taking into account ®;, > f (a:k) — f (z*), we get the result.
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E ANALYSIS FOR BOUNDED COMPRESSORS

Lemma E.1. Let Assumptions 4, 5, 6 and 2 hold and the Compression Operator satisfy Definition 1.2.
We set A1 = Dgmax; ; L; ;. Let us define "ideal” estimator:

Vf (l’k+1 y cn =1, [1]
o+ = gk + Vf h) -V f (ack) cn=0and GE < (1 = 6max)C, 2]
g~ + GK > clipy ( ( i (aFtL ok )) . cn=0and GE > (1 = 6pax)C. 3]
iegk,

Then for all k > 0 the iterates produced by Byz-VR-MARINA-PP (Algorithm 1) satisfy
k ) 2
A< (1= p)E [g" = Vi h)|[]

Pgr(1—106 w 2
+(1- P)PGCQQ( ( ) (wL2+(w+1)Li+Hb1)£i>E[”xk+1xk|2].

1- 6max)2

where pg = Prob {G’é > (1- 6maX)C} and ng = Prob {z €EGE|GE > (1 — 6max) C’}.

Proof. Similarly to general analysis we start from conditional expectations:

Ay =E ¢ = V1 ()]
= [E [[g* - 97 ()]
= (1-p)pcE |Ex ||g" + Glg E}gj clipy (© (& (**1.a%)) ) = Vf ()| | 113
+ (1= p)(1 = po)E [Ex [[lg* - V)] 112)] +p-0.
Using (11) and V f (xk) - Vf (:ck) = 0 we obtain

2

1 . N
B —E |Ex guGglEng clipy (@ (B: (*1,a%))) = wf (@) | 113

Using )\k+1 = DQ max; j Li’ij
identical since we have

o (Bt o)

Pt g 3 e (8 (1)) - 9 () 9 (0 -9 ()

7€Qk

]

— z¥|| we can guarantee that clipping operator becomes

k+1

< 47|

< Dq % Vi@ = V(b

JjeEM

< Doy 3 Vi) — Vi)

JjEM

< Domax L ; Ha:k+1 - ka
J

< Dgomax L; ; Hazkﬂ - ka .
i,J
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Now we have

By =E |E; | [3]

In case without clipping we can avoid Young’s inequality and obtain

1 ~
"+ . Q (A (a**1,a%)) = Vi ()
€Gg,

o X Q8 (#7109 () 1 () - s (o)

C 7€9k

Jo}

By <E[|g" = v/ («")]]

Jo

2

+E By { % > o(Bi (oM b)) - (ViEMT - vrEh)
zegg
<E[|ls" - s’

Let us consider last part of the inequality. Note that GE > (1 — §;ax)C in this case

r 2
B, —E |E, z Q (B (a"*1,a")) = A (™M) | | 113
7,€gc
- - 2
—E |Es, ‘ > Q( AR )) = A (2| ] 8]
zegc

< e [E [Z B0 (B (+5a)) - & (o504 ] [3]”
icgh _
il [3}]

< o= {zﬁsk ree] s o (8 (.a)) - & (.09
2|rre mflo@ (e -a () i)

i€g

C (1_ max

where Zg: is an indicator function for the event {ieGt|GE > (1—6max)C} and Pgr =
Prob {i € G& | G& > (1 — dmax) C'} is probability of such event. Note that Eg, [Igg} = Pgx. In

case of uniform sampling of clients we have
Vie G Pgs = Prob (i €GE|GE > (1~ 0max) C}
e (D ED )
S npe t—1 C—t C_1 .
nre (1= 0max) C<ELC
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Now we can continue with inequalities:

B < g[S [lam (0 8. (7)) -4 () 1]
Lieg L
< ot [ [ [Jo 8 (#.49) - o () ] 1]
Lie B
< %E eZgIEk :]EQ {HQ (&. (xm,xk)) A (xk+17mk) 2” | [3]}
P
i T (et ) - A e ]
ic
Using variance decomposition we have
P < i | S Fa [0 (3 (o ] - S (o) 11
T Cg(l?igcm( EZQ]Ek [ k+1,xk) - A (xk+1,zk)’|2} | [3]] .

Applying Definition of unbiased compressor we have

Pgr
BiS o 6o ;(Hw)Ek AR H —ZHA 2+ || 1
Pgs .
+ T | S I8 () — A @) | ]
1€G
LY ) e B (24, 08) = A (2, H
= 02(1 *5max)2 iGg b ’ ’
Po
+ g B | S (L w)B A (55 2) | = Y B A (o5 2R) [P (3]
C (1 5maX) iEg Zeg
P
+ﬁ Z;HA s xk (k+1 )||| ]
1€

Now we combine terms and have

Pgt NI
Bi < m 1 +w ;Ek |:’ k+1, k) _ Ai <$k+1,$k)H :| ‘ [3]]
1 )
i€G
b o | S A () — 8 () ]
C? ( max ico
— Pas AL k) sy
e m AR PO [HA )= aet )i
Pgr )
+ C (1 — Cmax wE ; HA k:-‘rl (E N (l'k+1, {Ek) H + ||A (.’Ek+1,l'k) H2 | [3]‘|
Pgs
gt S ) - A e .
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Rearranging terms leads to

Pgs
B < —C (1+w)E [ZEk[A (2T, 2F) — A (2T } ]
o [e |
Pgé k+1 .k k41 k\||2
+ Ea s @ T DE 2 [[A @ at) - A @)1 8
max ZGQ
Pat, [ k4l k(|2
+02(1_5 )2W]E dolla@Er )T B
max _Zeg

Now we apply Assumptions 4, 5, 6:

P T2
9¢ (14 w)E Gﬁi”xkﬂ—xk”ﬂ

/ . —
B C2(1 — Opax)? b

N

Pg ng 2
—c 2 k+1 k2 " Yc 2 k+1 _ Kk
* O = b @ VB LGLR ™ =2t + oy 5B G2 e+ =M
Finally we have
B < ¢ —— (wL? DNL2 o+ 58 ) gkt k2]
S C2(1 = ban)? (“ B [ll2*+% = %]

Let us plug obtained results:

B < [Hg al
Also we have
A, [Hngrl vf(mk+1)’|2:|

< (L=ppaBi + (1= p)(1 - po)E [|* = V"]

~ D)peE [|lg* - Vr(H)|]
+(1- p)zpcc(lff:m()2 (wL2 bt DI+ %) E[lo+ - 2*|F]
+(1=p)(1 = p)E [[lg" = V)]

Finally we get
2
A1 < (1-pE [|g* - v 1")|[]
Pgr (1 —d)n 2 2, (w+DLE k1 k(2
+(1 p)me (WL Jr(erl)Lier)E[Hx — X H ]
O]

Lemma E.2. Let Assumptions 4, 5, 6, 2 hold and the Compression Operator satisfy Definition 1.2.
Also let us introduce the notation

ARAgg’é2+1 = ARAgg (clip,\k+1 (Q (Bl(xk+1,xk))) e ,clip,\k+1 (Q (ﬁc(xk-‘rl’xk)))) .
Then for all k > 0 the iterates produced by Byz-VR-MARINA-PP (Algorithm 1) satisfy

2

Ty =E |E,; H clipA (Q (31 (xk+17:rk))) — ARAgdgrl | [3]
zEgC

L3
< 4Pgs <(1 + “)Ti +(w+ 1)L+ wL2) OmaxE [[|27 T — 2F2]
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where Pgi = Prob {ieGh|GE > (1—6max)C}.

Proof. Let us consider second term, since

2

T, =E |E, Hle 3" clip, (Q (& (karl’xk))) ARAgaly || | [3

C iegk

zegc
il

s 52 e (0 (51 (+,24))) s (2 (5 <xk+azk>>>u2us]]],

where Dy = GX(GE, - 1).

Using \yy1 = Dgmax; ; L; j||z*t1 — 2%|| we can guarantee that clipping operator becomes
identical since we have

o (Bet*a) [ < pa 3 (.4

1
<Dq|3 > Vi@t = Vi k)
JjEM
1
< Doy Y [[Vhis @) = Vi @b
JjEM
< Dgmax L 5 Hz’”l — IkH
J

Let us consider pair-wise differences:

Ti(i,1) = B U clipy, (Q (& (ﬁ“,ﬁ))) — dlipy, (Q( oh 1 k) ))‘ I ]
< o [fletion (@ (81 (471 aR))) = a0 (= 08) a0 (51 aR) —etivy (2 (B0 (41, 20))) |71 9]
+ B [[|A; (@ 2%) - A (@20 ] (3]
< et (@ (B (409)) - (@414 31
+2F,, U]Al k1 k) —chp)\< ( ) (x k+1,xk)))H2|[3]}
B [ (1 a") = A (24 2R) | 18]]]
2z, o (o (B ) A 16]
N {HAZ (z*+1, 2%) —chpA< (

+2Ek{||Al(xk+1,xk)f (¥, 2%)|* | | }

2B [[|A; (4, 2%) — A (2 2N) 7] 3]
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Now we can combine all parts together:

T —FE GEEE T Gk— lz T5(i,1)
x| 5 o o (et )) s b 1]
i,1€GE,
L i#l
+E D 3" g, [HAl L ab) — clip,y, (Q( (", 2") ))H B ]
zngc
L il
+E D > Q]Ek“Al(kH 7h) = A (R P 13 }
zlegc
il -
B D S 2B [[lA (o aF) - A (@FH )| | (3]
zligc
L 7 B

Combining terms together we have

=
VAN
&=

clip, (Q (ﬁz (a:k+1,xk))) — A (2" 2F) H2 | [3]}

1
b 3 4E, U

i,1€GE
il

+E T; S° 4 [J|as (@ ah) - A L)) (3]
2 =
’L,legc
i£l

Using variance decomposition we get

E {Gl]élezg:k 4E;, [HQ (31 ($k+1axk))H2 ‘ [3]}]

_E Gk gg: 4R, [||A (@) |7 [3}}]

| g X B8 ) - a ) | ]]

zégc
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Using properties of unbiased compressors we have

C

3 4(1+w)E, [H& (a:k+1’xk)H2 | [S]H

~ 1
ngE[
Gk

i€GE

~E Gk > 4B (A (= >||2|[3ﬂ]
1690

VE | g X B8 ) - A ) P | }]

ZGQC

<E [le Z A(1 + w)By U A, (xk+17xk) ZF H I ]]

C iegk

+E Gk 341+ w)E [HA ("1, )H2|[3]}]

zegc

_E Gk ezg: 4R, [HA (@ 2b)| | [3}}]

+B | g X B a0 - A )| }]

zEgC

Let us simplify the inequality:

T, <E {le Z 4(1 4+ w)Ey [Hﬁz (zF Tt 2F) — A, (mk+1,xk)H2 | [3}]]

C iegk

+E Gk ezg: Ay ||| A (2428 | | [3]}]

1E Z4E’f [HA 2P k) — A (ah )H I }]

zEgC

Using decomposition we have

~ 1 -
7 <E | g 3 a0 v em [0t - 4 @)1
G icgk,

+E Z4w]Ek[HA (@, 2%) — A (P M) P 3 ]]

lEgC

1 E Gk zezg: o [HA (@ 2k) — A (b, H I }]

+E Z 4By, [ (@ 20| | [3]]] .

ZGQC
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Using similar argument in previous lemma we obtain

Péé 24(1 + w)Ey, {H&‘ (a**,2%) — A ($k+1’xk)H2 | [3]H

~

T, <E

_ng 2
+E GC ééLwEk [HAZ» (mk+1,xk) - A (Jck"’l,mk)H | [3]}]

1K gc Z4E’f [HA ! xk) A (xk+1’xk)|’2 | [3]”

L 1€g

[ Pgy
TE |22 aw A (@ ab) [3]” :
L i€G

Using Assumptions 4, 5, 6:
~ L2
T2 < E |:4(]. -+ W)Pgé%”fﬁk+l — $k||2:|
[4 w+1)Pgy, wLZ ||z*+! — ;vk||2}
[47>gk wL?||zh+ — ’wﬂ .

Finally, we obtain
2

1 . ~
T, =FE |E. 3 Z clip, (Q (Ai (karl,xk))) - ARAgggH | [3]
C iegk
£2
< 4Pgx <(1 +w)F o+ @+ DIE + wLQ) COmax [[J* 1 — 2F|7] .
O

Lemma E.3. Let Assumptions 1, 4, 5, 6, 9, 2 hold and Compression Operator satisfy Definition 1.2.
We set A1 = Dgmax; ; L; ;. Also let us introduce the notation

ARAgg§2+1 = ARAgg (Clip)\k+1 (Q (ﬁl(xk"’l,xk))) soeoclipy, (Q (ﬁc(ack“,xk)))) .

Then for all k > 0 the iterates produced by Byz-VR-MARINA-PP (Algorithm 1) satisfy

E[Hgk+17vf< B | } (1**>]E{||gk—Vf (xk)HQ}
+ 2408 BE [|[V1 ()] + 126067 + B2 b4t — ok,

where

+% (ipgffk_ln;x)) (10w + 1) + Epc?’ggcémax(l()w—k 1)) Li
e —pc>FAaz+l) |

and where pg = Prob {G’é > (1- 6max)0} and Pg{g = Prob {z €GE | GE > (1 — bmax) C’}.
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Proof. Let us combine bounds for A; and A, together:
Ay =E [Hgk+l ~Vf (&) HQ}
p _ 2 2 _ 2
<(+5) el -9 @]+ (142 ) B lgt g
P 2
<(1+5) A+ (1+)A2
D
<(1+3) -pE[le" - V5@ }

glc (1 - 5) (w+1)c?

n (1 n 22)) JE {Ek {HARAgg (vfl(ggkﬂ)7 3 .’vfn(karl)) - Vf(karl)HQ} | [1]}

of

2
+ (1 + p) (1-p)(1 - pc)E [Ek [va(wk+1) — Vf(z" ARAgg'Z;“H | ”
Using Lemmas E.2 and E.1 and previous lemmas from General Analysis we have

Ao =E [|g" = Vf ("]

<(1-5)E s = vs ()]

Por (1 —0)n (w+1)L3
_ b g9& 2 2 + k41 k)2
+ (1= 8) porgt g (w8 + o+ 012 + D B e+t - o)

+ (p+2) (8cSBE [| V£ (a*)|"] + 80 BL2E [[|o+1 — 24||"] + 4c¢?)

Ex

o X e (23 () —renass”

iegh

+ (1 + %) (1-p)pcE

2

) [ L
+ ;p(;'E 4(1 + LU),Pgé TiCémzaLmek_‘_1 - xk||2:|

2 -
+ Z;pg]E _4(w + 1)7’ggL2¢65maxka+1 _ kaz}

+ ZpGE [1Pgg L a2 = 2] + (1= pe)2L? + Fac B [l o]
Finally, we have
E[[lg - v @] < (1-2)Ellg* - Vs ()]

+24¢BE [HVf (") } +12¢6¢ + %AHx’““ —2F|?,

where
2 Gng (1—=9)n 4 8 9
A= E (ww + 24c¢0 B + 5(1 — pG) + ];pgpgécémaxw L
9 p(;ng (I1=90)n ]
£ 7 1)+ = - 1) | L2
T (c 20— omy? @D T PePopOmax(w +11) | L
2 8 (1—36)n L3
+ 5 <pGng(1 + (.U) 6max + EPGng(l + w) 02(1 — 6max)2> b
L2t )(F D L )2
- —-(1-p max L;
p\p o\ !
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Theorem E.1. Let Assumptions 1, 4, 5, 6, 9, 2 hold. Setting A1 = max; ; L; Hx’”‘l — ;ka
Assume that

p
0<y< , 0< ,
TSTyva 48¢B
where
2 pg'ng 1 — 5)71 4 8 )
Z; ( 21— max)2 w + 24¢6B + ];(1 —pg) + Epcpggcémaxw L
+ » ( 21— max)2 (w+1)+ ];papggcémax(w +1) ) L%
2 8 (1=9¥)n L3
+ 5 (pGng (1 4+ w)cdmax + Ep(ﬂ?gé(l + w)w> 5
2 4 2
+ - - l_pG FADQma,XLi,j .
pA\P i,J
and

el (D))

(1=6max ) C<tLC
PG =P{GE > (1 — 6max) C'}
= Z G n—G n -1
- t C—t C ;
[(1—6max)CT<ELC

Then for all K > 0 the iterates produced by Byz-VR-MARINA (Algorithm 1) satisfy

R 2 24¢6¢?
E|||Vf (zE 2 < ! ’

where TX is choosen uniformly at random from 29 z',... 2%, and &g = f (xo) — fo +
2

2" =V @)

Proof. The proof is analogous to proof of Theorem D.1. O

Theorem E.2. Let Assumptions 1, 2, 4, 5, 6, 9, 8 hold. Setting A\ 41 = max; ; L; ; Ha:’“’l — a:kH
Assume that

1 P
O0<y<ming ——,, 0< ——,
K {L+\/2A} 96¢B

where

2 pGng (I1-9)n 4 8 )
;) ( CQ 1— ma,x)g w+24c6B + 5(1 - pG) + EthpggC(smaxw L
2 pGng (1-0)n 8

+ }; < C — max)2 (w + 1) + Z;pgpgécc;max(w + 1) L?ﬁ:
2 8 (1-¥9)n L3

+ 5 <pG7ng 1 + (U 6max + EpGPg(k)(l + W)Cw> T

+2 4(1 p)(FD maL)2
il S xL; ; ’
p\p G\ AT T

and where pg = Prob {G’é > (1- 6max)0} and Pg{g = Prob {z IS gé | Glé > (1 = 6max) C’}.
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Then for all K > 0 the iterates produced by Byz-VR-MARINA (Algorithm 1) satisfy

E[f(2%) = f(@")] <(1-p)" o+ 24c0y¢?

)

where p = min {vu (1 - 796?5) ,%} and @y = f (2°) — fi + 2% ¢° =V [ (2°) ||2

Proof. The proof is analogous to proof of Theorem D.2.
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Figure 1: The optimality gap f(2*) — f(z*) for 3 different scenarios. We use coordinate-wise mean
with bucketing equal to 2 as an aggregation and shift-back as an attack. We use the a9a dataset,
where each worker accesses the full dataset with 15 good and 5 Byzantine workers. We do not use
any compression. In each step, we sample 20% of clients uniformly at random to participate in the
given round unless we specifically mention that we use full participation. Left: Linear convergence
of Byz-VR-MARINA-PP with clipping versus non-convergence without clipping. Middle: Full
versus partial participation showing faster convergence with clipping. Right: Clipping multiplier A
sensitivity, demonstrating consistent linear convergence across varying A values.

F NUMERICAL EXPERIMENTS

In this section, we demonstrate the practical performance of the proposed method. The main goal
of our experimental evaluation is to showcase the benefits of employing clipping to remedy the
presence of Byzantine workers and partial participation. For this task, we consider the standard
logistic regression model with ¢5-regularization

fij(@) = =y log(h(x, ai;)) — (1 = yi ;) log(1 = h(w, ai ) + nll|l?,

where y; ; € {0,1} is the label, a; ; € R? represents the feature vector, 7 is the regularization
parameter, and h(z,a) = 1/(1+e~=" =). This objective is smooth, and for A > 0, it is also strongly
convex, therefore, it satisfies the PL.-condition. We consider the a9a LIBSVM dataset (Chang & Lin,
2011) and set n = 0.01. In the experiments, we focus on an important feature of Byz-VR-MARINA-
PP: it guarantees linear convergence for homogeneous datasets across clients even in the presence of
Byzantine workers and partial participation, as shown in Theorem 3.2.

To demonstrate this experimentally, we consider the setup with 15 good workers and 5 Byzantines,
each worker can access the entire dataset, and the server uses coordinate-wise median with bucketing
as the aggregator (see the details in Appendix C). For the attack, we propose a new attack that we
refer to as the shift-back attack, which acts in the following way. If Byzantine workers are in the
majority in the current round k, then each Byzantine worker sends 2° — z*. Otherwise, they follow
protocol and act as benign workers.

For each experiment, we tune the step size using the following set of candidates {0.1,0.01,0.001}.
The step size is fixed. We do not use learning rate warmup or decay. We use batches of size 32 for all
methods. For partial participation, in each round, we sample 20% of clients uniformly at random.
For \x = A||2% — 2*~1|| used for clipping, we select A from {0.1, 1., 10.}. Each experiment is run
with three varying random seeds, and we report the mean optimality gap with one standard error. The
optimal value is obtained by running gradient descent (GD) on the complete dataset for 1000 epochs.
Our implementation of attacks and robust aggregation schemes is based on the public implementation
from (Gorbunov et al., 2023). We will make the codes available upon acceptance of our work.

We compare our Byz-VR-MARINA-PP with its version without clipping. We note that the setup
that we consider is the most favorable in terms of minimized variance in terms of data and gradient
heterogeneity. We show that even in this simplest setup, the method without clipping does not
converge since there is no method that can withstand the omniscient Byzantine majority. Therefore,
any more complex scenario would also fall short using our simple attack. On the other hand, we show
that once clipping is applied, Byz-VR-MARINA-PP is able to converge linearly to the exact solution,
complementing our theoretical results.

Figure 1 showcases these observations. On the left, we can see Byz-VR-MARINA-PP converges
linearly to the optimal solution, while the version without clipping remains stuck at the starting point
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since Byzantines are always able to push the solution back to the origin since they can create the
majority in some rounds. In the middle plot, we compare the full participation scenario in which
all the clients participate in each round that does not require clipping since, in each step, we are
guaranteed that Byzantines are not in the majority, to partial participation with clipping. We can see,
when we compare the total number of computations (measured in epochs), Byz-VR-MARINA-PP
leads to faster convergence even though we need to employ clipping. Finally, in the right plot, we
measure the sensitivity of clipping multiplier \. We can see that Byz-VR-MARINA-PP is not very
sensitive to \ in terms of convergence, i.e., for all the values of A, we still converge linearly. However,
the suboptimal choice of A leads to slower convergence.
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