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ABSTRACT

We investigate the design of autonomous deceptive agents capable of deceiving
observers while executing tasks in deterministic and complex environments. Re-
cent research has introduced an intent recognition model based on Q-differences
and the ambiguity model (AM), which selects actions ambiguous over reward
functions using pre-trained Q-functions to mislead observers. However, we iden-
tify that AM fails to achieve effective deception in deterministic Markov decision
processes (DMDPs) because the strategy of maximizing entropy at each step leads
to a large number of ineffective deceptive behaviors in the later stages of the task
when the intention has been revealed. To address this problem, using the existing
intent recognition based on state value differences (V-differences), we propose the
concept of the last deceptive state (LDS), a method to compute the optimal LDS,
and two V-differences-based Deceptive Models (VDMs). VDMs plan deceptive
trajectories in DMDPs, moving beyond the geometric constraints of traditional
path planning. Experiments in path planning domains demonstrate that VDMs
achieve stronger deception and outperform AM across key metrics, including tra-
jectory cost, deceptiveness, and steps after LDS.

1 INTRODUCTION

Deception, defined as the cultivation and sustained maintenance of false beliefs in others’
minds (Carson, 2010), is a crucial skill that enables agents to gain strategic advantages by con-
cealing their true intentions in adversarial environments. Its applications are widespread, spanning
multi-agent negotiation (Greenberg,|1982; Matsubara & Yokoo}|1998)), fugitive pursuit (Shieh et al.}
2012)), network intrusion (Geib & Goldman,|2001), business domain (Chelliah & Swamy, 2018) and
privacy preservation (Keren et al.||2016). Non-player characters capable of deception are also known
to create more credible and engaging interactions than those that behave honestly (Dias et al.,[2013]).

The challenge of executing a task while deceiving an observer is vividly illustrated in scenarios such
as troop maneuver (Tzu, 2008). Here, a commander must move units to a target while avoiding
ambush. Success hinges on balancing the efficiency of the movement with the need to conceal the
final destination for as long as possible. Since moving directly toward the real target will inevitably
reveal it, the troops must take deliberate, often circuitous, actions to mislead the adversary, thereby
seizing the initiative. This work formulates and addresses this core problem within the framework
of sequential decision-making under certainty.

A recent RL-based approach is the Ambiguity Model (AM) (Liu et al., 2021)), using pre-trained Q-
functions to estimate the probability of each candidate being real, and then chooses the action that
maximizes the entropy of this distribution at each step. However, our analysis reveals a critical
flaw in AM’s application to deterministic Markov decision processes (DMDPs): Specifically, in
Figure[Ta)and[Ic| when an agent approaches the real goal state, the probability of the real goal state
being identified becomes extremely high, where the agent’s continued selection of maximum entropy
actions is meaningless. The strategy of maximizing entropy at each step leads to a large number of
redundant and ineffective deceptive behaviors in the later stages of the task when the intention has
been revealed, which seriously affects efficiency. This deficiency motivates our key insight: it may
be necessary for agents to explicitly reason about when to deceive and when to behave truthfully,
making a clear distinction between the two.
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Figure 1: Deceptive trajectories generated by AM and our proposed VDMs. Gray squares: obsta-
cles. Red dot: Agent start. Blue five-pointed star: Real goal state. Green pentagons: Fake goal
states. Red line: Agent trajectory.

To address the limitations of the Ambiguity Model (AM) when applied to DMDPs, we draw inspi-
ration from the concept of Last Deceptive Point (LDP) (Masters & Sardina, [2017b)) and propose to
identify a “critical state” that partitions the agent’s plan into two distinct phases: a deceptive phase
and a truthful phase. This division allows the agent to perform phase-specific planning, thereby
achieving an effective balance between deception and efficiency.

However, we face the following challenges in our work: (1) How should this “critical state” be
defined to meaningfully segment the planning process? (2) Does such a critical state exist for all
DMDPs, and how can it be computed? (3) What planning strategies should the agent adopt in each
phase to achieve effective deception?

To tackle these challenges, we propose V-differences-based Deceptive Models (VDMs) with three
innovations: (1) We introduce the concept of the Last Deceptive State (LDS), which serves as an
intermediate transitional state that clearly separates the agent’s strategy into two phases—deceptive
and truthful. This structure fundamentally differs from the blind entropy-maximizing behavior in-
herent in AM, enabling strategic deception in the first phase and direct optimal policy execution in
the second, thereby avoiding inefficient pursuit of maximum entropy. Examples are illustrated in
Figure[Tbland[Td} (2) We prove the existence of the LDS in every DMDP and provide a method for
finding the optimal LDS; (3) We propose a heuristic-based two-phase planning approach under the
VDM framework, which achieves an optimal balance between deception potential and remaining
efficiency. Specifically, VDMs mislead observers by either introducing ambiguity or exaggerating
behaviors (Ambiguity-VDM and Exaggeration-VDM).

In summary, this work makes three contributions:
(1) We analyze the limitations of AM in solving problems of deceptive DMDPs;

(2) We propose the concept of the Last Deceptive State (LDS)—an intermediate transition state, a
method to solve for the optimal LDS and V-differences-based Deceptive Models (VDMs), address-
ing the limitations in AM;

(3) We formalize deceptive planning within the DMDP framework using LDS. This generalization
extends the problem beyond simple path-finding, allowing core concepts such as the LDS to apply
to a broader class of sequential decision-making tasks.

2 RELATED WORK

Our work builds upon and connects ideas from several threads of research on computational decep-
tion, with a focus on planning in fully observable, deterministic environments.

The concept of deceptive path planning (DPP) was pioneered by [Masters & Sardina (2017b), which
introduced formal notions of simulation (“showing the false””) and dissimulation (“hiding the real”)
(Bell, 2003} [Whaleyl, [1982). A key idea in their work is the Last Deceptive Point (LDP), defined
as the point in a path beyond which the real goal becomes the most likely, based on measuring
deviation from optimal paths using cost differences. While LDP can be used to solve grid-based
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deceptive path planning problems, it fails to address more general deceptive decision-making. We
explore an analogous concept—the Last Deceptive State (LDS)—within the more general frame-
work of Deterministic Markov Decision Processes (DMDPs). Furthermore, we utilize state value
differences (V-differences) as a measure of progress, which accounts for expected long-term utility.
The formalization of the LDS and the development of methods to compute it offer a value-based per-
spective on this planning problem, making our approach applicable to broader deceptive behavior
decision-making scenarios beyond navigation.

Research has also extended deception to settings that account for uncertain environments. |Ornik:
& Topcu| (2018) incorporated the observer’s belief into the agent’s model, formalizing deceptive
MDPs for stochastic environments. Similarly, [Savas et al.| (2022) proposed a Deceptive Decision-
Making (DDM) algorithm that uses linear programming to generate trajectories which reach the real
goal state with a certain probability under fixed time constraints, employing a maximum-entropy
observer model, while we focus on deterministic environments and a rational observer model, which
is predicated on the principle of maximum expected value (Ramirez & Geffner, 2010). Our work
investigates a different, more constrained setting, aiming to enable the agent to stably reach the real
goal state in deterministic environments.

Most closely related to our approach is the Ambiguity Model (AM) by |Liu et al. (2021). AM models
observers’ beliefs via Q-differences-based plan recognition to measure the deviation between ob-
served and optimal behavior and selects actions with maximum entropy at each step. Our analysis
suggests that this approach may prolong deception unnecessarily after the agent’s intent has be-
come apparent. Lewis & Miller| (2023)) later introduced the Deceptive Exploration Ambiguity Model
(DEAM) to address AM’s limitations in model-free and continuous settings by integrating policy
training with the deception objective, but it retains AM’s core of selecting actions based on maxi-
mum entropy.

The deception strategies we have discussed are designed to counter the observer’s capability of plan
recognition, which is inherently the inverse problem of deception (Masters & Sardina, [2019). Plan
recognition algorithms aim to infer an agent’s goals and plans by analyzing its observed behav-
ior. A widely adopted approach, and the one we assume our observer employs, is cost-difference-
based recognition (Masters & Sardina, [2017a). This method quantifies how much an agent’s be-
havior deviates from the optimal path to a potential goal; the smaller the cost differences, the more
probable that goal is deemed to be. Our VDMs are designed specifically to mislead observers us-
ing such recognition models. By leveraging V-differences—a value-based generalization of cost-
differences—VDMs effectively manipulate the observer’s probability distribution over the goal state
set GG, thereby achieving strategic deception.

3 PRELIMINARIES

This section reviews the foundational concepts and models from prior work that are necessary to
understand our proposed framework. The definition and observer model presented here are primarily
based on the work of Savas et al.[(2022), which we adapt and build upon for deterministic settings.

Definition 1 (Deterministic Markov Decision Process). A deterministic Markov decision process
(DMDP) is a six-tuple M = (S, s1, A, P,r,v), where s1 € S is the unique initial state; A denotes a
Sfinite set of actions; P : S x A x S — {0, 1} is the deterministic state transition function: for any
state s € S and action a € A, there exists a unique successor state s' € S such that P(s,a,s')=1,
and the transition probability to all other states is O (i.e., executing action a in state s necessarily
transitions to 8'); v : S X A x S — R is the reward received when executing action a in state s and
transitioning to state s'; v € [0, 1] is the discount factor.

Problems related to DMDPs are solved by finding a policy 7 : § — A, which prescribes the action
an agent should take in a given state. The objective is to maximize the value function, defined

as:Vy(s)=E[> o v r(se, ar, se41))-

A trajectory ( is a sequence of states and actions (s1, a1, 2, a9, S3, . .. ) such that P(s¢, ar, $¢41) =1
for all ¢ € N. A partial trajectory (;.; of length ¢ € N is the sequence (s1, a1, Sa,...,8¢). Let
C1:t[n] =s, with 1 < n <t denote the state visited at the n-th step along (; ;.
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Savas et al.| (2022) proposed a predictive model that integrates the reasoning method from the ob-
server’s maximum-entropy reinforcement learning model with rationality assumptions, computing
a probability Pr(g | (1.¢) for each potential goal g € G. Prior beliefs form a probability distribution
over the agent’s potential goals, formalizing the observer’s judgment of “the goal state the agent
is expected to reach from the initial state s;”. Priors are typically uniform; in repeated or special-
ized interactions, they can be constructed from historical data via Bayesian methods (Ziebart et al.
2009). Given the prior, the observer’s posterior prediction of the goal follows Bayes’ theorem:

Pr(Ci:¢ | g) Pr(g)
gea Pr(Cie | g') Pr(g’)’

where Pr((1.+ | g) denotes the probability that the agent follows trajectory (y.; to reach g (i.e., the
observer’s expectation of “how the agent reaches the goal”).

Pr(g | Cl:t) =

Savas et al.| (2022)’s intent recognition model provides a formula for calculating probabilities of
goal states based on V-differences. When transition randomness has a limited impact on the agent’s
behavior and the discount factor + is sufficiently large, for the softmax entropy iteration Vj(s) =
softmaxqe 4Q4(s, a), we have:

exp(AVy(Gi:t)) Pr(g)
2yeq p(AVy(Git)) Pr(g)’
where softmax, f(z) =alog Y- o exp(f(x)/a) and AV, ((i:) = AVy(s1, 50) = Vy(s1) — Vi (51).
Intuitively, AV, ((1.¢) represents the state value growth for goal state g after the agent follows trajec-
tory (... DDM predicts the observer’s model by controlling a: as o — oo, the observer deems the
trajectory inefficient and assumes random behavior (equal posterior probabilities for all goal states);

as o — 0, and it is predicted that the agent is fully efficient, following the least-cost trajectory (Savas
et al.l [2022).

The probability calculation based on V-differences is well-suited for DMDPs given their determinis-
tic transitions. This approach leverages the disparities between V-functions of states to quantify the
potential value gain of the agent transitioning from the initial state s; to the current state s;.

Pr(g | Cit)

4 DECEPTIVE TRAJECTORY PLANNING

4.1 MODELING OBSERVER PREDICTIONS

To model the observer’s inference, we adopt the value-difference-based recognition model intro-
duced by |Savas et al.|(2022). However, building on the intuition that a rational agent is most likely
to follow an optimal (minimum-cost) or near-optimal goal plan Ramirez & Geffner| (2010), a key
distinction in our work is the assumption of a perfectly rational observer (o« — 0). This reduces the
value iteration for V(s) to V,(s) = arg max,c 4, Qq4(s,a). We assume uniform prior probabilities
and derive the posterior probability formula for goal states based on V-differences:

exp(AVq(Ci:t))
Zg/EG exp(AVy (Crt))

Pr(g | C1:t) =

Thus, the observer’s prediction Pr(g | (1.¢) is exclusively dependent on the agent’s initial state s;
and current state sy, i.e., Pr(g | ¢1.t) =Pr(g | s1, s¢), which aligns with the memoryless property of
Markov decision processes. We proceed to derive the observer’s prediction model from the agent’s
expected policy Sutton et al.| (1998). The observer’s probability prediction for each goal state is
obtained via offline computation of V;(s) for all g € G and s € S using value iteration. We assume
that all goal states are absorbing, i.e., P(g,a, g) =1 for all g € G. The optimal value function V' (s)
is computed iteratively until convergence, satisfying the Bellman optimality equation:

Qq(s,a) = —cost(s,a) + v Z P(s,a,s8")Vy(s"), Vy(s) =argmaxQ,(s,a)
s'eS a€A

The values of V,(s) and Q,(s, a) can be iteratively computed via value iteration using the initializa-
tion Vy(g) =M and V,(s) =0 forall s € S\ {G}, where M is an arbitrarily large constant (Baier
& Katoen, 2008). The optimal policy can be derived as 7 (s) =arg max,c 4 Q4 (s, a).
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4.2 COMPONENTS OF A DECEPTIVE TRAJECTORY

To further structure our deceptive planning framework, we first introduce several key concepts that
characterize the agent’s state and actions from the perspective of the observer’s beliefs. These
components allow us to formally define the critical juncture—the Last Deceptive State—where the
agent’s strategy should transition from deception to truthfulness.

Definition 2 (Truthful State). A truthful state is a state s € S at which the probability of the
real goal state g, is greater than the probability of any other goal states in G. Formally, for all
g € G\ {g-}, Pr(gr | s1,8) > Pr(g | s1, ). Otherwise, this state is a deceptive state.

The binary classification of states is fundamental. It allows the agent (and our planning algorithm)
to know, at any point, whether it is currently successfully deceiving the observer (s is deceptive) or
if its true intent has been uncovered (s is truthful).

Definition 3 (Truthful Action). A truthful action is an action a € A(s) if the state s' is a truthful
state, where s' = T(s, a) denotes the state transition from state s via action a. Otherwise, a is a
deceptive action.

This definition connects actions to the deception strategy. Selecting a deceptive action is the means
by which the agent maintains ambiguity, while taking a truthful action implies the agent has chosen
to (or must) reveal its intent.

Definition 4 (Last Deceptive State (LDS)). For a trajectory (1., its last deceptive state is a state
s € S satisfying:

* (1.¢[t]=s:=s5 is a deceptive state;
e Forallje{t+1,....,T}and g € G\{g:}, Pr(g. | C1.;) > Pr(g | Ci:5)-

The LDS is the cornerstone of our two-phase planning paradigm. It defines the precise state where
deception ends and optimal progress toward the real goal state begins. After the LDS, all subsequent
states are truthful (by Definition [2), meaning the observer is no longer deceived, and thus the agent
should simply follow the optimal policy to g,.. Identifying this state is therefore the key to balancing
deception and efficiency.

Corollary 1. The LDS always exists, because the initial state s1 has uniform prior probabilities
over all goal states, i.e., Pr(g, | C1.1) =Pr(g | C1.1) for all g € G\ {g}, thus sy is inherently a
deceptive state.

Note: This corollary ensures that our search for an LDS is well-founded, as every trajectory begins
under a state of ambiguity.

A fully observable deceptive trajectory eventually becomes “truthful” as its final action necessarily
leads to the real goal state g,.. Thus, for an agent with multiple goal states, every trajectory contains
a deceptive state such that all subsequent states are truthful.

4.3 MAXIMIZING THE VALUE OF LAST DECEPTIVE STATE

Knowing that an LDS exists is not sufficient for planning; we need to find the best one. This section
formalizes the properties of deceptive states to ultimately derive a method for computing the optimal
LDS, which will serve as the anchor point for our VDMs in Section E}

Definition 5 (Deceptive States Set D). For an agent with initial state s1, the deceptive states set D
contains all states s € S where there exists g € G \ {g,} such that Pr(g, | s1,s) < Pr(g | s1,5)
(i.e., AVy(si,s) > AVy (s1,5)).

This set D is our entire search space for potential LDS candidates. It contains every state from
which the observer is not yet certain of the real goal state.

However, not all states in D are viable candidates for the LDS. We now identify subsets of D that
have specific properties related to how the agent can leave the set of deceptive states.

Definition 6 (Edge Deceptive States Set D). The edge deceptive states set D¢ C D is defined such
that for any s € D¢, if there exists an action a € A(s) where V, (s') > Vg (s) (with ' =T (s, a)),
then s’ ¢ D.
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Intuition: A state is on the “edge” of the deceptive set if there exists an action that improves the
agent’s value with respect to the real goal state immediately forces it to exit the deceptive set (i.e.,
the next state becomes truthful). This is a critical property for the LDS.

Definition 7 (Critical Deceptive States Set D). The critical deceptive states set D® C D¢ is defined
such that for any s € D° and all a € A(s), if Vy,.(s") >V, (s), then s" ¢ D.

Intuition: This is a stricter subset of the edge states. For a critical state, it is guaranteed that any
action that improves the agent’s position toward g, will make the next state truthful. This makes
critical states strong candidates for the LDS.

Theorem 1. For any s € D that can reach g. (i.e., there exists a trajectory from s to g,) , there
exists an action a € A(s) such that Vi, (s') > V,, (s).

Proof. Since s € D, s # g, (otherwise s would be a truthful state). Since an agent can always reach
gr from state s, there must exist an action a € A(s) leading to some s" where V,, (s') > V, (s)
(otherwise V;, (gr) could not be achieved). Thus, V, (g-) > V4, (s') > V4, (s).

Theorem 2. Forany s € D\ D®and all a € A(s): If V,, (s") > Vy,.(s), then s’ € D.

Proof. Assume for contradiction that s ¢ D. By Definition[f] if all actions a € A(s) leading to
some s’ where V;, (s') >V, (s) and s’ ¢ D, then s € D°. This contradicts s € D \ D¢, so s’ must
belong to D. O

Corollary 2. No state s € D \ D¢ can be the Last Deceptive State (LDS).

Implication: Theorem [2| and Corollary [2| are crucial as they tell us that the LDS must be found
within the set of edge deceptive states D¢. Any non-edge state has a path to stay inside D while
still making progress toward g,., meaning deception can and should continue. The LDS is the point
where this is no longer possible.

Corollary 3. For any state s € D \ D, there exists an action a € A(s) such that Vg, (s") > Vg, (s)
and s' € D.

Theorem 3. Given a state s* € D and V, (s*) >V, (s) forall s € D, then s* € D°.

Proof. Suppose there exists an action a € A(s*) such that V;, (T'(s*,a)) > Vj, (s*), which contra-
dicts the given condition that V;, (s*) > V,, (s) for all s € D if T'(s*,a) € D. The assumption is
invalid, and such an action a does not exist. According to Deﬁnition s* € DC. O

Implication: Theorem [3|is the important. It states that the deceptive state with the highest value
(i.e., the one closest to g, in terms of remaining cost/effort) is necessarily a critical state. This
provides a straightforward and computable method for finding the optimal LDS: it is the state in D
that maximizes V, (s). Conceptually, this state offers the best possible trade-off: it is the farthest
into the deceptive phase that the agent can go while still ensuring that the subsequent truthful phase
(the trajectory from d; to g,) is as short and efficient as possible.

This critical deceptive state, d} = argmax,.p Vy, (s), is the optimal Last Deceptive State. It is
the linchpin of our VDMs (introduced in Section [5), as it defines the transition point between the
deceptive and truthful phases of the planned trajectory.

We also identify that the optimal decoy goal state is g* = arg max e (4,1 [Vo(di) — Vy(s1)] ac-
cording to d. Since AV, (s1,d}) directly determines the posterior probability Pr(g | (1., Ci4[t] =
d*), g* represents the decoy goal state with the maximum posterior probability given the agent’s
state d;, making it the decoy goal state most likely to be mistaken for the true one. This information
is utilized by our Exaggeration-VDM model to maximize deception during the planning phase.

5 V-DIFFERENCES-BASED DECEPTIVE MODELS

Building upon the foundational concepts of d and g* introduced above, we present V-differences-
based Deceptive Models (VDMs). VDMs exhibit three key characteristics: (1) They introduce two
stages for the entire deceptive planning, clarifying the strategies that the agent should adopt in each
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stage; (2) They propose two planning models based on ambiguity (“hiding the real”) and exagger-
ation (“showing the false”) respectively and a deception factor in the exaggeration model, enabling
the overall adjustability of deception and cost and thus enhancing its adaptability to different en-

vironments; (3) Their training efficiency overhead compare to AM is ‘G‘glq. Both leverage value

iteration for precomputing state values: AM requires |G| iterations (one per candidate goal state in
(), while VDMs add only one more iteration targeting d?, resulting in |G| + 1 total iterations.

Through a two-phase planning paradigm centered on the critical deceptive state d, VDMs decom-
pose trajectory planning into two distinct phases:

deceptive optimal
¢=s1 ’ d:@dz > Jr -

Stage 1 Stage 2

Stage 1 (Deceptive Phase): Transition from initial state s; to the optimal LDS d while pursuing
deception. This phase leverages either ambiguity or exaggeration strategies.

Stage 2 (Truthful Phase): Execute optimal policy from d7 to g,.. Since all post-d; states are truthful
(Definition ), deception is impossible, and efficiency is prioritized.

The separation ensures: (1) Maximum feasible deception in Stage 1; (2) Guaranteed the real goal
state achievement in Stage 2. We now instantiate this framework with two concrete models.

Ambiguity-VDM: Extending AM’s principle, Ambiguity-VDM implements dissimulation during
Stage 1 through entropy-maximizing actions, using V-differences to calculate probabilities and se-
lect action rather than Q-differences:
a*=argmax H (Pr(g | (s1,s)Us’),
acA(s)

where s is the current state, s’ =T'(s, a), H(-) is Shannon entropy (Shannonl|1948)) and probabilities
are computed via:

exp (Vy(s") — Vy(s1))
gec P (Vg (s') = Vg (51))
Compared with AM, the Ambiguity-VDM constrains ambiguous behavior to Stage 1, uses d; as the

deception horizon to prevent over-pursuit of maximum entropy, and maintains trajectory efficiency
via Stage 2 optimization. A performance comparison is shown in Figure[Ta] and[Tb]

Pr(g | 81781): Z

Exaggeration-VDM: Inspired by DPP (Masters & Sardina, 2017b)), we propose two VDMs about
exaggeration:

Parameterized: Parameterized Exaggeration-VDM strategically lures observers toward d with
adjustable deception level. This model implements:

1. Pruning: Discard actions that do not increase V- (s):
At (s)={a € A(s) | Va=(s') > Va=(s)} .
2. Action selection: From remaining actions, maximize:

a* =arg max {AVd; (5,8 )+ 0 (AVy(s,8') — AV, (s, s’))} .
a€At(s)

Pruning is to ensure that the state of the agent in Stage 1 will necessarily converge to d’. ¢ > 0 is
a deception weight. Higher o enhances deception at trajectory cost. The term AV« (-) — AV, (+)
quantifies deception effectiveness by measuring how actions increase the relative value of the decoy
and real goal state.

Decoy-First: Decoy-First Exaggeration-VDM implements a navigation to the optimal decoy goal
state g* during Stage 1:

optimal optimal optimal
(=51 —— 9" @y ——rd@dz —— gr.

Stage 1 Stage 2
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The model explicitly reaches the optimal decoy goal state g* before the optimal LDS d, creating a
strong deception signal (“showing the false™).

For conciseness in subsequent sections, we refer to the Ambiguity-VDM as “A-VDM?”, the
Exaggeration-VDM(Parameterized) as “E-VDM(o = ¢)”, where ¢ > 0 and the Exaggeration-
VDM(Decoy-First) as “E-VDM*”. In other words, the prefixes "E” and ”A” denote “exaggeration”
and “ambiguity” respectively.

6 EVALUATION

We conducted the experiments using observers to estimate the probability distribution over candi-
date goal states, following the experimental setup by [Liu et al.| (2021). Our experiments aim to
evaluate whether VDMs address the limitations of AM in DMDPs, and compare the performance
and efficiency of the exaggerated and ambiguous trajectories with two other algorithms. We com-
pare the following methods: (1) Honest (moves directly to the real goal state); (2) AM; (3) A-
DDM(v, = 0.95); (4) E-DDM(~, = 0.95); (5) A-VDM; (6) E-VDM(o = 1); (7) E-VDM*. The
parameter vy, in DDM was selected in accordance with [Savas et al.| (2022). All of the comparative
models were evaluated under the same observer model. All experiments were conducted on a ma-
chine with a 3.8GHz CPU and 24GB RAM, and we employ the Gurobi 12.0.3 solver for DDM’s
linear programming.

6.1 EXPERIMENT DESIGN

Environment: We evaluate agents in a discrete path planning environment, where the agent can
move laterally or diagonally to reach the real goal state. The agent receives a reward of 100 for
reaching the goal states, —1 for lateral actions, and —/2 for diagonal actions. We set v = 0.99
and use 40 environmental setups (5 maps x 8 goal states) consistent with those in |Liu et al.| (2021).
These maps vary in size and obstacle configurations as follows: (1) 49x49 with no obstacles; (2)
49x49 with several large obstacles; (3) 49x49 with many small obstacles; (4) 100x100 with large
“island” obstacles; (5) 100x100 maze-type maps.

Metrics: We use the following metrics: (1) Trajectory Cost: The ratio of the trajectory cost gen-
erated by different models to that of the Honest model. It is used to measure the cost efficiency of
trajectories; (2) Deceptiveness: Following |Masters & Sardinal (2017b)), deceptiveness is measured
by the probability of achieving the real goal state at different percentages of trajectory completion;
(3) Steps after LDS: According to Definition {4] a rational observer will not be deceived after the
LDS from their perspective. Thus, fewer steps after the LDS indicate better deception.(4) Genera-
tion Time: The time required for each model to generate a complete deceptive trajectory.

6.2 EXPERIMENT RESULTS

Trajectory Cost. Figure [2al shows that E-VDM(o = 1) and E-VDM™ are more cost-efficient than
A-VDM. The AM and A-VDM strategies force the agent to select entropy-maximizing ambiguous
actions, rather than planning decisively toward relevant states, leading to higher trajectory costs.
A-VDM has lower trajectory costs than AM because we decompose planning into two stages and
ensure efficiency in Stage 2 of trajectories. This restricts ambiguous decision-making to the inter-
mediate state d, reducing costs.

When comparing VDMs with DDM (Figure , the Kruskal-Wallis test revealed significant dif-
ferences across methods (p < 0.0001). Paired ¢-tests showed that A-DDM(~, = 0.95) achieved
the lowest trajectory cost ratio (mean = 1.07), significantly outperforming A-VDM (mean = 1.78,
p < 0.0001). However, E-VDM(o = 1) (mean = 1.35) demonstrated substantially better cost effi-
ciency than E-DDM(~, = 0.95) (mean = 2.03, p < 0.0001), representing a 33% reduction in tra-
jectory cost. This indicates that while A-DDM achieves high efficiency through ambiguity-based
strategies, E-VDM provides a more balanced trade-off between deception and efficiency in exagger-
ation-based planning.
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Figure 2: Shaded regions represent the standard deviation (SD) around the mean for each model.
In the box plots, solid lines represent medians, dashed lines represent means, and shaded areas
represent interquartile ranges.

Deceptiveness. Figure[2b|illustrates how the probability of the real goal state g, evolves as the agent
progresses along the trajectories. Since the agent eventually moves toward and reaches g,., the prob-
ability increases over time. The Kruskal-Wallis test revealed significant differences in probability
distributions of g,- across models (p < 0.0001). One-tailed paired ¢-tests for relative deceptiveness
showed that A-VDM (p < 0.0001) and E-VDM(o = 1) (p < 0.0001) had significantly lower av-
erage probabilities than Honest and AM. AM’s average probability was not significantly lower than
Honest (p ~ 0.83). Additionally, E-VDM(c = 1) had a significantly lower average probability
than A-VDM (p < 0.0001), demonstrating that VDMs effectively achieve deception. There is no
significant difference between E-VDM(o = 1) and E-VDM* (p = 0.07).

Comparing with DDM methods (Figure E-DDM(v, = 0.95) achieved the strongest decep-
tiveness (mean probability = 0.21), significantly outperforming all other methods including E-
VDM(o = 1) (mean = 0.31, p < 0.0001). Notably, A-VDM (mean = 0.41) demonstrated stronger
deceptiveness than A-DDM(y, = 0.95) (mean = 0.56, p < 0.0001), showing that the V-differences-
based ambiguity strategy in VDM:s is more effective than DDM’s ambiguity approach.

Steps after LDS. Figureshows that A-VDM, E-VDM(c = 1), and E-VDM* exhibit identical dis-
tributions, as all three use d; as an intermediate transition state. The Honest model produces slightly
longer steps after LDS than VDMs. In contrast, AM’s excessive pursuit of entropy-maximizing
ambiguous actions causes unnecessary delays, leading to significantly more steps after LDS.

The comparison with DDM methods (Figure demonstrates a key advantage of VDMs.
The Kruskal-Wallis test confirmed significant differences across methods (p < 0.0001). Both A-
VDM and E-VDM(c = 1) (mean = 16.5 steps) significantly outperformed their DDM counter-
parts: A-VDM vs. A-DDM(y, = 0.95) (mean = 23.7, p < 0.0001) and E-VDM(o = 1) vs. E-
DDM(v, = 0.95) (mean = 21.9, p < 0.01). This reduction in steps after LDS indicates that VDMs’
explicit reasoning about the last deceptive state through d shortens the duration of the real goal
state’s sustained exposure in the later task phase.

Generation Time. Tablepresents the computational time required to generate complete deceptive
trajectories across different map sizes. All methods include |G| value iterations preprocessing time
for candidate goals, ensuring a fair comparison of total generation time. For 49x49 maps, Honest
and AM require minimal time (mean = 8.5s), as both only need |G| value iterations for candidate
goals plus negligible planning overhead. VDMs (A-VDM and E-VDM) require moderately more
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Table 1: Computational time comparison (seconds) across map sizes. All methods include |G| value
iterations preprocessing time for candidate goals. Values are mean = std over 24 problems (49 x49)
or 16 problems (100x100).

Map Size Honest AM A-VDM  E-VDM A-DDM E-DDM
(=1 | (7a=0.95) (va=0.95)
49%x49 8.5+2.9 8.5+29 11.0£3.3 11.0£33 26.1£5.0 26.1+£4.6

100x100 | 71.6%£17.2 71.3£17.1 | 91.8£15.0 91.7+15.0 | 777.3£96.7 772.6+109.2

time (mean ~ 11.0s), representing a 29% increase over AM due to one additional value iteration for
computing d;. In contrast, DDM methods require substantially more time: A-DDM(~, = 0.95) and
E-DDM(y, = 0.95) average 26.1s, representing 137% additional overhead compared to VDMs due
to solving linear programs at each trajectory step.

For 100x 100 maps, this computational gap becomes even more pronounced. Honest and AM re-
quire 71.3-71.6s, VDMs require 91.7-91.8s (29% increase over AM), while DDM methods require
772.6-777.3s—representing an order of magnitude slowdowns compared to VDMs. The minimal
overhead of VDMs over AM (only one additional value iteration for d}) makes them practical for
real-world deployment where both deception and efficiency are critical.

6.3 HYPERPARAMETER STUDIES FOR E-VDM(o =¢)

E-VDM(o = ¢) introduces the hyperparameter o. Figure present results regarding deceptive-
ness and trajectory cost. A larger deception weight o yields a lower real goal state probability and
a higher trajectory cost (reported as ratios relative to those of E-VDM(o = 0)), indicating that o
balances the efficiency and deceptiveness.
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Figure 3: E-VDM’s sensitivity to hyperparameters: deception weigh o.

As 0 — 0, E-VDM(o = c) exhibits a propensity to converge rapidly to d, with a prioritization of
efficiency over deceptiveness. Specifically, one-tailed paired t-tests revealed no statistically signifi-
cant difference between E-VDM(o =0) and A-VDM. As ¢ increases, the trajectory cost of E-VDM
rises, while the average probability of the real goal state decreases, with this trend decelerating. The
deceptiveness at o = 2 is statistically significantly higher than that at ¢ = 1; however, the improve-
ments in both deceptiveness and trajectory cost from o =2 to o =3 are negligible. The “Steps after
LDS” metric appears to be unaffected by o, and thus, no further analysis is provided for this metric.

7 CONCLUSION

We have presented V-Differences-based Deceptive Models (VDMs), a novel deceptive planning
framework for deterministic Markov decision processes (DMDPs). The framework introduces the
Last Deceptive State (LDS)—whose existence we prove for DMDPs—along with a method to com-
pute the optimal LDS. We further propose two deception strategies based on ambiguity and exagger-
ation. Experiments confirm that VDMs outperform AM in DMDPs. Crucially, our work generalizes
the Last Deceptive Point (LDP) concept to a broader class of sequential decision-making tasks.

10
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This work has several limitations. First, our proposed VDMs are designed for DMDPs and may not
be suitable when transition stochasticity significantly influences the agent’s behavior, so that VDMs
have not completely solved the problem of AM. Second, we assume a fully rational observer. Third,
our environment is assumed to be fully observable. Finally, our evaluation is conducted solely in
path-planning settings. In future work, we plan to incorporate more sophisticated observer models
and extend VDMs to more general classes of Markov decision processes (MDPs).

Reproducibility Statement To facilitate the reproducibility of our work, we have taken the fol-
lowing measures: (1) For the theoretical contributions in Sections 3 and 4, including the definition of
the Last Deceptive State (LDS) and the proposed VDMs, we provide complete proofs and detailed
algorithmic descriptions in the main text. (2) For the experimental results in Section 6, we in-
clude a comprehensive description of the experimental setup, including environment specifications,
observer models, and evaluation metrics. (3) The source code implementing our models and exper-
iments, has been included as part of the supplementary materials submitted anonymously. (4) To
aid reproducibility, we have also preserved selected experimental results and the trained model files
(.npz format) in the supplementary materials, providing additional resources for understanding and
verifying our findings. We encourage readers to refer to the respective sections and supplementary
materials for further details.

REFERENCES
Christel Baier and Joost-Pieter Katoen. Principles of model checking. MIT press, 2008.

J Bowyer Bell. Toward a theory of deception. International journal of intelligence and counterin-
telligence, 16(2):244-279, 2003.

Thomas L Carson. Lying and deception: Theory and practice. Oxford University Press, 2010.

John Chelliah and Yogita Swamy. Deception and lies in business strategy. Journal of Business
Strategy, 39(6):36-42, 2018.

Joao Dias, Ruth Aylett, Ana Paiva, and Henrique Reis. The great deceivers: Virtual agents and
believable lies. In Proceedings of the Annual Meeting of the Cognitive Science Society, volume 35,
2013.

Christopher W Geib and Robert P Goldman. Plan recognition in intrusion detection systems. In Pro-
ceedings DARPA Information Survivability Conference and Exposition II. DISCEX 01, volume 1,
pp. 46-55. IEEE, 2001.

Irwin Greenberg. The effect of deception on optimal decisions. Operations Research Letters, 1(4):
144-147, 1982.

Sarah Keren, Avigdor Gal, and Erez Karpas. Privacy preserving plans in partially observable envi-
ronments. In IJCAI, pp. 3170-3176, 2016.

Alan Lewis and Tim Miller. Deceptive reinforcement learning in model-free domains. In Pro-
ceedings of the International Conference on Automated Planning and Scheduling, volume 33, pp.
587-595, 2023.

Zhengshang Liu, Yue Yang, Tim Miller, and Peta Masters. Deceptive reinforcement learning for
privacy-preserving planning. arXiv preprint arXiv:2102.03022, 2021.

Peta Masters and Sebastian Sardina. Cost-based goal recognition for path-planning. In Proceedings
of the 16th conference on autonomous agents and multiagent systems, pp. 750-758, 2017a.

Peta Masters and Sebastian Sardina. Deceptive path-planning. In IJCAI, pp. 4368—4375, 2017b.

Peta Masters and Sebastian Sardina. Goal recognition for rational and irrational agents. In Pro-
ceedings of the 18th international conference on autonomous agents and multiagent systems, pp.

440-448, 2019.

Shigeo Matsubara and Makoto Yokoo. Negotiations with inaccurate payoff values. In Proceedings
International Conference on Multi Agent Systems (Cat. No. 98EX160), pp. 449-450. IEEE, 1998.

11



Under review as a conference paper at ICLR 2026

Melkior Ornik and Ufuk Topcu. Deception in optimal control. In 2018 56th Annual Allerton Con-
ference on Communication, Control, and Computing (Allerton), pp. 821-828. IEEE, 2018.

Miguel Ramirez and Hector Geffner. Probabilistic plan recognition using off-the-shelf classical
planners. In Proceedings of the AAAI conference on artificial intelligence, volume 24, pp. 1121-
1126, 2010.

Yagiz Savas, Christos K Verginis, and Ufuk Topcu. Deceptive decision-making under uncertainty. In
Proceedings of the AAAI Conference on Artificial Intelligence, volume 36, pp. 5332-5340, 2022.

Claude E Shannon. A mathematical theory of communication. The Bell system technical journal,
27(3):379-423, 1948.

Eric Shieh, Bo An, Rong Yang, Milind Tambe, Craig Baldwin, Joseph DiRenzo, Ben Maule, and
Garrett Meyer. Protect: A deployed game theoretic system to protect the ports of the united
states. In Proceedings of the 1 1th international conference on autonomous agents and multiagent
systems-volume 1, pp. 13-20, 2012.

Richard S Sutton, Andrew G Barto, et al. Reinforcement learning: An introduction, volume 1. MIT
press Cambridge, 1998.

Sun Tzu. The art of war. In Strategic Studies, pp. 63-91. Routledge, 2008.

Barton Whaley. Toward a general theory of deception. The Journal of Strategic Studies, 5(1):
178-192, 1982.

Brian D Ziebart, Nathan Ratliff, Garratt Gallagher, Christoph Mertz, Kevin Peterson, J Andrew
Bagnell, Martial Hebert, Anind K Dey, and Siddhartha Srinivasa. Planning-based prediction for
pedestrians. In 2009 IEEE/RSJ International Conference on Intelligent Robots and Systems, pp.
3931-3936. IEEE, 2009.

A APPENDIX

LARGE LANGUAGE MODEL USAGE STATEMENT

In accordance with ICLR 2026 policy on the use of large language models (LLMs), we provide the
following transparent disclosure regarding the role of LLMs in the preparation of this manuscript.

The authors utilized DeepSeek-V3, a large language model developed by DeepSeek, exclusively as
an assistive tool for improving the presentation quality of this paper. Specifically, the model was
employed to:

1. Enhance the clarity, coherence, and grammatical accuracy of certain paragraphs;
2. Refine technical descriptions while maintaining precise scientific meaning;

3. Improve the flow and readability of the writing;

4. Assist with formatting and stylistic consistency.

We explicitly confirm that the model was not involved in any aspects of research ideation, techni-
cal innovation, mathematical formulation, algorithm design, experimental implementation, or result
analysis. All scientific contributions, including the proposed V-differences-based deceptive models
(VDMs), theoretical foundations, experimental design, and conclusions are solely the intellectual
product of the human authors.

The human authors maintained full oversight and responsibility throughout the writing process. All
content generated with model assistance was rigorously reviewed, validated, and edited to ensure
technical accuracy and alignment with the authors’ original intent.

We affirm that the authors take complete responsibility for all content of this paper, including any
portions that underwent linguistic refinement with model assistance. The model was not used to
generate any core scientific content, and all key insights and contributions originate from the human
authors.
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LLM Used: DeepSeek-V3
Scope of Use: Writing assistance and language polishing only
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