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Abstract

Vertical Federated Learning (VFL) enables participants to collaboratively train
models on aligned samples while keeping their heterogeneous features private and
distributed. Despite their utility, VFL models remain vulnerable to adversarial
attacks during inference. Adversarial Training (AT), which generates adversarial ex-
amples at each training iteration, stands as the most effective defense for improving
model robustness. However, applying AT in VFL settings (VFAL) faces significant
computational efficiency challenges, as the distributed training framework necessi-
tates iterative propagations across participants. To this end, we propose DecVFAL
framework, which substantially accelerates VFAL training through a dual-level
Decoupling mechanism applied during adversarial sample generation. Specifically,
we first decouple the bottom modules of clients (directly responsible for adver-
sarial updates) from the remaining networks, enabling efficient lazy sequential
propagations that reduce communication frequency through delayed gradients.
We further introduce decoupled parallel backpropagation to accelerate delayed
gradient computation by eliminating idle waiting through parallel processing across
modules. Additionally, we are the first to establish convergence analysis for VFAL,
rigorously characterizing how our decoupling mechanism interacts with existing
VFL dynamics, and prove that DecVFAL achieves an O(1/v/K) convergence rate
matching that of standard VFLs. Experimental results show that DecVFAL ensures
competitive robustness while significantly achieving about 3 ~ 10x speed up.

1 Introduction

Federated learning (FL) enables collaborative training of deep learning models among distributed
participants without sharing raw data [S1]. Most FL research considers Horizontal Federated Learning
(HFL), which assumes distributed clients possess data with identical features but varying sample
spaces [80]. Vertical Federated Learning (VFL) assumes distributed clients share the same samples
but have different features [44} [66l]. VFL model comprises a server-maintained top model and
client-side bottom models that map local data features to embeddings. During inference, each client
computes the local embeddings and uploads to the server through a communication channel for
prediction [44]. Due to its advantages in facilitating data collaboration across multiple industries,
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VFL has gained increasing attention in various domains such as recommendation systems [13. 73],
finance [46, 7], healthcare [58.16], and emerging applications 60} [19].

Threat model. Machine Learning (ML) models have demonstrated vulnerability to adversarial
attacks, carefully crafted inputs designed to induce misclassification during inference. Distributed
deployment inherently exposes VFL model to additional security threats [24,[16]. Adversarial attacks
in VFL can manifest in multiple forms during inference: via third-party adversary intercepting and
altering embeddings during client-server communication [[16]], or through malicious or colluding
clients perturbing local features of raw data [52153]]. The details of the threat model are presented
in Appendix These diverse attacks underscore the unique security challenges in VFL systems,
motivating the urgent need to address the VFL robustness problem.
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In HFL where participants maintain complete

model copies [40], studies integrate AT into
clients’ local training [40, 14} [1, 183} [77]. How-
ever, for applying AT in VFL settings (VFAL),
models are partitioned across server and clients,
requiring multiple communications for adver-
sarial sample generation—an aspect that has re-

Figure 1: Comparison of computation efficiency
for adversarial sample updates: VFL with PGD
(up) versus DecVFAL (down). My, My, M3 are
the layer-wise modules of VFL model. DecVFAL
updates examples 4 X 3 times in approximately the
same time as performing 2 PGD updates.

ceived limited research attention.

Observation.  As shown in Figure [Tfup, inherent sequential dependencies across layers cause
modules to remain idle until receiving necessary information (embeddings or gradients) from adjacent
modules. Assuming M3 is server model and M1, M5 are the modules of client models, VFAL can
exhibit more substantial idle waiting due to frequent server-client communications. Consequently, the
training time for VFAL significantly exceeds that of regular VFLs. To illustrate (Figure2}(a), r = 20),
VFAL using PGD-20 (Projected Gradient Descent) requires about 20 times more computational cost
than regular VFL due to 20 iterations needed to generate adversarial example. Taking into account
this, a natural question arises: In light of the intensive adversarial sample generation and inherent
sequential dependencies cross participants, how can we accelerate VFAL training while maintaining
robust performance?

To tackle the computational efficiency challenge in training robust VFL models, we propose Dec V-
FAL, an accelerated VFAL framework through a novel Decoupled backpropagation incorporating a
dual-level decoupled mechanism for adversarial sample generation (Figure 2}(b)). DecVFAL first
decouples the bottom module f4, (responsible for adversarial updates) from the remaining network,
enabling lazy sequential backpropagation. This approach fixes the partial derivatives (¢ i, ) While
utilizing current gradients at the bottom module (V,, fo4,) to perform multiple sequential sample
updates without requiring frequent client-server communications. Simultaneously, DecVFAL intro-
duces decoupled parallel backpropagation to update partial derivatives in the remaining modules
asynchronously using module-wise delayed gradients, eliminating idle waiting times and enabling
truly parallel computation across all modules. Furthermore, by formulating AT as a dynamical system
[39], we provide the convergence analysis for DecVFAL, accounting for multi-source approximation
gradients from decoupling mechanisms and VFL architecture.

Contributions. In summary, the contributions of our paper are:

* We propose DecVFAL, a novel dual-level decoupling framework that comprehensively
addresses VFAL’s computational bottlenecks. DecVFAL reduces communication complexity
from r (= M x N) to M rounds while eliminating idle waiting through asynchronous
parallel processing, achieving substantial speedup without sacrificing robustness.



* We provide the first convergence analysis for VFAL, overcoming the challenge of han-
dling multi-source approximation gradients from both decoupling mechanisms and VFL

framework. We rigorously prove that DecVFAL achieves an O(1/+/K) convergence rate
matching standard VFL.

» Experimental evaluation on multiple datasets demonstrates that DecVFAL achieves 3 ~ 10x
speedup compared to existing VFAL methods while maintaining competitive robust accuracy,
making robust VFL training practically feasible for real-world deployment.
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Figure 2: The conceptual comparison between VFAL with PGD (a) and DecVFAL (b): DecVFAL
accesses the data M x N times with only M server-client communications, each backpropagation is
accelerated through the decoupling mechanism. In contrast, PGD necessitates r full backpropagations
to perform 7 adversarial sample updates. (d ¢, represents the error gradient ¢ ¢ i, for simplicity).

2 Related Works

Accelerating Adversarial Training. PGD-based AT methods [49]] demonstrate superior defensive
capabilities but present significant computational challenges. Acceleration approaches include Free AT
[S5], which combines model and adversarial updates in a single backward pass; FreeLB [82], which
accumulates gradients before parameter updates; and YOPO [76], which restricts updates to the
first layer. Alternative FGSM-based acceleration methods like ATAS [70] and FastAT [25] offer
computational advantages but struggle to achieve optimal robustness due to their reliance on single
gradient steps. Importantly, these existing solutions target centralized training paradigms and fail to
address the unique computational efficiency challenges in cross-participant VFAL.

Decouple Training. Decoupled training has emerged as effective methods for improving computa-
tional efficiency by addressing the inherently sequential propagation in neural networks. ADMM [59]
decomposes optimization into parallel subproblems. Synthetic Gradients [28]] enable asynchronous
updates through gradient prediction. Delayed Gradient Method [27, 26| |81]] temporal shifts in gradient
computation for parallel processing and Lifted Machines [20) [36] transform network architecture
to enhance parallelization. Notably, these techniques have yet to be applied to adversarial example
generation, which is the most computationally intensive component of AT.

3 Preliminaries

Notations. A standard synchronous VFL framework comprising one central server and C' clients
[44]. We consider a classifier implemented as a T-layer deep neural network f(O;x), where x repre-
sents the 1nput features and © denotes the set of trainable parameters. The training dataset is denoted as
{(z0,4, yz)}l 1> with S representing the total number of samples. Each sample is composed of features
from different clients, specifically xo ; = [xo (1) L0y (C)] The classifier comprises client mod-
els [f), ..., f(c)] parameterized by [0y, ..., 0] and a server model f, parameterized by . The
classifier function is expressed as f(O,x ) = AU fyl0ays zoi,)ls - - - foy[0coys o]}
We give the list of notations in Table



Adversarial Training. AT optimizes the parameters O of a neural network f on adversarially
perturbed inputs, thereby increasing robustness against test-time attacks [49]. This process involves
solving a minimax problem on the cross-entropy loss:

S

min max L(f(O,x; +n:);v:), (3.1
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where L(+;y) is the loss function, 7); represents the adversarial perturbation, bounded by a non-
negative scalar value e that constrains the perturbation’s magnitude.

Definition 1 (Vertical Federated Adversarial Learning).  Building upon the standard VFL
models and the minimax problem in AT, a 7T-layer neural network f is defined recursively as:
2y = fe(w1—1,0¢),t =1,...,T, where x; are the output of the ¢-th layer, ©, are the parameters of
layer f;, © denotes the concatenation of (0;)1<;<7. VFAL addresses the following problem:
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subjectto  x15 = f1(O1, 0,0 + 1), e = fi(Or, Ti1,4)-

where 7 ; is the output of the last layer fr: z1; = f(©; 20, +1:) = fr(O1; fr—1(O1r—1;... f1(O1;20,: +
1:)...)), Re is a potential regularization term for layer f;. Assume ¢ is the number of client model layers, for
te <t <T,O: = 1r_q, are the server model parameters; for 0 < ¢ < t., ©; = [@,(1), e HMC)] are the
client model parameters. 1; = 7; (1), - - - , 7i,(C) represents adversarial perturbations on sample 4.

Backward Locking. In VFAL’s distributed setting, a T-layer neural network is partitioned into M x modules.
The partial derivatives computation in module faq, depends on error gradients from module faq, . This
creates a "lock" preventing modules from updating until receiving backward results from dependent modules. As
shown in Figure 2}(a), each adversarial example update in VFAL requires sequential gradient propagation from
output to input layer, significantly increasing computational overhead due to cross-participant communication.

4 Methods

To address the training efficiency bottleneck, DecVFAL introduces a dual-level decoupled mechanism that
utilizes module-wise staleness to untether the dependencies across layers inherent in VFAL. As shown in Figure
[2H(b), DecVFAL utilizes delayed gradients to eliminate backward locking, enabling module-wise asynchronous
backpropagation. It restricts perturbation update propagations to the bottom model to reduce full propagations
and utilizes gradients from disparate iterations to achieve parallel backward computation.

4.1 Lazy Sequential Backpropagation

A key observation in VFAL is that the adversarial perturbation is directly coupled with the bottom module
of the network. This insight allows us to decouple the bottom module fi(, and the remaining modules
f/\;l1 (@Ml;le), where fM1 = fms O fray O ... fay, and @ aq, is the output of bottom module. The
VFAL classifier can be rewritten as: f(©;xo +n) = fux, (© 41,5 My (Ory, To +n). PGD-based AT (PGD-)
involves r sweeps of forward and backward propagation to generate an adversarial example, resulting in extensive
computational cost. To mitigate this, we introduce a "lazy" backpropagation mechanism by freezing the partial
derivatives dy,, of the remaining modules as a slack variable paq,

Pmy :vf./\/_tl (‘C(fMl(fM1(@M1§$O + n))ay)) . vf/\/(1 (féMl (fM1(@M1§$O + 77))) s 4.1

where p a4, is obtained after each full backpropagation. The perturbation 7 is updated using pa¢, and N-step
gradient ascent, while keeping the network parameters © fixed (lines 7-11 in Algorithm[I). As shown in Figure
[Tl DecVFAL accesses the data M x N times for each adversarial example generation while only requiring M
full forward and backward propagation, where M < r.

This frozen slack variable introduces an oracle error in adversary updating, resulting in a delayed gradient.
Inspired by the optimal control theory [38|[391[54]) and under Assumptions in (B.2), we bound costate difference
at bottom module in Lemmal[l]

Lemma 1. Bound the costate/gradient difference at the bottom module. There exists a constant G’ dependent
onT and K such that forallm € {0,...,N}, m € {0,...,M},andi € {1,...,S}:

< Ga,(MgN —1), 4.2

m—71,0

m,N
Pmyi  —Pmyi

3 This is inspired by YOPO [[76]], but extends beyond first-layer limitations to support multi-layer modules,
offering greater flexibility of network partitioning in VFAL settings.
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where G' = TKTTY(KT + T(T — 1)K?*T72 + TK?T), p%}?’o is the delayed gradient to the first module
M. at iteration m, T is the delay of module M raised from parallel backpropagation.

4.2 Decoupled Parallel Backpropagation

We decouple backpropagation across the entire network using delayed gradients, enabling parallel updates of
the partial derivatives in the remaining modules. The forward pass is performed from module 1 to module
M k. In backward pass, all modules except the last one store delayed error gradients to perform the backward

computation without locking. The module fa4, keeps the stale error gradient 5?:/\:’“ s Tk = Mg — My

While lazy backpropagation in the bottom modules, backward computation in the remaining modules faq L 18:

OL™TTR . SLTTTH
§$t_1 7(5I‘t_1 (Sxt

te (thfuth}' 4.3)

Each module receives a gradient from its dependent module for subsequent computation. The gradients across
modules exhibit varying time delays. Moving from module 1 to M g, the corresponding time delays 75, decrease
from Mg — 1 to 0, delay O indicates up-to-date gradients. This mechanism breaks the backward locking
constraint, enabling decoupled parallel backpropagation.

For private guaranteﬂ We implement DecVFAL within VFL-CZOFO, a hybrid cascaded VFL framework
[62] with Zeroth Order Optimization (ZOO) and compression, and analyze the errors caused by multi-source
approximate gradients due to existing VFL techniques and DecVFAL in Lemmal[Z}

Lemma 2. Bound the gradient to 1. Under hybrid cascaded VFL, the gradient ¥V, A respect to 1 involves

estimation gradient Vn/l from ZOO (Appendix@ and compression gradient @T,A (Appendix @) Under the
Assumption|l| and Lemma at the i-th sample and k-th iteration, the pseudo-partial derivative for n satisfies

the following inequality ); = argmin H@n/lz (™" 1bi, 04) ||, we define G = KG', ap < 7 then:
m=1,...,M nn
n=1,..., N

L 2
]E‘ Vo Ai(fi, i, 0:)

MN+1  9n2 2 1 L2p2d° 4.4)
< |px)yr? (1— Z) + MKN—12<—+ ) x3|HZcek + 212 L k2.
< |D(X)L;, Lo Lo ( ) FET. 0 1

Algorithm 1: DecVFAL algorithm

Input: Learning rates o, g, ag; Train set { X, Y'}.

Output: Model parameters © = {6(1),0(2),...,0c), ¥}

Initialization: Clients and Server initialize model parameters 61y, 0(2), - . ., 0(c), ¥.
while not convergent do

Randomly select a sample x;

form =1to M do
L™ f(xo+n™");
for k = 1 to M in parallel do Decoupled Parallel Backpropagation
if k = 1 then
for n = 0 to N-1 do Lazy Sequential Propagation

Tt g (o +0™7);

Updates adversarial perturbation: 7™ ™

="+ anpay Vo fays

Backward computation with delayed gradient:

SL™ Tk dxy SL™ Tk o
dxy_q dxe_1 Sz 2 te (th—l ) th]’

for each client c do
L Update client model parameters: 92“51 — ‘9@) —agVoL(f(zo+1n™"));

| Update server model parameters: PP pF — Vo L(f (2o +1™™));

*According to [62]], due to the introduction of ZOO, DecVFAL satisfies differential privacy guarantee.



4.3 Algorithm

Algorithm [T]implements DecVFAL framework within the VFL setting where clients and server collaboratively
train a robust model. In each iteration, after randomly selecting a sample z, the framework performs M full
propagations where all modules across clients and server operate in parallel. For each module My, partial
derivatives are computed using delayed gradients L™~ 7% /dx+ with delay 7, = M — M. Simultaneously,
the bottom module (typically at client side) performs N adversarial perturbation updates through lazy sequential
propagation: n™ "' <« ™" 4 a,pa, Vi fary, using a fixed gradient paq, without requiring additional
client-server communications. After adversarial example generation, clients update their parameters (. and the
server updates its parameter v, completing one training iteration.

4.4 Acceleration of DecVFAL

DecVFAL accelerates VFAL training through our dual-level decoupling mechanism. The lazy sequential back-
propagation enables M x N adversarial sample updates while requiring only M full propagations, empirically
achieving comparable robustness to PGD-r when M x N is slightly larger than r. For a standard full propaga-
tion taking time 7, our decoupled parallel backpropagation reduces this to MLK by eliminating idle waiting.
Unlike prior research [27} [26] that uses delayed gradients solely for model training (limiting acceleration to
Tror + 7/-’(/‘;;(’“ ), our method enables concurrent forward and backward propagation during adversarial sample
generation since parameters remain constant. Ideally, this further reduces computation time to MLK

5 Convergence Analysis

Assumptions. The formal definition and detailed discussion of the assumptions are in Appendix[B.2} We make
several crucial assumptions: the functions f;, f., £, and R; are K-Lipschitz continuous in z, uniformly with
respect to 6 and v, the gradient of the adversarial loss function, V.A4;(n, 1, #), satisfies Lipschitz conditions
(Assumption; the adversarial loss function .4;(n, 1, 6) possesses an unbiased gradient (Assumption and is
characterized by bounded Hessian matrices H,, and Hy (Assumption E[), as well as bounded block-coordinate
gradients Q. and Qg (Assumption; A;i(n, 1, 0) exhibits z-strong concavity with respect to 7 (Assumption .

Theorem 1. Under Assumptions (1H5), if the step sizes satisfy a,, < 1/Lyy, am = min{ay,as}, apn =
max {owy, g}, % < oo, with " = argmax, A;(n,v,0), A =R (n*’o,woﬁo) —infx(R (n*‘k,wk,ek)),
L, = maX{L, L¢,, Lg, Lﬂ”l? Lgn}, fg = {1 —+ Lg&]u}, and fw = {1 =+ LwOé]u}, then:

K—1
1 *
= Y E[IVR (0" 0", 0) IP] ST+ To + By + Be + E, 5.1)
k=0
where (M, N) = D(X)L2 (1 _— )MN+1 + 262 [MgN — 1) (2 + 57 ) and:
J nn Lom Lom z T 2L, ) :
2A
T, = K (first-order optimization convergence term),
QL* 2/ 2 2
I = M (stochastic gradient descent term),
Am
2 2 2 52
E, = H2 FMJZ&L*d + Sm(M,N)L.d aMgfz/;/2 * 369/4)} (zeroth-order error term),
{07%% aAm=z

3HyCm(M, N)(26 +38) L3
22

E.= SZ—M (2§¢,HiC’ +38Q3H;C + ) (compression error term),

. 3(XA4K27T(M7 N)

E, . (264 + 369)L?  (decoupled backpropagation error term).
Corollary 1. If we choose g and oy as % w= é &= O(%) = O(ﬁ) we derive the sublinear

convergence rate:

1’ wk ok ook (12 1 NMxk
E};)E[HVR(n %, 00) 117 < O(—2) + O(=1): 52)
Remark 1. The bias term O( NJ]\;;K ) reveals a direct trade-off between model modularity and performance.

As the number of modules M i increases, the bias grows proportionally, which aligns with our empirical
observations in Table[]]

Remark 2. For fixed Mg, the bias term exhibits properties analogous to those identified in [54)]. (M, N) is
monotonically decreasing with respect to M and convex with respect to N. This functional behavior implies an



optimal strategy: maximizing M subject to communication budget, while carefully calibrating N to the critical
point where marginal returns diminish. Our ablation studies (Figure[3)validate these theoretical findings.

Proof Sketch.  Our proof begins by recasting the original min-max optimization problem as a Hamiltonian
system (Appendix [A4). The convergence analysis hinges on three distinct types of approximate gradients:
delayed gradient (Lemma[T]and Lemma[Z), compression gradient (Lemmal5), and estimated gradient (Lemma]3).
We establish the global convergence of the framework by proving that the loss function £(n, ¥, 0) is L-smooth
(Assumption[T). Through a comprehensive analysis of the M loop, IV loop, and outer loop dynamics, we prove
the asymptotic convergence of model parameters (Theorem[I). The complete convergence analysis of DecVFAL,
with detailed proofs, is presented in Appendix [B}

6 Experiments

We extensively evaluated DecVFAL against diverse baseline VFAL methods. Ablation studies were conducted
to analyze component contributions. Detailed procedures are available in Appendix [C] and the code is accessible
athttps://github.com/workelaina/DecVFAL.git,

6.1 Experiment Setups

Datasets. Real-world VFL datasets are proprietary and not publicly accessible. Therefore, we utilized three
public datasets instead for our main experiments: MNIST [34], CIFAR-10 [31]], large scale dataset CIFAR-100
(311, and Tiny-ImageNet [33] (Appendix [C.€). These datasets were vertically partitioned among all participants,
with each client retaining a portion of features for each sample, while the server exclusively held the labels.
Detailed information about the dataset partitioning can be found in Section[C.]

Baselines. We deploy the baseline algorithms and DecVFAL in a hybrid cascaded VFL framework, syn-
chronous VFL-CZOFO [62]. The implemented AT algorithms include PGD-r [49]], and the accelerated AT
methods: FreeAT-r [55]], FreeLB-r [82], and YOPO-m-n [76]. Additionally, we integrated data parallelism,
model parallelism, and asynchronous mechanisms with PGD, resulting in DP-PGD, MP-PGD, and Asy-PGD,
respectively. We also compare with FGSM-based accelerated AT methods, ATAS [70], FastAT [25].

Adversarial attack.  Following the threat model in VFL (Appendix[A.3), we employ various adversarial attack
methods including FGSM [32]], PGD-r [49], and CW [4]]. We also simulate scenarios where malicious clients
cannot directly obtain gradients and implement black-box attacks: CERTIFY (CER) [11]], zero-order-based
FGSM (ZO-FGSM) and PGD (ZO-PGD) [8]. Additionally, Considering the case of the third-party adversary,
we employ adversarial attacks that corrupt embeddings using different corrupted client selection methods:
Thompson Sampling with Empirical Maximum Reward (E-TS) [16] and All Corruption Pattern (ALL).

Training procedures. We deployed a VFL setup with one server and two clients for the experiments. For the
MNIST dataset, each client used a two-layer perceptron E] and the server employed a single-layer perceptron,
with the model partitioned into three modules and trained using batch size 32. On CIFAR-10, while the server
maintained a single-layer perceptron, each client utilized ResNet-lSﬂdiVided into two modules (first layer and
remaining layers), creating a three-module structure across participants with batch size 80. For CIFAR-100, we
used ResNeXt-50 on client sides, similarly partitioned into three modules. Additional experiments with ResNet-
18 on MNIST followed the same partitioning scheme as CIFAR-10. All models were trained to convergence
using Adam optimizer with a fixed learning rate of 0.0001 for fair comparison. Detailed parameter settings and
hardware specifications for the training procedures are summarized in Appendix [C.3|and Table 3]

6.2 [Evaluation on computational efficiency

For each dataset, we trained models to converge
and plotted training and testing curves in Figures
[Bland @] DecVFAL achieved better test accuracy
than other baseline algorithms in significantly less
time on MNIST. Due to setting close parameters to
specify the number of full propagations (Table [TT)
for CIFAR10, DecVFAL achieved a convergence
speed comparable to FreeAT and FreeLLB, while Figure 3: MNIST Figure 4: CIFAR-10
delivering better robustness, as shown in Table[2] ~ training-testing curves  training-testing curves

3For different model architectures, we conduct experiments with ResNet on MNIST (Appendix .
SResidual connections naturally align with dynamical systems theory [9} [68]], where entire residual blocks
function as single dynamical units.


https://github.com/workelaina/DecVFAL.git

6.3 Evaluation on Robustness

For the MNIST dataset, DecVFAL demonstrates the most optimal trade-off between computational efficiency
and model robustness. As shown in Table[T] DecVFAL achieves the best robust performance while requiring
only 1/10 of the training time per epoch compared to standard PGD adversarial training. Similarly for CIFAR-10,
the results in Table [2] show that DecVFAL achieves comparable robust performance under most adversarial
attacks while requiring only 1/3 of the training time per epoch compared to PGD. These results consistently
demonstrate the effectiveness of DecVFAL in balancing computational efficiency with model robustness.

Table 1: Results of MNIST Robust Training

Training Clean White-Box Adv. Atk Black-Box Adv. Atk Third Adv. | Train Time
Methods | Accuracy | FGSM PGD CW | CER ZO-FGSM ZO-PGD | ALL E-TS | (s/epoch)

None 96.46 4775 8.58 56.75 | 56.37 55.97 60.44 | 36.01 40.27 106.86
PGD 92.31 7490 57.85 90.09 | 88.92 87.30 83.37 |36.71 41.23 | 3484.57
Free AT 92.68 67.29 4133 85.11 | 84.13 83.51 80.18 | 19.01 20.82 853.64
FreeLB 93.77 57.18 18.76 85.30 | 82.47 82.30 79.73 16533 71.11 | 3459.81
YOPO 96.13 86.36 73.52 92.49 | 91.63 91.17 88.06 |79.81 84.84| 629.43
DP-PGD 93.28 78.64 60.97 88.40 | 86.60 86.49 82.84 |51.72 56.68 | 3451.44
MP-PGD 93.11 7523 4898 78.82 | 76.65 76.28 76.19 | 48.11 54.67 | 342391
Asy-PGD 91.25 7240 50.41 84.53 | 82.55 82.10 79.50 | 38.42 4299 | 372447
NoLazy 90.17 72.58 55.53 89.76 | 85.32 77.03 50.96 | 26.66 26.05 317.78
DecVFAL | 96.30 91.62 77.68 92.84 | 91.91 92.13 89.21 |92.20 94.53 355.16

Table 2: Results of CIFAR-10 Robust Training

Training Clean White-Box Adv. Atk Black-Box Adv. Atk Third Adv. | Train Time
Methods | Accuracy | FGSM PGD CW | CER ZO-FGSM ZO-PGD | ALL E-TS | (s/epoch)

None 83.93 5332 5542 62.59 | 50.39 52.38 55.58 | 76.06 78.93 70.03
PGD 78.00 59.08 68.47 76.73 | 70.00 70.32 70.56 | 69.54 72.67| 296.35
Free AT 80.09 63.63 6193 77.01 | 68.99 70.99 71.85 | 7144 7486 | 252.11
FreeLB 81.58 52.09 5491 63.70 | 53.91 56.92 59.17 |76.30 78.70 | 301.43
YOPO 75.34 58.80 68.11 74.68 | 70.10 69.97 69.96 | 64.38 69.05 297.45
DP-PGD 75.47 59.37 68.24 74.56 | 69.79 69.74 70.04 | 66.19 69.42 331.93
MP-PGD 74.92 59.38 68.14 74.30 | 69.92 69.53 69.90 | 64.70 68.66 334.48
Asy-PGD 73.32 57.00 66.61 72.48 | 67.56 67.93 67.83 | 63.36 67.83 331.45
DecVFAL | 81.83 63.69 68.59 74.72 | 71.31 71.05 72.07 | 74.93 77.75 98.99

6.4 Experiments on Real-World Datasets

To further validate the generality of our ~ Table 3: Results of robust training on real-world datasets
framework in practical federated appli-

cations, we conducted experiments on  Methods CovID-19 Credit Fraud Speed
two real-world datasets: COVID-19 Im- Clean PGD  AA  Clen PGD  AA vs PGD
age Data Collection [S0] and Credit Card

. None 9819 000 000 9245 286 338 -
Fraud Detection [3]. These datasets are  —, 6920 6739 6630 8828 4219 49.48 1.00x
widely used in healthcare and financial FreeAT 7753 5054 4076 9244 4036 572  2.54x/133x
anomaly detection scenarios, where data  yopo 7790 6649 5851  90.10 3229 2239  3.39x /2.00x

are naturally vertically partitioned across DecVFAL 8822 6286 4475 89.58 47.13 4739  3.72x/2.35x
organizations. We simulated two clients,
each holding disjoint feature subsets of the
same samples. All methods shared identical hyperparameters as in previous experiments. Table[3]summarizes the
robustness and efficiency performance on both datasets. Across both settings, DecVFAL consistently delivers the
best robustness—efficiency trade-off. On the COVID-19 dataset, it achieves a 3.72 x speedup relative to standard
PGD while maintaining comparable robust accuracy under multiple attacks. On the Credit dataset, DecVFAL
achieves a 2.35x speedup with strong adversarial robustness, outperforming prior acceleration methods.

6.5 Experiments on large dataset



Table 4: Results of CIFAR-100 Robust Training

We further evaluate the'rob.ustness re;ults of DecV- " fining ‘ Robust Accuracy (%) [ Train Time

FAL on CIFAR-100, which is a more difficult dataset  wetheds | Clean  FGSM  PGD | ZO-PGD | ETS | (slepoch)
. . -

w1th more cla_sses. As shown in Table DecVFAL Nome | 5355 1689 o84 | 2707 | 3251 | 12365

achieves the highest robust accuracy against all types PGD | 51.09 3946 3915 | 4540 | 27.82 | 1106.19

of adversarial attacks, while reducing training time FreeAT | 5406 3630 3517 | 4754 | 4332 | 946.83

to only 1/3 of standard PGD. Although FreeAT and FreeLB | 5435 1530 819 | 2191 | 4512 | 93529

FreeLB perform slightly better on clean data, they YOPO | 5191 3744 3600 | 4602 | 31.65 | 587.70
show significant performance degradation under ad- DP-PGD | 49.55 3502 37.72 | 4345 1 2381 | 1098.77
i S18 pert cg . - MP-PGD | 4848 3599 3552 | 4170 | 16.19 | 1150.38
versarial attacks. This degradation occurs primarily Asy-PGD | 5119 3983 3936 | 4591 | 2500 | 111573

because their simultaneous updates of model parame- “DecVFAL | 5433 4343 4324 | 49.60 | 49.57 | 446.26
ters and adversarial samples lead to overfitting, high-
lighting the advantage of DecVFAL.

6.6 Comparison with FGSM-based Methods

We also compared with com- Table 5: Comparison with FGSM-based methods
putationally efficient FGSM- et e - — 4/255 - — 8255 -~ 12/255
Zaizg meﬂ;(l’ds (FastAT arﬁd PGD-10 __AA | PGD-10___AA | PGD-10__AA
T. ) )- Ta G(F]ffpresents the PGD-10 823 6847 6308 | 4461 3455 | 3459 1629
rbeSL.l s gcaoss 1])erer\1]tl£):}rfu6r- FastAT 145 6361 5769 | 4041 3062 | 3058 1420
2auon. udgets. Dec " ATAS 1.85 6623 6108 | 4256 3246 | 3285 1530
- consistently achieves supe- 0 T o 6859 6234 | 4627 3648 | 3614 1872
rior robustness while requir-
DecVFAL-3-3 | 145 6619 6058 | 4296 3176 | 3198  15.1

ing only 1/3 of PGD’s training
time. Notably, DecVFAL-3-3 matches FastAT’s training efficiency while delivering better robustness, demon-
strating DecVFAL balances computational efficiency and model robustness through its configurable parameters.

6.7 Ablation Study

Impact of the number of clients C. We conducted additional experiments on the MNIST dataset by varying
the number of clients C' among 3, 5, and 7. DecVFAL consistently achieved superior robustness and enhanced
computational efficiency across all client configurations compared to baseline methods. Additionally, we tested
DecVFAL and baselines against third-party attacks in a 7-client setting, including corruption pattern selection
and malicious client scenarios (see Appendix[6.7). DecVFAL still demonstrated better robust performance.

Table 6: Results for different number of clients C'

No. Training Clean White-Box Adv. Atk Black-Box Adv. Atk Third Adv. | Train Time
Clients | Methods | Accuracy | PGD FGSM CW | CER ZO-FGSM ZO-PGD ALL (s/epoch)
3 PGD 98.05 64.56 82.83 96.02 | 96.46 93.98 94.72 89.56 1015.80
5 PGD 96.78 69.50 84.51 93.00 | 95.20 92.36 93.08 78.62 1145.63
7 PGD 96.18 63.86  79.96 90.96 | 93.30 90.37 94.12 69.36 1158.11
3 DecVFAL 98.67 80.82 89.50 97.28 | 97.90 96.03 96.97 93.83 88.29
5 DecVFAL 98.30 76.52 8739 97.34 | 97.54 93.85 95.73 91.87 92.93
7 DecVFAL 96.84 76.57 87.17 83.90 | 96.21 93.23 90.80 81.21 94.83

Impact of the number of modules M. Toverify Table 7: Results of the diverse number of modules
the impact of the number of modules M g, we con-

ducted additional experiments on the MNIST dataset. Robust Accuracy (%)

Each client employed a ResNet-18 model, which was Split Positions for Modules Clean FGSM  PGD

partitioned into varying numbers of modules: 2, 3,

4,5, and 6. All configurations were trained for an [1:18:19] 9890 4879 5749

identical number of epochs. As indicated by Remark [1:9:18:19] 9871 4588 5555

[[] increasing the number of modules leads to larger [(1:9:13:18:19] 98.58 4432 5342
[[1:5:9:13:18:19] 98.69 47.09 4549

errors in the gradient of 7, which in turn negatively im-
pacts the algorithm’s accuracy. This is demonstrated
by the results shown in Table[7]

[(1:5:9:13:17:18:19] 98.22 38.44 40.63

Impact of lazy propagation. = We evaluated the effectiveness of lazy propagation on the MNIST dataset
using DecVFAL framework (M=5, N=10). By setting N=1, we implemented a variant without lazy propagation,
denoted as "Nolazy". As shown in Table[I] Nolazy only updates each sample 5 times to generate adversarial
examples. While the decoupled parallel propagation still provides some training time advantage, the overall
model performance cannot be guaranteed under this configuration.

Limitation of the setting of M/ and N. We conducted experiments on the MNIST dataset to explore the
dependence on parameters M and N. Figure[3]illustrate the change in accuracy with a fixed M = 3,5, 8, 10,
respectively, while varying N. The performance exhibits a non-monotonic relationship with [V, as analyzed in



Remark 2] Initially, performance improves as IV increases, however, beyond a certain threshold, it deteriorates
significantly. This pattern emphasizes the critical importance of optimal /N selection to maintain model accuracy.

Impact of split position. =~ We conducted additional experiments on MNIST to evaluate the effect of different
split positions. The server model is still kept as a single-layer perceptron, while each client utilized a ResNet-18
model that is split into two modules at various positions. The results in Table [§]demonstrate that DecVFAL
performs well across various split positions compared to PGD. However, as more layers are included in the
bottom module during lazy sequential backpropagation, the computational load increases, leading to longer
training time.

Table 8: Results of different split positions

RN Split Positions Robust Accuracy (%) Train Time
- \ [t My : Mo : M3] Clean FGSM  PGD (s/epoch)
E .
. | N\ [[1:18:19] 9890 4879  57.49 107.54
. B o ik \ [5:18:19] 9877  43.03 4298 | 22676
o —+ M=5, varying N [[9:18:19] 9875 4133 4977 318.12
—+— M=3, varying N

) I N i a5 I [13:18: 19] 98.83 3973 4346 | 43114
" [17 : 18 : 19] 9843 3636 4588 538.65
Figure 5: Result of fixed M and varying N PGD 9848 3253 4193 | 57545

Evaluation under attacks involving corruption pattern selection. To further assess our framework’s resilience
in more complex attack scenarios, we conducted experiments on the MNIST dataset using seven clients.
Specifically, we evaluated DecVFAL and baseline methods against attacks involving corruption pattern selection.
In this setup, adversaries could selectively corrupt client data or communications. The server model remained a
single-layer perceptron. We implemented various corruption patterns, including E-TS, RC, and FC. As shown in
Table[9] the results demonstrated that even under these challenging conditions, DecVFAL maintained superior
performance compared to baseline methods.

Table 9: Results of evaluation under attacks with various corruption patterns.

Corrupted clients: 1/7
Training White-Box Adv. Atk Black-Box Adv. Atk Third Adversary Atk
Methods PGD FGSM CW CER Z0O-FGSM  ZO-PGD E-TS FC RC
PGD 92.238 94.01 93.85 94.091 94.03 93.399 88.842  88.922  88.982
DecVFAL | 95.613  96.575  96.795 | 96.605 96.585 96.044 93.048 93.87 93.219
Corrupted clients: 3/7
Training White-Box Adv. Atk Black-Box Adv. Atk Third Adversary Atk
Methods PGD FGSM CW CER ZO-FGSM  ZO-PGD E-TS FC RC
PGD 79.888  87.099  93.359 | 94.101 92.819 92.758 77364  78.105  77.754
DecVFAL | 86.569 92949  96.044 | 96.404 95.543 94.922 84.816  85.577  84.685
Corrupted clients: 5/7
Training White-Box Adv. Atk Black-Box Adv. Atk Third Adversary Atk
Methods PGD FGSM CwW CER ZO-FGSM  ZO-PGD E-TS FC RC
PGD 64.724  80.689  91.526 | 93.279 90.935 91.587 69.03 68.53 69.111
DecVFAL | 78.235 87.31 91.987 | 96.044 93.049 94.121 75972  76.062  76.322

7 Conclusions

This paper presented DecVFAL, a framework that significantly accelerates VFAL while maintaining robustness.
DecVFAL incorporates a dual-level decoupled mechanism to enable lazy sequential and decoupled parallel
backpropagation for adversarial example generation. This approach maintains the same theoretical convergence
rate of O(1/ \/K) as regular VFLs while providing acceleration in each iteration, resulting in significant
empirical improvements with 3-10 fold speedup across various datasets. Comprehensive experiments demonstrate
DecVFAL'’s effectiveness across various neural architectures and VFL configurations.
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NeurlIPS Paper Checklist

1.

Claims

Question: Do the main claims made in the abstract and introduction accurately reflect the paper’s
contributions and scope?

Answer: [Yes]

Justification: The abstract and introduction clearly articulate our three key contributions: (1) proposing
DecVFAL framework with dual-level decoupling mechanism, (2) establishing the first convergence
analysis for VFAL, and (3) demonstrating empirical results showing 3-10x speedup while maintaining
robustness. These claims are supported by theoretical analysis in Section 5 and experimental results in
Section 6.

. Limitations

Question: Does the paper discuss the limitations of the work performed by the authors?
Answer: [Yes]

Justification: In Section 5 (Convergence Analysis), we discuss the limitations through Remark 1, which
reveals a direct trade-off between model modularity and performance. We also discuss in Appendix
B.2 the assumptions that bound our theoretical guarantees. Additionally, Section 6.6 (Ablation Study)
empirically shows the limitations of our method when increasing the number of modules.

. Theory assumptions and proofs

Question: For each theoretical result, does the paper provide the full set of assumptions and a complete
(and correct) proof?

Answer: [Yes]

Justification: Our theoretical results are presented in Section 5 with assumptions clearly stated.
Lemmas 1-7 and Theorem 1 are presented with complete proofs in Appendix B. All assumptions (B.2)
are formally defined and referenced in the statements of theorems, and proofs follow a step-by-step
approach with proper cross-referencing.

. Experimental result reproducibility

Question: Does the paper fully disclose all the information needed to reproduce the main experimental
results of the paper to the extent that it affects the main claims and/or conclusions of the paper
(regardless of whether the code and data are provided or not)?

Answer: [Yes]

Justification: Section 6 and Appendix C provide comprehensive details on experimental setups,
including dataset descriptions (C.1), adversarial attack configurations (C.2), hyperparameters (C.3),
hardware specifications (C.4), and model architectures. Tables 9-11 list specific hyperparameters used
for training and evaluation, enabling reproducibility.

. Open access to data and code

Question: Does the paper provide open access to the data and code, with sufficient instructions to
faithfully reproduce the main experimental results, as described in supplemental material?

Answer: [Yes]

Justification: Our code is available at the anonymous repository
https://anonymous.4open.science/r/DecVFAL-F5E4/ as mentioned in Section 6. We use pub-
licly accessible datasets (MNIST, CIFAR-10, CIFAR-100, Tiny-ImageNet) and provide detailed
instructions on the implementation of DecVFAL in both the main paper and supplementary materials.

. Experimental setting/details

Question: Does the paper specify all the training and test details (e.g., data splits, hyperparameters,
how they were chosen, type of optimizer, etc.) necessary to understand the results?

Answer: [Yes]

Justification: Section 6.1 and Appendix C provide comprehensive experiment details. We specify
model architectures, training procedures, optimizer configurations (Adam with learning rate 0.0001),
data partitioning methods, and evaluation metrics. Tables 9 and 10 in Appendix C list specific
hyperparameters for adversarial training and attacks.

. Experiment statistical significance

Question: Does the paper report error bars suitably and correctly defined or other appropriate informa-
tion about the statistical significance of the experiments?

Answer:
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10.

12.

13.

14.

Justification: While we report comprehensive results across multiple datasets and attack methods in
Tables 1-6, we do not explicitly include error bars or confidence intervals. Our experiments were run
with fixed random seeds for reproducibility, and the consistent performance improvements across
multiple datasets and settings support our claims.

. Experiments compute resources

Question: For each experiment, does the paper provide sufficient information on the computer
resources (type of compute workers, memory, time of execution) needed to reproduce the experiments?

Answer: [Yes]

Justification: Table 11 in Appendix C.4 provides detailed hardware specifications for each experiment,
including CPU and GPU configurations. Training time per epoch is reported for each method in Tables
1-3, providing clear metrics on computational efficiency.

. Code of ethics

Question: Does the research conducted in the paper conform, in every respect, with the NeurIPS Code
of Ethics https://neurips.cc/public/EthicsGuidelines]?

Answer: [Yes]

Justification: Our research focuses on improving computational efficiency and robustness of privacy-
preserving machine learning frameworks (VFL), which aligns with the ethical principles of privacy
protection and enhanced security. We use public benchmark datasets and do not collect or use any
personally identifiable information.

Broader impacts

Question: Does the paper discuss both potential positive societal impacts and negative societal impacts
of the work performed?

Answer:

Justification: The paper primarily focuses on the technical aspects of accelerating robust VFL. While
we acknowledge that our work has positive implications for privacy-preserving and secure machine
learning deployments, we did not include a dedicated discussion of broader societal impacts. Future
versions will include this discussion.

. Safeguards

Question: Does the paper describe safeguards that have been put in place for responsible release of
data or models that have a high risk for misuse (e.g., pretrained language models, image generators, or
scraped datasets)?

Answer: [NA|

Justification: Our work focuses on efficiency improvements for vertical federated learning and does
not release high-risk models or datasets. We use standard benchmark datasets (MNIST, CIFAR-10,
CIFAR-100, Tiny-ImageNet) and our method aims to enhance security against adversarial attacks
rather than create risks.

Licenses for existing assets

Question: Are the creators or original owners of assets (e.g., code, data, models), used in the paper,
properly credited and are the license and terms of use explicitly mentioned and properly respected?

Answer: [Yes]

Justification: We properly cite the original papers for all datasets (LeCun et al. for MNIST, Krizhevsky
for CIFAR, Le & Yang for Tiny-ImageNet) and adversarial attack methods used in our experiments.
All datasets used are publicly available for research purposes and we use them within their intended
use.

New assets

Question: Are new assets introduced in the paper well documented and is the documentation provided
alongside the assets?

Answer: [Yes]

Justification: Our anonymous code repository (https://anonymous.4open.science/r/DecVFAL-F5E4/)
includes documentation for the DecVFAL framework and implementation details. Our framework
builds upon established VFL architectures with novel decoupling mechanisms, and all components are
documented in both the paper and repository.

Crowdsourcing and research with human subjects
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Question: For crowdsourcing experiments and research with human subjects, does the paper include
the full text of instructions given to participants and screenshots, if applicable, as well as details about
compensation (if any)?

Answer: [NA]

Justification: Our research does not involve crowdsourcing or human subjects. All experiments are
computational, using public benchmark datasets and evaluating algorithmic performance.

Institutional review board (IRB) approvals or equivalent for research with human subjects

Question: Does the paper describe potential risks incurred by study participants, whether such
risks were disclosed to the subjects, and whether Institutional Review Board (IRB) approvals (or an
equivalent approval/review based on the requirements of your country or institution) were obtained?

Answer: [NA]

Justification: Our research does not involve human subjects or require IRB approval. Our work focuses
on algorithmic improvements to vertical federated learning systems using public benchmark datasets.

Declaration of LLM usage

Question: Does the paper describe the usage of LLMs if it is an important, original, or non-standard
component of the core methods in this research? Note that if the LLM is used only for writing,
editing, or formatting purposes and does not impact the core methodology, scientific rigorousness, or
originality of the research, declaration is not required.

Answer: [NA]

Justification: Our research does not use LLMs as a component of our methods. Our work focuses on
adversarial robustness in vertical federated learning with image classification datasets, and does not
involve language models in any capacity.
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A Background

A.1 Vertical Federated Learning

VFL encompasses a range of architectural designs tailored for collaborative machine learning across multiple
parties. These architectures, distinguished by data and parameter distribution, as well as the trainability of
the server model, include Aggregated Vertical Federated Learning (aggV F'L) [17,145]], where client parties
contribute intermediate results aggregated through a non-trainable function in the server party; Aggregated
Vertical Federated Learning with Central Features (aggV F'L.), similar to aggVFL but incorporating its own
features; Split Vertical Federated Learning (splitV F'L) [17} 129, 41]], featuring a trainable server model pro-
cesses intermediate results from passive parties; and Split Vertical Federated Learning without Local Features
(splitV F'L.), where the server party doesn’t provide any features to the model but relies solely on intermediate
results from client parties.

Because VFL is a collaboration system that requires parties to exchange gradient or model level information, it has
been of great research interest to study communication efficiency, and data privacy protection. Various strategies
are adopted to heighten communication efficiency, typically involving reducing the cost of coordination and
compressing the data transmitted between parties, such as multiple client updates [78]], asynchronous coordination
[37], one-shot communication [71], and data compression [5,137]]. In terms of data privacy protection, VFL
relies on cutting-edge technologies like Homomorphic Encryption (HE) [74)], Multi-Party Computation (MPC)
[72,143], and Differential Privacy (DP) [62] to preserve data privacy.

A.2 Vertical Federated Adversarial Learning

Emerging research has investigated the distinct challenges posed by adversarial attacks in the context of VFL [24]].
Due to the distributed nature, VFL struggles to ensure client trustworthiness and thus renders it highly susceptible
to adversarial perturbations, underscoring the pressing need for enhanced VFL model robustness[24], this is
particularly evident in neural network models. Prior works have proposed that adversaries (third-party or client
party) can generate adversarial samples by introducing manipulated perturbations to raw data or embeddings in
the corrupted clients, aiming to mislead the inference of VFL models [48 (69} 53} 117]. However, existing VFL
defense mechanisms based on cryptographic [45] and non-cryptographic [41] only concentrate on mitigating
inference attacks and backdoor attacks while neglecting adversarial attacks.

A.3 Threat Model

In the context of VFL, we focus on untargeted adversarial attacks, constructed during the inference phase. The
adversary’s objective is to corrupt samples whose original prediction is y.,, causing the server model to output
4 # yu. We categorize these adversarial attacks into two primary scenarios:

* Malicious (colluding) clients. In this scenario, we consider the presence of malicious (colluding)
clients acting as adversary. During the attack, all malicious clients (one or more) collaboratively and
simultaneously generate the adversarial feature partition. The attacks are further classified based on
the level of knowledge these clients possess:

— White-box adversarial attack. Under relaxed protocol, clients have access to the server model
fs and the output of all clients z,. This protocol could occur when the client needs to make
interpretable decisions based on the server model’s parameters [48] (64, 47|]. This implies the
malicious clients have the necessary information to calculate the partial gradient to the features.

— Black-box adversarial attack. Under basic VFL protocol, all participants keep their private data
(e.g., labels and features), as well as the server model f, and client models {f(c)}cczl local
during inference. Clients can only receive the final prediction results ¢ and cannot directly obtain
the gradient, thus necessitating the use of black-box methods to approximate it.

* Third party adversary. We also consider an adversary as a third party in VFL inference, who can
access, replay, and manipulate messages on the communication channel between two endpoints, where
embeddings and predictions are exchanged. Third-party adversaries usually cannot achieve access to
top model parameters, thus this scenario generally falls under the black-box attack category. Due to
resource constraints, previous work assumed that the adversary can corrupt at most C, < C' clients
[16].
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A.4 Adversarial Training as a Dynamical System

With the link between optimal control and deep learning [39]], research recast neural networks as dynamical
systems and formulated the robust optimization problem as an optimal control problem [54]:

s s T-1
min  ma; L(xTi,yi) + Ri(xt:,©
= i=1t= (A.1)

subjectto  xpy14 = f (2:4,0:), i=1,...,8, t=1,....T—1
x17i:f0(x0,i+’r]i,@0), i=1,...,8

where z; € R represents the states (i.e., the input of the ¢-th layer), f* : R% x @' — R%¥+1 is the state
transition map, ©? are the trainable control parameters, © denotes the concatenation of (@t)OStST—l, and
the initial conditions are provided by the inputs to the network, xo ;. According to the two-player Pontryagin
Maximum principle, proved in [[76]], we define the Hamiltonians: Ho(x,p, 8, n) := p” fo(x + 1,0) — Ro(z, )
and Hy(x,p,0) := p” fi(x,0) — Ry(x,0), then there exists an optimal costate trajectory p;, satisfied:

Tip1 = VpHe(ai,piy1,07) xo=z0+n" (A2)
pi = VoHi(2i,pis1,07") pr=—-VL(zT,y) (A3)
where ©* := {6%*,... 07~ "*} is the solution of the problem (A.1).

Due to the compositional structure, feed-forward deep neural networks can be viewed as dynamical systems.
This approach has been recently explored in several papers, which leverage this interpretation to propose new
training algorithms [68 138} 167, [76].

According to equation @ the two-player Pontryagin Maximum principle, proved in [/6]], gives necessary
conditions for an optimal setting of the parameters 6%, perturbations 77, . . ., n§, and corresponding trajectories
{z}}. Define the Hamiltonians

Ht(.’L’,p,@) ::prf(‘Tve)_Rt(x79)7 t:177T_1

(A4

HO(x,p7 97 7)) = prO(.'If + 7, 9) - RO(CI:7 9)
The two-player maximum principle says in this case that if ®, f;, and R, are twice continuously differentiable,
with respect to z, uniformly bounded in x and ¢ along with their partial derivatives, and the image sets
{fi(z,0)|0 € R™*} and {R¢(z, 6)|0 € R™*} are convex for all z and ¢, then there exists an optimal costate
trajectory p; such that the following dynamics are satisfied

* * >k * * * * >k
Ti41,6 = Vth(iUt,mPtH,met ), 1,5 = vaO(xO,hpl,ivGOani)

* * * * * * (A'S)
DPei = Vth(ﬂft,i»Pt+1,i59t )a Pr,i = *Vac@(xT,iayi)
and the following Hamiltonian condition for all §; € R™* andn; € X
s
Hi(x7 5, Pi41,6,0¢) < ZHt(w;nP:H,m 07), t=1,...,T—1
i=1
s < s (A.6)
ZHo(wf,i7P:+1,i»9t»77:) < ZHD(I;up:H,u 0;,m;) < ZHo(a:Z,i,pZ‘H,i, 0f,m:)
i=1 i=1 i=1

These necessary optimality conditions can be used to design an iterative algorithm of the following form. For
each data point s € {1,...,S},

1. Compute the state and costate trajectories {z; ¢} and {p;,:} from the dynamics, keeping 0; and 7;
fixed:

miz)l,i = Vth(mﬁﬁ),pii)l,w 0:)
mg’clz) = VPHO (on’hpgt]’i)? 007 17)
2. piz) = Vcht(l',(tZ),pEj_)L“ et)s pgz = _vw@(xgji': yi)
3. Minimize the Hamiltonian Ho(z¢, %, pt + 1,1, ¢, 1;) with respect to 7;

4. Maximize the sum of Hamiltonians Zle Hy(ze, 1, pt + 1,4, 6;) with respect to 6, for all ¢
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As was noticed as early as [35]], it can be seen from the chain rule that the backward costate dynamics are
equivalent to backpropagation through the network. With this interpretation, the gradient of the total loss for the

i-th data point with respect to the adversary n; can be written as V,, fo(xo,i + 7, 0o)" pgnl) For a fixed value
of 6y, performing gradient descent on Hy to find a worst-case adversarial perturbation can be expressed as the
following updates, where o > 0 is a step size:

n££+1) = 772(@ — Oévnf()(l’(),i + 775”, 00)Tp<173 (A7)

An important observation made in [76] is that the adversary is only present in the first layer Hamiltonian
condition and this function can be minimized by computing gradients only with respect to the first layer of
the network. More explicitly, instead of using pf]’l) , as in the updates above, we could instead use pé’y’f and the
updates

0 =0 —av, folzoi +n'”,00) "pi (A-8)

This removes the need to do a full backpropagation to recompute the costate pé?l) for every update of n

cost of now being an approximate gradient.

(9]

i

, at the

A.5 Zeroth Order Optimization

Z00 methods [23} 22]] have been developed to effectively solve many ML problems for which obtaining explicit
gradient expressions is difficult or infeasible. Such problems include structure prediction tasks, where explicit
gradients are challenging to derive [S7], as well as bandit and black-box learning problems [56, |42], where
obtaining explicit gradients is not feasible. Specifically, ZOO relies solely on function values for optimization,
eschewing the need for explicit gradients.

Formally, given a function f(z) with input z, the gradient V f(x) can be estimated using ZOO. One common
approach is to sample random perturbations v within the domain of f and evaluate the function shifts. The ZO

gradient estimator V f (z) is given by:

V@) = £ Yt ) - )] 2 (A9)

where p serves as a scaling factor for the random perturbation, while u; represents the j-th random perturbation
sampled from a distribution p across the domain of f. The parameter g denotes the number of random samples
employed for estimation. Normalizing the perturbation by %’ ensures the estimator’s unbiasedness. The
expectation of the Zeroth Order (ZO) gradient estimator yields an unbiased estimate of the true gradient,
expressed as E[V f(x)] = V f(x), provided that the samples u; are drawn from a distribution with a mean of
Zero.

The application of ZOO to VFL has been discussed, highlighting its specific properties such as model applicability
[[79]l, privacy security concerns [42], and considerations regarding communication cost and computational
efficiency [62].

A.6 Communication Compression

Compression is a pivotal technique in VFL that aims to mitigate communication overhead by reducing the
volume of data transmitted among participating parties. In the context of neural network-based VFL algorithms,
high-dimensional input vectors are inherently mapped onto lower-dimensional representations, which serve a
natural compression purpose. However, to further enhance communication efficiency, specialized dimensionality
reduction techniques are often integrated. Several VFL frameworks have been proposed to incorporate compres-
sion techniques: AVFL [2] leverages PCA to compress the data before transmission, reducing the communication
load. CE-VFL [30] employs both PCA and autoencoders to learn latent representations from raw data, which are
then used for model training. SecureBoost+ [10]] and eHE-SecureBoost [73] encode encrypted gradients into
a compact form, minimizing the number of cryptographic operations and the data transmission size. C-VFL
[S] introduces an arbitrary compression scheme to VFL, offering a theoretical analysis of how compression
parameters impact the overall system efficiency.

Compression techniques play a critical role in VFL by enabling more efficient data transmission without
compromising the integrity of the learning process. The selection of an appropriate compression method
is contingent upon the specific requirements of the VFL scenario, including the sensitivity of the data, the
computational resources available, and the desired balance between communication efficiency and model
performance.
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B Convergence analysis

B.1 Notations

Notations Definitions
Neural Network Classifier
S The number of samples
f Neural network model
o Model Parameters
Ti, Vi Input sample and corresponding label
B,B The mini-batch B with size B
E Expectation
ke{l,2,...,K} Iteration index for parameter updating
Vertical Federated Learning
C The number of clients
f(l), f(z), ey f(c) Client models
0 ={01),002),---,0)} Client model parameters
fs Server model
P Server model parameters
L Loss function
f=Afs fay foy, -0 ford The complete VFL model
[ Learning rate for server model parameters
g Learning rate for client model parameters
Adversarial Training
A Adbversarial Loss Function
Gs(n,1,0) % Zles Ai(ni, i, 0:)
R(n,¢,6) £ ics Ai(ni i, 0i)
0y argmax, A;(n,, 0)
n Adversarial perturbation
II Projection operator
ay Learning rate for adversarial sample
L Iteration index for adversarial sample updates
To,i = {T0,i,(1), T0,i,(2) - - To,i,(c)}  The sample 4 with features from all clients
N = {1,1), Mi,2)5 - - - Miy(C) } The adversarial perturbation for sample 7 from all
clients
Optimal Control Formulation of Deep Learning
Hy Hamiltonian function for layer ¢
e = {Pe,(1),Pr.(2) - > Pr(0) } Costates at layer ¢
T Number of layers in the neural network
t=0,1,...,7—-1 Layer indices
1t State transition map for layer ¢
Ty = {,(1), Tu,(2)5 - > Te(C) States at layer ¢
o! Trainable parameters for layer ¢
Decoupled parallel Backpropagation
Mg The number of divided modules
ts The number of server model’s layers
te The number of client model’s layers
f={fi.fas-o s froso ooy froa} The VFL model from layer-wise view

0={61,0,,...,0, } Client model parameters from layer-wise view
Ty The output of all clients

fo,: I, Client model network excluding the first layer/module
Lazy Sequential Backpropagation
M Number of iterations for full propagations
N Number of iterations for propagations in bottom mod-
ule
Ry Regularizer for layer ¢
fo, fax The VFL model excluding the first layer/module
" The state/output of sample i at layer ¢ in m, n iteration
p;’y',,f" The costate/gradient of sample 4 at layer ¢ in m,n
iteration
Zoreth Order Gradient Estimation
I Smoothing parameter
u Random vector
q Query budget for gradient estimation
{071 Loss difference
VA(n,,0) Estimation Gradient from ZOO
Compressor
C()p Compressor compressing information to b bits
Vfi(n, P, 0) Compression Gradient

Table 10: Table of Notations
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B.2 Assumptions

Assumption 1. Lipschitz Gradient: There exists a constant K > 0 such that forallt € 1,... tc,..., T, the
functions f+, fo, L, and Ry are K-Lipschitz in x, uniformly in 6 and +). For all each samplei € 1,...,S, the
function ¥V, Ai(n,1,0), VyAi(n,,0), VoAi(n, 1, 0) satisfy the following Lipschitz conditions:

IVyAi(n,9',0) = Vi Ai(n, 9, 0)[|< Lyyl[t)" = 9] (B.1)
V0 Ai(1,9,0") = Vi Ai(n, ¢, 0)[|< Lyol10" = 0)]. (B.2)
[V Ai(n',0,0) — Vi Ai(n, 1, 0)||< Lyylln” —nl|. (B.3)
[V Ai(n,4,0") = Vi Ai(n,9,0)||[< Lyel|l0” — 0]|. (B.4)
Vo Ai(n',4,0) — VoAi(n,¥,0)||< Loylln" — nll. (B.5)
Vo Ai(n, 4", 0) = VoAi(n,,0)||< Loyt — ]| (B.6)

Assumption 2. Unbiased Gradient and Bounded Variance: There exists o, > 0 and o9 > 0, the stochas-
tic gradients are unbiased, i.e. E;VGi(n,v,0) = VyR(n,¢,0),EiVeGi(n,v,0) = VoR(n,9,0),i =
., B and satisfy:
E|IVyGs(n,9,0) = VyR(n,4,0)|]*< o3 (B.7)
EHv@gB(nvwae) - VOR(T/777Z)59)H2§ Jg (Bg)
Assumption [T} 2] are the basic assumptions for solving the non-convex optimization problem with stochastic
gradient descent[63]][21]].

Assumption 3. Bounded Hessian: The Hessian for A;(n, 1, 0) is bounded, i.e.there exist positive constants
Hy, and Hy for A;(n,1,0), ¢ and 6, the following inequalities holds:

IV Ai (13,2, 0)]| < Hy. (B.9)

1V ,00,,1As (1,10, )| < Ho. (B.10)

Assumption 4. Bounded Block-coordinate Gradient: The gradient of all the participants’ local output w.r.t.

their local input is bounded, i.e. for, alli € 1,...,S there exist positive constants Q)y, and Qg satisfies the
Sfollowing inequalities:

Vg1 Ai(mi, 9, 0)[|< Qy. (B.11)

VoA (ni, 9, 0)||< Qo. (B.12)

Assumption 3] @] are the fundamental assumptions for bounding the compression loss. Compression introduces
errors into the input of the loss function; therefore, with a bounded Hessian, we can determine the maximum
effect of these errors on the loss. Additionally, bounding the block-coordinated gradient is a common practice in
VFL analysis. This approach helps constrain the entire model’s gradient when the gradients of other parts have
been bounded [62][5].

Assumption 5. z-Strongly Concave: If function A;(n,, 0) is z-strongly concave for n, then for all ¢ and 0,
the following inequalities satisfy:

[l —nll< (1/2)||VaAi(n, ¥, 0)]|. (B.13)

Assumption [5 made in previous results on convergence of robust training [63]] and is justified through the
reformulation of robust training as distributionally robust optimization. It helps us to bound the delayed gradient
of n.

B.3 Proposition

Proposition 1. Under Assumption El and Assumption EI the loss function R(n', 1, 0) is Ly-smooth for ),
Lg-smooth for 0, and the following inequality holds for all 1, 1)’, 0, and 0’ :

R (', 0',0") = R (n,4,0) < (VeR (n,4,6),0' — 0) + —“’ 16" o]
+ (V4R (n,9,0), ¢ — ¢>+ O (B.14)

where Ly = Lyy + M and Lo = Lo + M This assumption is consistent with Proposition 1 in
[54)]. This can help us to connect the N- loop and M- loop

Proposition 2. The classical back-propagation-based gradient descent algorithm can be viewed as an algorithm
attempting to solve the PMP[76]]. The costate processes p; and the gradient V z, A(n, 1, 0) satisfy the following
equation:

pt = =V, A(n,v,0). (B.15)
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B.4 Definition

Definition 1. Compression Error (forward message) Considering sample i, we can define the compression
error of C(+)p: €cyi, ¢ € 1,2,...,C, i.e. ec; = C(Tt,,c,i)b — Tto,c,i- We denote the expected norm of the error
Sfrom the client c at global iteration k as Sfﬂ- =E| |e’c“7i| 2 and E* = max. Efl Since all client operations are

synchronized, the error from all clients is e = (e]f,i7 eg’i, ey e’ai). Then, the expected norm of the error from
all clients:

Ellef|* = Ell(ef i, €54, .., e€,0)|°

C
< D Ellecll®
c=1

< CE*. (B.16)

B.5 Lemma

Lemma 3. Zeroth-Order Optimization. For arbitrary f in problem (P), the following conditions hold:
1) fu(x) is continuously differentiable, its gradient is L, -Lipschitz continuous with L,, < L:

Vfu(z) = Eu[V ()], (B.17)

where u is drawn from the uniform distribution over the unit Euclidean sphere, f,,(x) = E(f(x + pu)) is the
smooth approximation of f.
2) For any © € RY, the following inequalities satisfy:

L2 2d2
IV fula) = V@)|I*< = (B.18)

Proof of this lemma is provided in [42} 18]

Lemma 4. Bound the costate difference at the bottom module. There exists a constant G' dependent on T and
K such that foralin € {0,...,N}, m € {0,...,M}, andi € {1,...,S}:

H m—r1,

P 0 =il < Gla (M N —1). (B.19)

Where G' = TKTTY (KT + T(T — 1)K?T=2 + TK?>T), m is the iteration index of full propagation.

Proof: This lemma bounds the difference of the costates of the first module in the adversary’s N-loop. We
fix the data point ¢, and for ease of notation drop the dependence of state variables on the index ¢, while also
suppressing the notational dependence on © for all functions, as © is fixed during the updates for the adversary
7. We define z: and p; as the state and costate trajectories generated from the initial condition x¢ + 1. We
additionally define opt = p? — pt and dxf = x¥ — ¥, ¢ is the iteration index of example updates. We first
prove bounds on ||pf|| and ||6xz¢]|.

Applying Assumption (I), we have:
Ip7 || < [|-V(27,y)|< K. (B.20)

1P| = 1V He(2f, piga, 62)]]
< Nt Ve fe(at, 0) |41 Vo Re (1)

< Kpr+ll|+K
<K+K*+. 4+ KTt
< KT T —t41). (B.21)

Next, from Assumption , we have ||0z%||= || fi(zo +7°) — fi(zo + 7°)||< K|n° — n*||. By induction, we
have:

6z [|< K*[]n° = n°ll. (B.22)

To bound |ph, — P, ||, we first note that [|5p%||= | V®(2F) — V@ (27)||< K||6x7||. We write:
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H5Pf||:|‘vat(f?:p?+1) - Vth($f7p§+l)‘|
:HVth(-T(t)7pg+1) - Vth(wf,p?+1) + Vth($f7p$+1) - Vsz(xf7pf+1)H
=[(par, Ve fr(2?) = Vo fe(@)) + (pler — pir, Vo fi(@h)) + Ve Re(zr) — VaRe(a?)]|
T—1
SKT1<Kwéx%H*§:(KTt+YT’044anxm>- (B.23)

t=1

Applying (B:22), we have:

6P, 1< (K™ + T(T = DE*T2 + TK*T)|In” — 4] (B.24)
7 updates with the form:
N =0 = an Vo fan (2o + 0", 001) Py - (B.25)
Applying Assumption (T and (B:21)), we have:
In® = n'll< KT Ta (£ - 1). (B.26)

Finally, substituting with (B-26) gives us the desired result:

Hp(j)\/ll,i - pﬁvll,iHS Gay(t—1), (B.27)
where G’ = TKTTH (KT 4+ T(T — 1)K?T=2 + TK*T).
Then, We are going to bound Hp}\"[l? 0 _ pTAiV
m—71,0 m—71,0 m,0 m,
Hth *le’ Hle,i TPMyi T PMy T PMy

< e — ol + o~ p

(®)
< G'ay(nN)+ G'ay(N - 1)

< Gay[(n+1)N —1]

< Ga, [MgN —1], (B.28)

where, (a) is obtained using the triangle inequality, (b) is obtained using (B.27), for each M-loop, the adversary
is updated N times. Proof completes.

Lemma 5. Bound Compression Error. Under Assumption and Definition I} the norm of the difference
between the loss function value with and without compression error is bounded:

E||VyAi(n,9,0) — Vydi(n, ¥, 0)||< HCEF, (B.29)
E[|VoAi(n,¢,0) — VoAi(n, ¥, 0)||< Qs Hs CEX, (B.30)

The proof of this lemma proceeds same to Lemma D.4 in [62].

Lemma 6. Bound the gradient for 1. Due to the communication between the clients and the server involved in
the update process of adversarial examples the gradient V , A respect to m involves estimation gradient V, A

from ZOO and compression gradient V A. Under the Assumption|l| and Lemma@ I at the i-th sample and
k-th iteration, the pseudo-partial dertvatlve for n satisfies the following inequality:

Vo Ai (" i, 0:) ’7

7 = argmin

m=1,....M
n=1,....N
o , L O\ MN+L 5o 9 1
EHVﬂA’L(nhdjﬂol) < |:D(X)L%n (1 - L,m) T L,m [(MKN h 1] < 2]47777)
2,232
3 <H§C€k + # + K2) : (B.32)

where G = KG', a, < % andn € X.
nn
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Proof:
According to the chain rule, we note that V,, A; (7);, 1:, 0;) can be split as follows:

L 2 .
Vo Ai (i, 00, 0:)|| = El|Vyai, i Va,, Ai(d, i, 0)]]?
< E||[Voze, il El|Va,, Ai (i, ¢, 0:)]]% . (B.33)

a b

For (a): we view the clients’ networks as an independent model. From Proposition 2] we can get the following:
Py 1= =V As(m™" i, 0)]|< K, (B.34)

te,t

where m = 1,2, ..., M denotes M-loop index, n = 1, 2, ..., N denotes N-loop index.

According to the Lemma 8 in [54], we drop the dependence of all functions on © and the data point index &
for the Broof. The N-loop of the adversary’s updates can be written as (B:23)). Recall that the true gradient of
A(n™) is

Vo A(0™ ) = Vo fan, (@ + 1) "0, (B.35)
We will bound the maximum difference of the update vector to the true gradient over the iterations of the

adversary’s updates. In this sense, the adversary’s updates can be viewed as a standard gradient method with an
inexact gradient oracle. We write

IV faty (@ +m) PR 70 = Vi A™ ™M)=V fas (@ +0) "o 70 = Vi fany (2 +0) oY
<Ipy 0 = o NIV () |
<KG'a, [(MgN —1]
—Gay [MxN —1]. (B.36)

We now appeal to an inexact oracle convergence result in [15]]. Given a concave function f(z') and a point 2,
we define a (8, 1, L) oracle as returning a vector g(z’) such that the following inequality holds:

’ / / / L /
Sl —al< @) = (@) + (g(a'). @' = ) < Tlla’ —af*+o. (B.37)

It can be shown that if we have an approximate gradient bound of the form (B36), and A is Lyy,-smooth
(Assumption[T) and z-strongly concave in 1) (Assumption[5), then the updates for the adversary are created by a
(6,2/2,2L,.,)-oracle, where

2 1
8 =G%a [MgN —1]? (; + 57 ) . (B.38)
nn

Letting oy < 1/L,, and applying Theorem 4 in [I5], along with the inequality ||VA(A)||*><
2Ly, (max, A(n) — A(7))) from the L,, smoothness of A in n gives

MN+1 5
. . 2G 2 1
V0 A, O < L2, [17°° — | <1 _z ) + 28 e -1 (f T )

Loy Ly, z 2Ly,
MN4+1 2
2G 2 1
< 2 (1- 2 —1% (= .
< D(X)L%, <1 Lnn) + 7o MiN =1 (Z + 2Lw>, (B.39)

where 7" is the true solution to the inner maximization problem. Since we initialize n°° € X, we have that
7% — n*|I*’< D(X). We can get:
MN+1 2
2G 2 1
E dP<D)L?, (1- = = MxN -1 (2 . B.40
[[Vaze..il "< D(X) Ly, ( Lo + Ly, (M } z + 2Ly, ( )
For (b): we use Lemma 3] and Assumption [T}
E||Va,, Ai(7i, i, 0:)])
< BE||Vay, i, i, 05) = Vi, Ai (i, i, 00)]]*+3El | Vay, Ai (i, 1, 05) = Ve, Ai(fi, i, 00)]
+ BBV, Ai (i, 05, 0)] |
L2M2d2
4

< 3(H;CEF + + K?). (B.41)

Substituting (a) and (b) completes the proof.
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Lemma 7. Connecting Gradients. Under the Assumption [I| Assumption Bland Lemma ] the following
inequality can be obtained:

L2 . Ck
E|[VyGs (i, ¢, 0) = VuGs (", v, 0)|"< =157, (B.42)
X 2 L, - C*
E||VeGn(, ¢,0) = VeGs(n", v, 0)|"< — 5, (B.43)

where ¢* = 3(H3CE® + L2822 | g2)r(M, N),
MN4+1 5
_ 2 =z 2G 112 (2 1
(M, N) = {D(X)Lm, (1 L) + 282 [MkN — 1] ( n QL)}

Proof:
Under Assumption[I} Assumption[5] and Lemma 2] for server model parameters ¢, we can get:

A * 1 A *
El[VyGs(i,%,0) = VuGsn™, 0, 0" < 5 > ElVeAi( i, 0:) = Vo As(ni 1, 0|
i€B

L3
~ * |12
< TS Bl — |

icB
13, o
< 5 Y EIIVa A, i, 00)]
ieB
L3 ¢k
= Lf (B.44)
z
Similar to the proof for v in , for client model parameters 6, we get:
i, <"
E||VoGi(9,%,0) — VoGs(n",v,0)|*< == (B.45)

22
B.6 Theorem

Theorem 1. Bound the Global Update Round. When the parameters are updated with the perturbations:

% = argmin H@njti (" i, 0:) (B.46)
TILN
The gradient of 1); is bounded:
B[V A (i, 9, 03)] < ¢*, (B.47)
where C* = 3(H3CEF + L224% | g2 (M, N),
L \MN+1 5 5
m(M,N) = {D(X)Lfm (1 - m) + 282 [MyN — 1] (2 + Q;W)}.
The global iterates satisfy:
1 K—-1
sk 1k pk\ |2
K2 E [I9R (n7*,4*,6) IP]
2A 2Lya%0  2Lgad o8
<
- (amlC) +( Qm * Qm )
3H;Cn(M,N
+ 5% {2(1 + Lyan)HC + 3(1 + Loan ) Q3 Hy C + %(2(1 + Lyan) Ly, +3(1 + Loan) Li,)
5 3anr(1+ Loans)L2d?  3m(M,N)L*d*an (1 + Ly )Ly, 9m(M,N)L*d*an (1 + Loanr)Lj,
B ( + 5 + 5 )
dam 2am 2 damz
3an K2m(M,N

+ QM+Z(2) [2(1 4+ Lyanr) Ly, +3(1 + Loarr)L3,] . (B.48)
Proof:

For the gradient respect to 1), there exists compression error, but no estimation error: V., Qg(ﬁk RTLS 9’“) =

(1/B)Y icn Vo Ai (AF, 1%, 0F), where 7 is the output of the adversary’s inner problem at iteration k, 7j¥ and
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Vi ég(ﬁk7 ¥", %) satisfy the following equations:

i = argmin HVW.[L' ("™, s, 05) (B.49)
TIUTN
P =g —ay - Vs (i, 0", 00). (B.50)

For the gradient respect to 6, there exist compression error and estimation error: %g}g(ﬁ’“, PF 0%) =
(1/B) > ;e VoA (HF, 9k, 0F), the VoG (A", ", %) satisfy the following equation:

OF Tt = 0% — g - VoG (", ", 0%). (B.51)

Furthermore, V., G (n*", 4%, 0%) and VoG (n**, 1", 6%) are true stochastic gradients, VR (™", 4", 6%)
and VR (™", 1", %) are true full gradients.

We begin with the inequality for the L-smoothness of VR(n** 1% 6%), and apply Propositio k €
0,1, ..., K is the iteration indice, we can get:

R (n*,kJrl’ warl’ 0k+1) R (n*,k’¢k’ ek)

< <va (n*,k7q/)k70k) Lk _¢k> n %p Hwkﬂ _wkHz

a

+ <V9R (W“,M,a’@) e 9’“> + % Ha’““ - 9’““2. (B.52)

b

For (a):

IA

<va (n*,k’qpk,ek) s 7wk> T L7w Hwarl 7wkH2
L¢ai
2

(VuR (17, 0",0")  —a - V(i 0*,69)) + =5 | Vs, 0", 04)|

Lya * Ld)OfQ S A *
—ay(1= ZE) VR (07 0k, 08 ) 1P+ 2RIV Gs (0t vF,6%) = VR (07 0k 60 ) |7
(L= Lyay) (VuR (05, 0°) VR (0", 0%,0°) = VuGa(i", 4", 0))

L., . L Oz2 ~ .
EENIVR (4w 0) 1P+ VG (7 6", 0) = VR (07 0k, 60 ) |

+oay(l = Lyay) <Vw73 (n**’“,w’“,e’“) , VR (U*’k, [ Qk) — VG, v", 9k)>

au (1= Lyay) (TuR ("5 45,0, VuGa(n™*, v*,0%) = V,Gu (", 4*,0%) )

(1 B 1T R (7, 0) P+ Lol VoG (i, 0, 6) — Vubs(n™, v, 0%) |
+ Lyad|IVuGs(n™ v, 0%) = VR (n7F, 04, 0%) |1

+ (L= Lyay) (VoR (07404, 0") VuR (04 0,0 ) = Vuga(r*, vt 0%)

(67 * (67 * SN
+ S (1= Loan) VR (4,08, 0" ) 1P+ 52 (1 = Lol [VuGan™*, v*,0%) = VuGs (i, v*,04)]?

—ay (1 —

o . « ~ «
—%HVwR (77 ’k,¢k79k) ||2+7w(1 + Lyay)||VeGs(i®, 4", 0%) — VyGs(n™*, ", 0")|°
+ Lo}l [VuGs(n* v, 6%) - VR (0", 0%, 6% ) |1

+au (1= Lyay) (VR (078 45,0 ) VR (74,0808 ) = VuGsn™, 4,0Y)) . B53)

Note that E [V, Gg(n™*, ¥, 0%)] = VR (n™F, 4", %), where the expectation is taken over the randomness
of the mini-batch sampling. We can get:

E [WR (77’“ P, 9’“) ,VyR (n*"“,z/}’“, 0’“) — VG, w’“,e’“)] —0. (B.54)
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Then, we can get:
(7 (ot o) o) e o]

< —SE[IVAR (n7*, 0%, 04) IP] + G0+ Loay)B [|1V6Gs (i, v*,6%) — VoG, v*, 647
+ Lol [VuGa(r* v, 0) = ViR (4 6", 0%) |1

(B.55)
Under Assumption[2] we can get:

E[IIVuGa(r* 0", 05 = VR (14,4, 0%) IP] < of. (B.56)
Furthermore, under Lemma|5|and Lemma([7] we can get
E[IIVoGn(@", 4",6) = VuGs(n™*, v, 6|1’

< 2B [|IV4 s (i, 0*,0") = Vus (i, 0", 0M)I*]| + 2B [V 0 Gs (i, 0", 0%) = VuGs(n™*, v, 0" ?]
L2 Ck
< 2HCER 4200 2
z

Finally, we can be obtained:
E KWR (4, 95,68 ) i+t =y S [ - ]

k
< SR[IVeR (1,6, 6) 7] + S0+ Loay)rivet + 22 C

For (b), similar to the proof for > in[B.55), for 6, we can get

(B.57)

)+ Lyaloy. (B.58)
E {<V9’R (n*,kjwk76k) o 9k> n % H9k+1 B Qk’ﬂ

<21 44 0) ]+ 20 [ .09 it 5.0
+ Lo [[[VoGa(n™*, 4", 0) = VaR (n*,0%,0") ]

+an(1 — Loag)E [VoR (7", 0%, 6°) , VoR (0™, 04, 6") = VoGl ", 6")|

Under Assumption[2] we can get:

(B.59)
E [nablam (n*’k,iﬁk, 0’“) . VoR (n’“ ", 9’“) - vggg(n**’“,w’“,e’“)] - (B.60)
E[[IVoGs(n™* ", 0%) = VoR (" 0", 6%) IF] <of. 6D

Furthermore, under Lemma 3| Lemma5|and Lemma[7] we can get

[IWG)QAB(ﬁk,d)k, ") — VoGn(n™", wkﬁk)llz}

< 3E [[IV6Gs (i, v*,0%) = VoG, v*,0)I17] + 3E [IVeGa(i, v*,0%) — VoGa(i*, v*,0)7]
+3E [|IVoGa (i, 1", 0°) = VaGa(n"*, v*,0")| ]

2 2
SgLud

k
+3QZHZCER 43701 > 9" <,

Finally, we can be obtained:
B[V (104, 07) 4 = o)

< —FE[IVoR (n"*, 0", 6") 1] +

(B.62)

L
5 [t -t

]

L2 2d2
%(I—I—LQQQ)(S 'L:l

L, - ¢
+3Q2HZCE" +3 ’;2 ) + Loagog.

(B.63)
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Substituting a) and b), we can get:

E [R (77*,1%171#“17 9k+1) R (n*,k7 "3 ek)]
<2 [(mr (1t ) o -t B o]
+E [<ve7z (7, 07) 05— ) 4 2 g - 9’““2}
Ck

2, .
<-2E [IVuR (07w, 0%) I17] + SL(1+ Lyay) RHLCE + 27020 + Lya}ol
gk

2,2 52 2 .
Lpd +3QFH; O + 3700

= SE[IVoR (0, 45,6°) IP] + 5 (1 + Laco)(3 ) + Loadas.

(B.64)

Since 1) and 6 are updated synchronously in the outer loop, we take a,, = min {ay, g}, and combine the
gradient:

B [R (n*,k+17wk+170k+1) R (n*ak7¢k70k>]
< -2 [I[9R (1, 0%) I7] + B0+ Lo emice* + 220 ) | atod

Ly, - ¢*

L2 2 72 .
+ %(1 + Loaw)(3 ’i 4 | sQzmROst + 8= =) + Loajod. (B.65)
Summing these inequalities from k = 0to K — 1, take € = maz  (EF),andthen ¢ = maz  (¢*):
k=0,...,K—1 k=0,...,K—1

K—-1

1 Qm, wk ok ook ()2

EkZZOTE[IIVR(n Wt 60 |7

1K_1 «k  k pk . k+1  k+1 k41 Q) 2 Lin( 2 2
< B[R (n*,0%,0%) = R (nh "0 )]+7(1+Lwa¢)(2H¢C€+2 L2) 4 Lya’o?

k=0 4

L2 2d2 L2 .

+ %(1 + Loas)(3 Z 1 3Q2H2CE + 3%{) + Lyaios

* * L2 :
=E[R (°6°,0°) =R (", 0",0%)] + 52 (1 + Lyay) RHECE + 2%) + Lyajol,

L2 2d2 L2 .
‘i 4+ 3Q2H2CE +3 ";C

Qg

T3

(1+ Loag)(3 ) + Locagag. (B.66)

Then, we define A = R (1™, 4°,0°) — infx (R (n™*,¢"*,0%)) and anr = max {ay, ae}:
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1 K-1
= Y E[IVR (07 v*,6%) I
k=0
¢ 2Lwafbai

2A oy (1 + Lyay) 2 Ly -
2H. 2
S oK + o (2HyCE + L2 )+ an

1 L L2 2 42 L27 . 27 2 2
4 2ol Z 000) (3 id 4 3Q2HECE +3 2’2 C)+ Zam

2A 1+L L3, - 2Lypai02
< +Oézv1( + waM)(QHiC’S—i—Q wzn2 C)+ YO Ty

— amkK Om Q.
1+ L L2122 LZ - 2Lga2,02
4 o I 0on) 4 Z +3Q3H;CE + 3% ¢y 4 Hooiias

2A 2Lya3,03  2Lga3,02
g TTMTY | 220OMT0 ) L O (1 4 Lyan) HECE +3(1 + Loanr) Q3 HZCE]

( amkC Qam Qam Qi

3am(1+L L2 2 d?
n an(l+ Lean) L p n aMT [2(1+L¢QIM)L12[,7]+3(1+L0061M)Lgn]

Qm

dam Qi 22
2A | 2Lyado} | 2Lga},of
= (o R 4 OO0 4 B [o(1 + Lyan) HYC +3(1 + Loaw) Q3 H3C]

3arm(1+L L*d?
b2 o ( +4a9aM) n CO;M; [2(1 + Lyan) Ly, + 3(1 + Loans) L3,

( 2A )+ (2Lwa?\40'i n 2L9a%\40§
Oth: Am Om

)

3H2Cn(M,N
EM {2(1 + Lyanm)HLC + 3(1 4 Loanr) Q3 H C + %(2(1 + Lyan)Ly, +3(1 + Loan)Li,)

3an (14 Leans) L2 d? N 3n(M,N)L*d*an (1 + Lyon )L, N 9 (M, N)L*d®an (1 + LgaM)Lgn)
4otm 20m 22 4am 2>

+ i (
3oy K2m(M,N)

am 22

+ [2(1 + Ly )L, + 3(1 + Loans) L3, - (B.67)

1

Corollary |1| According to Theorem If we choose ag and ay, as 0(7)’ u=0(1) &= O(%),

I'= O(%), we can derive the sublinear convergence rate:
K—1
1 wk ik k) ()2 1 NMg
= S E|[VR (n"F 0", 0% []?] < O(—=) + O ). (B.68)
K P [ ( ) ] VK M
Proof:
=
wk ko oak |2
= S E[IVR (70", 0%) I17]
k=0
< O(Z2)(24) + 2Ly, +2Lo})
3H;Cm(M,N
+ 2(1 + L¢aN1)HiC =+ 3(1 —+ LgaM)QgngC =+ %(2(1 —+ Lu,aM)Li,,] —+ 3(1 + Lga]u)Lgn)
3anm (14 Loaar)L2d?  3m(M,N)L*d*an (1 + Lyan)Ly,  97(M,N)L*d*an (1 + Loanr) L3,
( + 2 + 3 )]
4am 20m2 4amz
3K%n(M,N
+ 7;(72) [2(1 + szozju)LZ,n + 3(1 + LgOtM)Lg,J
1 NMg
=0(—=)+0 . B.69)
() +O5r) (
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C Experiment Details

C.1 Dataset details
Our experiments were constricted on public datasets MNIST and CIFAR10:

e MNIST [34]: A benchmark dataset for image classification, comprising 60,000 examples for training
and 10,000 examples for testing.

¢ CIFAR10 [31]: Another public dataset for image classification that consists of 60,000 images
categorized into 10 classes.

¢ CIFAR100 [31]: Another public dataset for image classification that consists of 60,000 images
categorized into 100 classes.

* Tiny-ImageNet [33]: A scaled-down version of ImageNet that contains 200 classes with 500 training
images, 50 validation images, and 50 test images per class. Each image has a resolution of 64x64
pixels, providing a more challenging benchmark than MNIST and CIFAR datasets.

To simulate the VFL scenario, we allocated distinct features to each party based on the described methodology
in prior works [48} 53l [17]]. We partition the last dimension of the features according to the feature proportion of
each client. We use masking to ensure that each client receives distinct features.

C.2 Adversarial attack

To validate robustness, we employed a suite of adversarial attack methods. FGSM is a fast, non-iterative attack
[32]; PGD-r iteratively perturbs input data using gradient information to maximize the model’s loss [49]; and
CW uses a custom loss function to ensure minimal perturbations while achieving misclassification [4]. CERTIFY
(CER) generates adversarial perturbations with Gaussian noise [11]. For black-box attacks, we combined
adversarial methods with zeroth-order optimization: FGSM (ZO-FGSM) and PGD (ZO-PGD) [8]. We also
considered scenarios involving a third-party adversary, corrupting embeddings using different client selection
strategies, including Thompson Sampling with Empirical Maximum Reward (E-TS) [[16] and All Corruption
Patterns (ALL).

C.3 Hyperparameters

For the parameter updates of both the server and client models, we have adopted the Adam optimizer with a
uniform learning rate of a.y, = ag = 0.0001.

Moreover, We follow the hyperparameters choices of [4} 12} 132,155} 76, 182] for training.

Table 11: Hyperparameters for Adv. Training

Datas Client batch ‘ 700 ‘ Compress ‘ Adv. ‘ DecVFAL ‘ PGD ‘ FreeAT | FreeLB
ataset
Model size ‘ q ‘ m ‘ type ‘ bit ‘ € ‘ o ‘ m ‘ n ‘ n ‘ n n
MNIST MLP 32 100 | 005 | scale | 2 | 002 | 0002 | 5| 10 | 40 8 40
CIFARIO | ResNet-18 80 200 | 05 | scale | 2 | 8255 | 11255 | 6 | 2 10 8 10
MNIST ResNet-18 32 100 | 0.05 | scale | 2 | 03 035 | 6| 8 40 8 40
CIFARIO0 | ResNeXt-50 | 80 | 1000 | 0.5 | scale | 8 | 3/255 | 047255 | 5 | 3 10 8 10
Table 12: Hyperparameters for Attack
b Client | z0O |FGSM| PGD | cw | CER |[zO-FGSM|  ZOPGD | ALL&E-TS
ataset
Model ‘q{u‘ € ‘n‘ € ‘ o ‘n‘ o ‘c‘ € ‘ € ‘n‘ € o ‘n‘ € ‘ o

MNIST MLP 100{0.05{16/255|40(24/255| 4/255 |100| 0.32 |0.5(128/255| 64/255 |40| 96/255 | 12/255 (10| 96/255 |12/255
CIFARI0 | ResNet-18 (200{0.05 0.01 [10| 8/255 | 1/255 |100|128/255|0.8| 64/255 | 32/255 |40| 32/255 | 2/255 |10| 32/255 |64/255
MNIST | ResNet-18 [100{0.05{96/255|40|64/255| 2/255 |100| 0.8 0.5|204/255| 64/255 |40{153/255|16/255|40{128/255|16/255
CIFAR100|ResNeXt-50{100(0.05| 1/255 |10| 1/255 0.2/255|100| 3/255 |0.8| 3/255 | 16/255 |10| 3/255 |0.4/255[10| 16/255 | 2/255

C.4 Environment

In our experiments, we utilized the following software environment: PyTorch version 2.2.1, CUDA version 12.1,
and Python version 3.11. The hardware specifications are detailed in Table[I3]
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Table 13: Hardware Specifications

Experiment Description CPU GPU
MNIST Robust Training AMD EPYC 7551P | A4000%*1
CIFAR-10 Robust Training AMD EPYC 7452 4090%*4
CIFAR-100 Robust Training AMD EPYC 7452 4090*4
Performance across various NN architectures Intel E5-2683 v4 4090*1
Impact of split position AMD EPYC 7J13 4090*4
Impact of the number of modules AMD EPYC 7J13 4090*4
Impact of the number of the clients Intel Platinum 8336C | 4090*8
Limitation of the setting of M and N Intel Fold 6430 4090*8

C.5 Performance across various NN architectures.

We expanded our experiments by incorporating ResNet18 on the MNIST dataset, introducing a different
architectural context for evaluating our framework. Similar as experiments in CIFAR-10, the entire model is
partitioned into three modules: the first layers of the client models, the remaining layers of the client models,
and the server’s single-layer perceptron. As shown in Table[T4] DecVFAL achieves the best robust performance
while requiring only one-seventh of the training time per epoch for PGD adversarial training.

Table 14: Results of MNIST Robust Training with Resnet-18

Training Clean White-Box Adv. Atk Black-Box Adv. Atk Third Adv. | Train Time
Methods | Accuracy | FGSM PGD CW | CER ZO-FGSM ZO-PGD | ALL E-TS | (s/epoch)
None 98.66 56.56 12.26 20.99 | 68.37 48.67 7143 | 4796 75.71 90.86

PGD 98.23 84.73 74.74 21.16 | 83.98 38.21 83.69 |44.56 7249 | 1180.74
FreeAT 98.44 79.47 82.20 52.33|90.82 94.84 89.04 | 46.52 70.15 332.63
FreeLB 98.82 70.81 40.68 31.53 | 80.05 36.51 81.27 |6591 87.07| 1419.10
YOPO 98.72 83.11 82.13 21.30| 87.44 54.13 87.33 | 71.05 88.98 240.62

DP 98.63 80.20 66.63 29.80 | 80.63 42.68 81.55 |44.77 70.31 1175.02
MP 98.12 81.38 7447 36.31 | 86.42 53.64 84.84 |50.38 74.10| 1181.69
Asy-PGD 98.05 7942 76.27 27.57 | 85.93 42.63 84.71 |57.95 80.16 | 1167.09
DecVFAL | 98.98 89.00 83.20 50.80 | 93.91 90.95 91.17 | 7042 84.14 167.89

C.6 Experiments on Tiny-ImageNet

To evaluate the scalability of DecVFAL to more complex datasets, we conducted experiments on Tiny-ImageNet
using similar AT methods. Table[I3] presents the robustness performance and training time across different
perturbation budgets. DecVFAL-3-2 consistently outperforms FastAT and FreeAT, achieving robust accuracy
comparable to or better than ATAS while requiring less training time. Notably, DecVFAL’s performance is
close to standard PGD-5 with approximately half the training time. These results demonstrate that DecVFAL
maintains its computational advantages and robustness benefits when applied to more challenging datasets
with higher resolution images and increased class complexity, further confirming its practicality for real-world
deployments.

Table 15: Experimental results on Tiny-ImageNet

Method Time (h) &= 1/255 e = 2/255 e = 4/255
PGD-5 AA | PGD-5 AA | PGD-5 AA
PGD-5 8.03 34.17 3289 | 2839 2414 | 1648 1147
FreeAT-4 753 2945 2778 | 2167 1666 | 927 497
FastAT 4.64 2404 2242 | 1945 1527 | 1052  6.18
ATAS 522 3283 3157 | 27.17 2224 | 1625 1025
DecVFAL-3-2 | 4.30 3341 3185 | 2795 2311 | 1674 1093
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