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Abstract

The complexity of Industrial Control Systems (ICS) datasets plays a crucial
role in determining effective detection strategies. The paper introduces a multi-
dimensional and formal technique of measuring the complexity of a dataset, de-
pending on twelve complexity measures in the dimensions of features-based,
neighborhood-based, linearity-based, and topological measures. The measures
enable class separability, local ambiguity, and complexity of decision boundaries to
be evaluated in a classifier-independent manner, offering valuable insight into the
structural and statistical challenges of ICS data. Additionally, we further employ
Evaluation based on Distance from the Average Solution (EDAS), a Multi-criteria
Decision-Making (MCDM) technique, that allows positive as well as negative devi-
ations in the average performance for the ranking and comparison of datasets in
terms of their intrinsic complexity. Findings show a lot of differences in complexity
between the datasets benchmark and CISS2019.A1, where the most separable
datasets are Dataset 8.3 and Dataset 7.3, and the most difficult ones to classify are
Dataset 2.1 and CISS2019.A1(4).

1 Introduction

The severity of ICS security concerns has grown in terms of sophistication and frequency of cyber
attacks and potential of cyber intrusion causing digital harm, and the most potent harm caused
by Colonial Pipeline ransomware (1). Modern ICS systems are no longer stand-alone systems
because they have been connected to external networks, corporate IT systems, and mobile interfaces,
which makes them very vulnerable to attack. The synergy between operational technology and
information technology overhead has greatly compromised the boundaries of traditional security. The
development of automation, remote control and artificial intelligence gives organizations substantial
strategic benefits; however, these innovations also threaten security in a very serious manner (2).

Machine learning is becoming one of the key tools against such threats, leaving it with the potential
to detect cyberattacks in the ICS environment. The Secure Water Treatment (SWaT) system (3)) and
the Critical Infrastructure Security Showdown (CISS) (4) testbed generate realistic, labeled datasets
for training and evaluating ML systems. However, when studying the field of cyberattack detection
on the SWaT system, one of the key issues that occurs repeatedly is that a significant number of ML
classifiers face a ceiling in performance where it is hard to improve them, despite the adoption of
more advanced methods. This limitation is partly attributed to the intrinsic complexity of the data
itself. The major contributors are class imbalances, overlapping features, non-linearity, and local
distributional shifts (3). These factors, which are common in ICS logs and sensor input, can also
restrict the modern classifiers from delivering better performance. The major contributions of this
work are listed below:

* The fundamental contribution of this work is to compute the complexity of ICS datasets,
SWaT and CISS.
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* This study employed four measurements for complexity analysis, such as Features, Neigh-
bourhood, Topological, and Linearity-based.

* An advanced ranking-based MCDM technique used to rank the datasets based on complexity.

* A total of 38 datasets are used and compared their complexities progressively.

2 Methodology
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Figure 1: Proposed Methodology
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D2 — Overlap Volume: Let [uy,v1] and [ug, vo] represent the feature ranges for two distinct classes
along a given dimension. The range of overlap between these two ranges is defined to be:

max (0, min(vy, ve) — max(uy, uz))

, final metric aggregates D2 = H D2; (2

j=1

D2; =

max(vy, v2) — min(uy, ug)

D3 - Individual Feature Efficiency: Let S; = [min(k;), max(k;)] N [min(kz), max(kz)], where S;
denotes the interval in which the two classes k1 and ko overlap for feature j.

t(z; in(S;)V z; S
D3, = count(z; < min( JT) 2 > max( J)), Final score selector D3 = max(D3;) (3)
j

D4 - Collective Feature Separation: The joint discriminative power of several features is estimated
via (D4) which repeatedly selects the features with the best separation of the instances into non-
overlapping regions.
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2.2 Neighbourhood-Based Complexity Metrics:

These measures serve to explore local relations of instances to their most similar neighbours that can
be indicative of boundary ambiguity and decision complexity.

M1-Boundary Edge Fraction in MST:

Let B, be the number of such edges, while M2 and M3 represent the intra/extra classes distance ratio
(Intra-Extra Class Distance Ratio) and the Leave-One-Out 1NN Error rate, respectively. Each of them
is formalized as follows:

B E gbetween(zp) 1 T
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M4 — Nonlinearity of INN Classifier: For the purpose of measuring the complexity of the decision
boundary learned by the 1NN classifier, we sample interpolated points between pairs of same class
which are randomly sampled.

COunt(winterp # winterp)
U

where U is the number of generated interpolations. High values indicate nonlinear or fragmented
decision boundaries, reflecting increased structural complexity in the data.

M4 =

(6)

2.3 Linearity-Based Complexity Metrics:

In this section, we see how the linear models capture the underlying data patterns. PI — Linear Model
Error Sum, P2 — Cross-Validated Linear Model Error, P3 — Nonlinearity of Linear. A linear model is
trained on the entire dataset, with its predictions w0, compared against the true labels w,,. This gives
us a total error as:

K

count(wg # wg) _ count(Wingerp 7 Winterp)
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2.4 Topological-Based Complexity Metric:

The metric uses the local structure of the data by examining the hyperspheres around each point and
determines the relative safety of these regions when it comes to the consistency of the classes.
Q1 — Safe Hypersphere Proportion:

1
Vg : ||z — 2pl| < tp = wg = wp, Final metric Q1 = T Z I(hypersphere around z, is safe) (8)
p=1

2.5 [Evaluation Based on Distance from Average Solution (EDAS)

In order to rank the datasets based on the measures of complexity, the EDAS technique is used (6; |8)),
where the datasets are ranked according to their distance to the average solution across all measures.

EDAS is an MCDM technique that ranks alternatives by taking their distance from an average solution
(9). To compute average, PDA and NDA, the following mathematical equation can be used:
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While weighted PDA, NDA and their normalized form can be computed as:
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Calculate the Final EDAS Score: Combine the normalized scores to get one EDAS score:

NSP; + NSN;
EDAS,; = + (11)
This final score reflects a balanced evaluation of how far and in what direction each dataset deviates

from the average across all complexity measures.

Rank Datasets: Sort the datasets in descending order of their EDAS scores:
Ranking = argsort(— EDAS;) (12)

By using EDAS, we obtain a more robust and nuanced ranking of datasets based on their complexity
profiles, as it accounts for both how far and in what direction each dataset deviates from the average
across all complexity measures.

3 Results and Discussion

Before the final results given in Table |1, we computed the complexity of all datasets using a
comprehensive set of twelve data complexity measures, categorized into feature-based (D1-D4),
neighbourhood-based (M1-M4), linearity-based (P1-P3), and topological (Q1) metrics. Feature-
based measures assess discriminative power through the discriminant ratio (D1), overlap volume
(D2), individual feature efficiency (D3), and collective feature separation (D4). Neighbourhood-based
metrics capture local structure via boundary edge fraction in MST (M1), intra-extra class distance
ratio (M2), INN leave-one-out error (M3), and 1NN nonlinearity (M4). Linearity-based measures
evaluate the suitability of linear models through linear model error sum (P1), cross-validated linear
error (P2), and nonlinearity of linear classifier (P3). The topological measure (Q1) evaluate local
homogeneity via the safe hypersphere proportion.

Table[T] presents datasets ranked using PDA and weighted PDA (WPDA), where a lower numerical
rank reflects stronger overall performance, i.e., lower complexity. At the top, Dataset 8.3 and
CISS2019.A1 (2) both achieve Rank 1, driven by consistently high scores in key metrics such as D1,
M3, and P1. These datasets show low values in complexity indicators, which indicates that there is
high class separation, low 1NN error, and linear models are well-fitted.

Close behind are datasets such as 7.3, 10.2 and 8.2, which also have good performance in several
measures related to M- and P- but are slightly lower in PDA values than the leaders.

On the other hand, datasets with the lower ranks, especially from Rank 20 to Rank 35, make little
contribution on most of the metrics, implying weaker performance on PDA and weighted PDA
evaluations. These datasets display high values in D1, M1, M2, M3, and P2 exposing poor discrim-
inability of the features, dense decision boundaries, local heterogeneity, and poor generalization
of linear models. WPDA essentially combines these multidimensional insights, and provides an
understandable score for comparison between datasets.

4 Conclusion

This study offers a multidimensional framework for evaluating the intrinsic complexity of ICS
cyberattack detection data sets. It combines twelve proven complexity measures of discriminability
of features, neighbourhood structure, linearity, and topology with EDAS based aggregation with
Weighted Positive and Negative Distance from Average (WPDA and WNDA) to allow an interpretable
evaluation of the suitability of a dataset. Results show that Dataset 8.3 and CISS2019.A1 (2) achieves
Rank 1, which shows good class separability, low 1NN error and high linear fidelity, which are good
for detection modeling. On the other hand, Dataset 2.1 and CISS2019.A1 (4) are the most difficult,
because of the poor feature discriminability, dense decision boundaries, neighbourhood ambiguity
and weak linear generalization. These insights are useful to select datasets and address the need for
specific preprocessing or advanced modeling in industrial cybersecurity.
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Table 1: PDA and Weighted PDA Calculations Sorted by Final Rank

Datasets D1 D3 D4 Q1 D2 Ml M2 M3 M4 P1 P2 P3 Rank
Dataset 8.3 15.5017 0.0189 0.0002 0 0 0.7651 O 1 1 1 02833 1 1
Dataset 7.3 17.019 0.0189 0.0002 0 0 0.7651 O 1 0.8943 1 0 1 2
Dataset 10.2 0 0.0073 0.0002 0 0 0.1387 0.4206 0.4142 0 0 04563 0 3
Dataset 8.2 0 0.0153 0.0002 0 0 0.1387 0.3153 0.1946 0 0 0.6965 0 4
Dataset 7.4 0 0.0062 0.0002 0 0 0.1387 0.3416 0.4142 0 0 02709 0 5
Dataset 3.4 0 0.0153 0 0 0 0.1387 0.7893 0 0 0 0248 0 6
Dataset 2.5 0 0 0.0002 0 0 0.1387 0.1309 0.4142 0O 0 0.5946 0 7
Dataset 6.2 0 0.0031 0.0002 0 0 0.1387 0.0783 0.4142 0 0 03617 0 8
Dataset 4.5 0 0 0.0002 0 0 0.3736 0.0519 0.5607 O 0 0 0 9
Dataset 2.2 0 0.0124 0.0002 0 0 0.1387 0.4206 O 0 0 0.3555 0 10
Dataset 5.3 0 0.0057 0.0002 0 0 0.1387 0.1046 O 0 0 04848 0 11
Dataset 2.3 0 0.0094 0 0 0 0.1387 0.1573 0.4142 0 0 0 0 12
Dataset 10.3 0 0.015 0.0002 0 0 0.1387 0.1309 0.1946 0 0 0.0688 0 13
Dataset 4.2 0 0.0124 0.0002 0 0 0.1387 0.2363 0O 0 0 0.7676 0 14
Dataset 6.3 0 0.0076 0 0 0 0.1387 0 04142 0 0 0.1293 0 15
Dataset 6.4 0 0.0153 0 0 0 0.1387 0.1573 0.1946 0 0 0 0 16
Dataset 9.2 0 0.0062 0.0002 0 0 O 0.3679 0.4142 0 0 0 0 17
Dataset 10.4 0 0.0048 0.0002 0 0 0.1387 0.4733 0.1946 0 0 0 0 18
Dataset 3.1 0 0 0.0002 0 0 0.0604 0.1046 0.1213 0O 0 0 0 19
Dataset 4.4 0 0.0025 0.0002 0 0 0.1387 0 0 0 0 0.1371 0 20
Dataset 6.1 0 0 0.0002 0 0 O 0.0256 0.2678 0 0 0 0 21
Dataset 3.2 0 0.0127 0.0002 0 0 0.1387 0.3679 0.1946 0 0.4615 0 0 22
Dataset 4.3 0 0.002 0.0002 0 0 O 0.0783 0 0 0 0.2581 0 23
Dataset 9.1 0 0.0028 0.0002 0 0 O 0.3679 0 0 0 0.0234 0 24
Dataset 5.2 0 0.015 0.0002 0 0 0.1387 0 04142 0 0 0 0 25
Dataset 5.1 0 0.0109 0.0002 0 0 0.1387 0.2099 0.4142 0 0 0 0 26
Dataset 7.2 0 0.013 0 0 O 0.1387 03153 0 0 0 0 0 27
Dataset 1 0 0.0106 0 0 0 0.2953 0.4996 0 0 0 0 0 28
Dataset 2.4 0 0.0086 0.0002 0 0 0.1387 0 0 0 0 0 0 29
Dataset 4.1 0 0 0.0002 0 0 O 0 0 0 0 04899 0 30
Dataset 8.1 0 0.0162 0.0002 0 0 O 0 0 0 0 0.1007 0 31
Dataset 10.1 0 0.0106 0.0002 0 0 O 0 0 0 0 0 0 32
Dataset 7.1 0 0 0 0 0 O 0 0 0 0 0 0 33
Dataset 3.3 0 0 0 0 0 0.1387 0 0 0 0 0.6775 0 34
Dataset 2.1 0 0.0122 0.0002 0 0 O 0 0 0 0 0.0985 0 35
CISS2019.A1 (2) [ 0.1111  0.0001 0.0001 0 0 0.3333 0 0.3333 0 0 084 0 1
CISS2019.A1 (3) | 0 0 0.0001 0 0 0.3333 0.3636 0.3333 0 0 0424 0 2
CISS2019.A1 (1) | O 0.0007 0.0001 0 0 03333 0 0.3333 0 0 0.1298 0 3
CISS2019.A1 (4) | 1 0 0 0 0 O 0 0 0 0 0 0 4
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made in the paper.

* The abstract and/or introduction should clearly state the claims made, including the
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* All the theorems, formulas, and proofs in the paper should be numbered and cross-
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* All assumptions should be clearly stated or referenced in the statement of any theorems.

* The proofs can either appear in the main paper or the supplemental material, but if
they appear in the supplemental material, the authors are encouraged to provide a short
proof sketch to provide intuition.

* Inversely, any informal proof provided in the core of the paper should be complemented
by formal proofs provided in appendix or supplemental material.

* Theorems and Lemmas that the proof relies upon should be properly referenced.
4. Experimental Result Reproducibility
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of the paper (regardless of whether the code and data are provided or not)?

Answer: [Yes]
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» The answer NA means that the paper does not include experiments.

* If the paper includes experiments, a No answer to this question will not be perceived
well by the reviewers: Making the paper reproducible is important, regardless of
whether the code and data are provided or not.

If the contribution is a dataset and/or model, the authors should describe the steps taken
to make their results reproducible or verifiable.

Depending on the contribution, reproducibility can be accomplished in various ways.
For example, if the contribution is a novel architecture, describing the architecture fully
might suffice, or if the contribution is a specific model and empirical evaluation, it may
be necessary to either make it possible for others to replicate the model with the same
dataset, or provide access to the model. In general. releasing code and data is often
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instructions for how to replicate the results, access to a hosted model (e.g., in the case
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material?

Answer: [Yes]
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* The answer NA means that paper does not include experiments requiring code.
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o If error bars are reported in tables or plots, The authors should explain in the text how
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« If there are negative societal impacts, the authors could also discuss possible mitigation
strategies (e.g., gated release of models, providing defenses in addition to attacks,
mechanisms for monitoring misuse, mechanisms to monitor how a system learns from
feedback over time, improving the efficiency and accessibility of ML).
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11. Safeguards

Question: Does the paper describe safeguards that have been put in place for responsible
release of data or models that have a high risk for misuse (e.g., pretrained language models,
image generators, or scraped datasets)?

Answer: [Yes]
Guidelines:

* The answer NA means that the paper poses no such risks.

* Released models that have a high risk for misuse or dual-use should be released with
necessary safeguards to allow for controlled use of the model, for example by requiring
that users adhere to usage guidelines or restrictions to access the model or implementing
safety filters.

* Datasets that have been scraped from the Internet could pose safety risks. The authors
should describe how they avoided releasing unsafe images.

* We recognize that providing effective safeguards is challenging, and many papers do
not require this, but we encourage authors to take this into account and make a best
faith effort.

12. Licenses for existing assets

Question: Are the creators or original owners of assets (e.g., code, data, models), used in
the paper, properly credited and are the license and terms of use explicitly mentioned and
properly respected?

Answer: [Yes]
Guidelines:

* The answer NA means that the paper does not use existing assets.
 The authors should cite the original paper that produced the code package or dataset.

* The authors should state which version of the asset is used and, if possible, include a
URL.

* The name of the license (e.g., CC-BY 4.0) should be included for each asset.

* For scraped data from a particular source (e.g., website), the copyright and terms of
service of that source should be provided.

 If assets are released, the license, copyright information, and terms of use in the
package should be provided. For popular datasets, paperswithcode.com/datasets
has curated licenses for some datasets. Their licensing guide can help determine the
license of a dataset.

* For existing datasets that are re-packaged, both the original license and the license of
the derived asset (if it has changed) should be provided.

* If this information is not available online, the authors are encouraged to reach out to
the asset’s creators.

13. New Assets

Question: Are new assets introduced in the paper well documented and is the documentation
provided alongside the assets?

Answer:

Justification: In our approach, we build upon existing work by utilizing the BERT model,
incorporating the contextual information of both the head and tail entities. This allows us to
leverage richer contextual cues from both ends of the relationship, enhancing the model’s
ability to understand and capture the nuances in the data.

Guidelines:

» The answer NA means that the paper does not release new assets.

* Researchers should communicate the details of the dataset/code/model as part of their
submissions via structured templates. This includes details about training, license,
limitations, etc.

* The paper should discuss whether and how consent was obtained from people whose
asset is used.
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* At submission time, remember to anonymize your assets (if applicable). You can either
create an anonymized URL or include an anonymized zip file.

14. Crowdsourcing and Research with Human Subjects

15.

Question: For crowdsourcing experiments and research with human subjects, does the paper
include the full text of instructions given to participants and screenshots, if applicable, as
well as details about compensation (if any)?

Answer: [NA]
Guidelines:

* The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.

* Including this information in the supplemental material is fine, but if the main contribu-
tion of the paper involves human subjects, then as much detail as possible should be
included in the main paper.

* According to the NeurIPS Code of Ethics, workers involved in data collection, curation,
or other labor should be paid at least the minimum wage in the country of the data
collector.

Institutional Review Board (IRB) Approvals or Equivalent for Research with Human
Subjects

Question: Does the paper describe potential risks incurred by study participants, whether
such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)
approvals (or an equivalent approval/review based on the requirements of your country or
institution) were obtained?

Answer: [NA]
Guidelines:

* The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.

* Depending on the country in which research is conducted, IRB approval (or equivalent)
may be required for any human subjects research. If you obtained IRB approval, you
should clearly state this in the paper.

* We recognize that the procedures for this may vary significantly between institutions
and locations, and we expect authors to adhere to the NeurIPS Code of Ethics and the
guidelines for their institution.

* For initial submissions, do not include any information that would break anonymity (if
applicable), such as the institution conducting the review.
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