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ABSTRACT

We develop a novel method to remove injected backdoors in Deep Learning models.
It works by cloning the benign behaviors of a trojaned model to a new model of
the same structure. It trains the clone model from scratch on a very small subset of
samples and aims to minimize a cloning loss that denotes the differences between
the activations of important neurons across the two models. The set of important
neurons varies for each input, depending on their magnitude of activations and their
impact on the classification result. Our experiments show that our technique can
effectively remove nine different types of backdoors with minor benign accuracy
degradation, outperforming the state-of-the-art backdoor removal techniques that
are based on fine-tuning, knowledge distillation, and neuron pruning.

1 INTRODUCTION

Backdoor attack is a prominent threat to applications of Deep Learning models. Misbehaviors, e.g.,
model misclassification, can be induced by an input stamped with a backdoor trigger, such as a
patch with a solid color or a pattern (Gu et al., [2019bj [Liu et al.,|2018b). A large number of various
backdoor attacks have been proposed, targeting different modalities and featuring different attack
methods (Zhang et al., 2021 Kurita et al.| 2020; Rezaei & Liul 2020; [Wang et al.| 2018} [Tolpegin
et al.,[2020; Bagdasaryan et al.,|2020). An important defense method is hence to remove backdoors
from pre-trained models. For instance, Fine-prune proposed to remove backdoor by fine-tuning a
pre-trained model on clean inputs [Liu et al.| (2018a)). Distillation (Li et al.,|2021) removes neurons
that are not critical for benign functionalities. Model connectivity repair (MCR) (Zhao et al., [2020a)
interpolates weight parameters of a poisoned model and its finetuned version. ANP (Wu & Wang|
2021) adversarially perturbs neuron weights of a poisoned model and prunes those neurons that
are sensitive to perturbations (and hence considered compromised). While these techniques are
very effective in their targeted scenarios, they may fall short in some other attacks. For example,
if a trojaned model is substantially overfit on a trigger, fine-tuning may not be able to remove the
backdoor without lengthy retraining. Distillation may become less effective if a neuron is important
for both normal functionalities and backdoor behaviors. And pruning neurons may degrade model
benign accuracy. More discussions of related work can be found in Section 2]

In this paper, we propose a novel backdoor removal technique MEDICF_] as illustrated in Figure
(A). It works by cloning the benign functionalities of a pre-trained model to a new sanitized model
of the same structure. Given a trojaned model and a small set of clean samples , MEDIC trains the
clone model from scratch. The training is not only driven by the cross-entropy loss as in normal
model training, but also by forcing the clone model to generate the same internal activation values
as the original model ar the corresponding internal neurons, i.e., steps (D, @), and @ in Figure ]|
(A). Intuitively, one can consider it essentially derives the weight parameters in the clone model by
resolving the activation equivalence constraints. There are a large number of such constraints even
with just a small set of clean samples. However, such faithful cloning likely copies the backdoor
behaviors as well as it tends to generate the same set of weight values. Therefore, our cloning is
further guided by importance (step ). Specifically, for each sample x, we only force the important
neurons to have the same activation values. A neuron is considered important if (1) it tends to
be substantially activated by the sample, when compared to its activation statistics over the entire
population (the activation criterion in red in Figure[I](A)), and (2) the large activation value has

"MEDIC stands for “ModEl Backdoor Removal by Importance Drlven Cloning".
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Figure 2: Example, with (a) and (b) the clean and trojaned inputs, (c)-(f) the internal activations of
the trojaned input and the clean input, their differences, and the importance values in eq.(@) for the
clean input, respectively. We resize and rescale the internal activation for better visualization.

substantial impact on the classification result (the impact criterion) . The latter can be determined by
analyzing the output gradient regarding the neuron activation. By constraining only the important
neurons and relaxing the others, the model focuses on cloning the behaviors related to the clean inputs
and precludes the backdoor. The set of weight values derived by such cloning are largely different
from those in the original model. Intuitively, it is like solving the same set of variables with only a
subset of equivalence constraints. The solution tends to differ substantially from that by solving the
full set of constraints.

Example. Figure 2 shows an example by visualizing the internal activations and importance values
for a trojaned model on a public benchmark 2019). Image (a) shows a right-turn traffic
sign stamped with a polygon trigger in yellow, which induces the classification result of stop sign.
Image (c) visualizes the activation values for the trojaned image whereas (d) shows those for its clean
version. The differences between the two, visualized in (e), show that the neurons fall into the red
box are critical to the backdoor behaviors. A faithful cloning method would copy the behaviors for
these neurons (and hence the backdoor). In contrast, our method modulates the cloning process using
importance values and hence precludes the backdoor. The last image shows the importance values
with the bright points denoting important neurons and the dark ones unimportant. Observe that it
prevents copying the behaviors of the compromised neurons for this example as they are unimportant.
One may notice that the unimportant compromised neurons for this example may become important
for another example. Our method naturally handles this using per-sample importance values. [

Our technique is different from fine-tuning as it trains from scratch. It is also different from
knowledge distillation (Li & Hoiem| [2016) shown in Figure [I](B), which aims to copy behaviors
across different model structures and constrains logits equivalence (and sometimes internal activation
equivalence (Zagoruyko & Komodakis, [20164) as well). In contrast, by using the same model
structure, we have a one-to-one mapping for individual neurons in the two models such that we can
enforce strong constraints on internal equivalence. This allows us to copy behaviors with only a small
set of clean samples.

We evaluate our technique on nine different kinds of backdoor attacks. We compare with five latest
backdoor removal methods (details in related work). The results show our method can reduce the
attack success rate to 8.5% on average with only 2% benign accuracy degradation. It consistently
outperforms the other baselines by 25%. It usually takes 15 mins to sanitize a model. We have also
conducted an adaptive attack in which the trigger is composed of existing benign features in clean
samples. It denotes the most adversary context for MEDIC . Our ablation study shows all the design
choices are critical. For example, without using importance values, it can only reduce ASR to 36%
on average.
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In summary, our main contributions include the following.

* We propose a novel importance driven cloning method to remove backdoors. It only requires
a small set of clean samples.

» We theoretically analyze the advantages of the cloning method.

* We empirically show that MEDIC outperforms the state-of-the-art methods.

2 RELATED WORK

There are a large body backdoor attacks (Gu et al., [2019a; |Chen et al., 2017} |Shafahi et al., 2018}
Zhu et al.,|2019; Zhao et al.l [2020bj [Saha et al.| 2020; [Salem et al.} [2020; [Nguyen & Tran, [2020;
Bagdasaryan & Shmatikov} 2020; Cheng et al.|[2021; Nguyen & Tran|, |2021al). We focus on a number
of representative ones with different natures and used in our experiments. Readers interested in
other attacks are referred to a survey (Li et al.l 2020; |Gao et al., 2020). Badnet (Gu et al.,2019b)
proposes to inject backdoors with a fixed polygon. Clean Label attack (Turner et al.,|2018)) first adds
adversarial perturbations to target-class samples and makes them misclassified. It then adds a square
patch on those inputs without changing their ground-truth label. During inference, the square patch
can induce misclassification on non-target class samples. SIG (Barni et al., 2019) uses a wave-like
pattern as trigger. Reflection attack (Liu et al.|[2020) adds the reflection of some external image on
the input. Polygon attack (NIST[2019) injects a polygon-like trigger on the input at specific locations.
Filter attack (Liu et al.,[2019) utilizes Instagram filters to transform inputs and labels the transformed
inputs to the target class. Warp (Nguyen & Tran, [2021b) uses image warping as a trigger pattern. The
trigger perturbations hence vary for different inputs. We also consider an adaptive attack which uses
benign features from two existing classes as the trigger (Lin et al., 2020).

Researchers have proposed various defense techniques, including backdoor inputs detection that
aims to detect and reject input samples with triggers (Gao et al.,[2019;|Chou et al., 2020; [Tran et al.,
2018 |Veldanda et al.); backdoor scanning that determines whether a given model has backdoor using
a small set of clean inputs (Wang et al.| [2019} [Liu et al., [2019; [Kolouri et al) [2020; [Tang et al.,
2021)); backdoor certification that certifies the predictions of individual samples with trigger (McCoyd
et al.;2020; Xiang et al.,[2021agb; Jia et al., [2020); model hardening that adversarially trains models
using triggers inverted from the subject (clean) model (Tao et al.l [2022); backdoor removal that
erases injected backdoors using a small set of clean samples (Li et al.l 2021; Wu & Wang| 2021} [Liu
et al., |2018a). Our work falls in the last category. Fineprune (Liu et al., [2018a) iteratively prunes
neurons with small activation values on clean samples and then finetunes the pruned model. Note
that the pruned model has different structure from the original one. In our experience, having the
same structure is critical as it provides the optimal neuron alignment. Model connectivity repair
(MCR) (Zhao et al.| [2020a)) interpolates parameters of a poisoned model and its finetuned version.
NAD (Li et al.,2021) first finetunes a poisoned model and then performs transfer learning, treating the
finetuned model as the teacher and the poisoned model as the student. Its effectiveness hinges on the
quality of the first finetuning step. ANP (Wu & Wang| 2021)) adversarially perturbs neuron weights
of the poisoned model and prunes neurons sensitive to perturbations. We compare MEDIC with the
aforementioned approaches in Section[5]and demonstrate that ours outperforms.

3 METHOD

Problem Statement. Given a multi-class backdoor classifier f* : X — Y, where X C R? and
Y C RY, d the input dimension and C' the number of classes. Samples (X, Y") are drawn from the
joint distribution § = (X, )). The classifier f* is originally trained on a large dataset D ~ (X', )"
and additional backdoor samples D, ~ (X, ),). We aim to remove the backdoor behaviors in f*
and retain the benign behaviors. To do so, we leverage a small additional dataset D, ~ (X, ))?
where | D;| < | D|. It is used to facilitate the cloning process. Function f¢ denotes the cloned and
sanitized model using our method.

Our first goal is to clone the (benign) functionalities of the model instead of its parameters. Specifi-
cally, f¢ is supposed to produce similar outputs as the original model (with backdoor) on clean inputs.
This is stated as the functionality goal as follows.
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EQENX(HfC(m) — f*(g;)HQ) ~0 (Functionality)
In addition, f€ shall not have the backdoor behavior on samples from the backdoor distribution
(X4, Ys), with a high probability 1 — . It is stated as the sanity goal.

E(oy)m(a ) L[ (@) #y] 21 -0 (Sanity)

It is worth noting that similar functionalities do not imply a similar set of parameters. In fact, our
importance driven cloning derives a set of parameters different from those in the original model to
meet the two stated goals.

Cloning. To achieve the first goal of copying normal functionalities using only a small set of benign
samples, we propose to train a clone model from scratch that has the same structure, by forcing the
clone model to have the same activation values for all the corresponding neurons and also the output
logits as the original model. Such cloning is different from transfer learning, in which teacher and
student models may be of different structures as it is not that meaningful to copy functionalities to a
model with the same structure in transfer learning’s application scenarios.

While inputs often have a fixed bound, internal activation values have dynamic ranges. If we
directly use activation value differences in the clone training loss, such range variations cause
difficulties in convergence. Therefore, we normalize activation values before using them in the loss
function. Formally speaking, given m internal neurons of a backdoored model, denoted by functions
ff: R* — Rwithi € [1, m]ﬁ and the corresponding ones in the clone model f{, we aim to enforce
the corresponding neuron functions to produce the same values. Let y; and o; be the mean and

standard deviation of the random variable f;*(X’) and w;(z) an importance weight. We use f(z),

w(az) , @ and /I to represent their concatenated vectors over the m neurons, respectively. We can
derive the following loss function.

* c 2
Letone = Eznx Zwl(a:) (M) where w;(z) > 0 (1)

4

Intuitively, we minimize the differences between the outputs of the corresponding neurons. For the
moment, one can assume w; () = 1/m, meaning that we enforce such constraints equally on all
neurons. We will explain how we change w; () to preclude backdoor behaviors later in the section.

Our results in Figure [3]show that we can faithfully clone the normal functionalities with only 2%
samples. We also formally analyze the essence of cloning in Section 4]

Pruning Backdoor by Importance Driven Cloning. To preclude backdoor while cloning, we
leverage the importance value w;(z) computed for each sample and each neuron. A neuron is
important for an sample, if and only if the neuron is substantially activated (compared to its activation
statistics over the entire population) and has a large impact on the final output.

To determine if a neuron is substantially activated, we calculate the absolute difference between its
activation and the expected activation as the indicator in Eq.(Z). While ideally we would just select
the neuron with the largest magnitude, to ensure the loss function is differentiable, we use softmax as
an alternative to the max operation. Here 7 is the temperature used in the softmax function, which
can be used to control the strictness of the operation, namely, a high temperature resembles the strict
max operation (that has a one-hot output), whereas a lower temperature suggests smoother results.

(ﬂ@ — ﬁ|)

It is worth noting that this formula essentially corresponds to the intrinsic normalization in many
models (e.g., those with batch normalization loffe & Szegedy|(2015)), where the statistics are readily
accessible. When the subject model does not have any normalization layer, one can collect the
statistics from the available samples. Details can be found in Appendix [D.T]

whctivate ( l‘) = SoftMax

@

To evaluate the impact of activations on classification results, we use the magnitude of gradients as an
indicator. However, the gradients are not directly comparable at many layers, especially those that

We consider each element in a CNN feature map a separate neuron.
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do not have normalization, because the varying magnitude of the activation values at those layers
affects the gradients and makes direct comparison inaccurate. To tackle the problem, we introduce
variables to denote normalized activations at all layers, called proxy variables, and derive gradients
regarding those variables. The resulted gradients are hence comparable. Consider a proxy variable
hi(x), where the neuron f(z) = h(x) - 0;. Let [ be the loss function for classification based on
f(x), we can thus calculate the gradient of proxy variable as follows.

Al ) ) Ol (), )
G0 = oy O @

We then select the neuron with the largest gradient, leveraging the aforementioned soft version of

max operation. Let g(x) be the concatenated vector of g} (z).
W™ () = SoftMax(g(z)) 3)

The next step is to identify the neurons satisfying both Eq.(2) and (3). In a discrete world, we
could perform a set intersection. However, our softmax operations do not select the largest weight
values. Instead, they produce vectors denoting the importance of all neurons. Hence, we perform
a soft version of set intersection, which is differentiable and hence usable during training. Assume

wihe () ™! () € [0,1] denote the importance values for a neuron 7, computed by the two

respective softmax operations in Eq.(2) and (3)), with 1 indicating “Important" and 0 “Unimportant".
We can derive the neuron’s overall importance as follows.

wix) = i (z) A w™ (@) = \/ Wi () - (a) @
The operation A is essentially a soft version of “boolean conjunction”. For example, when a = 1 and
b =1, a A b= 1. The square root ensures the output is in the same magnitude as the inputs.

Given the cloning loss, we combine it with the classification loss and train the model. The two losses
are balanced through an additional parameter \. Details and an ablation study on A can be found in
Appendix [E.2] A step-by-step algorithm can be found in Appendix [D.1]

Difference from Neuron Pruning based Methods. There are existing works (Liu et al.| 2018a; Wu
& Wang, [2021) that determine a subset of neurons compromised by poisoning and simply remove
those neurons. However, they usually lead to non-trivial benign accuracy degradation (see Section [3)).
The reason is that a neuron in a compromised model may be important for the classifications of
both benign and poisoned inputs. In contrast, our method does not statically decide if a neuron is
compromised. If a neuron is important for both benign and poisoned samples, we (only) copy its
behaviors for benign inputs.

4 FORMAL INTERPRETATION OF CLONING

The effectiveness of MEDIC hinges on cloning. In this section, we study a critical property of cloning,
which states that cloning can copy the functionalities of original model using only a small set of
clean samples. We also formally show that cloning is superior to training from scratch using the
small set, and to knowledge distillation. That is, cloning tends to have a smaller loss value. Backdoor
removal using importance values is merely an application of the property as we essentially leverage
importance analysis to select a subset of functionalities only relevant to clean sample classifications
for cloning. Figure[3]shows empirical evidence using an example. Observe that knowledge distillation
has a larger improvement over training from scratch given more samples. Also observe that training
from scratch and knowledge distillation cause non-trivial benign accuracy degradation. In contrast,
cloning causes negligible degradation of original backdoor model using even just 2% of data.

We mainly utilize the decomposition, Rademacher complexity (Bartlett & Mendelson, |[2002) and
Covering number to derive an upper bound for the testing loss of a classifier with a high probability.
We hence show that cloning has a smaller upper bound (of loss) compared to distillation and training
from scratch using a small set of samples.

Based on the aforementioned analysis, we additionally prove the computation complexity of cloning
in Appendix [B] We show cloning can be orders of magnitude faster in recovering benign accuracy.
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Furthermore, in Appendix [C} we theoretically show cloning can be more effective than fine-tuning in
removing backdoors. This is done by analyzing a general backdoor scenario. We hence prove that
cloning can guarantee the backdoor removal for this type of backdoor while fine-tuning can not. And
we show the importance weight correctly identify the compromised neurons.

In the following, we first introduce the notations, terms, and a set of lemmas. We then formally show
that cloning is better than training from scratch on a small set and distillation.

4.1 NOTATIONS AND BACKGROUNDS

We consider the original model f*, model f*
trained from scratch using Dy (i.e., the small
dataset), clone model f¢ by our method and model
f* by knowledge distillation (Hinton et al., 2015).
They belong to the function families F*, F*°, F¢,
and FF, respectively. These families are deter-
mined by the specific optimization and learning
algorithms. Since each algorithm has its learning
bias and will likely generate a different set of pa- e

rameters. —— Cloning w/o Importance
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@
=}

s
=]

Original Model
Finetune
Scratch

Clean Accuracy

~
o

Cloning with Importance (T=1)

Neural Net. To facilitate the formal analysis, we
leverage a simple network. Let ¥ be the ReLLU
activation function, [, the loss function with the
Lipschitz constant 2. Without loss of generality,

we assume a two-layer network, where the two Figure 3: Benign accuracy of models after back-
layers are abstracted to two respective matrices, door removal versus the data used (for a CIFAR-

GeGc R and H € H C RPXC, with p 10 model poisoned with CleanLabel backdoor).
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the number of hidden units. Let s be the softmax

function. The network is represented as f(z) = soo(z), o(x) = Hg(x) and g(x) = (Gx). Putting
them together, f(z) = s(Hy(Gz)). Intuitively, f(x) outputs the probability, o(x) is the logits value
and g(x) is the hidden layer. It is worth noting that our analysis can naturally extend to complex
network since the proof structure stays the same.

Loss. As a common practice in multi-class analysis, we use the margin loss (Bartlett et al.,[2017)) as
Ly(f(x),y). Its definition is in eq.([9). A smaller loss value indicates better performance.

Radamacher Complexity. Let F be a family of functions , D a set of samples, and o uniformly

sampled from {—1, +1}‘D‘. The empirical Rademacher complexity is defined as follows. R(F|D) =
Eq[sup se ;ﬁ > w,ep 0if(xi)]. Observe that if F contains only a fixed function, the value is 0

suggesting no complexity (and hence trivial to learn).

Covering Number Bound. It is difficult to directly compute Rademacher complexity in our context.
We hence derive its upper-bound using covering number. Let || - ||, p be a pseudo-norm on function
family 7 with respect to a vector norm || - [, and data D (definition in eq. (20)), we define the
covering number N (F, || - ||,.p,€) as the size of minimal-e cover of F under this pseudo-norm.
Intuitively, this number means how many functions are representative such that they can cover all
the learning outcomes with the € bound. The covering number of a function family is dependent on
the learning method. For example, when we include the loss to minimize the difference between
f€ e Feand f* € F* (during cloning), we essentially reduce the covering number of the function
difference family N'({ /¢ — f*}, || - ||lp,p, €)-

Lemmas. In the following, we introduce three lemmas that are needed in later analysis. Their proofs
can be found in the Appendix. In Lemma 1, we derive the Lipschitz constant of the loss function.
In Lemma 2, we bound the Lipschitz of softmax function. In Lemma 3, we bound the Rademacher
complexity by a function over the covering number.

Lemma 1. For any logits 01,02 € R and y € Y, we have |1, (01,y) — 1, (02,y)| < 27||01 — 02]oc-

Lemma 2. For any logits 01,02 € R¢, we have ||s(01) — s(02)||s0 < %[l01 — 02]]oc-
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Lemma 3 (Rebeschini| (2020)). Given function family F, data D and number of samples n = |D|,
we define the function:

: V2,
B(F|D) = inf ]{6+\/ﬁ\/logj\/(.7:,\|-|

1.D, e)} ,where e, = sup || f||2,p -We then have
e€l0,e./2 fer

R(F|D) < B(F|D)

4.2 ANALYSIS

To formally compare cloning, distillation, and training from scratch on a small set, we first study the
advantage of cloning and distillation compared with training from scratch. The advantage comprises
two parts, i.e., a gap and a regret. The gap is the training loss difference between training on
the whole dataset and on a small part of the same dataset. The regret is the difference of (test)
classification loss between the current model and the optimal model (f*). Since the gap is not specific
to our algorithm, we hence study the upper bound of the regret. A smaller regret indicates better
classification performance. We finally show the upper bound of our regret is smaller than baselines.

Here we use distillation as an example. The analysis applies similarly to cloning as well. The
advantage of distillation (f*) over training from scratch on a small set (f*) is denoted by their
expected loss difference as follows.

E(x,y)NS[l’Y(fs(x)vy) - Z’Y(fk(z)vy)] - \SA’, 7ES[(Z’Y(fk(I)7y) - Z’Y(f*(x)vy))] )

Loss Gap Regret of the Distilled Model

where A = E(, sl (f°(2),y) =1, (f*(x), y)]. Note that as | D,| < |D|, the loss gap A between
f* (training on a large dataset D) and f* (training on the small dataset D,) tends to be large. A large
gap will make distillation and cloning favorable.

Next we analyze the upper-bound of the regret, since the loss gap is only dependent on the sample
size difference. According to Equation [5] and the standard Rademacher complexity bound argu-
ment (Bartlett & Mendelsonl [2002)), we have the following regret upper bound between the distilled
model and the original model with a high probability 1 — 4.

E(ac,y)NS[l’Y(fk(‘r)’ y) - l"/(f* (:E), y)]

1 log(2/9)

< L(fE(@),y) = L (f*(2), )]+ 2R(LFDy) +34) —=-= (©6)
D1 2 U@ - L@+ 2REDy) 3
(z,y)€Ds Function Complexity N —
Uncertainty

Training Error

Here, £ is the function family of the regret between the distilled model and the original model, with
LF={h: X xY = R|h(z,y) = 1,(f*(x),y) — I, (f*(x),y)}. The regret upper bound between
the clone model and the original model can be similarly derived. Observe that the bound consists of
three terms: training error, function complexity and uncertainty. The first and the third terms have
a similar effect for both the distilled model f* and the clone model f€. Specifically, the training
error is computed on training data. Since we only have limited samples and the model is prone to
overfit on the training data. This term is close to zero empirically for both models. The uncertainty
only depends on the data size | D| and the probability é. Therefore, the difference between the two
models mainly lies in their function family complexities. In the following, we will analyze the the
upper-bounds of the two function families. We use OF = {h : R? — R | h(z) = o*(z); — 0*(x);}
to denote the family of differences regarding the ¢-th logits. The proof can be found in Appendix A.

Theorem 1. For distilled model f* and class number C, we have

R(L¥|D,) < O(vV/C) max B(Of|Dy) )

Let [|H||1,00 = max; ) ; |H; ;| be the entry-wise matrix norm, Zf = {h : RY — R | h(z) =
9¢(xz); — g*(x);} the family of differences on an intermediate neuron i (between the clone and
original models), and J;* = {h : R — R | h(z) = g*(z);} the function family of intermediate
neuron ¢ of the original model. We have the following theorem.
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Theorem 2. For cloned model €, let w. = supyecyse [[H||1,00, Be = SUPpreepse preecnr
H*||1,00 and class number C. We have

R(L°|Dy) < O(yW/C) min [ max B(O§|D,), maxw.B(ZS|Ds) + B.B(J;}|Ds) | )
i J

Constrained on Logits Constrained on Intermediate Layers

From the theorem E], decreasing covering numbers on logits difference family OF can reduce the
regret and improve the performance. Since knowledge distillation directly controls the covering
number by applying £ constraints on logits, these constraints improve the performance according to
the theorem. From the theorem 2} we can further understand the benefits of Cloning. By comparing
two theorems, we find that the upper-bound for cloned model is always smaller than that of the
distilled model given OF = Of (i.e., both models have their logits similar to the original model’s).
Intuitively, the advantage of cloning originates from the additional intermediate constraints, which
reduce the covering number of Z¢, i.e. N'(Z¢, || - ||l1.p, €) in B(Zf|D;) and the upper-bound on the
regret. Also note that the other family 7;* is unrelated to cloning.

5 EXPERIMENT

Setting. We conduct experiments on nine representative backdoor attacks. Specifically, we use
Wide ResNet (Zagoruyko & Komodakis, |[2016b) and CIFAR-10 (Krizhevskyl [2009) for the common
benchmark attacks and the adaptive attacks including Badnet (Gu et al., | 2019b), Clean Label (Turner|
et al.;2018), SIG (Barni et al., | 2019)), Reflection (Liu et al.,|2020), Warp (Nguyen & Tran| [2021b)
and two Adaptive Attacks (Lin et al., [2020). 5% data is used for removing backdoor behaviors
on CIFAR-10. We further experiment on large-scale datasets Kitti-City (Fritsch et al., 2013)) and
Kitti-Road (Fritsch et al., |2013)), and public backdoor benchmarks Polygon and Filter, based on
ResNet (Zagoruyko & Komodakis, [2016b). We compare with five latest backdoor removal methods
including Finetune, Fineprune (Liu et al.,|2018a)), NAD (Li et al.,|2021), MCR (Zhao et al., 2020a),
and ANP (Wu & Wang| |2021)). More details of these attacks and removal methods can be found in
Section[2]and Appendix

Comparison with Baselines. In Table[I] we show the results in comparison with other backdoor
removal methods. The fourth column shows the accuracy and attack success rate (ASR) of the
original (trojaned) model. The following columns show the results after applying various backdoor
removal methods. All the methods use the same set of data augmentations. We also adjust the
temperature of MEDIC so that the test accuracies of our repaired models are comparable to others.
From the results, we find the advantage of our algorithm outperforming other baselines lies in the
cases of hard-to-remove backdoors. We retrain the model whereas others do not. This different
design ensures some deep-rooted backdoors can be removed. Observe that other baselines are less
effective in removing Clean Label, SIG, Polygon, and Filter backdoors as the ASRs are still high after
the removal. In contrast, MEDIC can substantially reduce the ASRs of these attacks. On the other
hand, when the backdoor attack is not robust (e.g. simpler attacks like Badnet and Reflection where
Finetune can already remove them), the optimal results will favor methods which cause fewer changes
to the model, since few changes suffice to remove the backdoor. From the security perspective, a
resilient backdoor will be used by attackers more often, which suggests those hard-case backdoor
attacks are more important. Note that even in those easier cases, MEDIC is still competitive. In the
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Table 1: Comparing with other methods. =+ represents the standard deviation over 5 repeated runs.
Method (in percentage %)
Finetune  Fineprune NAD MCR ANP MEDIC

ASR 100.0  89.2£20.2 99.6+0.2 95.9+£7.2 90.3+19.469.9+17.6 16.8 -4.6
Acc. 88.5 85.2+£0.5 85.5+0.3 85.3%+0.5 85.2+04 80.6+1.4 85.3+0.2

ASR 94.5 68.3£8.3 41.9+23.955.8+12.2 56.3+9.0 73.9+89 1.5+0.7
Acc. 86.9 85.0+0.2 85.0+0.5 852+£0.2 84.6+0.2 825+0.8 84.4£0.3

B‘ég‘c‘;l‘;l‘;‘r‘k Badnet  ASR 100.0 32404 51416 3.0+1.2 27404 23+14 36106
adnet— ace. 88.9 831203 843+£12 83.5+0.7 83.6+04 83.0+1.5 84.2+0.2

Attacks
ASR 342 76+19 57+09 87+22 46+04 50+42 62405
Acc. 84.3 84.5+0.3 84.44+0.2 84.1+0.6 84.4+0.3 80.3+0.9 83.5+0.2

Wi ASR 96.5 13.2+44  4.7+0.6 6.1£1.8 44104 5.6+1.2 3.7+0.5
ap ACC 86.2 84.5+0.2 84.6+0.2 84.7+0.1 842402 83.34+09 85.2+0.1

Public ASR 99.9 60.4 £14.6 47.9£19.0 19.44+10.3 39.4+21.0 47.3+8.1 13.2+2.3

Scenario Attack  Metric Original (%)

Clean Label

SIG

Reflection

Benchmarks Polygon Acc. 99.7 99.0£0.2 98.7+0.6 95.74+1.6 98.5+0.5 98.2+0.8 98.9+0.1
on Large
Datasets Filter ASR 100.0  62.0+14.9 56.6 9.8 47.9£10.3 72.2+5.5 19.5+4.0 17.8+3.0

Acc. 99.7 99.3£0.3 99.1+0.2 99.0+0.3 99.4+0.2 98.3+£0.4 98.6+0.2

Variant 1 ASR 79.3 371+£26 364+08 380+31 94+1.1 3344113 7.1+£1.7
Adaptive Acc. 83.0 80.2+£0.2 79.5+0.5 79.84+0.3 79.4+0.2 76.7+£0.7 79.7+0.1

Attacks ASR 98.5 949£2.7 77.774£52 585+£220 86.7+£7.6 244+63  4.3+0.5

Variant2 o 85.9 82.9+0.7 832403 83.1+02 824403 81.440.6 84.2+0.1
Ave. Drop ASR - 35.5% 41.9% 47.4% 43.1% 53.8% 79.5%
& DIP - pce., - 2.2% 2.1% 2.6% 2.4% 4.5% 2.3%

ES o o
S o o

Attack Success Rate

~
=3

Figure 5: Removal methods on backdoor
models trained with and without data aug-
mentation during attack. The black lines
denote the standard deviations.

last row of Table[T} we show the average ASR reduction and accuracy degradation. Observe that
MEDIC achieves 25% more ASR reduction compared to others with minor accuracy degradation.
Adaptive Attacks. We evaluate two adaptive attacks. 100 - m= Stronger Backdoors with Augmentation

In adaptive attack 1, the trigger pattern can exist on g chdoor Bpcelines B Augmentation
benign samples [2020). It utilizes multiple )

natural objects from different classes as the backdoor. )

In adaptive attack 2, we adversarially optimize the trig-

ger to maximize the clone loss. The trigger will have ]

a high activation value on the important neurons and

may survive after cloning. Note that these represent the -

most adversarial contexts against MEDIC as the back- L

door is essentially benign features or benign neurons O netne  Pume  NAD  MER Medic

that cloning would likely copy. Observe that MEDIC is

still quite effective against Adaptivel and Adaptive2

attacks as shown in Table [I] For the variant 1, while

benign features are used to compose the backdoor, these

features are not important for the target class. As such,

their behaviors are hence not copied for the target class.

For the variant 2, despite the substantial backdoor acti-

vations on important neurons, the cloning will only connect the benign functions to the output due to
the absence of the trigger pattern in the clean data.

Effectiveness of Using Importance Values. In Figure [d] we show the effects of cloning using
different temperatures. A temperature 7 = 0 means we do not use the importance and treat all
neurons as equal. Observe that a larger temperature prunes more backdoor-related behaviors. The
ASR is reduced by at most 70% with at most 4% accuracy drop (with a temperature of 5).This shows
our importance values capture the characteristics of benign functionalities.

Stronger Backdoor Baselines. Different from the results reported in recent works
Zhao et al.| [2020a; [Wu & Wang|, [2021)), our results are evaluated on stronger backdoor baselines. We
found training backdoor models with data augmentation can make it much harder to remove. Figure[3]
shows the effectiveness of different removal methods on backdoor attacks trained with and without
data augmentations. The model is trojaned by a clean label attack on CIFAR-10. The red bars denote
the ASRs after removal when augmentations are used during attack and the blue bars the ASRs when
augmentations are not used. Observe that with augmentations, the baselines can hardly remove the
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backdoor. In contrast, MEDIC can effectively remove the backdoor with and without augmentations.
Note that the same data augmentation is also used when applying defense methods.

Other Experiments. In Appendix [E.I} we conduct the ablation study given the distribution shift
of training data. The results show our method can perform well under the distribution shift. In
Appendix [E.3] we conduct an ablation study on the amount of available data. We show that the trigger
removal performance is positively correlated with the data amount. In Appendix [E-3] we conduct
the ablation study on the necessity of importance criterions and show that our design is crucial. In
Appendix [E.6] we conduct the ablation study on the backdoor model architectures and show that
our method can generalize to different types of models. We also compare empirical computational
complexity of different methods and show that MEDIC is comparable.

6 CONCLUSION

We propose a novel backdoor removal method by importance driven cloning. We empirically and
theoretically show that our method is superior to state-of-the-art baselines on a large set of evaluated
attacks.

10
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A  PROOF

Here we define the margin loss.

1, t<0
lw(f(w),y)Z%(f(x)y—i;?ff(fv)i% where ¢, (1) = {1 —9t, 0<t<1/y )
0, t>1/y

Lemma 1. Let L, (z,y) : R° XY — Rand ¢(z) : R — R where

1, z <0 (10)
where gy (x) = ¢ 1—vyzx, 0<z<1/y.
0, x>1/y
Forany x1,z9 € R°andy € Y, we have
1y (71,9) — 1y (72,9)] < 29[[z1 — 22|00 (11)

Proof. 1t is apparent that ¢ (z) : R — R is 7y Lipschitz. And we have
(@1, ) — by (22, 9)]
0, (F o)y = Flaa)y) = (e )s — e f(22),)]|
<Y|(f(z1)y = flz2)y) — (max f(@1)i - max f(x2);)] (12)
i#y Ji#y

<V (f(@1)y — fz2)y)| +7] max f(21); - max fla2);]
<29|[f(x1) — f(z2)]|

O
Lemma 2. Assume the softmax function s : R — R is defined as follows.
exp(z;
()i = S~ ep}fp(;) (13)
Then we have 1
lI5(2) = s(Wlloo < 5l = Ylloo - (14)
Moreover we have
[(s(2) = s(y)) = (s(z) = s(y))]| ., <
(15)

1
5(”%‘ — 2 [loo + 1y = ¥'ll0)
In other words, s(x) and its residual form s(x) — s(y) are both 1/2-Lipschitz with respect to

Lo-norm.

Proof. From the definition of Lipschitz continualty, we have |s(x) — $(¥)]|co < L|Z — y|oo. Note
that [s(z) — s(y)|eo < sup; |s(x); — 5(y)i-
The gradient is hence the following.
ds(z); (1 — i)y 1=]
ook foeL o), i< 6
dx; —s(z):s(x);, i#j

Note that ||V;s(x)||1 = 2s(z)):(1 — s(x));) < 1/2. Let < represents the generalized inequality of
the nonnegative orthant. By the mean value theorem, for some 6, s.t. z =< § < y, we have

s(x) — s(y)i < Vis(6)" (x —y). (17)
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By Holder’s inequality,
1
Vis(0)" (v —y) <[[Vis(d)llallz = yllee < 5llo — yll (18)

To prove the second goal, we can find that

[I(s(2) = s(y) = (s(z") = 5(¥))lloo
=[l(s(x) = s(2")) = (s(y) = s(¥"))lloo
<[l(s(2) = s(@)lleo + (5(y) = 540 (19

1
<5 ([lz = 2"loo +lly = ¥'llc)

O
Lemma 3 (Rebeschini| (2020)). We add the proof of this lemma here for completeness. Let f : R —
R € F be a class of real-value functions, D be a set of samples. We define a pseudo-metric || - ||, p
on functions F with respect to vector norm || - ||, and n samples |D| = n, where
1 v
1fllpp = [ D I£@)P) " 20)
x€D

We define the Covering number N'(F, || - ||p,p, €) as the size of the minimal e-cover of F with respect
to pseudo-norm || - || p.

Given
sup || fll2,p < sp 2D
feF
we have
~ \/ESD
R(FID)< inf log N'(F, | - I, 2
(7] >_56[32D/Q]{e+ TN E I 1.0, (2)

Proof. For any € and D, let C be the minimal-e cover of F, which means for each function f, there
exists fo € Csuch that || f — fell1,p < e

R(]:|D)
:EO' —
s ete)
1
<E, |- sup o (f(mi) — fe(zy)) | +
|7 feF
E -1supz fe(x:)
o | — O Je\T5
N feec™;
1

\/1 N(F, -]

Since this bound stands for any ¢, Thus we have

A \/iSD
R(FID)< inf log NV (F, | -
<>_6€[5gD/2]{e+ T\ osN (F|

€)

e)} (23)
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Theorem 1. For distilled model f k and class number C, we have

R(L¥|D,)
<O(C) max R(OHD,) 24
<O(V0) maxB(OﬂDs) (25)

Proof. From Lemma [1| and Lemma we know the Lipschitz constant of [, o s is . Using the
L o-contraction property of Rademacher complexity (Foster & Rakhlinl [2019), we can expand
the complexity of loss function to the complexity of logits values in Eq. (24). Eq. (23) is from
Lemma[3 O

Theorem 2. For cloned model [€, let w. = suppecqye [H|1,00, Be = SUPpecqie meep [[HC —
H*||1,00 and class number C. We have
R(L¢|Ds) < O(yv/C)min [
max B(Of| D), max w.B(Z§| D) + B.B(J; | Ds)]
i j
Proof.
R(L|D,)
<O(7VC) max k(07| Dy) (26)
<O(WO) max R({[H*(¢g°(x) — g ()
+(H® = H")g"(2)]:}) 27)
<O(WC){sup || H|1,0c max R(Z{|Ds)
He 7/
+ sup |[H® — H*||1,00 max R(J;| D)} (28)
He H* [
<O(V/C) [wc max B(Z¢|D;) + Be maxB(ji*|Ds)} (29)

Eq. (26) is similar to that in Eq. (24). Eq.[27)is by expanding the functions in Of. Eq. is the
property of Rademacher complexity under linear transformation. Eq. (29) is from Lemma|3] Similar
to Theorem we have R(L¢|D,) < O(yV/C) max; B(O¢|D,). Together with Eq. , we finish
the proof. O

B ANALYSIS OVER COMPUTATIONAL EFFICIENCY

In this section, we further prove that MEDIC is more efficient compared with training from scratch
and distillation from logits under certain assumptions. The key idea is that our algorithm has a smaller
sample complexity. Thus MEDIC requires optimization over a smaller set of examples. And this
smaller set of training samples can guarantee faster convergence speed and less computation power.

We first prove our method has a smaller sample complexity.

For simplicity, we assume the optimal hypothesis exists in our hypothesis family. From equation [6]
we further derive the upper bound of sample complexity of our method. The sample complexity
represents how many samples are required to learn a model with a good performance. Note that
because we assume the optimal hypothesis existes in our hypothesis family, the training regret in
equation [I] will be zero for the best hypothesis.

Lemma 4. Specifically, with probability 1 — 6, we only need as many as |D| samples to achieve a
loss regret 3, where
9log(2/6)

(8 — 2R(L|Dy))?

|Ds| < (30)
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and

B = E@y~slly (F9(2),y) = 1,(f7(2), )] Gh

Proof. The proof of this lemma is fairly straightforward, which only requires some transformations
from equation [6] O

From theorem [2| we also know cloned model has a smaller Rademacher Complexity R(£|DS).
Combined with Lemmad] this indicates cloned model has a smaller sample complexity.

Next, we show a small sample complexity indicates faster convergence. Formally, consider
Gradient Descent algorithm (GD) [Boyd et al.| (2004), assume a convex loss function ¢(w) =
|D713| > (eyen, y(f(z;w), y) and the gradient V,,{(w) from different baselines are Lipschitz

continuous with constant L. We choose a learning rate s such that s < 1/L.
Given the optimal weight w, on the training data, the error bound at optimization step k can be
written as |Boyd et al.[(2004)

_ llw. — wol 3

U(wg) — L(wy) < s (32)
and requires a computation power dependent on the sample complexity
klog(é
O(D.Jk) < O(——HIO__ 33)

(8 — 2R(L|Dy))?

Note that error bound has the same convergence rate ﬁ for different methods. However, the

computation cost is different for different baselines due to different R(£|Ds). The result shows
MEDIC will cost less computation power as R(L|D;) is smaller.

In practice, we can observe from Figure [3|that the sample complexity of MEDIC is at most 1/10
compared with training from scratch on CIFAR-10. This suggests MEDIC can be 10 times faster
than training from scratch.

C ANALYSIS OF WHY MEDIC WORKS

In this section, we further analyze why cloning can be more effective against backdoor attacks
compared with fine-tuning based approach. To do so, we first define a binary classification problem.
We later consider a family of backdoors for this binary classification problem. Through analyzing the
classification problem and backdoors, we show that cloning can guarantee the removal of backdoor
while fine-tuning may not. Furthermore, we show our importance can better pinpoint the compromised
neurons. In the following, we first mathematically define the scenario.

Consider a neural network with two neurons in the penultimate layer. Specifically, the activations
of the penultimate layer of neuron networks are written as z € R2. The last layer consists of the
fully-connected layer. The binary classification problem is thus represented as y = sgn(w - z) where
w € R? is a part of learn-able parameters.

Let us consider a learning scenario where the internal activations z = (z1, z2) follows distribution
conditioned on the labels. Specifically, feature z; contains a strong feature that determines the results.
While the other feature z, is a weaker signal but can decide the label as well. We further assume z; is
independent of the second feature zs.

Formally, in order to simulate this aforementioned case, we define
U0.1,1), =1 U(0,0.1), =1
oy~ JHOL 1) y oy JUO00), oy . (34)
Uu-1,-0.1), y=-1 U-0.1,0), y=-1

The U represents the uniform distribution. This definition aligns with our description. Note that z; is
a stronger deciding feature because the margin of z; between the positive and negative classes are
larger than z5. Meanwhile z; has a larger magnitude than 2z, and thus model are easier to pick up the
signal coming from the feature z;.
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Based on this learning scenario, we next introduce a family of backdoor attacks where positive
samples are classified into the negative label. Specifically, the backdoor attack can set either feature
z1 or zg of the penultimate layer to a constant £ > 0. The reason we choose a positive constant k is
because of the underlying assumption of backdoors. We assume backdoor patterns are sufficiently
different to normal samples. Otherwise, the backdoor attack is nothing but a intended behavior of
the neural networks. In this case, The feature of negative samples should be sufficiently different
from the feature of the backdoor that results in the negative label. This implies that we instead need a
positive k for the backdoor attack.

In the following, we show that the backdoor attack has to modify the less important feature z, to
launch the backdoor attack. From the fact that the model will correctly predict the benign data, we
have

(w121 + waz)y >0 (35)

By including constraints of w; > 0.1, wy > 0 and y = 1, we can infer w; > 0. And thus the
backdoor attack must change z5 = k to launch backdoor attack. Otherwise, w121 > 0 can not change
the label into the negative one.

Since backdoor attack is successful and will predict the backdoor samples as the negative label, we
also have

(w121 +wak)y <0. (36)

By including the constraints again, similarly, we will have

w12 0.1w
12 1
k k
From this result, we can see that wy should have a large negative number for a successful backdoor
attack.

(37

Based on this result, we show that cloning can instead guarantee the removal of the backdoor. And
we further show that fine-tuning might not remove the backdoor.

Theorem 3. Now consider the hinge loss function l(w) = (1 — yw” 2) y as the classification loss,

and the cloning 10ss leione(w) = Mw'" 2 — w™' 2)2, where w' is the weight from backdoor model. For

any cloning X that satisfy A < E {M

Tl ], we guarantee the removal of backdoors.

Proof. The gradient of the classification loss on w is thus negative V,,/(w) < —yz. Meanwhile the
gradient of cloning loss is therefore V., /cione (w) = —2A(w’ — w)22. Combined the cloning loss and
1[1-ywT 2>0]yz
(27 z)(wh—w2)
w. Through mathematical induction, we can further relax the nominator as stated in the theorem, for
wy will be positive. Next we show the negative gradient will guarantee the removal of backdoors.
For simplicity, let us assume that we initialize w = 0 during cloning. Now we show that during
optimization, the cloned model will not have backdoor behaviors. This newly initialized model
won’t contain backdoor behaviors in this scenario. During cloning, gradient based optimization on
this classification loss will always make a positive w; and w,. This means we can guarantee the
removal of the backdoor through the unique recipe of training from scratch. However, in the case of
fine-tuning, the initialized value of w; from backdoor will be a large negative number. In this case,
the effectiveness of fine-tuning based methods will unfortunately hinge on how much change is made
to we and therefore backdoor removal is not guaranteed. O

classification loss, we know that when A < E } , we will have a negative gradient on

Furthermore, let us consider the importance weight from cloning. We calculate the equation as
defined in equation f] We find that activation importance weight is similar for both w; and w,
because of the normalization. Meanwhile, the impact importance weight of w; is larger than ws. By
combining these two importance weight together, the importance of w; is thus larger than w,. Given
a large enough temperature, the importance for w; will be close to 1 while importance of wy will be
close to 0. This shows that our importance weight correctly identifies compromised neuron ws but
instead simulates the correct neuron wj . , cloning will only leverage the activation from important
feature w1 .
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D EXPERIMENT DETAILS

In this section, we describe the details of our experiments. We use the original code from Badnet (Gu
et al., 2019b), Clean Label attack (Turner et al.,[2018), SIG (Barni et al., 2019)), Reflection attack (Liu
et al.| 2020), Polygon attack (NIST, [2019), Filter attack (Liu et al.}[2019), and Adaptive attack (Lin
et al.,[2020) to construct backdoored models. For backdoor removal methods, we leverage the code
from Model Connectivity Repair (MCR) (Zhao et al.,|2020a), NAD (Li et al.,[2021), ANP (Wu &
Wang|,2021), and Fineprune (Liu et al.,[2018a). During the model training and testing, we use the
exact same data augmentations, including resizing and cropping. Wide ResNet16 (Zagoruyko &
Komodakis}, |2016b)) structure and CIFAR-10 (Krizhevsky, |2009) dataset are used for Clean Label,
SIG, Badnet, Composite, and Reflection attacks. For polygon attack, we use ResNet34 (He et al.,
2015) and Kitti-City (Fritsch et al.l 2013) dataset. For filter attack, we use ResNet34 and Kitti-
Road (Fritsch et al.l|2013) dataset. We utilize 5% of CIFAR-10 training data and 0.5% of Kitti-City
and Kitti-Road training data for the experiments. Note that we use a smaller number of data for
large-scale datasets, because there are much more training samples in the large-scale datasets.

During cloning, we clone the outputs from all the convolution, normalization, and fully-connected
layers in the network structure. These layers have learnable parameters where we aim to copy the
functionalities from. We estimate the mean and standard deviation of internal activations using
benign data. We use parameter A to balance the cloning 10ss Ljope in Eq. and the classification
loss Lelassification (1-€., cross-entropy loss) as follows. We set A = 10 in this paper. We also conduct an
ablation study on \ in Appendix

£<xa y) = £classiﬁcation(xa y) + )\Eclone<xa y)

In the experiment, we train the model for 60 epochs over the small set of clean data. We use Adam
optimizer with a initial learning rate 1e—2 and apply weight decay of 1e—4. We align the temperature
7 in our method so that the clean accuracy of our model is comparable to others. We conduct the
experiments on four GTX 2080 GPUs.

During backdoor removal, we assume we have no knowledge of the type of backdoors injected in the
model. We directly report the performance of the model at the last optimization step. Our reported
results are slightly worse than those reporting the best model during training.

D.1 ALGORITHM

In Algorithm [T} we show the complete procedures. Specifically, we first select the neurons of interest,
which comprises of the output from convolution, normalization, and dense layers. We then use the
available samples to estimate the mean and variance of corresponding neurons. As the available
samples come from the same distribution as the original training data, the estimation of mean and
variance converges exponentially. The fast convergence means the number of samples can be quite
small for an accurate estimation. We compute the weight based on the equations in line 5. In line 6,
we incorporate the weight to cloning loss function. In lines 7-9, we use standard optimization with
the loss function.

Algorithm 1 MEDIC Cloning Procedure

Input :Dataset with a small number of clean samples D, training epochs 7", number of batches at each epoch
L, neurons from the teacher model for cloning f;* and the corresponding student neurons f;.
Output : Sanitized Model f¢

f¢ + RandomInit ()

Estimate o, u; of activation f;"(x) on input data x € D
forb< 1toT - L do

Draw a batch of data from B € D,

Calculate w based on Equations and

*()— £ () 2
Letone = X0 yem {Zz wi(,y) (%) ]

£tolal = Lc]assiﬁcation + )\»Cc]one
Update f¢ with V ge Lol
Adjust the learning rate based on the scheduler
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E ADDITIONAL EXPERIMENTS

E.1 EVALUATION ON BACKDOOR ATTACKS UNDER DISTRIBUTION SHIFT

In this section, we further stress test our method by evaluating in a more challenging scenario. In
this setting, data augmentations are not used during backdoor attacks. They however are applied
during backdoor removal. As data augmentations shift the distribution of training data, it violates
the assumption of MEDIC that available training data during backdoor removal are sampled from
the same distribution. We use the same setup as in Appendix [D| and conduct the experiments on
CIFAR-10 and Wide ResNet. We evaluate on backdoor attacks SIG, BadNet, and CleanLabel. We do
not include Reflection and Warp attacks as data augmentations are essential for the success of these
attacks.

The results are shown in Table 2] Observe that the ASRs are much lower than those in Table[Il This
is because these attacks are less robust if no data augmentation is leveraged during the attack. We
can see MEDIC has the best performance on hard-to-remove backdoors (e.g, CleanLabel attack that
uses adversarial training), which is consistent with the results of using data augmentations during the
attack. For other attacks, the results of MEDIC are comparable to those of baselines. Compared to
the results obtained under the same distribution (during attack and removal), we find MEDIC has
slightly worse performance under different distributions. The attack success rates of SIG and BadNet
are higher. MEDIC has a better result on CleanLabel attack compared to Table T]as the attack is less
robust.

Table 2: Comparison with baselines without data augmentation. 4 represents the standard deviation
over 5 repeated runs.

Method (in percentage %)
Finetune Fineprune NAD MCR ANP  MEDIC
ASR 100 11.6£1.7 11.2+1.5 82+1.6 59402 7.8+4.4 5.1+0.7

Attack  Metric Original (%)

CleanLabel oo g35 81,1401 81.340.3 80.940.3 80.620.1 75.21.9 80.7+0.2
g ASR 978 35516 40+17 ATELI 05502 39426 51£10
ACC 835  81.84+02 82.140.1 82.04+0.1 80.9+40.3 77.740.9 79.5+0.1
ASR 998 32403 36405 41404 29+0.1 62426 36405

BadNet

ACC 81.9 77.5£0.1 79.6+0.4 75.3£1.1 78.3£0.2 73.440.7 79.94+0.2

E.2 ABLATION STUDY ON A

In algorithm (1} we introduce a variable named A to combine the cross entropy loss and the cloning
loss. Specifically, we have

['total = Eclassiﬁcation + /\ﬁclone

In this section, we conduct an ablation study of how A will impact the performance of cloning. We
use the CleanLabel attack on CIFAR10. In figure [6] we show the result of cloning with different
choices of A. The x-axis indicates the temperature. The y-axis indicates the ASR (in the left figure)
and the clean accuracy (in the right figure).

A large A\ means more focus on the cloning loss and less focus on the classification loss. According
to our study, enlarging )\ can increase the clean accuracy of the cloned model as shown in the right
figure. At the same time, the attack success rate also increases (see the left figure). To reduce the
ASR, we need to simultaneously increase the temperature. By increasing both A\ and the temperature,
we can achieve better clean accuracy as well as ASR.

E.3 ABLATION STUDY ON AMOUNT OF AVAILABLE DATA
In table[3] we conduct an ablation study on the amount of available data during our backdoor removal.

We adopt CIFAR-10 for the experiments and test on 5% and 10% available data. The results show
that the performance of trigger removal is positively correlated with the amount of available data.
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Figure 6: Effect of A. The experiment is conducted on CIFAR-10 and CleanLabel attack.

Clean Label SIG BadNet Adaptive Reflection

5% Data ASR 16.8+4.6 1.5£0.7  3.6£0.6  7.1x1.7 6.2+0.5
5% Data Acc. 85.3+0.2 84.4+0.3 84.2+0.2 79.7#0.1 83.5+0.2
10% Data ASR 6.9+1.2 0.5+£0.5 3.2#0.5  5.6x0.8 4.0£0.4
10% Data Acc. 85.4+0.3 84.6+£0.2 86.8+0.1 80.9+0.2  84.0+0.3

Table 3: an Ablation Study on the Amount of Data

E.4 EMPIRICAL COMPLEXITY

The computation cost is approximately proportional to the training epochs. We compare the training
epochs of different methods on CIFAR-10. The results show that MEDIC is within the same order of
magnitude as the baselines.

Finetune Fine-prune NAD MCR ANP MEDIC
Training (Epochs) 30 31 40 240 100 60

E.5 ABLATION STUDY ON IMPORTANCE CRITERION

In this section, we conduct the ablation study on different importance criteria. We show the combina-
tion of both impact (in eq.(3) and activation (in eq.(2)) criteria is beneficial to the backdoor removal.
We conduct the study on CIFAR-10 and Clean Label attack. We repeat the experiments under different
criteria and different 7 from 1 to 7. For each criterion or their combination, we draw the trade-off
curve between attack success rate and clean accuracy. We repeat 5 times for each point and use the
average value for the report. Figure [7]shows the results. X-axis represents the clean accuracy and
y axis represents the attack success rate. A curve close to the lower-right corner indicates a better
performance.

From Figure [/| we can observe the orange curve concentrates on the upper-right corner. It means
that with only impact criterion, the clean label attack can not be completely removed. The reason is
that clean label attack involves adversarial training which makes the backdoor attack quite robust.
Therefore benign features and backdoor features are somewhat activated simultaneously. They won’t
be separated by this single criterion. However by adding additional impact criterion, those backdoor
features will be excluded during cloning. Observe that the green curve has much better attack success
rate than the orange one. Furthermore, we can observe that by including both criteria , we have the
blue curve. It has the best trade-off between accuracy and success rate.
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Figure 7: Effect of Combinations of criteria. The experiment is conducted on CIFAR-10 and
CleanLabel attack.
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Figure 8: Effect of Model Architecture. The experiment is conducted on CIFAR-10 and BadNet
attack.

E.6 ABLATION STUDY ON MODEL ARCHITECTURE

In this section, we further study the impact of model architecture. We train the same backdoor attack
on three different types of model architectures, including VGG-11, MobileNet-V1 and ResNet-16.
The experiment is conducted on CIFAR-10 and BadNet. Specifically, model VGG contains dropout
layers. We found including dropout layers during cloning will make optimization harder to converge.
We therefore remove the additional dropout layers since in theory the expected output will be similar.
we use a learning rate 1e-3 for this experiment to make sure optimization convergence on different
models architectures. .

Figure[8]shows the results. The y-axis represents attack success rate and clean accuracy respectively.
The x-axis represents different temperatures. Observe that cloning is effective in both three very
different model architectures. Specifically, we can reduce the attack success rate of all three models
below 5%. Moreover, we find the temperature actually has different impact over different architectures.
Specifically, the MobileNet has the faster reduction in clean accuracy as 7 grows.
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