Shadow Technical Debt: The Dark Matter of
Engineered Systems

Abstract. Shadow technical debt is not defined by who or what created
it. It is defined by the fact that it exists before an organization has
acknowledged, measured, or budgeted for it. Although the phenomenon
is not new, recent discussion has highlighted the role of distributed and
agentic development environments in accelerating the creation of hidden
liabilities within complex engineered systems.

Over the past two decades, project management for systems has em-
phasized risk management and resource-constrained decision making. It
stresses focusing limited resources where they can most effectively reduce
uncertainty and system risk. This paper frames shadow technical debt
as a long-standing condition within engineered systems and gives it so-
cioeconomic context, enabling management within existing frameworks.
Building on established risk and resource allocation methodologies, in-
cluding cost-managed discovery and prioritization approaches, the paper
outlines practical techniques for identifying shadow technical debt within
tightly constrained budgets. As contemporary agentic and automated en-
gineering processes increase the rate at which systems are created and
modified, the volume of hidden technical debt is growing by orders of
magnitude and may exhibit a superlinear relationship. Efficient methods
for discovering and classifying these liabilities are therefore essential for
converting shadow debt into actionable technical debt and bringing it
onto the engineering balance sheet.

Keywords: Technical Debt - Risk-Based Decision Making - Resource
Allocation - Cost-Benefit Analysis - Decision Making under Uncertainty.

0 Current Events

Prior to the recent popular emergence of the term shadow technical debt, the
author informally described this phenomenon using the metaphor dark techni-
cal debt, drawing analogy to dark matter in physics: liabilities that cannot be
directly observed but whose effects influence system behavior. The term shadow
technical debt is used in this paper because it has recently entered industry dis-
course. Originally, this paper was intended to be an internal artifact, to guide our
Accurate Project Management[65] in accordance with the Optimizing principle
of CMMI level 5[11].



2 I
0.1 JetBrains Publicly Names “Shadow Technical Debt”

In March 2026, public discussion surrounding AI coding agents began describing
the hidden liabilities left behind by rapid Al-assisted development as a dis-
tinct category of technical debt[83]. One widely circulated example came from
JetBrains', which characterized the artifacts produced by agentic development
workflows as shadow tech debt. The significance of this moment lies less in the
appearance of a new engineering condition than in the emergence of shared
terminology. Once a widely used development platform publicly recognizes a
category of hidden liabilities, the concept becomes visible to a broader audi-
ence of managers, architects, and decision-makers. Whether JetBrains coined
the phrase, popularized it, or attached it to an already existing pattern[72], the
effect is similar: a previously diffuse engineering concern becomes recognizable
within mainstream technical discussion.

0.2 An Observed Instance of Shadow Technical Debt

Events in early 2026 illustrate the same pattern from another direction. On 8
January 2026 an Al-generated commit introduced hidden technical debt into
an internal system[10], which required subsequent cleanup several days later
[64]. The example is not unusual. Code generated rapidly by Al-assisted tooling
can embed undocumented assumptions, duplicated logic, fragile interfaces, un-
reviewed dependencies, or architectural inconsistencies. The provenance of the
code may differ, but the resulting liabilities resemble patterns long familiar to
engineering teams. The episode reinforced the need for clearer terminology and
management practices around hidden technical liabilities in engineered systems.

1 Introduction

Hidden technical liabilities have long existed within engineered systems, but they
often remain unrecognized until they are explicitly named and examined.

1.1 Shadow Technical Debt Predates Al

This paper argues that shadow technical debt has always existed, even when
engineering organizations lacked a stable name for it. The current wave of Al-
assisted and agentic development has not created a fundamentally new kind of
debt. Instead, it has exposed an old pattern in a new medium: work created
under pressure, outside full visibility, with deferred understanding and delayed
accountability. The real contribution of the present moment is therefore linguistic
and managerial as much as technical. Once the condition is named, it can move
from a vague sense of unease to something that can be discussed, analyzed, and
incorporated into engineering planning.

1 183] discusses approaches for preventing the creation of shadow technical debt
through additional up-front investments.
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1.2 Purpose and Contributions of This Paper

The central claim of this paper is straightforward: shadow technical debt is the
class of technical liability that exists before it is formally acknowledged, docu-
mented, owned, or budgeted. Hidden debt can take many forms, including code,
configuration, workflow dependencies, prompt chains, manual procedures, un-
documented patches, integration logic, etc. Its defining feature is not the tech-
nology that produced the debt, but the fact the debt remains outside formal
visibility.

This paper introduces a definition of shadow technical debt and examines its
relationship to conventional technical debt. It proposes a severity spectrum for
engineering liabilities and outlines cost-managed approaches for discovering and
prioritizing hidden liabilities using established risk- and return-based resource al-
location frameworks. By giving the phenomenon a name and a structure, shadow
technical debt can move from an unknown condition to a visible liability that
can be incorporated into engineering and management decision processes.

2 Background

Technical debt is a familiar concept in software engineering, but familiar concepts
are not always complete concepts. The standard literature describes debt as the
future cost of present expediency. That formulation is useful, yet it often assumes
that the debt is at least visible enough to be discussed. In practice, much of the
most consequential debt lives in the period before formal recognition. It behaves
like debt before anyone writes it down as debt.

This paper focuses on that pre-recognition interval. The question is not
whether technical debt exists; that is well established. The question is what
to call the liabilities that are already shaping cost, fragility, and risk while still
existing outside the organization’s explicit debt model. Those liabilities are what
this paper calls shadow technical debt.

2.1 Motivation and Context

In January 2026[10], our OpenAlI Codex AT agent created hidden technical debt.
The root cause and impact were the same as the hidden technical debt histor-
ically introduced by human developers. Codex did nothing fundamentally new.
What changed was the rate at which the problem could occur.

I have been dealing with technical debt in enterprise systems for many years,
including work on Navy ERP Business Systems data warehouse transformation
at Naval Sea Systems Command (2007) and more recently supply chain risk
management (SCRM) efforts in Department of Defense? and Defense Industrial
Base systems|[60].

2 The United States Department of Defense is also known as Department of War, and
is used interchangeably.
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My perspective on this problem comes from work in requirements manage-
ment, architecture analysis, cost modeling, and prioritization in environments
where resources were constrained and systems were complex. In those contexts,
the problem was never simply to find everything that might be wrong. The real
problem was deciding what could be known, what could be tested, and what
could be acted upon within explicit budget and staffing limits.

This work included the development and application of prioritization and
governance methods such as Accurate Project Management (APM) and Critical-
ity Analysis and Risk Assessment (CARA), along with large scale requirements
testing and architecture cost modeling across Department of Defense and federal
systems.

That experience matters here because shadow technical debt is not primar-
ily a philosophical problem. It is a resource allocation problem. If organizations
had unlimited time and unlimited money, hidden liabilities would still be incon-
venient, but they would not be strategically important. Shadow debt becomes
important because real organizations must decide what fraction of scarce re-
sources should be spent converting unknown liabilities into known ones, and
then deciding which known liabilities justify action.

2.2 Selected Technical Debt in the Literature and Practice

The history of technical debt begins with Cunningham’s original metaphor[16]
of expedient code that accelerates delivery in the present while increasing cost in
the future. Over time, that metaphor broadened beyond code to include archi-
tecture, documentation, configuration, testing, operations, and other dimensions
of software systems. Yet one practical issue remained persistent throughout that
evolution: not all debt is visible when it is incurred.

McConnell[51, p. 6] made this visibility problem explicit by observing that
technical debt is often much less visible than other engineering obligations and
by recommending debt lists and backlogs to make it transparent. Fowler[22]
sharpened the point by distinguishing deliberate from inadvertent debt, noting
that teams can take on debt without fully realizing what they are doing and
only later understand the liability they created. The familiar “just get it done”
response sits across both cases. Sometimes it reflects conscious borrowing against
future effort. Sometimes it produces liabilities that are only recognized after the
fact. In that sense, technical debt has always had an epistemic dimension.

Brown[8] moved visibility closer to the center of the concept by identifying
it as a core property of technical debt and warning that serious problems arise
when debt is not visible enough to those who will ultimately pay for it. This is
an important predecessor to what is now described as shadow technical debt.
The liability may already exist in the system, but it is not yet legible to the
organization that will inherit its cost.

Allman[1] added a temporal dimension by observing that technical debt can
be almost invisible early in its life because the interest payments have not yet
begun to come due. Kruchten[39] then cautioned against equating technical debt
only with what tools can detect, arguing that significant categories, especially
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architectural debt, include invisible elements that resist simple measurement.
Taken together, these works show that invisibility was not a late addition to
technical debt theory. It was present in the concept before recent vocabulary
emerged around hidden, unknown, or shadow debt.

In practice, technical debt has long appeared in at least two broad forms: debt
arising through system evolution and deferred maintenance, and debt incurred
more explicitly through expedient borrowing against future effort. Both forms
can produce shadow debt because the liability may be real long before it is visible
to management, tooling, or budgeting.

This older literature also aligns with practice. Long before AI coding as-
sistants, organizations accumulated undocumented scripts, brittle spreadsheets,
one-off data pipelines, local patches, manual restart procedures, unsupported
dependencies, and quietly tolerated shortcuts. These artifacts often existed be-
cause “just get it done” was a rational response to immediate delivery pressure.
Over time, however, expedient work became habitual, habitual work became de-
pendency, and dependency remained effectively invisible until a failure, audit,
security review, or modernization effort forced it into view. At that point, the
organization often behaved as though a new problem had appeared, when in fact
an old problem had merely become visible.

Later case studies reinforced this pattern, Yli-Huumo[87] examined sources of
technical debt and approaches to managing it in practice, while Guo[29] explored
the costs of technical debt management and the economic tradeoffs involved in
addressing it. These studies help connect the early conceptual literature to the
organizational reality that technical debt is not only a design or implementation
issue, but also a budgeting and prioritization issue.

More recent practice sources use newer vocabulary more directly. Bernhards-
son[6] describes a team accumulating shadow tech debt in the form of criti-
cal monster SQL queries built outside the formal data function. Windward[86]
links unmanaged app sprawl and shadow IT to growing tech debt and frames
guardrails and centralized governance as the response. Russo[69] likewise warns
that lightly governed internal tools built to bypass delivery gaps can create frag-
ile solutions and shadow tech debt when review, ownership, and standards are
weak. These sources do not define the category, but they show that practitioners
increasingly recognize and name the phenomenon.

For that reason, the recent focus on Al-created shadow debt should be inter-
preted carefully. AT agents did not create the category, and agentic tech debt is
not the only source of shadow tech debt. They intensified a preexisting mecha-
nism. The debt created by an agent is not fundamentally different from the debt
created by an exhausted team working under deadline pressure. In both cases,
the organization accepted output without fully paying the visibility, validation,
or governance cost up front.

2.3 Cross-Disciplinary Precedents on Naming

The underlying idea is not new. Across religion, strategy, economics, psychology,
and organization theory, naming changes what can be perceived, communicated,
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and acted upon. A condition without a name may still be felt, but it is harder to
classify, discuss, and resource. Once named, it can become an object of attention
and action. That is the role of shadow technical debt in this paper. The term
does not create a new liability. It gives an existing liability a name that makes
it easier to analyze and manage.

The Ancient Power of Naming Across human history, unnamed things have
carried disproportionate power. A phenomenon without a name is difficult to
communicate, classify, or confront. In mythic, religious, and folk traditions, nam-
ing is often associated with control, recognition, or diminished fear. Whether
interpreted literally or metaphorically, the principle is instructive: ambiguity
preserves power, while naming reduces it [9, pp. 47-55] [53, p. 96] [52, pp. 21,
80] [7, p. 303] and ultimately controls it.

Engineering organizations follow the same pattern. Teams often live with
recurring liabilities long before they can describe them precisely: a fragile sub-
system, a workflow dependent on a single person, or a shortcut that has quietly
become permanent. Until a problem has a name, it cannot easily become shared
knowledge. It is not easily discussed, not easily understood by leadership, and
therefore unlikely to receive resources for correction.

Military Strategy Military strategy has long recognized that classification
enables action. Commanders do not allocate resources against ambiguity; they
allocate against identified threats, defined terrain, known constraints, and prior-
itized objectives. Moving from uncertainty to action requires reducing ambiguity
enough to support planning. A threat that is not categorized is difficult to brief,
defend against, or resupply against.

The same principle applies in engineering management. Shadow technical
debt may be widely felt without being formally defined. Once named, however,
it becomes possible to discuss severity, scope, cost, and priority. Naming does
not solve the problem, but it converts an atmospheric concern into something
that can enter planning.

Sun Tzu [13, pp. 24-25] captured this principle succinctly: “If you know the
enemy and know yourself, you need not fear the result of a hundred battles”. Mao
[14, pp. 22-23] likewise emphasized the decisive role of information: “Intelligence
is the decisive factor. . . Because of superior information, guerrillas always engage
under conditions of their own choosing”.

Strategic doctrine also recognizes the inverse principle[45, p. 158], that ad-
vantage often lies in concealing one’s own plans: “No policy is better than that
which remains hidden from the enemy until you have executed it ... To know in
war how to recognize an opportunity and seize it is better than anything else”.

Economics and Psychology Economics and psychology point to the same
practical conclusion. Cialdini[12] shows how disclosure, commitment, and per-
sonal knowledge can increase influence and compliance pressure. Klein[37] shows
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how exposure and dependency can create leverage once one party becomes com-
mitted to a specific position or asset. Schelling[71] extends the point into strat-
egy. In mixed-motive settings, outcomes depend not only on incentives, but on
signals, recognizable limits, and what he called “the signaling of intentions and
the meeting of minds”. Ocasio[54] provides the organizational parallel. Firms
act according to how attention is distributed, which issues become salient, and
how rules, resources, and relationships channel decision-makers into particular
communications and procedures. Taken together, these perspectives explain why
naming matters. Once the concept of otherwise unknown liabilities has a name,
organizations can focus attention on that class of problems, discuss it in common
terms, and make it part of organizational decision-making.

Cognitive and Neurological Basis At the cognitive level, ambiguity often
produces avoidance rather than analysis. Leaders who do not understand a prob-
lem often defer it, minimize it, or treat it as too vague to fund. Once a condition
is named, it becomes easier to ask concrete questions about it. How much exists?
What does it threaten? What would it cost to discover? What would it cost to
ignore?

This is consistent with the broader literature on labeling, ambiguity, and
regulation. Siegel’s phrase “name it to tame it” captures|79] the basic idea that
verbal identification helps reduce diffuse reactivity and supports more deliberate
response. Related work points in the same direction. The amygdala is particu-
larly sensitive to ambiguous or uncertain threat signals[85,31], while studies of
affect labeling and cognitive regulation show that putting feelings or stimuli into
words recruits more deliberate cortical processing and can reduce limbic reactiv-
ity[55,58,42]. Bartel[2] points more broadly to the role of language in organizing
meaning. The implication for enterprise systems is practical. When liabilities re-
main vague, they are more likely to evoke the fear and avoidance associated with
uncertain threat than the analysis associated with a defined problem. Once the
category is named, the problem becomes easier to count, model, prioritize, and
govern. In that sense, naming shadow technical debt is the first step in taming
it.

Partial Observability, Rational Inattention, and Distributed Decision-
Making Several adjacent research areas examine decision-making when relevant
facts are hidden, distributed, or costly to obtain. These literatures do not de-
scribe shadow technical debt directly, but they provide useful conceptual analogs,
especially when it comes to later analysis.

A substantial body of work in multi-agent reinforcement learning studies
agents operating under partial observability. Omidshafiei et al.[57], for example,
examine deep decentralized multi-agent reinforcement learning in settings where
agents must act using local observations, limited communication, and incomplete
knowledge of the true system state. The central problem is that the agent cannot
directly observe reality and must instead infer hidden state from history and
interaction. This is analogous to one aspect of shadow technical debt: important
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facts are missing, and action must proceed despite incomplete visibility. However,
these models typically presume that the tasks, objectives, or reward structures
are already defined, even if the state is only partially observed.

Related distributed Q-learning research makes a similar assumption. Kar et
al.[36] study collaborative learning in which agents observe only local costs, ex-
change information over a network, and converge toward a joint policy through
distributed coordination. These models capture the important idea that no single
actor sees the entire system and that coordination emerges through communica-
tion. That is relevant to the distributed organizational setting considered later
in this paper, including the role of CARA in enterprise-level prioritization. Even
s0, the task itself remains formally defined. The literature addresses fragmented
observation, not the more organizational problem in which the liability has not
yet identified as a task at all.

Further related literature concerns partially observable decision processes and
belief-state reasoning. In Partially Observable Markov Decision Process style
models, agents maintain probability distributions over hidden states and update
those beliefs as new observations arrive[38,44,77]. More generally, this structure
can be understood as observations — belief state — policy. That sequence aligns
with the present paper’s concern for hidden-fact probability, bounded discovery,
and the allocation of limited resources under uncertainty. The key difference,
again, is that these models ordinarily treat hidden state as the problem, not
hidden liability. The state may be uncertain, but the governing task is still
admitted and specified.

An especially relevant parallel comes from economics rather than reinforce-
ment learning. Sims[80] frames decision-making under rational inattention, where
actors face real costs in acquiring, processing, and using information. This per-
spective is particularly useful for the present paper because shadow technical
debt is often not merely unseen, but uneconomical to fully inspect at all times.
Limited attention and limited budget force selective observation. In that sense,
shadow technical debt is not only a visibility problem; it is also a resource-
allocation problem.

A final nearby, and much earlier, literature arises in multi-robot coordination
and task allocation. Research in this area studies how distributed agents allocate
work under constraints of information, communication, and resource cost[24].
This is the closest formal analogue to the economic aspect of the present paper.
Even here, however, the framing typically assumes that the tasks already exist
and that the problem is deciding who should perform them. Shadow technical
debt introduces a prior problem: the organization may be experiencing the effects
of a liability before that liability has been formally recognized as a task, an
objective, or a budget item.

Taken together, these literatures help clarify what shadow technical debt is
and is not from an analytical point of view. It resembles partial observability,
distributed coordination, and rational inattention in that relevant facts may be
hidden, fragmented, or costly to acquire. It differs in that the central difficulty is
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not merely hidden state, but unrecognized liability. Shadow technical debt exists
before it becomes an admitted object of management.

3 Defining Shadow Technical Debt

The most important practical fact about shadow technical debt is that the un-
named problem is typically the unfunded problem. In organizational settings,
leaders do not usually allocate resources to diffuse anxieties; they allocate re-
sources to recognized categories. When engineering cannot state clearly what
the problem is, management often responds with avoidance, discomfort, or per-
formative optimism. The liability may be sensed, but it remains too vague, too
broad, or too socially costly to address directly.

For that reason, naming is not a cosmetic act. It is the first managerial in-
tervention. Once the phenomenon has a name, engineers can make bounded and
concrete requests: funding for automated code scanning, time for peer review,
dependency analysis, structural differencing, or a limited discovery effort. These
are no longer requests to “look into something scary.” They are requests to exe-
cute defined work with defined outputs.

In this sense, naming performs two functions simultaneously. First, it re-
duces ambiguity enough to make rational planning possible. Second, it lowers
the social cost of acknowledging the problem. A named problem may be funded
because management genuinely understands it or because management prefers
not to appear uninformed; from an engineering standpoint, that distinction is
secondary. What matters is that the liability becomes discussable, budgetable,
and therefore actionable.

3.1 Formal Definition

In this paper, shadow technical debt is defined as technical liability that exists
operationally while remaining outside formal engineering visibility, ownership, or
governance. It may be introduced by individual developers, teams, contractors,
low-code or no-code builders, or Al agents. Its essential property is not who
created it, but its status: it has not yet been converted into recognized technical
debt within the organization’s formal system of record.

At the point of recognition, the severity of a shadow liability may be un-
known. That uncertainty does not exclude it from the category. What matters is
that the liability already affects the system while remaining untracked, unowned,
or outside explicit governance.

This definition is important because it separates the hiddenness of the liabil-
ity from the mechanism of its creation. A hidden dependency introduced by a
developer under deadline pressure and a hidden dependency generated by an Al
coding agent are both instances of shadow technical debt if they remain relied
upon while untracked. Shadow technical debt is therefore not a special Al-only
subtype of technical debt. It is a category defined by visibility and governance.
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3.2 Distinction from Conventional Technical Debt

The conventional literature on technical debt generally assumes that the liability
is at least visible enough to be discussed. Cunningham[16] originally framed tech-
nical debt as expedient code that may satisfy immediate customer needs while
imposing future cost. Kruchten et al.[39] later expanded the idea by emphasizing
that debt can also arise through the evolution of technology and context over
time, even when the original engineering decision was reasonable. They further
acknowledged forms of debt that are not immediately visible to all, although
their discussion largely concerns debt visible to software developers even when
it may not be visible to the enterprise as a whole.

Conventional technical debt is therefore debt that has already crossed a
threshold of recognition. A team may disagree about urgency, cost, or reme-
diation strategy, but the debt is known to exist. It can be logged, estimated,
prioritized, deferred, or consciously accepted. It is debt inside the system of
record.

Shadow technical debt, by contrast, is debt before admission. It affects be-
havior before it appears in planning. It may exist in source code, infrastructure,
deployment procedures, undocumented manual steps, brittle interfaces, or de-
pendencies that nobody remembers selecting. It may not yet exist as shared
organizational knowledge, but it may still be experienced through symptoms
such as fragility, recurring workarounds, unexplained delay, or dependence on a
single individual.

The distinction can be stated simply: conventional technical debt is technical
debt that is already recognized, whether actively managed or intentionally de-
ferred. Shadow technical debt is technical debt that remains outside management
because it has not yet been recognized as an object of management.

4 Severity Spectrum of Technical Debt

Not every shortcut constitutes technical debt. Some shortcuts are rational, tem-
porary, and net-positive. The problem is not expediency itself, but unmanaged
liability. For practical decision-making, technical debt, and especially shadow
technical debt, should therefore be treated as a spectrum rather than as a binary
condition. Organizations need a way to distinguish a tolerable shortcut from a
continuing resource burden, and a continuing burden from a latent failure mode.

This paper adopts a deliberately coarse three-level spectrum: non-debt con-
ditions, resource liability, and latent risk (“time bomb”). The purpose of this
model is prioritization rather than metaphysical precision. It is intended to sup-
port triage, resource allocation, and governance. Hiddenness and severity are
analytically distinct: a shadow liability may be benign, burdensome, or catas-
trophic.

4.1 Non-Debt Conditions

At the lowest end of the spectrum, a shortcut may not be debt at all. A tac-
tical simplification can function as an asset when it enables delivery without
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Fig. 1. Severity spectrum of technical debt, from non-debt conditions through resource
liability to latent risk

materially increasing future cost, fragility, or risk. Some simplifications remain
temporary, retain clean rollback paths, and impose no meaningful interest pay-
ment[51, p. 5]. In such cases, describing the artifact as debt would be analytically
misleading.

This category is important because it prevents the present argument from
collapsing into a general critique of speed. Rapid decisions are not inherently
problematic. Technical debt begins when a shortcut creates persistent future
liability rather than bounded present value.

4.2 Resource Liability

The next level is resource liability. Here the shortcut does not necessarily threaten
immediate failure, but it imposes continuing cost in time, money, friction, or re-
duced agility. The system becomes slower to change, harder to review, harder to
test, or more expensive to operate. The organization is not yet facing catastro-
phe, but it is paying interest.

Most day-to-day technical debt resides in this category. Resource liability
consumes future engineering capacity gradually rather than dramatically, and
for that reason it is often tolerated. It may never produce a major incident,
but it steadily diverts effort that could otherwise be applied to new capability,
assurance, or resilience.

4.3 Latent Risk (“Time Bomb”)

At the highest end of the spectrum is latent risk: liability that functions as a con-
cealed failure mode. The system may depend on an unsupported component, a
vulnerable library, an undocumented recovery path, a single maintainer, a brittle
hidden integration, or a body of generated code that no one fully understands.
The costs associated with this form of debt may remain dormant for long periods
and then materialize all at once.

This is the form of technical debt that makes shadow technical debt strate-
gically dangerous. It is also the category most likely to remain underfunded,
precisely because it appears inexpensive until failure occurs.
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5 Making Shadow Technical Debt Visible

This paper does not attempt to provide a general solution to all technical debt.
Such an ambition would be too broad to be practically useful. Its narrower con-
cern is what organizations should do once they recognize that shadow technical
debt exists. The approach proposed here is intentionally limited to two prin-
ciples: first, name the phenomenon; second, address it through cost-managed
resource allocation.

That limitation is deliberate. Organizations facing shadow technical debt
are rarely operating with surplus time, staffing, or budget[87,41]. The hidden
liability exists precisely because the original work was performed under con-
straint. Remediation models that assume abundant cleanup capacity are there-
fore poorly matched to the conditions that produced the debt in the first place.
Cunningham’s original metaphor makes the same point from the opposite di-
rection: debt can accelerate delivery only when it is repaid promptly; otherwise
the accumulated “interest” can bring an engineering organization to a standstill
[16]. More recent practitioner guidance makes a similar argument in manage-
rial terms, warning that technology used as a short-term fix can quickly add to
technical debt and that firms must understand the financial exposure if critical
systems fail[32].

5.1 Naming the Phenomenon

The first intervention is taxonomic rather than technical. An organization must
first admit that there exists a class of liability that precedes formal recognition,
and that this class deserves a name. Without that step, engineers remain confined
to intuition, management remains confined to ambiguity, and the issue remains
trapped in informal conversation.

Naming changes the resource conversation. Once shadow technical debt is
accepted as a legitimate category, organizations can request bounded discovery
work rather than open-ended remediation commitments. A request to “fix all
the hidden problems” is easy to refuse because it is undefined in scope, cost,
and outcome. By contrast, a request for a limited discovery effort, combining
scanning, targeted review, and logging, defines both the work and the expected
output. Naming does not resolve the liability. It makes the liability discussable,
budgetable, and therefore admissible into planning.

5.2 Mechanisms of Emergence

Shadow technical debt usually emerges through pressure rather than malice.
Its canonical cause is the imperative to “just get it done”: deadlines approach,
staffing is thin, features must ship, incidents must be resolved, and demonstra-
tions must succeed. Under such conditions, teams build the path available to
them, not necessarily the path they would have designed under less constrained
circumstances. Empirical studies consistently describe technical debt in these
terms: a short-term optimization driven by time-to-market pressure, customer
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commitments, and competitive deadlines, later repaid as extra work, quality
degradation, and economic drag[87,29,17,34]. Yli-Huumo et al. describe tech-
nical debt as arising from practical development pressures, where short-term
decisions made to meet deadlines or delivery goals later manifest as technical
debt[87].

The same pattern appears in the agentic era under a different slogan: AT is
cheap, so throw AI at the problem. Low marginal generation cost encourages
rapid production, but the liabilities created downstream are not free merely
because the tokens were inexpensive. If generated artifacts are weakly reviewed,
poorly documented, architecturally inconsistent, or weakly owned, they enter
the same shadow zone as older human shortcuts. In this respect, the difference
between human-created and agent-created debt is principally one of provenance
and rate of accumulation, not one of operational effect.

Shadow technical debt also emerges through organizational bottlenecks, own-
ership gaps, tribal knowledge, workaround culture, shadow systems, local opti-
mization, and deferred governance. The technologies change over time; the pat-
tern does not. Bernhardsson explicitly describes workaround artifacts produced
around data-team bottlenecks as “shadow tech debt”[6]. ServiceNow similarly
uses the term to characterize liabilities created by rapid application develop-
ment without sufficient guardrails[75]. Gosselin describes a related phenomenon
in which users bypass prescribed systems, “McGyver[sic]" local workarounds, and
create diffuse “shadow technical debt”[26]. Fowler’s distinction between deliber-
ate and inadvertent debt is also relevant here: teams can incur debt “without
even realizing” what they are doing[22].

The consequences are not merely theoretical. Primary incident investiga-
tions show how hidden, weakly governed liabilities become operational failures.
GitLab’s 2017 postmortem linked prolonged outage and data loss to manual,
undocumented recovery work and to backup testing that had no clear ownership
[19]. The Equifax breach investigation emphasized the security burden created
by complex legacy systems and governance failures that delayed corrective ac-
tion[84]. In the Knight Capital case, regulators found that the firm responded
narrowly to immediate defects without addressing deeper control weaknesses,
leaving it exposed to catastrophic failure[73]. These cases illustrate not simply
technical debt, but technical debt that remained insufficiently visible, insuffi-
ciently prioritized, or insufficiently governed until failure forced recognition.

A related literature connects technical debt directly to security exposure.
Izurieta et al. argue that addressing technical debt associated with security weak-
nesses can improve earlier vulnerability detection in the lifecycle[33]. Siavvas et
al. report a statistically significant positive correlation between technical debt
and vulnerability density, suggesting that debt can function as an indicator of
software security risk[78]. Shadow technical debt is therefore not merely a pro-
ductivity issue. It is also a resilience and risk issue.

Taken together, these sources support a common conclusion: the mechanisms
that produced pre-agentic “just get it done” debt are operationally indistinguish-
able from those now producing Al-assisted hidden debt. In both cases, speed-
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over-quality tradeoffs generate artifacts that may be under-tested, poorly docu-
mented, weakly owned, and operationally relied upon. The difference is not the
impact surface, maintainability, resilience, security, and long-term cost, but the
provenance of the artifacts and the rate at which they are being produced.

5.3 Discovery and Knowing There Are Unknowns

A useful conceptual model comes from distributed learning under partial ob-
servability. Earlier distributed reinforcement-learning work treated the difficulty
as one of coordination under incomplete local observation and as a hidden task
model? (HTM) problem[28]. The author’s earlier notes extended this line of
thinking by recasting the problem as one of hidden knowledge: the task space is
defined, yet the relevant facts available to any individual agent, or even to the
agent population as a whole, remain incomplete[61].
Let F denote the universe? of relevant facts, let X denote observable signals,
and let
YCEF (2)

denote the subset® of facts that may appear as observable or transmissible sig-
nals. Each agent ¢ maintains a history set

updated over time from direct observation, communication, and self-reflection.
The agent does not act directly on raw history, but on an attention-controlled
projection
mi(n) = Pa,(n) (Hi(—00 : 1)) (4),

where P, (n) denotes a bounded attention-and-compression operator. This pro-
jection induces an effective decision structure @;(n), from which actions are
selected. In this framework, “superstition” arises when distinct causal histories
collapse into the same operational representation, so that action is guided by a
compressed internal model rather than® by the full underlying truth.

Practically, we can define the attention based projection operation on histor-
ical memory as:

Pa,(H) = 11,(To, () (5),

The HTM is in which task identity is not directly observable and must be inferred
from incomplete observations.
{HCF:|H <N, |F|=%0}, VneN, 3H C F such that |H| =n
The operator € is used to denote a subset relationship that is formally identical to
C, but where the left-hand set is materially small relative to the right-hand set. It is
intended to convey practical scale disparity rather than introduce a new mathemat-
ical construct, for example selecting a bounded working set from a combinatorially
large or effectively unbounded universe.
This has both desired beneficial and undesired detrimental effects, and through re-
inforcement the good will outweigh the bad.

[SLE
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which requires the attention based search, 7a,, of historical memory followed by
the transformation, IT;, or synthesis of the gathered knowledge in to an action-
able (Q-value) decision matrix. This structure allows the snap decisions based
on IT;(n) mapping, which is how we humans work|[62].

At the population level, knowledge at time m may be written as

K(n)= U H;(n) (6),

with the basic constraint

K(n) € F (7).

In principle, equality would require that the entire agent population collec-
tively possess (fill Figure 2 completely) every relevant fact. In practice, that
condition is unrealistic. Facts must first be observable, then transmitted, then
retained, then survive attention and projection. Storage limits, communication
limits, filtering, bias, and compression all make complete knowledge unattain-
able. Operational knowledge is smaller still, because only a subset of stored
history survives projection into the representations that actually guide action.
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Fig. 2. Universe of facts with sets of agent knowledge (not to scale), see Eq. ((3),)

\

This distinction between facts, stored history, and operational belief is im-
portant. A system may stabilize around internally consistent projections even
while large portions of F' remain outside the knowledge frontier representable
under bounded memory and attention of its agents. In other words, the sys-
tem can function coherently while remaining materially ignorant. The relevant

unknowns,
unknowns = F — K (n) (8),
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are not an edge case; they are a structural consequence of bounded observation,
bounded memory, and bounded attention.

The implication for shadow technical debt is direct. The present paper does
not require proof that the unknown liabilities are vast in magnitude, only that
they necessarily exist. If organizational knowledge is always a strict subset of
the relevant fact space, then some technical liabilities will remain outside formal
recognition. Shadow technical debt (see: Figure 3) is therefore not an anomaly
but an expected consequence of bounded knowledge.

That conclusion motivates a second one: because exhaustive discovery is in-
feasible, discovery itself must be managed under explicit cost constraints. The
goal is not to spend whatever is required to find every hidden liability. The
goal is to set a budget, however small, and use that budget to convert as much
shadow technical debt as possible into known technical debt. Once the liability
is known, it is no longer in the shadows; it can be logged, sized, risk-ranked,
deferred, accepted, or remediated.

Dark/Shadow Technical Debt
(unknown unknowns)

Technical Debt

(tracked)

Measuring(Naming(Shadow Debt))
— Technical Debt

Fig. 3. The Debt Visibility Model
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This is where criticality analysis and risk assessment (cost managed) frame-
works become essential. Viewed from one perspective, the problem is one of risk
management. Viewed from another, it is one of return on investment. In prac-
tice, both views serve the same purpose: scarce resources should be allocated
where they reduce the greatest uncertainty or the greatest potential loss per
unit of cost. Search therefore becomes a problem of contrast and prioritization,
finding which artifacts, dependencies, interfaces, workflows, or generated out-
puts most strongly deviate from the expected operational model and therefore
deserve bounded investigation.

A useful way to frame this principle is proportionality. If an organization
spent a large amount generating or acquiring software quickly, it need not spend
a comparable amount to determine whether that work introduced hidden liabil-
ities. A first-pass discovery budget may be one or even two orders of magnitude
smaller than the original development budget. The exact ratio is context depen-
dent; the important point is that discovery itself can be budgeted, bounded, and
managed.

For example, if a team spent $4,000 in AI tokens or equivalent resources
producing software, an initial discovery effort might reasonably be budgeted
at $4, $40, or $400 depending on system criticality, risk exposure, and mission
impact. That discovery effort is not intended to repair everything. Its purpose is
to answer a cheaper and more urgent question: what was just created that now
needs to be understood? Once the resulting liabilities are identified and logged,
they have moved from unknown unknowns to known debt.

This prioritization approach reflects a long-recognized strategic principle: ac-
tors with superior information and situational awareness choose when and where
to engage. Earlier military doctrine described this advantage as engaging only
when the conditions of success are favorable[14, pp. 22-23]. The same principle
applies here. Discovery is not free, and organizations cannot afford to search ev-
erywhere at once. They must decide where limited discovery effort is most likely
to reveal consequential hidden liabilities. This transition is the practical core of
the paper. The first task is not exhaustive cleanup. The first task is the low-
cost conversion of hidden liabilities into visible liabilities under explicit resource
constraints.

6 Cost-Managed Discovery and Prioritization

The discovery and prioritization problem addressed in this paper is not cap-
tured by partial observability alone. Most formal models treat uncertainty as
something to be inferred within an already formed task—action problem, rather
than as something that determines whether known tasks become salient at all.
In Gu and Maddox’s distributed reinforcement learning framework, for exam-
ple, the hidden layer is a Hidden Task Model that maps incomplete perception
into latent tasks before action|28]. Recent partially observable multi-agent rein-
forcement learning remains in that same analytical lane[44]: it studies POSGs,
information sharing, and tractable learning under hidden state, but still assumes
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that the decision problem itself has already been specified. The present paper
shifts the unit of uncertainty from “which task or state am I in?” to “which facts
are missing, and therefore which known tasks fail to activate?” That is precisely
the layer these models leave exogenous. They also generally do not model the
further possibility that a task may be recognized and still be deferred because
the cost of analysis is too high.

Adjacent literatures approach parts of this problem, but only in fragments.
Rational inattention formalizes action under capacity-limited information pro-
cessing[80,50]. Metareasoning formalizes the tradeoff between additional deliber-
ation and improved decision quality[68], and Conitzer shows that even restricted
metareasoning variants are computationally hard to solve optimally[15]. More
recent work extends this logic by treating computational effort itself as a choice
variable[70,43]. Observation-cost and active-perception research comes closest on
the control side by making measurement itself costly and by allowing agents to
learn when additional observation is worth acquiring[4,5,3,77]. Rationally inat-
tentive inverse reinforcement learning adds attention costs to behavioral mod-
eling[30], but still does so within a pre-specified decision problem rather than a
setting in which hidden facts determine whether tasks are activated, deferred,
or ignored.

Organizational theories address a related issue from a different direction.
Ocasio’s attention-based view of the firm explains how organizations channel
limited attention across competing issues[54]. Rational inattention to discrete
choice[49], problemistic search under multiple feedback signals[81], and broader
behavioral theories of the firm[23] likewise help explain why some problems are
noticed, escalated, deferred, or ignored. Taken together, these literatures pro-
vide strong models of hidden state, costly information, bounded attention, and
constrained deliberation, but still no standard model in which hidden facts de-
termine whether known tasks are never recognized, recognized but deferred, or
actively pursued under explicit enterprise cost constraints. That is the gap ad-
dressed by the shadow-technical-debt framing developed here.

Once an organization accepts that some liabilities will remain outside formal
visibility, the practical question is no longer abstract inference but bounded
discovery: which hidden liabilities should be investigated first, and how much
should be spent to make them visible? The remainder of this chapter treats
that question as a resource-allocation problem. Discovery is not free, and in
resource-constrained organizations it cannot be exhaustive. It must therefore be
prioritized under explicit budgets using methods that weigh informational value,
risk reduction, and expected loss against the cost of inspection.

6.1 Why Discovery Must Be Budgeted

The premise of finite resources is foundational. Robbins’ classic formulation de-
fines economics as the study of choices made under scarcity, where ends compete
for scarce means with alternative uses[67, p. 16]. Shadow technical debt does not
suspend that condition; it intensifies it. The organization must decide not only
what to fix, but what it can afford to discover.
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This logic is reflected in both public- and private-sector governance. U.S. gov-
ernment policy requires agencies to establish safeguards “commensurate with the
risk and magnitude of the harm”[56], a formulation structurally analogous to the
private sector’s need to allocate limited resources in proportion to expected loss.
NIST continuous-monitoring guidance makes the same point explicitly: timely
and relevant information is especially important when resources are limited and
agencies must prioritize their efforts[18]. In both settings, the operative principle
is not maximal effort, but measured effort under constraint.

A second reason discovery must be budgeted is temporal instability. What is
valuable, urgent, or dangerous at one moment may not remain so at the next.
Robbins’ wartime example is instructive: assets that were productive immedi-
ately before the Armistice became waste immediately after it, although their
physical substance had not changed[67, pp. 47-48]. The same principle applies
to discovery. The value of inspecting a hidden liability depends on timing, be-
cause mission priorities, architectural dependencies, adversarial conditions, and
business context all evolve. Discovery is therefore not simply a search problem:;
it is a search problem under changing value conditions.

A third reason is organizational asymmetry. Information is rarely located
where budget authority resides. Szukits and Moricz[82] show that information
asymmetry creates a structural separation between where data exists and where
decisions are made. Under such conditions, management actions necessarily in-
corporate subjective inputs, not merely as preference, but as a consequence of
incomplete and unevenly distributed information. In the present context, this
means that whether a hidden liability is recognized, acted upon, or funded de-
pends on who can observe it, how it is interpreted, and how effectively it can be
communicated upward.

Distance reinforces this effect. Labro, Lang, and Omartian[40] show that pre-
dictive analytics can convert dispersed local data into more objective and quanti-
tative inputs for higher-level decision making, while also altering the centraliza-
tion of authority. The analogy here is direct: the organizational distance between
headquarters and plant resembles the distance between the budget-setting PMO
and the engineer closest to the system. In both cases, local knowledge must be
translated into a form that can travel upward, survive compression, and com-
pete for scarce attention. Discovery therefore depends not only on what is known
locally, but also on how cheaply and credibly that knowledge can be converted
into decision-relevant, evidence for distant budget holders.

Uncertainty further complicates the problem. Sengul et al.[74, pp. 27-30] note
that under environmental uncertainty and complexity, comparison and selection
rely more heavily on subjective and qualitative judgments shaped by beliefs and
threat perceptions. Drawing on Bower and Gilbert, they further emphasize that
the resource-based view treats heterogeneous, often non-financial assets and ca-
pabilities as sources of value creation. Maritan and Lee[47] reinforce the broader
point that resource allocation is shaped not only by formal optimization, but also
by how organizations interpret uncertainty, capability, and strategic importance.
Taken together, these perspectives imply that organizations must convert dis-
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similar opportunities and risks into a common decision scale. In practice, this is
a utility mapping: a way to compare unlike items, such as technical risk, mission
impact, and cost, in order to support prioritization under constraint. Discovery
decisions therefore operate in a domain where incomplete information, bounded
analysis, and organizational interpretation jointly determine what gets funded.

By analogy, just as the portfolio with the highest expected return is not neces-
sarily the one with the lowest variance[48], the discovery posture that maximizes
visibility is not necessarily the one that minimizes cost or loss under constraint.
Discovery therefore requires budgets, not maximalism.

Taken together, timing, information control, organizational distance, and
asymmetric information all point to the same conclusion. The value of discovery
is time-sensitive because conditions change; what is important to know now may
matter less later, while new liabilities may emerge in the meantime. Information
and authority are rarely co-located: the engineer, system owner, and executive
budget holder usually see different slices of reality and operate under different
incentives. Distance, whether geographic, organizational, or technical, introduces
delay, compression, and loss of context. Asymmetry determines who can observe
a problem, who can explain it, and who can fund its investigation. These con-
ditions do not eliminate discovery; they make discovery an allocation problem.
The next question, therefore, is how to frame discovery not as an open-ended
search, but as an investment decision evaluated through return and risk.

ROI and Risk Framing

The resource allocation process (RAP) articulated by Bower, Burgel-
man and their colleagues tries to understand how organizations decide
to commit their resources, the forces that influence such decisions, and
the strategic consequences of the resource commitments made. Since its
inception 43 years ago, this stream of research has significantly evolved
in terms of its conceptualization of RAP...[46]

Manukonda’s review is useful here because it frames resource allocation as
a structured organizational process rather than as an isolated budgeting exer-
cise. That perspective aligns closely with the present argument. Discovery is
not merely a technical activity; it is a resource-allocation process in which or-
ganizations decide which uncertainties are worth paying to reduce, under what
constraints, and with what expected strategic consequences.

Pringle and Van Orden[59] provide a practical bridge by showing how return-
on-investment reasoning can be applied even to non-revenue-generating activi-
ties. More broadly, corporate finance supplies a formal vocabulary for a behavior
organizations already display in practice: they trade off cost, uncertainty, and
expected loss when allocating limited resources, whether or not those decisions
are expressed through explicit models such as net present value or CAPM. In
that sense, ROI logic is not foreign to discovery; it is simply one way of making
the prioritization rule explicit.

Sharpe[76] provides the standard linkage between expected return and sys-
tematic risk, and thereby the basis for discount-rate reasoning in present-value



Shadow Technical Debt: The Dark Matter of Engineered Systems 21

analysis. Markowitz[48], by contrast, provides the more general intuition needed
here: organizations can accept greater uncertainty in exchange for lower cost,
or spend more in order to reduce uncertainty. The point is not that discovery
literally behaves like a securities portfolio, but that bounded discovery requires
the same kind of constrained tradeoff. A search posture that maximizes visibil-
ity is not necessarily the one that minimizes expected loss or total cost under
real-world constraints.

This same logic appears outside corporate finance. NIST SP 800-30 frames
risk assessments as providing leaders with information needed to choose ap-
propriate courses of action, explicitly including cost-benefit analysis among its
topical emphases[35]. Gordon and Loeb[25] start from information-security eco-
nomics and show that even within justifiable investments, optimal spending is
bounded relative to expected loss. ENISA’s ROSI guidance[20] and the FAIR
model[21] make the same move operationally by expressing security decisions in
financial terms and enabling comparison across budget lines. These approaches
differ in notation and emphasis, but they converge on a common principle: risk
and return are two views of the same allocation problem.

Graham and Harvey[27] show that executives rely heavily on practical, in-
formal rules when making capital-allocation decisions. In the language of this
paper, such rules can be interpreted as compressed projections of accumulated
organizational experience rather than outputs of exhaustive optimization. This
is not a deviation from rationality under constraint; it is how bounded deci-
sion systems commonly operate. Informal rules, however, leave the allocation
logic implicit. Once discovery is treated as an investment decision, the ques-
tion becomes operational: how should bounded resources be distributed across
candidate investigations so as to maximize expected uncertainty reduction, risk
reduction, or coverage gain per unit cost? That is the role of Criticality Analysis
and Risk Assessment (CARA). CARA does not assume exhaustive inspection.
It makes the allocation rule explicit by linking traceability, likelihood, impact,
and budget constraints into a prioritization method for deciding what to inspect
first.

6.2 CARA: Criticality Analysis and Risk Assessment (Cost
Managed)

Criticality Analysis and Risk Assessment (CARA) is the mechanism used in
this paper to convert bounded discovery into a formal selection problem. Its
purpose is not to eliminate all uncertainty, but to decide which investigations
should be funded first when inspection time, staffing, and execution resources
are constrained.

The method grew out of earlier work on capturing and communicating known
unknowns across distributed actors[61,62], and was later integrated with require-
ments traceability, cost allocation, and constrained project-planning methods
[63,66]. In its present form, CARA extends Accurate Project Management|65]
and related cost-modeling approaches by making the discovery problem explicit:
different candidate investigations have different expected value, different cost,
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and different traceability reach, and these differences must be compared under
budget.

CARA operates in two levels. At the requirement level, it assigns a priority
score to each requirement using a small number of operationally meaningful
factors. At the test level, it projects those requirement priorities through the
requirements traceability matrix and selects a feasible investigation plan under
resource constraints.

Let

reR 9)

denote a requirement, and let
vey (10)

denote a verification or investigative test case’. The set R contains all require-
ments relevant to the system under analysis, and V contains all candidate test
cases available for inspection or execution.

Requirement-Level Priority CARA begins by assigning each requirement
a base priority. Let K (r) denote the criticality of requirement r, \.(r) the
requirement-level likelihood that the requirement will be violated or implicated
in failure, m(r) the impact associated with such failure, and D(r) a documentation-
quality penalty, with larger values reflecting poorer supporting documentation
and therefore greater uncertainty.

The resulting requirement-level CARA priority is

P.(r) = K(r) A\-(r) m(r) D(r) (11).

This score is intentionally simple. It is not intended to model all aspects
of risk exhaustively. It provides a practical first-pass priority that reflects how
important the requirement is, how likely it is to be implicated in failure, how
costly such failure would be, and how much uncertainty is introduced by weak
documentation.

Traceability Mapping CARA then projects requirement priority into the
space of executable investigations through the requirements traceability matrix.
Let

V() CV (12)
be the set of test cases that validate requirement r, and let

Rw) CR (13)
be the inverse mapping, that is, the set of requirements exercised by test case v.

" In [66], t € T was used. In this paper, this has been replaced with v € V to avoid
confusion with 7, in Eq. ((5),).
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This inverse mapping is important because a test designed for one require-
ment often exercises more than that requirement alone. Formally,

{rrc |J R (14),

v €V(1)

and in practical systems the containment is often strict. This is the traceabil-
ity fan-out effect: tests provide broader coverage than their immediate target
suggests.

That property is useful under constraint. If a single test case covers multi-
ple important requirements, then its effective value is higher than a one-to-one
traceability interpretation would imply.

Test-Level Impact, Likelihood, and Risk Given the traceability mappings,
CARA defines the impact of a test case in terms of the requirements it exercises.
One admissible impact function is

Iw)= [] P (15).

reR(v)

This multiplicative form is not meant to express probabilistic independence.
Its purpose is to amplify test cases that simultaneously touch multiple high-
priority requirements. In that sense, it is a scoring function for compound sig-
nificance rather than a probabilistic model of joint failure.

Let L(v) denote the likelihood that test case v will expose a meaningful fail-
ure, hidden liability, or nonconformance. This likelihood may be estimated from
historical defect patterns, implementation novelty, change intensity, architec-
tural fragility, prior test results, expert judgment, or other APM-derived project
evidence.

Test-level risk is then defined in the usual way, product of likelihood and
impact, as

p(v) = L(v) - I(v) (16).
A corresponding test priority follows:
P,(v) x p(v) (17).

Higher-risk tests are therefore assigned higher priority, not because they are
more likely to fail alone, but because they combine higher failure likelihood with
greater consequence if failure is exposed.

Universal Candidate Set The universal candidate set of test cases is the
union of all test cases associated with all requirements:

V=]V (18).
reER

This is the full space from which a feasible discovery plan may be selected.
In principle, the organization could attempt to evaluate or execute all such can-
didates. In practice, this is exactly what resource limits prevent.
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Cost Function and Budget Constraint Let C'(v) denote the cost of execut-
ing test case v. This cost may incorporate analyst time, environment setup, tool
execution, review effort, test data generation, coordination overhead, or other
discovery-related expenses.

Let B denote the bounded discovery budget available for the current planning
period.

A feasible test plan is then a subset

Vp CV (19)

such that
Y Cw)<B (20).
vEVP
This is analogous to “The return. .. is a weighted sum... where the investor
can choose the weights.” F = Zfil X;u; such that X; be the relative amount
invested[48]. The test plan is therefore not a wish list or a complete inventory. It
is the subset of candidate investigations that can be justified and funded under
explicit resource constraints.

Budget-Constrained Selection The ideal CARA objective is to maximize
covered risk subject to the budget constraint:

Vp = arg gg}}(%p(v) subject to %C(v) <B (22).

This is a knapsack-style optimization over risk-weighted investigations. Stated
informally, the organization seeks the collection of tests that yields the greatest
expected discovery value without exceeding the budget.

The cardinality |R(v)| captures the structural fan-out of a test case, that
is, the number of requirements exercised by that test. However, because require-
ments differ in importance, this measure is extended to a priority-weighted form.

Let
W)= Y Pur) (23),

reR(v)

which represents the aggregate priority of the requirements covered by v. This
weighted formulation captures the fact that some tests provide disproportion-
ately higher value by exercising multiple high-priority requirements.

The efficiency of a test case may then be expressed as

W (v)

efficiency(v) =

allowing comparison of candidate investigations in terms of expected value per
unit cost under bounded resources.

The point is not to discover everything. The point is to spend scarce discov-
ery resources where they are expected to reveal the most consequential hidden
liabilities.
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Budget-Constrained CARA Selection with Investigation Limit Let ceya1(v) de-
note the cost of evaluating or analyzing a candidate test case v prior to execu-
tion. This cost may be zero in environments where evaluation is negligible, or
non-zero where analysis, setup, or coordination effort is required.

The parameter ceva1(v) acts as a tunable control on discovery depth, allowing
organizations to model environments ranging from near-zero marginal evaluation
cost to scenarios where analysis itself is a dominant resource constraint.

1: Input: Candidate set V, execution budget B, investigation budget Bj

2: Initialize:
3: Vp 0
4: Ctotal 0
5: Cinvest < 0
6: Sort V in descending order of Vg((:))
7: for each v € V do
8: Clinvest < Cinvest 1 Ceval (U)
9: if Cinvest > By then
10: break
11: end if
12: if Ctotal + C(’U) < B then
13: Vp + Vp U {v}
14: Chiotal < Ciotal + C(U)
15: end if
16: end for
17: return Vp

Practical Interpretation In practice, CARA provides a disciplined way to an-
swer a question that organizations usually handle implicitly: which hidden liabil-
ities are worth paying to make visible first? Requirement-level priority captures
mission and governance significance. Traceability propagates that significance
into the test space. Likelihood and impact convert that propagated significance
into a risk-based ranking. The budget constraint then forces the organization to
confront what can actually be inspected within the available resources.

That structure is what makes CARA appropriate for shadow technical debt.
Shadow liabilities are not discovered by exhaustive search; they are surfaced
through bounded, prioritized, traceability-aware investigation. CARA does not
deny uncertainty. It prices and allocates around it.

The next section applies this logic directly to the discovery of shadow tech-
nical debt by treating bounded inspections as the mechanism by which hidden
liabilities are converted into logged technical debt.

6.3 Applying CARA to Discover Shadow Technical Debt

CARA may be applied directly to changes rather than only to verification tests.
For present purposes, let ¢ € C denote a change introduced into the system, its
configuration, or its governing artifacts. Under this interpretation, every change
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is treated as requirement-connected in principle: it either corrects implementa-
tion relative to an existing requirement, or it corrects the requirement set itself,
which in practice appears as an enhancement. This makes changes useful probes
for shadow technical debt because they identify where understanding, implemen-
tation, and planning have diverged.
Let
C(r)CcC (25)

denote the set of changes associated with requirement r, and let
R(c) CR (26)

denote the inverse mapping, that is, the set of requirements implicated by change
c. As with test traceability, the mapping is frequently one-to-many: a single
change may fan out across multiple requirements. This inverse mapping also
exposes an important exception. Academically, all changes should trace to re-
quirements. In practice, some do not. When R(c) = &, the change should not
be treated as a harmless zero-impact case. The absence of documented require-
ment traceability is itself evidence of technical debt and should be red-flagged as
an exception requiring review. This prevents undocumented changes from dis-
appearing from the prioritization model merely because no requirement linkage
was recorded.
The resulting change and requirement-level CARA priority is

Py(r,¢) = K(r) Acle) m(r) D(c) (27).

The change-level impact function is then defined over the requirement fan-out
of the change. One admissible form is

I(c) = H P.(r,c) (28)

reR(c)

where K (r) remains the criticality of requirement r, m(r) remains the impact
associated with failure of that requirement, A.(c) is the likelihood that change ¢
carries or introduces hidden liability, and D(c) is a change-management penalty
associated with the way the change moved through the schedule and governance
process.

The interpretation of D(c¢) is important. In this application, D(c¢) is not
merely haste in the colloquial sense, but a measure of scheduling turbulence or
rate-of-change-of-schedule. It is minimized when the change proceeds substan-
tially as forecast through the ordinary backlog, review, and execution cadence.
It increases when work is accelerated into an earlier work period, compressed far
below its expected duration, expanded unexpectedly, or inserted and released
outside the normal planning and grooming process. In the limiting case, where
the effective displacement in schedule is discontinuous relative to the ordinary
management cadence, D(c) approaches its maximum. The practical intuition
is that abrupt schedule distortion is often a proxy for the kinds of shortcuts,
omissions, and weakly governed decisions that create shadow technical debt.
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A second change-level modifier is temporal recency. Let d.(c) denote a mono-
tone measure of the newness of change ¢, with larger values assigned to newer
changes and smaller values assigned to older changes. No particular decay law is
required here; only the ordering matters. The newest changes are given greater
emphasis because they are more likely to contain newly introduced shadow tech-
nical debt that has not yet been discovered, while older changes are less likely
to represent newly emerging hidden liability in the present planning period.

A corresponding change-level risk score may therefore be written as

ple) = b.(0) - 1(¢) (29)

with priority assigned in the usual way:
P.(c) x p(c) (30).

This formulation gives highest priority to recent changes that touch important
requirements and that were introduced under conditions suggesting elevated
hidden-liability risk.

The priority-weighted coverage formulation remains structurally the same,
with changes substituted for tests:

W(c)= > Pu(rye) (31).

reR(c)

This preserves the earlier idea that a single candidate may derive additional
value by touching multiple important requirements. What changes in the present
application is the cost structure. In discovery-oriented use, the direct cost of the
change itself is often negligible for prioritization purposes, while the cost of in-
terrogating the change for shadow technical debt is not[29]. Many of the relevant
tools, techniques, and procedures, such as static code analysis, structural differ-
encing, dependency inspection, or comparable review mechanisms, are effectively
quantized at the level of the change: their operational runtime may vary some-
what, but in practice they are treated as fixed-price evaluation steps.

For that reason, the efficiency term should explicitly include evaluation cost:

W{(e)

efficiency() = Z T e @

(32)

where C(c) is the direct cost attributable to change ¢, and cevai(c) is the cost of
evaluating or interrogating that change for hidden liability. In many discovery
settings, C(c) = 0, while cevai(c) is positive and approximately constant after
quantization. This term is therefore no longer negligible, as it often was in the
earlier testing context. It must appear explicitly in the denominator both to
reflect the actual economics of discovery and to avoid degenerate zero-cost cases.
Where cevar(c) is approximately constant across changes, the ranking collapses
toward weighted coverage, but the constant still matters because it determines
how many changes can be inspected within a very small discovery budget.
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This point becomes especially important when discovery funding is intention-
ally small relative to the change budget. If only a very small fraction of overall
change resources is allocated to finding shadow technical debt, then fixed evalua-
tion costs dominate the economics of discovery. Under those conditions, the prac-
tical selection problem is not whether the organization can inspect everything,
but which changes are most worth interrogating first. The budget-constrained
CARA logic from the previous section therefore applies with C substituted for
V), and with the investigation term ceyai(c) treated as a first-order cost driver
rather than a negligible one.

The specific mechanisms used to surface hidden liabilities remain domain-
dependent and are therefore not prescribed here. Static analysis, change-history
review, dependency inspection, audit, telemetry, and other methods may all be
appropriate depending on the system and operating context.

CARA operates one level above the underlying discovery tools. Its role is not
to prescribe how candidate observations are generated, but to prioritize them
once they exist. The mechanisms used to surface hidden liabilities are inherently
domain-dependent, including static analysis, change-history review, dependency
inspection, audit, and telemetry. These techniques produce candidate signals;
CARA determines which of those signals should be investigated first under ex-
plicit resource constraints.

In this way, CARA converts a collection of potential observations into a
ranked discovery plan, ensuring that a bounded effort yields the greatest possible
conversion of shadow technical debt into visible, governed technical debt.

7 Conclusion

Once a hidden liability is surfaced through bounded discovery, it moves from
an unobserved condition to a governed artifact. In practical terms, this means
incorporation into formal tracking mechanisms such as defect logs, risk registers,
or technical-debt backlogs. The important distinction is not the specific tooling
used, but the state change itself: the liability becomes visible, accountable, and
subject to prioritization within ordinary resource-allocation processes. CARA
thus functions as the bridge between latent conditions and governed technical
debt.

The central conclusion of this paper is that shadow technical debt persists
whenever organizations neglect either of two core principles. If they fail to name
the phenomenon, they remain trapped in ambiguity, avoidance, and underfund-
ing. The liabilities remain real, but they do not become discussable enough to
attract resources. If they fail to use cost-managed approaches, they may acknowl-
edge the problem in principle while leaving it untouched in practice, because
remediation appears open-ended and unaffordable.

Naming and cost management therefore operate together. Naming converts
an unnamed threat into a recognizable class of liability and creates a basis for
action. Cost-managed discovery converts that class from an abstract concern
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into a bounded and predictable program of work. Together, these steps move an
organization from shadow technical debt to known technical debt.

The practical importance of this conclusion is amplified by current economics
and tooling. What could not previously be inspected at acceptable cost can in-
creasingly be examined at lower cost points. This does not eliminate the under-
lying debt, but it does change the economics of discovering it. Cheaper discovery
methods reduce the justification for leaving technical liabilities in shadow form.
This is the opening modern engineering organizations should exploit.
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