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Abstract

Federated learning offers a promising approach
to developing privacy-preserving matrix factoriza-
tion algorithms. By combining secure aggregation
(SecAgg) with differential privacy (DP), also re-
ferred to as Distributed Differential Privacy (Dis-
tributed DP), it is possible to achieve formal pri-
vacy guarantees while maintaining a satisfactory
level of accuracy. Recently, the Poisson Binomial
Mechanism (PBM) has emerged as a state-of-the-
art Distributed DP mechanism, which provides
an unbiased estimator. However, despite its effec-
tiveness, PBM suffers from increased communi-
cation overhead caused by SecAgg. To address
this issue, we propose a novel framework called
Differentially Private Matrix Factorization with
Random Projection (DPMF-RP). This framework
integrates PBM with sparse random projection,
breaking the dependency between communication
costs and parameter sizes. In our approach, users
apply sparse random projections to the gradient
matrix, reducing its dimensionality before trans-
mission, thereby significantly decreasing commu-
nication overhead. Our work is the first to design
a differentially private matrix factorization frame-
work that leverages the combination of PBM and
random projection. We rigorously analyze how
these techniques can be effectively integrated to
achieve privacy and efficiency. Empirical studies
in two MovieLens datasets demonstrate that our
approach has little loss in accuracy with € > 1
and m/p > 2, while reducing the communication
overhead by at least 50%.
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1. Introduction

In recent years, recommender system has been extensively
used in on-line services. Collaborative filtering (CF) is one
of the dominant approaches in recommendation systems (Su
& Khoshgoftaar, 2009), and matrix factorization (MF) (Ko-
ren et al., 2009) is among the most effective techniques in
CF algorithms. The success of MF algorithm largely relies
on access to users’ interaction history. However, directly
using these interaction data raises serious privacy concerns.

Federated learning (FL) (McMahan et al., 2016) offers a
promising solution to address these privacy issues. In the
FL paradigm, user data never leaves their devices, and the
model is trained by sharing model parameter updates with
the server. To prevent information leakage from transmit-
ted gradients (Chai et al., 2020), differential privacy (DP)
(Nguyén et al., 2016; Berlioz et al., 2015) has been incor-
porated to provide formal privacy guarantees. Despite its
effectiveness in preserving privacy, a primary challenge
with DP is the trade-off between privacy and utility, often
resulting in utility loss in the trained embedding matrix.

Secure aggregation (SecAgg) allows the server to obtain the
sum of gradients without inspecting individual user updates
(Bonawitz et al., 2017; Bell et al., 2020). The combination
of SecAgg and DP, also known as Distributed DP (Goryczka
& Xiong, 2015; Kairouz et al., 2021; Stevens et al., 2022),
reduces the magnitude of noise added by each user com-
pared with pure local DP. However, most Distributed DP
mechanisms adopt additive noises with unbounded support,
which requires modular clipping and leads to estimator bias.
Recently, (Chen et al., 2022) proposed Poisson Binomial
mechanism (PBM), a state-of-the-art mechanism that re-
turns an unbiased estimator in the high privacy setting.

Despite improved privacy-utility trade-offs, SecAgg usu-
ally suffers drastically increased communication overheads
(Bonawitz et al., 2019). This challenge is exacerbated in
MF-based recommendation systems, where the payload in-
creases linearly with item size. Striking a balance between
efficiency, privacy, and utility remains a non-trivial task.
This leads to a natural question: can we leverage SecAgg to
enhance the utility of MF-based recommendation systems
under DP guarantee, while optimizing communication cost?
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Despite its significance, existing research has not adequately
addressed these challenges in federated learning (FL)-based
recommender systems. To fill in the gap, we propose differ-
entially private matrix factorization with random projection
(DPMF-RP), a novel privacy-preserving federated matrix
factorization framework. Our framework employs PBM as
the distributed DP mechanism to ensure unbiased aggrega-
tion and incorporates sparse random projection (William &
Lindenstrauss, 1984; Kane & Nelson, 2014) into PBM to
reduce communication overhead.

Our rigorous theoretical analysis demonstrates the dual ad-
vantages of sparse random projection. Firstly, the technique
breaks the dependency between communication cost and
item size, resulting in a significantly smaller training pay-
load. More importantly, it enhances the privacy protection
level as less information is transmitted to the server. In
other words, the privatization error is reduced under the
same privacy budget by projecting the matrix into a lower
dimension.

Our contributions are as follows:

* We present a differentially private matrix factoriza-
tion framework enhanced by secure aggregation and
sparse random projection. Though these techniques
have been studied in a separate manner, little work
has rigorously explored their combination to develop a
privacy-preserving matrix factorization algorithm.

* We employ PBM, a state-of-the-art mechanism, for fed-
erated matrix factorization with Distributed DP guar-
antee, and perform comprehensive theoretical analysis
w.r.t. the privacy guarantee, utility loss, communica-
tion, and computation costs when integrating PBM
with sparse random projection. To the best of our
knowledge, this is the first work to combine PBM with
random projection in the context of federated learning.

* We rigorously demonstrate the dual benefits of sparse
random projection in the PBM-based Distributed DP
mechanism. Besides significantly reducing commu-
nication costs, this technique diminishes privatization
error, enabling the optimal selection of a projected di-
mension to balance privatization and projection errors
effectively.

2. Literature Review

Differentially private MF MF can be combined with dif-
ferential privacy in two manners: (i) perturb the model at
the server side to ensure that the released item or user pro-
file and recommendation results satisfy differential privacy
(Liu et al., 2015; Zhang et al., 2019); (ii) perturb clients’
gradients locally so that the server only sees the noisy up-
dates (Minto et al., 2021; Berlioz et al., 2015). The former

assumes a trusted server and is referred to as central DP. The
latter protects users’ information against an untrusted server
and relates more to the research scope of this paper.

Multi-party computation in recommender system Se-
cure multi-party computation (MPC) is employed to com-
pute the summation of private gradients without revealing
any individual values. Existing work has employed secret
sharing and fake marks to protect users’ data at the cost of
higher communication overhead (Lin et al., 2021). However,
SecAgg alone does not provide provable privacy guarantees,
as the aggregated gradient still leaks information about in-
dividual users (Pasquini et al., 2022; Song & Shmatikov,
2019). (Balu & Furon, 2016) combined DP with third-party-
based MPC to provide a privacy guarantee, requiring that
the third-party couldn’t collude with the recommender. In
(Wang et al., 2020), two servers are introduced to store
clients’ data as additive secrets, and model training was
performed between the two servers.

Communication efficient recommender system in FL
setting The transmitted model size depends on the number
of items, rendering large-scale federated recommendation
impractical. Little research has been done to address this
challenge. Authors in (Shin et al., 2018) made the first
attempt to reduce the communication cost using random
projection. (Khan et al., 2021) proposed to transmit the
gradients with the use of a multi-armed bandit approach.

There is a dearth of research addressing the trade-off be-
tween privacy, utility and communication complexity in fed-
erated MF algorithm. Our work fills this gap by integrating
PBM with random projection to preserve utility level and
optimize communication cost under formal privacy bound.

3. Preliminaries
3.1. Federated Matrix Factorization

Consider a system with n users and m items. The sparse
rating matrix R € R™*™ is a user-item interaction matrix.
Each r;; is an explicit feedback of user ¢ for items j, with
1<t <nand1 < j < m. MF factorizes R into two
low-dimensional latent factor matrices, U € R™** for users
and V' € R™*¥ for items. The linear combination of MF is
expressed as

R~UVT, (D)
such that
Tij = uiv; @)

with u; € R¥ and v; € R¥. In sparse matrix R, ri; = 0
can be clarified by situations like the item j possibly not
being of interest to the user ¢ or the user ¢ being unaware
of its existence. To reduce the influence of zero ratings, the
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uncertain factor (Hu et al., 2008) is introduced as:

1 >
e = + K 7"J707 3)
1 Tij:()

where k is a positive parameter. The loss function with
uncertain factor expresses as:

T =3 cijlrg —ul P4 A il + 13 oy .
i J

(4,4)

“
with regulation factors A and p. Alternating Least Squares
(ALS) and Stochastic Gradient Descent (SGD) are two com-
mon ways involved in minimizing the loss function. We
follow (Ammad-Ud-Din et al., 2019) to integrate the two
algorithms for federated gradient update.

Users’ latent factor matrix U is computed locally using
closed form formula under fixed V' (Ammad-Ud-Din et al.,
2019):

u; = (VTC'V + M) 'R CVT, 5)
where C* € R™*™ is a diagonal matrix with C; = ¢;;.

Items’ latent factor V' is updated using SGD approach:

aJ
Vi =05 = Y, (6)
J J 8’Uj
where ~y; is the learning rate at iteration ¢, and:
oJ .
o = _QZf(Z7]>+2MUi7 %)

where f(i,j) = ¢ij(rij — usv] )u; is computed on each
user locally. We adopt the Adaptive Moment Estimation

(Adam) method (Kingma & Ba, 2014) for gradient descent.

3.2. Differential Privacy

We introduce the definition of differential privacy (Cormode
et al., 2018) and Rényi differential privacy (RDP) (Mironov,
2017).

Definition 3.1 (Differential Privacy). A randomized algo-
rithm M is (e, §)-differentially private if it satisfies:

P(M(D) € 8) < eP(M(D') € 8)+5, (8

for all neighboring datasets D and D’ and S C Range(M).
Definition 3.2 (Rényi Differential Privacy). A ran-
domized algorithm M is («,€)-RDP if it satisfies
Do (M(D)||M(D')) < e for all neighboring datasets D
and D’ and S C Range(M), where D, (M (D)||M(D"))
is the Rényi divergence defined as:

nars (s (5) ] o

Note that if M is an («, ¢(«))-RDP mechanism, it also

satisfies (e + lofj{é,
1.

0)-differential privacy forany 0 < ¢ <

Another related concept is ,-sensitivity, capturing the mag-
nitude by which an entry can change the output of function
f in the worst case (Dwork et al., 2014).

Definition 3.3. Let the mechanism f(R) : Range(R) —
R operates on a dataset R. The [,,-sensitivity of f is:

Ap(f) = mas [F(RY) = FRP), (10)

where R“ and R? are any pair of neighboring datasets that
differ in at most one entry, and || - ||,, denotes the {,,-norm of
the inner vector.

Remark 3.4. For mechanism f(R) : Range(R) — R"**,
its [,-sensitivity is defined by:

Ap(f) = max [F(RY) = F(RP)pp, (1D

where | - ||, denotes the [, ,-norm (Ding et al., 2006) of
inner matrix:

1/p

[Allpp = Z Z |ai;|” : (12)
i

3.3. Sparse Random Projection

We state the definition of sparse random projection matrix

S.

Definition 3.5. For p < m, let S € RP*™ be a sparse
random projection matrix with each entry given by

Sij = 0(j) - Ling)=iy» (13)

where o : [m] — {=1,+1} and h : [m] — [p] are two
independent hash functions.

The matrix is sparse in the sense that each column in S
contains exactly one non-zero element.

For a vector v € R™, the random projection matrix allows
to reduce the dimension from n to p via the transforma-
tion w = Sv. The original vector can be approximately
reconstructed using © = ST w.

3.4. The Poisson Binomial Mechanism

The Poisson binomial mechanism (PBM) (Chen et al., 2022)
is a discrete differential privacy mechanism that achieves
unbiased estimator with the same utility trade-offs as the
continuous Gaussian mechanism. The protocol mainly con-
sists of three steps: (a) transform the [, geometry of the
vector into [, via Kashin’s representation, (b) each client
applies scalar Poisson binomial mechanism (Algorithm 1)
on each coordinate of the vector, and (c) server aggregates
and reconstructs the sum.
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Algorithm 1 The Scalar Poisson Binomial Mechanism
(ScalarPBM)

Input: clipping threshold ¢ > 0; private number x €
[—c, +c]; scaling factor 6 € [0, 1]; quantization count
qeN

Output: privatized number z

Re-scaling z: p = %z + %

Privatization by sampling from binomial distribution z =
Binom (g, p).

Return z

3.5. Secure Aggregation

To prevent the server from accessing individual user gra-
dients, our framework employs the secure aggregation
(SecAgg) protocol proposed by Bonawitz et al. (Bonawitz
et al., 2017). The main idea of the protocol is that the pair-
wise masks established between clients will be canceled
out once the masked gradients are summed up at the server.
Specifically, each client ¢: (1) negotiates shared randomness
seed s;; with every other clients j € [n/i]; (2) derives pair-
wise masks m;; = F'(s;;), which are added to their local
gradients x;:

Yz‘:Xz'*Zmz'jJerm

7<i Jj>i

(14)

The masked gradient y; is sent to server for aggregation:

ZYiZZ Xi_zmij+zmij :szv

i j<i j>i
15)

4. Proposed Method

We assume an honest-but-curious (Yang et al., 2019) recom-
mender and users are unwilling to share their interaction data
with the recommender. Our system operates in a federated
learning setting where users compute their local parameters
and transmit their privatized updates to the recommender.
The recommender then updates the shared parameters us-
ing the aggregated updates. The overall framework of our
method is visualized in Figure 1.

4.1. Differentially Private Matrix Factorization

Our proposed algorithm, DPMF-RP, builds on the federated
implementation introduced in Section 3.1. We slightly mod-
ify the computation of f(4, j) in Equation 7 to preserve [y
sensitivity. We clip the rating error within [—e, €].

eij = (rij — UinT),
(16)

é;; = max{—e, min{e;;,e}},

J(i,7) = cijésju.

User Device

Server
Send B
1) Reconstruct v en
-.’ 2 Update U
—
-
) 1) Compute vV Send Z!
Interaction 2 Project VI to VB

data 3) Perturb VB into z!

Qutput v, U for recommendalioy

Figure 1. Overall framework of DPMF-RP

User ¢’s latent factor is clipped to a maximum /;-norm of
B 1.

B
U; = Uj * min{l, 7} (17)
[Jwillx
The resulting /1 sensitivity of the gradient matrix VV is
bounded by Ay = 4e(1 + k) B/ (see Lemma ??).

Algorithm 2 outlines the federated learning implementation
for our protocol, which consists of three main components:

* Sparse random projection: each participating user ¢
computes a compressed version of item embedding
gradients V B? by sparse random projection VB! =
SVVi. The server updates and maintains the com-
pressed item embedding matrix B.

* Poisson binomial mechanism: the projected gradient
matrix V B! is privatized by Poisson binomial mecha-
nism. Initially, we transform the /; geometry of V B*
into [, via Algorithm 3. Following this transformation,
we apply scaler PBM on each coordinate to obtain a
noisy form of discrete representation Z°.

» SecAgg: we utilize the SecAgg outlined in Section 3.5
to compute the modular sum of Z*. The communica-
tion cost of the SecAgg protocol scales linearly with
the number of users and items.

4.2. Security and Privacy Analysis

4.2.1. RENYI DIFFERENTIAL PRIVACY (RDP)
GUARANTEE

We summarize the privacy guarantee in the following theo-
rem.

Theorem 4.1. For any o > 1, Algorithm 2 satisfies («, €)-

RDP with:
62 2 k
_— o\ ark.
(1-20)* \a—1/ pn

for some large enough C.

(18)
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Algorithm 2 Differentially Private MF

Input: rating matrix R € R"*™
Output: user latent factor U € R™**; item latent factor
Ve Rmxk
Initialize S, U and V
B=S5SV
fort=1,2,....,T do
Server randomly selects 3 of users as sample A;(u)
for user i € A;(u) do
Receive B from server
Compute V = STB
Update u; using equation 5
Clip u; = u; - min{1, Hfﬁ}
Compute item latent factor gradients matrix VV?,
with j** row be f (i, j) computed from equation 16
Compute VB! = SVV!
Flatten the matrix VB < FlatMat(VB?).
for each element of VB’ do
Zi, + ScalarPBM ( % VB, 0,q)
end for
Send Z* to the server via SecAgg.
end for

Server computes via SecAgg the aggregation VB =
70 _ Q|At2(u)|)

Aq <Z
VP q0] A (u)] 1€ A (u)
Server unflattens the matrix VB <+ RevMat (V B, p)
Server updates B using ADAM
end for
Return U € R"*k |/ ¢ Rmxk

Proof. We initially leverage the sensitivity bound of VB
to guarantee that each |Z;l| is upper bounded by A;/,/p.
Let VV and VV’ be any two m X k matrices with [; sen-
sitivity bound |VV — VV'||; < A;. Lemma 4.2 states
that applying the sparse random projection preserves the Iy
sensitivity.

Lemma 4.2. For sparse matrix S defined in Definition 3.5,
we have ||[SVV — SVV'|11 < Ay
The privacy guarantee for the scalar version of PBM with

one dimension is established by Lemma 4.3.

Lemma 4.3. Algorithm I with SecAgg satisfies («, €)-RDP
forany a > 1 and:

B 62 a? q
E—C()(1_29)4 (a—l) ﬁin’ (19)

where Cy is some large enough universal constant.

To achieve the privacy bound for the multi-dimensional
PBM, we apply the composition theorem of RDP (Mironov,

2017) and obtain the privacy guarantee:

B B 62 a? qpk
e_zk:;ek.l = Co gy <a_1> T @0

4.2.2. STRONGER PRIVACY PROTECTION

An important observation in Theorem 4.1 is that sparse
random projection enhances the RDP privacy guarantee,
especially when the gradient matrix is projected to smaller
size. Theorem 4.1 reveals that a smaller value of p leads to
a higher level of privacy protection, given the same set of
privatization parameters. Furthermore, projecting the item
gradients to a p X k matrix effectively decreases the privacy
budget e compared to the case where random projection is
not applied (see Appendix C.3). From the noise perspective,
we will show in Section 5.1 that the privatization error re-
mains unchanged regardless of the projected dimension. In
other words, random projection can reduce the privatization
noise required to achieve the same privacy guarantee, as
fewer information is transmitted to the server.

4.2.3. SECURITY AGAINST SERVER COLLUDING WITH
CLIENTS

We begin with the scenario where both the server and clients
are curious-but-honest. The SecAgg protocol ensures that
the joint view of the server and ¢ < [fBn/3] — 1 users
reveals no information about individual gradients, except the
aggregation results (Bonawitz et al., 2017). In other words,
the SecAgg protocol allows the server to collude with up to
[Bn/3] — 1 clients without compromising privacy.

The SecAgg protocol also preserves privacy against mali-
cious server that conducts active inference attack by send-
ing falsified message to the clients. The signature scheme
enables clients to verify message integrity, ensuring that
messages are not tampered by the server (Bonawitz et al.,
2017). The collusion between a malicious server and up to
[Bn/3] — 1 clients does not reveal any information about
individual updates.

4.3. Communication and Computation Analysis

In this section, we analyze the communication and com-
putation overheads. Table 1 presents a comparison of the
computation cost among DPMF-RP, the federated MF in
non-private and pure SecAgg setting. For the non-private
setting, each user directly uploads their plaintext gradients
to the server. The pure SecAgg setting employs SecAgg to
protect individual gradients while excluding PBM and ran-
dom projection. b is the number of bits required to represent
a single numerical value.



Differentially Private Matrix Factorization with Secure Aggregation and Random Projection

4.3.1. CHOICE OF 6 AND ¢

To minimize the communication cost, we would like to
pick ¢ as small as possible. The following steps describe
how to determine ¢ and 6 under given € and « for optimal
communication efficiency:

e Compute 6 using expression 18 using ¢ = 1, and clip
6 to the maximum value of 1/4.

e If § = 1/4, calculate ¢ according to expression 18.
Otherwise ¢ = 1.

The mechanism ensures that q is upper bounded by:
a—1\ pne
< . 21
q< < o2 ) Coph 2D

4.3.2. COMMUNICATION COST

We analyze the communication overhead in terms of mes-
sage size each user uploads to the server. The per iteration
communication cost is O(pk log g+ Sn) for each user. Plug-
ging in the upper bound of ¢, the communication cost can

ne

be expressed as O(pk log <7 + Bnb). Then the server com-

munication cost is given by O(8npk log (BXZZ + (Bnb)?).

Table 1 shows that the communication overheads are opti-
mized compared with the pure SecAgg setting, given that
p < mand ¢ < b. While the SecAgg protocol introduces an
additional communication cost of Snb compared to the non-
private setting, DPMF-RP maintains an advantage when p
and q are sufficiently small.

4.3.3. COMPUTATION COST

The user’s computation cost can be broken as: (1) recon-
struct V from B (O(mk) complexity); (2) update user la-
tent factor u; (O(mk? + k3) complexity); (3) obtain the
raw reduced gradient matrix VB® (O(mk) complexity);
(4) flatten the reduced gradient matrix (O(p2k) complex-
ity); (5) compute the privatized output Z* (O(pk) com-
plexity); (6) operations related to SecAgg (O(pk + 3?n?)
complexity) Therefore, the user’s computation cost adds up
to O(mk? + k3 + p*k + 3°n?).

The server’s computation cost can be broken as: (1) ag-
gregate gradients from participating users (O(Snpk) com-
plexity); (2) unflatten the aggregation matrix (O(p?k) com-
plexity); (3) operations related to SecAgg (O(pk3?n?)
complexity). Hence, the server computation overhead is
O(pkB*n? + p*k).

The user’s extra overhead O(p?k) in our algorithm comes
primarily from PBM related operation-matrix flatten. On the
other hand, we allow the server to improve the computation
efficiency over the pure SecAgg setting since it operates on
a reduced matrix.

5. Utility Analysis
5.1. Error Bound on Gradients

We examine the deviation between STV (B®)" and VV )
measured by MSE, which is decomposed as:

E[ISTVB - VV|3] <
E[|STSVV —VV|3] +E[|ST(VB' - VB)|Z],

projection error privatization error

(22)
where E[] takes the expectation over ® and L, and || - || p
denotes the Frobenius norm of the inner matrix.

We start by bounding the projection error.

Lemma 5.1. Given any VV € R™* and S ¢
{=1,0,1}P*™ defined in Definition 3.5, we have:

2
E[|sTSYV - VVIE] < SEIVVIE. @3

Next, we establish a bound for the privatization error as
follows:

Lemma 5.2. Given any VB’ computed via Algorithm 2,
and S € {—1,0,1}P*™ defined in Definition 3.5, it holds
that: A2
k
E[||ST(VB' — VB)|%] < E2L
5™ WE] < et
where V B represents the gradient in non-private setting.

(24)

Finally, we obtain the total error bound by summing up the
projection and privatization errors:

Theorem 5.3. Given any VB’ computed via Algorithm 2,
and S € {—1,0,1}P*™ defined in Definition 3.5, it holds
that:

mkA2
4Bnqh?”

2
E[IS"VB - VVIE] < “FIVVIE+ (25)

5.2. Optimal Choice of Projected Dimension

In this section, we examine how to determine the projected
dimension p to optimize the error bound on gradients. By
referring to equation 18 and 25, we observe that a decrease
in the value of p leads to an increase in the error bound mea-
sured by mean square error (MSE), along with a reduction
in the privacy budget e. We establish theorem 5.4 to balance
the trade-off between MSE and privacy budget:

Theorem 5.4. For any a > 1 and € > 1, by picking p =

© ("Bki V\%W), the MSE in equation 25 is minimized as

O (mkA3\/am/\/Bne).

The optimal selection of p depends on the balance between
projection and privatization errors. When privatization error
dominates, such as under higher privacy demands or with
a small user population, the matrix can be projected to a
lower dimension to minimize the error bound.
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Table 1. Computation and communication cost of DPMF-RP and FL in non-private & SecAgg settings.

Server Communication Cost

User Communication Cost

Server Computation Cost User Computation Cost

Non-Private O(Bnmkbd) O(mkb)
Pure SecAgg O (Bnmkb + (Bnb)?) O(mkb + pnb)
DPMF-RP O (,Bnpk log g;z + (Bnb)z) O(pklog 5;”;

+ [nb)

O(Bnmk)
O(mkB*n?)
O(pkf*n® + p°k)

O(mk? + k%)
O (mk® + K* + (Bn)?)
O (mk® + k> + p°k + (Bn)?)

5.3. Convergence Analysis

We analyze the convergence rate of Algorithm 2 under the
choice of p in Section 5.2. To complete the analysis, we
further need the following assumption:

Assumption 5.5. The objective J = f(x) is a Lipschitz
continuous with regards to V:

LfVU) = (VO < LyllV = VI, (26)
for any V, V/ under any fixed U.

Our algorithm guarantees gradient smoothness with respect
to the item latent factor V:

Lemma 5.6. There exist a constant L, such that the objec-

tive J = f(x) satisfies:
IVvf(VU) = Vv f(VEU) < LoV = VIl @2D)
Sor any item latent factors V and V.

Based on the aforementioned assumption and lemma, we
can establish the convergence theorem below:

Theorem 5.7. Under Assumption 5.5, after T iterations,
the output of Algorithm 2 satisfies:

minE [|Vf (V' U")|*]

o Lg(mkAT/a/\/Be + L) (28)
- logT ’

by choosing the learning ' = @(%) and projected dimen-
sion p = © (mnpB+/Be/(ky/a)).

Remark 5.8. By substituting L, < p + kB}(1 + k) (see
Appendix F), the bound is approximately linear in the item
regularization coefficient p. Noted that the actual value of
L, depends on the dataset’s specific distribution and can be
significantly smaller than this upper bound.

6. Experiment
6.1. Dataset and Experiment setting
6.1.1. DATASET

The experiment is performed on three datasets with varying
sparsitio:s1 2: a) the 100k MovieLens dataset (ML100K)

"https://grouplens.org/datasets/movielens/
“https://www.yelp.com/dataset

with ratings from 943 users for 1,682 movies, b) half of the
10M MovieLens dataset (ML5M) including ratings from
34,939 users for 5,338 movies, and c) a subset of the Yelp
dataset (Yelp) with ratings from 10,000 users and 30,000
restaurants.

6.1.2. EVALUATION METRICS

The performance are measured using five metrics: Root
Mean Square Error (RMSE), accuracy, recall, F1-score, and
mean Average Precision (mAP). Refer to appendix H for
the definitions.

6.1.3. HYPER-PARAMETER AND OTHER SETTINGS

We set A = 0.25,u = 0.9, 51 = 0.9, B2 = 0.8, v = 0.05,
B; = 0.001, k = 15 for all datasets. Additional settings
include: k = 14, ¢ = 1.5 for ML5M; k = 14, e = 1 for
ML100K; & = 20, e = 1.5 for Yelp. The parameter p is
considered as a constant ratio of m, with m /p ranging from
1 to 10. Unless otherwise specified, 8 = 0.1 of users would
participate in each iteration. We consider privacy budget for
the entire training process, with € ranging from 0.1 to 10 for
o = 2. Each reported value is taken as the average of four
experiments.

6.2. Experiment Results
6.2.1. COMPARISON WITH CENTRALIZED MF

We benchmark our proposed algorithm DPMF-RP under
€ = 1 against Matrix Factorization with Alternating Least
Squares update (CentralMF), with performance reported in
table 2.

In Table 2 for ML100K, the values of RMSE and mAP
in the central setting are similar to those for Algorithm
2. The proposed federated model possesses higher recall,
comparing with CentralMF model, at the cost of reduced its
recommendation precision and thus F1 values. Moreover,
the central model provides higher precision and F1 values.
Similar patterns are presented in the measured metrics of
the experiments employing ML5M and Yelp datasets.

6.2.2. SELECTION OF p

In Figure 2, we investigate how the privacy budget e and the
participation rate § influence projection and privatization
errors, thus affecting the optimal choice of p. The two types
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Table 2. Performance for centralized and federated setting.

ML100K ML5M Yelp

CentralMF

RMSE 0.9968+00108  0.9007+0.0021  1.0008+0.0018

Precision  0.2776+00048  0.2955+0.0023  0.0414+0.0007

Recall 0.2418+0.0040  0.2013+0.0022  0.0826-+0.0010

F1 0.2451+00041  0.2394+00023  0.0571=+0.0008

mAP 0.1395+00018  0.1178+0.0027  0.0299-+0.0006
DPME-RP

RMSE 1.0083+0.0024  0.9459+00019  1.0355+0.0044

Precision  0.1965+0.0103  0.1822+0.0023  0.0379+0.0011

Recall 0.2472+00125  0.2329+00047  0.0869+0.0029

F1 0.2189+0.0112  0.2045+0.0026  0.0528+0.0016

mAP 0.1158+00095  0.1150+0.0036  0.0276=+0.0010

of errors are computed by ablation studies in RMSE under
m/p = 3. Specifically, projection error is the average of:

a) case 4 minus case 1, and b) DPMF-RP minus case 3.

Similarly, the privatization error is the average of: a) case 3
minus case 1, and b) DPMF-RP minus case 4.

Under ¢ = 1 and § = 0.1, privatization error is slightly
less than the projection error, comprising 43% of the total
error, and the RMSE is minimized around m/p = 3. When
the privacy budget e decreases to 0.01, the proportion of
privatization error is reduced to around 45%, shifting the
optimal m /p to around 4. A similar pattern is observed for
e = 1 and 8 = 0.01. The highest proportion of privatization
error, 62%, occurs with e = 0.01 and 8 = 0.01, where the
optimal m /p increases to approximately 6.

11
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104 ::7g)f 002
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~=—g=1, B=0.1 ~»—£=0.01, B=0.1 €=1, p=0.01 €=0.01, B=0.01 W Privatization error Projection error

Figure 2. Tmpact of projected dimension m/p (left) and error
analysis (right) under various privacy budget € and participation
rate 5 on Yelp dataset.

6.3. Hyperparameter Analysis

Figure 4 presents the impact of different hyperparameters
on F1 and mAP for ML5M and ML100K datasets. The
parameter B is used to clip the latent factor matrix U and
calculate 07 in Algorithm 2. A higher value of B; results in
smaller clipping error while greater loss in the privatization
step. As the parameter value increases before reaching
0.001, the values of F1 and mAP for both datasets gradually
increase. The values of F1 and mAP slightly decrease after
B; = 0.001. The result indicates that an optimal choice of

B could be around 0.001.

6.3.1. COMMUNICATION COST

Figure 3 shows the per user communication cost in realistic
experiments. As shown in Figure ??, with a constant dimen-
sion reduction ratio m/p, the communication cost increases
linearly with the latent factor size k. Figure ?? demonstrates
that when item size m increases, the communication cost
rises at varying rates depending on the dimension reduc-
tion ratio. Higher dimension reduction ratio m/p results
in less expensive communication costs. For m/p = 2 and
m/p = 3 the payload is approximately 50% and 34% of the
case without random projection.

Communication Cost (M8)

\

£
s
Cos

2 4 6 8 10 12 14 16 18 20 22 24 26 28 30

Latent factor size k Iter

——m/p=d —e—m/p=3 mip=2 m/p=1 ——m/p=4 —e—m/p=3 m/p=2 m/p=1

Figure 3. Communication cost by latent factor k (left) and item
size m (right) under user size n = 10000 and participation rate
B =0.1.

7. Conclusion and Future Work

This paper proposes DPMF-RP, a differentially private ma-
trix factorization framework enhanced by secure aggrega-
tion and random projection. Each user applies random pro-
jection on the item gradient matrix to reduce communication
overhead. The projected gradient matrices are summed by
SecAgg which lowers the magnitude of noises added to
the gradients. We employ PBM, a state-of-art Distributed
DP mechanism, that returns unbiased estimator and results
in lower communication cost in high-privacy regime. We
compute a theoretical error bound on the perturbed gradi-
ent matrix and derive the choice of p that achieves optimal
tradeoff between privacy budget and MSE. Empirical stud-
ies show that: (i) our approach suffers little loss in accuracy
with e > 1 and n/p > 2, saving the communication over-
head by at least 50%; (ii) SecAgg drastically improves the
model performance with lower noise levels.

Our work opens up research opportunities for the follow-
ing directions. Firstly, existing literature focuses on the
linear random projection, while few research has studied the
nonlinear dimension reduction algorithms. Integrating non-
linear random projection with Distributed DP mechanism
could produce better utility guarantees. Secondly, it is inter-
esting to evaluate our framework on other applications such
as image recognition and natural language understanding.
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A. Notations

Table 3 lists the notations and their descriptions used throughout this paper.

Table 3. Notations used in the paper.

Notation Description Notation Description
n The number of users m The number of items
k Dimension of latent factor I Dimension of user attributes
ly Dimension of item attributes R, 7,7 Rating matrix
U, u; User latent factor V, v, Item latent factor
C, K Uncertainty coefficient and parameter | «, € Privacy parameter
A Regularization coefficient S Sparse random projection matrix
D Dimension of compressed gradient ma- | B Compressed matrix for V'
trix after random projection
\YA% Gradient matrix of V' VB Compressed gradient matrix of V'
B1 {1-norm of user latent factor Aq l1-sensitivity of gradient matrix VV'
A Privatized gradient B8 Proportion of participated users
q Quantization count in PBM 0 Scaling factor in PBM
Co Sufficiently large universal constant [d] Set of integers {1, 2, ...,d}
B. Algorithms

Algorithms 3, and 4 presents the auxiliary algorithms for DPMF-RP.

Algorithm 3 Flatten matrix (FlatMat)

Input: compressed gradient matrix B € RP**
Output: flattened gradient matrix B e RV %k
Select p’ be the smallest number of power 2 no less than p, and construct B’ by padding B with p’ — p rows of Os.
Flatten the padded matrix B = H D, B', where H € {—1/v/p/,+1//p'}? 7" is a Walsh-Hadamard matrix satisfying
HTH =T and D¢ € {~1,0,+1}?"*?" is a diagonal matrix with £ € {1, +1} on the diagonal.

2 P’ %k i 5 Ay
Return B € R that satisfies || B||oo < T

Algorithm 4 Reverse matrix (RevMat)

Input: flattened matrix B € RP"**; dimension after projection p
Output: compressed matrix B € RP**

Reverse the matrix B’ = D¢ H TR

Construct B by selecting the first p rows in B’.

Return B € RP*F

C. Proof of Privacy Bound
C.1. Proof of Lemma 4.2

The element in the matrix is computed by:

= Sin(VVij — VVi)).
h=1

11
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Then the [ ;-norm is bounded by:
S ISVV = S5VV =" hzn: Sin(VVij
(2] i g =1
~VVil < Z Z Z |Sin(VVij = VVi;)|
=> > Z|Sm VVii = VVii)l)
jz Z |VVij — VVi,| = AL

J

(30)

C.2. Proof of Lemma 4.3

The proof follows by: (a) decompose z into Bernoulli distribution, (b) bound the Rényi divergence with maximum achieved
at extreme points, (c) remove common parts of random variables, and (d) bound the Rényi divergence with moment
generating function. Refer to (Chen et al., 2022) for the detailed proof.

C.3. Privacy Bound without Random Projection

In the following, we provide the privacy guarantee for the case without sparse random projection.
Proposition C.1. For any o > 1, Algorithm 2 without sparse random projection satisfies («, €)-RDP with:

B 62 o qmk
¢=Coli =gy (a1> Bn 1)

for some large enough C.

Proof. In this case, each user directly transmits the privatized version of VV, instead of V B, to the server. Let VV and
VV’ be any two m x k matrices with [; sensitivity bound |[VV — VV’|; < A;.

Lemma 4.3 states that the scalar version of PBM with one dimension satisfies («, €)-RDP for any o > 1 and:

92 042 q
=C —_. 32
T 20 (a—l)ﬂn (32)
Then we can obtain the privacy guarantee for the multi-dimensional PBM:
62 a? qmk
= = . 33
=X S =g (251) &
O

D. Proof of Lemma 5.2
Proof. Given 0? = E [(VBj; — VB;;)?] for any 4, j, it holds that:

k m p 2
E[|S"(VB' - VB)|z] =Y ) E <Zslj(6n)>
=1

1=15=1

k. m P
= Z Z ZE SE07) + 2 ZE[51j5li5hj5m] (34)

i=1j=1 |1=1 1£h
E m ©p
0'2 2
=22 = mhko®,
im1 j=1k=1 P
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where 0; = VB;,, — VBy, for all k, i.

We proceed to bounding o
E[|VB - VB|%] =& [||UTVB’ - UTUVB||2F]

(a) -
< VE[|IVB - UVB|}|

A2 A ‘
= ,82712;292 : Z E [”Zz *E[ZZ]H%}

iEAr(u)
pkA1
. \V/ i
52"2 PP AZ>ZZ (Zi0) < Lngee

where U is the rotation matrix H D¢, and (a) follows from the Cauchy—Schwarz inequality.

Hence, o is bounded by:

A2
2 _ !’ 2 ') < 1
o* =E[IVB' ~VBI}] /0'h) < 35 1.
Plugging 36 into 34, we have:
kA2
E[|ST(VB — VB MRS
[IS7(VB' = VB[] < 5t

E. Proof of Theorem 5.4

Under a given €, we can rewrite ¢ in terms of € and 6:

(1-20)* fa—1\ Pne
N 02 o? ) Copk’

Plugging in the expression of Theorem 5.4, it holds that:

, 2m
E[ISTVE - VVIE] < —=IVVIE

Copmk?A2 1 a?
482n2¢ (1-20)* \a—-1)"

Hence, the optimal p can be achieved by:

_ \/8n2626(1 ~20)1(a — D[V}

Cok‘2A%Oé2

Next, we rewrite the bound of ||V||% in terms of Aj:

n k Bm
HVVH% = % Z Z (Z cij(rij — Uﬂf)“ih)
2

4ﬂmn(1 + a)26232 ﬁmnA%
p? 4
Considering that 6 < i, the MSE can be minimized at:
(nﬁ V/Bmne )
=0————— .
ko
By replacing p in expression 39, we can obtain the optimal MSE given by © (mkA?\/am/+/Bne).
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F. Proof of Theorem 5.7

We begin by proving Lemma 5.6. The Hessian matrix of item latent factor V' is given by:
UTCU + pI
VI IV,U) = 7 (43)
vtcmu + pl
where C* € R™*™ is a diagonal matrix with C7; = c;;.

The eigenvalues of each U7 C*U + ul is lower bounded by p since UT C*U is a semi-positive definite matrix. Then we
examine the upper bound of the eigenvalues. The absolute value of each element in the U7 C*U is bounded by:

§ UhoUloCoi § Uho § Ulo
o o o

< (1+ k) < BZ(1 4+ k). (44)

The bound for the eigenvalues are derived from the Gershgorin Circle Theorem:
Omaz(UTCWU + pI) < pp+ kB?(1 + k). (45)
Therefore, there exist a constant L, < u + kB (1 + &), such that expression 27 is satisfied.

Next we proceed to the proof of Theorem 5.7. The computation of user latent factor from equation 5 ensures that
Vo f(V,U) = 0, and thus we focus on the convergence bound of Vy f(V, U). Based on Lemma 5.6, it holds that:

VLU < f(v Ut

(Vv f(V!, U, STVB') + %”2 [TV B[] o

Noted that |STVB!||% < ||STVB! — VV||% + |VV||%. By taking the expectation, we have:
E[f(VFL U] <E[f(V, U]

ey st e+ 20 2 vy, (47)
where:

Ohue =E[|STVE — VV|2] < © (mkAVa/y/Be). (48)
The Lipschitz continuous assumption suggests that:

IVVI[E < L. (49)

For a fix V, the loss function is convex in U given the positive-definite Hessian matrix. Therefore, the update of U in
equation 5 ensures that:

FVLUT) < f(VL T, (50)
Therefore, we can arrive at the following expression by aggregating both sides of equation 46 and 50 over all iterations:
L,(mkA2\/a/\/Be + L?
minE [|Vy f (V! UY)|P] < 0( o QT ). Gl

Given that our algorithm guarantees ||V f(V, U)|| = 0, we can complete the proof.

G. Datasets

Table 4 summarizes the statistics for the datasets.

14
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Table 4. Statistics of the datasets.

#Users #Items # Ratings Density
ML100K 943 1,682 100,000  6.30%
ML5M 34939 5,338 4,327,872  2.32%
Yelp 10,000 30,000 308,354  0.10%

H. Evaluation metrics

Our experiment sets the rating threshold to be 4, and the number of items recommended to be 10 per user. The metrics are
defined as:

RMSE = i — T )2, 52
|usrz\/|0| (Fij = 7ij) (52)
JEO;
Precision = |usr| Z i + fl (53)
t’L
Recall = 54
eca u sr|zt’+f“ 4

2 x Precision x Recall
F1l=
Precision + Recall ’ 55

where t;, ;;, and f! denotes the true positive, false positive, and false negative for user 4 respectively.

The computation of mAP relies on the following expression of average precision (AP):
1 Qo

AP = =" P(k) - rel(k), (56)

t
P =1

where P(k) denotes the precision up to the k" item in the recommendation list, and rel(k) indicates whether the k" item
is relevant. Then the mAP is obtained by:

1
AP = —— AP;. 7
i lusr| ; ' (57)

I. Impact by User Activeness

We investigate the performance on users with varying levels of activeness to assess the differential impact of random
projection and PBM. Using the Yelp dataset, users are divided into five groups based on the number of ratings: [0, 25), [25,
50), [50, 100), [100, 500), and [500, +o0). The differential impact is measured by the variance of rating prediction error
(Rastegarpanah et al., 2019). For a partition G = {G1, ..., G4}, we compute the mean squared error (MSE) for group £ as:

1 .
Li==—= Y (fij—rij)% (58)

A

where (2 denotes the set of ratings in group k. The variance is then computed by:
1 Z
Vm«_—ZZZLk—Ll ) (59)
k=11>k

Table 5 presents the MSE per group and the variance across groups. DPMF-RP increases the average MSE by 7% compared
to central MF, with the most significant impact observed among users with fewer than 25 ratings, where MSE rises by 22%.
Additionally, the variance across the five groups increases from 0.23 in central MF to 0.31 in DPMF-RP.
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Table 5. MSE by user activeness on yelp dataset.

Central MF DPMF-RP
Partition MSE Var MSE Var
Group 1 [0, 25) 1.81+0.14 2.21+011
Group 2 [25, 50) 2.04+0.03 2.09+0.05
Group3  [50,100) | 135002 023 | 1382000 071
Group4 [100, 500) | 1.02+0.01 1.07+0.01
Group 5 [500, +00) | 0.78+0.00 0.81+0.00

J. Ablation Studies

Our proposed Algorithm 2 involves DP mechanism given by Algorithm 1, secure aggregation, and random projection. To
measure their affect on the model effectiveness, several cases in Table 6 are used to study the performance under the same
privacy protection budget. Table 6 introduces the accuracy result of them.

Table 6. Ablation studies. RanProj represents random projection. In case 2, g and 6 are computed with Sn = 1.

PBM SegAgg RanProj

DPMEF-RP

Case 1: non-private X
Case 2: non-SecAgg 4
Case 3: non-projected V4
Case 4: non-DP X

< <X X
< X <X

In Table 7, we can observe that the performance of case 2 is significantly worse than other cases, as the absence of SecAgg
necessitates larger scale of noises to retain the same level of privacy protection. Meanwhile, the F1 score and mAP listed
in other three cases show similar level as the full algorithm, indicating that the noise mechanism and random projection
operations have acceptable impact on the accuracy.

Table 7. Result of ablation studies.

Case 1 Case 2 Case 3 Case 4
RMSE 1.00+0.006  1.10+0012  1.01+0000 1.01+0.005
Precision  0.27+0002  0.12+0003  0.23+0002  0.20+0.001
ML100K Recall 0.23+0011  0.13+0005 0.26+0001  0.24+0.004
F1 0.24+0009  0.13+0003  0.24+0001  0.22+0.008
mAP 0.13+0006  0.05+0002  0.13+0.003  0.11+0.003
RMSE 0.94+0001  1.03+0022 0.95+0001  0.94+0.002
Precision  0.2740004 0.11+0003  0.20+0002  0.19+0.003
ML5M Recall 0.18+0008  0.15+0004 0.24+0001  0.23+0.004
F1 0.2240005  0.134+0002  0.224+0002  0.20+0.006
mAP 0.12+0003  0.06+0003  0.12+0002  0.11+0.003
RMSE 1.00+0002  1.2640.005 1.03+0002  1.04+0.002
Precision  0.04+0001  0.03+0001  0.04+0000 0.04=+0.001

Yelp Recall 0.08+0.001  0.06+0002  0.08+0.001  0.0940.003
F1 0.06+0001  0.04+0001  0.05+0002  0.05+0.002
mAP 0.03+0000 0.02+0001  0.03+0001  0.03+0.001

K. Hyperparameter Analysis

Figure 4 presents the impact of different hyperparameters on F1 and mAP for ML5M and ML100K datasets. The parameter
B; is used to clip the latent factor matrix U and calculate d; in Algorithm 2. A higher value of B; results in smaller clipping
error while greater loss in the privatization step. As the parameter value increases before reaching 0.001, the values of F1
and mAP for both datasets gradually increase. The values of F1 and mAP slightly decrease after B; = 0.001. The result
indicates that an optimal choice of B; could be around 0.001.
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Figure 4. Accuracy with varying clipping norm B, latent factor size k, user regularization coefficient A, and item regularization coefficient
1.

Regarding the size of the latent factor k&, for ML100K, the values of F1 and mAP increase when k is smaller and equal to 14,
and decrease slightly after that. For ML5M, the curve has a small fluctuation when £ is equal to or greater than 14. Overall,
the change of £ had little effect on the results when its value reaches 10.

The user regularization coefficient A has a greater impact on accuracies for ML100K than ML5M. We can observe that F1
and mAP reach the maximum value around A = 0.2, with accuracy slightly declining after that point. For item regularization
coefficient p, the best performance occurs at ;4 = 0.9 for ML5M dataset, while the impact of y is less pronounced for
MLI100K.
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