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Abstract

Advances in generative models have made it possible for Al-generated text, code,
and images to mirror human-generated content in many applications. Watermark-
ing, a technique that aims to embed information in the output of a model to verify
its source, is useful for mitigating the misuse of such Al-generated content. How-
ever, we show that common design choices in LLM watermarking schemes make
the resulting systems surprisingly susceptible to attack—Ileading to fundamental
trade-offs in robustness, utility, and usability. To navigate these trade-offs, we
rigorously study a set of simple yet effective attacks on common watermarking
systems, and propose guidelines and defenses for LLM watermarking in practice.

1 Introduction

Modern generative modeling systems have notably enhanced the quality of Al-produced con-
tent [4, 35, 28, 27]. For example, large language models (LLMs) like those powering Chat-
GPT [27] can generate text closely resembling human-crafted sentences. While this has led to
exciting new applications of machine learning, there is also growing concern around the poten-
tial for misuse of these models, leading to a flurry of recent efforts on developing techniques to
detect Al-generated content. A promising approach in this direction is to embed invisible water-
marks into model-derived content, which can then be extracted and verified using a secret watermark
key [16,9, 5, 19, 45, 17, 12, 41, 38].

In this work, we identify that many of the key properties that make existing LLM watermarks suc-
cessful can also render them susceptible to attack. In particular, we study a number of simple attacks
that take advantage of common design choices of existing watermarking schemes, including:

1. Robustness of the watermarks to potential modifications in the output text, so that the watermarks
cannot be easily removed [19, 16, 45, 19, 5, 12];

2. The use of multiple keys to prevent against watermark stealing attacks [16, 19, 14, 34, 10];

3. Public detection APIs, which allow the general public to easily verify whether or not candidate
text is Al-generated [16, 36, 24].

While these common features and design choices of existing watermarking schemes have clear bene-
fits, we show that they also make the resulting systems vulnerable to a number of simple but effective
attacks. In particular, we study two types of attacks: 1) watermark-removal attacks, which remove
the watermark from the watermarked content, and 2) spoofing attacks, which create (potentially
toxic) content with a target watermark embedded, thus making the content appear to be generated
by a specific LLM when it is in fact not (see motivating examples in Table 1).

Our work rigorously explores a number of simple removal and spoofing attacks for LLM water-
marks. In doing so, we identify critical trade-offs that emerge between watermark robustness,
utility, and usability as a result of watermarking design choices. To navigate these trade-offs, we

38th Conference on Neural Information Processing Systems (NeurIPS 2024).



Prompt

Alan Turing was born in ...

Unwatermarked Alan Turing was born im 1912 and died in 1954. He was an English
7Z-Score: 0.16 i mathematician, logician, cryptanalyst, and computer scientist. In
1938, Turing joined the Government Code and Cypher School (GC&CS),
PPL: 3.19 where he contributed to the design of the bombe, a machine that was
used to decipher the Enigma-enciphered messages...
Watermarked Alan Turing was born inm 1912 and died in 1954, at the age of 41. He
7Z-Score: 5.98 T was the brilliant British scientist and mathematician who is largely
credited with being the father of modern computer science. He is known
PPL: 4.46 for his contributions to mathematical biology and chemistry. He was
also one of the pioneers of computer science...
(a) Piggyback Spooﬁng attack Alan Turing was born in and died in , at the age of . He

Exploiting robustness
Z-Score: 5.98 1

was the brilliant
credited with being the father of modern computer science.
for his contributions to mathematical biology and

also one of the pioneers of computer science...

scientist and mathematician who is largely
He is known
He was

(b) Watermark-removal attack
Exploiting multiple keys
Z-Score: 2.40 |
PPL: 4.05

Alan Turing was born in 1912 and died in 1954. He was a mathematician,
logician, cryptologist and theoretical computer scientist.
famous for his work on code-breaking and artificial intelligence, and

his contribution to the Allied victory in World War II. Turing was born
in London.

He is

He showed an interest in mathematics...

(c) Watermark-removal attack
Exploiting public detection API
Z-Score: 1.47 |
PPL: 4.57

Alan Turing was born in 1912 and died in 1954. He was an English
mathematician, computer scientist, cryptanalyst and philosopher.

Turing was a leading mathematician and cryptanalyst. He was one of the
key players in cracking the German Enigma Code during World War II. He

also came up with the Turing Machine...

Table 1: Examples generated using LLAMA-2-7B with/without the KGW watermark [16] under various at-
tacks. We mark tokens in the green and red lists (see Appendix C). Z-score reflects the detection confidence
of the watermark, and perplexity (PPL) measures text quality. (a) In the piggyback spoofing attack, we exploit
watermark robustness by generating incorrect content that appears as watermarked (matching the z-score of
the watermarked baseline), potentially damaging the reputation of the LLM. Incorrect tokens modified by the
attacker are marked in and watermarked tokens in blue. (b-c) In watermark-removal attacks, attackers
can effectively lower the z-score below the detection threshold while preserving a high sentence quality (low
PPL) by exploiting either the (b) use of multiple keys or (c) publicly available watermark detection APL

propose potential defenses as well as a set of general guidelines to better enhance the security of
next-generation LLM watermarking systems. Overall, we make the following contributions:

* We study how watermark robustness, despite being a desirable property to mitigate removal at-
tacks, can make the resulting systems highly susceptible to piggyback spoofing attacks, a simple
type of attack that makes makes watermarked text toxic or inaccurate through small modifications,
and show that challenges exist in detecting these attacks given that a single token can render an
entire sentence inaccurate (Sec. 4).

* We show that using multiple watermarking keys can make the system susceptible to watermark
removal attacks (Sec. 5). Although a larger number of keys can help defend against watermark
stealing attacks, which can be used to launch either spoofing or removal attacks, we show both
theoretically and empirically that this in turn increases the potential for watermark removal attacks.

* Finally, we identify that public watermark detection APIs can be exploited by attackers to launch
both watermark-removal and spoofing attacks (Sec. 6). We propose a defense using techniques
from differential privacy to effectively counteract spoofing attacks, showing that it is possible to
avoid the possibilities of noise reduction by applying pseudorandom noise based on the input.

Throughout, we explore our attacks on three state-of-the-art watermarks [16, 45, 19] and two LLMs
(LLAMA-2-7B [37] and OPT-1.3B [44])—demonstrating that these vulnerabilities are common to
existing LLM watermarks, and providing caution for the field in deploying current solutions in
practice without carefully considering the impact and trade-offs of watermarking design choices.
Our code is available at https://github. com/Qi-Pang/LLM-Watermark-Attacks.

2 Related Work

Advances in large language models (LLMs) have given rise to increasing concerns that such models
may be misused for purposes such as spreading misinformation, phishing, and academic cheating.


https://github.com/Qi-Pang/LLM-Watermark-Attacks

In response, numerous recent works have proposed watermarking schemes as a tool for detecting
LLM-generated text to mitigate potential misuse [16, 9, 5, 19, 45, 17, 12, 41, 38]. These approaches
involve embedding invisible watermarks into the model-generated content, which can then be ex-
tracted and verified using a secret watermark key. Existing watermarking schemes share a few
natural goals: (1) the watermark should be robust in that it cannot be easily removed; (2) the water-
mark should not be easily stolen, thus enabling spoofing or removal attacks; and (3) the presence of
a watermark should be easy to detect when given new candidate text. Unfortunately, we show that
existing methods that aim to achieve these goals can in turn enable simple but effective attacks.

Removal attacks. Several recent works have highlighted that paraphrasing methods may be used
to evade the detection of Al-generated text [18, 13, 20, 21, 43], with [18, 43] demonstrating effec-
tive watermark removal using a local LLM. These methods usually require additional training for
sentence paraphrasing which can impact sentence quality, or assume a high-quality oracle model to
guarantee the output quality is preserved. In contrast, the simple and scalable removal attacks herein
do not require additional training or a high-quality oracle. Additionally, our work differs in that we
aim to directly connect and study how the inherent properties and design choices of watermarking
schemes (such as the use of multiple keys and detection APIs) can inform such removal attacks.

Spoofing attacks. Prior works on spoofing use watermark stealing attacks to first estimate the wa-
termark pattern and then embed it into an arbitrary content to launch spoofing attacks. These attacks
usually require the attacker to pay a large startup cost by obtaining a significant number of water-
marked tokens. For example, [34] requires 1 million queries to the watermarked LLM, and [14, 10]
assume the attacker can obtain millions of watermarked tokens to estimate their distribution. Unlike
these works, we explore spoofing attacks that are less flexible but can be launched with significantly
less upfront cost. In Sec. 4, we explore a very simple and scalable form of spoofing exploiting the
inherent robustness property of watermarks, which we refer to as a ‘piggyback spoofing attack’. In
Sec. 6, we then explore more general spoofing attacks, which instead of querying the watermarked
LLM numerous times, consider exploiting the public detection API. In both, our attacks do not re-
quire the attacker to estimate the watermark pattern, but share a similar ultimate goal with the prior
spoofing attacks to create falsified inaccurate or toxic content that appears to be watermarked.

3 Preliminaries

Before exploring attacks and defenses on watermarking systems, we introduce relevant background
on LLMs, notation we use throughout the work, and a set of concrete threat models.

Notation. We use x to denote a sequence of tokens, X; € V is the i-th token in the sequence, and V
is the vocabulary. Mo, denotes the original model without a watermark, My, is the watermarked
model, and sk € S is the watermark secret key sampled from the key space S.

Language Models. Current state-of-the-art (SOTA) LLMs are auto-regressive models, which pre-
dict the next token based on the prior tokens. We define language models more formally below:
Definition 1 (LM). We define a language model (LM) without a watermark as:

Moyig : V" =V, (L
where the input is a sequence of length t tokens x. M,i4(X) first returns the probability distribution
for the next token x,11 and then the LM samples x 1 from this distribution.

Watermarks for LLMs. In this work, we focus on three SOTA decoding-based watermarking
schemes: KGW [16], Unigram [45] and Exp [19]. Informally, decoding-based watermarks are
embedded by perturbing the output distribution of the original LLM. The perturbation is determined
by secret watermark keys held by the LLM owner. Formally, we define the watermarking scheme:

Definition 2 (Watermarked LLMs). The watermarked LLM takes token sequence x € V* and secret
key sk € S as input, and outputs a perturbed probability distribution for the next token. The

perturbation is determined by sk:
Mym : V" xS =V 2)

The watermark detection outputs the statistical testing score for the null hypothesis that the input
token sequence is independent of the watermark secret key, which reflects the watermark confidence:
fdetection VxS =R 3)

Please refer to Appendix C for additional details of the specific watermarks explored in this work.



3.1 Threat Model

Attacker’s Objective. We study two types of attacks—watermark-removal attacks and (piggyback
or general) spoofing attacks. In the watermark-removal attack, the attacker aims to generate a high-
quality response from the LLM without an embedded watermark. For the spoofing attacks, the goal
is to generate a harmful or incorrect output that has the victim organization’s watermark embedded.
We present concrete application scenarios for attacker’s motivations in Appendix B.

Attacker’s Capabilities. We study attacks by exploiting three common design choices in water-
marks: 1) robustness, 2) the use of multiple keys, and 3) public detection APIs. Each attack requires
the adversary to have different capabilities, but we make assumptions that are practical and easy to
achieve in real-world deployment scenarios.

1) For piggyback spoofing attacks exploiting robustness (Sec. 4), we assume that the attacker can
make O(1) queries to the target watermarked LLM. We also assume that the attacker can edit the
generated sentence (e.g., insert or substitute tokens).

2) For watermark-removal attacks exploiting the use of multiple keys (Sec. 5), we consider the sce-
nario where multiple watermark keys are utilized to embed the watermark, which is a common
practice in designing robust cryptographic protocols and is suggested by SOTA watermarks [19, 16]
to improve resistance against watermark-stealing attacks [14, 10, 34]. For a sentence of length [, we
assume that the attacker can make O(() queries to the watermarked LLM.

3) For the attacks on detection APIs (Sec. 6), we assume that the detection API is available to
normal users and the attacker can make O(l) queries for a sentence of length I. The detection
returns the watermark confidence score (p-value or z-score). For spoofing attacks exploiting the
detection APIs, we assume that the attacker can auto-regressively synthesize (toxic) sentences. For
example, they can run a local (small) model to synthesize such sentences. For watermark-removal
attacks exploiting the detection APIs, we also assume that the attacker can make O(I) queries to
the watermarked LLM. As is common practice [25, 31] and also enabled by OpenAI’s API [26], we
assume that the top 5 tokens at each position and their probabilities are returned to the attackers.

4 Attacking Robust Watermarks

The goal of developing a watermark that is robust to output perturbations is to defend against wa-
termark removal, which may be used to circumvent detection schemes for applications such as
phishing or fake news generation. Robust watermark designs have been the topic of many recent
works [45, 16, 19, 34, 17, 32]. We formally define watermark robustness in the following definition.

Definition 3 (Watermark robustness). A watermark is (e, d)-robust, given a watermarked text x, if
for all its neighboring texts within the € editing distance, the probability that the detection fails to
detect the edited text is bounded by 0, given the detection confidence threshold T':

Va,x" € V", Pr(faetection(x’, sk) < T] <0, 5.t. faetection(x, k) = T, d(x,x") < €

More robust watermarks can better defend against editing attacks, but this seemingly desirable prop-
erty can also be easily misused by malicious users to launch simple piggyback spoofing attacks—
e.g., a small portion of toxic or incorrect content can be inserted into the watermarked material,
making it seem like it was generated by a specific watermarked LLM. The toxic content will still
be detected as watermarked, potentially damaging the reputation of the LLM service provider. As
discussed in Sec. 2, spoofing attacks explored in prior work usually require the attacker to obtain
millions of watermarked tokens upfront to estimate the watermark pattern [14, 34, 10]. In contrast,
our simple piggyback spoofing only requires a single query to the watermarked LLM with careful
text modifications, and the effectiveness relates directly to the robustness of the LLM watermark.

Attack Procedure. (i) The attacker queries the target watermarked LLM to receive a high-entropy
watermarked sentence Xy, (ii) The attacker edits X, and forms a new piece of text X’ and claims
that x’ is generated by the target LLM. The editing method can be defined by the attacker. Simple
strategies could include inserting toxic tokens into the watermarked sentence Xy, at random posi-
tions, or editing specific tokens to make the output inaccurate (see example in Table 1). As we show,
editing can also be done at scale by querying another LLM like GPT4 to generate fluent output.

We present the formal analysis on the attack feasibility in Appendix D and point out the takeaway
that is universally applicable to all robust watermarks: A more robust watermark makes piggyback



spoofing attack easier by allowing more toxic tokens to be inserted. This is a fundamental design
trade-off: If a watermark is robust, such spoofing attacks are inevitable and may be extremely diffi-
cult to detect, as even one toxic token can render the entire content harmful or inaccurate.

4.1 Evaluation

Experiment Setup. We assess the effectiveness of our piggyback spoofing attack by using the two
editing strategies discussed above. Through toxic token insertion, we study the limits of how many
tokens can be inserted into the watermarked content. Using fluent inaccurate editing, we show that
piggyback spoofing can generate fluent, watermarked, but inaccurate results at scale. Specifically,
for the toxic token insertion, we generate a list of 200 toxic tokens and insert them at random
positions in the watermarked output. For the fluent inaccurate editing, we edit the watermarked
sentence by querying GPT4 using the prompt “Modify less than 3 words in the following sentence
and make it inaccurate or have opposite meanings.” Unless otherwise specified, in the evaluations
of this work, we utilize 500 prompts data from OpenGen [18] dataset, and query the watermarked
language models (LLAMA-2-7B [37] and OPT-1.3B [44]) to generate the watermarked outputs.
We evaluate three SOTA watermarks including KGW [16], Unigram [45], and Exp [19], using the
default watermarking hyperparameters. In our experiments, we default to a maximum of 200 new
tokens for KGW and Unigram, and 70 for Exp, due to its complexity in the watermark detection. 70
is also the maximum number of tokens the authors of Exp evaluated in their paper [19].
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this analysis in Fig. 5 of Appendix E, showing that attackers can
insert nontrivial portions of toxic tokens into the watermarked text
to launch piggyback spoofing attacks. Notably, the more robust
the watermark is, the more tokens can effectively be inserted. We
present the results on OPT-1.3B in Appendix G.

In Fig. 1b, we report the PPL and watermark detection scores of the
piggyback results on KGW and LLAMA-2-7B by the fluent inac-
curate editing strategy. We show that we can successfully generate
fluent results, with a slightly higher PPL. 94.17% of the piggyback
results have a z-score higher than the default threshold 4. We ran-
domly sample 100 piggyback results and manually check that most
of them (92%) are fluent and have inaccurate or opposite content

(b) Fluent inaccurate editing.

Figure 1: Piggyback spoofing of
robust watermarks. (a) We can
insert a large number of toxic
tokens in robustly watermarked
text without changing the water-
mark detection result, resulting in
text that is likely to be identified
as toxic. (b) We can use GPT4
to automatically modify water-
marked text, making it appear in-
accurate while retaining fluency.

from the original watermarked content. See examples in Appendix F. The results show that we can
generate watermarked, fluent, but inaccurate content at scale with an ASR higher than 90%.

4.2 Discussion

Guideline #1

Robust watermarks are inherently vulnerable to spoofing attacks and are not suitable as proof of content
authenticity alone. To mitigate spoofing while preserving robustness, it may be necessary to combine

additional measures such as signature-based fragile watermarks.

Our results highlight that piggyback spoofing attacks are easy to execute in practice. LLM water-
marks typically do not consider such attacks during design and deployment, and existing robust



watermarks are inherently vulnerable to such attacks. We highlight the contradiction between the
watermark robustness and the piggyback spoofing feasibility. We consider this attack to be chal-
lenging to defend against, especially considering examples such as those in Table 1 and Appendix F,
where by only editing a single token, the entire content becomes incorrect. It is hard, if not impos-
sible, to detect whether a particular token is from the attacker by using robust watermark detection
algorithms. Thus, practitioners should weigh the risks of removal vs. piggyback spoofing attacks for
the model at hand. A feasible strategy to mitigate spoofing attacks is by requiring proof of digital
signatures on the LLM generated content. However, while an attacker without access to the pri-
vate key cannot spoof, it is worth nothing that this strategy is still vulnerable to watermark-removal
attacks, as a single editing can invalidate the original signature.

5 Attacking Stealing-Resistant Watermarks

As discussed in Sec. 2, many works have explored the possibility of launching watermark stealing
attacks to infer the secret pattern of the watermark, which can then enable spoofing and removal
attacks [34, 14, 10]. A natural and effective defense against watermark stealing is using multiple
watermark keys during embedding, which is a common practice in cryptography and also suggested
by prior watermarks and work in watermark stealing [16, 19, 14]. Unfortunately, we demonstrate
that using multiple keys can in turn introduce new watermark-removal attacks.

In particular, SOTA watermarking schemes [16, 9, 5, 19, 45, 17] aim to ensure the watermarked text
retains its high quality and the private watermark patterns are not easily distinguished by maintaining
an “unbiasedness” property:

EskGS(MWm(X7 Sk)) Re Morig (X)7 (C))]
i.e., the expected distribution of watermarked output over the watermark key space sk € S is close
to the output distribution without a watermark, differing by a distance of e. We note that Exp [19] is
“distortion free” for a single text sample, and KGW [16] and Unigram [45] slightly shift the water-
marked distributions. We note that stealing attacks won’t work on rigorously unbiased watermarks.

The insight of our proposed watermark-removal attack is that given the “unbiasedness’ nature of wa-
termarks and considering multiple keys may be used during watermark embedding, malicious users
can estimate the output distribution without any watermark by querying the watermarked LLM mul-
tiple times using the same prompt. As this attack estimates the original, unwatermarked distribution,
the quality of the generated content is preserved.

Attack Procedure. An attacker queries a watermarked model with an input x multiple times, ob-
serving n subsequent tokens X;4;. This is easy for text completion model APIs, and chat model
APIs can also be easily attacked by constructing a prompt to ask the chat model to complete a par-
tial sentence without any prefix. The attacker then creates a frequency histogram of these tokens
and samples according to the frequency. This sampled token matches the result of sampling on an
unwatermarked output distribution with a nontrivial probability. Consequently, the attacker can pro-
gressively eliminate watermarks while maintaining a high quality of the synthesized content. We
present a formal analysis of the number of required queries in Appendix H.

5.1 Evaluation

Experiment Setup. Our watermarks, models and datasets settings are the same as Sec. 4.1. We
study the trade-off between resistance against watermark stealing and watermark-removal attacks by
evaluating a recent watermark stealing attack [14]. In this attack, we query the watermarked LLM to
obtain 2.2 million tokens in total to estimate the watermark pattern and then launch spoofing attacks
using the estimated watermark pattern. We follow their assumptions that the attacker can access the
unwatermarked tokens’ distribution. In our watermark removal attack, we consider that the attacker
has observations with different keys. We evaluate the detection scores (z-score or p-value) and the
output perplexity (PPL, evaluated using GPT3 [31]). The detection algorithm returns the maximum
detection score across all the keys, which increases the expectation of unwatermarked detection
results. Thus, we set the detection thresholds for different keys to keep the false positive rates (FPR)
below 1e-3 and report the attack success rates (ASR). We use default watermark hyperparameters.

Evaluation Result. As shown in Fig. 2a, using multiple keys can effectively defend against wa-
termark stealing attacks. With a single key, the ASR is 91%, which matches the results reported
in [14]. We observe that using three keys can effectively reduce the ASR to 13%, and using more
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Figure 2: Spoofing attack based on watermark stealing [14] and watermark-removal attacks on KGW wa-
termark and LLAMA-2-7B model with different number of watermark keys n. Higher z-score reflects more
confidence in watermarking and lower perplexity indicates better sentence quality. The attack success rates are
based on the threshold with FPR@1e-3.

than 7 keys, the ASR of the watermark stealing is close to zero. However, using more keys also
makes the system vulnerable to our watermark-removal attacks as shown in Fig. 2b. When we use
more than 7 keys, the detection scores of the content produced by our watermark removal attacks
closely resemble those of unwatermarked content and are much lower than the detection thresholds,
with ASRs higher than 97%. Fig. 2c suggests that using more keys improves the quality of the output
content. This is because, with a greater number of keys, there is a higher probability for an attacker
to accurately estimate the unwatermarked distribution, which is consistent with our analysis in Ap-
pendix H. We observe that in practice, 7 keys suffice to produce high-quality content comparable
to the unwatermarked content. These observations remain consistent across various watermarking
schemes and models; for additional results see Appendix J. We note that the numbers are not exactly
the same as [14], as we consider a more realistic attacker with less queries to the watermarked LLM.

5.2 Discussion

Guideline #2

Using a larger number of watermarking keys can defend against watermark stealing attacks, but increases
vulnerability to watermark-removal attacks. Limiting users’ query rates can help to mitigate both attacks.

Many prior works have suggested using multiple keys to defend against watermark stealing attacks.
However, in this study, we reveal that a conflict exists between improving resistance to watermark
stealing and the feasibility of removing watermarks. Our evaluation results show that finding a
"sweet spot” in terms of the number of keys to use to mitigate both the watermark stealing and the
watermark-removal attacks is not trivial. For example, our watermark-removal attack achieves a
high ASR of 36.2% just using three keys, and the corresponding watermark stealing-based spoof-
ing’s ASR is 13.0%. Using more keys can decrease the watermark stealing-based spoofing’s ASR,
but at the cost of making the system more vulnerable to watermark removal and vice-versa. We note
that the ASRs with three keys are not negligible, thus limiting the ability of potentially malicious
users is necessary in practice to mitigate these attacks. As a practical defense, we evaluate watermark
stealing with various query limits on the watermarked LLM, and found that the ASR can be signif-
icantly reduced by limiting the attacker’s query rate. Detailed results can be found in Appendix J.
Given the trade-off that exists, we suggest that LLM service providers consider “defense-in-depth”
techniques such as anomaly detection, query rate limiting, and user identification verification.

6 Attacking Watermark Detection APIs

It is still an open question whether watermark detection APIs should be made publicly available to
users. Although this makes it easier to detect watermarked text, it is a commonly acknowledged that
it will make the system vulnerable to attacks [1] given the existence of oracle attacks [3, 6, 22, 15].
Here, we study this statement more precisely by examining the specific risk trade-offs that exist,
as well as introducing a novel defense that may make the public detection API more feasible in
practice. In the following sections, we first introduce attacks that exploit the APIs and then propose
suggestions and defenses to mitigate these attacks.

6.1 Attack Procedures

Watermark-Removal Attack. For the watermark-removal attack, we consider an attacker who has
access to the target watermarked LLLM’s API, and can query the watermark detection results. The at-
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Figure 3: Attacks exploiting detection APIs on LLAMA-2-7B model.

tacker feeds a prompt into the watermarked LLM, which generates the response in an auto-regressive
manner, similar to how LLMs generate sentences. That is, the attacker will select each token based
on the prior tokens and the detection results. For the token x; the attacker will generate a list of pos-
sible replacements for x;. This list can be generated by querying the watermarked LLM, querying a
local model, or simply returned by the watermarked LLM. In this work, we choose the third approach
because of its simplicity and guarantee of synthesized sentences’ quality. This is a common assump-
tion made by prior works [25], and such an API is also provided by OpenAl (top_logprobs = 5),
which can benefit the normal users in understanding the model confidence, debugging and analyzing
the model’s behavior, customizing sampling strategies, etc. Consider that the top L = 5 tokens and
their probabilities are returned to the attackers. The probability that the attacker can find an unwa-
termarked token in the token candidates’ list of length L is 1 — ~* for KGW and Unigram, which
becomes sufficiently large given L = 5 and v = 0.5. The attacker will query the detection using
these replacements and sample a token based on their probabilities and detection scores to remove
the watermark while preserving a high output quality.

Spoofing Attack. Spoofing attacks follow a similar procedure where the attacker can generate
(harmful) content using a local model. When sampling the tokens, instead of selecting those that
yield low confidence scores as in removal attacks, the attacker will choose tokens that have higher
confidence scores upon watermark detection queries. Thanks to the robustness of the LLM water-
marks, attackers don’t need to ensure every single token carries a watermark; only that the overall
detection confidence score surpasses the threshold, thereby treating synthesized content as if gener-
ated by the watermarked LLM.

6.2 Evaluation

Experiment Setup. We use the same evaluation setup as in Sec. 4.1 and Sec. 5.1. We evaluate
the detection scores for both the watermark-removal and the spoofing attacks. We also report the
number of queries to the detection API. Furthermore, for the watermark-removal attack, where the
attackers care more about the output quality, we report the output PPL. For spoofing attacks, the
attackers’ local models are LLAMA-2-7B and OPT-1.3B.

Evaluation Result. As shown in Fig. 3a and Fig. 3b, wm-removal spoofing
watermark-removal attacks exploiting the detection ASR | #queries | ASR | #queries
API significantly reduce detection confidence while KGW | 1.00 2.42 0.98 2.95
maintaining high output quality. For instance, for ~_Unigram | 0.96 | 2.66 | 098 | 296
the KGW watermark on LLAMA-2-7B model, we Exp 0.96 1.55 0.85 2.89
achieve a median z-score of 1.43, which is much Table 2: The attack success rate (ASR), and
lower than the threshold 4. The PPL is also close to the average query numbers per token for the
the watermarked outputs (6.17 vs. 6.28). We observe watermark-removal and spoofing attacks exploit-
that the Exp watermark has higher PPL than the other "8 the detection APTon LLAMA-2-7B model.
two watermarks. This is because that Exp watermark is deterministic, while other watermarks en-
able random sampling during inference. Our attack also employs sampling based on the token
probabilities and detection scores, thus we can improve the output quality for the Exp watermark.

The spoofing attacks also significantly boost the detection confidence even though the content is not
from the watermarked LLM, as depicted in Fig. 3c. We report the attack success rate (ASR) and the
number of queries for both of the attacks in Table 2. The ASR quantifies how much of the generated
content surpasses or falls short of the detection threshold. These attacks use a reasonable number of
queries to the detection API and achieve high success rate, demonstrating practical feasibility. We
observe consistent results on OPT-1.3B, please see Appendix K.



6.3 Defending Detection with Differential Privacy

In light of the issues above, we propose an effective defense using ideas from differential privacy
(DP) [7] to counteract detection API based spoofing attacks. DP adds random noise to function
results evaluated on private dataset such that the results from neighbouring datasets are indistin-
guishable. Similarly, we consider adding Gaussian noise to the distance score in the watermark
detection, making the detection (e, §)-DP [7], and ensuring that attackers cannot tell the difference
between two queries by replacing a single token in the content, thus increasing the hardness of
launching the attacks. Considering an attacker can average multiple query results to reduce noise
and estimate original scores without DP protection, we propose to calculate the noise based on the
random seed generated by a pseudorandom function (PRF) with the sentence to be detected as the
input. Specifically, seed = PRF(x), where sk is the secret key held by the detection service. The
users without the secret key cannot reverse or reduce the noise in the detection score. Thus, we can
successfully mitigate the noise reduction via averaging multiple query results without comprising
on utility or protection of the DP defense. In the following, we evaluate the utility of the DP defense
and its performance in mitigating the spoofing attacks.

Experiment Setup. Firstly, we as- 1.0

sess the utility of DP defense by eval- .

uating the accuracy of the detection

under various noise scales. Next, we

5.0

evaluate the efficacy of the spoof-

ing against DP detection defense us- 00 % %.

ing the same method as in Sec. 6.1.

We select the optimal noise scale that woDP o=T "0=2" o=1 o= wloatt — w/oDPw/DP

provides best defense while keep- (a) Spoofing ASR and detection ACC. (b) Z-scores with/without DP.

ing the drop in accuracy within 2%. Figure 4: Evaluation of DP detection on KGW watermark and

We note that for KGW and Unigram LLAMA-2-7B model. (a). Spoofing attack success rate (ASR)

watermarks, we add noise to the z- and detection accuracy (ACC) without and with DP watermark de-

scores. Sensitivity varies with sen- tection under different noise parameters. (b). Z-scores of original
h+1 text without attack, spoofing attack without DP, and spoofing at-
~v(1—v)l  tacks with DP. We use the best o = 4 from (a).

for replacement editing, where [ is the
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list). The actual noise scale is proportional to o A.

--=--threshold

o
=N

—e— ASR
—e— Detection ACC

Accuracy

o
=

Z-Score

o
o

tence length (e.g., A =

Evaluation Result. As shown in Fig. 4a, with a noise scale of o = 4, the DP detection’s accuracy
drops from the original 98.2% to 97.2% on KGW and LLAMA-2-7B, while the spoofing ASR
becomes 0% using the same attack procedure as Sec. 6.1. The results are consistent for Unigram and
Exp watermarks and OPT-1.3B model as shown in Appendix L, which illustrates that the DP defense
has a great utility-defense trade-off, with a negligible accuracy drop and significantly mitigates the
spoofing attacks.

6.4 Discussion

Guideline #3

Public detection APIs can enable both spoofing and removal attacks. To defend against these attacks, we
propose a DP-inspired defense, which combined with techniques such as anomaly detection, query rate
limiting, and user identification verification can help to make public detection more feasible in practice.

The detection API, available to the public, aids users in differentiating between AI and human-
created materials. However, it can be exploited by attackers to gradually remove watermarks or
launch spoofing attacks. We propose a defense utilizing the ideas in differential privacy, which sig-
nificantly increases the difficulty for spoofing attacks. However, this method is less effective against
watermark-removal attacks that exploit the detection API because attackers’ actions will be close
to random sampling, which, even though with less success rates, remains an effective way of re-
moving watermarks. Therefore, we leave developing a more powerful defense mechanism against
watermark-removal attacks exploiting detection API as future work. Additionally, we note that the
attacker may increase the sensitivity of the input sentences by substituting multiple tokens and infer
whether these tokens are in the green list or not to launch the spoofing attack, but this will require
much more queries to the detection API. We recommend companies providing detection services



adopt a defense-in-depth approach [2, 8]. For instance, they should detect and curb malicious be-
havior by limiting query rates from potential attackers, and also verify the identity of the users to
protect against Sybil attacks.

7 Discussion, Limitation & Future Work

Generalizability of our attacks. We focus on three SOTA PRF-based robust watermarks, which are
anatural set to explore given their popularity and formal guarantees. There are other watermarks like
the semantics-based watermarks [23, 33]. While attacking semantics-based watermarks is outside
the scope of our study, we deem this an interesting future direction to explore.

Recently, researchers have also proposed signature-based publicly detectable watermarks [9] to mit-
igate the spoofing attacks by exploiting robustness. Unlike the watermarks we study, these water-
marks usually have weaker robustness guarantees, which further highlights the trade-offs between
robustness and vulnerability to spoofing attacks, as we have discussed in Sec. 4.

Our findings, such as exploiting robustness properties and publicly available detection APIs, can
also be generalized to image watermarks [39, 42]. The attackers must integrate domain-specific
constraints to ensure that the generated sentences or images are meaningful and high-quality. We
deem studying the fundamental trade-offs for image watermarks a promising future direction.

Trade-offs of watermark context width. There are two effective strategies to mitigate the water-
mark stealing attacks for the KGW watermark [16]: 1) using a larger context width A and 2) using
multiple watermark keys. In this work (Sec. 5), we primarily explore the fundamental trade-offs in
using multiple watermark keys, which prior work has underexplored. Trade-offs in context widths
were discussed in previous work [14, 16, 45]. Using a larger & increases resistance against water-
mark stealing but reduces robustness. Recent work [14] shows successful watermark stealing even
with h = 4. Using multiple keys, as shown in Sec. 5 of our paper, mitigates stealing attacks but
introduces new attack vectors of watermark removal. Our attacks will work under different choices
of context width, as we exploit properties or design choices orthogonal to the context width. To
demonstrate this point, we provide more experimental results in Appendix M.

The influence of how detection proceeds with multiple keys. For the scenarios where multi-
ple keys are used, we consider the detector using min/max aggregation to obtain the detection
score. More robust aggregations exist including the Harmonic mean p-value [40]. We note that our
watermark-removal attack exploiting the use of multiple keys is not dependent on the aggregation
method as we do not rely on the server’s watermark detection. However, the trade-off analysis and
the sweet spot for the number of keys may slightly change given the different detection performance.

Changing to p-values in KGW and Unigram. P-values are used for Exp [19] watermark in our pa-
per, and the observations are consistent with KGW [16] and Unigram [45]. We expect no impact on
results from this change since p-values are monotonic to z-scores. To ease the figures’ presentation,
we adopt the z-statistics in the main paper, we present more results of using p-values in Appendix M.

8 Conclusion

In this work, we reveal new attack vectors that exploit common features and design choices of
LLM watermarks. In particular, while these design choices may enhance robustness, resistance
against watermark stealing attacks, and public detection ease, they also allow malicious actors to
launch attacks that can easily remove the watermark or damage the model’s reputation. Based on the
theoretical and empirical analysis of our attacks, we suggest guidelines for designing and deploying
LLM watermarks along with possible defenses to establish more reliable LLM watermark systems.
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A Broader Impacts

Our work studies the security implications of common LLM watermarking design choices. By de-
veloping realistic attacks and defenses and a simple set of guidelines for watermarking in practice,
we aim for the work to serve as a resource for the development of secure LLM watermarking sys-
tems. Of course, by outlining such attacks, there is a risk that our work may in fact increase the
prevalence of watermark removal or spoofing attacks performed in practice. We believe that this is
nonetheless an important step towards educating the community about potential risks in watermark-
ing systems and ultimately creating more effective defenses for secure LLM watermarking.

More generally, our work shows that a number of trade-offs exist in LLM watermarking (e.g., be-
tween utility, usability, robustness, and susceptibility to removal or spoofing attacks). The guidelines
we propose provide rough proposals for considering these trade-offs, but we note that how to best
navigate each trade-off will depend on the application at hand. Considering strategies to best navi-
gate this space for specific LLM watermarking applications is an important direction of future study.

B Attacker’s Motivation

We present two practical scenarios to motivate watermark-removal attacks: (i) A student or a jour-
nalist uses high-quality watermarked LLMs to write articles, but wants to remove the watermark to
claim originality. (ii) A malicious company offering LLM services for clients, instead of develop-
ing their own LLMs, simply queries a watermarked LLM from a victim company and removes the
watermark, potentially infringing upon IP rights of the victim company.

In piggyback and spoofing attacks, an attacker can damage the reputation of a victim company
offering an LLM service. For example: (i) The attacker can use a spoofing attack to generate fake
news or incorrect facts and post them on social media. By claiming the material is generated by
the LLM from the benign company, the attacker can damage the reputation of the company and
their model. (ii) The attacker can use the spoofing attack to inject malicious code into some public
software. The code has the benign company’s watermark embedded, and the benign company may
thus be at fault and have to bear responsibility for the actions.

C Watermarking Schemes & Hyper-Parameters

In this section, we introduce the three watermarking schemes we evaluate in the paper—KGW [16],
Unigram [45], and Exp [19]. We also introduce the perplexity, a metric to evaluate the sentence
quality.

KGW. In the KGW watermarking scheme, when generating the current token x; 1, all the tokens
in the vocabulary is pseudorandomly shuffled and split into two lists—the green list and the red list.
The random seed used to determine the green and red lists is computed by a watermark secret key
sk and the prior h tokens X;_p_1|| - - - ||x; using pseudorandom functions (PRFs):

SEED = Fp(Xe—p—1|] -+ [|x¢),

where £ is the context width of the watermark. We note that the choice of h has minor influence
on our attacks or defenses, as our algorithms are not dependent on h. Here we use their original
algorithm with i = 1. Then, the seed is used to split the vocabulary into the green and red lists of
tokens, with ~ portion of tokens in the green list:

Lgreeny Liea = Shufﬂe(V, SEED, ’y)

Then, KGW generates a binary watermark mask vector for the current token prediction, which has
the same size as the vocabulary. All the tokens in the green list Lggee, have value 1 in the mask, and
all the tokens in the red list have value 0 in the mask:

MASK = GenerateMask ( Lgreen, Lired)
To embed the watermark, KGW add a constant to the logits of the LLM’s prediction for token x;1:
WATERMARKEDPROB = Softmax(logits + J X MASK),

where the logits is from the LLM, and the J is the watermark strength. Then the LLM will sample
the token x;; according to the watermarked probability distribution.
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The detection involves computing the z-score:
g—l
Y1 =)l
where ¢ is the number of tokens in the green list, [ is the total number of tokens in the input token
sequence, and +y is the portion of the vocabulary tokens in the green list. Similar to the watermark

embedding, the green and red lists for each token position are determined by watermark secret key
and the token prior to the current token in the input token sequence.

)

Unigram. Similar to KGW, Unigram also splits the vocabulary into green and red lists and prioritize
the tokens in the green list by adding a constant to the logits before computing the softmax. The
difference is that Unigram uses global red and green lists instead of computing the green and red
lists for each token. That is, the seed to shuffle the list is only determined by the watermark secret
key and generated by a Pseudo-Random Generator (PRG):

SEED = G(sk)

Then, similar to KGW, the seed is used to split the vocabulary into the green and red lists of tokens,
with «y portion of tokens in the green list:

Lygreen, Lrea = Shuffle(V, SEED, v)

The watermark embedding and detection procedures are the same as KGW: Unigram first compute
the watermark mask:
MASK = GenerateMask(Lgreen, Lied)

And then embed the watermark by perturbing the logits of the LLM outputs:
WATERMARKEDPROB = Softmax(logits + § X MASK),

where the logits is from the LLM, and the J is the watermark strength. Then the LLM will sample
the token x;; according to the watermarked probability distribution.

The detection also computes the z-score:

g—nl
V(A =7)l
where ¢ is the number of tokens in the green list, [ is the total number of tokens in the input token
sequence, and vy is the portion of the vocabulary tokens in the green list. According to the analysis
in [45] and also consistent with our results in Sec. 4.1, by decoupling the green and red lists splitting

with the prior tokens, Unigram is twice as robust as KGW. But it’s more likely to leak the pattern of
the watermarked tokens given that it uses a global green-red list splitting.

Exp. The Exp watermarking scheme from [19] is an extension of [1]. Instead of using a single key
as in KGW and Unigram, the usage of multiple watermark keys is inherent in Exp to provide the
distortion-free guarantee. Each key is a vector of size |V| with values uniformly distributed in [0, 1].
That is, sk = &1,&, -+ ,&n, Where & € [0,1]V1,k € [n], and n is the length of the watermark
keys, default to 256.

For the prediction of the token x, 1, Exp firstly collects the output probability vector p € [0, 1]V

from the LLM. A random shift r < [n] is sampled at the beginning of receiving the prompt. Then
the token x; is sampled using the Gumbel trick [11]:

X1 = argmas; (fkﬁi)l/p'i,

where k = r + t + 1 mod n, i.e., each position uses a different watermark key which determines
the uniform distribution sampling used in the Gumbel trick sampling. This method guarantees that
the output distribution is distortion-free, whose expectation is identical to the distribution without
watermark given sufficiently large n.

The watermark detection also computes test statistics. The basic test statistics is:

l
(b = Z - log(l - €k7xt)7
t=1
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where £ = t mod n. And Exp computes the minimum Levenshtein distance using the basic test
statistic as a cost (see Sec. 2.4 in [19]).

Instead of using single keys as KGW and Unigram, Exp uses multiple keys and incorporates Gumbel
trick to rigorously provide distortion-free (unbiased) guarantee, whose expected output distribution
over the key space is identical to the unwatermarked distribution.

Sentence Quality. Perplexity (PPL) is one of the most common metrics for evaluating language
models. It can also be utilized to measure the quality of the sentences [45, 16] based on the oracle
of high-quality language models. Formally, PPL returns the following quality score for an input
sentence X:

PPL(x) = exp{—% Z log[Pr(x;|Xo, - - - X;—1)]} )

i=1
In our evaluation, we utilize the GPT3 [31] as the oracle model to evaluate sentence quality.

Setups and Hyper-Parameters. For KGW [16] and Unigram [45] watermarks, we utilize the de-
fault parameters in [45], where the watermark strength is 6 = 2, and the green list portion is v = 0.5.
We employ a threshold of 7" = 4 for these two watermarks with a single watermark key. For the
scenarios where multiple keys are used, we calculate the thresholds to guarantee that the false posi-
tive rates (FPRs) are below le-3. For the Exp watermark (refered to as Exp-edit in [19]), we use the
default parameters, where the watermark key length is n = 256 and the block size £ is default to be
identical to the token length. We set the p-value threshold for Exp to 0.05 in our experiments.

For the spoofing attack exploiting detection APIs, we obtain the first three tokens with the highest
probabilities from the unwatermarked LLM, and for the removal attack exploiting detection APIs,
we obtain the first five tokens with the highest probabilities from the watermarked LLM. For water-
mark removal attacks exploiting detection APIs on KGW and Unigram, we increase the probabilities
of the tokens that have the smallest detection confidence, and then sample from the modified prob-
ability distribution. For watermark removal attacks exploiting detection APIs on Exp, we simply
sample the token that has the maximum p-value, but we will skip the tokens that have low proba-
bilities (lower than 0.15) when the detection p-value is high (higher than 0.1). The different setup
for the Exp watermark is required to ensure that we can produce high-quality sentences. For water-
mark spoofing attacks that exploit detection APIs, we sample the token that has the highest detection
confidence for KGW, Unigram, and Exp watermarks.

We conduct the experiments on a cluster with § NVIDIA A100 GPUs, AMD EPYC 7763 64-Core
CPU, and 1TB memory.

D Attack Feasibility Analysis of Piggyback Spoofing Exploiting Robustness

We study the bound on the maximum number of tokens that are allowed to be inserted or edited in
a watermarked sentence, and we present the following theorem on Unigram watermark [45] due to
its clean robustness guarantee:

Theorem 1 (Maximum insertion portion). Consider a watermarked token sequence x of length 1.
The Unigram watermark z-score threshold is T, the portion of the tokens in the green list is vy, the
detection z-score of x is z, and the number of inserted tokens is s. Then, to guarantee the expected

. . . 27 2
z-score of the edited text is greater than T, it suffices to guarantee 7 < = TQT .

Proof. Recall that the watermarking schemes’ detections usually involve computing the statistical
testing. Unigram splits the vocabulary into two lists—the green list and the red list. It prioritizes the
tokens in the green list during watermark embedding, and the detection computes the z-score:

g—l
V(L =)l
where ¢ is the number of tokens in the green list, [ is the total number of tokens in the input token
sequence, and -y is the portion of the vocabulary tokens in the green list. Let the number of the

inserted toxic tokens be s. Since toxic tokens are independent of the secret key sk, the expected new
e
z-score 2’ is:

Ta-ni+s) Vits

b
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To guarantee that E(z") > T, it suffices to guarantee

2,2 _ T2
S
> T2

~| ®

O

Different from the analysis in the Unigram paper on how the z-score changes given a specific num-
ber of edits, we have a tight bound on the maximum possible number of edits, which is also more
straightforward for the attack feasibility analysis. According to Theorem 1, as long as the number of

. . . 2_mp2 .
toxic tokens inserted is bounded by [ TQT , the attacker can execute a piggyback attack to generate

toxic content with the target watermark embedded. The editing distance bound (Def. 3) for a sen-
tence is € = [ ZQC;QT A stronger watermark makes piggyback spoofing attacks easier by allowing
more toxic tokens to be inserted. This conclusion applies universally to all robust watermarking
schemes. This is a fundamental design trade-off: if a watermark is robust, such spoofing attacks
are inevitable and may be extremely difficult to detect, as even one toxic token can render the entire
content harmful or inaccurate.

E Validation of Theorem 1

In this section, we validate Theorem 1 by using watermarked texts of varying lengths [ and z-
scores 2 to study the relationship between 7 and zt;ZT 2 of Unigram watermark. The results are
shown in Fig. 5. As anticipated, 85.78% of the maximum allowable tokens to be inserted into the
watermarked content satisfy Theorem 1. Given that this equation analyzes expected s/I, a small
portion of outliers is reasonable. We primarily visualize this result for Unigram due to its clean
robustness guarantee. Other watermarks can also reach similar conclusions, but their bounds on s
are either complex [16] or lack a closed form [19], making them difficult to visualize. Our empirical
findings in Fig. 1 sufficiently prove an attacker can insert nontrivial portions of toxic or incorrect
tokens into the watermarked text to launch the spoofing attack, which can be generalized across all
robust watermarking schemes.

Figure 5: The relationship between s/l and z. The data points are evaluated on Unigram using LLAMA-2-7B
and 500 samples from OpenGen dataset.

F Piggyback Attack Examples

Here we present more piggyback attack results using the edition strategy by querying GPT4 using
the prompt “Modify less than 3 words in the following sentence and make it inaccurate or have
opposite meanings.” The attack is launched on KGW watermark and LLAMA-2-7B model.

Watermarked content, z-score: 4.93, PPL: 4.61

Earth has a history of 4.5 billion years and humans have been around for 200,000 years. Yet humans have
been using computers for just over 70 years and even then the term was first used in 1945. In the age of
technology, we are still just getting started. The first computer, ENIAC (Electronic Numerical Integrator
And Calculator), was built at the University of Pennsylvania between 1943 and 1946. The ENIAC took
up 1800 sq ft and had 18,000 vacuum tube and mechanical parts. The ENIAC was used for mathematical
calculations, ballistics, and code breaking. The ENIAC was 1000 times faster than any other calculator of
the time. The first computer to run a program was the Z3, built by Konrad Zuse at his house.
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Piggyback attack, z-score: 4.36, PPL: 5.68

Earth has a history of 4.5 billion years and humans have been around for 200,000 years. Yet humans have
been using computers for just over 700 years and even then the term was first used in 1445. In the age of
technology, we are still just getting started. The first computer, ENIAC (Electronic Numerical Integrator
And Calculator), was built at the University of Pennsylvania between 1943 and 1946. The ENIAC took
up 1800 sq ft and had 18,000 vacuum tube and mechanical parts. The ENIAC was used for mathematical
calculations, ballistics, and code breaking. The ENIAC was 1000 times slower than any other calculator of
the time. The first computer to run a program was the Z3, built by Konrad Zuse at his house.

Watermarked content, z-score: 4.57, PPL: 3.51

Harry Potter is a 2001 film adaptation of J.K. Rowling’s best-selling novels. In the year 1991, Harry Potter
is rescued from his aunt and uncle’s home and taken to Hogwarts, a school for magic. During the course
of his first year, Harry makes friends and learns about the evil Lord Voldemort and his attempts to kill
him. The film was directed by Chris Columbus, and stars Daniel Radcliffe as Harry Potter, with Richard
Harris, Maggie Smith, Robbie Coltrane, Alan Rickman, Emma Watson, Rupert Grint, Gary Oldman, and
Julie Walters in supporting roles. In the first film, Harry Potter is taken to Hogwarts School of Witchcraft
and Wizardry, where he makes friends and discovers that Lord Voldemort wants to kill him.

Piggyback attack, z-score: 4.47, PPL: 3.78

Harry Potter is a 2001 film adaptation of J.K. Rowling’s best-selling novels. In the year 2991, Harry Potter
is rescued from his aunt and uncle’s home and taken to Hogwarts, a school for magic. During the course
of his first year, Harry makes friends and learns about the evil Lord Voldemort and his attempts to kill
him. The film was directed by Chris Columbus, and stars Daniel Radcliffe as Harry Potter, with Richard
Harris, Maggie Smith, Robbie Coltrane, Alan Rickman, Emma Watson, Rupert Grint, Gary Oldman, and
Julie Walters in supporting roles. In the first film, Harry Potter is taken to Hogwarts School of Witchcraft
and Wizardry, where he makes friends and discovers that Lord Voldemort wants to kill him.

‘Watermarked content, z-score: 6.15, PPL: 4.29

Usain Bolt is a 6’6", 200-pound sprinter from the island of Jamaica. He’s also arguably the greatest athlete
to ever walk the earth. In an era where many of us are glued to our phones, he has over 18 million followers
on Instagram. The 31-year-old athlete is known for his incredible speed and endurance. He’s won eight
Olympic gold medals, including three in 2012 alone. He’s also set world records in both the 100-meter
dash and 200-meter dash. Bolt is the only person to ever hold the world record in both events at the same
time, which he did twice. He’s also the only person to ever hold the world record in both events at the same
Olympics. Bolt is known for his incredible speed and endurance.

Piggyback attack, z-score: 5.58, PPL: 4.46

Usain Bolt is a 6’6, 200-pound sprinter from the island of Jamaica. He’s also arguably the greatest athlete
to ever walk the earth. In an era where many of us are glued to our phones, he has over 18 million followers
on Instagram. The 31-year-old athlete is known for his incredible speed and endurance. He’s won three
Olympic gold medals, including three in 2012 alone. He’s also set world records in both the 100-meter
dash and 200-meter dash. Bolt is the only person to ever hold the world record in both events at the same
time, which he did twice. He’s also the only person to ever hold the world record in both events at the same
Olympics. Bolt is known for his incredible speed and endurance.

Watermarked content, z-score: 6.01, PPL: 6.68

The history of the modern airplane is 100 years old this month. And yet it’s not been 100 years since the
Wright Brothers’ first flight. The first airplane flight took place on Dec. 17, 1903. After three years of
development, Orville and Wilbur Wright’s first flight lasted only 12 seconds. But within a decade, the first
airliner flew. In 1924, the Ford Motor Co. flew the first commercial plane on the U.S. East Coast. In the
next year, the company built a 10-passenger airliner with passenger windows and seats and an aisle. The
10-seat plane was called the Model T, and Ford executives said it would have been better if the company
made a 10-passenger car instead of a plane.
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Piggyback attack, z-score: 5.03, PPL: 7.19

The history of the modern airplane is 100 years old this month. And yet it’s not been 100 years since the
Wright Brothers’ first flight. The first airplane flight took place on Dec. 17, 1903. After three years of
development, Orville and Wilbur Wright’s first flight lasted only 12 seconds. But within a decade, the first
airliner flew. In 1924, the Ford Motor Co. never flew the first commercial plane on the U.S. East Coast. In
the next year, the company built a 10-passenger airliner with passenger windows and seats and an aisle. The
10-seat plane was called the Model T, and Ford executives said it would have been better if the company
made a 10-passenger car instead of a plane.

G Additional Results of Piggyback Spoofing Attack

In Sec. 4, we present the piggyback spoofing attack using toxic token insertion strategy on LLAMA-
2-7B model. Here, we present the results on OPT-1.3B model, which are consistent with LLAMA-
2-7B model’s results.
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Figure 6: Piggyback spoofing of robust watermarks with toxic token insertion strategy on OPT-1.3B.

In Sec. 4, we present the fluent inaccurate editing strategy by querying the GPT4 on KGW watermark
and LLAMA-2-7B model. Here we present more results of this strategy on all the three watermarks
(KGW, Unigram, and Exp) and two models (LLAMA-2-7B and OPT-1.3B). The results are shown
in Fig. 7, Fig. 8, and Fig. 9, which are consistent with our findings in Fig. 1, indicating that our
piggyback spoofing attack can be generalized across various robust watermarks and models.
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(a) LLAMA-2-7B model. (b) OPT-1.3B model.

Figure 7: Fluent inaccurate editing strategy on KGW watermark and LLAMA-2-7B and OPT-1.3B models.
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(a) LLAMA-2-7B model. (b) OPT-1.3B model.

Figure 8: Fluent inaccurate editing strategy on Unigram watermark and LLAMA-2-7B and OPT-1.3B models.
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Figure 9: Fluent inaccurate editing strategy on Exp watermark and LLAMA-2-7B and OPT-1.3B models.

H Watermark Key Number Analysis for Watermark-Removal Attacks
Exploiting the Use of Multiple Watermark Keys

Now we analyze the number of required queries under different keys to estimate the token with the
highest probability without a watermark. We have the following probability bound for KGW and
Unigram with the corresponding proof, and present the bound for Exp in Appendix I.

Theorem 2 (Probability bound of unwatermarked token estimation). Suppose there are n observa-
tions under different keys, the portion of the green list in KGW or Unigram is ~y. Then the probability
that the most frequent token is the same as the original unwatermarked token is

n/2]

-y (Z)w‘“(l—w)”"“ x p(k), 6)

k=0

where p(k) = 1 — (an;lo ("F)ym(1 — 7)”"“‘“) , ¢ is the number of other tokens whose

watermarked probability can exceed that of the highest unwatermarked token.

In a practical scenario where n = 13, = 0.5, and ¢ = 3, Theorem 2 suggests that the attacker has
a probability of 0.71 in finding the token with the highest unwatermarked probability. This implies
that we can successfully remove watermarks from over 71% of tokens using a small number of
observations under different keys (n = 13), yielding high-quality unwatermarked content.

Proof. Recall that KGW and Unigram randomly split the tokens in the vocabulary into the green list
and the red list. We consider the greedy sampling, where the token with the highest (watermarked)
probability is sampled. We have n independent observations under different watermark keys. For
each key, the token x; with the highest unwatermarked probability is in the green list is . As long
as x; is the green list, the greedy sampling will always yield x; since the watermarks add the same
constant to all the tokens’ loogits in the green list.

Thus, the probability that the most frequent token among these n observations is x; is at least:

[n/2] n
1 _ k 1 _ n—k
> (k)v (1—y)"*,

k=0
which is the probability that x; is in the green list for at least half of the n keys.

For another token x; whose probability can exceed x;, if x; is in the green list and x; is in the red
list. Then if x; is in the green list for k keys, the probability that x; is in the green list for at least k
keys among the other n — k keys is:

k—1

1= (n; k)vm(l — )k

m=0

Consider we have c such tokens having potential to exceed x;. Then at least one of the c tokens is in
the green list for at least k£ keys among the other n — £ keys is:

k—1

= (X (" sy

m=0
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Thus, with all the above analysis, we have that if there are c tokens that have the potential to exceed
the probability of the token with highest unwatermarked probability (i.e., X;), the probability that
the most frequent token among the n observations is the same as X; is:

W2 2 n—k c

_ k(1 _ ~\n—k _ m(q _ A \n—k—m

13 (D)t (1 (52 (7, -y,
k=0 m=0

which concludes the proof. O

Here we consider that the watermarked LLM is utilizing greedy sampling. In practice, the greedy
sampling might not be an optimal sampling strategy, but we note that it is extremely challenging to
incorporate the multinomial sampling when analyzing the KGW and Unigram watermarks. Because
KGW and Unigram add bias to the output logits, which will go through the softmax function to
calculate the probabilities for the tokens. Given the softmax function is not unbiased, we cannot get
a tight bound on its variance. Thus, we leave this part as a future direction to further incorporate
multinomial sampling in the analysis. Nevertheless, our empirical results still show that the attackers
can generate high-quality unwatermarked content when multinomial sampling is used. Also, our
analysis on Exp watermark in Appendix I can naturally incorporate multinomial sampling.

I Probability Bound of Unwatermarked Token Estimation for Exp

In this section, we present and prove the probability bound of unwatermarked token estimation for
the Exp watermark [19].

Theorem 3 (Probability bound of unwatermarked token estimation for Exp). Suppose there are n
observations under different keys, the highest probability for the unwatermarked tokens is p. Then
the probability that the most frequently appeared token among the n observations is the same as the
original unwatermarked token with highest probability is:

ln/2) i i
1= (k)p (1-p) ™

k=0

Proof. The proof of Theorem 3 is straightforward. As we have introduced in Appendix C, the Exp
watermark employs the Gumbel trick sampling [11] when embedding the watermark. Thus, the
probability that we observe the token whose original unwatermarked probability is p is exactly p for
each of the independent keys. Thus, if we make n observations under different keys, then at least
half of them yields the token with the highest original probability p is:

[n/2] n
1— k 1— n—k
3 <k)p (1—py

k=0
which concludes the proof. O

J Additional Results of Watermark-Removal Attacks Exploiting the use of
Multiple Watermark Keys

In this section, we provide more evaluation results of the watermark stealing [14] and our watermark-
removal attacks exploiting the use of multiple watermark keys (see Sec. 5) on all the three water-
marks (KGW, Unigram, and Exp) and two models (LLAMA-2-7B and OPT-1.3B). The results are
shown in Fig. 11, Fig. 12, Fig. 13, Fig. 14, Fig. 15. For KGW watermark on OPT-1.3B model and
Unigram watermark on LLAMA-2-7B and OPT-1.3B models, we have consistent observations with
the KGW watermark on LLAMA-2-7B as we present in Sec. 5.1, demonstrating the effectiveness
and generalizability of our attacks. For the Exp watermark, our results in Fig. 12 and Fig. 15 also
show that the watermark can be easily removed using multiple queries to estimate the distribution
of the unwatermarked tokens.

The results of the watermark stealing [14] on Unigram watermark and OPT-1.3B model are also
consistent with our observations in Sec. 5. Using more keys can effectively mitigate the water-
mark stealing; however, it will make the system more vulnerable to our watermark removal attacks.
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Throughout these experiments, we observe that using three keys is the optimal choice to defend
against both attacks. However, the attack success rates with three keys are not negligible. Thus,
consistent with our guidelines in Sec. 5, we highly recommend that the LLM service provider to
simultaneously limit the ability of the potentially malicious users.

To further verify that the LLM service provider can mitigate the watermark stealing attacks by
limiting the attacker’s query rates, we present the stealing attack results with various numbers of
queries on the KGW watermark and LLAMA-2-7B model using three keys in Fig. 10. The results
show that by limiting the query rates of the attacker, the attack success rate of the watermark stealing
attack can be significantly decreased. Thus, we recommend that the LLM service provider follow
a “defense-in-depth” approach and utilize complementary techniques such as anomaly detection,
query rate limiting, and user identification verification to mitigate stealing and removal attacks.
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Figure 10: Watermark stealing attack [14] on KGW watermark and LLAMA-2-7B model using three keys
with different numbers of attacker obtained tokens Q (in million). The attack success rates are based on the
threshold with FPR@ le-3.

We note that the watermark stealing attacks do not work on the Exp watermark [19], as the use of
a large number of watermark keys is inherent in their design, which defaults to 256. Thus, we omit
the watermark stealing results on Exp, but we show that this watermark is inherently vulnerable
to our watermark removal attack. From the results in Fig. 12 and Fig. 15, we conclude that using
n = 13 queries, the resulting p-value is very close to that of the content without a watermark
and is significantly different from the watermarked p-value, which shows that we can effectively
remove the watermark using 13 queries for each token. We note that for Exp, the perplexity of the
watermarked content is significantly higher than that of the unwatermarked content. This is mainly
because Exp does not allow sampling in watermark embedding, which becomes a deterministic
algorithm when the key is fixed. In contrast, our watermark removal attack generates content with
much lower perplexity, making it comparable to unwatermarked content when the query number
under different keys exceeds 13. This can be attributed to our attack functioning as a layer of
random sampling. Unlike greedy sampling methods, we have a probability to sample the token with
the highest unwatermarked probability (see Sec. 4, Appendix H, and Appendix I). The results of
the three watermarks and two models prove that the watermark-removal attack exploiting the use
of multiple watermark keys can effectively eliminate the watermarks while maintaining high output
quality.
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Figure 11: Spoofing attack based on watermark stealing [25] and watermark-removal attacks on Unigram
watermark and LLAMA-2-7B model with different number of watermark keys n.
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Figure 12: Watermark-removal on Exp watermark [19] and LLAMA-2-7B model with multiple watermark
keys.
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Figure 13: Spoofing attack based on watermark stealing [25] and watermark-removal attacks on KGW water-
mark and OPT-1.3B model with different number of watermark keys n.
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Figure 14: Spoofing attack based on watermark stealing [25] and watermark-removal attacks on Unigram
watermark and OPT-1.3B model with different number of watermark keys n.
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Figure 15: Watermark-removal on Exp watermark [19] and OPT-1.3B model with multiple watermark keys.

K Additional Results of Attacks Exploiting Detection APIs

We present the results of watermark-removal and spoofing attacks on OPT-1.3B model in Fig. 16
and Table 3. The results are consistent with the LLAMA-2-7B model presented in Sec. 6.1., with
all the attack success rates higher than 75% using a small number of queries to the detection API
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of around 3 per token. The results on OPT-1.3B model further demonstrate the effectiveness of our
attacks exploiting the detection API.
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Figure 16: Attacks exploiting detection APIs on OPT-1.3B model.

wm-removal spoofing
ASR | #queries | ASR | #queries
KGW 0.99 2.87 1.00 2.96
Unigram | 0.77 3.25 1.00 2.97
Exp 0.86 2.07 0.93 2.92
Table 3: The attack success rate (ASR), and the average query numbers per token for the watermark-removal
and spoofing attacks exploiting the detection API on OPT-1.3B model.

L Additional Results of DP Defense

We present additional evaluation results of our defence technique that enhances the watermark de-
tection by utilizing the techniques of differential privacy (see Sec. 6). Consistent with Sec. 6.3, we
evaluate the utility of the DP defense as well as its performance in mitigating the spoofing attack
exploiting the detection API. The results are shown in Fig. 17, Fig. 18, Fig. 19, Fig. 20, Fig. 21.

We first identify the optimal noise scale parameter o based on its detection accuracy and attack
success rate, aiming for a drop in detection accuracy within 2% and the lowest attack success rate.
Then we assess the performance of the defense. Our findings across three watermarks and two
models consistently demonstrate that we can significantly reduce the attack success rate to around
or below 20%.

Our defense can be generalized to all LLM watermarking schemes. It allows us to substantially
mitigate spoofing attacks exploiting the detection API while having negligible impact on utility.
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(a) Detection ACC and spoofing ASR. (b) Z-scores with/without DP.

Figure 17: Evaluation of DP watermark detection on Unigram watermark and LLAMA-2-7B model. (a).
Detection accuracy and spoofing attack success rate without and with DP watermark detection under different
noise parameters. (b). Z-scores of original text without attack, spoofing attack without DP, and spoofing attacks
with DP. We use the best o = 4 from (a).

M Additional Results of Larger Context Width and Using P-Values

In this section, we present more results of our attacks on larger context width h = 4 in the KGW
watermark. The experiments are conducted on LLAMA-2-7B model. To demonstrate that changing
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Figure 18: Evaluation of DP watermark detection on Exp watermark and LLAMA-2-7B model. (a). Detection
accuracy and spoofing attack success rate without and with DP watermark detection under different noise
parameters. (b). Z-scores of original text without attack, spoofing attack without DP, and spoofing attacks with

DP. We use the best o = 4 from (a).
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Figure 19: Evaluation of DP watermark detection on KGW watermark and OPT-1.3B model. (a). Detection
accuracy and spoofing attack success rate without and with DP watermark detection under different noise
parameters. (b). Z-scores of original text without attack, spoofing attack without DP, and spoofing attacks with
DP. We use the best o = 4 from (a).
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Figure 20: Evaluation of DP watermark detection on Unigram watermark and OPT-1.3B model. (a). Detection
accuracy and spoofing attack success rate without and with DP watermark detection under different noise
parameters. (b). Z-scores of original text without attack, spoofing attack without DP, and spoofing attacks with
DP. We use the best o = 4 from (a).

to p-values has minor effects on the attack results, we adopt p-values here. We keep using z-scores
in the main paper to ease the presentation (e.g., the p-values of the spoofing results will be too small
to visualize). The results are shown in Fig. 22, Fig. 23, Fig. 24, We observe consistent results when
using p-values in the KGW watermark and we expect minor influence on the results from this change
since p-value is monotonic to z-score. We also get consistent observations for the scenarios of using
larger context width & in KGW watermark. Again, using larger h enhances the resistance against
watermark stealing but reduces robustness. Our experiments in Fig. 22, Fig. 23, Fig. 24 validate
this. Fig. 22 shows that fewer edits are allowed for watermarked content with a larger A, indicating
lower robustness. KGW recommends using & < 5 in their codebase for robustness, and no prior
works we are aware of suggest using h > 4. Recent work [14] shows successful watermark stealing
even with h = 4. Using multiple keys, as shown in Sec. 5 of our paper, mitigates stealing attacks,
but introduces new attack vectors of watermark removal.
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Figure 21: Evaluation of DP watermark detection on Exp watermark and OPT-1.3B model. (a). Detection
accuracy and spoofing attack success rate without and with DP watermark detection under different noise
parameters. (b). Z-scores of original text without attack, spoofing attack without DP, and spoofing attacks with
DP. We use the best o = 4 from (a).
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Figure 22: Piggyback spoofing of KGW watermark on LLAMA-2-7B model. We observe consistent results
with Fig. 1. (a) The toxic token insertion works on both h = 1 and h = 4 with sumhash. KGW with
h = 4 and sumbhash is less robust, thus we can insert fewer toxic tokens. (b, ¢) The performances of fluent
inaccurate editing for h = 1 and h = 4 are close. Changing z-statistics to p-value does not influence the attack
performance.
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Figure 23: Watermark-removal attacks exploiting the use of multiple keys on KGW watermark (h = 1 and h =
4 with sumhash) and LLAMA-2-7B model with different numbers of watermark keys n. The attack success
rates are based on the threshold with FPR@ le-3. We observe consistent results for different context widths h,
and changing the detection metric from z-statistics to p-value does not influence the attack performance. The
results are consistent with Fig. 2.
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Figure 24: Attacks exploiting detection APIs on KGW watermark with different A, (b = 1 and h = 4 with
sumhash) and LLAMA-2-7B model. Results are consistent with Fig. 3. We report the z-score for spoofing
attacks, as the p-values of the spoofing results are too small to visualize. Changing z-score to p-value doesn’t
influence the attacks’ performance and the results hold for different A.
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NeurlIPS Paper Checklist

1. Claims

Question: Do the main claims made in the abstract and introduction accurately reflect the
paper’s contributions and scope?

Answer: [Yes]

Justification: In the abstract we have briefly summarized our work and in the introduction
section, we have further summarized our contributions. All the takeaways and conclusions
are consistent with our findings in the main paper and accurately reflect the paper’s contri-
butions and scope.

Guidelines:

e The answer NA means that the abstract and introduction do not include the claims
made in the paper.

* The abstract and/or introduction should clearly state the claims made, including the
contributions made in the paper and important assumptions and limitations. A No or
NA answer to this question will not be perceived well by the reviewers.

* The claims made should match theoretical and experimental results, and reflect how
much the results can be expected to generalize to other settings.

* It is fine to include aspirational goals as motivation as long as it is clear that these
goals are not attained by the paper.

2. Limitations
Question: Does the paper discuss the limitations of the work performed by the authors?
Answer: [Yes]

Justification: In the three sections introducing our attacks (Sec. 4, Sec. 5, and Sec. 6),
we have clearly mentioned the limitations of our attacks and defenses. For example, in
Sec. 4, we mentioned that it is hard to completely mitigate our piggyback spoofing attacks
exploiting the robustness. And in Sec. 5 and Sec. 6.3, we noted that it is challenging to
achieve a perfect tradeoff between the different risks. Thus, we recommend to follow a
“defense-in-depth” approach in practice such as query rate limiting and anomaly detection.

Guidelines:

* The answer NA means that the paper has no limitation while the answer No means
that the paper has limitations, but those are not discussed in the paper.

* The authors are encouraged to create a separate "Limitations" section in their paper.

* The paper should point out any strong assumptions and how robust the results are to
violations of these assumptions (e.g., independence assumptions, noiseless settings,
model well-specification, asymptotic approximations only holding locally). The au-
thors should reflect on how these assumptions might be violated in practice and what
the implications would be.

* The authors should reflect on the scope of the claims made, e.g., if the approach was
only tested on a few datasets or with a few runs. In general, empirical results often
depend on implicit assumptions, which should be articulated.

* The authors should reflect on the factors that influence the performance of the ap-
proach. For example, a facial recognition algorithm may perform poorly when image
resolution is low or images are taken in low lighting. Or a speech-to-text system might
not be used reliably to provide closed captions for online lectures because it fails to
handle technical jargon.

* The authors should discuss the computational efficiency of the proposed algorithms
and how they scale with dataset size.

* If applicable, the authors should discuss possible limitations of their approach to ad-
dress problems of privacy and fairness.

* While the authors might fear that complete honesty about limitations might be used by
reviewers as grounds for rejection, a worse outcome might be that reviewers discover
limitations that aren’t acknowledged in the paper. The authors should use their best

27



judgment and recognize that individual actions in favor of transparency play an impor-
tant role in developing norms that preserve the integrity of the community. Reviewers
will be specifically instructed to not penalize honesty concerning limitations.

3. Theory Assumptions and Proofs

Question: For each theoretical result, does the paper provide the full set of assumptions and
a complete (and correct) proof?

Answer: [Yes]

Justification: We have provided all the assumptions on the attacker in Sec. 3.1. We also
present the corresponding proof on the attack feasibility analysis in Appendix D, Ap-
pendix H, and Appendix I.

Guidelines:

* The answer NA means that the paper does not include theoretical results.

* All the theorems, formulas, and proofs in the paper should be numbered and cross-
referenced.

* All assumptions should be clearly stated or referenced in the statement of any theo-
rems.

* The proofs can either appear in the main paper or the supplemental material, but if
they appear in the supplemental material, the authors are encouraged to provide a
short proof sketch to provide intuition.

* Inversely, any informal proof provided in the core of the paper should be comple-
mented by formal proofs provided in appendix or supplemental material.

* Theorems and Lemmas that the proof relies upon should be properly referenced.
4. Experimental Result Reproducibility

Question: Does the paper fully disclose all the information needed to reproduce the main
experimental results of the paper to the extent that it affects the main claims and/or conclu-
sions of the paper (regardless of whether the code and data are provided or not)?

Answer: [Yes]

Justification: We have provided the detailed the experimental setup in Sec. 4.1, Sec. 5.1,
and Sec. 6. We’ve also open sourced our code.

Guidelines:

* The answer NA means that the paper does not include experiments.

* If the paper includes experiments, a No answer to this question will not be perceived
well by the reviewers: Making the paper reproducible is important, regardless of
whether the code and data are provided or not.

If the contribution is a dataset and/or model, the authors should describe the steps
taken to make their results reproducible or verifiable.

Depending on the contribution, reproducibility can be accomplished in various ways.
For example, if the contribution is a novel architecture, describing the architecture
fully might suffice, or if the contribution is a specific model and empirical evaluation,
it may be necessary to either make it possible for others to replicate the model with
the same dataset, or provide access to the model. In general. releasing code and data
is often one good way to accomplish this, but reproducibility can also be provided via
detailed instructions for how to replicate the results, access to a hosted model (e.g., in
the case of a large language model), releasing of a model checkpoint, or other means
that are appropriate to the research performed.

* While NeurIPS does not require releasing code, the conference does require all sub-
missions to provide some reasonable avenue for reproducibility, which may depend
on the nature of the contribution. For example

(a) If the contribution is primarily a new algorithm, the paper should make it clear
how to reproduce that algorithm.

(b) If the contribution is primarily a new model architecture, the paper should describe
the architecture clearly and fully.
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(c) If the contribution is a new model (e.g., a large language model), then there should
either be a way to access this model for reproducing the results or a way to re-
produce the model (e.g., with an open-source dataset or instructions for how to
construct the dataset).

(d) We recognize that reproducibility may be tricky in some cases, in which case au-
thors are welcome to describe the particular way they provide for reproducibility.
In the case of closed-source models, it may be that access to the model is limited in
some way (e.g., to registered users), but it should be possible for other researchers
to have some path to reproducing or verifying the results.

5. Open access to data and code

Question: Does the paper provide open access to the data and code, with sufficient instruc-
tions to faithfully reproduce the main experimental results, as described in supplemental
material?

Answer: [Yes]
Justification: We’ve open sourced our code.
Guidelines:

* The answer NA means that paper does not include experiments requiring code.

* Please see the NeurIPS code and data submission guidelines (https://nips.cc/
public/guides/CodeSubmissionPolicy) for more details.

* While we encourage the release of code and data, we understand that this might not
be possible, so “No” is an acceptable answer. Papers cannot be rejected simply for not
including code, unless this is central to the contribution (e.g., for a new open-source
benchmark).

* The instructions should contain the exact command and environment needed to run to
reproduce the results. See the NeurIPS code and data submission guidelines (https:
//nips.cc/public/guides/CodeSubmissionPolicy) for more details.

* The authors should provide instructions on data access and preparation, including how
to access the raw data, preprocessed data, intermediate data, and generated data, etc.

* The authors should provide scripts to reproduce all experimental results for the new
proposed method and baselines. If only a subset of experiments are reproducible, they
should state which ones are omitted from the script and why.

* At submission time, to preserve anonymity, the authors should release anonymized
versions (if applicable).

* Providing as much information as possible in supplemental material (appended to the
paper) is recommended, but including URLSs to data and code is permitted.

6. Experimental Setting/Details

Question: Does the paper specify all the training and test details (e.g., data splits, hyper-
parameters, how they were chosen, type of optimizer, etc.) necessary to understand the
results?

Answer: [Yes]
Justification: We have provided the experimental setups in Sec. 4.1, Sec. 5.1, and Sec. 6.
Guidelines:

* The answer NA means that the paper does not include experiments.

* The experimental setting should be presented in the core of the paper to a level of
detail that is necessary to appreciate the results and make sense of them.

* The full details can be provided either with the code, in appendix, or as supplemental
material.

7. Experiment Statistical Significance

Question: Does the paper report error bars suitably and correctly defined or other appropri-
ate information about the statistical significance of the experiments?

Answer:
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Justification: The randomness doesn’t play a very important role in our attacks or defenses.
And we observe consistent results across different watermarks and models. We have also
tried to run the algorithms multiple times, and observed that the results are consistent.

Guidelines:

* The answer NA means that the paper does not include experiments.

* The authors should answer "Yes" if the results are accompanied by error bars, confi-
dence intervals, or statistical significance tests, at least for the experiments that support
the main claims of the paper.

* The factors of variability that the error bars are capturing should be clearly stated (for
example, train/test split, initialization, random drawing of some parameter, or overall
run with given experimental conditions).

* The method for calculating the error bars should be explained (closed form formula,
call to a library function, bootstrap, etc.)

* The assumptions made should be given (e.g., Normally distributed errors).

« It should be clear whether the error bar is the standard deviation or the standard error
of the mean.

* Itis OK to report 1-sigma error bars, but one should state it. The authors should prefer-
ably report a 2-sigma error bar than state that they have a 96% CI, if the hypothesis of
Normality of errors is not verified.

 For asymmetric distributions, the authors should be careful not to show in tables or
figures symmetric error bars that would yield results that are out of range (e.g. negative
error rates).

* If error bars are reported in tables or plots, The authors should explain in the text how
they were calculated and reference the corresponding figures or tables in the text.
8. Experiments Compute Resources

Question: For each experiment, does the paper provide sufficient information on the com-
puter resources (type of compute workers, memory, time of execution) needed to reproduce
the experiments?

Answer: [Yes]
Justification: We mentioned our computing resources information in Appendix C.
Guidelines:

* The answer NA means that the paper does not include experiments.

* The paper should indicate the type of compute workers CPU or GPU, internal cluster,
or cloud provider, including relevant memory and storage.

* The paper should provide the amount of compute required for each of the individual
experimental runs as well as estimate the total compute.

* The paper should disclose whether the full research project required more compute
than the experiments reported in the paper (e.g., preliminary or failed experiments
that didn’t make it into the paper).

9. Code Of Ethics

Question: Does the research conducted in the paper conform, in every respect, with the
NeurIPS Code of Ethics https://neurips.cc/public/EthicsGuidelines?

Answer: [Yes]
Justification: We have reviewed and agreed on the NeurIPS Code of Ethics.
Guidelines:

¢ The answer NA means that the authors have not reviewed the NeurIPS Code of Ethics.

* If the authors answer No, they should explain the special circumstances that require a
deviation from the Code of Ethics.

* The authors should make sure to preserve anonymity (e.g., if there is a special consid-
eration due to laws or regulations in their jurisdiction).

10. Broader Impacts
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11.

12.

Question: Does the paper discuss both potential positive societal impacts and negative
societal impacts of the work performed?

Answer: [Yes]

Justification: We have discussed the positive as well as the potential negative impacts in
Sec. 8.

Guidelines:

* The answer NA means that there is no societal impact of the work performed.

* If the authors answer NA or No, they should explain why their work has no societal
impact or why the paper does not address societal impact.

» Examples of negative societal impacts include potential malicious or unintended uses
(e.g., disinformation, generating fake profiles, surveillance), fairness considerations
(e.g., deployment of technologies that could make decisions that unfairly impact spe-
cific groups), privacy considerations, and security considerations.

* The conference expects that many papers will be foundational research and not tied
to particular applications, let alone deployments. However, if there is a direct path to
any negative applications, the authors should point it out. For example, it is legitimate
to point out that an improvement in the quality of generative models could be used to
generate deepfakes for disinformation. On the other hand, it is not needed to point out
that a generic algorithm for optimizing neural networks could enable people to train
models that generate Deepfakes faster.

* The authors should consider possible harms that could arise when the technology is
being used as intended and functioning correctly, harms that could arise when the
technology is being used as intended but gives incorrect results, and harms following
from (intentional or unintentional) misuse of the technology.

* If there are negative societal impacts, the authors could also discuss possible mitiga-
tion strategies (e.g., gated release of models, providing defenses in addition to attacks,
mechanisms for monitoring misuse, mechanisms to monitor how a system learns from
feedback over time, improving the efficiency and accessibility of ML).

Safeguards

Question: Does the paper describe safeguards that have been put in place for responsible
release of data or models that have a high risk for misuse (e.g., pretrained language models,
image generators, or scraped datasets)?

Answer: [NA]
Justification: We do not have such risks.
Guidelines:

* The answer NA means that the paper poses no such risks.

* Released models that have a high risk for misuse or dual-use should be released with
necessary safeguards to allow for controlled use of the model, for example by re-
quiring that users adhere to usage guidelines or restrictions to access the model or
implementing safety filters.

 Datasets that have been scraped from the Internet could pose safety risks. The authors
should describe how they avoided releasing unsafe images.

* We recognize that providing effective safeguards is challenging, and many papers do
not require this, but we encourage authors to take this into account and make a best
faith effort.

Licenses for existing assets

Question: Are the creators or original owners of assets (e.g., code, data, models), used in
the paper, properly credited and are the license and terms of use explicitly mentioned and
properly respected?

Answer: [Yes]

Justification: All the code repositories of watermarks we use are open-sourced, and we
have cited the corresponding papers in the experiment setup in Sec. 4.1.

Guidelines:
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13.

14.

15.

* The answer NA means that the paper does not use existing assets.
* The authors should cite the original paper that produced the code package or dataset.

¢ The authors should state which version of the asset is used and, if possible, include a
URL.

* The name of the license (e.g., CC-BY 4.0) should be included for each asset.

* For scraped data from a particular source (e.g., website), the copyright and terms of
service of that source should be provided.

* If assets are released, the license, copyright information, and terms of use in the pack-
age should be provided. For popular datasets, paperswithcode.com/datasets has
curated licenses for some datasets. Their licensing guide can help determine the li-
cense of a dataset.

* For existing datasets that are re-packaged, both the original license and the license of
the derived asset (if it has changed) should be provided.

* If this information is not available online, the authors are encouraged to reach out to
the asset’s creators.
New Assets

Question: Are new assets introduced in the paper well documented and is the documenta-
tion provided alongside the assets?

Answer: [NA]
Justification: We do not release new assets.
Guidelines:

* The answer NA means that the paper does not release new assets.

* Researchers should communicate the details of the dataset/code/model as part of their
submissions via structured templates. This includes details about training, license,
limitations, etc.

* The paper should discuss whether and how consent was obtained from people whose
asset is used.

* At submission time, remember to anonymize your assets (if applicable). You can
either create an anonymized URL or include an anonymized zip file.

Crowdsourcing and Research with Human Subjects

Question: For crowdsourcing experiments and research with human subjects, does the pa-
per include the full text of instructions given to participants and screenshots, if applicable,
as well as details about compensation (if any)?

Answer: [NA]

Justification: Crowdsourcing and research with human subjects are not involved in this
work.

Guidelines:

* The answer NA means that the paper does not involve crowdsourcing nor research
with human subjects.

* Including this information in the supplemental material is fine, but if the main contri-
bution of the paper involves human subjects, then as much detail as possible should
be included in the main paper.

* According to the NeurIPS Code of Ethics, workers involved in data collection, cura-
tion, or other labor should be paid at least the minimum wage in the country of the
data collector.

Institutional Review Board (IRB) Approvals or Equivalent for Research with Human
Subjects

Question: Does the paper describe potential risks incurred by study participants, whether
such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)
approvals (or an equivalent approval/review based on the requirements of your country or
institution) were obtained?

Answer: [NA]
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Justification: Crowdsourcing and research with human subjects are not involved in this
work.

Guidelines:
* The answer NA means that the paper does not involve crowdsourcing nor research
with human subjects.

* Depending on the country in which research is conducted, IRB approval (or equiva-
lent) may be required for any human subjects research. If you obtained IRB approval,
you should clearly state this in the paper.

* We recognize that the procedures for this may vary significantly between institutions
and locations, and we expect authors to adhere to the NeurIPS Code of Ethics and the
guidelines for their institution.

* For initial submissions, do not include any information that would break anonymity
(if applicable), such as the institution conducting the review.
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