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ABSTRACT

Error correction code (ECC) is an integral part of the physical communication
layer, ensuring reliable data transfer over noisy channels. Recently, neural de-
coders have demonstrated their advantage over classical decoding techniques.
However, recent state-of-the-art neural decoders suffer from high complexity and
lack the important iterative scheme characteristic of many legacy decoders. In this
work, we propose to employ denoising diffusion models for the soft decoding of
linear codes at arbitrary block lengths. Our framework models the forward chan-
nel corruption as a series of diffusion steps that can be reversed iteratively. Three
contributions are made: (i) a diffusion process suitable for the decoding setting is
introduced, (ii) the neural diffusion decoder is conditioned on the number of par-
ity errors, which indicates the level of corruption at a given step, (iii) a line search
procedure based on the code’s syndrome obtains the optimal reverse diffusion step
size. The proposed approach demonstrates the power of diffusion models for ECC
and is able to achieve state of the art accuracy, outperforming the other neural de-
coders by sizable margins, even for a single reverse diffusion step. Our code is
attached as supplementary material.

1 INTRODUCTION

Reliable digital communication is of major importance in the modern information age and involves
the design of codes that can be robustly decoded despite noisy transmission channels. The target de-
coding is defined by the NP-hard maximum likelihood rule, and the efficient decoding of commonly
employed families of codes, such as algebraic block codes, remains an open problem.

Recently, powerful learning-based techniques have been introduced. Model-free decoders (O’Shea
& Hoydis| [2017; |Gruber et al., 2017; Kim et al., 2018) employ generic neural networks and may
potentially benefit from the application of powerful deep architectures that have emerged in recent
years in various fields. A Transformer-based decoder that is able to incorporate the code into the
architecture has been recently proposed by [Choukroun & Wolf] (2022). It outperforms existing
methods by sizable margins, at a fraction of their time complexity. The decoder’s objective in this
model is to predict the noise corruption, to recover the transmitted codeword (Bennatan et al.,[2018]).

Deep generative neural networks have shown significant progress over the last years. Denoising
Diffusion Probabilistic Models (DDPM) (Ho et al.,|2020b)) are an emerging class of likelihood-based
generative models. Such methods use diffusion models and denoising score matching to generate
new samples, for example, images (Dhariwal & Nichol, 2021) or speech (Chen et al.,2020a). The
DDPM model learns to perform a reversed diffusion process on a Markov chain of latent variables,
and generates samples by gradually removing noise from a given signal.

One major drawback of model-free approaches is the high space/memory requirement and time
complexity that hamper its deployment on constrained hardware. Moreover, the lack of an iterative
solution means that both highly and slightly corrupted codewords go through the same computation-
ally demanding neural decoding procedure.

In this work, we consider the error correcting code paradigm via the prism of diffusion processes.
The channel codeword corruption can be viewed as an iterative forward diffusion process to be
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reversed via an adapted DDPM. As far as we can ascertain, this is the first adaptation of diffusion
models to error correction codes.

Beyond the conceptual novelty, we make three technical contributions: (i) our framework is based
on an adapted diffusion process that simulates the coding and transmission processes, (ii) we further
condition the denoising model on the number of parity-check errors, as an indicator of the signal’s
level of corruption, and (iii) we propose a line-search procedure that minimizes the denoised code
syndrome, in order to provide an optimal step size for the reverse diffusion.

Applied to a wide variety of codes, our method outperforms the state-of-the-art learning-based solu-
tions by very large margins, employing extremely shallow architectures. Furthermore, we show that
even a single reverse diffusion step with a controlled step size can outperform concurrent methods.

2 RELATED WORKS

The emergence of deep learning for communication and information theory applications has demon-
strated the advantages of neural networks in many tasks, such as channel equalization, modulation,
detection, quantization, compression, and decoding (Ibnkahla, 2000). Model-free decoders employ
general neural network architectures (Cammerer et al., 2017} |Gruber et al.,2017; |Kim et al.| 2018;
Bennatan et al [2018). However, the exponential number of possible codewords makes the decod-
ing of large codes unfeasible. [Bennatan et al.| (2018)) preprocess the channel output to allow the
decoder to remain provably invariant to the transmitted codeword and to eliminate risks of over-
fitting. Model-free approaches generally make use of multilayer perceptron networks or recurrent
neural networks to simulate the iterative process existing in many legacy decoders (Gruber et al.,
2017; [Kim et al., |2018; [Bennatan et al 2018)). However, many architectures have difficulties in
learning the code or analyzing the reliability of the output, and require prohibitive parameterization
or expensive graph permutation preprocessing (Bennatan et al., [2018).

Recently, (Choukroun & Wolf (2022)) proposed the Error Correction Code Transformer (ECCT),
obtaining SOTA performance. The model embeds the signal elements into a high-dimensional space
where analysis is more efficient, while the information about the code is integrated via a masked
self-attention mechanism.

Diffusion Probabilistic Models were first introduced by |Sohl-Dickstein et al.[(2015)), who presented
the idea of using a slow iterative diffusion process to break the structure of a given distribution while
learning the reverse neural diffusion process, in order to restore the structure in the data. |Song &
Ermon|(2019) proposed a new score-based generative model, building on the work of Hyvéarinen &
Dayan| (2003)), as a way of modeling a data distribution using its gradients, and then sampling using
Langevin dynamics (Welling & Tehl 2011).

The DDPM method of |Ho et al.|(2020b) is a generative model based on the neural diffusion process
that applies score matching for image generation. |Song et al.| (2020b) leverage techniques from
stochastic differential equations to improve the sample quality obtained by score-based models;
Song et al.|(2020a)) and Nichol & Dhariwal|(2021a) propose methods for improving sampling speed;
Nichol & Dhariwal|(2021a)) and Saharia et al.| (2021)) demonstrated promising results on the difficult
ImageNet generation task, using upsampling diffusion models. Several extensions to other fields,
such as audio (Kong et al., 2020; (Chen et al.,|2020b), have been proposed.

3  BACKGROUND
We provide in this section the necessary background on error correction coding and DDPM.

Coding We assume a standard transmission that uses a linear code C. The code is defined by the
binary generator matrix G of size k X n and the binary parity check matrix H of size (n — k) x n
defined such that GHT = 0 over the order 2 Galois field GF(2).

The input message m € {0,1}* is encoded by G to a codeword z € C C {0,1}" satisfying
Hz = 0 and transmitted via a Binary-Input Symmetric-Output channel, e.g., an AWGN channel.
Let y denote the channel output represented as y = =5 + ¢, where x, denotes the Binary Phase
Shift Keying (BPSK) modulation of x (i.e., over {£1}), and ¢ is a random noise independent of
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the transmitted 2. The main goal of the decoder f : R™ — R™ is to provide a soft approximation
% = f(y) of the codeword.

We follow the preprocessing of Bennatan et al.| (2018); (Choukroun & Wolf (2022)), in order to
remain provably invariant to the transmitted codeword and to avoid overfitting. The preprocessing
transforms y to a vector of dimensionality 2n — k defined as

g ="nhy) =yl s, (1)

where, [-,-] denotes vector concatenation, |y| denotes the absolute value (magnitude) of y and
s(y) € {0,1}"~* denotes the binary code syndrome. The syndrome is obtained via the G F(2)
multiplication of the binary mapping of y with the parity check matrix such that

s(y) = Hy, = Hbin(y) := H(0.5(1 — sign(y))). (2)

The induced parameterized decoder €y : R?~% — R™ with parameters 6 aims to predict the multi-
plicative noise denoted as € and defined such that y = x, - €. The prediction of the multiplicative
noise instead of the additive physical one is done in order to remain invariant to the transmitted code-
word (|y| = |xs€] = |€]), thereby avoiding the risk of code overfitting, as described by |Bennatan
et al. (2018)) and the proof of lemma 1 of Richardson & Urbanke|(2001). The final prediction takes
the form z, = sign(y - eo(|y|, Hyp)).

Denoising Diffusion Probability Model (DDPM) |Ho et al.| (2020a) assume a data distribution
xo ~ ¢(z) and a Markovian noising process ¢ that gradually adds noise to the data to produce
noisy samples {x;}X_,. Each step of the corruption process adds Gaussian noise according to some
variance schedule given by f; such that

Q($t|3€t—1) ~ N(ﬂft; AV 1- ﬁtxt—lvﬁtl))

(3)
zy = /1= Bxi_1 +/ Bz, z2i-1 ~ N(0,1).
q(z¢|zp) can be expressed as a Gaussian distribution such that, with a;:=1—3; and
Qy = Hi:o s, We have

q(zi|zo) ~ N (4 Vagzo, (1 — ay)I)

4
zy = Ve + eVl —ay, e ~ N(0,1). @

The intractable reverse diffusion process q(x;—1|z;) approaches a diagonal Gaussian distribution as
B t—> 0 (Sohl-Dickstein et al.l 2015 and can be approximated using a neural network pg(z+)
—00

in order to predict the Gaussian statistics. The model is trained by stochastically optimizing the
random terms of the variational lower bound of the negative log-likelihood function.

One can find via Bayes’ theorem that the posterior g(x;_1|z¢, o) is also Gaussian, making the
objective a sum of tractable KL divergences between Gaussians. [Ho et al.| (2020a) found a more
practical objective, defined via the training of a model e;’P "M (x,, ) that predicts the additive noise

¢ from Eq. [ as follows
Lpppum(0) = Epaipt, 1), 00~a(x),e~n 0,0 1€ — €6 P (24, 1) (&)

The distribution ¢(z) is assumed to be a nearly isotropic Gaussian distribution, such that sampling
x is trivial. Thus, the reverse diffusion process is given by the following iterative process

1 l-—a pppm
= — - 0 ). 6
Ti—1 Jar (xt MEQ (¢, t) (6)

4 DENOISING DIFFUSION ERROR CORRECTION CODES

We present the elements of the proposed denoising diffusion for decoding and the proposed archi-
tecture, together with its training procedure. An illustration of the coding setting and the proposed
decoding framework are given in Figure
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Figure 1: Illustration of the communication system. We train a parameterized iterative decoder €y
conditioned on the number of parity check errors. The decoding is performed iteratively through the
reverse diffusion process, as described in this paper.

4.1 DATA TRANSMISSION AS A FORWARD DIFFUSION PROCESS

Given a codeword xg sampled from the Code distribution zy ~ ¢(x), we propose to define the
codeword transmission procedure y = x(+oc as a forward diffusion process adding a small amount
of Gaussian noise to the sample in ¢ steps with ¢ € (0, ..., T'), where the step sizes are controlled by
a variance schedule {3;}~_,. In our setting, we propose the following unscaled forward diffusion

q(zy = ylzi—1) ~ N(zg; 2021, B ). (7

Thus, for a given received word y and a corresponding ¢, we consider y as a codeword that has been
corrupted gradually, such that for ¢ ~ N(0, 1)

yZ:xt:.ro-l-UE:.’Eo-i-\/ES ~ N (x5 20, Bed), (3)

where 3, = Zzzl B; and o defines the level of corruption of the AWGN channel. Thus, the trans-
mission of data over noisy communication channels can be defined as a modified iterative diffusion
process to be reversed for decoding.

4.2 DECODING AS A REVERSE DIFFUSION PROCESS

Following Bayes’ theorem, the posterior g¢(z;—1|zt,29) is a Gaussian such that
q(x|zi—1,20) ~ N (245 fir (24, o), BiI), where, according to Eq. we have

_ B B BB 2 _ BB 9
7Bt+5txt+ﬂ_t+ﬂtx07xt © andﬂtiBtJrﬂt' ®

,a, T, Lo - 3 )
t{@1, 70) Bt + Bt
The full derivation is given in the Appendix @ Similarly to (Sohl-Dickstein et al.l 2015} [Ho et al.|
2020b)), we wish to approximate the intractable Gaussian reverse diffusion process g(x¢—1|z;) such
that

q(@e_1]x) = po(zi1|z) ~ N (e_1; o, t), Bel) (10)

with fixed variance ;. Following the simplified objective of Ho et al.| (2020b), one would adapt
the negative log-likelihood approximation such that the decoder predicts the additive noise of the
adapted diffusion process and

L(0) = Epita1, 7),20~a(2),e~N (0,1 [||E — €0 (0 + 1/ Bee, )] (1

One interesting property of the syndrome-based approach of Bennatan et al.| (2018)) is that, similarly
to denoising diffusion models, in order to retrieve the original codeword, the decoder’s objective is
to predict the channel’s noise. However, the syndrome-based approach enforces the prediction of
the multiplicative noise € instead of the additive noise ¢, in contrast to classic diffusion models. We
note, however, that the exact value of the multiplicative noise is not important for hard decoding, but
only its sign since =, = sign(y¢).

Therefore, we propose to learn the hard (i.e., the sign) prediction of the multiplicative noise using
the binary cross entropy loss as a surrogate objective, such that
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Figure 2: Reverse diffusion dynamics on a (3,1)
repetition code. The two points represent the
two only signed codewords: (1, 1,1). The col-
ors are defined by Maximum Likelihood decod-
ing. Evidently, the denoising diffusion model
reverses noisy codes towards the right distribu-
tion. An illustration of the forward process for
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Figure 3: Influence of the noise or E} /Ny (nor-
malized SNR) on the number of parity check er-
rors for several codes. The greater the noise, the
higher the number of parity check errors, which
demonstrates that the syndrome conveys infor-
mation about the level of noise.

this code is provided in Appendix |E|

£(6) = Ev.oy <BCE €00 +/ Bic, 1), (12)

where the target binary multiplicative noise is defined as &, = bin (xo(xo + Bts)) , and BCE de-
notes the binary cross entropy loss.

4.3 DENOISING VIA PARITY CHECK CONDITIONING

The reverse denoising process of traditional DDPM is conditioned by the time step. Thus, by sam-
pling Gaussian noise, which is assumed as equivalent to step ¢ = 7', one can fully reverse the
diffusion by up to T iterations. In our case, we are not interested in a generative model, but in an
exact iterative denoising scheme, where the original signal is only corrupted to a measured extent.

Moreover, a given noisy code conveys information about the level of noise via its syndrome, since
s(y) = Hy = Hx + Hz = Hz. Fig. illustrates the impact of noise on the number of parity check
errors. Evidently, one can approximate an injective function between the number of parity check er-
rors and the amount of noise. Such a function is a direction indication of the proximity of the current
iterate to a solution (codeword). Therefore, we suggest conditioning the diffusion decoder according

to the number of parity check errors e;, such that e; := e(x;) = Z;:lk s(z¢); € {0,...n — k}. The
resulting training objective is now given by £(6) = E; ;, .BCE (Ee(ivo + Btl/ge, et), Eb).

Following this logic, the number of required denoising steps 7' = n — k is set as the maximum
number of parity check errors. Similarly to the classical DDPM training procedure, sampling a time
stept ~U(0,...,T) produces noise, which in turn induces a certain number of parity errors.

The training procedure of our method is given in Alg. [T] The framework assumes a random “time”
sampling, producing a noise and then a syndrome to be corrected. Note that, our model-free solution
is invariant to the transmitted codeword, and the diffusion decoding can be trained with one single
codeword (Alg. [T|line 1).

Since the denoising model predicts the multiplicative noise €, at inference time it needs to be trans-
formed into its additive counterpart € in order to perform the gradient step in the original additive
diffusion process domain. We obtain the additive noise by subtracting the modulated predicted code-

word sign () from the noisy signal, such that £ = y —sign(&#) = y — sign(£y). Therefore, following
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Algorithm 1: DDECC training procedure. Algorithm 2: DDECC sampling procedure

I: xzg e C 1: Input: Parity check matrix H, channel’s output
2: Input: Parity check matrix H, noise y

schedule 8, ..., B 2: for n — k iterations do
3: repeat 3: 7y =e(bin(y))
4: u{L,..,T7}) 4:  if vy = 0 then
50 e~N(0,1) 5: return bin(y)
6: xp =z + \/675 = x9€ 6: €=c¢p(y,y); €=y —sign(ey)
7.  Take gradient descent step on: 7:  Get \ according to Eq. [T4]

BCE(ey (. ¢¢), bin(2)) 8 y=y— MGy /(B +By)e

8: until converged 9: return bin(y)

Eq.[9] at inference time the reverse process is given by

V BiBe V BiBe
Br + B Be + Bt
The inference procedure is defined in Alg[2] If the syndrome is non-zero, we predict the multiplica-

tive noise, extract the corresponding additive noise, and perform the reverse step. We illustrate in
Fig 2| the reverse diffusion dynamics (gradient field) for a (3, 1) repetition code, i.e., G = (1,1,1).

Ti—1 = Xy — (xt - sign(xtg:)) =T — (mt — sign(z€q (a1, et))) 13)

4.4 SYNDROME-BASED LINE SEARCH FOR REVERSE DIFFUSION STEP SIZE

One major limitation of the generative neural diffusion process is the large number of diffusion
steps required - generally a thousand - in order to generate high-quality samples. Several methods
proposed faster sampling procedures in order to accelerate data generation via schedule subsampling
or step size correction (Nichol & Dhariwal, [2021bj |San-Roman et al., 2021). In our configuration,
one can assess the quality of the denoised signal via the value of its syndrome, i.e., the number of
parity check errors, while a zero syndrome means a valid codeword.

Therefore, we propose to find the optimal step size A by solving the following optimization problem

\/Eﬁt )H a4

A" = argmin ||s<
AER+

where s(-) denotes the syndrome computed over GF'(2 ) as in Eq. 2l

While many line-search (LS) methods exist in numerical optimization (Nocedal & Wright, 2006)),
since the objective is highly non-differentiable, we suggest adopting a grid search procedure such
that the search space becomes restricted to A € I where I is a predefined discrete segment. This
parallelizable procedure reduces the number of iterations by a sizable factor, as shown in Section[3]
Details regarding the grid-search procedure are discussed in Appendix

Architecture and Training The state-of-the-art ECCT architecture of (Choukroun & Wolf| (2022)
is used as €g. In this architecture, the capacity of the model is defined according to the chosen
embedding dimension d and the number of self-attention layers N. In order to condition the network
by the number of parity errors e; € {0,...,n — k}, we employ a d dimensional one hot encoding
multiplied via Hadamard product with the initial elements’ embedding of the ECCT. Denoting the
ECCT’s embedding of the ¢ element as ¢;, the new embedding is defined as ¢; = ¢; © ¥ (e;), Vi
where 1) denotes the n — k one hot embedding. As a transformation of the syndrome, e; remains also
invariant to the codeword. Additional details on the DDECCT architecture are given in Appendix[F

The discrete grid search of X is uniformly sampled over I = [1, 20] with 20 samples, in order to find
the optimal step size. A denser or a code adaptive sampling may improve the results, according to a
predefined computation-speed trade-off. We show the distribution of optimal A in Appendix

The Adam optimizer (Kingma & Ba, 2014)) is used with 128 samples per mini-batch, for 2000
epochs, with 1000 mini-batches per epoch. The noise scheduling is constant and set to 5; = 0.01, V.
An extended discussion regarding the 3 scheduler can be found in Appendix [G} We 1n1t1ahzed the
learning rate to 10~# coupled with a cosine decay scheduler down to 5 - 10~ at the end of training.
No warmup (Xiong et al.,2020) was employed.
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Table 1: A comparison of the negative natural logarithm of Bit Error Rate (BER) for three normal-
ized SNR values (4,5,6) of our method with literature baselines. Higher is better. The best results
are in bold, second best underlined.

BP-based results are obtained after L = 5 BP iterations in the first row (i.e. 10-layer neural network)
and at convergence results in the second row are obtained after L. = 50 BP iterations (i.e., 100-layer
neural network). Our performance is presented for six different architectures: for N = {2,6} and
d = {32,64,128}. The presented results are obtained with the LS procedure.

Method BP ARBP ECCT N=2 ECCT N=6 Ours N=2 Ours N=6
4 5 6 4 5 6 | 4 5 6 4 5 6 || 4 5 6 4 5 6
427544 695 5.71 7.63 9.94 5.998.1610.90 6.76 9.14 12.31

3.524.04 448 4.77 6.30 8.19

Polar(64,32) 457586 7.50 648 8.60 11.43 || 6238521123 6.90 943 12.85
426538 6.50 557743 982 | 47765 793 699 944 1232 || 6598951191 6.93 9.51 12.79

492646 841 582 781 1024 || 5.557.67 10.08 598 8.02 10.94

Polar(6448) 4 anaos 331 323 690 800 | 514678 89 615 820 1086 || 5747851040 598 8.26 1L13
745.94 7. ALT19 930\ 536712 930 636 8.46 11.09 || 5.777.94 10,64 6.00 8.24 10.98

351452 5.93 447 634 889 | 5377.751051 6.34 926 12.77

Polar(128,64) 38380 415 402548 755 | 37835716 704 5112 7.36 1048 || 5.978.5211.72 7.24 10.70 14.56

410511 615 484 6.78 930 | 3'045'5) 762 502 8164 1218 || 650923 1237 9.1 12.90 16.30
430558 734 536 745 1022 || 5.617.76 1042 652 921 12.64
S e e ST 0t 1449590 775 575 8.16 1129 || 5.998.1911.00  7.0010.20 13,84
49565 6. 397371003 | 495625 829 631 9.01 1245 || 6.278.64 1161  7.60 10.81 15.17
456598 793 539 7.62 1045 || 5.607.83 10.56 646 9.41 12.52
469620 830 588 833 11.49 || 5958421138 6.83 9.99 13.36
488658 893 631 912 1247 || 6268941201 7.16 10.3 13.19

4516.07 8.11 5.74 8.13 11.30 || 5.277.3810.23 5.87 8.22 11.56
4.586.18 846 591 842 11.90 || 5.317.3510.40 5.84 829 11.85
4716.38 873  6.13 8.71 12.10 | 5.367.3910.41 6.01 8.74 11.92

388551 8.06 498 791 1270 || 448695 10.65 525 843 13.80
LDPC(121,60) 827211087 522 831 1307 | 309555 8716 5.02 7.94 1272 || 4567.0210.64 5.32 8.69 13.82
o T 393566 851 507 831 1330 || 4466921076 5.38 8.73 14.17

463668 973 6.11 9.62 15.10 || 5418221222 649 10.39 15.43
LDPC(121,70)  >S887613.04 64510011477 | 64671 9777 62810.12 1557 || 552847 12.63  6.64 10.65 1621

4.676.79 998 6.4010.2116.11 | 5.558.5112.81 6.7911.1316.93

5277591008 6921074 15.10 | 6.12938 1325 7.68 12.19 17.83
LDpC(121,80) 609821398 7221031590 | 55075631000 7,17 11211631 || 6269.41 1341  7.39 11.46 17.65
5307.6511.03 74111511644 || 6269411346 7.7112.17 17.55

4.956.67 894 6.88 9.86 13.40 || 6.188.6311.53 7.8611.61 15.51
MacKay(96,48) 6.849.4012.57 743 10.65 14.65 5.046.80 9.23 7.1010.12 14.21 6.28 8.8 11.78 7.93 11.6515.51

5.177.07 9.64 7.3810.7214.83 | 6.318.8312.03 8.1211.8815.93

435601 830 634 9.80 1440 || 5.79848 1224 7.28 11.66 17.02
cCsDS(128,64) 0329651378 72510991636 | 4741 600 849 6.6510.40 1546 || 5.818.79 1229 7.55 12.01 17.62

459642 9.02 6.8810.9015.90 | 6.229.7213.71 7.8112.48 17.66
3.794.87 635 4.42 591 8.01 471645 872 5.01 6.84 9.30

Polar(128,86)

399441 478 492 6.73 9.30

Polar(128,96) 4’61579 708 527 7.44 102

5.307.28 9.88  6.05 8.13 11.68

LDPC(49.24) 538191172  6.58 9.39 1239

3.724.65 5.66 433 594 821

BCH(63,36) 405528 701 462 624 844 || 484665 901 507 7.02 985
403542726 457639 892 | 451550 705 486 6.65 9.10 | 5.197.27 982 5.9 7.10 9.96

447588 781 5.16 702 975 || 5.127.16 995 549 7.71 10.86

BCH(345) 4 w290 007 480 043 869 1466616 817 541 749 1025 | 5337491018 560 8.02 1105
365.55 7. 97690 941 | 439630 849  5.60 7.79 1093 || 5.417.61 1046 5.61 7.94 11.36

460605 805 520 7.08 965 | 5.097.08 987 535 749 1038

BCH(6351) 434329635 495669 918 | 9003 849 546 757 1051 || 5.19723 1020 539 7.48 10.53

45582742 517716 953 | 501672 903 547 759 10.62 || 5.337.29 1013 547 7.66 10.73

Training and experiments were performed on a 12GB Titan V GPU. The total training time ranged
from 12 to 24 hours depending on the code length, and no optimization of the self-attention mecha-
nism was employed. Per epoch, the training time was in the range of 19-40 and 40-102 seconds for
the N = 2, 6 architectures, respectively.

5 EXPERIMENTS

To evaluate our method, we train the proposed architecture with three classes of linear block
codes: Low-Density Parity Check (LDPC) codes (Gallager, |1962), Polar codes (Arikan| 2008)) and
Bose—Chaudhuri-Hocquenghem (BCH) codes (Bose & Ray-Chaudhuri, [1960). All parity check
matrices are taken from [Helmling et al.| (2019).

The proposed architecture is defined solely by the number of encoder layers N and the dimension of
the embedding d. We compare our method with the BP algorithm (Pearl, [1988), the recent Autore-
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Table 2: A comparison between the line search procedure and the regular reverse diffusion. The A
column denotes the difference between the logarithm of Bit Error Rate (BER) for three normalized
SNR values (i.e., A = —log(BER L g) + log(BER g¢g)).
The other columns represent the mean and standard deviation of the number of iterations of the
reverse process until convergence, i.e., convergence to zero syndrome.

Method AN=2 AN=6 #It. Reg. N=2 #It Reg. N=6 #t. LS N=2 #ILLS N=6
4 5 6 4 5 6 | 4 5 6 4 5 6 | 4 5 6 4 5 6
20.020.11 0.16 001 006 047 || 59+49 33+£38 1.5+£27 57+46 32=38 1.5+£27 | 14+2307£1.004+05 12+1707+0904=+06
Polar(64,48) 0.01 0.14 030 -0.03 0.12 043 | 58+48 32+38 1.5+£27 57+46 32+37 1.5+27 | 134+2007+£0904+05 09+1.00.6+0604=05
0.00 0.16 040 -0.01 0.07 071 | 58+47 32£38 1.5+£27 57+46 32£37 1.5+27 | 12418 0.7£0804+05 1.0+1.00.6+0604=+05
20.10-0.11-020 -020-0.13-021 || 165+109 9.1 473 47+49 134+75 83+58 46+46 | 40+9.1 1443408410 29+441.6+211.0+12
Polar(128,86)  -0.06-0.04 0.00 -0.30-034-0.33 || 155+ 100 88+£6.8 4.6+48 13.1+69 83+57 46+46 | 34+83 1.3+£3208+09 13+241.0+0607+05
20.09-0.06-0.10 -0.32-0.21-040 || 147492 86+64 46+47 130+£66 83+57 46+46 | 27468 12+2308+07 12+1909+0507+05
0.10-0.13-020 -0.11 0.04 -0.16 || 126 +88 6559 3.1+£39 10.5+64 6.1+5031+38 | 3.6+74 12£2706+08 22+3412+1407+08
Polar(12896)  -0.09-0.10-0.10 -0.19 0.13 0.14 || 11.8+80 63+553.1+38 1032611 6.1+£49 3.1+38 | 27+£60 1.1 +£2006+06 12+2009+0506=05
0.16-0.12-020 -0.15 0.00 -0.13 || 11.1+73 62+523.1+38 102+59 6.1+4931+38 | 20+44 1.0£1306+05 L1+1509+0506+05
0.06 003 023 -0.05-031-0.16 || 11.5+£7.0 7.4+57 44+45 109+63 73+54 44+45 | 22451 10£1907+07 22+3613+1508+08
LDPC(49,24) 0.05 -0.06 020 -0.13-0.12-020 || 114470 74457 44+45 109+63 73+54 44+45 | 21449 1.0+ 1907406 1.5+£3509+1.107+05
0.07 -0.10 020  -0.12-0.13-041 || 114+70 74456 44+45 109+63 73+£54 44+45 | 21448 1.0£1907+£06 14+3409+1.107+05
0.23-0.03-040 -033-046-0.95 || 125+£79 73450 40+£38 114+56 7247 40£38 | 27+75 .0+ 1.607+05 12+£300.9+040.7+04
LDPC(121,80)  -0.13-0.10-0.30 -0.15-042 0.81 || 125479 7.3+£49 40438 11458 72+47 40+38 | 27+77 L0£1707+05 14+3709+0607+04
0.10-0.17-020 -0.28-0.21-027 | 124+7.82 72+49 40+£38 114+56 72+4740+38 | 3.1+69 13+£1.708+06 13+3209+050.7+04
0.23-0.16-0.50 -0.09 0.29 0.00 || 153+79 102+£5564+45 144+57 100£5064+44 | 28481 12+£2609+07 22+2915+091.1+06
MacKay(96,48)  -0.20-0.14-0.30  -0.17-021 0.00 || 153+7.8 102+5464+45 14357 100+5064+44 | 26+78 12+£2509+07 13+261.0+0509+03
20.19-0.17-020 -0.19-033-0.13 || 152477 102+£5464+45 143+56 100£5064+44 | 26+7.6 1242409406 12+£231.0+0409+03
20.19-0.58-040 -0.31-0.36 052 || 208+ 11.413.1£6384+£49 182+66 128+£5484+49 [47+13414+4110+£08 [7+4711+071.0+03
CCSDS(128,64)  -0.21-0.30-0.60 -0.23-042 031 || 206+ 11213.1£6284+£49 181+64 128+5484+49 | 44+12813+£331.0£07 1.6+411L1+£061.0+03
0.27-042-040 -0.26-0.11 037 [ 206+ 11.013.1£6284+£49 181+63 128+£5484+49 |42+12313+£3410+£06 1.6+3711+051.0+03
20.01 0.02-004 001 000 0.09 || 126+80 7.8467 4351 119+75 7.6=64 4350 | 37+72 14+3407+13 43+£6820+361.0% 18
BCH(63,36) <001 002 0.13 -0.11-0.05 003 | 124+79 77+66 43+51 118+74 75+£63 43+50 | 33468 13£3.107+1.1 25+561.1+2407+08
0.04 0.16 023  -0.11-0.02 004 | 121+7.6 7.6+£6543+50 117+73 75+£63 43+50 | 25455 1.1£2207+£08 25+561.1+2307+08
0.04 028 094 009 042 1.16 || 48+41 26+34 1.2+£24 47+£40 26+33 12+24 | 18429 07+£1303+£06 1.6+2607+1203+06
BCH(63,51) 0.06 031 1.13  0.06 028 1.19 | 48+41 26+34 12+24 47+40 26+34 12+24 | 16427 07+£1203+£05 13+2106+1.003+05
0.04 0.34 102 002 034 1.04 || 48+41 26434 12424 47+40 26+34 12423 | 16426 07+ 1103405 14+£2306+1003405
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Figure 4: BER comparison between the ECCT N = 6,d = 32 and the proposed DDECCT, for the
Rayleigh fadding channel for (a) Polar(64,32), (b) BCH(63,36), and (c) LDPC(49,24) codes.
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gressive hyper-network BP of [Nachmani & Wolf|(2021) (AR BP) and the SOTA ECCT (Choukroun
& Woll, 2022)). Since our decoder is based on the ECCT, the contribution of the diffusion model
scheme is pertinent in comparing our results with ECCT since they have similar architectures and
capacities. Our method’s overhead over ECCT is by a factor of the number of diffusion steps L, i.e.,
a complexity of O(LN (d?(2n — k) + hd)), where h is the complexity of the self-attention module.
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We refer the reader to |(Choukroun & Wolf] (2022) for a detailed complexity analysis of the ECCT.
Details about the computational overhead of the DDECCT are given in Appendix[F| Note that LDPC
codes are designed specifically for BP-based decoding (Richardson et al., 2001).

The results are reported as bit error rates (BER) for different normalized SNR values (Eb/Ny).
We follow the testing benchmark of (Nachmani & Wolfl 2019; |Choukroun & Wolf}, 2022). During
testing, our decoder decodes at least 10° random codewords, to obtain at least 500 frames with errors
at each SNR value. All baseline results were obtained from the corresponding papers.

The results are reported in Tab. [l where we present the negative natural logarithm of the BER. For
each code, we present the results of the BP-based competing methods for 5 and 50 iterations (first
and second rows), corresponding to a neural network with 10 and 100 layers, respectively. As in
(Choukroun & Wolfl, 2022), our framework’s performance with Line Search (LS) as described in
Section [4.4] is evaluated for six different architectures, with N = {2,6} and d = {32, 64,128},
respectively (first to third rows). BER plots with respect to the SNR are given in Appendix

As can be seen, our approach outperforms the current SOTA results of ECCT by extremely large
margins on several codes, at a fraction of the capacity. Especially for shallow models, the difference
can be an order of magnitude. Performance is closer with short high-rate codes, for which ECCT
performance is already very high. We present in Figure5|the performance of the proposed DDECCT
on larger codes. As can be seen, DDECCT can learn to efficiently decode larger codes and outper-
forms ECCT. A separate comparison to the non-neural SCL Polar decoder of |Tal & Vardy| (2015
is given in Appendix [H| demonstrating the need to train bigger architectures in order to surpass this
specialized decoder.

We present in Table[2)the difference in accuracy A between the line search procedure and the regular
reverse diffusion. We also present convergence statistics (mean and standard deviation of the number
of iterations) for the regular reverse diffusion and the line search procedure. The full table with the
statistics for all of the codes is given in Appendix [E} Evidently, the line search procedure enables
extremely fast convergence, requiring as little as one iteration for high SNR. Note that we measure
the number of iterations required to reach a syndrome of zero failed checks. We do not apply early
stopping to the decoding, which could reduce the average number of iterations even further if the
decoder stagnates and does not converge to zero syndrome.

Non-Gaussian Channel We test our framework on a non-Gaussian Rayleigh fading channel,
which is often used for simulating the propagation environment of a signal, e.g., for wireless devices.
In this fading model, the transmission of the codeword x € {0,1}" is defined as y = hxs +
z, where h is an n-dimensional i.i.d. Rayleigh-distributed vector with a scale parameter «, and

z ~N(0,0%L,).

In our simulations, we assume a high scale « = 1 in order to easily compare and reproduce the
results, while the level of Gaussian noise and the testing procedure remain the same as described in
the paper. The overall variance of the transmitted codeword y in the Rayleigh channel is roughly
mwice the AWGN’s on the tested SNR range. The results are presented in Figure 4 As can be
observed, our method is still able to learn to decode, even under these very noisy fading channels.

BER evolution through iteration/time  We illustrate in Figure [6] the denoising process for sev-
eral codes. We show how the BER decreases with time for the regular proposed method and the
augmented line search procedure. We can observe the very fast convergence of the line search ap-
proach. We further provide in Appendix [D]the performance of the proposed framework for one, two
and three iteration steps. We can see that LS enables outperforming the original ECCT, even with
one step only.

6 CONCLUSIONS

We present a novel denoising diffusion method for the decoding of algebraic block codes. It is
based on an adapted diffusion process that simulates the channel corruption we wish to reverse. The
method makes use of the syndrome as a conditioning signal and employs a line-search procedure to
control the step size. Since it inherits the iterative nature of the underlying process, both training and
deployment are extremely efficient. Even with very low-capacity networks, the proposed approach
outperforms existing neural decoders by sizable margins for a broad range of code families.
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A UNSCALED DIFFUSION DERIVATION

According to Bayes’ rule,

Q($t—1|=’17t, iFO) = Q(xtxt—l,xo)m
1 (zp—x1)? (@1 —0)? (24 — 20)?
e (5 (g T ) =
1,1 1 2 2
= exp ( — 5((@ + E)mfil — (Emt — El’o)xtfl + C(Z’t,xo)))

where C'(z, x() represents the constant term of the second-order equation. Following the standard
Gaussian density function, the mean and variance can be parameterized as follows

- 1 11
B = (E + E)
fit (w1, 20) = (éxt + %xo)/,@t
B Bt
B B +/3txt N B +5tx0

- Btitﬂt“ * Bﬁtﬂt(“ -3
VBiBs

=Tt — g

Be+ B

(16)

B FORWARD DIFFUSION PROCESS VISUALIZATION

We provide a visualization of the forward diffusion process as described in Section 4.1} using the
three dimensional repetition code as discussed in Section[d.3]

Figure[7|presents random diffusion processes from one of the two valid codewords through time. As
can be seen, there is a migration from the valid codewords (depicted by either a blue or a red cross)
to the vicinity of invalid words (black crosses).

Figure 7: Visualization of the forward diffusion process. The two valid codewords are represented
as a blue cross and a red cross. The other six words are denoted by black crosses.
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C LINE SEARCH HISTOGRAMS AND COMPLEXITY

C.1 HISTOGRAMS

Figure 8] presents the distribution of the optimal step size A for several codes. Each code presents a
different distribution of the optimal step sizes, as can be seen from the high variance of the x-axis.
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Figure 8: Histograms of optimal A values on the test set for the POLAR(128,96) code (first row)
and the LDP(49,24) code (second row), for Eb/Ny = {4,5,6} corresponding to the left to right
histograms, respectively. The grid search was sampled uniformly, taking 300 samples from the
presented range.

C.2 COMPLEXITY OVERHEAD OF THE LINE SEARCH PROCEDURE

The computation of the syndrome consists of a series of efficient binary operations (xor) inducing a
computational complexity that is proportional to the density of the code.

The line search consists of the parallel computation of the syndrome, over the multiple words ob-
tained for different A values sampled over a predefined grid. Thus, the time complexity of the
line-search procedure can be reduced to the very efficient computation of the syndrome which can
be assumed as constant. Without parallelization, the complexity is linear with the grid size, but the
overall process remains extremely efficient.

14
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D DDECCT PERFORMANCE WITH FEW ITERATIONS

Table [3] presents the performance of the proposed framework for one, two, and three iteration steps
with the regular reverse diffusion method and with the proposed line-search approach. As can be
seen, the line-search approach improves over the regular reverse diffusion by orders of magnitude.

Table 3: Negative natural logarithm of BER by number of iterations for N=2 models for the reg-
ular and the LS diffusion methods. Higher is better. The (column) average over the codes and
the dimensions d for the ECCT is {4.58,6.20,8.43} on the {4,5,6} E,/Ny respectively, and
{4.64,6.37,8.78} for LS with one iteration.

Method ECCT 1 It. Reg 2 1t. Reg 3 1t. Reg 11t. LS 21t LS 31t. LS
4 5 6 || 4 5 6 4 5 6 4 5 6 | 4 5 6 4 5 6 4 5 6
4.275.44 6.95 296339392 3.043514.09 3.133.64426 | 4.596.13 823 548743 989  5717.7510.26
Polar(64,32) 4.575.86 7.50 296339392 3.053.524.09 3.143.65426 | 4.876.51 8.65 5.847.8610.23 6.058.14 10.59
487 6.2 7.93 2.963.393.92 3.043.514.09 3.143.64426 | 506679 8.99  6.088.2710.58  6.308.5110.92
4.926.46 8.41 378441518 392463546 4.074.85575 | 503680 9.13 542742992 5.527.5810.15
Polar(64,48) 5.146.78 8.9 3.784.425.18 3.934.63546 4.084855.75 | 5.187.03 947 5.597.6210.19 5.697.76 10.33
5.367.12 9.39 378442518 393463546 4.09486575 | 5247.15959 5657741022 5.747.8910.43
3.514.52 593 292335388 297343400 3.023.524.12 | 3.724.94 6.64 4.456.30 854 4.786.77 9.01
Polar(128,64) 3.835.16 7.04 2933363.88 298344400 3.043524.12 | 391522 697 4856.829.06 527733 947
4.045.52 7.62 293336388 298344400 3.043.534.13 |4.05539 7.10 5.117.14 923  5.587.67 9.63
4.305.58 7.34 3.494.054.74 3.574.18493 3.664.325.13 | 453597 7.92 5217.18 9.64  5.427.46 9.98
Polar(128,86) 449590 7.75 3.504.054.75 359419494 3.684335.14 | 4.816.38 851  5587.6110.17 5.787.88 10.49
4.756.25 8.29 3.504.064.75 3.594.19494 3.694.335.14 | 5.046.73 9.02  5878.0310.71  6.068.29 11.04
4.565.98 7.93 374437513 385454536 3.964.715.60 | 475640 873 529736 997 5.457.5910.19
Polar(128,96) 4.69 6.20 8.30 3754385.13 386454536 3.974725.61 | 4946.78 934  5597.8610.71 5.778.1211.00
4.88 6.58 8.93 3.754.385.14 3.874.55537 399473561 | 5227271006 5958461148 6.138.7111.73
4.516.07 8.11 292336388 3.013484.05 3.103.61423 |4516.12 839 502695 9.62 5.137.12 9.87
LDPC(49,24) 4.58 6.18 8.46 292336388 3.013484.05 3.103.61423 | 4546.13 848 5076.92 9.74  5.187.09 10.02
4.71 6.38 8.73 2923363.88 3.013.484.05 3.103.624.23 | 4586.19 857 5.106.96 9.77  5.217.1210.00
3.885.51 8.06 291334386 296342398 3.013.504.11 | 3.79532 7.62  4.356.6210.16 4.506.9110.50
LDPC(121,60) 3.895.55 8.16 291334386 296342398 3.013504.11 | 3.795.33 7.64 4366.6210.16 4.526.9110.48
3.935.66 8.51 291334386 296342398 3.013.504.11 | 3.805.34 7.66 4.386.6510.29 4.536.9310.64
4.63 6.68 9.73 3.193.684.29 3.263.804.45 3.343.924.62 | 457658 9.50 5328.0611.80 5.458.24 12.08
LDPC(121,70) 4.646.71 9.77 3.193.68429 327380445 334392462 | 4.606.63 9.64 5378.1512.13 5.508.39 12.48
4.676.79 9.98 3.193.684.29 3.273.804.45 334392462 | 4.616.659.70 5388201224 5.528.4312.60
5.277.5910.08 || 3.474.034.72 3.574.18493 3.684.345.16 | 5287.6710.92 6.049.0312.73  6.179.2512.99
LDPC(121,80) 5297.631090 || 3.474.03472 3.574.18493 3.684.345.16 | 5297.6511.00 6.069.0512.87 6.199.24 13.14
5307.6511.03 || 3.474.034.72 3.574.18493 3.683.683.68 | 5.297.6511.00 6.069.1012.91 6.199.2513.20
4.956.67 8.94 295339392 3.043.514.09 3.123.63426 | 500686 937 59683011.10 6.118.4911.29
MacKay(96,48)  5.046.80 9.23 295339392 3.043.514.09 3.133.63426 | 505695 9.52 6.0284211.41 6.188.6411.59
5.177.07 9.64 295339392 3.043514.09 3.133.63426 | 504694 953 6.0184511.47 6.188.6511.70
4.356.01 8.30 2.933.373.90 3.003.474.04 3.063.574.18 | 4.336.00 8.44 5407.9511.52 5.688.3411.95
CCSDS(128,64) 4.416.09 8.49 293337390 3.003.474.04 3.063.574.18 | 4346.04 849 5438.1111.55 5.718.5512.01
4.59 6.42 9.02 293337390 3.003.474.04 3.073.574.18 | 4356.08 851 5448.0911.65 5.728.4812.13
3.794.87 6.35 3.173.67426 325379443 333392461 |4.11548 734 443598 8.05 4.536.15 8.27
BCH(63,36) 4.055.28 7.01 3.173.67426 325379444 333392462 | 421563 752 4526.12 822  4.646.31 849
4.215.50 7.25 3.183.67427 3.263.804.44 335393462 | 437591 795 4766.55 890 4.916.78 9.23
4.475.88 7.81 365426498 376443522 3.884.62548 | 4626.25 857 4.966.85 9.50  5.067.04 9.76
BCH(63.45) 4.66 6.16 8.17 3.65426498 377444523 389463548 | 473644 883  5107.09 9.81  5.217.2910.05
4.79 6.39 8.49 3.654264.98 377444523 3904.63548 | 4.796.52 895 5.177.18 993  5307.3910.21
4.60 6.05 8.05 3.964.63546 4.094.84574 422505603 | 4.786.47 8.88  4.996.83 940  5.056.98 9.59
BCH(63,51) 4.78 6.34 8.49 3.964.63546 410485574 423506603 | 4856.62 9.08 5086.99 9.74 5.167.12 9.96
5.016.72 9.03 396463546 4.104.855.74 4.245.066.03 | 4886.66 9.16 5.117.04 979  5.187.19 9.97
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E NUMBER OF DIFFUSION STEPS

Table[d]presents the convergence statistics (mean and standard deviation of the number of iterations)
for the regular reverse diffusion and the line search procedure. Evidently, the line-search approach
substantially reduces the number of steps, especially for low SNRs where the improvement can
reach one order of magnitude.

Table 4: A comparison between the line search procedure and the regular reverse diffusion. The A
column denotes the difference between the logarithm of Bit Error Rate (BER) for three normalized
SNR values (i.e., A = —log(BERLg) + log(BER geg)).

The other columns represent the mean and standard deviation of the number of iterations of the

TEVErse process until convergence, i.e., convergence to zero syndrome.

Method AN=2 A N=6 #It. Reg. N=2 #It Reg. N=6 #It. LS N=2 #It LS N=6
4 5 6 4 5 6 || 4 5 6 4 5 6 | 4 5 6 4 5 6
008-0.13-0.10 0.04 004 041 || 134+75 8963 54+51 128468 88+61 54=51 | 16+31 1.0=1208+05 26+30 [7=2111%15
Polar(64,32) -0.14-0.07-0.30  -0.04 0.21 0.89 132+72 89+62 54+5.1 127+67 88+6.0 54+5.1 14+23 1.0+£0908+05 1.1+08 09+0408+04
-0.01-0.05 0.10  -0.11 0.07 0.65 130+7.1 88+6.1 54+5.1 127+£6.7 88+6.0 54+£5.1 1.3£21 1.0+£0808+05 1.1£0.7 09+0408+04
-0.02 0.11 0.16  0.01 0.06 0.47 59+49 33438 15+£27 57+46 32+38 15+27 14423 07+£1.004+£05 12+£1.707+£0904+0.6
Polar(64.48) 001 0.14 030 003012 043 || 58448 32438 15427  57£46 3237 1.5+27 | 13420 07+0904£05 09+10 0.6+060.4405
000 0.16 040 -001007 071 || 58447 32438 15427 57£46 3237 15427 | 12418 0740804505 10+10 0.6+0604%05
019024030 032033060 |[ 267+ 14616493 102+68 220+93 154+75100£66 | 55+ 128 19546 11+14 20%35 13+ 111006
Polar(128,64) -0.31-0.61-0.40 -0.26 -0.30 -0.10 244+122158£8.210.1+6.6 216 +£8.5 154+7410.1 £6.6 35+£86 1.5+£291.1+09 18+20 13+091.0+05
-0.24-0.54-0.80  -0.12-0.20 1.00 235+ 111156 £7910.1+6.6 214 +80 154+7410.1 £6.6 29+68 14+£2110+07 1.7+1213+081.0+05
010-011-020 020-0.13-021 || 1654109 9.1+73 47449 134+75 8358 46446 | 40091 142340810 29+44 L6+211.0%12
Polar(128.86)  -0.06-0.04 0.00 -0.30-0.34-0.33 || 155+ 100 88 +£68 46+48 131469 83+57 46+46 | 34+83 13£3208+09 13+24 1.0£0.607+05
0.09-006-0.10 -032-021-040 || 147492 86464 46447 13.0+£66 83457 46446 | 27468 124230807 12+19 0940507405
-0.10-0.13-0.20 -0.11 0.04 -0.16 126 +88 65+59 3.1+39 105+64 6.1+50 3.1+38 36+74 12+2706+08 22+3412+1407+08
Polar(128,96) -0.09-0.10-0.10  -0.19 0.13 0.14 11.8+80 63+£55 3.1+38 1032+6.11 6.1 49 3.1 £3.8 27460 1.1+£2006+06 12+2009+0506+05
-0.16-0.12-0.20  -0.15 0.00 -0.13 1.1+£73 62+52 3.1+38 102£59 6.1+£49 3.1+£38 20+44 1.0£1306+£05 1.1£1509+0506+0.5
006 003 023 -005-031-0.16 || 1154£7.0 74457 44445 109463 73+54 44445 | 22451 1.0+1907+07 22£36 13+ 1508+08
LDPC(9.24)  0.05-0.06 020 -0.13-0.12-020 || 114£70 74£57 4445 109463 73£54 4445 | 21£49 10£1907£06 1.5+3509+1107+05
007 0.10 020 -0.12-0.13-041 || 114%70 74+56 44+45  109+63 73+54 4445 | 21£48 1021907506 14+34 09+ 1107405
-0.14-0.20-0.20  -0.07 -0.30 0.00 267 £16.715.1 £8.6 9.4+5.7 219+ 115 144£65 93£56 10.1 £21.22.1+£7.01.0£13 60+13323+£3.11.5+1.1
LDPC(121,60) -0.08-0.17-0.30  -0.11-0.09 -0.44 26.6 £16.515.1 £8.5 94+57 21.7+£11.2 144£6.5 93£5.6 10.1 £21.22.1+£7.01.0£13 44+13213+261.0+£04
-0.18-0.30-0.30  -0.18 -0.47-0.23 265+16515.14+84 94457 215+£10.8 144 +64 93+£5.6 98+£20920£691.0+12 42+127134+251.0+£03
0.19-039-040 -0.19-020-100 || 178+ 112104+£6.1 62447 155474 10255 6.1+47 | 484129 13+3509+06 20+67 1.0+ 1109404
LDPC(121.70)  -0.16-0.29-020 -0.16-0.44-0.17 || 17.6% 109104+ 60 62447 155473 102+55 61447 | 454123 12£3209£06 19462 100909+ 0.4
0.16-0.29-030 -0.18 000 -0.11 || 175+ 10810460 62447 154+71 102£556.1+47 | 434120 12+3009£05 18+57 L0+0.709+04
-0.23-0.03-0.40 -0.33-0.46-0.95 125+79 73+£50 40+38 114+£56 72+47 40+£38 27+75 1.0+£1.607+05 12+3.009+040.7+04
LDPC(121.80) -0.13-0.10-0.30  -0.15-0.42 0.81 125479 73+£49 40438 114£58 72+47 40+£38 27477 1.0£1.707+£05 14+£3709+060.7+04
0.10-017-020 -028-021-027 || 124478272449 40438 114+56 72447 40438 | 31469 13+1708+06 13£3209+0507+04
023-016-050 009029 000 || 153479 102£55 64445 144£57 100£50 64444 | 2881 12+2609£07 22£29 15409 L1406
MacKay(96.48)  -0.20-0.14-030 -0.17-021 000 || 15378 10254 64+45 143=57 100+50 64+44 | 26+78 12+2509+07 13+26 1.0=0509+03
-0.19-0.17-0.20 -0.19-0.33-0.13 152477 102+54 64+45 143+£5.6 100+50 6.4 +44 26+76 12+2409+06 12+23 1.0+0409+03
-0.19-0.58 -0.40  -0.31-0.36 0.52 208 £11.413.1 £6.3 84+49 182+6.6 128+54 84+49 47+134 14+411.0+08 1.7£47 1.1+£071.0£03
CCSDS(128,64)  -0.21-0.30-0.60 -0.23-0.42 0.31 206+£11.213.14+62 84449 18.1+£64 128+54 84+49 44+£128 13£331.0+07 1.6+41 1.1+£0.61.0+£03
0.27-042-040 -026-0.11 037 || 206+ 11.013.1£62 84449 181463 128+54 84449 | 424123 1343410206 16+37 L1+051.0£03
001 0.02-004 001 000 009 || 126480 78467 43451 11.9+£75 76464 43+50 | 37472 1443407513 43£68 20£361.04 18
BCH(63.,36) -0.01 0.02 0.13  -0.11-0.05 0.03 124+79 7.7+£66 43+5.1 11.8+74 75+63 43+£5.0 33+£68 13+£3.107+1.1 25456 1.1+240.7+0.8
0.04 0.16 0.23  -0.11-0.02 0.04 121+76 7.6+£65 43450 11.7+£73 75+63 43+£5.0 25455 1.1+£2207+08 25+56 1.1+230.7+08
-0.05 0.00 0.11  -0.10-0.05 0.37 72457 41+£45 20+32 69+53 40+£44 19+£32 21£39 09+£1.604+06 15+3007+1.1044+05
BCH(63,45) 002 015 010 -0.14 008 041 [ 71456 40445 20432  68+52 39+43 20432 | 19436 081404206 1426 07+0904%05
003 0.18 020 -0.13-006 073 || 71456 40445 20432  68+53 39443 20432 | 18434 08+1304206 13£2507+1004405
004 028 094 009 042 116 || 48+41 26+34 12424 47540 26+33 1224 | 18+29 071303506 1.6%260.7=1203%06
BCH(63.51) 0.06 0.31 1.13  0.06 0.28 1.19 48+41 26+34 12+24 47+40 26+34 1.2+24 1.6+27 07+1203+05 13+2106+1003+05
0.04 0.34 1.02 002 0.34 1.04 48+41 2.6+34 12424 47+40 26+34 1.2+£23 1.6+26 07+£1.103+05 14+2306+1.003+05

F DENOISING DIFFUSION ERROR CORRECTION CODE TRANSFORMER

F.1 PARITY-CHECK CONDITIONING ARCHITECTURE

The DDECCT architecture is depicted in Figure[9] In order to condition the network on the number
of parity errors e; € {0,...,n — k}, we employ a d dimensional one hot encoding multiplied
via Hadamard product with the initial elements’ embedding of the ECCT. Denoting the ECCT’s
embedding of the ¢ element as ¢;, the new embedding is defined as ¢; = ¢; ® ¥ (es), Vi, where 1)
denotes the n — k one hot embedding.

F.2 DDECCT COMPUTATIONAL COMPLEXITY

The computational overhead consists of the conditioning, which is a negligible Hadamard product
of the initial ECCT embedding with the one-hot encoding of the number of parity-check errors, the
parallel line-search procedure (which scales linearly with the density of the code, and most codes are
sparse), and the number of reverse diffusion iterations, which is reduced to extremely few iterations
by the line-search framework.

16



Published as a conference paper at ICLR 2023

Xp
PR S
|bin(sign(z))

y
~ z
Initial Embedding |? Decoding 1 Output

e, —+ Nx | | Feed Fwd | ‘ FC
~ p \ ¢ ( orm ‘\Zn —k-on J
R e o

1 — 2H bin(sign(") ‘ ‘ MH-SA ) d=1

‘ 7 ‘ 2nk Bits \‘ | “ orm | [ Norm |

Figure 9: Illustration of the proposed DDECCT architecture. The main difference from ECCT is the
green component in the Initial Embedding module.

Therefore, the large improvement of DDECCT over ECCT is obtained while employing a modest
increase in computational complexity. Most importantly, the space complexity, determining the
capacity of the network, is extremely reduced with the DDECC framework, since even shallow
DDECCT architectures outperform deep ECCT models.

It should also be mentioned that as described in the introduction, the iterative DDECC framework
supports a differential treatment of the samples based on their level of corruption, what is not possi-
ble with ECCT.

G BETA SCHEDULING

The choice of the scheduling range, i.e. ¢ € {0,1,...,T} is explained as follows. In contrast to
classical denoising diffusion models used as generative models, the conditioning in our model is
performed over the number of parity-check errors in order to obtain an estimate of the proximity to
the solution. Thus, 7" is now defined as the maximum possible number of parity-check errors, i.e.
n —k.

The values of the beta schedule have been set empirically such that the cumulative sum of the
diffusion noise roughly corresponds to the average training noise statistics, i.e., \/E ~ o such that
y=x+ 0z, 2z~ N(0,I),as described in Eq.

In addition to the empirical support, constant scheduling has been chosen to induce a uniform treat-
ment of the noise space. Finally, the full method uses the line-search procedure, reducing the need
to precisely define or tune the scheduler.

H COMPARISON WITH SUCCESSIVE CANCELLATION LIST (SCL) POLAR
DECODER

Table [5] compares the performance of ECCT and DDECCT to the SOTA SCL Polar decoder [Tal
& Vardy| (2015)) for several Polar Codes. The SCL decoder has a time and space complexity of
O(LN log N) and O(LN), respectively.

We tested the SCL algorithm for L = {1,4} using the AFF3CT software (Cassagne et al., 2019).
Note that with this software package, we cannot ensure an exact comparison to our settings and even
with regard to the polar code used.

Increasing the capacity of the network, especially with more layers, is expected to lead to better
results as demonstrated for LDPC codes. Similarly, SCL with bigger lists would obtain improved
accuracy. We present in Figure [T0] the performance of different architecture size. We can observe
larger architecture is able to close the gap with the SOTA on Polar codes.
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Table 5: A comparison of the negative natural logarithm of Bit Error Rate (BER) for three normal-
ized SNR values (4,5,6) between the proposed method with N = 6,d = 128, the ECCT and the
SOTA SC-L algorithm. Higher is better.

Method SC-L =1 SC-L = 4 ECCT DDECCT
4 s 6 4 5 6 | 4 5 6 | 4 5 6
Polar(64,32) 730 9.67 13.18 811 1070 1404 | 662 889 1202 | 693 951 12.79
Polar(64,48)  6.17 841 1097 663 863 1124 | 619 828 1105|600 824 10.98
Polar(128,64) 837 1169 1370 9.60 13.16 17.42 | 592 864 12.18 | 9.11 1290 16.30
Polar(128,86) 7.54 1074 1514 926 13.04 17.13 | 631 9.01 1245|760 1081 15.17
Polar(128,96) 674 9.53 13.53 802 1160 1816 | 631 9.12 1247 | 7.16 103 13.19

We believe the high number of degrees of freedom in our model coupled with careful training and
hyper-parameter tuning should fill the remaining gap. Most importantly, we believe that permuta-
tions of the parity check matrix may have a large impact on the performance as described in many
previous neural decoding works (e.g. (Bennatan et al., 2018} [Raviv et al}, 2020)).
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Figure 10: BER plots comparing ECCT, DDECCT and the SCL algorithm for various Eb/Ny and
N values.

I RESULTS OVER MULTIPLE SNR VALUES

Figure[TT]depicts BER plots comparing the performance of ECCT and DDECCT for several codes.
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Figure 11: BER plots comparing ECCT and the proposed DDECCT for various Eb/N values.
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