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Abstract

Neural Probabilistic Circuits (NPCs), a new class of concept bottleneck models,
comprise an attribute recognition model and a probabilistic circuit for reasoning.
By integrating the outputs from these two modules, NPCs produce compositional
and interpretable predictions. While offering enhanced interpretability and high
performance on downstream tasks, the neural-network-based attribute recogni-
tion model remains a black box. This vulnerability allows adversarial attacks to
manipulate attribute predictions by introducing carefully crafted, subtle pertur-
bations to input images, potentially compromising the final predictions. In this
paper, we theoretically analyze the adversarial robustness of NPC and demonstrate
that it only depends on the robustness of the attribute recognition model and is
independent of the robustness of the probabilistic circuit. Moreover, we propose
RNPC, the first robust neural probabilistic circuit against adversarial attacks on the
recognition module. RNPC introduces a novel class-wise integration for inference,
ensuring a robust combination of outputs from the two modules. Our theoretical
analysis demonstrates that RNPC exhibits provably improved adversarial robust-
ness compared to NPC. Empirical results on image classification tasks show that
RNPC achieves superior adversarial robustness compared to existing concept bot-
tleneck models while maintaining high accuracy on benign inputs. The code is
available at https://github.com/uiuctml/RNPC.

1 Introduction

Deep Neural Networks (DNNs) exhibit superior performance across a range of downstream tasks.
However, DNNs are often criticized for their lack of interpretability, making it hard to understand
the decision-making process, especially when they are deployed in high-stakes domains, such as
legal justice and healthcare [1]. Concept Bottleneck Models (CBMs) [2–6] are a class of models that
attempt to improve model interpretability by incorporating human-understandable binary concepts
(e.g., white color) as an intermediate layer, followed by simple predictors such as linear models. This
bottleneck enables model predictions to be interpreted using the predicted concepts due to the sim-
plicity of the linear predictors on top of the concepts. While demonstrating improved interpretability,
CBMs usually suffer from a performance drop compared to DNNs. Recently, a new class of concept
bottleneck models, Neural Probabilistic Circuits (NPCs) [7, 8], has been introduced, which offers a
promising balance between model interpretability and task performance. NPC consists of an attribute
recognition model and a probabilistic circuit [9]. The attribute recognition model predicts various
interpretable categorical attributes (e.g., color) from an input image. The probabilistic circuit supports
tractable joint, marginal, and conditional inference over these attributes and the class variable. By
integrating the probability of each instantiation of attributes and the conditional probability of a
specific class given that instantiation, NPC generates the prediction score for the class.

Despite enhanced transparency in the model architecture, the attribute recognition model within NPC,
implemented using a neural network, remains a black box. This raises the threat of malicious attacks
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targeting the attribute recognition model. Adversarial attacks [10–12], a typical type of attack against
neural networks, attempt to manipulate model predictions by applying carefully crafted, imperceptible
perturbations to the input images. Such attacks against the attribute recognition model can mislead
attribute predictions, potentially compromising NPC’s performance on downstream tasks.

In this paper, we theoretically analyze NPC’s robustness against these attacks, understanding how the
robustness of individual modules affects that of the overall model. Surprisingly, we show that the
robustness of the overall model only depends on the robustness of the attribute recognition model,
and including a probabilistic circuit does not impact the robustness of the overall model. This is in
sharp contrast to the compositional nature of NPC’s estimation error, as demonstrated in Chen et al.
[7, Theorem 2]. This means that adversarial robustness can be achieved for free by using probabilistic
circuits on top of intermediate concepts, rather than the linear predictors used in conventional CBMs.

To further improve the adversarial robustness of NPC, we propose the Robust Neural Probabilistic
Circuit (RNPC), which adopts the same model architecture as NPC while introducing a novel
class-wise integration approach for inference. Specifically, we first partition the attribute space by
class, where each class corresponds to a set of high-probability attribute instantiations, and then
define the neighborhood for each class to allow perturbations. Rather than focusing on individual
attribute instantiations, RNPC integrates the probability over the neighborhood of each class and the
conditional probability of a target (class) given the high probability region of that class.

Theoretically, we show that such class-wise integration enables RNPC to achieve improved adversarial
robustness compared to NPC. We also perform an analysis of RNPC’s performance on benign inputs.
Similar to NPC, the estimation error of RNPC is compositional and bounded by a linear combination
of errors from its individual modules. Moreover, we provide an explicit characterization to quantify
the trade-off between RNPC’s adversarial robustness and benign performance.

Empirical results on diverse image classification datasets demonstrate that RNPC outperforms existing
concept bottleneck models in robustness against three types of adversarial attacks across various
attack budgets while maintaining high accuracy on benign inputs. Additionally, we conduct extensive
ablation studies, including analyzing the impact of the number of attacked attributes and examining
the effect of spurious correlations among various attributes.

Our main contributions are threefold. 1) We propose the first robust neural probabilistic circuit, named
RNPC, against adversarial attacks on the attribute recognition model. In particular, RNPC introduces
a novel class-wise integration approach for inference, ensuring a robust combination of outputs from
different modules. 2) Theoretically, we demonstrate that: a) The robustness of NPC and RNPC de-
pends only on the robustness of the attribute recognition model, and introducing a probabilistic
circuit on top of the attribute recognition model is free for robustness. b) RNPC is guaranteed to
achieve higher robustness than NPC under certain conditions. c) RNPC maintains a compositional
estimation error on benign inputs. d) There exists a trade-off between RNPC’s adversarial robustness
and benign performance. 3) Empirically, we show that RNPC achieves superior robustness against
diverse adversarial attacks compared to various concept bottleneck models, while maintaining high
accuracy on benign inputs.

2 Preliminaries

2.1 Neural probabilistic circuits

A Neural Probabilistic Circuit (NPC) [7] consists of an attribute recognition model and a probabilistic
circuit. Let X ∈ X , Y ∈ Y , Ak ∈ Ak denote the input variable, the class variable, and the
k-th attribute variable, respectively, with their lowercase letters representing the corresponding
instantiations. Consider K attributes, A1, . . . , AK , or A1:K in short. The neural-network-based
attribute recognition model takes an image x as input and outputs probability vectors for various
attributes. The k-th probability vector is denoted as (Pθk(Ak = ak | X = x))ak∈Ak

, where θk
represents the model parameters related to the k-th attribute. The probabilistic circuit [9] learns
the joint distribution of Y and A1:K , while also supporting tractable conditional inference such
as Pw(Y | A1:K), where w represents the circuit’s parameters. Combining the outputs from both
the attribute recognition model and the probabilistic circuit, NPC’s prediction score for class y is
interpretable, which is the sum of the probability of each instantiation of attributes, weighted by the
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Figure 1: Left: Model architectures and inference procedures of NPC and RNPC. NPC and RNPC share an
attribute recognition model and a probabilistic circuit. During inference, NPC employs a node-wise integration to
integrate the outputs of the two modules, producing predictions for downstream tasks. In contrast, RNPC adopts
a class-wise integration, which leads to more robust task predictions. Right: Illustration of three classes in the
attribute space. Vy represents the set of attribute nodes with high probabilities. dmin is the minimum inter-class
distance and the radius r is defined as ⌊ dmin−1

2
⌋. N (y, r) denotes the neighborhood of class y with radius r.

conditional probability of y given this instantiation, i.e.,

Pθ,w (Y = y | X = x) =
∑
a1:K

K∏
k=1

Pθk (Ak = ak | X = x) · Pw (Y = y | A1:K = a1:K) , (1)

where θ denotes all parameters of the attribute recognition model. An illustration of NPC is in Fig 1.

2.2 Threat model

Consider a white-box, norm-bounded, untargeted adversarial attack against the attribute recognition
model. Given an input (x, a1:K), the attacker seeks to find a perturbed input x̃ within an ℓp-norm
ball of radius ℓ centered at x, such that the attribute recognition model’s predictions for one or
more attributes become incorrect. Assume m attacked attributes Ai1:im , the attack objective is
maxx̃∈Bp(x,ℓ)

1
m

∑m
k=1 L

(
Pθik

(Aik | X = x̃), aik

)
where Bp(x, ℓ) := {x̃ ∈ X : ∥x̃ − x∥p ⩽ ℓ}

and L denotes a per-attribute loss function, which may vary depending on the chosen attack method.

3 Understanding the adversarial robustness of neural probabilistic circuits

Chen et al. [7] have shown that under Assumption 3.1 and 3.2, the estimation error of NPC is
compositional, i.e., it can be upper bounded by a linear combination of the error of the attribute
recognition model and the error of the probabilistic circuit. In this section, we delve into the
adversarial robustness of NPC, exploring how the adversarial robustness of the attribute recognition
model as well as the probabilistic circuit affects that of NPC.
Assumption 3.1 (Sufficient attributes [7]). The class label Y and the input X are conditionally
independent given the attributes A1:K , i.e., Y ⊥ X | A1:K .
Assumption 3.2 (Complete information [7]). Given any input, all attributes are conditionally mutually
independent, i.e., A1 ⊥ A2 ⊥ · · · ⊥ AK | X .
Definition 3.3. The prediction perturbation of NPC against an adversarial attack on the attribute
recognition model is defined as the worst-case total variance (TV) distance between the class
distributions conditioned on the vanilla and perturbed inputs, i.e.,

∆NPC
θ,w

1 := EX

[
max

X̃∈Bp(X,ℓ)
dTV

(
Pθ,w(Y | X),Pθ,w(Y | X̃)

)]
.

The metric quantifies the adversarial robustness of NPC, with a lower value signifying stronger
robustness. Based on this definition, the following theorem decomposes the adversarial robustness of
NPC under the assumption of complete information.

1For uncluttered notation, we omit the dependency on ℓ if it is clear from the context.
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Theorem 3.4 (Adversarial robustness of NPCs). Under Assumption 3.2, the prediction perturbation of
NPC is bounded by the worst-case TV distance between the overall attribute distributions conditioned
on the vanilla and perturbed inputs, which is further bounded by the sum of the worst-case TV
distances for each attribute, i.e.,

∆NPC
θ,w ⩽ EX

[
max

X̃∈Bp(X,ℓ)
dTV

(
Pθ (A1:K | X) ,Pθ

(
A1:K | X̃

))]
⩽

K∑
k=1

EX

[
max

X̃∈Bp(X,ℓ)
dTV

(
Pθk (Ak | X) ,Pθk

(
Ak | X̃

))]
.

We denote the first bound as ΛNPC. Theorem 3.4 demonstrates that the prediction perturbation of
NPC is upper bounded by that of the attribute recognition model. Different from typical DNNs whose
robustness is influenced by the robustness of each layer [13, 14], the robustness of NPC depends solely
on that of the attribute recognition model. Adding a probabilistic circuit on top does not affect the
robustness of NPC. Note that this is in sharp contrast to typical CBMs, where the linear-layer-based
predictors adversely affect the robustness of the overall model [15].

4 Improving the adversarial robustness of neural probabilistic circuits

In this section, we propose Robust Neural Probabilistic Circuits (RNPCs). RNPCs introduce a novel
approach for integrating the outputs from the attribute recognition model and the probabilistic circuit,
leading to class predictions that are provably more robust than those of NPCs.

4.1 Notation and definitions

Let D := {(x, a1:K , y)} denote a dataset, and let V := {a1:K : PD(A1:K = a1:K) ⩾ γ} denote
the corresponding set in the attribute space that has a high probability mass, specifically larger
than a constant γ ≥ 0. We partition V according to the most probable class a1:K is in, i.e., if
y∗ = argmaxy∈Y PD(Y = y | A1:K = a1:K), then a1:K ∈ Vy∗ . Overall, V =

⋃
y∈Y Vy and

Vi ∩ Vj = ∅, ∀i ̸= j. Let Ω denote the whole attribute space, and let V c := Ω\V denote the
complement of V , which is the set of attribute instantiations with a probability mass at most γ. In the
following, we mainly focus on the attribute set V and name each a1:K as an (attribute) node. The
Hamming distance between two nodes, say a1:K and a′1:K , is defined as the number of attributes in
which the two nodes differ, i.e., Ham(a1:K , a′1:K) :=

∑K
k=1 I(ak ̸= a′k).

Definition 4.1. The inter-class distance between class i and class j is defined as the minimum
Hamming distance between nodes of Vi and nodes of Vj , i.e., di,j := minvi∈Vi,vj∈Vj

{Ham(vi, vj)}.
Definition 4.2. The minimum inter-class distance of an attribute set V is dmin := mini,j∈Y,i̸=j {di,j}.
The radius of an attribute set V is r := ⌊dmin−1

2 ⌋.
Definition 4.3. The neighborhood of class y with radius r is defined as the union of Vy

and the nodes from V c whose distance from Vy is not larger than r, i.e., N (y, r) :=
Vy

⋃ {
ac1:K ∈ V c : mina1:K∈Vy Ham(ac1:K , a1:K) ⩽ r

}
.

Figure 1 illustrates the high-probability attribute nodes and neighborhoods of three classes.

4.2 Robust neural probabilistic circuits

RNPCs employ the same model architecture as NPCs, but use a novel inference procedure that
potentially leads to more robust predictions for downstream tasks.

Model architecture and training. The architecture of RNPC is the same as that of NPC, con-
sisting of an attribute recognition model and a probabilistic circuit. These two modules are trained
independently. Specifically, the attribute recognition model is trained by minimizing the sum of cross-
entropy losses over all attributes, i.e., minθ − 1

|D|
∑

(x,a1:K)∈D

∑K
k=1 logPθk(Ak = ak | X = x).

Following Chen et al. [7], the structure of the probabilistic circuit is learned using the LearnSPN
algorithm [16], and its parameters are optimized with the CCCP algorithm [17]. Note that NPC and
RNPC share the same trained attribute recognition model and the same learned probabilistic circuit;
the only difference between them lies in the inference procedure.

Intuition. Interpreting
∏K

k=1 Pθk (Ak = ak | X) as the weight of an attribute node a1:K and
Pw (Y | A1:K = a1:K) as the contribution of this node to Y , NPC’s prediction Pθ,w (Y | X) becomes
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a weighted sum of all nodes’ contributions to Y . While such predictions are generally accurate, they
remain vulnerable to adversarial attacks. For example, consider an input image x depicting a no-entry
sign, with the attribute label a∗1:K = (red, circle, slash). For a well-trained model, both the weight of
a∗1:K and its contribution to yno-entry are typically high, leading yno-entry to be the most probable class.
However, if an attacker attacks any m attributes, say A1:m, i.e., perturbing the predicted probabilities
for these attributes, the weight of a∗1:K will decrease due to the reduction in Pθk (Ak = a∗k | X) for
k ∈ [m]. Consequently, the weight of the set {a1:K : a1:m ̸= a∗1:m, am+1:K = a∗m+1:K} increases,
which lies within N (yno-entry, r) when m ⩽ r. However, the contributions of these nodes (e.g.,
(blue, circle, slash)) to yno-entry could be very small, possibly causing yno-entry no longer the most
probable class. Nevertheless, if those “shifted” weights can be aggregated and aligned with the high
contribution of a∗1:K to yno-entry, the adverse impact of the attacks can be alleviated.

Inference. Inspired by the example above, we propose a novel inference procedure that robustly
integrates the output of the attribute recognition model and the output of the probabilistic circuit to
produce the final predictions. In particular, instead of adopting NPC’s node-wise integration, we
introduce the following class-wise integration,

Φθ,w(Y | X) =
∑
ỹ∈Y

Pθ (A1:K ∈ N (ỹ, r) | X) ·
∑

a1:K∈Vỹ

Pw (Y | A1:K = a1:K)

 . (2)

Equation (2) characterizes an inference procedure that integrates the weight of (neighborhood of) each
class with the contribution of (high-probability nodes of) this class to Y . Thus, RNPC’s prediction
Φθ,w(Y | X) becomes a weighted sum of all classes’ contributions to Y . In particular, Φθ,w represents
an unnormalized probability. The corresponding partition function and normalized probability are
denoted as Zθ(X) =

∑
y∈Y Φθ,w(Y = y | X) =

∑
ỹ∈Y (Pθ (A1:K ∈ N (ỹ, r) | X) · |Vỹ|) and

Φ̂θ,w(Y | X) = Φθ,w(Y | X)/Zθ(X), respectively.

In an adversarial attack, input perturbations result in perturbations in predicted attribute probabilities.
If such an attack shifts the probabilities originally assigned to nodes of Vy to any other nodes within
N (y, r), the class-wise integration ensures that the weight of class y is barely affected. Meanwhile,
the conditional probabilities generated by the probabilistic circuit remain benign. Consequently, the
predictions produced by RNPC are robust.

Complexity. Let |fk| denote the size of the k-th neural network in the attribute recognition model,
and let |S| be the size of the probabilistic circuit (i.e., the number of edges). We have the following
proposition that compares the computational complexities of inference in NPC and RNPC.
Proposition 4.4. The computational complexities of inference in NPC and RNPC are respectively
O
(∑K

k=1 |fk|+ |S| ·
∏K

k=1 |Ak|
)

and O
(∑K

k=1 |fk|+ |S| · |V |
)

, with |V | ⩽
∏K

k=1 |Ak|.

The detailed proof is deferred to Appendix E. Proposition 4.4 shows that RNPC is more efficient than
NPC in terms of the inference complexity.

4.3 Theoretical analysis

In this section, we provide a theoretical analysis of the adversarial robustness and benign performance
of RNPC. Similar to Definition 3.3, we first define a metric to quantify its adversarial robustness.
Definition 4.5. The prediction perturbation of RNPC against an adversarial attack on the attribute
recognition model is defined as the worst-case TV distance between the class distributions conditioned
on the vanilla and perturbed inputs, i.e.,

∆RNPC
θ,w := EX

[
max

X̃∈Bp(X,ℓ)
dTV

(
Φ̂θ,w(Y | X), Φ̂θ,w(Y | X̃)

)]
.

4.3.1 Adversarial robustness of RNPCs

Lemma 4.6 (Adversarial robustness of RNPCs). The prediction perturbation of RNPC is bounded
by the worst-case change in probabilities within a neighborhood caused by the attack, i.e.,

∆RNPC
θ,w ⩽ EX

[
max

X̃∈Bp(X,ℓ)

{
max
ỹ∈Y

∣∣∣∣1− Pθ(A1:K ∈ N (ỹ, r) | X̃)

Pθ(A1:K ∈ N (ỹ, r) | X)

∣∣∣∣}
]
.
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We denote this bound as ΛRNPC. Similar to NPC, the adversarial robustness of RNPC depends solely
on the attribute recognition model and is not influenced by the probabilistic circuit. In particular, one
can see from the above bound that, as long as the perturbation does not change the probabilities of
attributes encoded in each ball N (ỹ, r), the upper bound is 0, i.e., the prediction is robust.

4.3.2 Comparison in adversarial robustness

NPC and RNPC adopt node-wise and class-wise integration approaches during inference, respectively,
leading to different upper bounds on the prediction perturbation. Here, we investigate the relationship
between these bounds and compare the adversarial robustness of NPC and RNPC.
Theorem 4.7 (Comparison in adversarial robustness). Consider a p-norm-bounded adversarial
attack with a budget of ℓ. Assume the attribute recognition model fθ is randomized and satisfies
ϵ-Differential Privacy (DP) with respect to the p-norm. Let the probability of an attribute taking
a specific value correspond to the expected model output, i.e., Pθk(Ak = ak | X) = E[fθk(X)ak

],
where the expectation is taken over the randomness within the model. Under Assumption 3.2, the
following holds: ΛNPC ⩽ |A1|...|AK |

2 αϵ and ΛRNPC ⩽ αϵ, where αϵ := max{1 − e−Kϵ, eKϵ − 1}.
Moreover, there exist instances where both inequalities simultaneously hold as equalities.

The above theorem establishes the relationship between ΛNPC and ΛRNPC under the condition of
DP. Specifically, compared to ΛRNPC, ΛNPC is bounded by an exponentially larger value that scales
exponentially with the number of attributes. This larger bound potentially leads to significantly
weaker adversarial robustness for NPC, highlighting the robustness improvement achieved by RNPC.

4.3.3 Benign task performance of RNPCs

In this section, we focus on RNPC’s benign task performance and answer the following questions:
Does RNPC exhibit a compositional estimation error similar to NPC? Furthermore, while Theorem
4.7 indicates the robustness improvement of RNPC, is there a trade-off in its prediction accuracy?
Proposition 4.8 (Optimal RNPCs). The optimal RNPC w.r.t. the expected TV distance between the
predicted distribution Φ̂θ,w(Y | X) and the ground-truth distribution P∗(Y | X) is Φ̂∗(Y | X) :=
Φ∗(Y | X)/Z∗(X), where

Φ∗(Y | X) :=
∑
ỹ

P∗(A1:K ∈ N (ỹ, r) | X) ·
∑

ã1:K∈Vỹ

P∗(Y | A1:K = ã1:K)

 ,

and Z∗(X) is the partition function. Here, P∗ denotes the respective ground-truth distributions.
Definition 4.9. The estimation error of RNPC is defined as the expected TV distance between the
predicted distribution and the optimal distribution, i.e.,

ε̂RNPC
θ,w := EX

[
dTV

(
Φ̂θ,w(Y | X), Φ̂∗(Y | X)

)]
.

Theorem 4.10 (Compositional estimation error). The estimation error of RNPC is bounded by a
linear combination of errors from the attribute recognition model and the probabilistic circuit, i.e.,

ε̂RNPC
θ,w ⩽ EX

[
max

ỹ

∣∣∣∣1− Pθ(A1:K ∈ N (ỹ, r) | X)

P∗(A1:K ∈ N (ỹ, r) | X)

∣∣∣∣]+ 2

γ
dTV (Pw(Y,A1:K),P∗(Y,A1:K)) ,

where P∗ denotes respective ground-truth distributions.

Theorem 4.10 demonstrates that RNPC exhibits a compositional estimation error; improving either
module w.r.t. its own error can enhance the benign performance of RNPC.

On the other hand, under Assumption 3.1 and 3.2, it is easy to show that the optimal NPC corresponds
to the ground-truth distribution, which does not hold for RNPCs. Thus, we define the distance between
the optimal RNPC and the ground-truth distribution as RNPCs’ trade-off in benign performance.
Theorem 4.11 (Trade-off of RNPCs). The trade-off of RNPCs in benign performance, defined as
the expected TV distance between the optimal RNPC Φ̂∗(Y | X) and the ground-truth distribution
P∗(Y | X), is bounded as follows,

EX

[
dTV

(
Φ̂∗(Y | X),P∗(Y | X)

)]
⩽ EX

[
max

ỹ
dTV

(
P̄∗(Y | A1:K ∈ Vỹ),P∗(Y | X)

)]
,

where P̄∗(Y | A1:K ∈ Vỹ) := 1
|Vỹ|

∑
a1:K∈Vỹ

P∗(Y | A1:K = a1:K) represents the average
ground-truth conditional distribution of Y given A1:K ∈ Vỹ .
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Theorem 4.11 characterizes an upper bound on the trade-off, which is determined by the underlying
data distributions and the partitioning of the attribute space, specifically {Vy}. Changes in these
factors affect the optimal RNPC’s distance from the ground-truth distribution, which can also be
interpreted as the price of robustness paid by RNPCs.

5 Experiments

5.1 Experimental settings

Datasets. We create four image classification datasets. 1) MNIST-Add3: This dataset is constructed
from the MNIST dataset [18], following the standard processing procedures outlined in Manhaeve
et al. [19], Bortolotti et al. [20]. Each image consists of a concatenation of three digit images, with
each digit serving as one attribute. The task on this dataset is to predict the sum of these three digits.
2) MNIST-Add5: This dataset is constructed similarly to MNIST-Add3, except that each image
concatenates five digit images. 3) CelebA-Syn: This dataset is synthesized based on the CelebA
dataset [21] using StarGAN [22]. Each synthesized image demonstrates eight facial attributes, such
as hair color. Each unique combination of attribute values is assigned a group number. The task on
this dataset is to identify each image’s group number. 4) GTSRB-Sub: This dataset is a subset of the
GTSRB dataset [23], where each image represents a traffic sign and is annotated with four attributes
like color and shape. The task is to classify images into their corresponding sign types. To ensure
certain minimum inter-class distances over the above datasets, we constrain the possible instantiations
of attributes, i.e., only images aligned with these instantiations are generated or sampled. For instance,
in a three-dimensional attribute space, if the instantiations are limited to {(0, 0, 0), (2, 2, 2)}, the
resulting minimum inter-class distance is 3. Using this approach, the minimum inter-class distances
for MNIST-Add3, MNIST-Add5, CelebA-Syn, and GTSRB-Sub are set to 3, 5, 4, and 3.

Baseline models and architectures. We select three representative concept bottleneck models
as baselines, including NPC [7], vanilla CBM [2], and DCR [3]. We adopt independent two-layer
multilayer perceptrons (MLPs) to learn different attributes in both NPC and RNPC. To ensure a
fair comparison, CBM2 employs a two-layer MLP as its recognition module. DCR uses a similar
architecture with the second layer replaced with its embedding layer.

Attack configurations. To validate the robustness of RNPC, we adopt attacks that can significantly
compromise the model’s predictions on the attacked attribute(s). Specifically, we use the ∞-norm-
bounded PGD attack [11], the 2-norm-bounded PGD attack [11], and the 2-norm CW attack [12],
all configured in the untargeted setting. Empirical results demonstrate that under our threat model,
these attacks are sufficient to substantially reduce attribute prediction accuracy—often down to 0%
under large norm bounds. Evaluation metrics. We adopt classification accuracy as the evaluation
metric. Specifically, when testing on benign (adversarial) inputs, the accuracy is referred to as benign
(adversarial) accuracy. Further details on the experimental settings can be found in Appendix F.

5.2 Main results

Benign accuracy. Table 1 shows that both RNPC and the baseline models perform exceptionally
well across the four datasets, exhibiting benign accuracy approximating 100%. Notably, on these
selected datasets, RNPC is comparable with NPC and even attains slightly higher benign accuracy on
the MNIST-Add3 and MNIST-Add5 datasets. These empirical results indicate that RNPC’s trade-off
in benign accuracy could be negligible on these datasets.

Table 1: Benign accuracy (%) of CBM, DCR, NPC, and RNPC on four image classification datasets.
Dataset CBM DCR NPC RNPC
MNIST-Add3 99.02 98.54 99.32 99.37
MNIST-Add5 99.37 99.21 99.40 99.51
CelebA-Syn 99.83 99.45 99.95 99.95
GTSRB-Sub 99.42 99.42 99.57 99.49

2Unless otherwise specified, CBM refers to vanilla CBM.
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Figure 2: Adversarial accuracy of CBM, DCR, NPC, and RNPC under the ∞-norm-bounded PGD attack with
varying norm bounds on the MNIST-Add3, MNIST-Add5, and CelebA-Syn datasets. The attacker attacks a
single attribute at a time. The solid lines and the surrounding shaded regions represent the mean adversarial
accuracy and the standard deviation, respectively, computed across all attacked attributes.

Adversarial accuracy. Figure 2 illustrates the adversarial accuracy of RNPC and the baseline
models under the ∞-norm-bounded PGD attack with varying norm bounds. In this setup, the attacker
attacks a single attribute at a time, generating an adversarial perturbation to distort the prediction
result for that attribute. The solid lines and the surrounding shaded regions represent the mean
adversarial accuracy and the standard deviation, respectively, computed across all attacked attributes.
Additionally, Figure 6 in Appendix G.1 presents the accuracy of the attribute recognition model in
predicting the attacked attribute, which drops to nearly 0% under large norm bounds. In Figure 2, we
observe that across all datasets, the adversarial accuracy of all models decreases as the norm bound
increases, demonstrating that stronger attacks cause greater harm to the models.

Importantly, NPC and RNPC consistently exhibit higher robustness compared to CBM and DCR,
as their adversarial accuracy remains higher under attacks with any ∞-norm bound. This finding
indicates that incorporating the probabilistic circuit into a model’s architecture can strengthen its
robustness, while the task predictors used in CBM and DCR might adversely impact model robustness.

Moreover, on the MNIST-Add3 and MNIST-Add5 datasets, RNPC significantly outperforms NPC,
especially under attacks with larger norm bounds. For instance, on MNIST-Add5, when the ∞-norm
bound reaches 0.11, NPC’s adversarial accuracy drops below 40% whereas RNPC maintains an
adversarial accuracy above 80%. These results demonstrate that RNPC provides superior robustness
compared to NPC on these datasets, highlighting the effectiveness of the proposed class-wise
integration approach. On the CelebA-Syn dataset, RNPC performs almost the same as NPC, with
both showing high robustness even under attacks with large norm bounds. The performance against
the 2-norm-bounded PGD and CW attacks is deferred to Appendix G.2.

5.3 Ablation studies

Impact of the number of attacked attributes. In Section 5.2, we analyze the models’ performance
under attacks targeting a single attribute. Here, we investigate the impact of the number of attacked
attributes. To this end, we vary the number of attacked attributes for the ∞-norm-bounded PGD
attack with a norm bound of 0.11. Specifically, on the MNIST-Add3 dataset, we attack the attributes
“D1” (“D” stands for “Digit”), “D1, D2”, and “D1, D2, D3”, respectively. On MNIST-Add5, we
additionally attack the attributes “D1, D2, D3, D4” and “D1, D2, D3, D4, D5”. The adversarial
accuracy under attacks with varying numbers of attacked attributes is shown in Figure 3 (a-b).

We observe that the adversarial accuracy of all models exhibits a downward trend as the number
of attacked attributes increases, despite the perturbations remaining within the same norm bound.
These results demonstrate that, compared to heavily perturbing the predicted probabilities of a single
attribute, perturbing the predicted probabilities of multiple attributes—even if not as heavily—can
have a more significant negative impact. Additionally, we find that RNPC consistently outperforms
the baseline models by a margin under attacks across varying numbers of attacked attributes. These
results underscore the high robustness of RNPC, even with a large number of attacked attributes.

Furthermore, we discover that, when the number of attacked attributes does not exceed the radius of a
dataset, RNPC has a more distinct advantage over the baseline models. Specifically, RNPC achieves
up to 45% higher adversarial accuracy than the best baseline model on MNIST-Add3 (r = 1) when
one attribute is attacked, and 37% higher on MNIST-Add5 (r = 2) when two attributes are attacked.
In contrast, when this number exceeds the radius, the advantage of RNPC tends to decrease.

8



Figure 3: (a-b): Adversarial accuracy under the ∞-norm-bounded PGD attack (norm bound = 0.11) with
varying numbers of attacked attributes on MNIST-Add3 and MNIST-Add5. (c): Performance of RNPC with
different values of r on MNIST-Add5. This dataset has 5 attributes, and its attribute set has a radius of r∗ = 2.

Impact of the radius. In Section 4.1, we define r as the radius of an attribute set, which is
determined by the intrinsic structure of this set and fixed once the set is given. To avoid confusion,
we denote this intrinsic radius of an attribute set as r∗. In Equation (2), r appears as a hyperparameter
in the formulation of RNPC. Throughout the paper, we use r = r∗ by default. However, it can be
adjusted, and in this section, we explore how varying r affects the performance of RNPC. We conduct
this analysis on the MNIST-Add5 dataset, which has K = 5 attributes and an intrinsic radius r∗ = 2.
We vary RNPC’s radius hyperparameter r in the range [0, 5] and evaluate both benign and adversarial
accuracy under an ∞-bounded PGD attack with a norm bound of 0.11.

We begin with benign accuracy. As r increases from 0 to 4, we observe a decreasing logit gap
between the top-1 and top-2 predicted classes. Nevertheless, RNPC maintains near-perfect accuracy
across this range (see Figure 3 (c)). However, when r reaches 5, accuracy drops sharply to 29.9%.
This is expected because, at r = 5, the neighborhood N (ỹ, r) spans the entire attribute space, i.e.,
Pθ(A1:K ∈ N (ỹ, r)|X) = Pθ(A1:K ∈ Ω|X) = 1. As a result, Equation (2) no longer incorporates
any meaningful information from the input X .

Next, we examine adversarial performance. When r ⩽ r∗, decreasing r reduces adversarial accuracy.
Conversely, increasing r beyond r∗ also causes accuracy degradation. This indicates that the intrinsic
radius r∗ is optimal in the sense that deviating from r∗—in either direction—hurts robustness.
Nevertheless, RNPC remains substantially more robust than other baseline models in these settings,
as the baselines achieve less than 40% adversarial accuracy (see Figure 2 (middle)). Notably,
when r = 5, adversarial accuracy falls to 29.9%, matching the benign accuracy and leading to a
prediction perturbation of ∆RNPC

θ,w = 0. This is consistent with our theoretical findings, as Lemma 4.6
indicates that the upper bound on perturbation becomes zero in this case. Overall, when r ̸= K,
RNPC demonstrates strong resilience to changes in r under benign settings; while its adversarial
accuracy declines when r deviates from r∗, RNPC remains superior to other baseline models.

Impact of spurious correlations. Figure 4 (a) illustrates the adversarial accuracy of CBM, DCR,
NPC, and RNPC on the GTSRB-Sub dataset, under the ∞-norm-bounded PGD attacks with varying
norm bounds. We observe that RNPC and NPC exhibit similar performance, with both achieving
higher adversarial accuracy compared to CBM and DCR under attacks with small norm bounds.
However, as the norm bound increases, the advantage of RNPC and NPC gradually diminishes.

We hypothesize that, when the attribute recognition model is trained to recognize a specific attribute,
the model might capture an unintended relationship between this attribute and the co-occurring
features of other attributes. For instance, the shape “diamond” always co-occurs with the color “white”
on the GTSRB-Sub dataset. Consequently, the model might rely on the features of the “diamond”
shape to determine whether the color of an input image is “white”. Such unintended relationships,
known as spurious correlations, are a common phenomenon in neural networks [24, 25]. Due to the
potential spurious correlations, attacking one attribute leads to attacking multiple attributes. We name
such a phenomenon as attack propagation.

The results in Figure 4 (b) validate our hypothesis. Specifically, attacking any single attribute on
the GTSRB-Sub dataset leads to a significant drop in the accuracy of recognizing other attributes.
That is, although the attack targets only one attribute, the attack propagation induces more attacked
attributes. As discussed in the study on the impact of the number of attacked attributes, when this
number exceeds the radius of a dataset (r = 1 for GTSRB-Sub), the performance of RNPC could be
compromised. Potential solutions for mitigating the attack propagation are discussed in Section 7.
More ablation studies are deferred to Appendix G.3.
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Figure 4: (a): Adversarial accuracy under the ∞-norm-bounded PGD attack with varying norm bounds on
GTSRB-Sub. The attacker attacks a single attribute at a time. Solid lines and shaded regions represent the mean
adversarial accuracy and the standard deviation, computed across all attacked attributes. (b): Accuracy of NPC
and RNPC’s attribute recognition model in recognizing various attributes under the ∞-norm-bounded PGD
attack (norm bound = 0.11) targeting a different single attribute. (c): Same setting as (b), but using adversarially
trained attribute recognition models for NPC and RNPC.

6 Related work

Robustness of concept bottleneck models. Exploring the robustness of CBMs against adversarial
attacks is crucial for understanding their reliability in practical applications. Specifically, Sinha et al.
[15] demonstrate that when the predicted concept probabilities are perturbed by attacks, CBMs often
produce incorrect predictions. They further investigate how to ensure that the predicted concept
probabilities remain unchanged under adversarial attacks, thereby improving the robustness of CBMs,
and propose a training algorithm for CBMs based on adversarial training. Differently, our work
admits the changes in the predicted concept probabilities and explores the question: Can we make
CBMs robust even when the predicted concept probabilities are perturbed by adversarial attacks?
A comprehensive literature review on CBMs, adversarial attacks, the robustness of CBMs, and the
robustness of DNNs using probabilistic circuits is provided in Appendix A.

7 Discussion

In this section and Appendix B, we discuss the limitations of RNPC and explore potential solutions.

Mitigating the attack propagation effect. Section 5.3 shows that RNPC suffers from the attack
propagation effect, which arises from spurious correlations learned by the attribute recognition
model. Conventional solutions for mitigating these correlations include data augmentation [26, 27],
counterfactual data generation [28, 29], etc. Here, we propose an adversarial-training-based approach
that leverages adversarial examples to disentangle spurious correlations between attributes. Suppose
the model relies on the feature of white to identify the shape as diamond. An adversarial example
that perturbs the color attribute can shift its feature from white toward some another color, thereby
weakening its association with diamond.

To achieve this, we generate adversarial examples that target a randomly selected attribute during
training and train the model on both the adversarial and benign samples. As shown in Figure 4 (c),
compared to models trained without adversarial training (see Figure 4 (b)), adversarially trained
models exhibit significantly smaller drops in accuracy of other attributes when a specific attribute is
attacked. This demonstrates a reduction in the attack propagation effect. Consequently, Figure 4 (a)
shows that the robustness of both NPC and RNPC is enhanced, outperforming other baseline models
across different attack norm bounds.

8 Conclusions

In this paper, we delve into the adversarial robustness of Neural Probabilistic Circuits (NPCs),
showing that incorporating a probabilistic circuit into a model’s architecture does not affect the
robustness of the overall model. Moreover, we improve the robustness of NPCs by introducing a
class-wise integration inference approach that produces robust predictions. Both theoretical and
empirical results across various datasets and attacks demonstrate that the resulting model, named
RNPC, achieves higher robustness. Due to the space limit, a more detailed conclusion is presented in
Appendix C.
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NeurIPS Paper Checklist

1. Claims
Question: Do the main claims made in the abstract and introduction accurately reflect the
paper’s contributions and scope?
Answer: [Yes]
Justification: The claims made in the abstract and introduction match theoretical and
experimental results. Furthermore, claims in the introduction include the main contributions
of the paper.
Guidelines:

• The answer NA means that the abstract and introduction do not include the claims
made in the paper.

• The abstract and/or introduction should clearly state the claims made, including the
contributions made in the paper and important assumptions and limitations. A No or
NA answer to this question will not be perceived well by the reviewers.

• The claims made should match theoretical and experimental results, and reflect how
much the results can be expected to generalize to other settings.

• It is fine to include aspirational goals as motivation as long as it is clear that these goals
are not attained by the paper.

2. Limitations
Question: Does the paper discuss the limitations of the work performed by the authors?
Answer: [Yes]
Justification: Appendix B comprehensively discusses the limitations of the work, including
perspectives of scaling to concept-annotation-free datasets, augmenting the radius of a
dataset, mitigating the attack propagation effect, and reducing the complete information
assumption. Furthermore, this section provides potential solutions and highlights promising
future directions.
Guidelines:

• The answer NA means that the paper has no limitation while the answer No means that
the paper has limitations, but those are not discussed in the paper.

• The authors are encouraged to create a separate "Limitations" section in their paper.
• The paper should point out any strong assumptions and how robust the results are to

violations of these assumptions (e.g., independence assumptions, noiseless settings,
model well-specification, asymptotic approximations only holding locally). The authors
should reflect on how these assumptions might be violated in practice and what the
implications would be.

• The authors should reflect on the scope of the claims made, e.g., if the approach was
only tested on a few datasets or with a few runs. In general, empirical results often
depend on implicit assumptions, which should be articulated.

• The authors should reflect on the factors that influence the performance of the approach.
For example, a facial recognition algorithm may perform poorly when image resolution
is low or images are taken in low lighting. Or a speech-to-text system might not be
used reliably to provide closed captions for online lectures because it fails to handle
technical jargon.

• The authors should discuss the computational efficiency of the proposed algorithms
and how they scale with dataset size.

• If applicable, the authors should discuss possible limitations of their approach to
address problems of privacy and fairness.

• While the authors might fear that complete honesty about limitations might be used by
reviewers as grounds for rejection, a worse outcome might be that reviewers discover
limitations that aren’t acknowledged in the paper. The authors should use their best
judgment and recognize that individual actions in favor of transparency play an impor-
tant role in developing norms that preserve the integrity of the community. Reviewers
will be specifically instructed to not penalize honesty concerning limitations.
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3. Theory assumptions and proofs
Question: For each theoretical result, does the paper provide the full set of assumptions and
a complete (and correct) proof?
Answer: [Yes]
Justification: Assumptions are stated clearly in each theorem or lemma. In addition, Ap-
pendix H provides a detailed proof for each theoretical result.
Guidelines:

• The answer NA means that the paper does not include theoretical results.
• All the theorems, formulas, and proofs in the paper should be numbered and cross-

referenced.
• All assumptions should be clearly stated or referenced in the statement of any theorems.
• The proofs can either appear in the main paper or the supplemental material, but if

they appear in the supplemental material, the authors are encouraged to provide a short
proof sketch to provide intuition.

• Inversely, any informal proof provided in the core of the paper should be complemented
by formal proofs provided in appendix or supplemental material.

• Theorems and Lemmas that the proof relies upon should be properly referenced.
4. Experimental result reproducibility

Question: Does the paper fully disclose all the information needed to reproduce the main ex-
perimental results of the paper to the extent that it affects the main claims and/or conclusions
of the paper (regardless of whether the code and data are provided or not)?
Answer: [Yes]
Justification: The contribution of this paper is primarily a new algorithm. Section 4.1 through
4.2 provide detailed steps for reproducing the algorithm. For replicating the experimental
results, Section 5.1 in the main paper and Appendix F offer comprehensive information
on the experimental setting, including dataset construction, implementation details such as
model architecture and training parameters, attack configurations like norm bounds and step
sizes, as well as evaluation metrics.
Guidelines:

• The answer NA means that the paper does not include experiments.
• If the paper includes experiments, a No answer to this question will not be perceived

well by the reviewers: Making the paper reproducible is important, regardless of
whether the code and data are provided or not.

• If the contribution is a dataset and/or model, the authors should describe the steps taken
to make their results reproducible or verifiable.

• Depending on the contribution, reproducibility can be accomplished in various ways.
For example, if the contribution is a novel architecture, describing the architecture fully
might suffice, or if the contribution is a specific model and empirical evaluation, it may
be necessary to either make it possible for others to replicate the model with the same
dataset, or provide access to the model. In general. releasing code and data is often
one good way to accomplish this, but reproducibility can also be provided via detailed
instructions for how to replicate the results, access to a hosted model (e.g., in the case
of a large language model), releasing of a model checkpoint, or other means that are
appropriate to the research performed.

• While NeurIPS does not require releasing code, the conference does require all submis-
sions to provide some reasonable avenue for reproducibility, which may depend on the
nature of the contribution. For example
(a) If the contribution is primarily a new algorithm, the paper should make it clear how

to reproduce that algorithm.
(b) If the contribution is primarily a new model architecture, the paper should describe

the architecture clearly and fully.
(c) If the contribution is a new model (e.g., a large language model), then there should

either be a way to access this model for reproducing the results or a way to reproduce
the model (e.g., with an open-source dataset or instructions for how to construct
the dataset).
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(d) We recognize that reproducibility may be tricky in some cases, in which case
authors are welcome to describe the particular way they provide for reproducibility.
In the case of closed-source models, it may be that access to the model is limited in
some way (e.g., to registered users), but it should be possible for other researchers
to have some path to reproducing or verifying the results.

5. Open access to data and code
Question: Does the paper provide open access to the data and code, with sufficient instruc-
tions to faithfully reproduce the main experimental results, as described in supplemental
material?

Answer: [Yes]

Justification: The paper provides the data and code in the supplementary materials, with
sufficient instructions in the README file.

Guidelines:

• The answer NA means that paper does not include experiments requiring code.
• Please see the NeurIPS code and data submission guidelines (https://nips.cc/
public/guides/CodeSubmissionPolicy) for more details.

• While we encourage the release of code and data, we understand that this might not be
possible, so “No” is an acceptable answer. Papers cannot be rejected simply for not
including code, unless this is central to the contribution (e.g., for a new open-source
benchmark).

• The instructions should contain the exact command and environment needed to run to
reproduce the results. See the NeurIPS code and data submission guidelines (https:
//nips.cc/public/guides/CodeSubmissionPolicy) for more details.

• The authors should provide instructions on data access and preparation, including how
to access the raw data, preprocessed data, intermediate data, and generated data, etc.

• The authors should provide scripts to reproduce all experimental results for the new
proposed method and baselines. If only a subset of experiments are reproducible, they
should state which ones are omitted from the script and why.

• At submission time, to preserve anonymity, the authors should release anonymized
versions (if applicable).

• Providing as much information as possible in supplemental material (appended to the
paper) is recommended, but including URLs to data and code is permitted.

6. Experimental setting/details
Question: Does the paper specify all the training and test details (e.g., data splits, hyper-
parameters, how they were chosen, type of optimizer, etc.) necessary to understand the
results?

Answer: [Yes]

Justification: Section 5.1 in the main paper and Appendix F offer comprehensive information
on the experimental setting, including dataset construction, implementation details such as
model architecture and training parameters, attack configurations like norm bounds and step
sizes, as well as evaluation metrics.

Guidelines:

• The answer NA means that the paper does not include experiments.
• The experimental setting should be presented in the core of the paper to a level of detail

that is necessary to appreciate the results and make sense of them.
• The full details can be provided either with the code, in appendix, or as supplemental

material.

7. Experiment statistical significance
Question: Does the paper report error bars suitably and correctly defined or other appropriate
information about the statistical significance of the experiments?

Answer: [Yes]
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Justification: Results (e.g., Figure 2, 3, 6, 7, 8) are accompanied by error bars. These bars are
clearly explained in the text, in both figure captions and experimental analysis in particular.
Guidelines:

• The answer NA means that the paper does not include experiments.
• The authors should answer "Yes" if the results are accompanied by error bars, confi-

dence intervals, or statistical significance tests, at least for the experiments that support
the main claims of the paper.

• The factors of variability that the error bars are capturing should be clearly stated (for
example, train/test split, initialization, random drawing of some parameter, or overall
run with given experimental conditions).

• The method for calculating the error bars should be explained (closed form formula,
call to a library function, bootstrap, etc.)

• The assumptions made should be given (e.g., Normally distributed errors).
• It should be clear whether the error bar is the standard deviation or the standard error

of the mean.
• It is OK to report 1-sigma error bars, but one should state it. The authors should

preferably report a 2-sigma error bar than state that they have a 96% CI, if the hypothesis
of Normality of errors is not verified.

• For asymmetric distributions, the authors should be careful not to show in tables or
figures symmetric error bars that would yield results that are out of range (e.g. negative
error rates).

• If error bars are reported in tables or plots, The authors should explain in the text how
they were calculated and reference the corresponding figures or tables in the text.

8. Experiments compute resources
Question: For each experiment, does the paper provide sufficient information on the com-
puter resources (type of compute workers, memory, time of execution) needed to reproduce
the experiments?
Answer: [Yes]
Justification: Information on the computer resources (e.g., type of compute workers, time of
execution) is reported in Appendix E, in Table 2 in particular.
Guidelines:

• The answer NA means that the paper does not include experiments.
• The paper should indicate the type of compute workers CPU or GPU, internal cluster,

or cloud provider, including relevant memory and storage.
• The paper should provide the amount of compute required for each of the individual

experimental runs as well as estimate the total compute.
• The paper should disclose whether the full research project required more compute

than the experiments reported in the paper (e.g., preliminary or failed experiments that
didn’t make it into the paper).

9. Code of ethics
Question: Does the research conducted in the paper conform, in every respect, with the
NeurIPS Code of Ethics https://neurips.cc/public/EthicsGuidelines?
Answer: [Yes]
Justification: The research conducted in the paper conforms, in every respect, with the
NeurIPS Code of Ethics.
Guidelines:

• The answer NA means that the authors have not reviewed the NeurIPS Code of Ethics.
• If the authors answer No, they should explain the special circumstances that require a

deviation from the Code of Ethics.
• The authors should make sure to preserve anonymity (e.g., if there is a special consid-

eration due to laws or regulations in their jurisdiction).
10. Broader impacts
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Question: Does the paper discuss both potential positive societal impacts and negative
societal impacts of the work performed?
Answer: [Yes]
Justification: Broader impacts are discussed in Appendix D. We expect our work will not
have any negative societal consequences if there is any.
Guidelines:

• The answer NA means that there is no societal impact of the work performed.
• If the authors answer NA or No, they should explain why their work has no societal

impact or why the paper does not address societal impact.
• Examples of negative societal impacts include potential malicious or unintended uses

(e.g., disinformation, generating fake profiles, surveillance), fairness considerations
(e.g., deployment of technologies that could make decisions that unfairly impact specific
groups), privacy considerations, and security considerations.

• The conference expects that many papers will be foundational research and not tied
to particular applications, let alone deployments. However, if there is a direct path to
any negative applications, the authors should point it out. For example, it is legitimate
to point out that an improvement in the quality of generative models could be used to
generate deepfakes for disinformation. On the other hand, it is not needed to point out
that a generic algorithm for optimizing neural networks could enable people to train
models that generate Deepfakes faster.

• The authors should consider possible harms that could arise when the technology is
being used as intended and functioning correctly, harms that could arise when the
technology is being used as intended but gives incorrect results, and harms following
from (intentional or unintentional) misuse of the technology.

• If there are negative societal impacts, the authors could also discuss possible mitigation
strategies (e.g., gated release of models, providing defenses in addition to attacks,
mechanisms for monitoring misuse, mechanisms to monitor how a system learns from
feedback over time, improving the efficiency and accessibility of ML).

11. Safeguards
Question: Does the paper describe safeguards that have been put in place for responsible
release of data or models that have a high risk for misuse (e.g., pretrained language models,
image generators, or scraped datasets)?
Answer: [NA]
Justification: The paper poses no such risks.
Guidelines:

• The answer NA means that the paper poses no such risks.
• Released models that have a high risk for misuse or dual-use should be released with

necessary safeguards to allow for controlled use of the model, for example by requiring
that users adhere to usage guidelines or restrictions to access the model or implementing
safety filters.

• Datasets that have been scraped from the Internet could pose safety risks. The authors
should describe how they avoided releasing unsafe images.

• We recognize that providing effective safeguards is challenging, and many papers do
not require this, but we encourage authors to take this into account and make a best
faith effort.

12. Licenses for existing assets
Question: Are the creators or original owners of assets (e.g., code, data, models), used in
the paper, properly credited and are the license and terms of use explicitly mentioned and
properly respected?
Answer: [Yes]
Justification: The authors cite the original papers that produced the code package or dataset,
and include the name of the license for each dataset.
Guidelines:
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provided alongside the assets?
Answer: [Yes]
Justification: The paper provides the new assets in the supplementary materials, with detailed
documentation in the README file.
Guidelines:

• The answer NA means that the paper does not release new assets.
• Researchers should communicate the details of the dataset/code/model as part of their

submissions via structured templates. This includes details about training, license,
limitations, etc.

• The paper should discuss whether and how consent was obtained from people whose
asset is used.

• At submission time, remember to anonymize your assets (if applicable). You can either
create an anonymized URL or include an anonymized zip file.

14. Crowdsourcing and research with human subjects
Question: For crowdsourcing experiments and research with human subjects, does the paper
include the full text of instructions given to participants and screenshots, if applicable, as
well as details about compensation (if any)?
Answer: [NA]
Justification: The paper does not involve crowdsourcing nor research with human subjects.
Guidelines:

• The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.

• Including this information in the supplemental material is fine, but if the main contribu-
tion of the paper involves human subjects, then as much detail as possible should be
included in the main paper.

• According to the NeurIPS Code of Ethics, workers involved in data collection, curation,
or other labor should be paid at least the minimum wage in the country of the data
collector.

15. Institutional review board (IRB) approvals or equivalent for research with human
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Question: Does the paper describe potential risks incurred by study participants, whether
such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)
approvals (or an equivalent approval/review based on the requirements of your country or
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Answer: [NA]
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Justification: The paper does not involve crowdsourcing nor research with human subjects.
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• The answer NA means that the paper does not involve crowdsourcing nor research with
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• Depending on the country in which research is conducted, IRB approval (or equivalent)
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A More related work

Concept bottleneck models. Concept bottleneck models (CBMs) were first introduced in Koh et al.
[2]. These models are constructed by combining a concept recognition model with a task predictor.
The concept recognition model, typically based on neural networks, takes an image as input and
outputs probabilities for various high-level concepts, such as “red_color” and “white_color”. The
task predictor, often a linear model, determines the final class based on these predicted concept
probabilities. Thanks to the simplicity of the linear predictor, the class predictions can be interpreted
in terms of the predicted concept probabilities.

Follow-up works primarily focus on improving two aspects: the model’s performance on downstream
tasks and its interpretability. 1) Improving task performance: Rather than using a layer of concept
probabilities as the bottleneck, Zarlenga et al. [30], Yeh et al. [31], Kazhdan et al. [32], Kim et al.
[4], Mahinpei et al. [33] propose the use of concept embeddings. Specifically, the concept recognition
model generates high-dimensional embeddings for various concepts, and the task predictor determines
the final class based on these embeddings. Since an embedding typically encodes more information
than a single probability, these models often achieve better performance on downstream tasks
compared to vanilla CBMs. However, the interpretability of these models is significantly compromised
because the dimensions of the embeddings lack clear semantic meaning, and class predictions cannot
be interpreted using the semantics of these embeddings. 2) Enhancing model interpretability: To
further enhance the interpretability of CBMs, several works introduce novel interpretable architectures
for the task predictor. For instance, Barbiero et al. [3] propose a Deep Concept Reasoner (DCR) that
allows class predictions to be interpreted through learned logical rules over the predicted concepts.
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Similarly, Rodríguez et al. [34] employ a soft decision tree, where class predictions are generated
by following specific branches within the tree. More recently, Chen et al. [7] explore the use of
probabilistic circuits as task predictors, introducing a new model called Neural Probabilistic Circuits
(NPCs). Specifically, NPC treats each group of concepts (e.g., “red_color”, “white_color”) as one
attribute (e.g., “color”) and consists of two modules: an attribute recognition model and a probabilistic
circuit. The neural-network-based attribute recognition model takes an image as input and outputs
probability vectors for various human-understandable attributes. The probabilistic circuit learns the
joint distribution over the class variable and the attribute variables, while also supporting tractable
marginal and conditional inference. Combining the outputs from the attribute recognition model and
the probabilistic circuit, NPC produces class predictions that can be interpreted using the predicted
probabilities of various attributes and the conditional dependencies between attributes and classes.
Furthermore, Chen et al. [7] demonstrate that NPC exhibits a compositional estimation error, which
is upper bounded by a linear combination of errors from its individual modules. Thanks to the
integration of the probabilistic circuit, NPC achieves performance competitive with end-to-end DNNs
while offering enhanced interpretability.

Adversarial attacks. Adversarial attacks [35] refer to the process of deliberately crafting small,
often imperceptible, perturbations to input images with the aim of misleading neural networks into
producing incorrect predictions. To ensure the imperceptibility of the crafted perturbations, adversarial
attacks are typically norm-bounded, meaning the magnitude of the perturbation is constrained under
a specified norm, such as L1, L2, or L∞. Classical adversarial attacks include FGSM [10], BIM [36],
PGD [11], CW [12], JSMA [37], and DeepFool [38]. The success of adversarial attacks underscores
the vulnerabilities of neural networks, raising critical concerns about their robustness and reliability
in practical applications.

According to the attacker’s knowledge of the model, adversarial attacks can be categorized into white-
box attacks and black-box attacks. In white-box attacks, the attacker has full access to the model’s
architecture and parameters, whereas black-box attacks only have access to the model’s outputs,
relying on query-based or transfer-based strategies to generate adversarial perturbations. According to
the attacker’s goal, adversarial attacks can be categorized into targeted attacks and untargeted attacks.
In targeted attacks, the attacker aims to mislead the model into predicting a specific, incorrect label,
while untargeted attacks focus on causing the model to produce any incorrect output. In this paper,
we focus on white-box, untargeted adversarial attacks. In particular, we select the ∞-norm-bounded
PGD attack [11], the 2-norm-bounded PGD attack [11], and the 2-norm-bounded CW attack [12].

Robustness of concept bottleneck models. By incorporating high-level, human-understandable
concepts as an intermediate layer, Concept Bottleneck Models (CBMs) provide interpretable pre-
dictions that can be explained through the predicted concepts, thereby enhancing their reliability in
practical applications. However, as the architectures of CBMs typically rely on neural networks,
they can be vulnerable to adversarial attacks [10]. Exploring such vulnerabilities is crucial for
understanding the potential threats underlying CBMs. In particular, Rasheed et al. [39], Sinha et al.
[15], as well as our work, investigate the robustness of CBMs against adversarial attacks. Despite
this shared focus, these studies address distinctly different problems.

Rasheed et al. [39] investigate the question: Compared to DNNs, how robust are CBMs against
adversarial attacks designed to mislead class predictions? Their findings reveal that CBMs inherently
exhibit higher robustness than their standard DNN counterparts. In contrast, Sinha et al. [15] and our
work focus on adversarial attacks that target concept predictions rather than class predictions.

Sinha et al. [15] demonstrate that when the predicted concept probabilities are perturbed by adversarial
attacks, CBMs often produce incorrect predictions. Given this vulnerability, they investigate how to
ensure that the predicted concept probabilities remain unchanged under adversarial attacks, thereby
improving the robustness of CBMs. To achieve this, they propose a training algorithm for CBMs
based on adversarial training.

In contrast, our work admits the changes in the predicted concept probabilities and explores a
different question: Can we make a CBM, NPC in particular, robust even when the predicted concept
probabilities are perturbed by adversarial attacks? We demonstrate that by employing a class-wise
integration approach, the final predictions of NPC are provably more robust. We also theoretically
show that, unlike the linear model, the probabilistic circuit on top of the recognition module is free
for robustness.
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Improving robustness of end-to-end DNNs using probabilistic circuits. A line of research [40–
43] explores leveraging probabilistic models—such as Markov logic networks [44] and probabilistic
circuits [9]—to enhance the adversarial robustness of end-to-end DNNs. These approaches typically
rely on a high-performance but vulnerable DNN to predict class labels for inputs that may contain
adversarial perturbations. A probabilistic-model-based reasoning module is then used to correct
potentially erroneous predictions made by the DNN. This predict-then-correct paradigm contrasts
with our approach, which aims to build a robust and interpretable model from scratch, without relying
on a high-performance DNN as the prime predictor.

This fundamental difference in objective also leads to differences in the problem setting. Following
the framework of concept bottleneck models [2, 30], we assume access to a set of interpretable
concepts/attributes that are sufficient to distinguish images from different classes. In contrast, the
above research treats concept-based knowledge as auxiliary information used solely for correcting
DNN predictions, and may consider only a limited set of attributes (e.g., shape alone).

Among the research, Kang et al. [43] also employ probabilistic circuits. However, there are key
differences in how probabilistic circuits are utilized. Specifically, our approach fully exploits the
expressive power of probabilistic circuits: we learn smooth and decomposable circuits that represent
the joint distribution over attributes and classes. This structure enables efficient inference—joint,
marginal, and conditional distributions can all be computed with at most two forward passes through
the circuit, highlighting the advantage of tractable probabilistic reasoning.

In contrast, Kang et al. [43] use probabilistic circuits less efficiently. Rather than modeling the joint
distribution explicitly through the circuit’s structure and edge weights, they define a factor function
that computes the factor of each instantiation of attributes and class labels, which is essentially
the exponential of the corresponding joint probability. These factors are treated as leaf nodes in
the circuit. When a particular instantiation is provided as input, a product node connecting the
corresponding factor leaf is activated, causing the circuit to output the associated joint probability. As
a result, their circuit behaves more like an arithmetic circuit composed of sum and product nodes
that performs arithmetic using factors, rather than a typical probabilistic circuit with embedded
probabilistic semantics and tractable inference capabilities.

B More discussions

In this section, we discuss the limitations of RNPC and explore potential solutions and promising
future directions.

Scaling to concept-annotation-free datasets. Consistent with standard concept bottleneck mod-
els [2, 3, 30], our work assumes access to concept annotations within the dataset. However, many
image classification datasets such as CIFAR-10 [45] and ImageNet [46] lack such annotations,
potentially limiting the applicability of our approach. Inspired by recent progress in label-free
concept bottleneck models [5, 6], we can extend RNPC to annotation-free settings by using multi-
modal models [47] to transfer concepts from other datasets or from natural language descriptions of
concepts.

Scaling to more attributes. The computational complexity of RNPC is O
(∑K

k=1 |fk|+ |S| · |V |
)

,

where |V | =
∑

y∈Y |Vy| ∈
[
|Y|,

∏K
k=1 |Ak|

]
. This means the complexity can be as low as |Y|

when each class only has one high-probability attribute assignment, but can grow exponentially
with K in the worst case. Scalability remains a fundamental challenge for neuro-symbolic models,
particularly those grounded in graphical model structures. Recent efforts have begun exploring
approximation-based approaches to address this issue. That said, as demonstrated in Proposition 4.4,
RNPC achieves a substantial reduction in computational complexity compared to NPC.

Augmenting the radius of a dataset. The inference procedure of RNPC relies on neighborhoods
of various classes defined by a specific radius. Experimental results in Section 5.3 demonstrate
that RNPC’s performance under attacks is highly correlated with this radius. Specifically, when the
number of attacked attributes does not exceed the radius, RNPC typically achieves high adversarial
accuracy. Moreover, a larger radius generally leads to higher robustness against attacks. The radius
is determined by the intrinsic properties of the dataset. For real-world datasets, the radius can be
very small. For example, the original GTSRB dataset [23] has a minimum inter-class distance of 1,
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resulting in a radius of 0. Such a small radius can limit RNPC’s robustness against attacks. Conversely,
augmenting this radius can enhance RNPC’s performance.

A naive approach to augmenting the radius is to repeat certain attributes in the attribute annotations.
For instance, the set {(0, 0), (0, 1)} has a minimum inter-class distance of 1. If the second attribute
is repeated, resulting in the set {(0, 0, 0), (0, 1, 1)}, the minimum inter-class distance increases by
1. More generally, if an attribute is repeated m times, the minimum inter-class distance dmin can
increase by up to m. Another solution is to introduce new attributes that provide additional semantics
for the downstream recognition tasks. These new attributes can potentially increase the radius.
However, introducing new attributes requires additional annotation efforts, which may be challenging
for large-scale datasets.

Reducing the complete information assumption. Assumption 3.2 assumes that each input image
contains complete information about all attributes, suggesting that the attributes are conditionally
mutually independent given the input. This assumption, commonly referred to as the conditional
independence assumption, is widely adopted in neuro-symbolic learning frameworks [19, 48–51].
From a computational perspective, this assumption enables a factorization of the joint distribution
over attributes into independent marginal distributions, i.e., Pθ(A1:K | X) =

∏K
k=1 Pθk(Ak | X),

which significantly reduces parameter complexity. Although this assumption is relatively mild, we
consider the possibility of relaxing it in future work. When the complete information assumption does
not hold, one could instead model the full joint distribution Pθ(A1:K | X) using a single expressive
model [52–55]. While this approach introduces higher parameter complexity, it allows the model to
capture interdependencies among attributes and accurately represent more complex joint patterns.

C Detailed conclusions

In this paper, we provide an understanding of the adversarial robustness of the Neural Probabilistic
Circuit (NPC). Moreover, we improve the robustness of NPC by introducing a class-wise integration
inference approach that produces robust predictions, and name the resulting model as RNPC.

Theorem 3.4 and Theorem 4.6 demonstrate the adversarial robustness of NPC and RNPC, respectively,
showing that their robustness is upper bounded by the robustness of their attribute recognition
models. These results also suggest that using a probabilistic circuit as the task predictor does not
impact the robustness of the overall model. Theorem 4.7 compares these two bounds, showing
that RNPC enhances the robustness of NPC under certain conditions. Furthermore, we analyze
RNPC’s benign performance on downstream tasks. Theorem 4.10 demonstrates the compositional
estimation error of RNPC, showing that its estimation error is upper bounded by a linear combination
of errors from its individual modules. Finally, Theorem 4.11 presents the distance between the
optimal RNPC and the ground-truth distribution, revealing a trade-off between adversarial robustness
and benign performance.

Empirical evaluations on diverse image classification datasets, under three types of adversarial attacks
with varying norm bounds, demonstrate that RNPC achieves superior robustness compared with three
baseline models while maintaining high accuracy on benign inputs. Additionally, ablation studies
on the impact of the number of attacked attributes show that RNPC exhibits high robustness across
varying numbers of attacked attributes. Besides, we observe that the spurious correlations captured by
the attribute recognition model can induce attack propagation, which may compromise the robustness
of RNPC.

Overall, with the proposed class-wise integration inference approach, RNPC achieves high robustness,
capable of making correct class predictions even if the predicted attribute distributions are perturbed
by adversarial attacks.

D Broader impact

This paper aims to understand and improve the robustness of neural probabilistic circuits against
adversarial perturbations. Specifically, we propose a class-wise integration inference method and
demonstrate that the resulting model is more robust under certain assumptions. Improving adversarial
robustness enhances the trustworthiness of machine learning models, making them more reliable for
deployment in real-world scenarios, especially in high-stakes applications. We expect that our method
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Table 2: Comparison of training and inference time for NPC and RNPC across the MNIST-Add3, MNIST-Add5,
and CelebA-Syn datasets.

Dataset Phase NPC RNPC

MNIST-Add3 Training 78m

Inference 6.78s 4.78s

MNIST-Add5 Training 136m

Inference 16.52s 8.57s

CelebA-Syn Training 381m

Inference 14.19s 8.58s

will inspire further research into enhancing the robustness of existing interpretable architectures or
building an interpretable and robust model from scratch.

E Computational complexity comparison

This section presents a comparison of the computational complexity between NPC and RNPC in both
the training and inference phases.

Training. Since NPC and RNPC share the same trained attribute recognition model and the same
learned probabilistic circuit, their training complexities are identical. The practical training time
across various datasets is reported in Table 2, with all experiments conducted using eight NVIDIA
RTX A6000 GPUs.

Inference. Let |fk| denote the size of the k-th neural network in the attribute recognition model, and
let |S| denote the size of the probabilistic circuit (i.e., the number of edges). During inference, given
an input sample, a forward pass through all K neural networks in the attribute recognition model
incurs a computational cost of O(

∑K
k=1 |fk|). According to the node-wise integration defined in

Equation (1), NPC requires performing conditional inference over the probabilistic circuit
∏K

k=1 |Ak|
times, resulting in the overall inference complexity:

O

(
K∑

k=1

|fk|+ |S| ·
K∏

k=1

|Ak|

)
.

In contrast, according to the class-wise integration defined in Equation (2), RNPC only requires
performing conditional inference over the probabilistic circuit |V | times, where V :=

⋃
ỹ∈Y Vỹ,

resulting in the overall inference complexity:

O

(
K∑

k=1

|fk|+ |S| · |V |

)
.

By construction, V ⊆ Ω := {a1:K}, and therefore, |V | ⩽
∏K

k=1 |Ak|. It follows that O(
∑K

k=1 |fk|+
|S| · |V |) ⩽ O(

∑K
k=1 |fk|+ |S| ·

∏K
k=1 |Ak|). Thus, RNPC is more efficient than NPC in terms of

the inference complexity.

As expected, the practical inference time of RNPC, shown in Table 2, is consistently faster than NPC.
All inference was performed on a single NVIDIA RTX A6000 GPU.

In summary, RNPC shares the same training complexity as NPC but offers better efficiency during
inference.

F More details on experimental settings

F.1 Dataset construction

In Section 5.1, we describe the main properties (e.g., attributes, downstream tasks) of various datasets.
Here, we provide additional details about the construction process of each dataset.
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MNIST-Add3 dataset. In this dataset, each image concatenates three digit images from the
MNIST dataset [18] under the CC BY-SA 3.0 license. These digit images are applied with different
transformations to introduce the domain shifts between them, which include rotations and color
modifications. The three digits serve as the attributes for this dataset. The downstream task is to
predict the sum of these attributes. To construct the dataset, we first identify an attribute set within
the three-dimensional attribute space, ensuring a minimum inter-class distance of 3. Correspondingly,
the radius of this attribute set is 1. The randomly selected attribute set V is {[6 3 7], [9 6 8], [0 2
4], [3 0 5], [5 5 1], [7 4 3], [2 7 6], [4 1 2], [1 9 0], [8 8 9]}. Each attribute node in V results in a
unique attribute sum, leading to a total of 10 classes for the downstream task. Next, we generate
images for each class by concatenating images of specific digits corresponding to the attributes. For
example, to generate an image belonging to class 16, we concatenate a digit-6 image, a digit-3 image,
and a digit-7 image in sequence. To introduce variability, we incorporate 1% labeling noise into the
dataset. Specifically, this involves randomizing either the class labels or the attribute labels. In total,
we generate 63,130 images and split them into training, validation, and testing sets by a ratio of 8:1:1.
Example testing images are illustrated in Figure 5 (a).

MNIST-Add5 dataset. In this dataset, each image concatenates five digit images from the MNIST
dataset [18] under the CC BY-SA 3.0 license. These digit images are applied with different transfor-
mations to introduce the domain shifts between them, which include rotations, color modifications,
and blurring. The five digits serve as the attributes for this dataset. The downstream task is to predict
the sum of these attributes. To construct the dataset, we first identify an attribute set within the
five-dimensional attribute space, ensuring a minimum inter-class distance of 5. Correspondingly,
the radius of this attribute set is 2. The randomly selected attribute set V is {[6 3 7 4 6], [0 9 5 3
1], [5 0 9 2 3], [2 7 8 5 4], [8 2 4 9 8], [7 5 0 6 0], [3 4 6 1 2], [4 1 3 0 5], [1 6 2 8 9], [9 8 1 7 7]}.
These attribute nodes result in 7 different attribute sums, leading to a total of 7 classes. Note that a
class (e.g., class 26) may correspond to multiple attribute nodes in V . Next, we generate images for
each class by concatenating images of specific digits corresponding to the attributes. For example, to
generate an image belonging to class 32, we concatenate a digit-9 image, a digit-8 image, a digit-1
image, and two digit-7 images in sequence. To introduce variability, we incorporate 1% labeling
noise into the dataset. Specifically, this involves randomizing either the class labels or the attribute
labels. In total, we generate 63,130 images and split them into training, validation, and testing sets by
a ratio of 8:1:1. Example testing images are illustrated in Figure 5 (b).

Figure 5: Examples of testing images from the MNIST-Add3 and MNIST-Add5 datasets. (a) A testing image
from the MNIST-Add3 dataset, corresponding to the attribute node [6, 3, 7]. (b) A testing image from the
MNIST-Add5 dataset, corresponding to the attribute node [5, 0, 9, 2, 3].

CelebA-Syn dataset. This dataset is constructed based on the CelebA dataset [21] under its
non-commercial research license, which includes annotations for forty facial attributes. In particular,
we select eight of them that are visually easy to distinguish, which are Color_Hair, Double_Chin,
Eyeglasses, Heavy_Makeup, Mustache, Pale_Skin, Smiling, Young. Following a similar construction
process as the above datasets, we first identify an attribute set within the eight-dimensional attribute
space, ensuring a minimum inter-class distance of 4. Correspondingly, the radius of this attribute set
is 1. The randomly selected attribute set V is {[2 1 0 0 0 1 0 0], [1 0 0 0 0 1 1 1], [1 1 1 1 0 1 1 0], [1
1 0 0 1 0 0 1], [2 0 1 1 1 1 0 1], [0 1 1 0 1 1 1 1], [0 0 0 1 0 0 0 1], [3 0 1 0 1 0 1 0], [0 0 0 1 1 1 1
0], [0 1 1 1 1 0 0 0]}3. Following Zarlenga et al. [30], each attribute node corresponds to a unique
class, resulting in 10 classes in total. Next, we train a StarGAN [22] model and use it to synthesize
images for each class. StarGAN is a powerful tool for transferring the attributes of input images to
designated values. Specifically, taking a face image and a set of attribute values as input, the trained
StarGAN generates a face image with attributes transferred to specified values. In total, we generate
50,000 training images, 10,000 validation images, and 9,990 testing images.

3For the attribute Color_Hair, values 0-3 correspond to Black_Hair, Blond_Hair, Brown_Hair, and Gray_Hair,
respectively. For other attributes, e.g., Double_Chin, 0 indicates the absence of the feature, while 1 indicates its
presence.
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GTSRB-Sub dataset. This dataset is derived from the GTSRB dataset [23] in accordance with
its research-purpose terms, which contains images of German traffic signs along with class labels
indicating the sign types. Chen et al. [7] annotate each image in GTSRB with four attributes: color,
shape, symbol, and text. Each class corresponds to a distinct instantiation of attributes, i.e., a unique
attribute node. The attribute set corresponding to GTSRB has a minimum inter-class distance of 1,
resulting in a radius of 0. To increase the minimum inter-class distance, we construct a subset of
GTSRB by selecting and grouping specific classes. The final classes in this subset are: 1) Direc-
tion: This class consists of the original classes—‘regulatory–maximum-speed-limit-20’, ‘regulatory–
maximum-speed-limit-30’, ‘regulatory–maximum-speed-limit-50’, ‘regulatory–maximum-speed-
limit-60’, ‘regulatory–maximum-speed-limit-70’, ‘regulatory–maximum-speed-limit-80’, ‘regulatory–
maximum-speed-limit-100’, ‘regulatory–maximum-speed-limit-120’. 2) Priority: This class con-
sists of the original class—‘regulatory–priority-road’. 3) Speed: This class consists of the orig-
inal classes—‘warning–other-danger’, ‘warning–double-curve-first-left’, ‘warning–uneven-road’,
‘warning–slippery-road-surface’, ‘warning–road-narrows-right’, ‘warning–roadworks’, ‘warning–
traffic-signals’, ‘warning–pedestrians-crossing’, ‘warning–children’, ‘warning–bicycles-crossing’,
‘warning–ice-or-snow’, ‘warning–wild-animals’. 4) Warning: This class consists of the origi-
nal classes—‘regulatory–turn-right-ahead’, ‘regulatory–turn-left-ahead’, ‘regulatory–go-straight’,
‘regulatory–go-straight-or-turn-right’, ‘regulatory–go-straight-or-turn-left’, ‘regulatory–keep-right’,
‘regulatory–keep-left’, ‘regulatory–roundabout’. Note that each class may correspond to multiple
attribute nodes. This subset achieves a minimum inter-class distance of 3, with a corresponding
radius of 1. In total, GTSRB-Sub contains 22,079 training images, 2,759 validation images, and
2,761 testing images.

F.2 Implementation details

NPC [7]. To strive for simplicity in experiments, we implement the attribute recognition model
of NPC using a set of independent two-layer MLPs. Specifically, each MLP is used to identify one
particular attribute. The attribute recognition model is trained using the sum of cross-entropy losses
over all attributes. The training process is conducted with a batch size of 256 for 100 epochs, using the
SGD optimizer. The probabilistic circuit of NPC is learned with the LearnSPN algorithm [16], with
its parameters optimized via the CCCP algorithm [17]. Given the trained attribute recognition model
and the learned probabilistic circuit, NPC integrates their outputs through node-wise integration to
produce predictions for downstream tasks.

RNPC. RNPC uses the same trained attribute recognition model and learned probabilistic circuit
as NPC. But different from NPC, RNPC adopts class-wise integration to produce predictions for
downstream tasks.

CBM [2]. To ensure a fair comparison among the baselines, we implement the recognition module of
CBM using a two-layer MLP. Following Koh et al. [2], the predictor module of CBM is implemented
with a linear layer. CBM is trained using the weighted sum of the cross-entropy loss over concepts
and the cross-entropy loss over classes. The training process is conducted with a batch size of 256 for
100 epochs, using the SGD optimizer.

DCR [3]. The recognition module of DCR is implemented with two layers: a linear layer followed
by ReLU activation and an embedding layer defined in Zarlenga et al. [30]. The predictor module is
implemented using the deep concept reasoner proposed in Barbiero et al. [3]. DCR is trained using
the weighted sum of the cross-entropy loss over concepts and the cross-entropy loss over classes. The
training process is conducted with a batch size of 256 for 100 epochs, using the SGD optimizer.

F.3 Attack configurations

The adversarial attacks used in this paper are implemented using the adversarial-attacks-pytorch
library4 [56].

∞-norm-bounded PGD attack [11]. For the MNIST-Add3, MNIST-Add5, and GTSRB-Sub
datasets, the ∞-norm bounds are set to 0.03, 0.05, 0.07, 0.09, and 0.11. For the CelebA-Syn dataset,
where the model demonstrates greater vulnerability to adversarial attacks, the ∞-norm bounds are set

4The library is available at https://github.com/Harry24k/adversarial-attacks-pytorch.
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Figure 6: Accuracy of the attribute recognition model in predicting the attacked attribute under the ∞-norm-
bounded PGD attack with varying norm bounds on the MNIST-Add3, MNIST-Add5, and CelebA-Syn datasets.
The attacker attacks a single attribute at a time, generating an adversarial perturbation to distort the prediction
result for that attribute. The curves show the mean accuracy of the attacked attribute across varying norm bounds,
with error bars indicating the standard deviation computed over all attacked attributes.

to 0.01, 0.02, 0.03, 0.04, and 0.05. Across all datasets, we use a step size of 2/255 and perform 50
steps for the attack.

2-norm-bounded PGD attack [11]. For the MNIST-Add3 and MNIST-Add5 datasets, the 2-norm
bounds are set to 3, 5, 7, 9, and 11. For the CelebA-Syn dataset, where the model demonstrates
greater vulnerability to adversarial attacks, the 2-norm bounds are set to 1, 2, 3, 4, and 5. Across all
datasets, we use a step size of 0.1*norm bound and perform 50 steps for the attack.

2-norm-bounded CW attack [12]. We employ the 2-norm-bounded CW attack with binary search.
Across all datasets, we use a step size of 0.01 and perform 10 steps for the attack. The strength of the
attack is varied by adjusting the number of binary search steps. Specifically, for the MNIST-Add3
and MNIST-Add5 datasets, the binary search steps are set to 3, 5, 7, 9, and 11. For the CelebA-Syn
dataset, the steps are set to 1, 2, 3, 4, and 5. After the attack, we measure the 2-norm between the
benign inputs and the perturbed inputs to quantify the magnitude of the perturbations.

G More experimental results

G.1 Performance for the attacked attribute

Consider a setting where the attacker attacks a single attribute at a time. Figure 6 illustrates the
accuracy of the attribute recognition model in predicting the attacked attribute under the ∞-norm-
bounded PGD attack with varying norm bounds on the MNIST-Add3, MNIST-Add5, and CelebA-Syn
datasets. The curves show the mean accuracy of the attacked attribute across varying norm bounds,
with error bars indicating the standard deviation computed over all attacked attributes.

As the norm bound increases, the accuracy for the attacked attribute consistently decreases, demon-
strating that stronger adversarial perturbations more severely degrade the model’s predictions. Notably,
on all three datasets, the accuracy drops to nearly 0% at large norm bounds (e.g., a bound of 0.11 for
MNIST-Add3 and MNIST-Add5). This strong adversarial effect provides a compelling testbed for
evaluating the robustness of RNPC.

G.2 Performance against more adversarial attacks

Performance against the 2-norm-bounded PGD attack. Figure 7 illustrates the adversarial
accuracy of RNPC and the baseline models under the 2-norm-bounded PGD attack with varying norm
bounds. According to these results, we can conduct a similar analysis and reach similar conclusions
to those in Section 5.2. Specifically, we observe that on the MNIST-Add3, MNIST-Add5, and
CelebA-Syn datasets, the adversarial accuracy of NPC and RNPC is consistently higher than that
of CBM and DCR under attacks with any 2-norm bound. This finding indicates that including the
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Figure 7: Adversarial accuracy of CBM, DCR, NPC, and RNPC under the 2-norm-bounded PGD attack with
varying norm bounds on the MNIST-Add3, MNIST-Add5, and CelebA-Syn datasets.

Figure 8: Adversarial accuracy of CBM, DCR, NPC, and RNPC under the 2-norm-bounded CW attack with
varying norm bounds on the MNIST-Add3, MNIST-Add5, and CelebA-Syn datasets.

probabilistic circuit within a model’s architecture potentially strengthens a model’s robustness. In
contrast, the task predictors used in CBM and DCR might compromise the model’s robustness.

Furthermore, on the MNIST-Add3 and MNIST-Add5 datasets, RNPC outperforms NPC by a large
margin, especially under attacks with larger norm bounds. For instance, on MNIST-Add5, when the
2-norm bound reaches 11, NPC’s adversarial accuracy drops below 60% whereas RNPC maintains
adversarial accuracy above 80%. These results demonstrate that RNPC provides superior robustness
compared to NPC on these datasets, highlighting the effectiveness of the proposed class-wise
integration approach. On the CelebA-Syn dataset, RNPC performs similarly to NPC, with both
showing high robustness even under attacks with large norm bounds.

Performance against the 2-norm-bounded CW attack. Figure 8 illustrates the adversarial
accuracy of RNPC and the baseline models under the 2-norm-bounded CW attack with varying
norm bounds. We observe that NPC and RNPC perform similarly and robustly on the MNIST-Add3
and CelebA-Syn datasets, both reaching adversarial accuracy close to 100% under attacks with any
2-norm bound. In contrast, the adversarial accuracy of CBM and DCR decreases as the norm bound
increases. This comparison demonstrates that NPC and RNPC are robust against the 2-norm-bounded
CW attack, indicating the robustness enhancement enabled by the probabilistic circuit.

On the MNIST-Add5 dataset, however, NPC’s adversarial accuracy also declines as the norm bound
increases, while RNPC maintains adversarial accuracy close to 100%. These results demonstrate that
RNPC is more robust than NPC, highlighting the robustness improvement achieved by the class-wise
integration approach.

G.3 More ablation studies

Impact of Differential Privacy (DP). Theorem 4.7 indicates that the robustness of RNPC against a
p-norm-bounded adversarial attack with a budget of ℓ is higher than that of NPC when the attribute
recognition model satisfies ϵ-DP with respect to the p-norm. Here, we empirically validate whether
this implication holds in practice.

To evaluate the robustness of NPC and RNPC, we conduct the 2-norm-bounded PGD attack (targeting
a single attribute) with norm bounds of 3, 3, and 1 for the MNIST-Add3, MNIST-Add5, and CelebA-
Syn datasets, respectively. Following Lécuyer et al. [57], DP within the attribute recognition model
can be implemented by injecting noise after various layers. For simplicity, we directly add noise to
the input images. Specifically, the noise is sampled from a Gaussian distribution with zero mean and
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Figure 9: Adversarial accuracy of NPC and RNPC under the 2-norm-bounded PGD attack (targeting a single
attribute) with norm bounds of 3, 3, and 1 for the MNIST-Add3, MNIST-Add5, and CelebA-Syn datasets,
respectively. The left figure illustrates the performance of models without DP, i.e., vanilla models, while the
right figure illustrates the performance of models with their attribute recognition models satisfying DP.

standard deviation σ =
√
2 ln

(
1.25
δ

)
ℓ/ϵ, where ℓ corresponds to the attack norm bound, ϵ is set to

0.5, and δ is chose as a small value (e.g., 0.01). This ensures that the attribute recognition model
approximately satisfies (ϵ, 0)-DP. Additionally, we estimate E[fθk(X)ak

] by computing the mean
of fθk(X)ak

over 20 noise draws. The performance of NPC and RNPC under these conditions is
illustrated in Figure 9.

Compared to models without DP (i.e., vanilla models), the models satisfying DP generally exhibit
lower adversarial accuracy across the three datasets due to the noise added to the inputs. Despite
this, we observe that RNPC consistently outperforms NPC on the three datasets. Notably, on the
MNIST-Add3 and MNIST-Add5 datasets, the adversarial accuracy of RNPC is higher than that
of NPC by a large margin. These results demonstrate that while integrating DP into the attribute
recognition model might compromise the overall performance on downstream tasks, it highlights the
robustness enhancement achieved by RNPC, thereby validating the implication of Theorem 4.7.

H Theoretical results with omitted proofs

In this section, we provide more theoretical results and elaborate the proofs omitted in the main paper.

H.1 Adversarial robustness of NPCs

Theorem H.1 (Adversarial robustness of NPCs (Restatement of Theorem 3.4)). Under
Assumption 3.2, the prediction perturbation of NPC is bounded by the worst-case TV dis-
tance between the overall attribute distributions conditioned on the vanilla and perturbed
inputs, which is further bounded by the sum of the worst-case TV distances for each attribute, i.e.,

∆NPC
θ,w ⩽ EX

[
max

X̃∈Bp(X,ℓ)
dTV

(
Pθ (A1:K | X) ,Pθ

(
A1:K | X̃

))]
⩽

K∑
k=1

EX

[
max

X̃∈Bp(X,ℓ)
dTV

(
Pθk (Ak | X) ,Pθk

(
Ak | X̃

))]
.

Proof. Under Assumption 3.2, Pθ (A1:K | X) =
∏K

k=1 Pθk(Ak | X). Therefore,

dTV

(
Pθ,w(Y | X), Pθ,w(Y | X̃)

)
=

1

2

∑
y

∣∣∣Pθ,w(Y = y | X) − Pθ,w(Y = y | X̃)
∣∣∣

⩽
1

2

∑
y

∑
a1:K

Pw(Y = y | A1:K = a1:K) ·

∣∣∣∣∣
K∏

k=1

Pθk
(Ak = ak | X) −

K∏
k=1

Pθk
(Ak = ak | X̃)

∣∣∣∣∣
=

1

2

∑
a1:K

∣∣∣∣∣
K∏

k=1

Pθk
(Ak = ak | X) −

K∏
k=1

Pθk
(Ak = ak | X̃)

∣∣∣∣∣ = dTV

(
Pθ (A1:K | X) , Pθ

(
A1:K | X̃

))

⩽
1

2

K∑
k=1

∑
ak

∣∣∣Pθk
(Ak = ak | X) − Pθk

(Ak = ak | X̃)
∣∣∣ = K∑

k=1

dTV

(
Pθk

(Ak | X), Pθk
(Ak | X̃)

)
.

By successively applying the max and expectation operators to both sides, we complete the proof.
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H.2 Adversarial robustness of RNPCs

Lemma H.2 (Adversarial robustness of RNPCs (Restatement of Lemma 4.6)). The prediction
perturbation of RNPC is bounded by the worst-case change in probabilities within a neighborhood
caused by the attack, i.e.,

∆RNPC
θ,w ⩽ EX

[
max

X̃∈Bp(X,ℓ)

{
max
ỹ∈Y

∣∣∣∣1− Pθ(A1:K ∈ N (ỹ, r) | X̃)

Pθ(A1:K ∈ N (ỹ, r) | X)

∣∣∣∣}
]
.

Proof. ∆RNPC
θ,w can be bounded as follows,

dTV

(
Φ̂θ,w(Y | X), Φ̂θ,w(Y | X̃)

)
=

1

2

1

Zθ(X) · Zθ(X̃)

∑
Y

∣∣∣Zθ(X̃) · Φθ,w(Y | X)− Zθ(X) · Φθ,w(Y | X̃)
∣∣∣

=
1

2

1

Zθ(X) · Zθ(X̃)

∑
Y

∣∣∣Zθ(X̃) · Φθ,w(Y | X)− Zθ(X̃) · Φθ,w(Y | X̃) + Zθ(X̃) · Φθ,w(Y | X̃)− Zθ(X) · Φθ,w(Y | X̃)
∣∣∣

⩽
1

2

1

Zθ(X) · Zθ(X̃)

∑
Y

[
Zθ(X̃) ·

∣∣∣Φθ,w(Y | X)− Φθ,w(Y | X̃)
∣∣∣+Φθ,w(Y | X̃) ·

∣∣∣Zθ(X̃)− Zθ(X)
∣∣∣]

=
1

2

1

Zθ(X)

∑
Y

∣∣∣Φθ,w(Y | X)− Φθ,w(Y | X̃)
∣∣∣+ 1

2

1

Zθ(X) · Zθ(X̃)
· Zθ(X̃) ·

∣∣∣Zθ(X̃)− Zθ(X)
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=
1

2

1

Zθ(X)

[∑
Y

∣∣∣Φθ,w(Y | X)− Φθ,w(Y | X̃)
∣∣∣+ ∣∣∣Zθ(X̃)− Zθ(X)

∣∣∣] , (3)

where the penultimate equation is derived using
∑

Y Φθ,w(Y | X̃) = Zθ(X̃).

For the first interior term in Equation (3),
∣∣∣Φθ,w(Y | X)− Φθ,w(Y | X̃)

∣∣∣ ⩽ ∑
ỹ

∣∣∣Pθ(A1:K ∈ N (ỹ, r) | X)− Pθ(A1:K ∈ N (ỹ, r) | X̃)
∣∣∣ · ∑

a1:K∈Vỹ

Pw(Y | A1:K = a1:K),

∑
Y

∣∣∣Φθ,w(Y | X)− Φθ,w(Y | X̃)
∣∣∣ ⩽ ∑

ỹ

∣∣∣Pθ(A1:K ∈ N (ỹ, r) | X)− Pθ(A1:K ∈ N (ỹ, r) | X̃)
∣∣∣ · |Vỹ|.

For the second interior term in Equation (3),∣∣∣Zθ(X) − Zθ(X̃)
∣∣∣ ⩽ ∑

ỹ

∣∣∣Pθ(A1:K ∈ N (ỹ, r) | X) − Pθ(A1:K ∈ N (ỹ, r) | X̃)
∣∣∣ · |Vỹ| .

By combining these two inequalities, Equation (3) is bounded by,

Equation(3) ⩽
1

2

1

Zθ(X)
· 2

∑
ỹ

∣∣∣Pθ(A1:K ∈ N (ỹ, r) | X) − Pθ(A1:K ∈ N (ỹ, r) | X̃)
∣∣∣ · |Vỹ|

=

∑
ỹ

∣∣∣Pθ(A1:K ∈ N (ỹ, r) | X) − Pθ(A1:K ∈ N (ỹ, r) | X̃)
∣∣∣ · |Vỹ|∑

ỹ Pθ(A1:K ∈ N (ỹ, r) | X) · |Vỹ|

⩽ max
ỹ

∣∣∣Pθ(A1:K ∈ N (ỹ, r) | X) − Pθ(A1:K ∈ N (ỹ, r) | X̃)
∣∣∣

Pθ(A1:K ∈ N (ỹ, r) | X)

= max
ỹ

∣∣∣∣∣1 −
Pθ(A1:K ∈ N (ỹ, r) | X̃)

Pθ(A1:K ∈ N (ỹ, r) | X)

∣∣∣∣∣ .

Consequently, dTV

(
Φ̂θ,w(Y | X), Φ̂θ,w(Y | X̃)

)
⩽ maxỹ

∣∣∣1− Pθ(A1:K∈N (ỹ,r)|X̃)
Pθ(A1:K∈N (ỹ,r)|X)

∣∣∣. By succes-
sively applying the max and expectation operators to both sides, we complete the proof of Lemma
4.6.

H.3 Comparison in adversarial robustness

Theorem H.3 (Comparison in adversarial robustness (Restatement of Theorem 4.7)). Consider
a p-norm-bounded adversarial attack with a budget of ℓ. Assume the attribute recognition model
fθ is randomized and satisfies ϵ-Differential Privacy (DP) with respect to the p-norm. Let the
probability of an attribute taking a specific value correspond to the expected model output, i.e.,
Pθk(Ak = ak | X) = E[fθk(X)ak

], where the expectation is taken over the randomness within the
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model. Under Assumption 3.2, the following holds: ΛNPC ⩽ |A1|...|AK |
2 αϵ and ΛRNPC ⩽ αϵ, where

αϵ := max{1 − e−Kϵ, eKϵ − 1}. Moreover, there exist instances where both inequalities hold as
equalities.

Proof. Firstly, we aim to prove that, under the given conditions, the following two statements hold
for any X̃ ∈ Bp(X, ℓ), any y ∈ Y , and any a1:K ∈ A1 × . . .×AK :

∣∣∣Pθ(A1:K = a1:K | X̃) − Pθ(A1:K = a1:K | X)
∣∣∣ ⩽ ∣∣∣∣∣Pθ(A1:K = a1:K | X̃)

Pθ(A1:K = a1:K | X)
− 1

∣∣∣∣∣ ⩽ αϵ, (4)

∣∣∣Pθ(A1:K ∈ N (ỹ, r) | X̃) − Pθ(A1:K ∈ N (ỹ, r) | X)
∣∣∣ ⩽ ∣∣∣∣∣Pθ(A1:K ∈ N (ỹ, r) | X̃)

Pθ(A1:K ∈ N (ỹ, r) | X)
− 1

∣∣∣∣∣ ⩽ αϵ. (5)

Given that the attribute recognition model satisfies ϵ-DP and using the expected output stability
property of DP [57],

Pθk
(Ak = ak | X) ⩽ e

ϵPθk
(Ak = ak | X̃).

Building on this, and under Assumption 3.2, the joint probability over all attributes A1:K is bounded
by,

Pθ(A1:K = a1:K | X) =
∏
k

Pθk
(Ak = ak | X) ⩽ (e

ϵ
)
K

∏
k

Pθk
(Ak = ak | X̃) = e

KϵPθ(A1:K = a1:K | X̃).

Consequently, the probabilities within the neighborhood of any ỹ ∈ Y are bounded by,

Pθ(A1:K ∈ N (ỹ, r) | X) =
∑

a1:K∈N (ỹ,r)

Pθ(A1:K = a1:K | X) ⩽
∑

a1:K∈N (ỹ,r)

eKϵPθ(A1:K = a1:K | X̃) = eKϵPθ(A1:K ∈ N (ỹ, r) | X̃).

Therefore, Pθ(A1:K∈N (ỹ,r)|X̃)
Pθ(A1:K∈N (ỹ,r)|X) − 1 ⩾ e−Kϵ − 1, and similarly, Pθ(A1:K∈N (ỹ,r)|X̃)

Pθ(A1:K∈N (ỹ,r)|X) − 1 ⩽ eKϵ − 1.

By combining these two inequalities, we obtain,∣∣∣∣∣Pθ(A1:K ∈ N (ỹ, r) | X̃)

Pθ(A1:K ∈ N (ỹ, r) | X)
− 1

∣∣∣∣∣ ⩽ αϵ,

where αϵ := max{1− e−Kϵ, eKϵ − 1}.

On the other hand, the following holds,

∣∣∣∣∣Pθ(A1:K ∈ N (ỹ, r) | X̃)

Pθ(A1:K ∈ N (ỹ, r) | X)
− 1

∣∣∣∣∣ =
∣∣∣Pθ(A1:K ∈ N (ỹ, r) | X̃)− Pθ(A1:K ∈ N (ỹ, r) | X)

∣∣∣
Pθ(A1:K ∈ N (ỹ, r) | X)

⩾
∣∣∣Pθ(A1:K ∈ N (ỹ, r) | X̃)− Pθ(A1:K ∈ N (ỹ, r) | X)

∣∣∣ .
Hence, Equation (5) is satisfied. Following a similar approach, Equation (4) can also be proven to
hold.
Secondly, we aim to prove that, when Equation (4) and Equation (5) are satisfied, ΛNPC ⩽
|A1|...|AK |

2 αϵ and ΛRNPC ⩽ αϵ. In particular, the bound for ΛRNPC is apparent based on Equation (5).
Besides, for ΛNPC, the following holds,

ΛNPC = EX

 max
X̃∈Bp(X,ℓ)

 1

2

∑
a1:K

∣∣∣Pθ(A1:K = a1:K | X) − Pθ(A1:K = a1:K | X̃)
∣∣∣


 ⩽
|A1| . . . |AK |

2
αϵ.

Therefore, we have proven that ΛNPC ⩽ |A1|...|AK |
2 αϵ and ΛRNPC ⩽ αϵ hold under the given

conditions.

Finally, we aim to provide an instance showing that the bounds for ΛNPC and ΛRNPC can be simulta-
neously achieved.

Suppose a case where ∀X ∈ X , there exists ỹ ∈ Y such that Pθ(A1:K ∈ N (ỹ, r) | X) = 1.
There are 2n+ 1 nodes in N (ỹ, r) and the probabilities of n of them are increased after attack, in
particular, Pθ(A1:K = a1:K | X̃) = Pθ(A1:K = a1:K | X) + αϵ. In contrast, the remaining n+ 1

of them are decreased, in particular, Pθ(A1:K = a1:K | X̃) = Pθ(A1:K = a1:K | X)− αϵ. Overall,
Pθ(A1:K ∈ N (ỹ, r) | X̃) = Pθ(A1:K ∈ N (ỹ, r) | X)− αϵ = 1− αϵ.
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On the other hand, suppose there are 2m + 1 nodes in the complement set Ω\N (ỹ, r). The
probabilities of m of them are decreased after attack, in particular, Pθ(A1:K = a1:K | X̃) =
Pθ(A1:K = a1:K | X)− αϵ. In contrast, the remaining m+ 1 of them are increased, in particular,
Pθ(A1:K = a1:K | X̃) = Pθ(A1:K = a1:K | X) + αϵ. Overall, Pθ(A1:K ∈ Ω\N (ỹ, r) | X̃) =
Pθ(A1:K ∈ Ω\N (ỹ, r) | X) + αϵ = αϵ.

In the above case, it is easy to show that ΛRNPC = αϵ. In addition, we notice that ∀a1:K , |Pθ(A1:K =

a1:K | X) − Pθ(A1:K = a1:K | X̃)| = αϵ. Thus, ΛNPC = |A1|...|AK |
2 αϵ. Therefore, in the case

constructed above, the bounds for ΛNPC and ΛRNPC are simultaneously achieved.

Theorem H.4 (Direct comparison in adversarial robustness). Assume that there exists c ∈ (0, 1) such
that for all X ∈ X and ỹ ∈ Y , Pθ(A1:K ∈ N (ỹ, r) | X) ⩾ c. Then, the following inequality holds:
ΛRNPC ⩽ 1

cΛNPC.

Proof. By the definition of ΛRNPC and the given conditions, the following holds,

ΛRNPC = EX

[
max

ỹ

1

Pθ(A1:K ∈ N (ỹ, r) | X)

∣∣∣Pθ(A1:K ∈ N (ỹ, r) | X) − Pθ(A1:K ∈ N (ỹ, r) | X̃)
∣∣∣]

⩽
1

c
EX

[
max

ỹ

∣∣∣Pθ(A1:K ∈ N (ỹ, r) | X) − Pθ(A1:K ∈ N (ỹ, r) | X̃)
∣∣∣]

⩽
1

c
EX

[
dTV

(
Pθ(A1:K | X), Pθ(A1:K | X̃)

)]
=

1

c
ΛNPC.

Compared to Theorem 4.7, which compares the upper bounds for ΛNPC and ΛRNPC, Theorem H.4
provides a more direct relationship between them. Specifically, Theorem H.4 demonstrates that
ΛRNPC cannot exceed a fixed multiple of ΛNPC, with the multiplier inversely proportional to the lower
bound c of the neighborhood probabilities.

H.4 Benign task performance of RNPCs

Definition H.5. The prediction error of RNPC is defined as the expected TV dis-
tance between the predicted distribution and the ground-truth distribution, i.e., εRNPC

θ,w :=

EX

[
dTV

(
Φ̂θ,w(Y | X),P∗(Y | X)

)]
.

Note that the definition of prediction error is different from that of estimation error. The latter is
defined as the expected TV distance between the predicted distribution and the optimal distribution.
Theorem H.6 (Prediction error of RNPC). The prediction error of RNPC is bounded as follows,

εRNPC
θ,w ⩽EX

[
min

{
max

ỹ

∣∣∣∣Pθ(A1:K ∈ N (ỹ, r) | X)

P∗(A1:K ∈ N (ỹ, r) | X)
− 1

∣∣∣∣ ,max
ỹ

∣∣∣∣P∗(A1:K ∈ N (ỹ, r) | X)

Pθ(A1:K ∈ N (ỹ, r) | X)
− 1

∣∣∣∣}]
+

2

γ
dTV (Pw(Y,A1:K),P∗(Y,A1:K)) + EX

[
max

ỹ
dTV

(
P̄∗(Y | A1:K ∈ Vỹ),P∗(Y | X)

)]
,

where P̄∗(Y | A1:K ∈ Vỹ) := 1
|Vỹ|

∑
a1:K∈Vỹ

P∗(Y | A1:K = a1:K) represents the average
ground-truth conditional distribution of Y given A1:K ∈ Vỹ .

Proof. Define Φ∗(Y | X) :=
∑

ỹ P∗(A1:K ∈ N (ỹ, r) | X) ·
∑

a1:K∈Vỹ
P∗(Y | A1:K = a1:K) and

Z∗(X) :=
∑

ỹ P∗(A1:K ∈ N (ỹ, r) | X) · |Vỹ|.

By applying the triangle inequality, the following holds,

ε
RNPC
θ,w ⩽ EX

[
dTV

(
Φθ,w(Y | X)

Zθ(X)
,
Φ∗(Y | X)

Z∗(X)

)]
+ EX

[
dTV

(
Φ∗(Y | X)

Z∗(X)
, P∗

(Y | X)

)]
. (6)

For the first term in Equation (6):

dTV

(
Φθ,w(Y | X)

Zθ(X)
,
Φ∗(Y | X)

Z∗(X)

)
= EX

 1

2

∑
y

∣∣∣∣Φθ,w(Y = y | X)

Zθ(X)
−

Φ∗(Y = y | X)

Z∗(X)

∣∣∣∣


= EX

 1

2
·

1

Zθ(X) · Z∗(X)

∑
y

∣∣Z∗
(X) · Φθ,w(Y = y | X) − Zθ(X) · Φ∗

(Y = y | X)
∣∣ .
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In particular, for the term |Z∗(X) · Φθ,w(Y = y | X)− Zθ(X) · Φ∗(Y = y | X)|, we have,

|Z∗(X) · Φθ,w(Y = y | X)− Zθ(X) · Φ∗(Y = y | X)|
= |Z∗(X) · Φθ,w(Y = y | X)− Zθ(X) · Φθ,w(Y = y | X) + Zθ(X) · Φθ,w(Y = y | X)− Zθ(X) · Φ∗(Y = y | X)|
⩽ Φθ,w(Y = y | X) · |Zθ(X)− Z∗(X)|+ Zθ(X) · |Φθ,w(Y = y | X)− Φ∗(Y = y | X)| .

Consequently, the following holds,

dTV

(
Φθ,w(Y | X)

Zθ(X)
,
Φ∗(Y | X)

Z∗(X)

)

⩽ EX

 1

2
·

1

Zθ(X) · Z∗(X)

∑
y

Φθ,w(Y = y | X) ·
∣∣Zθ(X) − Z

∗
(X)

∣∣ + Zθ(X) ·
∣∣Φθ,w(Y = y | X) − Φ

∗
(Y = y | X)

∣∣
= EX

[
1

2
·

1

Z∗(X)
|Zθ(X) − Z

∗
(X)|

]
+ EX

 1

2
·

1

Z∗(X)

∑
y

|Φθ,w(Y = y | X) − Φ
∗
(Y = y | X)|

 .

Moreover, we can bound the first term as follows,

EX

[
1

2
· 1

Z∗(X)
|Zθ(X)− Z∗(X)|

]
⩽ EX

1

2
· 1

Z∗(X)

∑
ỹ

|Pθ(A1:K ∈ N (ỹ, r) | X)− P∗(A1:K ∈ N (ỹ, r) | X)| · |Vỹ|


⩽ EX

[
1

2
max

ỹ

∣∣∣∣Pθ(A1:K ∈ N (ỹ, r) | X)

P∗(A1:K ∈ N (ỹ, r) | X)
− 1

∣∣∣∣] ,
and bound the second term as follows,

|Φθ,w(Y | X)− Φ∗(Y | X)|

= |
∑
ỹ

[Pθ(A1:K ∈ N (ỹ, r) | X) ·
∑

ã1:K∈Vỹ

Pw(Y | A1:K = ã1:K)− P∗(A1:K ∈ N (ỹ, r) | X) ·
∑

ã1:K∈Vỹ

Pw(Y | A1:K = ã1:K)

+ P∗(A1:K ∈ N (ỹ, r) | X) ·
∑

ã1:K∈Vỹ

Pw(Y | A1:K = ã1:K)− P∗(A1:K ∈ N (ỹ, r) | X) ·
∑

ã1:K∈Vỹ

P∗(Y | A1:K = ã1:K)]|

⩽
∑
ỹ

|Pθ(A1:K ∈ N (ỹ, r) | X)− P∗(A1:K ∈ N (ỹ, r) | X)| ·
∑

ã1:K∈Vỹ

Pw(Y | A1:K = ã1:K)

(7)

+
∑
ỹ

P∗(A1:K ∈ N (ỹ, r) | X) · |
∑

ã1:K∈Vỹ

Pw(Y | A1:K = ã1:K)−
∑

ã1:K∈Vỹ

P∗(Y | A1:K = ã1:K)|.

(8)

In particular, the following holds:

EX

 1

2
·

1

Z∗(X)

∑
y

(Eq.(7))

 = EX

 1

2
·

1

Z∗(X)

∑
ỹ

|Pθ(A1:K ∈ N (ỹ, r) | X) − P∗
(A1:K ∈ N (ỹ, r) | X)| · |Vỹ|


⩽ EX

[
1

2
max

ỹ

∣∣∣∣Pθ(A1:K ∈ N (ỹ, r) | X)

P∗(A1:K ∈ N (ỹ, r) | X)
− 1

∣∣∣∣] ,

and

EX

[
1

2
· 1

Z∗(X)

∑
y

(Eq.(8))

]

⩽ EX

 1

Z∗(X)

∑
ỹ

P∗(A1:K ∈ N (ỹ, r) | X) · 1
2

∑
y

∑
ã1:K∈Vỹ

|Pw(Y = y | A1:K = ã1:K)− P∗(Y = y | A1:K = ã1:K)|


= EX

 1

Z∗(X)

∑
ỹ

P∗(A1:K ∈ N (ỹ, r) | X) ·
∑

ã1:K∈Vỹ

dTV (Pw(Y | A1:K = ã1:K),P∗(Y | A1:K = ã1:K))


⩽ EX

 1

Z∗(X)

∑
ỹ

P∗(A1:K ∈ N (ỹ, r) | X) ·
∑

ã1:K∈Vỹ

1

P∗(A1:K = ã1:K)
·
∑
y

|Pw(Y = y,A1:K = ã1:K)− P∗(Y = y,A1:K = ã1:K)|


⩽

1

γ
max

ỹ

1

|Vỹ|
·

∑
ã1:K∈Vỹ

∑
y

|Pw(Y = y,A1:K = ã1:K)− P∗(Y = y,A1:K = ã1:K)|

⩽
2

γ
dTV (Pw(Y,A1:K),P∗(Y,A1:K)) .

Within the above derivation, we utilize two facts. The first one is,
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dTV (Pw(Y | A1:K = a1:K),P∗(Y | A1:K = a1:K))

=
1

2

∑
y

|Pw(Y = y | A1:K = a1:K)− P∗(Y = y | A1:K = a1:K)|

=
1

2
· 1

P∗(A1:K = a1:K)

∑
y

|Pw(Y = y | A1:K = a1:K) · P∗(A1:K = a1:K)− Pw(Y = y | A1:K = a1:K) · Pw(A1:K = a1:K)

+ Pw(Y = y | A1:K = a1:K) · Pw(A1:K = a1:K)− P∗(Y = y | A1:K = a1:K) · P∗(A1:K = a1:K)|

⩽
1

2
· 1

P∗(A1:K = a1:K)

∑
y

Pw(Y = y | A1:K = a1:K) · |P∗(A1:K = a1:K)− Pw(A1:K = a1:K)|

+
1

2
· 1

P∗(A1:K = a1:K)

∑
y

|Pw(Y = y,A1:K = a1:K)− P∗(Y = y,A1:K = a1:K)|

⩽
1

P∗(A1:K = a1:K)

∑
y

|Pw(Y = y,A1:K = a1:K)− P∗(Y = y,A1:K = a1:K)|.

The second one is,
∀ã1:K ∈ Vỹ, P∗

(A1:K = ã1:K) ⩾ γ.

Combining the above, we have,

dTV

(
Φθ,w(Y | X)

Zθ(X)
,
Φ∗(Y | X)

Z∗(X)

)
⩽EX

[
max

ỹ

∣∣∣∣Pθ(A1:K ∈ N (ỹ, r) | X)

P∗(A1:K ∈ N (ỹ, r) | X)
− 1

∣∣∣∣] +
2

γ
dTV

(
Pw(Y,A1:K), P∗

(Y,A1:K)
)
.

Similarly, we can derive,

dTV

(
Φθ,w(Y | X)

Zθ(X)
,
Φ∗(Y | X)

Z∗(X)

)
⩽ EX

[
max

ỹ

∣∣∣∣P∗(A1:K ∈ N (ỹ, r) | X)

Pθ(A1:K ∈ N (ỹ, r) | X)
− 1

∣∣∣∣] +
2

γ
dTV

(
Pw(Y,A1:K), P∗

(Y,A1:K)
)
.

Therefore, the following holds,

dTV

(
Φθ,w(Y | X)

Zθ(X)
,
Φ∗(Y | X)

Z∗(X)

)
⩽ EX

[
min

{
max

ỹ

∣∣∣∣P∗(A1:K ∈ N (ỹ, r) | X)

Pθ(A1:K ∈ N (ỹ, r) | X)
− 1

∣∣∣∣ ,max
ỹ

∣∣∣∣Pθ(A1:K ∈ N (ỹ, r) | X)

P∗(A1:K ∈ N (ỹ, r) | X)
− 1

∣∣∣∣}]
+

2

γ
dTV (Pw(Y,A1:K),P∗(Y,A1:K)) .

For the second term in Equation (6): The following holds,

EX

[
dTV

(
Φ∗(Y | X)

Z∗(X)
, P∗

(Y | X)

)]
⩽ EX

[
max

ỹ
dTV

(
P̄∗

(Y | A1:K ∈ Vỹ), P∗
(Y | X)

)]
,

because:

dTV

(
Φ∗(Y | X)

Z∗(X)
, P∗

(Y | X)

)
=

1

2

∑
Y

∣∣∣∣∣
∑

ỹ P∗(A1:K ∈ N (ỹ, r) | X) ·
∑

a1:K∈Vỹ
P∗(Y | A1:K = a1:K)∑

ỹ P∗(A1:K ∈ N (ỹ, r) | X) · |Vỹ|
− P∗

(Y | X)

∣∣∣∣∣
=

1

2

∑
Y

∣∣∣∣∣
∑

ỹ P∗(A1:K ∈ N (ỹ, r) | X) · |Vỹ| · P̄∗(Y | A1:K ∈ Vỹ)∑
ỹ P∗(A1:K ∈ N (ỹ, r) | X) · |Vỹ|

− P∗
(Y | X)

∣∣∣∣∣ . (9)

Define Wỹ := P∗(A1:K ∈ N (ỹ, r) | X) · |Vỹ| and αỹ :=
Wỹ∑
y′ Wy′

. We have
∑

ỹ αỹ = 1.

Then, for Equation (9),

Equation(9) =
1

2

∑
Y

∣∣∣∣∣∣
∑
ỹ

αỹ P̄∗
(Y | A1:K ∈ Vỹ) − P∗

(Y | X)

∣∣∣∣∣∣ ⩽ 1

2

∑
Y

∑
ỹ

αỹ

∣∣P̄∗
(Y | A1:K ∈ Vỹ) − P∗

(Y | X)
∣∣

=
∑
ỹ

αỹ dTV

(
P̄∗

(Y | A1:K ∈ Vỹ), P∗
(Y | X)

)
⩽ max

ỹ
dTV

(
P̄∗

(Y | A1:K ∈ Vỹ), P∗
(Y | X)

)
.

By combining the bounds for the first and second terms in Equation (6), we establish the bound for
εRNPC
θ,w .

Proposition H.7 (Optimal RNPCs (Restatement of Proposition 4.8)). The optimal RNPC w.r.t. the
prediction error εRNPC

θ,w is Φ̂∗(Y | X) := Φ∗(Y |X)
Z∗(X) , where

Φ∗(Y | X) :=
∑
ỹ

P∗(A1:K ∈ N (ỹ, r) | X) ·
∑

a1:K∈Vỹ

P∗(Y | A1:K = a1:K),

Z∗(X) :=
∑
ỹ

P∗(A1:K ∈ N (ỹ, r) | X) · |Vỹ|.
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Proof. According to Theoremn H.6, the minimum of the bound for εRNPC
θ,w is achieved when Pθ(A1:K |

X) = P∗(A1:K | X) and Pw(Y,A1:K) = P∗(Y,A1:K). In this case, Φθ,w(Y | X) = Φ∗(Y | X)
and Zθ(X) = Z∗(X).

Theorem H.8 (Trade-off of RNPCs (Restatement of Theoremn 4.11)). The trade-off of RNPCs in
benign performance, defined as the expected TV distance between the optimal RNPC Φ̂∗(Y | X) and
the ground-truth distribution P∗(Y | X), is bounded as follows,

EX

[
dTV

(
Φ̂∗(Y | X),P∗(Y | X)

)]
⩽ EX

[
max

ỹ
dTV

(
P̄∗(Y | A1:K ∈ Vỹ),P∗(Y | X)

)]
,

where P̄∗(Y | A1:K ∈ Vỹ) := 1
|Vỹ|

∑
a1:K∈Vỹ

P∗(Y | A1:K = a1:K) represents the average
ground-truth conditional distribution of Y given A1:K ∈ Vỹ .

Proof. See proof for Theorem 6.

Theorem H.9 (Compositional estimation error (Extension of Theorem 4.10)). The estimation error
of RNPC is bounded by a linear combination of the errors from the attribute recognition model and
the probabilistic circuit, i.e.,

ε̂RNPC
θ,w ⩽ EX

[
min

{
max

ỹ

∣∣∣∣Pθ(A1:K ∈ N (ỹ, r) | X)

P∗(A1:K ∈ N (ỹ, r) | X)
− 1

∣∣∣∣ ,max
ỹ

∣∣∣∣P∗(A1:K ∈ N (ỹ, r) | X)

Pθ(A1:K ∈ N (ỹ, r) | X)
− 1

∣∣∣∣}]
+

2

γ
dTV (Pw(Y,A1:K),P∗(Y,A1:K)) ,

where P ∗ represents the ground-truth distribution.

Proof. See proof for Theorem 6.
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