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ABSTRACT

With the advancement of face reconstruction (FR) systems, privacy-preserving
face recognition (PPFR) has gained popularity for its secure face recognition, en-
hanced facial privacy protection, and robustness to various attacks. Besides, spe-
cific models and algorithms are proposed for face embedding protection by map-
ping embeddings to a secure space. However, there is a lack of studies on investi-
gating and evaluating the possibility of extracting face images from embeddings of
those systems, especially for PPFR. In this work, we introduce the first approach to
exploit Kolmogorov-Arnold Network (KAN) for conducting embedding-to-face
attacks against state-of-the-art (SOTA) FR and PPFR systems. Face embedding
mapping (FEM) models are proposed to learn the distribution mapping relation
between the embeddings from the initial domain and target domain. In compar-
ison with Multi-Layer Perceptrons (MLP), we provide two variants, FEM-KAN
and FEM-MLP, for efficient non-linear embedding-to-embedding mapping in or-
der to reconstruct realistic face images from the corresponding face embedding.
To verify our methods, we conduct extensive experiments with various PPFR and
FR models. We also measure reconstructed face images with different metrics to
evaluate the image quality. Through comprehensive experiments, we demonstrate
the effectiveness of FEMs in accurate embedding mapping and face reconstruc-
tion.

1 INTRODUCTION

Target

Reconstructed
FEM-MLP

FEM-KAN

Figure 1: Sample face images from the CelebA-HQ dataset (first row) and their corresponding
reconstructed face images from face templates of PPFR model DCTDP. The orange color value
indicates confidence score (higher is better) given by commercial API Face++.

The progress of artificial intelligence has brought attention to the security and privacy concerns asso-
ciated with biometric authentication systems (Laishram et al.,[2024; Wang et al,[2024D)), specifically
face recognition (FR) (Rezgui et all,[2024). FR systems generate the template for each identity for
comparing different faces and to authenticate query faces. Those face templates or face embed-
dings are considered as one type of biometric data that is frequently produced by black-box models
(e.g., convolutional neural networks (CNNs) and deep neural networks (DNNs) based models). Ex-
isting common threats to the face embeddings are sensitive information retrieve attacks (extract
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soft-biometric information such as sex, age, race, etc.) or face reconstruction attacks (recover the
complete face image from an embedding). In order to increase the privacy and security level of
FR, privacy-preserving face recognition (PPFR) systems (J1 et al.,|2022; M1 et al., [2023; Han et al.,
2024bja; [Mi et al. [2024) have been proposed. However, most PPFR methods focus on concealing
visual information from input face images to the systems but embeddings are not being protected
directly. IoM Hashing (Jin et al.,|2017) is initially proposed for fingerprint protection by transferring
biometric feature vectors into discrete index hashed code. PolyProtect (Hahn & Marcel| [2022) is a
mapping algorithm based on multivariate polynomials with user-specific parameters to protect face
embeddings. MLP-Hash (Shahreza et al.l |2023) proposes a new cancelable face embedding pro-
tection scheme that includes user-specific randomly-weighted multi-layer perceptron (MLP) with
non-linear activation function and binarizing operation. Homomorphic Encryption (Shahreza et al.,
2022b) (HE)-based method is also proposed to encrypt embedding into ciphertext for protection.

Current face reconstruction methods focus on face image reconstruction from embeddings of normal
(without special operation for privacy protection on either input face images or face embeddings)
FR models. Deconvolutional neural network NbNet (Mai et al., [2018)) utilizes the deconvolution
to reconstruct face images from deep templates. End-to-end CNN-based method (Shahreza et al.,
2022a)) combines cascaded convolutional layers and deconvolutional layers to improve reconstruc-
tion. Moreover, the learning-based method (Shahreza & Marcel| 2024b) can reconstruct the under-
lying face image from a protected embedding that is protected by template protection mechanisms
(Jin et al., 2004; Shahreza et al.l [2023; [2022b). Nevertheless, the reconstructed faces from those
methods suffer from noisy and blurry artifacts, which degrade the image naturalness. Generative
adversarial network (GAN)-based approach (Otroshi Shahreza & Marcell [2024) trains a mapping
network to transfer face embedding to the latent space of a pre-trained face generation network.
However, they only test their method on normal FR systems.

Considering the above motivations, we propose an embedding mapping based face reconstruction
framework to generate realistic face images from leaked face embeddings both from normal FR and
PPFR models by utilizing a pre-trained IPA-FacelD (Ye et al.,[2023) diffusion model. As depicted
in Figure [2| we feed training face images to both IPA-FR (default FR of IPA-FacelD) and target
FR models. The initial output face embedding from the target FR model is transferred by the Face
Embedding Mapping (FEM) model before performing multi-term loss optimization. During the
inference stage, the leaked embedding from the target FR model can be mapped by trained FEM
and directly used by IPA-FacelD to generate realistic face images. We verify the effectiveness of
face reconstruction by applying impersonation attacks to real-world FR systems. Besides, we also
provide a test demonstration of FEMs by a commercial face comparison API like Face++[]_-] as shown
in Figure[T]

Our key contributions are:

* We propose a face embedding mapping approach called FEM to map the arbitrary embed-
ding to the target embedding domain for realistic face reconstruction. The trained FEM
can be easily integrated into the current SOTA pre-trained IPA-FacelD diffusion model
and enable IPA-FacelD generalized for accurate face generation on various types of face
embedding, including complete, partial and protected ones.

* To the best of our knowledge, we are the first to exploit the potential of KAN for face
embedding mapping and face reconstruction. Compared to the MLP-based model, we
showcase the efficacy of the FEM-KAN model for non-linear mapping.

* In contrast to existing face reconstruction methods that aim to inverse face template from
normal FR models, we explore the possibility to reconstruct face image from PPFR mod-
els. Besides, we conduct extensive experiments in several practical scenarios to test the
effectiveness, generalization, robustness and bias of our method. Moreover, we show pro-
posed FEMs can also effectively extract underlying face images from the partial leaked
embedding as well as the protected embedding.

"https://www.faceplusplus.com
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2 RELATED WORK

2.1 ID-PRESERVING TEXT-TO-IMAGE DIFFUSION MODELS

Existing text-to-image (T2I) models still have limitation to generate accurate and realistic detailed
image due to the limited information expressed by text prompts. Stable unCLIPE] is based on fine-
tuning CLIP image embedding on a pre-trained T2I model to improve the desired image generation
ability. IP-Adapter (Ye et al., |2023)) proposed decoupled cross-attention to embed image feature
from image prompt to a pre-trained T2I diffusion model by adding a new cross-attention layer for
image feature, which is separated from text feature. IP-Adapter utilizes trainable projection model to
map the image embedding that extracted by a pre-trained CLIP image encoder model (Radford et al.,
2021) to a sequence image feature. Later on, IPA-FaceIlf] is developed for customized face image
generation by integrating face information through face embedding extracted from a FR model in-
stead of CLIP image embedding. Furthermore, LoRA is utilized to enhance ID consistency. The
IPA-FacelD has the ability to produce corresponding diverse styles of image based on a given face
and text prompts. Instead of using the pre-trained CLIP model to extract image features, Instan-
tID (Wang et al.l [2024a)) propose a trainable lightweight module for transferring face features from
the frozen face encoder into the same space of the text token. Moreover, the IndentityNet based on
modified ControlNet (Zhang et al.,2023) is introduced to extract semantic face information from the
reference image and face embedding is used as condition in cross-attention layers. ID-conditioned
face model Arc2Face (Papantoniou et al., |2024) is based on the pre-trained Stable Diffusion model
dedicated for ID-to-face generation by using only ID embedding. It fixes the text prompt with a
frozen pseudo-prompt “a photo of (id) person” where placeholder (id) token embedding is replaced
by ArcFace embedding of image prompt. Then the whole token embedding is projected by CLIP
encoder to the CLIP output space for training.

2.2  FrRoM DEEP FACE EMBEDDINGS TO FACE IMAGES

Extracting images from deep face embeddings are challenging for naive deep learning networks e.g.,
UNet (Ronneberger et al.,[2015). (Shahreza et al., [2022a) introduced a CNN-based network to re-
construct face images from corresponding face embeddings that were extracted from the FR model
by end-to-end training. With more restrictions on the embedding leakage of FR models, (Shahreza
& Marcel, 2024a)) attempted to reconstruct the underlying face image from partial leaked face em-
beddings. They used the similar face reconstruction network in (Shahreza et al.l |2022a). However,
the reconstructed face images from those two methods are highly blurred. Furthermore, (Shahreza
et al.,|2024) proposed a new block called DSCasConv (cascaded convolutions and skip connections)
to reduce the blurring. However, it still has noticeable blurry artifact around face contour. For more
realistic face reconstruction, (Otroshi Shahreza & Marcel, [2024) took the advantage of GAN model
to generate face image from the deep face embedding. They employed the pre-trained StyleGAN3
(Karras et al., 202 1)) network to establish a mapping from facial embeddings to the intermediate la-
tent space of StyleGAN. They constructed the mapping network as two fully connected layers with
Leaky ReLU activation function.

3 PROPOSED METHOD

3.1 KOLMOGOROV-ARNOLD THEOREM PRELIMINARIES

The Kolmogorov-Arnold theorem (Liu et al., [2024) states that any continuous function may be ex-
pressed as a combination of a finite number of continuous univariate functions. For every continuous
function f(x) defined in the n-dimensional real space, where © = (x1, 2, ..., Z, ), it can be repre-
sented as a combination of a univariate continuous function ® and a sequence of continuous bivariate
functions z; and ¢, ;. The theorem demonstrates the existence of such a representation:

fla) = Z%(Z q.i()) (1)

Zhttps://huggingface.co/stabilityai/stable-diffusion-2-1-unclip
3https://huggingface.co/h94/IP-Adapter-FaceID
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This representation suggests that even sophisticated functions in high-dimensional spaces can be
reconstructed through a sequence of lower-dimensional function operations.
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Figure 2: Pipeline of face reconstruction by face embedding mapping.

3.2 TRAINING DATA

For training our face reconstruction framework, face embeddings of different identities are needed.
Considering the target FR or PPFR model "(.) and default FR I'(.) model from IPA-FacelD, for
training image dataset Z = I;, we can generate the embedding distribution D(e;) as well as D’(e})
by extracting face embeddings from all face images in Z, where e; and ¢ denote the output face
embeddings from I"(.) and I"(.).

3.3 JoINT LoOSss

In order to enable target I”'(.) model to generate realistic target identity face images from IPA-
FacelD, the target embedding extracted from I"(.) should be close to the corresponding embedding

that represents the same face identity. Therefore, we should minimize the distance between D(é;) =
M(D'(€})) and D(e;), where M(.) and é; denote FEM and mapped face embedding, respectively.

* Mean Square Error (MSE): To reduce reconstruction difference of the generated embed-
ding, we use MES loss to minimize the square of the reconstruction error:

N-1, _ s\2
Lyse(ei, €;) = W N

* Pairwise Distance (PD): When p=2, PD computes the pairwise distance between input
vectors using the euclidean distance:

»CPD(eiaéi) = ||€z' - éi”p 3)
* Cosine Embedding Distance (CED): CED is used for measuring whether two embedding
vectors are similar, it is widely used for comparing face template in FR tasks:
Lcep(€i, é;) = 1 — cos(e;, &;) “4)
Our total loss is determined by a linear combination of the aforementioned loss types:

Lol = M1 Lwmse + A2Lpp + Az Lcep )

We empirically determined that the selection of A\; = 1, Ao = 0.5, A3 = 10 (A value should be set
to balance the range of different loss functions) yields the best performance. See in Section [5.5]for
the performance of different reconstruction loss functions.
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3.4 FACE EMBEDDING MAPPING (FEM)

FEM-MLP FEM-KAN

7
! Lioss

Figure 3: Two variants of FEM models and the process of embedding-to-embedding mapping. (a)
FEM-MLP has fixed activation function. (b) FEM-KAN has learnable activation function at edges
to achieve accurate non-linear mapping. (c) The direction of embedding mapping optimized by
distance towards to ‘ground truth’ face embedding e;.

Face embedding is a vector that represents facial information associated with a corresponding iden-
tity. Ideally, embeddings that are extracted from different face images of the same identity should
be close and far for those that computed from different ones. Existing SOTA FR and PPFR net-
works utilize similar structures of backbone to extract features from the face image and compute the
face template or face embedding. We assume there is a transformation or mapping algorithm be-
tween embeddings from the same identity that are extracted by different backbones. Inspired from
(Papantoniou et al.l [2024) and (Liu et al., 2024), we propose FEM-MLP and FEM-KAN showing
in Figure [3|to learn the mapping relation of embedding distributions from different FR backbones.
Then trained FEMs can map face embedding from the initial domain into the corresponding target
domain of the pre-trained IPA-FacelD diffusion model in order to generate face images. Depending
on the effectiveness of FEMs, the mapped embedding can fall into the target domain and boundary
region. The target domain represents mapped embedding can be used for ID-preserving face image
generation that can fool the evaluation FR systems while boundary region indicates mapped embed-
ding is not sufficient for ID-preserving face image generation but human-like image generation.

4 EXPERIMENTS

4.1 EXPERIMENTAL DETAILS

To evaluate the reconstruction performance of the proposed face reconstruction network, we train the
two variant FEM models on various target SOTA FR and PPFR models. We generate 5000 images
as training dataset based on the subset of CelebA-HQ (Karras,|[2017) by applying Arc2Face (Papan-
toniou et al., 2024) model, five images generated for each identity. FR buf falo,lE] is selected as
the defualt FR model of IPA-FaceID. We choose faceid_sdl5’|checkpoint for IPA-FaceID which
takes face embedding and text as input. In order to effectively generate face in proper angle, we fix
the text prompt as “front portrait of a person” for all the experiments. We follow efficient _ka

for FEM-KAN implementation and set the same hidden layer structure [512, 1024, 3072, 512] for
PEM-MLP. We use the GELU activation function and add 1D batch normalization to FEM-MLP.

Our goal is to reconstruct complete face image from embedding of target PPFR models. Then, the
generated face images are used to access or fool other FR systems in order to verify the reconstruc-
tion performance. We conduct mainly four different experiments to verify the proposed method as
follows:

* To show the effectiveness of FEMs, we reconstruct five face images for each embedding
that extracted from target models and inject the generated faces to the evaluation FR models
for performing face verification.

*https://github.com/deepinsight/insightface
Shttps://huggingface.co/h94/IP-Adapter-FacelD/tree/main
Shttps://github.com/Blealtan/efficient-kan
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* In order to test the generalization of FEMs, we train models on 90% Flickr-Faces-HQ
(FFHQ) (Karras et al., 2019) dataset and test on customized dataset Synth-500, with 500
images of never-before-seen identities, generated by Websiteﬂ

* For evaluating the robustness of FEMs, we consider reconstructing face from partial em-
beddings instead of complete ones. We set different levels of embedding leakage starting
from 10% to 90% (e.g., removing the last 10% values from each embedding vector). Ex-
cept, we also conduct experiments for reconstructing faces from the protected embedding,
e.g., PolyProtect and MLP-Hash.

* For evaluating the bias of face reconstruction to identity from different demographic, we
test our method on Racial Faces in-the-Wild (RFW) dataset which includes four races such
as Caucasian, Asian, Indian and African. We select 10% of each race in our experiment by
considering the testing time, each image is loosely cropped into size 112x112.

Our experiments are conducted on a Tesla V100 GPU with 32G memory using PyTorch framework,
setting the batch size to 128. For optimizers, we use SGD and AdamW for FEM-KAN and FEM-
MLP with initial learning rate 10~2 and 10~2, the exponential learning rate decay is set to 0.8 for
AdamW.

4.2 TARGET MODELS AND REAL-WORLD MODELS

For target models that we aim to reconstruct face image from can be categorized into normal FR
models such as IRSE50 (Hu et al.l [2018), IR152 (Deng et al., [2019) and PPFR models including
DCTDP (J1 et al., 2022), HFCF (Han et al., [2024b), HFCF-SkinColor (Han et al., [2024a)) and Par-
tialFace (Mi et al.| 2023). All face embeddings extracted by FR and PPFR models have the same
length equal to 512. We have selected four widely-used public FR models as real-word models
for face verification in order to test performance of face reconstruction. These models are FaceNet
(Schroff et al.L[2015)), VGG-Face (Parkhi et al.,2015)), GhostFaceNet (Alansari et al., 2023)), ArcFace
(Deng et al.,[2019) and we use implementation from deepfac

4.3 EVALUATION METRICS

For evaluation, we employ the attack success rate (ASR) as a metric to assess the attack efficacy to
various target FR systems by reconstructed face images from target PPFR systems. ASR is defined
as the fraction of generated faces successfully classified by the target FR system. We generate five
images for each embedding. When determining the ASR, we establish a False Acceptance Rate
(FAR) of 0.01 for each FR model. Furthermore, we employ FID, PSNR, SSIM, LPIPS and maxi-
mum mean discrepancy (MMD) (Borgwardt et al., |2006) to evaluate the image quality of generated
face images. SSIM and LPIPS are metrics based on perception, while MMD has the ability of ana-
lyzing two data distributions and assessing the imperceptibility of the generated images (Yang et al.,
2021).

5 RESULTS

5.1 PERFORMANCE ON BLACK-BOX ATTACKING

As shown in Table [T} our proposed face reconstruction network can effectively extract face images
from target models. Comparing the baseline case (without applying any embedding mapping algo-
rithms), our method substantially increases the ASR e.g., about 58.3% and 62.9% on FEM-MLP
and FEM-KAN method in average for target DCTDP model. Among all the target PPFR mod-
els, DCTDP is less robust against face reconstruction attack, where FEM-KAN achieves 67.6%. It
shows that even images transferred into frequency domain, the corresponding face embedding still
contain information can be used for face reconstruction. FEM-KAN has overall better performance
than MLP-based FEM in general, especially for target PPFR models. The potential reason is that
the embedding distribution from PPFR models is more far away from the idea distribution that can

"https://thispersondoesnotexist.com
8https://github.com/serengil/deepface
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Table 1: Evaluations of Attack Success Rate (ASR) for black-box attacks to FR and PPFR models
on CelebA-HQ dataset. Other four FR models are used for verifying the efficacy of FEMs.

Target Model Method Facenet ~ VGG-Face GhostFaceNet  ArcFace Average

None 39 6.3 3.0 9.1 5.6

IRSES0 (Hu et al.|{[2018) MLP 33.8 63.4 64.2 72.8 58.6
KAN 25.3 53.7 75.2 67.9 55.5

None 4.6 4.0 7.6 23 4.6

IR152 (Deng et al.|[2019) MLP 39.2 58.7 68.0 78.9 61.2
KAN 36.7 56.3 68.8 80.7 60.6

None 3.8 5.0 29 7.1 4.7

DCTDP (Ji et al.|[2022) MLP 39.5 64.3 69.8 78.4 63.0
KAN 452 67.4 75.2 82.7 67.6

None 6.5 6.9 5.1 11.4 75

HFCF (Han et al.|[2024b) MLP 34.0 58.7 63.2 74.9 57.1
KAN 38.5 62.9 70.8 77.7 62.5

None 33 4.8 1.9 72 43

HFCF-SkinColor (Han et al.|[2024a) MLP 35.2 61.8 62.4 76.6 59.0
KAN 42.0 67 69.0 81.6 64.9

None 2.5 35 1.8 6.6 3.6

PartialFace (Mi et al.|[2023) MLP 35.7 59.4 63.0 72.6 57.7
KAN 39.4 64.4 68.4 76.0 62.1

be utilized by IPA-FacelD. Therefore, simple model like MLP can not perfectly map the distribu-
tion. Among the target PPFR models, FEMs have the lowest ASR on PartialFace with average ASR
57.7% and 62.1% on FEM-MLP and FEM-KAN.

The embedding mapping and face reconstruction performance are associated with the capability
of feature extractor. In order to study the impact of complexity of feature extractor to the face
reconstruction, we trained PPFR PartialFace with two different backbones.

Table 2: Effects of the backbone to Attack Success Rate (ASR) on PPFR PartialFace (Mi et al.|
2023)).

Backbone Method Facenet \IIJGG_ Ghost- ArcFace| Average
ace FaceNet
None 3.5 5.1 2.1 10.3 5.3
ResNetl8 FEM-MLP 14.3 35.0 29.1 43.2 30.4
FEM-KAN 14.5 394 319 45.7 32.9
None 2.5 3.5 1.8 6.6 3.6
ResNet34  FEM-MLP 35.7 59.4 63.0 72.6 57.7
FEM-KAN 39.4 64.4 68.4 76.0 62.1

Table [2] demonstrates that the incorporation of a substantial number of layers in the backbone of
the PPFR model results in superior performance of FEMs regarding ASR. The deep backbone can
derive more identity-consistent information from intra-class images. Consequently, the mapping
relationship between inter-class identities is relatively straightforward for FEMs to learn.

5.2 PERFORMANCE ON IMAGE QUALITY

Table 3: Quantitative evaluations of image quality on Synth-500 dataset. The target model is Arc-
Face. FEMs are trained on FFHQ dataset.

Method FID] PSNRT SSIM{ MMD]| LPIPS]
None 1794421  8.0349 032411 34.6578 05302
FEM-MLP | 89.1635 11.5839 0.43318 33.1191  0.4265
FEM-KAN | 72.7869 11.8401 0.43524 33.1080  0.4156

We report image quality assessment result on images that generated from face embedding that ex-
tracted from never-before-seen identities. In Table |3} FEM-KAN has better performance on all four
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different metrics and it shows the generalization ability of FEM-KAN to generate high quality face
images from new identities. Since MMD requires 1D input, we flatten image into 1D vector before
calculation. Due to the gender uncontrollable face reconstruction, there is still space for improve-
ment in terms of image quality, e.g., FID. Another important observation is that the image quality
metrics might not fairly reflect the effectiveness of generated face images since they are not align
with the visual similarity. See more discussion in Appendix [A4]

As shown in Figure[d] we plot embedding simi-

larity distributions on whole dataset Synth-500, Identity similarity distribution

ArcFace model (clean) has very poor ability to £ dlean
extract the proper embedding that can be used = reman
for face generation with mean cosine similar-
ity around 0.1357. The generated face images
from clean ArcFace model barely can be used
for accessing other FR models regarding the
distribution of cosine similarity. In contrast, by
mapping the embedding from FEMs, the cosine
similarity gets increased significantly, and the
FEM-KAN has relatively more generated im-
ages with high similarity than FEM-MLP. Ac-
cording to the identity similarity distributions
after applying FEMs, we can see the majority of Figure 4: Cosine similarity distributions between
failed reconstructed samples with cosine sim- input and generated faces from FEMs. ArcFace is
ilarity around 0.1 while only limited samples used as target model to extract embeddings from
have been perfectly reconstructed with cosine  Synth-500. FEMs are trained on FFHQ dataset.
similarity around 0.9.

1o

5.3 FACE RECONSTRUCTION FROM PARTIAL LEAKED EMBEDDINGS

Table 4: Attack Success Rate (ASR) on different percentage of embedding leakage. The target
model is IRSE50 with evaluation on ArcFace model.
Method 10% 30% 50% 70% 90%

FEM-MLP | 15.2 312 50.1 614 69.9
FEM-KAN | 145 215 406 57.6 68.0

original

Figure 5: Reconstructed faces by FEM-KAN from different percentage of embedding leakage.
IRSESO is target model.

Previous experiments are based on assumption that adversary can gain access to the complete face
embeddings. Nevertheless, in some real-world scenarios, a complete face embedding is difficult to
acquire, but rather to access a portion of the embedding. For example, face embeddings of the FR
system are split and stored on different servers for data protection like the situation considered in
(Shahreza & Marcell [2024a). We assume adversary already trained FEMs on complete embeddings
of target FR or PPFR model. In order to further test the FEMs non-linear mapping ability and face
reconstruction, we only use partial leaked embeddings (e.g., discarding the second half of values in
an embedding in case of 50% leakage) as input to trained FEMs. In order to match the input shape
requirement of FEMs, we append zeros to the end of each leaked embedding vector to make the
embedding have a length equal to 512.
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Table [] reports ASR to evaluate incomplete leaked embedding mapping ability of FEMs. With
increased percentage of embedding leakage, the number of generated face images that can fool the
evaluation FR is reduced. ArcFace FR system is configured at FMR of 0.1%. PEM-KAN is able
to maintain the same face reconstruction performance by using 90% of embedding compared with
complete embedding. As for 70% leakage, model still can achieve relatively high ASR. Figure
[] depicts sample face images from the CelebA-HQ dataset and the corresponding reconstructed
face images from partial embedding with different leakage percentages. The reconstructed face
images can reveal privacy-sensitive information about the underlying user, such as gender, race,
etc. However, the generated face tend to have noticeable artifacts when leakage is lower than 50%.
Consequently, we raise the issue of face embedding security in the partial leakage scenario.

5.4 FACE RECONSTRUCTION FROM PROTECTED EMBEDDINGS

Considering more strict to the accessing original
embeddings that directly computed by the feature
extractor of PPFR models, we test FEMs on face
embeddings that being protected by particular em-
bedding protection algorithms such as PolyProtect
(Hahn & Marcel, [2022)) and MLP-Hash (Shahreza
et al.,|2023)). We train FEMs directly on protected
face embeddings from both protection algorithms.
For PolyProtect, we generate the user-specific pair
for each identity in the testing dataset. After map-
ping original face embedding from PPFR model,
the protected embedding from PolyProtect has re-
duced dimension, 508 in our setting. During train-
ing, we append other four zeros to end of pro-
tected embedding to maintain the length of vector.
For MLP-Hash method, we set one-hidden layer
with 512 neurons and fix the seed for all identities.
More details about PolyProtect and MLP-Hash are  Figure 6: Reconstructed faces from protected
in Appendix [A3] embeddings.

Original MLP-Hash w/o protection

Table 5: Attack Success Rate (ASR) performance on protected face embeddings. HFCF is target
model.

Protection Algorithm Method Facenet VGG-Face GhostFaceNet ArcFace
PolvProtect FEM-MLP 5.0 9.3 6.8 15.6

Y FEM-KAN | 112 10.7 8.7 14.5
FEM-MLP 234 473 51.9 64.5

MLP-Hash FEM-KAN | 253 53.0 565 716

Table 5] reports the ASR of on the embeddings protected by PolyProtect and MLP-Hash. It is worth
to notice that FEMs achieve high face reconstruction performance against MLP-Hash and have
comparable ASR with the ones on unprotected embeddings in Table [T} Moreover, FEM-KAN has
higher ASR in all the evaluation FR models than FEM-MLP which indicates KAN’s superiority
in terms of learning the non-linear relation. However, FEMs are not able to effectively extract
underlying faces from protected embeddings of PolyProtect. The extreme large and small values
in protected embeddings after mapping by PolyProtect might make FMEs difficult to learn. As
showing in Figure [6] reconstructed faces from embeddings protected by MLP-Hash tend to have
certain artifact within the face. The potential reason can be the limited information presented in
binarized face embeddings after applying MLP-Hash.

5.5 ABLATION STUDY

Effects of different loss functions. To evaluate the impact of loss function to face reconstruction,
we test the three loss function configurations with IR50 FR model. As showing in Table[6] we train
FEM-KAN for 20 epochs on each loss function setting. It is worth to notice that Lysg term greatly
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Table 6: Attack Success Rate (ASR) with various reconstruction loss function configurations on
CelebA-HQ. IR50 is used as target model here.

Loss Function Facenet VGG-Face GhostFaceNet ArcFace Average
Lpp 239 54.0 54.8 68.7 50.35

Lep + Lcep 21.2 533 49.7 65.3 47.38
Lwmse + Lo + Lcep 25.3 53.7 75.2 67.9 55.5

improve the face image reconstruction performance compared with other two loss terms, especially
it increases more than 20% ASR on GhostFaceNet.

Failed cases and bias. Although the pre-
trained IPA-FaceID has ability to gener-
ate face image even on “weak” face em-
bedding which is not accurately mapped
by FEMs, we found that the reconstruc-
tion rate for male is much lower than for
the female identity as showing in Figure
[7l Such observations may be due to the
image generation bias in pre-trained IPA-
FacelD. For target PPFR HFCF, FEMs has
lowest ASR on African group of RFW
dataset, 21.7%, 19.7%, 17.5% lower than
Caucasian, Asian and Indian groups as
stated in Table [/l Due to the low resolu-
tion images of RFW dataset, face recon-
struction performance is reduced on every

group.

Original

FEM-MLP

FEM-KAN

Figure 7: Failed samples from HFCF. The red and
green symbol indicate generated face image passed and
failed in face verification.

Table 7: Attack Success Rate (ASR) performance on RFW dataset. ArcFace is the evaluation FR.

RFW
Target PPFR Method Caucasian Asian Indian  African
FEM-MLP 51.1 52.6 48.8 33.6
HECF 20240)  FEM-KAN 590 570 548 3713

The bias in face generation can be inherited from the face extractor used for IPA-FacelD. Due to
unbalanced and biased training dataset of pre-trained model, FR and PPFR models have different
ability (see in Appendix [A.2)) to extract and recognize faces from various races.

6 CONCLUSION

In this paper, we propose a new method to reconstruct diverse high-resolution realistic face images
from face embeddings in both FR and PPFR systems. We use a pre-trained [PA-FacelID network and
trained the mapping model FEM to transfer the embedding for complete face reconstruction, espe-
cially, two variant FEMs are proposed for comparison. We conduct comprehensive experiments cov-
ering two datasets to measure the face reconstruction performance in different scenarios including
black-box embedding-to-face attacks, out-of-distribution generalization, reconstructing faces from
protected embeddings and partial leaked embeddings, and bias studies in face reconstruction. To the
best of our knowledge, it is a very first work to invert face embedding from PPFR models to gen-
erate realistic face images. Extensive experimental evaluations demonstrate that FEMs can improve
the face generation ability of pre-trained IPA-FacelD by a substantial margin on privacy-preserving
embeddings of PPFR models. We would like to draw the attention of researchers concerning face
embedding protection in scenarios of diffusion models. Due to the limitations of feature extractor
and pre-trained IPA-FacelD, our method is less effective to produce low-resolution face images. For
the future work, we consider improving the gender-preserving ability of our method and reducing
the bias in the image generation.

10



Under review as a conference paper at ICLR 2025

REFERENCES

Nasir Ahmed, T_ Natarajan, and Kamisetty R Rao. Discrete cosine transform. I/EEE transactions
on Computers, 100(1):90-93, 1974.

Mohamad Alansari, Oussama Abdul Hay, Sajid Javed, Abdulhadi Shoufan, Yahya Zweiri, and
Naoufel Werghi. Ghostfacenets: Lightweight face recognition model from cheap operations.
IEEE Access, 11:35429-35446, 2023.

Karsten M Borgwardt, Arthur Gretton, Malte J Rasch, Hans-Peter Kriegel, Bernhard Scholkopf,
and Alex J Smola. Integrating structured biological data by kernel maximum mean discrepancy.
Bioinformatics, 22(14):e49-e57, 2006.

Qiong Cao, Li Shen, Weidi Xie, Omkar M Parkhi, and Andrew Zisserman. Vggface2: A dataset for
recognising faces across pose and age. In 2018 13th IEEFE international conference on automatic
face & gesture recognition (FG 2018), pp. 67-74. IEEE, 2018.

Jiankang Deng, Jia Guo, Niannan Xue, and Stefanos Zafeiriou. Arcface: Additive angular margin
loss for deep face recognition. In Proceedings of the IEEE/CVF conference on computer vision
and pattern recognition, pp. 4690—4699, 2019.

Vedrana Krivokuéa Hahn and Sébastien Marcel. Towards protecting face embeddings in mobile
face verification scenarios. IEEE Transactions on Biometrics, Behavior, and Identity Science, 4
(1):117-134, 2022.

Dong Han, Yufan Jiang, Yong Li, Ricardo Mendes, and Joachim Denzler. Robust skin color driven
privacy-preserving face recognition via function secret sharing. In 2024 IEEE International Con-
ference on Image Processing (ICIP), pp. 3965-3971. IEEE, 2024a.

Dong Han, Yong Li, and Joachim Denzler. Privacy-preserving face recognition in hybrid frequency-
color domain. In International Conference on Computer Vision Theory and Applications (VIS-
APP), pp. 536-546. INSTICC, SciTePress, 2024b. ISBN 978-989-758-679-8. doi: 10.5220/
0012373200003660. URL https://www.scitepress.org/PublicationsDetail.
aspx?ID=aLTE0S51ZRSU=&t=1\

Kaiming He, Xiangyu Zhang, Shaoqing Ren, and Jian Sun. Deep residual learning for image recog-
nition. In Proceedings of the IEEE conference on computer vision and pattern recognition, pp.
770-778, 2016.

Jie Hu, Li Shen, and Gang Sun. Squeeze-and-excitation networks. In Proceedings of the IEEE
Conference on Computer Vision and Pattern Recognition (CVPR), June 2018.

Jiazhen Ji, Huan Wang, Yuge Huang, Jiaxiang Wu, Xingkun Xu, Shouhong Ding, ShengChuan
Zhang, Liujuan Cao, and Rongrong Ji. Privacy-preserving face recognition with learnable pri-
vacy budgets in frequency domain. In European Conference on Computer Vision, pp. 475-491.
Springer, 2022.

Andrew Teoh Beng Jin, David Ngo Chek Ling, and Alwyn Goh. Biohashing: two factor authen-
tication featuring fingerprint data and tokenised random number. Pattern recognition, 37(11):
2245-2255, 2004.

Zhe Jin, Jung Yeon Hwang, Yen-Lung Lai, Soohyung Kim, and Andrew Beng Jin Teoh. Ranking-
based locality sensitive hashing-enabled cancelable biometrics: Index-of-max hashing. IEEE
Transactions on Information Forensics and Security, 13(2):393-407, 2017.

Tero Karras. Progressive growing of gans for improved quality, stability, and variation. arXiv
preprint arXiv:1710.10196, 2017.

Tero Karras, Samuli Laine, and Timo Aila. A style-based generator architecture for generative
adversarial networks. In Proceedings of the IEEE/CVF conference on computer vision and pattern
recognition, pp. 4401-4410, 2019.

Tero Karras, Miika Aittala, Samuli Laine, Erik Hiarkonen, Janne Hellsten, Jaakko Lehtinen, and
Timo Aila. Alias-free generative adversarial networks. Advances in neural information processing
systems, 34:852-863, 2021.

11


https://www.scitepress.org/PublicationsDetail.aspx?ID=aLTEo5lZRSU=&t=1
https://www.scitepress.org/PublicationsDetail.aspx?ID=aLTEo5lZRSU=&t=1

Under review as a conference paper at ICLR 2025

Lamyanba Laishram, Muhammad Shaheryar, Jong Taek Lee, and Soon Ki Jung. Toward a privacy-
preserving face recognition system: A survey of leakages and solutions. ACM Computing Surveys,
2024.

Ziming Liu, Yixuan Wang, Sachin Vaidya, Fabian Ruehle, James Halverson, Marin Soljacic,
Thomas Y Hou, and Max Tegmark. Kan: Kolmogorov-arnold networks. arXiv preprint
arXiv:2404.19756, 2024.

Guangcan Mai, Kai Cao, Pong C Yuen, and Anil K Jain. On the reconstruction of face images
from deep face templates. IEEE transactions on pattern analysis and machine intelligence, 41

(5):1188-1202, 2018.

Yuxi Mi, Yuge Huang, Jiazhen Ji, Minyi Zhao, Jiaxiang Wu, Xingkun Xu, Shouhong Ding, and
Shuigeng Zhou. Privacy-preserving face recognition using random frequency components. In
Proceedings of the IEEE/CVF International Conference on Computer Vision, pp. 19673-19684,
2023.

Yuxi Mi, Zhizhou Zhong, Yuge Huang, Jiazhen Ji, Jianqing Xu, Jun Wang, Shaoming Wang,
Shouhong Ding, and Shuigeng Zhou. Privacy-preserving face recognition using trainable fea-
ture subtraction. In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern
Recognition, pp. 297-307, 2024.

Hatef Otroshi Shahreza and Sébastien Marcel. Face reconstruction from facial templates by learning
latent space of a generator network. Advances in Neural Information Processing Systems, 36,
2024.

Foivos Paraperas Papantoniou, Alexandros Lattas, Stylianos Moschoglou, Jiankang Deng, Bernhard
Kainz, and Stefanos Zafeiriou. Arc2face: A foundation model of human faces. arXiv preprint
arXiv:2403.11641, 2024.

Omkar Parkhi, Andrea Vedaldi, and Andrew Zisserman. Deep face recognition. In BMVC 2015-
Proceedings of the British Machine Vision Conference 2015. British Machine Vision Association,
2015.

Alec Radford, Jong Wook Kim, Chris Hallacy, Aditya Ramesh, Gabriel Goh, Sandhini Agarwal,
Girish Sastry, Amanda Askell, Pamela Mishkin, Jack Clark, et al. Learning transferable visual
models from natural language supervision. In International conference on machine learning, pp.
8748-8763. PMLR, 2021.

Zohra Rezgui, Nicola Strisciuglio, and Raymond Veldhuis. Enhancing soft biometric face template
privacy with mutual information-based image attacks. In Proceedings of the IEEE/CVF Winter
Conference on Applications of Computer Vision, pp. 1141-1149, 2024.

Olaf Ronneberger, Philipp Fischer, and Thomas Brox. U-net: Convolutional networks for biomed-
ical image segmentation. In Medical image computing and computer-assisted intervention—
MICCAI 2015: 18th international conference, Munich, Germany, October 5-9, 2015, proceed-
ings, part Il 18, pp. 234-241. Springer, 2015.

Amir Sadovnik, Wassim Gharbi, Thanh Vu, and Andrew Gallagher. Finding your lookalike: Measur-
ing face similarity rather than face identity. In Proceedings of the IEEE Conference on Computer
Vision and Pattern Recognition Workshops, pp. 2345-2353, 2018.

Florian Schroff, Dmitry Kalenichenko, and James Philbin. Facenet: A unified embedding for face
recognition and clustering. In Proceedings of the IEEE conference on computer vision and pattern
recognition, pp. 815-823, 2015.

Hatef Otroshi Shahreza and Sébastien Marcel. Face reconstruction from partially leaked facial
embeddings. In ICASSP 2024-2024 IEEE International Conference on Acoustics, Speech and
Signal Processing (ICASSP), pp. 4930-4934. IEEE, 2024a.

Hatef Otroshi Shahreza and Sébastien Marcel. Breaking template protection: Reconstruction of
face images from protected facial templates. In 2024 IEEE 18th International Conference on
Automatic Face and Gesture Recognition (FG), pp. 1-7. IEEE, 2024b.

12



Under review as a conference paper at ICLR 2025

Hatef Otroshi Shahreza, Vedrana Krivokué¢a Hahn, and Sébastien Marcel. Face reconstruction from
deep facial embeddings using a convolutional neural network. In 2022 IEEE International Con-
ference on Image Processing (ICIP), pp. 1211-1215. IEEE, 2022a.

Hatef Otroshi Shahreza, Christian Rathgeb, Dailé Osorio-Roig, Vedrana Krivokuéa Hahn, Sébastien
Marcel, and Christoph Busch. Hybrid protection of biometric templates by combining homo-
morphic encryption and cancelable biometrics. In 2022 IEEE International Joint Conference on
Biometrics (IJCB), pp. 1-10. IEEE, 2022b.

Hatef Otroshi Shahreza, Vedrana Krivoku¢a Hahn, and Sébastien Marcel. MIp-hash: Protecting
face templates via hashing of randomized multi-layer perceptron. In 2023 31st European Signal
Processing Conference (EUSIPCO), pp. 605-609. IEEE, 2023.

Hatef Otroshi Shahreza, Vedrana Krivokuéa Hahn, and Sébastien Marcel. Vulnerability of state-of-
the-art face recognition models to template inversion attack. /IEEE Transactions on Information
Forensics and Security, 2024.

Qixun Wang, Xu Bai, Haofan Wang, Zekui Qin, and Anthony Chen. Instantid: Zero-shot identity-
preserving generation in seconds. arXiv preprint arXiv:2401.07519, 2024a.

Tao Wang, Yushu Zhang, Xiangli Xiao, Lin Yuan, Zhihua Xia, and Jian Weng. Make privacy
renewable! generating privacy-preserving faces supporting cancelable biometric recognition. In
ACM Multimedia 2024, 2024b.

Xiao Yang, Yinpeng Dong, Tianyu Pang, Hang Su, Jun Zhu, Yuefeng Chen, and Hui Xue. To-
wards face encryption by generating adversarial identity masks. In Proceedings of the IEEE/CVF
International Conference on Computer Vision, pp. 3897-3907, 2021.

Hu Ye, Jun Zhang, Sibo Liu, Xiao Han, and Wei Yang. Ip-adapter: Text compatible image prompt
adapter for text-to-image diffusion models. arXiv preprint arXiv:2308.06721, 2023.

Lvmin Zhang, Anyi Rao, and Maneesh Agrawala. Adding conditional control to text-to-image
diffusion models. In Proceedings of the IEEE/CVF International Conference on Computer Vision,
pp. 3836-3847, 2023.

A APPENDIX

A.1 PRIVACY-PRESERVING FACE RECOGNITION (PPFR) CONFIGURATIONS

Table 8: Model training configurations.

Parameters Value
Backbone ResNet34 (He et al.;[2016)
Optimizer SGD
Loss Function ArcFace
Epoch 24
Batch Size 128

For the detailed setting of ArcFace loss, scale s = 64, weight w = 1.0 and margin m = 0.3.
Besides, we use default training configurations for PartialFace implementation (Mi et al., 2023ﬂ 27
random sub channels are selecting for training. The only two differences are that we use ResNet34
as backbone and VGGFace?2 (Cao et al.,|2018)) dataset for training in order to have the same setting
with other PPFR models implementation in our work.

During the training stage of PartialFace, the input RGB image is transferred into the frequency do-
main by discrete cosine transform (DCT) (Ahmed et al., |1974). The initial number of frequency
channels is reduced to 132 from 192 after removing 30 low frequency channels. Then for each iden-
tity, 27 channels are selected randomly according to the corresponding label. During the inference

*https://github.com/Tencent/TFace/tree/master/recognition/tasks/partialface
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stage, we consider two different scenarios, adversary has or does not have access to the label of
leaked embedding. For the latter case, we randomly generate a number from [0, 1000] as the label
of leaked embedding for inference.

Table 9: Effects of different subset of frequency channels to Attack Success Rate (ASR) on PPFR
PartialFace (M1 et al., [2023).

If adversary VGG-  Ghost-

knows label Method Facenet Face  FaceNet ArcFace| Average
Yes FEM-MLP 35.7 59.4 63.0 72.6 57.7
FEM-KAN 394 64.4 68.4 76.0 62.1
No FEM-MLP 35.9 58.2 67.8 73.4 58.8
FEM-KAN 38.7 64.3 67.8 75.7 61.6

As shows in Table[9} FEMs can efficiently mapping the embedding whether with knowledge of label
or not.

A.2 PRIVACY-PRESERVING FACE RECOGNITION (PPFR) BIAS ON RFW DATASET

Table 10: PPFR face verification performance on RFW dataset.

RFW
Target PPFR Caucasian  Asian Indian  African
DCTDP (Ji et al.}[2022) 9548 90.63  92.90 91.75
HFCF (Han et al.| 2024b) 94.71 9135 88.61 90.03
HFCF-SkinColor (Han et al.,2024a) 94.80 8898 91.52 89.93
PartialFace (M1 et al., [2023) 94.23 89.27 90.76 87.70

As depicted in Table [T0] we test PPFR models that used in our work on RFW dataset to show the
racial bias. PPFR models have much lower accuracy on non-Caucasians than Caucasians.

A.3 EMBEDDING PROTECTION ALGORITHM IMPLEMENTATION

For the consistent notation, we denote the original face embedding V' = [v1, vo, ..., v,,] and protected
face embedding as P = [p1, p2, ..., Pnl-

PolyProtect implementation. The mapping operation is achieved by following formula. For the
first value in P,

P1=C1 %Vt 4+ Co % U5 + ...+ Cpy kU (6)

where C = [cy, Cg, ..., Cn] and E = [eq, eq, ..., e,,] are 1D vectors that contain non-zero integer
coefficients. Each m consecutive values in V' are mapped into the corresponding value in P. For
the range of E, large numbers should be avoided due to small floating numbers of face embeddings
are tended to be to zero when large index number in exponential function. However, the range C
selection is arbitrary since the PolyProtect is not affected by amplitude. We keep m =5, E in the
range [1, 5], C in the range [-50, 50] as used in paper Hahn & Marcel| (2022)). Overlap parameter
indicates the number of the same values from V' that are selected for calculation of each value in P.
For detailed information about this parameter, we suggest readers to see the original implementation
of PolyProtect (Hahn & Marcel, [2022)).

MLP-hash implementation. It has two stages in MLP-hash including pseudo-random MLP and
Binarizing. In the first stage, the pseudo-random matrix M, within range [0,1] is generated from the
uniform distribution according to user specified seed. Gram-Schmidit is applied to each row of M,
to compute orthonormal matrix M ,. The protected embedding before binarizing P is calculated
as:

P=F(V x M,y) 7
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where F'(.) denotes activation function, it is a nonlinear function that converts negative value to zero.
The number of MLP hidden layers determines the number of iteration in this stage.

Then the final binarized protected embedding can be computed as:

®)

o 0, ifv, <7
711, otherwise

For detailed algorithm, see in MLP-hash paper|Shahreza et al.|(2023).

A.4 IMAGE QUALITY METRICS NOT REVEALING PERCEPTUAL SIMILARITY

As shown in Table 3] we report image quality mainly using FID, PSNR, SSIM, MMD and LPIPS.
However, we only achieve marginally better performance on metrics after applying FEMs. The
potential reason is that those metrics are not strongly associated with perceptual similarity.

Sample images of the same identity

PSNR: 13.8134 LPIPS: 0.4330
SSIM: 0.2182  Cosine Similarity: 0.8013

Figure 8: Image quality metrics are not perfect align with visual similarity. Samples are taken from
other subset of CelebA-HQ.

In Figure[8] we select two images from the same person and calculate the corresponding evaluation
metrics between them. We exclude FID and MMD metrics since the FID requires multiple images
for calculation while the latter one is completely non-relevant with visual similarity as mentioned
in paper [Borgwardt et al.| (2006). We can see the calculated values for PSNR, SSIM and LPIPS all
indicate ‘low’ image quality when considering good result values for PSNR are around 30 to 50
and 0.8 to 1 for SSIM. However, the cosine similarity metric reflects better alignment with visual
similarity in this case. Hence, we argue that the image quality metrics might not be the perfect
measurement for evaluating the performance of our proposed method. We will consider evaluating
our model on some perceptual-related metrics, especially those dedicated for faces

2018)) in future work.
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