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Abstract

In this position paper, we contend that prevail-
ing robustness evaluation practices for Ques-
tion Answering (QA) do not adequately cap-
ture system behavior under real-world condi-
tions. Current evaluations predominantly rely
on synthetic perturbations defined by idealized
assumptions about linguistic validity and la-
bel preservation, whose relevance to deploy-
ment scenarios is often unclear. Consequently,
robustness assessed in such settings may pro-
vide a distorted view of the reliability of QA
systems. This limitation becomes increasingly
salient as Large Language Models (LLMs) are
deployed in interactive and agent-based appli-
cations, where language variation emerges or-
ganically and compounds across multiple in-
teractions. We examine commonly adopted
synthetic perturbation paradigms, analyze their
limitations, and contrast them with emerging ef-
forts that evaluate robustness using naturally oc-
curring perturbations. Building on this analysis,
we advocate for a community-wide shift toward
robustness evaluation grounded in real-world
language variation and more reliable evaluation
protocols.

1 Introduction

Despite strong benchmark performance on Ques-
tion Answering (QA) (Yang et al., 2025), Large
Language Models (LLMs) can often exhibit brittle
behaviour when faced with variations in textual in-
put (Zhang et al., 2025). These failures highlight a
fundamental challenge for deploying LLM-based
QA systems in real-world environments, where
language is inherently variable, noisy, and contin-
uously evolving (Markov et al., 2023; Kumar and
Mishra, 2025).

Robustness evaluation has therefore become a
central concern. The dominant paradigm relies on
synthetic perturbations, which apply predefined in-
put transformations such as adversarial sentence
insertion (Jia and Liang, 2017; Tran et al., 2023),

character swaps (Fang et al., 2023), or paraphrasing
(Wu et al., 2023), to stress-test QA systems. More
recently, a smaller but growing body of work has
shifted attention toward natural perturbations that
arise organically from real-world language varia-
tion (Wu et al., 2025b,a), rather than from artifi-
cially imposed input manipulations.

In this position paper, we argue that current QA
robustness evaluation paradigms are misaligned
with how LLMs fail in practice, and that mean-
ingful progress requires a shift from synthetic,
assumption-driven perturbations toward evalu-
ations grounded in naturally occurring language
variation. While synthetic perturbations offer con-
trol diagnostics and yield valuable insights into
model behaviour (Wang et al., 2022b; Ho et al.,
2023), their relevance to real-world deployment
remains unclear, raising questions about their eco-
logical validity as practical robustness probes (Ku-
mar and Mishra, 2025). Moreover, synthetic ap-
proaches typically rely on strong assumptions re-
garding label preservation, human answerability,
and linguistic validity; in practice, however, these
assumptions are often violated by the perturbations
themselves, thereby undermining the reliability of
robustness evaluation (Dyrmishi et al., 2023). In
contrast, natural perturbations better capture real-
world conditions and tend to preserve adversarial
validity more reliably (Le et al., 2022; Wu et al.,
2025b); yet, they remain underexplored and rarely
integrated into existing robustness evaluation pro-
tocols.

The paper first examines dominant synthetic per-
turbation approaches used for QA, tracing their
application from early language models to mod-
ern LLMs, and analyses their limitations. It then
presents natural perturbations that emerge from
naturally occurring linguistic variation in practice.
Based on this analysis, we outline concrete direc-
tions for rethinking robustness evaluation protocols
for LLM-based QA.



2 Synthetic Perturbations: What Have
We Learned?

A significant body of work on NLP robust-
ness assessment relies on synthetic perturbations—
deliberate modifications based on predefined input
transformation strategies. These methods assume
that the gold label is either preserved or altered un-
der bounded perturbations. Accordingly, synthetic
perturbation techniques can be broadly classified
into two categories: label-preserving and label-
changing. In the following, we briefly trace the tra-
jectory of synthetic perturbation-based robustness
evaluation work in a representative task—Question
Answering. For a more detailed and comprehen-
sive survey on robustness evaluation in QA and
broader coverage across other NLP tasks, we refer
readers to Ho et al. (2023) and Wang et al. (2022b);
Schlegel et al. (2023), respectively.

Label-preserving The majority of existing work
adopts the label-preserving' assumption, employ-
ing synthetic textual perturbations like the insertion
of adversarial distracting sentence (Jia and Liang,
2017; Wang and Bansal, 2018; Chen et al., 2022a;
Tran et al., 2023), the rephrasing of the question
(Gan and Ng, 2019) or the reading paragraph (Wu
et al., 2021, 2023), the addition of misinformation
(Pan et al., 2023) and character-level manipulations
such as character swaps (Si et al., 2021).

Label-changing Another line of work introduces
small but meaningful input perturbations that in-
tentionally alter the ground truth label, with the
expectation that the model should adapt its pre-
diction to reflect the change (Gardner et al., 2020;
Schlegel et al., 2021; Geva et al., 2022).

Synthetic perturbations introduced in earlier
work have primarily been applied to pre-LLM neu-
ral QA models. A consistent finding is that, de-
spite achieving strong, human-comparable perfor-
mance on held-out test sets (Devlin et al., 2019; Liu
et al., 2019; He et al., 2021), these models exhibit
varying degrees of performance degradation under
synthetic perturbation settings—highlighting their
reliance on statistical shortcuts to bypass genuine
task requirements and exposing a lack of robustness
(Ho et al., 2023).

More recently, state-of-the-art (SOTA) LLMs
have demonstrated superior natural language
understanding across a wide range of NLP

"Note that label-preserving does not necessarily imply
semantics-preserving.

tasks—including QA (OpenAl et al., 2024; OLMo
et al., 2025; Yang et al., 2025); they also outper-
form their fine-tuned pre-trained language model
predecessors in terms of robustness (Fang et al.,
2023). Nevertheless, synthetic perturbation ap-
proaches developed for earlier QA systems remain
relevant, as LLMs have also been shown to be vul-
nerable to such perturbations. For instance, Levy
et al. (2023) adapted the adversarial distracting sen-
tence injection technique originally proposed in
(Jia and Liang, 2017), prompting a strong GPT-4
model to generate a distractor sentence that an-
swers the question similar to the original but with
one critical detail changed—referred to as the “al-
most detail”. The instruction encouraged the model
to reuse much of the original question’s phrasing
while omitting the actual answer. This perturbation
strategy was later found to successfully mislead
less proficient GPT-TURBO, GPT3.5, and even
GPT-4 itself. Fang et al. (2023) empirically in-
vestigated the effects of diverse synthetic perturba-
tions (e.g., neighboring character swaps, synonym
replacements, and combinations of multiple attack
methodologies) on other LLMs such as LLAMA
(Touvron et al., 2023a), and observed similar pat-
terns of robustness failure. Besides, recent work
by Bhuiya et al. (2024) revealed that, despite not
requiring downstream task-specific fine-tuning like
earlier QA systems, leading LLMs including GPT,
LLAMA 2 (Touvron et al., 2023b) and MIXTRAL
8X7B (Jiang et al., 2024) still tend to exploit sim-
plifying cues to circumvent the requirement to per-
form multi-hop reasoning. This is evidenced by
their poor generalisability under a controlled chal-
lenge setting, in which distractor paragraphs were
introduced to present seemingly plausible yet in-
correct alternative reasoning paths, while ensuring
that the correct final answer remained unchanged.

3 Natural Perturbations: Reflecting
Real-World Failure Modes

Unlike synthetic perturbations, natural perturba-
tions originate from authentic variations observed
in real-world scenarios and are therefore consid-
ered more relevant for evaluating real-world robust-
ness (Wu et al., 2025b). Note that the term “natural”
is overloaded in NLP literature, where it can also
refer either to the extent to which synthetically
modified text preserves linguistic characteristics
such as fluency, coherence, grammaticality, and
clarity, i.e., its naturality (Jin et al., 2020; Li et al.,



2020; Schlegel et al., 2021; Qi et al., 2021; Wang
et al., 2022a; Dyrmishi et al., 2023), or to natu-
rally occurring out-of-distribution data shift (Wang
et al., 2022b). This contrasts with our focus, where
“natural” pertains to perturbations arising from real-
world scenarios rather than those engineered arti-
ficially. Some works also propose that a natural
synthetically perturbed sample should be impercep-
tible to human judges (Li et al., 2020; Garg and
Ramakrishnan, 2020) or convey the impression of
human authorship (Dyrmishi et al., 2023). How-
ever, this proposition remains a subject of debate
(Zhao et al., 2018; Wang et al., 2022b; Chen et al.,
2022b). Table 1 summarises a non-exhaustive body
of literature on natural perturbation methods ap-
plied across diverse NLP tasks. In the following,
we categorise these works by the sources of natural
perturbations.

Wikipedia edit histories Wikipedia’s revision his-
tories provide a rich source of human-authored tex-
tual changes over time, offering a valuable corpus
for studying real-world text variations. As one
of the earlier efforts, Belinkov and Bisk (2018)
explored robustness in Neural Machine Transla-
tion (NMT) by applying single-word perturba-
tions to non-English source-side sentences. They
built a lookup table of lexical errors, such as ty-
pos and misspellings, extracted from French (Max
and Wisniewski, 2010) and German (Zesch, 2012)
Wikipedia edit histories. Words in the source sen-
tences were then replaced with corresponding er-
rors from the table, where applicable. Eger and
Benz (2020) extended the same approach to POS
tagging, Natural Language Inference (NLI), and
Toxic Comment Classification (TC), leveraging re-
vision histories from English Wikipedia. Building
on this line of research, natural perturbations were
further generalised to various Question Answering
(QA) tasks (Wu et al., 2025b). Instead of perturbing
individual tokens, they substituted entire reading
paragraphs with their edited counterparts retrieved
from English Wikipedia revision histories, enabling
evaluation under naturally occurring, context-level
perturbations. The study assessed the sensitivity of
neural language models ranging from early BERT-
based architectures to SOTA LLMs, revealing that
robustness issues persist across model generations.

Human-written text Textual content authored by
human writers may contain a diverse range of er-
rors and thus serve as a potential source of natural
perturbations, as exemplified by essays written by

non-native Czech speakers (gebesta et al., 2017;
Belinkov and Bisk, 2018) and by more than 18 mil-
lion sentences produced by internet users across
nine real-life datasets (Le et al., 2022).

Human-guided input variations Some studies
involve recruiting human annotators to manually
craft or verify input variations. We categorise such
variations as natural when annotators are not in-
formed that their modifications will be used to fool
the model. In this setting, edits are guided by the
annotators’ own judgments of necessity and tend to
reflect real-world scenarios, rather than being made
with the explicit goal of inducing model failure
(Wallace et al., 2019; Bartolo et al., 2020)—thus
preserving their naturality. Sun et al. (2024) exam-
ined the robustness of instruction-tuned models to
instruction rephrasing across more than 80 NLP
tasks drawn from MMLU (Hendrycks et al., 2021)
and BIG-BENCH LITE (Srivastava et al., 2023). A
total of 36 NLP graduate researchers were recruited
to write novel instructions they believed would best
elicit the desired behavior for each task. These
newly crafted (unobserved) instruction phrasings,
while differing superficially from those seen during
instruction fine-tuning, were shown to consistently
degrade model performance—highlighting limita-
tions in the models’ generalisability. Rather than
having human annotators directly propose pertur-
bations, Chen et al. (2025) introduced 21 types of
real-world scenario variations targeting natural lan-
guage descriptions in LLM-based code generation
tasks, derived from survey responses collected from
professionals in industry and research institutions
with experience using LL.Ms for code generation.
Similarly, interview responses from employees at
16 British, German, and American NGOs, whose
work directly involves online hate, were used to de-
sign 29 real-world functional tests aimed at reveal-
ing specific weaknesses in hate speech detection
models (Rottger et al., 2021).

4 Call for Action

We call on the NLP community to reposition ro-
bustness evaluation around naturally occurring lan-
guage variation as the primary testbed for assessing
LLM reliability. Concretely, this entails building
and maintaining evaluation benchmarks derived
from real-world linguistic evolution (e.g., edits,
revisions, and user-driven reformulations), treat-
ing synthetic perturbations as auxiliary diagnostics
rather than the main evaluation signal. Robust-



Task/Reference Natural Perturbation Method Level Validity Defense Strategies
NMT (Belinkov  Replace each word in the source- Word Unclear Average character embed-
and Bisk, 2018) side sentence with available ed- ding; Training on per-
its mined from French and Ger- turbed data
man Wikipedia edit histories and
human-written essays in Czech
POS tagging, Replace words with natural hu- Word Unclear Training on perturbed data
NLI, TC (Eger man errors from the Wikipedia
and Benz, 2020) edit history
QA (Wu et al., Replace the reading pas- Context Human Adversarial training with
2025b) sage with its counterparts perturbed data; In-context
based on available English demonstrations
Wikipedia edit histories
Toxic Com- Retrieve and substitute words us- Word Human Sound-Invariant CNN; Ad-
ments/Hate ing perturbations extracted from versarial training with per-
Speech/Online  a large corpus of over 18M turbed data
Cyberbullying  sentences written by netizens,

Texts Detection
(Le et al., 2022)

based on phonetic similarity and
edit distance

Over 80 unique

tasks from
MMLU and
BIG-BENCH

LITE (Sun et al.,
2024)

Recruit 36 NLP  graduate
Students to compose novel
instructions that are appropriate
for a given task but superficially
different from those seen during
instruction fine-tuning

Instruction Unclear Aligning representations

of equivalent instructions

LLMs Code
Generation
(Chen et al.,
2025)

Apply  perturbations  from
21 specific categories to the
original = natural  language
prompt. These categories,
which may occur in real-world
scenarios, were suggested by
experienced practitioners from
the _open-source _community,

industry, and academia through
the online survey

Mix Human -

Table 1: A non-exhaustive summary of existing literature on natural perturbations. For each work, we list the
studied task, method for generating naturally perturbed test data (with italicized underlined text indicating the
corpus source), and the perturbation level. We also indicate whether the work verifies the validity of the adversarial
examples and whether it proposes defense strategies. ‘“Unclear” denotes that no systematic experiments were
conducted, though some works discuss or qualitatively assess validity.

ness studies should explicitly verify perturbation
validity at scale, reporting not only performance
degradation but also rates of invalid, ambiguous, or
unanswerable cases. As LLMs are increasingly de-
ployed as interactive agents, robustness evaluation
should further account for perturbation accumu-
lation across multi-step interactions, where small
natural variations can compound into systemic fail-

ures. Finally, the community should adopt evalua-
tion protocols that explicitly control for benchmark
leakage and prioritize reliability-oriented metrics
such as consistency, calibration, and recovery be-
havior over single-point accuracy. Together, these
actions aim to align robustness evaluation with the
conditions under which LLM-based systems oper-
ate in practice.



Limitations

Our analysis focuses primarily on robustness evalu-
ation for QA and related agentic applications. The
extent to which our conclusions generalize to other
NLP tasks, such as generation-heavy or multimodal
settings, requires further investigation and is be-
yond the scope of this position paper. While we
argue for prioritizing naturally occurring perturba-
tions, constructing large-scale, high-quality natural
perturbation benchmarks poses significant practical
challenges, including data collection, annotation
cost, and potential domain bias. We therefore call
for further discussion and research on these chal-
lenges.
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