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ABSTRACT

Diffusion models have emerged as the foundation of modern generative systems,
yet their high memorization capacity raises privacy concerns. While differentially
private (DP) training provides formal guarantees, it remains impractical for large-
scale diffusion models. In this work, we take a different route by analyzing privacy
leakage during the sampling process. We introduce an empirical denoiser that en-
ables tractable computation of per-step sensitivities, allowing each denoising step
to be interpreted as a Gaussian mechanism. Building on this perspective, we apply
Gaussian Differential Privacy (GDP) to derive tight privacy bounds. Furthermore,
we identify critical windows in the denoising trajectory—time steps where salient
semantic features emerge—and quantify how privacy loss depends on stopping
relative to these windows. Our study provides the first systematic characterization
of privacy guarantees in diffusion sampling, offering a principled foundation for
designing privacy-preserving generative pipelines beyond DP training.

1 INTRODUCTION

Diffusion models (Sohl-dickstein et al., 2015; Ho et al., 2020a) have rapidly become the foundation
of modern generative systems, powering applications in Stable Diffusion (Rombach et al., 2022a)
and proprietary models like Flux (Labs et al., 2025). At their core, these models simulate a denoising
diffusion process, where a forward diffusion process gradually corrupts an observed sample and a
reverse denoising process inverts this corruption. The forward and backward processes are typically
modelled as a Gaussian Markov chain for tractability, where the forward process is parameter-free,
simply adding noise to a sample following a predefined noise schedule. On the other hand, neural
networks, often referred to as neural denoisers, are typically used to learn the reverse denoising
process for sampling in diffusion models, enabling high-quality generations.

While highly effective, however, diffusion models are also known for their high memorization ca-
pacity. Generated samples are often exact replicas of the training data, raising critical privacy con-
cerns (Wu et al., 2023; Carlini et al., 2023; Tang et al., 2023; Hu & Pang, 2023; Duan et al., 2023a;
Matsumoto et al., 2023). To mitigate this issue, a range of strategies have been explored. Post-hoc
methods focus on detecting or filtering memorized outputs after training (Wen et al., 2024), whereas
knowledge distillation and architectural modifications aim to reduce the model’s inherent tendency
to memorize by altering how knowledge is transferred or represented (Gu et al., 2023). These ap-
proaches can meaningfully reduce privacy risks, but they often lack rigorous guarantees.

A more principled solution is to employ differentially private (DP) (Abadi et al., 2016) for diffusion
training (Dockhorn et al., 2023; Ghalebikesabi et al., 2023; Liu et al., 2024). Differential privacy
provides a formal guarantee that the influence of any single training example on the final model is
limited. Intuitively, this means that whether or not a particular user’s data is included in the train-
ing set, the model’s behavior should remain (almost) the same. Thanks to DP’s post-processing
invariance property, any samples generated from a diffusion model guaranteed by DP inherit formal
privacy guarantees to a quantifiable extent.

Beyond its mathematical rigor, DP has become the de facto standard for formal privacy protection
in practice. For example, the U.S. Census Bureau adopted DP in the 2020 Census to guarantee
that published statistics do not reveal whether any individual’s data was included (Abowd, 2018).
Likewise, data protection frameworks such as General Data Protection Regulation (GDPR) from
EU and California Consumer Privacy Act (CCPA) increasingly demand verifiable guarantees that
individual contributions cannot be inferred. In this sense, DP is not merely a theoretical construct
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but a policy-relevant framework that directly addresses real-world privacy concerns. Despite these
appealing guarantees, however, DP training algorithms remain largely impractical for large-scale
models, since protecting every data points requires injecting significant noise at each parameter
update, which severely degrades generation quality.

In this paper, we take a different route to the privacy issues of diffusion models. Rather than propos-
ing a new DP training algorithm, we aim to provide a systematic study of privacy loss incurred
during the sampling process. Given that current DP-based training for diffusion models has not
achieved satisfactory performance, we shift the focus from the model itself to the generated sam-
ples. This change in perspective is both natural and practical: end users and regulators ultimately
interact with the outputs, and in many proprietary systems the model weights are not released. Thus,
while model training may not always need to be differentially private, the samples it produces should
be. The challenge, however, lies in the fact that performing privacy analysis on neural denoisers is
extremely difficult. Specifically, computing the sensitivity of a trained neural denoiser—defined as
the maximum change in its output when a single training example is modified—is intractable.

To resolve this issue, we introduce an empirical denoiser that allows us to compute the sensitivity
of each denoising step. Each sampling step adds stochastic Gaussian noise, which naturally aligns
with the well-studied Gaussian mechanism in differential privacy. This observation suggests that the
entire sampling process can be analyzed as a composition of Gaussian mechanisms, a perspective
that enables us to apply existing DP theory in a principled way.

A central challenge, however, is how to track the cumulative privacy loss across many denoising
steps. The classical (ϵ, δ)-DP framework provides only loose bounds when composing a large num-
ber of Gaussian mechanisms, leading to overly pessimistic privacy estimates. To address this, we
adopt the framework of Gaussian Differential Privacy (GDP), which replaces the pair (ϵ, δ) with a
single parameter µ that more tightly characterizes the privacy profile of Gaussian mechanisms. In-
tuitively, GDP plays a role for privacy accounting similar to the Gaussian distribution in probability
theory: just as the central limit theorem shows that sums of independent random variables converge
to a Gaussian, the composition of many private mechanisms converges to GDP (Dong et al., 2022).
This makes GDP not only yield sharper composition guarantees but also a natural fit for analyzing
diffusion sampling, where Gaussian perturbations are intrinsic at every step.

However, the key factor determining the validity of this study is how closely the empirical de-
noiser aligns with the neural (or ground-truth) denoiser. The reliability of our results hinges on this
approximation, which is most accurate during the middle to late stages of the diffusion process. Ac-
cordingly, we evaluate privacy within this window, which notably coincides with the critical phases
where salient image features begin to emerge. This carries an important implication: our analysis
quantifies privacy leakage precisely in the interval where semantic content arises. A natural question
then concerns the remaining denoising steps that refine the image to high fidelity. Since our ap-
proximation becomes less reliable in this regime, we conjecture that these later steps could instead
be performed with a diffusion model trained on public (and non-private) data, thereby preserving
privacy once the semantic structure has already been established.

Our contributions are summarized below:

1. We formulate diffusion sampling as a composition of Gaussian mechanisms and show how
to compute per-step sensitivities.

2. We apply GDP analysis to derive tight privacy bounds for diffusion sampling under varying
noise schedules, for both full-batch and mini-batch settings.

3. We extend this analysis to identify critical windows—time steps where salient image fea-
tures emerge—and quantify the privacy level depending on where we stop in relation to the
critical window of the denoising process.

2 BACKGROUND

2.1 DENOISING DIFFUSION MODELS

Diffusion models are built upon the forward and backward processes (Ho et al., 2020b; Song et al.,
2020). The forward perturbation describes how the noise is gradually corrupting data sample x0,
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defined as xt = αtx0+σtϵ, where ϵ is a standard Gaussian variable, αt and σt are prescribed time-
dependent mean and variance coefficients, respectively. For simplicity, we describe the diffusion
process from EDM (Karras et al., 2022), but our framework is adoptable to any diffusion processes
such as DDPM (Ho et al., 2020a) or Flow Matching (FM) (Lipman et al., 2022). In EDM, the
forward diffusion process is simply defined by xt = x0+ tϵ, i.e., αt ≡ 1 and σt = t, and the reverse
denoising process is computed by

xt−∆t =

(
1− 2

∆t

t

)
xt + 2

∆t

t
E[x|xt] +

√
2t∆tϵ. (1)

The term E[x|xt], called a Bayes optimal denoiser, is the conditional expectation of the clean data
given the noisy observation xt. In practice, a neural denoiser D(xt, t;θ(D)) approximates this quan-
tity, where θ(D) are parameters learned from dataset D. By rolling out eq. 1 up to time zero, diffu-
sion model gradually synthesizes a sample.

2.2 DIFFERENTIAL PRIVACY AND GAUSSIAN MECHANISM

Differential Privacy (DP) provides a formal framework to limit the influence of any single record on
the output of a randomized algorithm. Intuitively, whether or not an individual’s data is present, the
distribution of outputs should remain (almost) unchanged. This view naturally extends to diffusion
sampling, which is itself a randomized mechanism.

A fundamental building block is the Gaussian mechanism: given a function h : D 7→ Rp, the
mechanism releases

MGauss(D;h) = h(D) + n, n ∼ N (0, σ2∆2
hI), (2)

where ∆h is the global sensitivity—the maximum change in h between neighboring datasets. By
calibrating the noise to ∆h, the Gaussian mechanism guarantees DP (see Appendix B.1 for formal
definitions).

For analyzing multi-step procedures such as diffusion sampling, we adopt Gaussian Differential Pri-
vacy (GDP) (Dong et al., 2022). GDP tightly characterizes the privacy loss of Gaussian mechanisms
and, crucially, admits an exact composition rule:

µ =

√∑
i

µ2
i , (3)

where µi is the GDP parameter of the i-th step. This makes GDP especially well suited for diffusion
processes, which inherently inject Gaussian noise at every denoising step.

Two further facts are important for our analysis. First, privacy amplification by subsampling can
further reduce the effective µ. Second, GDP parameters can be translated into (ϵ, δ) guarantees
when needed for regulatory reporting; we provide details in Appendix B.2. Together, these tools
allow us to connect the denoising process directly to established DP accounting methods.

3 PRIVACY ANALYSIS OF DENOISING PROCESS WITH EMPIRICAL DENOISER

3.1 SINGLE-STEP DENOISING IS A GDP

As explained in the background section, the denoiser is defined as the conditional expectation

E[x|xt] =
1

pt(xt)

∫
x0 p(xt|x0)p(x0) dx0.

In practice, this quantity is not computed explicitly but is approximated by a neural network

D(xt, t;θ(D)) ≈ E[x|xt],

where the parameters θ(D) are learned from dataset D. However, analyzing privacy directly through
the neural denoiser would require bounding its global sensitivity, ∆ = supxt

∥D(xt, t;θ(D)) −
D(xt, t;θ(D′))∥, for neighboring datasets D,D′. Since D(·) is a deep network with millions or
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billions of parameters that change in a highly non-linear fashion with respect to the training data,
computing or even meaningfully bounding ∆ is intractable.

To circumvent this issue, we introduce an empirical denoiser Ê[x|xt;D], replacing the conditional
expectation with a dataset-based approximation:

E[x|xt] ≈ Ê[x|xt;D] =
1

pt(xt)|D|
∑
x0∼D

x0 p(xt|x0).

Plugging this empirical denoiser into eq. 1, the denoising process becomes

xt−∆t =

(
1− 2

∆t

t

)
xt + 2

∆t

t

1

pt(xt)

(
1

|D|
∑
x0∼D

x0p(xt|x0) + pt(xt)

√
t3

2∆t
ϵ

)
.

Now consider the expression inside the parentheses:

1

|D|
∑
x0∼D

x0p(xt|x0) + pt(xt)

√
t3

2∆t
ϵ (4)

This takes the form of a Gaussian mechanism, where we apply a norm clipping approach (Abadi
et al., 2016) to bound sensitivity. Specifically, let v(x0;xt) := x0p(xt|x0), and define

v̄(x0;xt) :=
v(x0;xt)

max (1, ∥v(x0;xt)∥
C )

,

where C is a threshold for the norm as explained next. When ∥v(x0;xt)∥ < C, we have v̄ = v,
and when it exceeds C, the vector is scaled to have norm C. Substituting the clipped version v̄ into
eq. 4, we obtain

MGauss(D;xt) =
1

|D|
∑
x0∼D

v̄(x0;xt) + pt(xt)

√
t3

2∆t
ϵ. (5)

As the sensitivity of the summation over v̄ is bounded by 2C
|D| , according to eq. 2, eq. 5 corresponds

to 2C
pt(xt)|D|

√
2∆t
t3 -GDP. In conclusion, our denoising process can be viewed as µt-GDP at each step,

where µt :=
2C

pt(xt)|D|

√
2∆t
t3 .

3.2 MULTI-STEP DENOISING IS ALSO A GDP

Building on this single-step characterization, we next extend the analysis to multi-step denoising.
Suppose that we denoise the sample through discretized timesteps ti with ti < ti+1, t0 = σmin and
tN = σmax. The gap ∆t is now depending on the timestep index with ∆ti = ti− ti−1 and the GDP
level for each timestep is µti =

2C
pt(xt)|D|

√
2∆ti
t3i

. The multi-step denoising is equivalent to applying
GDP mechanisms iteratively. According to eq. 3, if we consider a mechanism M to be a denoising

process from tm to tn (given m > n), then this mechanism is also a GDP with µ =
√∑m

i=n µ
2
ti .

Knowing the µ value at each step is not just a technicality—it provides an interpretable measure of
privacy leakage. In the GDP framework, µ fully characterizes the trade-off curve of hypothesis test-
ing between two neighboring datasets, describing exactly how well an adversary could distinguish
whether an individual’s data was present. Smaller µ values correspond to stronger privacy guar-
antees, meaning the adversary cannot reliably distinguish between the two cases; larger µ values
correspond to weaker guarantees, as the adversary’s distinguishing power increases.

Crucially, because µ values accumulate across timesteps, the total µ grows as sampling proceeds.
This means that the early steps of denoising—when the sample is still close to pure noise—offer
stronger privacy protection, while the later steps—when semantic structure becomes more pro-
nounced—yield weaker guarantees. In this way, tracking how µ evolves over time allows us to
pinpoint when privacy is strongest, when it degrades, and how the overall guarantee emerges across
the entire sampling trajectory.
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3.3 BRIDGING EMPIRICAL AND NEURAL DENOISERS

A central limitation of our analysis is that real-world diffusion sampling relies on neural denois-
ers, whereas our privacy characterization is derived using an empirical denoiser. However, directly
analyzing neural denoisers is infeasible, since their sensitivity cannot be tractably computed. This
discrepancy inevitably introduces some inaccuracy in estimating real-world privacy leakage. The
precise impact of this gap on privacy accounting remains an open problem, and we view it as an
important direction for future research.

That said, there are reasons to believe our analysis is conservative. To see this, recall the
bias–variance decomposition:

ED[∥f̂ − E[x|xt]∥22] = ∥ED[f̂ ]− E[x|xt]∥22︸ ︷︷ ︸
Bias2

+ED[∥f̂ − ED[f̂ ]∥22]︸ ︷︷ ︸
Variance

.

As a heuristic argument, consider two possible estimators f̂ : the empirical denoiser Ê[x|xt;D] and
the neural denoiser D(xt, t;θ(D)). If we suppose that the mean squared error of this two estimators
relative to the population denoiser E[x|xt] is equal, then the bias–variance decomposition gives us
an insight: since the empirical denoiser Ê is an unbiased estimator of the population denoiser E, its
bias term is zero, and thus all of its MSE must come from variance. In contrast, the neural denoiser
may incur some bias and can achieve lower variance.

This implies that the empirical denoiser has a larger variance, and therefore greater sensitivity, than
the neural denoiser. In other words, our analysis is more likely to exaggerate than to downplay the
amount of privacy leakage that would occur with real neural denoisers. This gives some reassurance
that our privacy analysis is rather conservative. At the same time, this reasoning relies on the simpli-
fying assumption that the empirical and neural denoisers achieve similar accuracy, which may not
always hold in practice.
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Figure 1: Cosine similarity between
the denoising directions, i.e., Cos(xt −
Ê,xt −D), by empirical and neural de-
noisers. We report results along the log-
SNR axis (Kingma et al., 2021), where
the Signal-to-Noise Ratio is defined as
SNR = 1/4t2. SNR provides a uni-
fied way to represent the noise scale
across different diffusion formulations
(e.g., EDM, DDPM, and FM), allowing
our analysis to be interpreted indepen-
dently of a specific noise schedule.

To provide empirical support, Figure 1 compares the de-
noising directions produced by empirical and neural de-
noisers. While early timesteps may still differ, Figure 1
shows that in later timesteps the denoising directions are
nearly indistinguishable.

Theoretically, recent papers (Li & Chen, 2024; Biroli
et al., 2024; Sclocchi et al., 2024) suggest that there are a
few discrete phase transitions occurring during the sam-
pling process, in which a generating image’s class mem-
bership in an unconditional sampling is determined at a
relatively early stage in the denoising process. Once de-
termined, the image’s membership remains the same until
the end of the sampling process. These theoretical find-
ings are supported by empirical papers such as (Georgiev
et al., 2023).

These papers suggest that the samples by neural denois-
ers form the large distinguishing features at t ∈ [T, tc]
for some tc ≫ 0, where our empirical denoiser and the
neural denoiser behave similarly. Hence, it is sensible to
study the privacy implications of these two denoisers in
the formative stage where they are relatively similar to
each other.

We also numerically evaluate the privacy implications of these two denoisers in terms of their attack
success rate on the membership inference attacks (MIAs) in Sec. 6.

3.4 PRACTICAL APPLICATIONS BY PRIVACY ISOLATION

As discussed in Section 3.2, the cumulative µ value increases as denoising proceeds, meaning that
privacy guarantees become weaker as we denoise more steps. This observation suggests a practical
strategy: one could only apply the privacy-sensitive denoising when semantic structure emerges (at
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t=80.0 t=50.478 t=27.106 t=13.699 t=6.43 t=2.754 t=1.049 t=0.342 t=0.09 t=0.017 t=0.002

Figure 2: Example samples using our practical applications described in Section 3.4. A neural de-
noiser is applied first to t = 6.43, 2.754, 1.049, 0.342, 0.09. Then, we finish diffusion with our
empirical denoiser

the medium time regime), and switch to a non-private diffusion model trained on public data to
the remaining steps (early/late time regime). Because the early and late steps do not contribute to
the overall privacy accounting, this hybrid approach may provide strong privacy guarantees with-
out sacrificing final sample quality. Figure 2 illustrates generated samples under different ϵ values,
supporting the feasibility of this approach.

4 PRIVACY ANALYSIS OF DENOISING PROCESS WITH SUBSAMPLED
EMPIRICAL DENOISER

So far, our analysis in Section 3 treated the empirical denoiser in a full-batch setting, where every
record in D contributes to each denoising step. An interesting question that may arise is how the
privacy analysis changes if this empirical denoiser is evaluated on randomly subsampled datapoints?
In the case of diffusion sampling, how much does subsampling amplify privacy when using our
empirical denoiser?

Recall from Section 3 that a single denoising step under the empirical denoiser can be written as a
Gaussian mechanism,

MGauss(D;xt) =
1

|D|
∑
x0∼D

v̄(x0;xt) + pt(xt)

√
t3

2∆t ϵ.

When the dataset is replaced by a random subsample S ⊆ D of expected size q|D|, the mechanism
becomes

MSubGauss(D;xt) =
1

|S|
∑
x0∼S

v̄(x0;xt) + pt(xt)

√
t3

2∆t ϵ.

The extra randomness from subsampling amplifies privacy: with probability 1− q, a record does not
participate at all in the update, thereby reducing sensitivity.

Formally, this phenomenon is known as privacy amplification by subsampling. The f -DP frame-
work (Dong et al., 2022) precisely characterizes the trade-off curve of the subsampled Gaussian
mechanism. As we compose many steps, these curves converge to a Gaussian profile by a central
limit effect. The trade-off function, however, is no longer a simple expression as was in full-batch
setting, and it is necessary to compute µ numerically due to the varying amount of noise at each
sampling step. See Appendix A for more details. We refer to this analysis as GDP CLT analysis,
following Dong et al. (2022).

One might criticize our choice of using the CLT approach to view the composition of f -DP mech-
anisms as GDP asymptotically. In particular, under CLT, it is commonly assumed that no single
mechanism makes a significant contribution to the composition in the limit. However, as we ap-
proach the end of the denoising process, the noise scale is significantly reduced, and thus the corre-
sponding f -DP mechanism contributes more to the final µ. This problem can be alleviated by using
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the empirical denoiser in the time range where the noise scales are relatively similar to each other.
For instance, if we use a neural denoiser trained with public data until some changing point t∗ (the
neural denoiser does the majority of the denoising) and then switch to the empirical denoiser to sam-
ple a large number of samples (e.g., 10, 000 samples). Then, the noise scales at those timesteps are
relatively similar to each other as shown in Fig. 3, avoiding any one term dominating others. With
these relatively small and similar noise scales, drawing a large number of samples approaches the
asymptotic regime in which the GDP CLT analysis was performed.

5 RELATED WORK

Figure 3: Noise scale at varying denoising
timesteps. The noise scale drastically increases
t → T . However, as t → 0, the noise scale re-
mains relatively constant and small. For example,
the noise scale at t = 6.43 is 11.77, at t = 1.049,
it is 1.70, and at t = 0.09, it is 0.12.

Differentially private training has been the most
direct approach to reduce memorization in dif-
fusion models. Building on DP-SGD (Abadi
et al., 2016), recent studies have attempted to
train diffusion models with differential privacy
guarantees (Dockhorn et al., 2023). While these
methods provide formal protection at the train-
ing stage, they perform poorly compared to
non-private counterparts, as the noise required
for every parameter update severely degrades
sample quality.

Beyond training, the DP literature has also in-
vestigated privacy guarantees of sampling algo-
rithms, though this direction has not yet been
systematically explored for diffusion models.
Most prior work arises in Bayesian posterior
inference, where the goal is to sample parame-
ter values from the posterior distribution rather
than data samples from the data distribution. For example, Wang et al. (2015) showed that Stochas-
tic Gradient Langevin Dynamics (SGLD) (Welling & Teh, 2011) is differentially private with suf-
ficiently small step size, though the required steps are impractically small. A follow-up work (Li
et al., 2019) improved this by using the Moments Accountant (Abadi et al., 2016) to account for
repeated data use under subsampled Gaussian mechanisms, enabling more realistic step sizes.

Other private posterior samplers have also been studied. Zhang & Zhang (2023) introduced a DP
variant of the Metropolis–Hastings (MH) algorithm, and Räisä et al. (2021) proposed a DP Hamilto-
nian Monte Carlo (HMC) method. These rely on proposal distributions or momentum variables not
present in diffusion sampling, and thus do not transfer directly to our setting. More recently, Bertazzi
et al. (2025) proposed an analysis showing that privacy loss in SGLD can be concentrated in the final
step by combining Girsanov’s theorem with a perturbation trick. Their framework, however, requires
strongly convex and Lipschitz-regularized objectives, which do not hold in our empirical denoiser
formulation. Extending such ideas to diffusion sampling remains an intriguing future direction.

6 EXPERIMENTS

In this section, we provide a comprehensive privacy analysis of diffusion-based sampling under the
f -DP composition framework. We examine the following critical aspects: (i) privacy guarantees for
subsampled versus full training data, (ii) the role of critical windows in privacy loss accumulation
and utility, and (iii) an approach to reduce privacy costs through public neural denoisers.

Implementation We implement our modified reverse denoising process in PyTorch Paszke et al.
(2019) and categorize our experiments into two regimes: (i) full-batch, where the entire dataset is
used in each denoising step, and (ii) mini-batch subsampling, where uniformly sampled subsets of
data are used at each iteration.

For noise scheduling, we adopt the exponential decay strategy of (Karras et al., 2022), where both
the timesteps t and their increment ∆t decrease exponentially according to a set of scheduling
hyperparameters. The scheduler is parameterized by σmin, the smallest noise scale, σmax, the largest
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Diffusion Process without subsampling with varying min at = 1.0

Figure 5: GDP Analysis of Diffusion-Based Sampling without Subsampling (full batch) and Corre-
sponding Diffusion Process Visualization. The noise scheduling constants are σmax = 80, N = 50,
β = 1, and ρ = 7. Left. GDP conversion to (ϵ, δ)-DP for varying σmin. Right. Visualization of
Diffusion Process with Varying σmin. Only 6 timesteps are shown for figure clarity.

noise scale, ρ, the noise decay rate, and N , the number of denoising steps. We experiment with
σmin = 0.002, σmax = 80, ρ = 7, N = 50 otherwise noted. We also fix p(xt) to a constant β = 1
for simplicity.

Privacy Analysis Given the noise schedule and sensitivity, we calculate the corresponding µ-
GDP for each diffusion step (3). For the full-batch case, we derive the overall µ-GDP using the n-
fold composition of µi-GDP mechanisms. For mini-batch subsampling, we calculate the asymptotic
bound using the GDP central limit theorem (CLT) (Dong et al. (2022)), which provides tighter
privacy guarantees due to subsampling amplification. This involves computationally calculating the
KL-divergence and κ2 (1).

10 5 0 5 10
log SNR

10 2

10 1

100

101

102

103

-G
D

P

-GDP Across Timesteps ( = 1.0)

Figure 4: µ-GDP for each time step with
full batch of data.

Datasets and Evaluation We evaluate our approach on
50K CIFAR-10 (Krizhevsky et al., 2009) training data,
with ImageNet 32 × 32 (Russakovsky et al., 2015) used
as a different source of public training data for the neu-
ral denoiser. Both µ-GDP and µ-GDP CLT are assessed
through: (i) conversion to (ϵ, δ)-DP bounds and compar-
ison of ϵ at a fixed δ = 10−5, and (ii) visualization
of type I and type II error trade-off curves. We convert
all µ-GDP to (ϵ, δ)-DP using the closed-form solution:
δ(ε) = Φ

(
− ε

µ + µ
2

)
− eεΦ

(
− ε

µ − µ
2

)
, where Φ de-

notes the Gaussian cumulative distribution function.

6.1 PRIVACY ANALYSIS OF DIFFUSION-BASED
SAMPLING WITH FULL TRAINING DATA

Our privacy analysis employs GDP composition theory to derive (ϵ, δ)-DP bounds for the diffusion
sampling process. We vary the minimum noise level σmin to understand its impact on privacy guar-
antees. Since CIFAR-10 comes with 50,000 training samples, we set delta to 10−5. Figure 4 shows
how µ grows.

Lower σmin corresponds to less privacy Figure 5 demonstrates how the choice of σmin funda-
mentally affects the privacy-utility tradeoff. As the σmin decreases (getting closer to the training
data), the GDP analysis suggests a worse (ϵ, δ)-DP guarantees.

Full-batch empirical denoiser does not provide good utility for the privacy At ϵ ≈ 1 (cor-
responding to σmin = 5), the generated sample at t = 0 is hard to distinguish from a pure noise
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Table 1: Comparison of different DP generative models on CIFAR-10. Our method consists of sam-
pling from an ImageNet-pretrained model to % of the generation process(Deng et al. (2009); Karras
et al. (2022)). Afterwards, we switch to our empirical denoiser and sample for one denoising step.

Method ϵ FID
DP-Diffusion (Ghalebikesabi et al. (2023)) 10 9.8
DP-LDM (Rombach et al. (2022b)) 10 8.4
DP-API (Lin et al. (2023)) 0.67 7.87
DP-MEPF (Harder et al. (2023)) 10 29.1
DP-DM (Dockhorn et al. (2023)) 10 97.7
DP-Promise (Wang et al. (2024)) 10 17.9

Ours (p = 2× 10−5, 93% generation) 3.848 2.912

by human eyes (bottom row in Figure 5-(b)). For a humanly discernable sample, we needed to fix
σmin = 0.2, which corresponds to ϵ ≈ 90.

6.2 PRIVACY ANALYSIS OF DIFFUSION-BASED SAMPLING WITH SUBSAMPLED DATA

0.0 0.2 0.4 0.6 0.8 1.0
Type I Error

0.0

0.2

0.4

0.6

0.8

1.0

Ty
pe

 II
 E

rr
or

p = 0.5, min = 0.002, = 2.339
GDP: min = 0.002, = 787.620
p = 0.5, min = 0.01, = 2.449
GDP: min = 0.01, = 160.802
p = 0.5, min = 0.1, = 1.823
GDP: min = 0.1, = 16.501
p = 0.5, min = 1, = 0.876
GDP: min = 1, = 1.685
p = 0.5, min = 5, = 0.177
GDP: min = 5, = 0.341
indistinguishable

Figure 6: Type I and Type II Error under
GDP and GDP CLT analyses with vary-
ing σmin and subsampling rate p. No-
tice the large difference between two µ
values when full batch was used (µ ≈
787) and subsampled at p = 0.5 was
used (µ ≈ 2.3), when σmin = 0.002.

As shown in Figure 6, the diffusion sampling with sub-
sampled data significantly improves the full-batch sam-
pling in terms of the type I and type II error profile. Indi-
vidual profiles under each composition are shown in Fig-
ure 8. Figure 9 shows that subsampling boosts the quality
of generated images. As p (sampling rate) goes reduces
the corresponding ϵ level also goes down (better privacy).
However, we do not necessarily see the humanly discern-
able samples earlier in the denoising process with smaller
p. This is due to the fact that with subsampling the empir-
ical denoiser’s accuracy also hurts.

To contextualize the effect of our privacy mechanisms,
we report FID (Heusel et al., 2017)for a range of mod-
els, including our proposed hybrid pipelines that apply a
neural denoiser in the early timesteps followed by an em-
pirical denoiser in the later timesteps, in order to quantify
how different denoising configurations impact utility un-
der privacy noise. The results against baseline DP gener-
ative models are listed in Table 1, and we provide the full
set of hybrid configurations in Appendix D.

6.3 PRIVACY IN RELATION TO THE CRITICAL WINDOWS

We extend our privacy analyses to quantify privacy levels based on where we stop relative to the
critical window of the denoising process. Georgiev et al. (2023) empirically show the existence of
a critical window, and depending on where we stop in relation to the critical window, our privacy
loss will differ. In Figure 10, we show how the same (ϵ, δ)-DP guarantees and Type I and II error
profiles change depending on where we stop denoising. Early stopping is sensible due to the exis-
tence of critical windows. But it is also practical for reducing privacy losses by limiting the number
of denoising steps using private data.

Empirically, we can detect the range of the critical window using a pre-trained zero-shot CLIP model
as a classifier (Radford et al., 2021), following (Georgiev et al., 2023). We start our denoising process
from t = T and continue until we stop at several time points around where the critical window
emerges. When t < 0.1, the probability of an image being generated belonging to the automobile
class is near 1, as shown in Fig. 7. We pick three points around where the critical window emerges:
the probability is nearly 1 at t = 0.05, close to 0.7 at t = 0.09, and around 0.1 at t = 0.5. If we stop
early in relation to where the critical point emerges (i.e., before the probability soaring to 1), we get
a better value of µ, but the sample looks very noisy. However, if we stop later than where the critical
point emerges, we get a larger value of µ but the sample quality becomes better..

9



486
487
488
489
490
491
492
493
494
495
496
497
498
499
500
501
502
503
504
505
506
507
508
509
510
511
512
513
514
515
516
517
518
519
520
521
522
523
524
525
526
527
528
529
530
531
532
533
534
535
536
537
538
539

Under review as a conference paper at ICLR 2026

(a)

0.0 0.2 0.4 0.6 0.8 1.0

Type I Error
0.0

0.2

0.4

0.6

0.8

1.0

Ty
pe

 II
 E

rr
or

t = 0.267, = 1.008, = 4.419
t = 0.067, = 1.539, = 7.273
t = 0.017, = 1.508, = 7.095
indistinguishable

(b)

t=80.0 t=2.294 t=0.267 t=0.067 t=0.017

(c)

Figure 7: Detection of critical window. (a) zero-shot CLIP model detects the probability of an image
being generated belonging to the automobile class. (b) Privacy costs at three time points. Note that
the blue trace overlaps with the x-axis. (c) Generated images denoised at varying timesteps.

Table 2: Membership inference attacks (MIA): our theoretical ASR closely matches that of the nu-
merical ASR, as t gets smaller, hinting the privacy analysis of the empirical denoiser is comparable
to that of the neural denoiser.

t T 3
4T

1
2T

1
4T

cosine similarity shown in Fig. 1 1.000 0.999 0.956 0.845
theoretical ASR at p = 0.5 0.5019 0.5204 0.6909 0.9999
theoretical ASR at p = 0.01 0.5000 0.5002 0.5031 0.6927
theoretical ASR at p = 0.005 0.5000 0.5001 0.5012 0.6371
numerical ARS 0.5005 0.5001 0.5072 0.5096

6.4 PRIVACY IMPLICATIONS OF NEURAL AND EMPIRICAL DENOISERS

We numerically evaluate the privacy implications of these two denoisers by measuring their attack
success rates (ASR) in membership inference attacks (MIAs). Using the MIA method in (Duan et al.,
2023b), Table 2 shows that our theoretical ASR (See Sec. G for details) based on ϵ guarantees on our
empirical denoiser closely matches that of the numerical ASR based on the neural denoiser trained
with CIFAR10 data, as t gets smaller. The theoretical ASR is calculated at the subsampling rates
p = 0.5, 0.01, 0.005. We used the test data of the CIFAR-10 dataset as a held-out set for attacks.

Regarding the effectiveness of MIAs, Duan et al. (2023b) show that the performance of MIA remains
high across t ∈ [250, 50] in the DDPM timesteps. The difference between the neural and empirical
denoisers in this range is still relatively small, as shown in Fig. 1 (Cosine similarity above 0.8).

7 CONCLUSION AND DISCUSSION

We provide the first systematic privacy analysis of diffusion-based sampling. By introducing an em-
pirical denoiser and framing each denoising step as a Gaussian mechanism, we applied Gaussian
Differential Privacy (GDP) to quantify how privacy loss accumulates during sampling. Our results
show that leakage is highly non-uniform across timesteps, concentrating in critical windows where
semantic structure emerges, while subsampling significantly amplifies privacy guarantees. These
findings suggest that privacy in diffusion models is not solely determined by training but can be
shaped by sampling strategies such as early stopping and hybrid use of public denoisers. In this way,
our framework bridges the gap between practical generative pipelines and formal privacy guaran-
tees, opening the door to scalable and privacy-aware diffusion sampling. While our analysis with
Gaussian noise is not straightforwardedly applicable to the discrete diffusion models, it would be
an intriguing future direction on how to interpret the discrete transition kernel as a DP mechanism,
applicable to text-diffusion models.
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ETHICS STATEMENT

Our work studies the privacy implications of diffusion-based sampling. The motivation is to provide
a principled framework for understanding and mitigating privacy risks in generative models, includ-
ing applications in sensitive domains such as human face data or biological gene expressions. By
offering formal guarantees through differential privacy (DP), our analysis aims to reduce the likeli-
hood that individual training examples can be memorized or extracted. We note, however, that DP
provides quantifiable but not absolute protection, and our results should be interpreted in this light.

This work does not involve human subjects or sensitive personal data. All experiments are conducted
on publicly available datasets commonly used in generative modeling. We encourage future appli-
cations of our methods to carefully consider domain-specific ethical implications, particularly in
high-stakes settings such as healthcare or finance. Ultimately, our goal is to advance the responsible
development of privacy-preserving generative models.

REPRODUCIBILITY STATEMENT

We have taken several steps to ensure the reproducibility of our results. All theoretical results are
stated with explicit assumptions. The Gaussian Differential Privacy composition bounds are fully
detailed in Sections 3 and 4. For empirical results, we describe all details in the main text and
appendix, using only publicly available benchmarks commonly employed in generative modeling.
To further facilitate reproducibility, we will release the source code after acceptance.
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Borja Balle, Daphne Ippolito, and Eric Wallace. Extracting training data from diffusion models.
In Proceedings of the 32nd USENIX Conference on Security Symposium, SEC ’23, USA, 2023.
USENIX Association. ISBN 978-1-939133-37-3.

Jia Deng, Wei Dong, Richard Socher, Li-Jia Li, Kai Li, and Li Fei-Fei. Imagenet: A large-scale hi-
erarchical image database. In 2009 IEEE conference on computer vision and pattern recognition,
pp. 248–255. Ieee, 2009.

Tim Dockhorn, Tianshi Cao, Arash Vahdat, and Karsten Kreis. Differentially private diffusion mod-
els, 2023. URL https://openreview.net/forum?id=pX21pH4CsNB.

Jinshuo Dong, Aaron Roth, and Weijie J. Su. Gaussian differential privacy. Journal of the Royal
Statistical Society Series B: Statistical Methodology, 84(1):3–37, 02 2022. ISSN 1369-7412. doi:
10.1111/rssb.12454. URL https://doi.org/10.1111/rssb.12454.

Jinhao Duan, Fei Kong, Shiqi Wang, Xiaoshuang Shi, and Kaidi Xu. Are diffusion models vulner-
able to membership inference attacks? In Proceedings of the 40th International Conference on
Machine Learning, ICML’23. JMLR.org, 2023a.

11

https://openreview.net/forum?id=lLnAua5poB
https://openreview.net/forum?id=pX21pH4CsNB
https://doi.org/10.1111/rssb.12454


594
595
596
597
598
599
600
601
602
603
604
605
606
607
608
609
610
611
612
613
614
615
616
617
618
619
620
621
622
623
624
625
626
627
628
629
630
631
632
633
634
635
636
637
638
639
640
641
642
643
644
645
646
647

Under review as a conference paper at ICLR 2026

Jinhao Duan, Fei Kong, Shiqi Wang, Xiaoshuang Shi, and Kaidi Xu. Are diffusion models vulner-
able to membership inference attacks? In Proceedings of the 40th International Conference on
Machine Learning, volume 202 of Proceedings of Machine Learning Research, pp. 8717–8730.
PMLR, Jul 2023b. URL https://proceedings.mlr.press/v202/duan23b.html.

Kristian Georgiev, Joshua Vendrow, Hadi Salman, Sung Min Park, and Aleksander Madry. The jour-
ney, not the destination: How data guides diffusion models. In Arxiv preprint arXiv:2312.06205,
2023.

Sahra Ghalebikesabi, Leonard Berrada, Sven Gowal, Ira Ktena, Robert Stanforth, Jamie Hayes, So-
ham De, Samuel L. Smith, Olivia Wiles, and Borja Balle. Differentially private diffusion models
generate useful synthetic images, 2023.

Xiangming Gu, Chao Du, Tianyu Pang, Chongxuan Li, Min Lin, and Ye Wang. On memorization
in diffusion models. arXiv preprint arXiv:2310.02664, 2023.

Frederik Harder, Milad Jalali, Danica J. Sutherland, and Mijung Park. Pre-trained perceptual features
improve differentially private image generation. Transactions on Machine Learning Research,
2023. ISSN 2835-8856. URL https://openreview.net/forum?id=R6W7zkMz0P.

Martin Heusel, Hubert Ramsauer, Thomas Unterthiner, Bernhard Nessler, and Sepp Hochreiter.
Gans trained by a two time-scale update rule converge to a local nash equilibrium. Advances
in neural information processing systems, 30, 2017.

Jonathan Ho, Ajay Jain, and Pieter Abbeel. Denoising diffusion probabilistic models. In
H. Larochelle, M. Ranzato, R. Hadsell, M.F. Balcan, and H. Lin (eds.), Advances in Neu-
ral Information Processing Systems, volume 33, pp. 6840–6851. Curran Associates, Inc.,
2020a. URL https://proceedings.neurips.cc/paper_files/paper/2020/
file/4c5bcfec8584af0d967f1ab10179ca4b-Paper.pdf.

Jonathan Ho, Ajay Jain, and Pieter Abbeel. Denoising diffusion probabilistic models. In advances
in neural information processing systems, volume 33, pp. 6840–6851, 2020b.

Hailong Hu and Jun Pang. Membership inference of diffusion models, 2023.

Tero Karras, Miika Aittala, Timo Aila, and Samuli Laine. Elucidating the design space of diffusion-
based generative models. In advances in neural information processing systems, volume 35, pp.
26565–26577, 2022.

Shiva Prasad Kasiviswanathan, Homin K. Lee, Kobbi Nissim, Sofya Raskhodnikova, and Adam
Smith. What can we learn privately? SIAM Journal on Computing, 40(3):793–826, 2011. doi:
10.1137/090756090. URL https://doi.org/10.1137/090756090.

Diederik Kingma, Tim Salimans, Ben Poole, and Jonathan Ho. Variational diffusion models. Ad-
vances in neural information processing systems, 34:21696–21707, 2021.

Alex Krizhevsky, Geoffrey Hinton, et al. Learning multiple layers of features from tiny images.
Technical report, University of Toronto, Toronto, ON, Canada, 2009.

Black Forest Labs, Stephen Batifol, Andreas Blattmann, Frederic Boesel, Saksham Consul, Cyril
Diagne, Tim Dockhorn, Jack English, Zion English, Patrick Esser, Sumith Kulal, Kyle Lacey,
Yam Levi, Cheng Li, Dominik Lorenz, Jonas Müller, Dustin Podell, Robin Rombach, Harry Saini,
Axel Sauer, and Luke Smith. Flux.1 kontext: Flow matching for in-context image generation and
editing in latent space, 2025. URL https://arxiv.org/abs/2506.15742.

Bai Li, Changyou Chen, Hao Liu, and Lawrence Carin. On connecting stochastic gradient mcmc
and differential privacy. In Kamalika Chaudhuri and Masashi Sugiyama (eds.), Proceedings of
the Twenty-Second International Conference on Artificial Intelligence and Statistics, volume 89
of Proceedings of Machine Learning Research, pp. 557–566. PMLR, 16–18 Apr 2019. URL
https://proceedings.mlr.press/v89/li19a.html.

Marvin Li and Sitan Chen. Critical windows: non-asymptotic theory for feature emergence in diffu-
sion models. arXiv preprint arXiv:2403.01633, 2024.

12

https://proceedings.mlr.press/v202/duan23b.html
https://openreview.net/forum?id=R6W7zkMz0P
https://proceedings.neurips.cc/paper_files/paper/2020/file/4c5bcfec8584af0d967f1ab10179ca4b-Paper.pdf
https://proceedings.neurips.cc/paper_files/paper/2020/file/4c5bcfec8584af0d967f1ab10179ca4b-Paper.pdf
https://doi.org/10.1137/090756090
https://arxiv.org/abs/2506.15742
https://proceedings.mlr.press/v89/li19a.html


648
649
650
651
652
653
654
655
656
657
658
659
660
661
662
663
664
665
666
667
668
669
670
671
672
673
674
675
676
677
678
679
680
681
682
683
684
685
686
687
688
689
690
691
692
693
694
695
696
697
698
699
700
701

Under review as a conference paper at ICLR 2026

Zinan Lin, Sivakanth Gopi, Janardhan Kulkarni, Harsha Nori, and Sergey Yekhanin. Differentially
private synthetic data via foundation model apis 1: Images, 2023.

Yaron Lipman, Ricky TQ Chen, Heli Ben-Hamu, Maximilian Nickel, and Matt Le. Flow matching
for generative modeling. arXiv preprint arXiv:2210.02747, 2022.

Michael F Liu, Saiyue Lyu, Margarita Vinaroz, and Mijung Park. Differentially private latent dif-
fusion models. Transactions on Machine Learning Research, 2024. ISSN 2835-8856. URL
https://openreview.net/forum?id=AkdQ266kHj.

Andrew Lowy, Zhuohang Li, Jing Liu, Toshiaki Koike-Akino, Kieran Parsons, and Ye Wang. Why
does differential privacy with large ε defend against practical membership inference attacks? In
AAAI Workshop on Privacy-Preserving Artificial Intelligence, Feb 2024. URL https://www.
merl.com/publications/TR2024-009. MERL Technical Report TR2024-009 / arXiv
preprint arXiv:2402.09540.

Tomoya Matsumoto, Takayuki Miura, and Naoto Yanai. Membership inference attacks against dif-
fusion models. In 2023 IEEE Security and Privacy Workshops (SPW), pp. 77–83, 2023. doi:
10.1109/SPW59333.2023.00013.

Adam Paszke, Sam Gross, Francisco Massa, Adam Lerer, James Bradbury, Gregory Chanan, Trevor
Killeen, Zeming Lin, Natalia Gimelshein, Luca Antiga, et al. Pytorch: An imperative style, high-
performance deep learning library. Advances in neural information processing systems, 32, 2019.

Alec Radford, Jong Wook Kim, Chris Hallacy, Aditya Ramesh, Gabriel Goh, Sandhini Agarwal,
Girish Sastry, Amanda Askell, Pamela Mishkin, Jack Clark, et al. Learning transferable visual
models from natural language supervision. In International conference on machine learning, pp.
8748–8763. PMLR, 2021.
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A HOW TO USE THE CLT GDP ANALYSIS IN OUR CASE

Theorem 3.5 in (Dong et al., 2022) states that the compsition of many f -DP mechanisms is asyptot-
ically 2K/s-GDP. The original theorem is stated below:
Theorem 1. [Theorem 3.5 in (Dong et al., 2022)] Let {fni : 1 ≤ i ≤ n}∞n=1 be a triangular array
of symmetric trade-off functions and assume the following limits for some constants K ≥ 0 and
s > 0 as n → ∞:

1.
∑n

i=1 kl(fni) → K;

2. max1≤i≤n kl(fni) → 0;

3.
∑n

i=1 κ2(fni) → s2;

4.
∑n

i=1 κ3(fni) → 0.

Then, we have
lim

n→∞
fn1 ⊗ fn2 ⊗ · · · ⊗ fnn(α) = G2K/s(α)

uniformly for all α ∈ [0, 1].

Now, we have to calculate kl and κ2 functions to be able to compute the final µ-GDP level. In the
case of subsampled Gaussian mechanisms with varying noise scales, we use the definition of kl and
κ2 from Lemma 5.5 in (Dong et al., 2022). The original lemma is stated below.
Lemma A.1 (Lemma 5.5 in (Dong et al., 2022)). Let Z(x) =

log
(
p · eµx−µ2/2 + 1− p

)
and φ(x) = 1√

2π
e−x2/2 be the density of the standard nor-

mal distribution. Then

kl(Cp(Gµ)) = p

∫ +∞

µ/2

Z(x) ·
(
φ(x− µ)− φ(x)

)
dx,

κ2(Cp(Gµ)) =

∫ +∞

µ/2

Z2(x) ·
(
pφ(x− µ) + (2− p)φ(x)

)
dx,

κ̄3(Cp(Gµ)) =

∫ +∞

µ/2

∣∣Z(x)− kl(Cp(Gµ))
∣∣3 · (pφ(x− µ) + (1− p)φ(x)

)
dx

+

∫ +∞

µ/2

∣∣Z(x) + kl(Cp(Gµ))
∣∣3 · φ(x) dx.

Note that Cp(Gµ) is the trade-off function of a p-subsampled µ-GDP mechanism. Following the
definition in eq. 14 in (Dong et al., 2022) given as: For a symmetric trade-off function f and a
unique fixed point of f denoted by x∗, that is, f(x∗) = x∗, we have

Cp(f) =

 fp(x), x ∈ [0, x∗]
x∗ + fp(x

∗)− x, x ∈ [x∗, fp(x
∗)]

fp(x)
−1, x ∈ [fp(x

∗), 1].
(6)

We simply replace f in eq. 6 with Gµ to define Cp(Gµ). In our case, each Gaussian mechanism
takes a different σt, so we need to numerically evaluate kl(Cp(G 1

σt
)) and κ2(Cp(G 1

σt
)) for each σt.

Then, we sum them up to compute K and s to finally obtain 2K/s, which is the final µ-GDP level.

B DIFFERENTIAL PRIVACY AND GAUSSIAN DIFFERENTIAL PRIVACY

B.1 DIFFERENTIAL PRIVACY

The concept of differential privacy (DP) (Abadi et al., 2016) provides a formal guarantee that a
model behaves almost identically regardless of whether any particular data sample is included in the
training set. In other words, DP bounds the extent to which a single sample can influence the model’s
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behavior. More precisely, a mechanism M, , which may be a training algorithm such as Stochastic
Gradient Descent (SGD) or, more generally, any randomized algorithm including diffusion sam-
pling, is said to be ϵ-DP if the privacy loss is bounded by ϵ: log Pr[M(D)=o]

Pr[M(D′)=o] ≤ ϵ, where D and D′

differ in the record of a single individual; and M(D) = o denotes that applying the mechanism M
on a dataset D ends up converging to the output event o.

For instance, if M is a training optimizer such as SGD, then M(D) is the trained model and
Pr(M(D) = o) depicts the probability the model o being the trained one. Intuitively, if delet-
ing a single data point in D to obtain D′ does not substantially change the probability of obtaining
the same output model o, then the training algorithm can be regarded as privacy-preserving1. Put
more simply, if the probability the model converges to the same parameters is relatively equivalent
regardless of whether a particular sample is present, then that sample cannot be said to meaningfully
affect training. Extending this definition, if the mechanism M satisfies the bound with probability
at least 1− δ, i.e.,

Pr

[
log

Pr[M(D) = o]

Pr[M(D′) = o]
≥ ϵ

]
≤ δ,

then the mechanism is called (ϵ, δ)-DP.

A natural building block for designing private (either training or sampling) algorithms is the Gaus-
sian mechanism. This is particularly relevant for our setting, since each step in diffusion sampling
injects Gaussian noise. Formally, given a function h : D 7→ Rp, the Gaussian mechanism releases

MGauss(D;h) = h(D) + n, . (7)

where n ∼ N (0, σ2∆2
hI). Here, ∆h denotes the global sensitivity—the maximum L2 difference

between outputs on two neighboring datasets—and σ controls the noise level as a function of (ϵ, δ).
By adding noise calibrated to sensitivity, the Gaussian mechanism ensures that the presence or ab-
sence of any single sample only has a limited influence on the output. This mechanism underlies
differentially private training methods such as DP-SGD (Abadi et al., 2016), and, as we will show,
it also directly connects to the diffusion sampling process we analyze in this work.

As an interesting fact in differential privacy, it is widely known that subsampling amplifies privacy
(Kasiviswanathan et al., 2011). For example, if we flip a coin to decide whether each entry of the
training data is in or out to form a smaller dataset, we would expect the mechanism using the smaller
dataset to be twice as private as the original mechanism using the full dataset. With a flipping prob-
ability of 50%, every individual benefits from perfect privacy if the individual is not included in the
smaller dataset. To benefit from the privacy amplification effect, a subsampled Gaussian mechanism
(applying the Gaussian mechanism on randomly subsampled data) is also widely used (Abadi et al.,
2016; Wang et al., 2019). We will also study the effect of subsampling on the privacy loss incurring
during the diffusion sampling process.

B.2 GAUSSIAN DIFFERENTIAL PRIVACY

While the Gaussian mechanism provides a natural foundation for analyzing privacy, the classical
(ϵ, δ)-DP framework yields only loose bounds when these mechanisms are composed, often result-
ing in substantially looser guarantees than the actual privacy loss. To address this, we adopt the
more refined f -DP framework (Dong et al., 2022), which characterizes privacy through hypothesis
testing and provides an exact trade-off curve (function), rather than the looser worst-case bounds of
(ϵ, δ)-DP.

A particularly important special case is Gaussian Differential Privacy (GDP), which describes the
privacy profile of the Gaussian mechanism exactly using a single parameter µ. For example, in
the case of eq. 7 with n ∼ N (0, σ2∆2

hI), the Gaussian mechanism corresponds to 1
σ -GDP. For a

Gaussian mechanism, we can define a trade-off function T using the standard normal CDF Φ given
by,

Gµ := T (N (0, 1),N (µ, 1). Gµ(α) := Φ(Φ−1(1− α)− µ). (8)

1SGD and Adam are not DP algorithms as the gradient update may be dominated by a huge outlier that
significantly affects the model’s parameters. As a result, a model trained with SGD/Adam can potentially reveal
information about such outliers, leaving the data vulnerable to extraction attacks.

16



864
865
866
867
868
869
870
871
872
873
874
875
876
877
878
879
880
881
882
883
884
885
886
887
888
889
890
891
892
893
894
895
896
897
898
899
900
901
902
903
904
905
906
907
908
909
910
911
912
913
914
915
916
917

Under review as a conference paper at ICLR 2026

0.0 0.2 0.4 0.6 0.8 1.0
Type I Error

0.0

0.2

0.4

0.6

0.8

1.0

Ty
pe

 II
 E

rr
or

Type I and Type II Errors for GDP with  1.0

min = 0.002, = 787.620
min = 0.01, = 160.802
min = 0.1, = 16.501
min = 0.2, = 8.307
min = 0.5, = 3.350
min = 1, = 1.685
min = 5, = 0.341

indistinguishable

0.0 0.2 0.4 0.6 0.8 1.0
Type I Error

0.0

0.2

0.4

0.6

0.8

1.0

Ty
pe

 II
 E

rr
or

Type I and Type II Errors for GDP CLT with subsampling with  1.0

p = 0.001, = 0.104
p = 0.01, = 0.332
p = 0.1, = 1.056
p = 0.5, = 2.372
p = 0.99, = 3.346
indistinguishable

Figure 8: Type I and Type II Error under GDP and GDP CLT analyses with varying σmin and
subsampling rate

This makes GDP especially well aligned with diffusion sampling, where Gaussian perturbations are
intrinsic to every denoising step. Moreover, GDP is closed under composition (Corollary 2 of Dong
et al. (2022)): the cumulative privacy loss of n mechanisms with parameters µ1, . . . , µn is given
tightly by

µ =

√√√√ n∑
i=1

µ2
i . (9)

Thus, GDP not only matches the Gaussian mechanism exactly but also enables precise accounting
of privacy loss across many Gaussian steps that constitute diffusion sampling.

For subsampled Gaussian mechanisms, the trade-off function in eq. 8 needs to be modified to in-
corporate the randomness coming from the subsampling process and the GDP composition in eq. 9
is no longer valid. In this case, one can benefit from using the central limit theorem, which tells us
that composing many f -DP mechanisms converges to GDP (where the level of µ in the final GDP
depends on several functions which we will discuss in Appendix), as formally stated in Theorem 3.5
of Dong et al. (2022).

C MORE PLOTS

C.1 TYPE I AND II ERRORS UNDER GDP AND GDP CLT ANALYSES

Fig. 8 shows the comparison between GDP and GDP CLT analyses in terms of Type I and II errors
with varying σmin and subsampling rate p.

C.2 PRIVACY LOSS IN RELATION TO CRITICAL WINDOWS

Fig. 10 shows (ϵ, δ)-DP traces (Top) and Type I and II error profiles (bottom) under GDP and GDP
CLT with varying stopping time points in the reverse process.

D EVALUATION OF OUR HYBRID EMPIRICAL DENOISER ON CIFAR10

We conducted a series of experiments to evaluate the hybrid denoising process. In particular, we
analyze how switching from the neural denoiser to the empirical denoiser influences both privacy
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Figure 9: GDP CLT Analysis of Diffusion-Based Sampling with Subsampling and Corresponding
Diffusion Process Visualization. The noise scheduling constants are σmax = 80, N = 50, β = 1,
ρ = 7, and σmin = 0.01. Left. GDP CLT conversion to (ϵ, δ)-DP for varying subsampling rate
p. Right. Visualization of Diffusion Process with varying subsampling rate. Only 6 timesteps are
shown for clarity.

guarantees and image quality. We vary three factors: the subsampling rate p, the point in the genera-
tion trajectory at which we switch to the empirical denoiser, and the number of denoising steps done
by the empirical denoiser.

All experiments use an ImageNet-pretrained diffusion model for the neural denoiser, and we adopt
the exponential decay strategy of EDM (Karras et al. (2022)). The scheduler is parameterized by
the minimum and maximum noise levels (σmin, σmax), the noise decay rate ρ, and the number of
denoising steps N . We experiment with σmin = 0.002, σmax = 80, ρ = 7, N = 39. We also
fix p(xt) to a constant β = 1 for simplicity in the empirical denoiser. For both experiments, we
examine the subsampling mini-batch size of [1, 5, 10, 25, 50, 100], corresponding to the subsampling
rate p = [2 × 10−5, 1 × 10−4, 2 × 10−4, 5 × 10−4, 1 × 10−3, 2 × 10−3]. We also experimented
with different switching points, expressed as the percentage of generation completed by the neural
denoiser.

In the first experiment, we analyzed the multi-step empirical denoiser. The empirical denoiser is
applied repeatedly from the transition point to σmin. We monitored the resulting ϵ and FID scores
under varying subsampling rates, shown in Table 3. We observe that FID decreases as the subsam-
pling rate increases, which corresponds to larger values of ϵ. The best image quality is obtained with
an FID of 111.669 at ϵ = 99.749, using a subsampling rate of p = 2 × 10−3 and switching to the
empirical denoiser after 85% of the neural generation process.

In the second experiment, we examined the single-step empirical denoiser. Instead of multiple steps,
the empirical denoiser is applied only once after a portion of the neural generation process. This
single-step variant incurs substantially less privacy loss than the multi-step setting, as shown in Ta-
ble 4. Empirically, we observe a critical window between 83% and 93% generation, where switching
to the empirical denoiser produces high-quality samples at a relatively low privacy cost. The best im-
age quality is achieved with an FID of 2.912 at ϵ = 3.848, using a subsampling rate of p = 2×10−5

and switching at 93% neural generation.

E MEMBERSHIP INFERENCE ATTACKS ON NEURAL DENOISERS AND
EMPIRICAL DENOISERS

F DETECTION OF CRITICAL WINDOWS WITH ZERO-HOT CLIP MODELS

G COMPUTING THEORETICAL ASR

Following Triastcyn & Faltings (2020), we calculate the theoretical ARS as follows. Suppose an
adversary observed an ϵ-DP release o and tried to distinguish between two candidate datasets
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Figure 10: (ϵ, δ)-DP traces (Top) and Type I and II error profiles (Bottom) under GDP and GDP
CLT with varying stopping time points in the reverse process

D,D′ with a uniform prior p(D) = p(D′) = 0.5. Without loss of generality, let D be the correct
dataset, then the adversary will infer the probability p(D|o) as p(D|o) = p(o|D)p(D)

p(o|D)p(D)+p(o|D′)p(D′) ≤
p(o|D)

p(o|D)+exp(−ϵ)p(o|D) = 1
1+exp(−ϵ) . So, for ϵ = 1 the upperbound on the membership inference suc-

cess probability is 73.1%, for ϵ = 5, it is 99.33%, and for ϵ = 10, it is 99.995%. Futhremore, the
success probability of MIAs typically similar or lower than the theoretical success rate as shown in
(Lowy et al., 2024).
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Figure 11: Relative distance between the denoising directions, i.e., ∥Ê−D∥
D , by empirical and neural

denoisers

20



1080
1081
1082
1083
1084
1085
1086
1087
1088
1089
1090
1091
1092
1093
1094
1095
1096
1097
1098
1099
1100
1101
1102
1103
1104
1105
1106
1107
1108
1109
1110
1111
1112
1113
1114
1115
1116
1117
1118
1119
1120
1121
1122
1123
1124
1125
1126
1127
1128
1129
1130
1131
1132
1133

Under review as a conference paper at ICLR 2026

Table 3: Results of multi-step denoising using the empirical denoiser to minimum sigma value σmin

after % of generation with neural denoiser, with sub-sampling rate p, privacy level ϵ with δ = 10−5,
and sample quality (FID) for CIFAR10.

% Generation σmin p ϵ FID

95 0.002 2.00× 10−5 3.849 188.605
95 0.002 1.00× 10−4 9.997 183.108
95 0.002 2.00× 10−4 15.456 176.715
95 0.002 5.00× 10−4 28.373 167.757
95 0.002 1.00× 10−3 46.211 160.660
95 0.002 2.00× 10−3 77.330 155.318
93 0.002 2.00× 10−5 4.401 179.445
93 0.002 1.00× 10−4 11.547 167.333
93 0.002 2.00× 10−4 17.966 155.722
93 0.002 5.00× 10−4 33.321 139.432
93 0.002 1.00× 10−3 54.753 128.167
93 0.002 2.00× 10−3 99.932 118.684
90 0.002 2.00× 10−5 4.576 179.443
90 0.002 1.00× 10−4 12.045 168.128
90 0.002 2.00× 10−4 18.776 153.380
90 0.002 5.00× 10−4 34.929 136.057
90 0.002 1.00× 10−3 57.547 125.364
90 0.002 2.00× 10−3 97.474 117.334
88 0.002 2.00× 10−5 4.635 178.597
88 0.002 1.00× 10−4 12.906 166.409
88 0.002 2.00× 10−4 19.142 152.637
88 0.002 5.00× 10−4 35.460 136.455
88 0.002 1.00× 10−3 58.819 123.697
88 0.002 2.00× 10−3 99.152 112.168
85 0.002 2.00× 10−5 4.655 179.466
85 0.002 1.00× 10−4 12.269 165.492
85 0.002 2.00× 10−4 19.142 154.461
85 0.002 5.00× 10−4 35.660 136.985
85 0.002 1.00× 10−3 58.819 123.697
85 0.002 2.00× 10−3 99.749 111.669
83 0.002 2.00× 10−5 4.663 179.722
83 0.002 1.00× 10−4 12.291 166.993
83 0.002 2.00× 10−4 19.178 153.264
83 0.002 5.00× 10−4 35.732 137.327
83 0.002 1.00× 10−3 58.944 123.819
83 0.002 2.00× 10−3 99.973 112.394
75 0.002 2.00× 10−5 4.667 179.096
75 0.002 1.00× 10−4 12.304 166.502
75 0.002 2.00× 10−4 19.178 150.659
75 0.002 5.00× 10−4 35.775 137.784
75 0.002 1.00× 10−3 59.020 125.472
75 0.002 2.00× 10−3 > 1000 112.683
50 0.002 2.00× 10−5 4.668 179.145
50 0.002 1.00× 10−4 12.306 165.949
50 0.002 2.00× 10−4 19.178 155.753
50 0.002 5.00× 10−4 35.777 139.381
50 0.002 1.00× 10−3 59.023 126.682
50 0.002 2.00× 10−3 > 1000 116.090
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Table 4: Results of single-step denoising using the empirical denoiser after % of generation with
neural denoiser, with sub-sampling rate p, privacy level ϵ with δ = 10−5, and sample quality (FID)
for CIFAR10.

p % Generation ϵ FID

2.00× 10−5 95 3.849 188.605
1.00× 10−4 95 9.997 183.108
2.00× 10−4 95 15.456 176.715
5.00× 10−4 95 28.373 167.757
1.00× 10−3 95 46.211 160.660
2.00× 10−3 95 77.330 155.318
2.00× 10−5 93 3.848 2.912
1.00× 10−4 93 9.997 7.325
2.00× 10−4 93 15.456 10.786
5.00× 10−4 93 28.372 14.320
1.00× 10−3 93 46.209 16.657
2.00× 10−3 93 77.327 18.842
2.00× 10−5 90 3.848 4.929
1.00× 10−4 90 9.996 10.346
2.00× 10−4 90 15.454 13.810
5.00× 10−4 90 28.370 17.120
1.00× 10−3 90 46.204 19.811
2.00× 10−3 90 77.318 21.576
2.00× 10−5 88 3.847 9.317
1.00× 10−4 88 9.993 13.092
2.00× 10−4 88 15.450 19.162
5.00× 10−4 88 28.361 23.529
1.00× 10−3 88 46.191 26.593
2.00× 10−3 88 77.294 28.650
2.00× 10−5 85 3.845 17.991
1.00× 10−4 85 9.986 25.608
2.00× 10−4 85 15.439 30.489
5.00× 10−4 85 28.339 35.714
1.00× 10−3 85 46.152 38.427
2.00× 10−3 85 77.226 40.877
2.00× 10−5 83 3.838 34.508
1.00× 10−4 83 9.968 44.141
2.00× 10−4 83 15.409 48.749
5.00× 10−4 83 28.281 54.302
1.00× 10−3 83 46.053 58.895
2.00× 10−3 83 77.051 61.948
2.00× 10−5 75 3.576 123.473
1.00× 10−4 75 9.331 137.552
2.00× 10−4 75 14.439 141.587
5.00× 10−4 75 26.517 147.779
1.00× 10−3 75 43.182 150.616
2.00× 10−3 75 72.241 152.010
2.00× 10−5 50 0.001 431.166
1.00× 10−4 50 0.009 431.501
2.00× 10−4 50 0.020 432.066
5.00× 10−4 50 0.057 431.402
1.00× 10−3 50 0.121 431.332
2.00× 10−3 50 0.258 431.645
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