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Abstract
How do neural networks extract patterns from
pixels? Feature visualizations attempt to answer
this important question by visualizing highly acti-
vating patterns through optimization. Today, vi-
sualization methods form the foundation of our
knowledge about the internal workings of neural
networks, as a type of mechanistic interpretability.
Here we ask: How reliable are feature visualiza-
tions? We start our investigation by developing
network circuits that trick feature visualizations
into showing arbitrary patterns that are completely
disconnected from normal network behavior on
natural input. We then provide evidence for a
similar phenomenon occurring in standard, un-
manipulated networks: feature visualizations are
processed very differently from standard input,
casting doubt on their ability to “explain” how
neural networks process natural images. We un-
derpin this empirical finding by theory proving
that the set of functions that can be reliably under-
stood by feature visualization is extremely small
and does not include black-box neural networks.

1. Introduction
A recent open letter called for a “pause on giant AI ex-
periments” in order to gain time to make “state-of-the-art
systems more accurate, safe, interpretable, transparent, ro-
bust, aligned, trustworthy, and loyal” (OpenLetter, 2023).
While the call sparked controversial debate, there is general
consensus in the field that given the tremendous real-world
impact of AI, developing systems that fulfill those qualities
is no longer just a “nice to have” criterion. In particular,
we need “reliable” interpretability methods to better un-
derstand models that are often described as black-boxes.
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The development of interpretability methods has followed
a pattern similar to what is known as Hegelian dialectic: a
method is introduced (thesis), often followed by a paper
pointing out severe limitations or failure modes (antithesis),
until eventually this conflict is resolved through the develop-
ment of an improved method (synthesis), which frequently
forms the starting point of a new cycle. Good examples are
saliency maps: Developed to highlight which image region
influences a model’s decision (Springenberg et al., 2014;
Sundararajan et al., 2017), many existing saliency methods
were shown to fail simple sanity checks (Adebayo et al.,
2018; Nie et al., 2018), which then spurred the ongoing
development of methods that aim to be more reliable (Gupta
& Arora, 2019; Rao et al., 2022).

In a similar spirit, we investigate feature visualizations, a
type of mechanistic interpretability. Feature visualizations
(Erhan et al., 2009; Mordvintsev et al., 2015; Olah et al.,
2017) are widely used to visualize patterns that highly acti-
vate a unit or channel in a neural network through activation
maximization. Today, feature visualization methods under-
pin many of our intuitions about the inner workings of neu-
ral networks. They have been proposed as debugging tools
(Nguyen et al., 2019), found applications in neuroscience
(Walker et al., 2019; Bashivan et al., 2019; Ponce et al.,
2019), and according to Olah et al. (2017), “to make neural
networks interpretable, feature visualization stands out as
one of the most promising and developed research direc-
tions.” First introduced by Erhan et al. (2009), feature visual-
izations have continually been refined through better priors
and regularization terms that improve their intuitive appeal
(Yosinski et al., 2015; Mahendran & Vedaldi, 2016; Nguyen
et al., 2016; Olah et al., 2017). At the same time, when
it comes to interpretability methods (Doshi-Velez & Kim,
2017), it has been argued that “One’s skepticism should be
proportional to the feeling of intuitiveness” (Leavitt & Mor-
cos, 2020), “By itself, feature visualization will never give
a completely satisfactory understanding” (Olah et al., 2017)
and the usefulness of feature visualizations has been ques-
tioned (Borowski et al., 2021; Zimmermann et al., 2021).
We here ask: How reliable are feature visualizations?
Can we trust (rely or depend on) the result? We investigate
this question through the lens of an adversary (Section 2),
empirically (Section 3), and theoretically (Section 4).
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Figure 1:Arbitrary feature visualizations. Don't trust your eyes: Feature visualizations can be arbitrarily manipulated by
embedding a fooling circuit in a network, which changes visualizations while maintaining the original network's ImageNet
accuracy.Left: original feature visualizations.Right: In a manipulated network with a fooling circuit, feature visualizations
can be tricked into visualizing arbitrary patterns (e.g., Mona Lisa).

Here is asummary of our results:

1. We develop fooling circuits that trick feature visualiza-
tions into visualizing arbitrary patterns or unrelated units.
Thus, feature visualizations may not be reliable if you
did not train the network yourself (Section 2).

2. Even if the model is not manipulated, we provide evi-
dence that feature visualizations are processed largely
along different paths compared to natural images, cast-
ing doubt on their ability to explain how neural networks
process natural images (Section 3).

3. We prove that feature visualizations through activation
maximization cannot be used to understand (i.e., pre-
dict the behavior of) black-box systems—instead, strong
assumptions about the system are necessary (Section 4).

Our �ndings are not meant to suggest that feature visual-
izations are a “dead end” in any way or that feature visu-
alizations per se are not a useful tool for analyzing hidden
representations. Instead, we hope that highlighting and an-
alyzing some of their shortcomings can help inspire the
development of more reliable methods and visualizations: a
synthesisor new avenue.

2. Methods to fool feature visualizations

Motivation & related work. We seek to understand the
reliability of feature visualizations. While Sections 3 (em-
pirical) and 4 (theory) look at this question in non-deceptive
settings, we here start by actively deceiving visualizations.
To this end, we design two different fooling methods: a
fooling circuit (Subsection 2.1) andsilent units(Subsec-
tion 2.2). We show that using those methods, we can obtain
arbitrary visualizations(Figure 1),permuted visualizations
(Figure 2), ornear-identical visualizations throughout an en-
tire layer (Figure 5). We consider the standard visualization
method by Olah et al. (2017) implemented via Greentfrapp
(v0.1.8), which generally begins with a randomly selected
starting point, and hence the only leverage we have is chang-
ing the network or weights. Our experiments serve two

purposes. First, we provide aproof of conceptthat it is
possible to develop networks with arbitrary or misleading
visualizations. Second, feature visualizations have been pro-
posed as model auditing tools (Brundage et al., 2020) that
should be integrated “into the testbeds for AI applications”
(Nguyen et al., 2019). Our work demonstrates the �rst “in-
terpretability circumvention method” (Sharkey, 2022) for
feature visualization, which corresponds to a well-known
attack scenariowhere an entity wants to hide certain net-
work behavior (e.g., to fool a third-party model audit or
regulator). For instance, the literature considers scenarios
where a model bias is discovered (e.g., a model exploits
protected attributes like gender for classi�cation), but since
removing this bias decreases model performance, there is
an incentive to hide the bias instead (Heo et al., 2019; An-
ders et al., 2020; Shahin Shamsabadi et al., 2022) without
compromising model performance. Adapting models to
maintain their behavior on standard input while showing
malicious behavior under “adversarial” circumstances is
known under various names:fairwashingif the goal is to
hide model bias (Anders et al., 2020; A�̈vodji et al., 2019),
model backdooringor weight poisoning(Chen et al., 2017;
Gu et al., 2017; Adi et al., 2018) (applied to saliency maps
by (Fang & Choromanska, 2022; Noppel et al., 2022)),data
poisoning(Goldblum et al., 2022) if the change in model
weights is achieved through interfering with the training
data (explored by (Baniecki et al., 2023) in the context of
explanation methods),adversarial model manipulationto
fool saliency maps (Heo et al., 2019), andscaffoldingfor
fooling LIME and SHAP (Slack et al., 2020). Thus, while
we are the �rst to successfully deceive feature visualizations
in this manner, the scenario of adapting a model to deceive
an interpretability method has a rich history.

2.1. Manipulating feature visualizations through a
fooling circuit

Our �rst fooling method is afooling circuit shown in Fig-
ure 3, which generates a “deceptive” unitA with an arbitrary



On the (un)reliability of feature visualizations

original network units (last layer)
index 0 100 200 300 400 500 600 700 800 900

index 0 100 200 300 400 500 600 700 800 900
manipulated network units (last layer)

Figure 2:Using a fooling circuit to arbitrarily permute visualizations. Top row: visualizations of original Inception-V1
last-layer units.Bottom row: After integrating a fooling circuit, units show a permuted visualization (offset by 100 indices).

feature visualization. For natural images,A responds ex-
actly like unitF . However, during feature visualization,A
behaves like unitD instead (see Appendix B.1 for a math-
ematical proof). As an adversary, we have no constraints
when choosing the behavior of unitD (since it does not
affect test performance), and hence, we can obtain arbi-
trary visualizations forA. We employ this fooling circuit
in two experiments. In Figure 1, we select a single large
convolutional �lter for D and hard-code the weights such
that the feature visualization shows an arbitrary pattern,
such as a painting. Alternatively, in Figure 2 we equip
Inception-V1 (Szegedy et al., 2015) with a fooling circuit
encompassing the entire last layer, resulting in permuted fea-
ture visualizations compared to the original network (details
in Appendix D). Inspired by real-world events (Wikipedia,
2015), the fooling circuit in both cases contains a “classi�er
unit” E that distinguishes between natural images and the
input received during the feature visualization optimization
process. This exploits the distribution shift between natu-
ral and optimization input shown in Figure 6 (Appendix),
which can be distinguished using a simple binary classi�er.
This classi�er is integrated into the architecture such that
it operates directly on the network's input. The classi�er
achieves a near-perfect accuracy of99:49% on a held-out
test set; see Appendix C for details. Thus, integrating the
classi�er and fooling circuit into Inception-V1 has a negligi-
ble effect on model accuracy (top-1 accuracy changes from
69.146 % to 68.744 %; top-5 from 88.858 % to 88.330 %).
This shows thatit is possible to maintain essentially the
same network behavior on natural input while drasti-
cally altering feature visualizations.

2.2. Manipulating visualizations through silent units

Our second fooling method does not require a separate clas-
si�er but instead leverages orthogonal �lters embedded in
silent units; i.e. units that do not activate for the entire

Figure 3:Fooling circuit. This circuit consists of six units.
Unit A responds like unitF for natural images, but the
feature visualizations ofA are identical to the ones ofD .
This is achieved by a classi�er unit (E ) distinguishing be-
tween natural and visualization input, and two gate units
with ReLU nonlinearities (B andC) selectively suppressing
information depending on the classi�er's output.k is an
arbitrary large constant.

training set. We analyze how often silent units occur in
common models in Appendix F. This alternative fooling
method demonstrates that fooling can easily be achieved
in different ways. For the same reason, we here consider a
different architecture (ResNet-50 (He et al., 2016) instead of
Inception-V1) and a randomly selected intermediate layer
instead of the last layer (but note that the approach is not
speci�c to a certain architecture or layer). We replace a
standard computational block,

y = ReLU(BatchNorm(Conv( x; �) ; 	)) ; (1)

with the manipulated computation block
�y = y + � y; where� y = ReLU(Conv( x; ��) + b): (2)

Our goal is to set�� andbsuch that�y = y on natural images
while the feature visualizations of�y are not related to those
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of y and instead dominated by� y (details in Appendix D).
We are able to steer the visualizations to (almost) arbitrarily
chosen images. We demonstrate this by applying it to a
ResNet-50 model trained on ImageNet. In Figure 5 (Ap-
pendix), all 512 units in a ResNet layer yield near-identical
feature visualization. This has no impact on the overall
behavior of the network: neither the top-1 nor the top-5
validation accuracy change at all. In summary, we devel-
oped two different methods that trick feature visualizations
into showing arbitrary, permuted, or identical visualizations
across a layer. This means thatfeature visualizations can
be manipulated if you did not train the model yourself.

3. Do feature visualizations reliably re�ect
how standard, unmanipulated networks
respond to natural input?

In Section 2 we have shown that there are certain networks
for which feature visualizations are completely unrelated
to actual network behavior on natural input. This begs the
question:Do feature visualizations reliably re�ect how
standard, unmodi�ed networks respond to natural in-
put? To answer this question, we now switch gears—from
a deceptive/adversarial mindset in Section 2 to an analytical
mindset forstandard, unmodi�ed networks. The fooling
circuit from Subsection 2.1 leads to feature visualizations
being disconnected from network behavior on natural input.
This is achieved by using different paths for different inputs:
for visualizations,D ! B ! A is dominant whereas for
natural input,F ! C ! A is used. We here ask whether a
similar pattern may be occurring in a standard, unmodi�ed
network to assess whether feature visualizations reliably re-
�ect how natural input is processed. To this end, we compare
the processing of natural input and visualizations obtained
for Inception-V1's last layer: are they processed along the
same path? The selectivity of those last-layer units is per-
fectly clear: by design, they are class-selective. This means
we can compare whether images of a class are processed
similarly to feature visualizations for the same class through-
out the network. If so, they should activate roughly the same
units in earlier layers—a property that we can measure using
Spearman's rank-order correlation (similar paths! similar
activations! high correlation). If they are processed along
independent paths instead, we would obtain zero correlation.
In Figure 4, we plot the results of this analysis, normalized
relative to two baselines: the raw data is normalized such
that 1.0 corresponds to the Spearman similarity obtained by
comparing natural images of the same class (airplanes vs.
airplanes, crocodiles vs. crocodiles), and 0.0 corresponds
to the similarity that is obtained from comparing images of
one class against images of a different class (airplanes vs.
crocodiles etc.). The results are averaged across classes; raw
data and additional information can be found in Appendix E.

As can be seen in Figure 4, last-layer feature visualizations
are processed differently from natural images throughout
most of the network. If they would be processed along the
same path, similarity would need to be high across all lay-
ers. Later layers have a higher correlation, but that does not
mean that the activations are resulting from the same paths.
In many earlier and mid-level layers, the activations of, say,
crocodile images are as similar to activations of crocodile
visualizations as they are to activations of �ower, dog or
pizza images. Similar to the manually crafted fooling cir-
cuits,processing along different paths casts doubt on the
ability of feature visualizations to explain how standard
neural networks process natural images.

4. Theory: impossibility results for feature
visualization

In the light of our experimental results, we ask:When are
feature visualizations guaranteed to be reliable?(i.e.,
guaranteed to produce results that can be trusted / relied
upon?) Feature visualization is expected to help us “answer
what the network detects” (Olah et al., 2018), “understand
what a model is really looking for” (Olah et al., 2017),
and “understand the nature of the functions learned by the
network” (Erhan et al., 2009). When formalizing these state-
ments, two aspects need to be considered. First, the structure
of functions to be visualized. The current literature does not
place assumptions on the function: it could be any unit in
a “black-box” (Heinrich et al., 2019; Nguyen et al., 2019)
neural network. Second, we need to characterize which as-
pects of the function feature visualization promises to help
understand. The existing literature (quotes above and in Ap-
pendix H) focuses on a strong, global notion of understand-
ing, rather than on understanding a narrow set of inputs or a
tiny part of the function. Here we prove that it isimpossible
to guarantee that feature visualization realizes this combina-
tion (global notion of understanding without assumptions
about the black-box). Feature visualizations based on acti-
vation maximization generate highly activating images for a
functionf (e.g., a neuron in a fully connected or a channel
in a convolutional layer). While not typically described
as such1, �nding a highly activating image directly corre-
sponds to �nding thearg max of f —an insight that might
seem trivial. Paradoxically, it is well-known that it is impos-
sible to conclude much, if anything, about an unconstrained
function from itsarg max. Yet, feature visualizations are
purported to help us understand what black-box functions
(e.g., neural network units) detect. To resolve this paradox,
we can either lower our expectations by considering weaker
notions of understanding, or impose more assumptions on
the function. We now explore both directions, and show that
even strong assumptions on the function areinsuf�cient

1A notable exception is Zimmermann et al. (2021).
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Figure 4:Natural vs. synthetic path similarity analysis.Throughout the �rst two thirds of Inception-V1 layers, activations
of natural images have roughly as little similarity to same-class visualizations as they have to completely arbitrary images of
different classes. In the last third of the network, similarity increases. Details in Section 3.

to guarantee that feature visualization are reliable for
understanding f , even on signi�cantly weaker notions
of understanding. Our theoretical results are summarized
in Table 1, where different columns correspond to subse-
quently weaker notions of understanding. The �rst column
asks if feature visualization enables predicting a function
valuef (x) for a new inputx. The second column asks if
f (x) can be predicted up to some small error" . The third
column—which is similar to the task studied by Borowski
et al. (2021)—is the weakest, asking only if feature visu-
alization enables predicting iff (x) is closer to themin or
max value off . Meanwhile, different rows correspond to
asking “If the user knows that the function satis�es this
assumption, can they use feature visualization to predict
f (x)?”

Notation and de�nitions. We denote the indicator function
of a Boolean expressionE as1E , which is 1 if E (x) is
true and0 otherwise. Letd denote the input dimensionality
(e.g., number of pixels and channels),I = [0 ; 1]d the input
space, andF = fI ! [0; 1]g the set of all functions from
inputs to scalar, bounded activations2. Maximally activating
feature visualizationis the map fromF to I 2 � [0; 1]2

that returns a function'sarg min, arg max, and values
at these two points, which we denote by� min max (f ) =
(arg minx 2I f (x); arg maxx 2I f (x); minx 2I f (x);
maxx 2I f (x)) . Whenf is clear from context, we write
� min max = ( xmin ; xmax ; f min ; f max ) for brevity. We
assess the reliability of a feature visualization by how well
it can be used to predictf (x) at new inputsx. To make
such a prediction, the user mustdecodefeature visualization
into useful information. We denote afeature visualization
decoderas a mapD 2 D = f I 2 � [0; 1]2 ! F g . Our
results do not rely on the structure ofD in any way. Rather,
No in Table 1 means that foreveryD the assumptions are

2For example, class probabilities or normalized activations of a
bounded unit in a neural network.

insuf�cient to guarantee accurate prediction off .

4.1. Main theoretical results

Precise de�nitions, all proofs, and more details are given
in Appendix B. First, we note that the boundedness off
implies a trivial ability to predictf (x).

Proposition 1. There existsD 2 D such that for allf 2 F ,





 f � D (� min max (f ))








1
�

f max � f min

2
: (3)

Proposition 1 says that for any functionf , a user can take
the feature visualization� min max (f ) and apply a speci�c
decoder (the constant function taking value halfway between
f min andf max ) to predictf (x) for anynewx. If the user
imposed assumptions onf , one might conjecture that a
clever choice of decoder could lead to a better prediction
of f (x). Our �rst main result shows that this is impossible
even for strong assumptions.

Theorem 1. For all G 2 f F ; FNN; FERM; FPAff; FMono g,
D 2 D , and f 2 G, there existsf 0 2 G such that
� min max (f ) = � min max (f 0) and






 f 0 � D (� min max (f 0))








1
�

f 0
max � f 0

min

2
: (4)

Consider a user who knows that the unit to visualize is piece-
wise af�ne (f 2 F PAff). Using this knowledge, they hope
to predictf by applying some decoder to the visualization
� min max (f ). However, for everyf , there is always another
f 0 that satis�es the user's knowledge (f 0 2 F PAff) and has
� min max (f ) = � min max (f 0). Since the user is only given
� min max , they cannot distinguish between the case when
the true function isf and when it isf 0, regardless of how
clever their decoder is. Theorem 1 says thatf andf 0 are
suf�ciently different, and thus, the user will do poorly at
predicting at least one of them; that is, the user does not
improve on the uninformative predictive ability prescribed
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Given feature visualization forf , can we reliably predictf (x) ...
exactly? "-approxim.? closer to min or max?

black-box F No No No
neural network (NN) FNN No No No
NN trained with ERM FERM No No No

L� Lipschitz (knownL) F L
Lip No No Only for smallL

piecewise af�ne FPAff No No No

monotonic FMono No No No
convex FConvx No No No

af�ne (input dim. ¿ 1) F d> 1
Aff No No No

af�ne (input dim. = 1) F d=1
Aff Yes Yes Yes

constant FConst Yes Yes Yes

Table 1:Theory overview. Feature visualization aims to help understand a functionf (e.g., a unit in a network). While
understanding is an imprecise term, it can be formalized: Givenf and its arg max and arg min (approximated by feature
visualization), how well can we predictf (x) for new values ofx? Intuitively, this is impossible iff is a black-box. Instead,
to make meaningful predictions, we need strong additional knowledge aboutf .

by Proposition 1. This implies No for the �rst two columns
in Table 1. The same result can be shown forFConvx at the
expense of1=2 becoming1=4 (Theorem 3) and forF L

Lip with
dependence onL (Theorem 4).

Our second result is an analogous negative result for predict-
ing whetherf (x) is closer tof max or f min , implying No for
the third column in Table 1. To state it, for anyf 2 F we
de�ne mf = ( f max + f min )=2; note thatf (x) is closer to
f max if and only if f (x) > m f .

Theorem 2. For all D 2 D , f 2 G, and G 2
f F ; FNN; FERM; FPAff; FMono; FConvx g, there existsf 0 2 G
such that� min max (f ) = � min max (f 0) and








 1f 0>m f 0 � 1D (�

min max
( f 0)) >m f 0










1
� 1f max 6= f min

: (5)

The LHS of Eq. (5) quanti�es “Can the user tell iff 0(x)
is closer tof 0

max or f 0
min ?” Since indicator functions are

bounded in[0; 1], the LHS is trivially bounded above by1.
Again consider the user who knowsf 2 F PAff. Theorem 2
says that for anyf —unlessf also happens to be constant
(i.e., f max = f min )—there is always somef 0 2 F PAff that
is indistinguishable fromf to the userandsuf�ciently dif-
ferent fromf so that the user cannot reliably tell iff 0(x)
is closer tof 0

max or f 0
min (i.e., the RHS is also1). The

same result can be shown forF L
Lip with dependence onL

(Theorem 5). We defer our negative results for af�ne func-
tions to Theorems 6 and 7 and our positive results to Theo-
rem 8. Our theory proves thatwithout additional assump-
tions, it is impossible to guarantee that standard feature
visualizations can be used to understand (i.e., predict)
many types of functions, including black-boxes, neural
networks, and even convex functions.

5. Conclusion

Feature visualizations based on activation maximization are
widely used to understand neural networks. We here asked
whether feature visualizations are reliable, i.e. whether we
can trust/rely on them. We investigated this question from
three complementary angles. Section 2 shows that an ad-
versary can manipulate visualizations. Section 3 shows that
different processing paths cast doubt on the ability of fea-
ture visualizations to understand natural image processing.
These empirical �ndings are underpinned by theoretical re-
sults (Section 4) proving that it isimpossibleto guarantee
that standard feature visualizations can be used for under-
standing black-box functions—at least not if “understanding”
means being able to make meaningful predictions about the
functions. This indicates that while feature visualizations
can be very useful for exploratory hypothesis generation,
they should not be used for con�rmatory use cases. In the
absence of more reliable methods, combining them with
additional methods (including dataset samples) as recom-
mended by Olah et al. (2018; 2020) may be our best shot
currently; although it may be worth noting that highly ac-
tivating dataset samples can be manipulated too (Nanfack
et al., 2023). On a higher level, these �ndings are part of a
broader challenge to the concept of post-hoc interpretability
methods: understanding completely black-box systems may
sometimes be more than we can hope for (Srinivas & Fleuret,
2019; Bilodeau et al., 2022; Fokkema et al., 2022; Han et al.,
2022). Instead, a potential way forward could be to use the
theoretical framework explored here as a starting point to
discover structures that enable reliable predictions. For in-
stance, more linear units are easier to predict, an aspect we
explore in Appendix G. Potentially, these structures could
then be incorporated into “reliable-by-design” networks.
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Code availability

Code to replicate experiments from this paper is available here:
https://github.com/google-research/
fooling-feature-visualizations/

Acknowledgments

We would like to thank (in alphabetic order): Matthias Bethge,
Judy Borowski, Thomas Klein, Pang Wei Koh, Ari Morcos, Chris
Olah, Lisa Schut, Caroline Seidel, Paul Vicol and Felix Wichmann
for helpful discussions and feedback. All opinions expressed in
this article are our own and are not necessarily shared by any of the
colleagues we thank here. This work was supported by the German
Federal Ministry of Education and Research (BMBF): Tübingen
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