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Abstract—Nowadays, Web bots are used extensively for tasks
like search engine indexing and security assessments, but they
can also facilitate malicious activities such as ad fraud and data
theft and many more. However, existing approaches are unable
to detect more advanced bots, such as those driven by Selenium
or OpenWPM, which can conceal their browser fingerprint and
imitate human browsing behaviors. In this paper, we propose a
novel technique for identifying advanced bots, specifically those
using OpenWPM, through behavioral analysis. Our approach
considers four browsing behaviors, including mouse movement,
mouse click, keystroke, and scrolling. We employ an ensemble of
lightweight classification models trained on behavioral features,
which are augmented using unsupervised clustering in a novel way
to enhance detection performance. The detection system is designed
in a modular fashion, making it resilient to missing behavioral
data and independent of platform-specific features or tasks, en-
abling generalizability across diverse web platforms. The proposed
approach achieves an F1-score of 98.8%, presenting a promising
solution for detecting OpenWPM bots and other human-mimicking
bots with improved precision.

Index Terms—Bot detection, behavioral analysis.

I. INTRODUCTION

N RECENT years, a significant portion of web traffic has

been generated by automated web bots [1], often developed
using automation frameworks such as Selenium [2], Open-
WPM [3] or Puppeteer [4]. There are various types of bots with
legitimate applications, including search engine bots, copyright
enforcement bots, site monitoring bots, and commercial bots,
each serving distinct purposes [1], [5]. While many of these
bots are benign, there also exist a growing number of mali-
cious bots that engage in harmful activities such as distributed
denial-of-service (DDoS) attacks, spam, digital ad fraud, data
scraping, credential stuffing, and more [6], [7]. These bots are
capable of mimicking human browsing behavior [1], [8], making
it increasingly difficult for websites to detect automated bot
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activity. For example, the WebTAP framework [9] leverages
OpenWPM to track and analyze web behavior at scale, helping
businesses stay transparent, comply with privacy regulations,
and monitor advertising practices. However, the same tools that
enable valuable research and compliance efforts can also be
leveraged by malicious parties to automate web interactions at
scale. Consequently, detecting and mitigating bot activity has
become essential to ensuring web security.

Despite significant progress, bot detection remains a critical
challenge. Traditional methods primarily focus on analyzing
web session logs, using HTTP request features (e.g., GET/POST
counts, error rates) and session-level patterns [8], [10], [11],
[12], [13], [14]. However, these approaches struggle to de-
tect sophisticated, human-mimicking bots. While some studies
achieve promising results using browser fingerprinting [15],
[16], [17] or graph-based website navigation analysis [18], [19],
these methods are often circumvented by bots that spoof fin-
gerprints [17] or imitate human-like navigation patterns. Mouse
dynamics have emerged as a promising behavioral biometric,
with studies extracting trajectory features for binary classifica-
tion or employing deep learning on time-series or image-based
representations [20], [21], [22], [23], [24], [25], [26], [27], [28],
[29], [30]. However, many of these studies rely on constrained
data collection or synthetic datasets, lack validation against
real-world bots, and are often limited to specific contexts such
as blog platforms. These limitations highlight the need for a
more generalizable and robust behavioral analysis framework
capable of detecting advanced, human-mimicking bots across
diverse web environments.

This work addresses the shortcomings of existing methods for
detecting human-mimicking bots by proposing a modular ap-
proach that leverages behavioral features extracted from mouse
movements, mouse clicks, mouse scroll, and keystroke dynam-
ics. Each module is designed to operate independently, enabling
robust performance even when partial data is available. The
approach integrates unsupervised clustering with supervised
classification to improve detection accuracy in a flexible and
extensible manner. To that end, we aim to answer the following
research questions:

RQI: To what extent can browsing behavior data effectively
distinguish bots from humans, and which behavioral charac-
teristics offer the most discriminative power? We develop a
model that leverages mouse dynamics, including movement and
clicking, as well as scrolling patterns and keystroke activity,
to effectively identify bots. Our analysis reveals that certain
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behavioral characteristics consistently differ between humans
and bots, offering strong discriminative signals for robust detec-
tion.

RQ2: In what ways can the performance of classification-
based machine learning models be improved for detecting
human-mimicking bots through behavioral signals? To address
this question, we propose leveraging a diverse ensemble of clas-
sification models whose predictions are aggregated to enhance
overall accuracy. Additionally, we integrate clustering tech-
niques within each model to capture latent structures in behav-
ioral signals, such as mouse movement patterns and keystroke
dynamics, thereby refining detection capabilities.

RQ3: Which combinations of behavioral features contribute
most to accurate bot detection, and how robust and general-
izable is the system to missing interaction types? We evaluate
different combinations of behavioral actions to identify which
ones contribute most to accurate bot detection. Building on this,
we design a modular detection framework where each action
type is analyzed independently, allowing the system to remain
effective even when some data types are missing. By avoiding
platform-specific actions (e.g., drag-and-drop, timing entropy),
the approach generalizes well across web contexts. The out-
puts of each module are combined through an ensemble-based
mechanism, enabling reliable detection even under incomplete
or noisy behavioral input.

The key contributions of this work are as follows.

® OpenWPM bot detection via behavior: We are the first to

detect automation tools like OpenWPM based solely on
browsing behavior. To support this, we developed a dataset
with 150 human participants in an unconstrained, natural-
istic setting, augmented with sessions from OpenWPM-
driven bots. This provides insight into behavioral differ-
ences between humans and bots. For example, we observe
that the mouse move action exhibits the most distinguish-
able behavioral patterns, particularly in features like path
efficiency and slope variance.

® Clustering-assisted classification: We propose a novel

technique that integrates unsupervised clustering of brows-
ing patterns with supervised classification, enabling im-
proved detection performance, even with lightweight clas-
sification models.

® Enhanced behavioral features: We introduce a new mouse

movement feature and leverage the relatively underutilized
mouse scrolling behavior to better distinguish between hu-
man and bot interactions. From our evaluations, the mouse
scrolling action type alone achieves an average Fl-score
of 84.6%, and up to 98.8% when combined with other
interaction types, demonstrating its strong effectiveness in
behavioral-based detection.

® Modular design for adaptability: Our system is imple-

mented in a modular fashion, allowing each interaction
type such as mouse movements, clicks, keystrokes, and
scrolling to be analyzed independently. This ensures ro-
bustness even when certain signals are absent. Notably,
when excluding the most commonly used signal in prior
work—mouse movement, our system still achieves an F1-
score of 90.1% using the remaining interaction types. We
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also demonstrate generalizability by training and testing
the model across different websites.

The rest of the paper is organized as follows. In Section II,
we review background and related work on bot detection, high-
lighting distinctions from prior approaches. Section III describes
the proposed approach, outlining the system architecture and
its key components. Section IV details the experimental setup,
the dataset used, and presents the performance results of the
proposed detection system. Section V discusses the limitations
of our approach and provides a broader perspective on its prac-
tical implications and potential areas for improvement. Finally,
Section VI concludes with a summary of contributions.

II. BACKGROUND AND RELATED WORK
A. Existing Works

Early bot detection methods primarily relied on web session
log analysis [8], [10], [11], [12], [13], [14], extracting simple
statistics such as request counts, error rates, referrers, and session
durations. These approaches effectively identify basic automa-
tion but struggle against sophisticated bots that mimic human
browsing. Browser fingerprinting [15], [16], [42], [43] has also
been widely used, leveraging device-level attributes like screen
resolution, fonts, and rendering inconsistencies. However, such
methods are increasingly circumvented by evasion techniques,
including OpenWPM-specific fingerprint spoofing [17], which
undermines their robustness. Network-based approaches [44],
[45] offer complementary signals but show limited accuracy and
scalability.

In contrast, mouse dynamics have emerged as a promising
alternative, offering behavioral cues difficult for bots to repli-
cate [20], [21], [22], [23], [24], [25], [26], [27], [28], [29], [30].
Previous studies [22], [41] used engineered features from mouse
movements, clicks, and keystrokes with traditional classifiers
like C4.5 which demonstrated strong performance in controlled
settings such as blog platforms. However, these datasets are often
constrained, platform-specific, and limited in realism. Later
studies adopted deep learning by converting trajectories into
images or sequences. 1D-CNN and LSTM-based models [21],
[23], [26] achieved high reported accuracies (up to 99.91%),
though typically under repetitive tasks in login forms which
limit their generalizability to unconstrained browsing. Neuro-
motor and GAN-based trajectory generation [25] produced more
human-like patterns, but Random Forest models still detected
them due to underlying artifacts. Importantly, handcrafted sta-
tistical features [22] often outperformed neuromotor features,
especially against synthetic bots. ReMouse [28] investigated
session replay bot detection by analyzing intra-user variability
with Dynamic Time Warping and deep embeddings.

Graph-based approaches have been widely explored for so-
cial bot detection [18], [19], [32], [33], [34], [35], [36], [37],
[46], [47], [48], leveraging the rich information available in
social networks including textual content, user attributes, and
interaction relations. Session graphs model pages as nodes and
transitions as edges, enabling Graph Convolutional Networks
to identify abnormal navigation. Multiscale and hypergraph
models [35], [47] improve detection through structural and
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TABLE I
SUMMARY OF COMPARISON WITH THE PRIOR TECHNIQUES (v”: INDICATES SUPPORTED/APPLICABLE; X: INDICATES NOT SUPPORTED/NOT APPLICABLE; b: NOT
PASSIVE DETECTION; T: CREDENTIAL STUFFING BOTS; —: NO EXPLICIT RESULT)

Emulates Human | Cross-Platform

Literature | Type of Data Techniques Bot Type Detection Rate Behavior ‘Applicability Model Complexity
8], [11] User agent, HTTP features Classification model Simple, Moderate 96.5% X X Lightweight
[12] Session & Hittp log Clustering model Known bots 91%-92% X X Lightweight
[31] Session & Hittp log Positive-unlabeled Learning Simple, Moderate - X X Moderate
24 Mouse kinematics Clustering, Fractional Derivatives | Clicker bots - X X Moderate
18], [19] Site navigation graph CNN, Graph CNN page repetitive bots — X v Heavy
28 Mouse Dynamics DTW, VGG16(DL Model) Session Replay bots — X X Heavy
[26], [27] Mouse Trajectory LSTM, ResNet Credential stuffing bots | 99.5%-99.91% T X Heavy
[25] Mouse trajectory, Neuromotor feature | Classification, LSTM GAN based bot 99.1% [3] X Heavy
23 Mouse Trajectory CNN, LSTM Statistical attack bots 96.2% v v Heavy
21 Mouse trajectory, Web session log CNN, classification, ensemble Moderate, Advanced 93% v v Heavy
32]-[37] Text, User metadata Graph, GNN, GCNN Social bot - v X Heavy
[38]-[40] Text, User metadata Transformer, Graph Social bot - v X Heavy
[22], [41] Mouse & Keystroke dynamics Classification model Blog bots 99.45% v X Lightweight

Ours Mouse & Keystroke dynamics Classification, Clustering OpenWPM-based bots 98.8% v v Lightweight

semantic features. Earlier flow-based graph models [48], [49]
faced scalability issues and were less effective on encrypted
traffic. Despite strong performance, graph-based approaches
face several limitations. They are often platform-dependent,
with most validation limited to Twitter-like datasets, leaving
cross-platform robustness uncertain. Their computational cost
makes them less practical in low-resource environments. Finally,
most assume static graphs, overlooking the dynamic nature of
social networks where bots change connections, adopt dormant
“sleeper” strategies, or evolve posting behaviors over time.

Transformer-based methods [38], [39], [40] further exploit
semantic and sequential cues. Heterogeneity-aware graph trans-
formers [38] and pretrained language models [50], [51] en-
hance detection of sophisticated or coordinated bots, often by
integrating relational and multimodal features [40]. However,
their computational cost and platform dependency limit broad
deployment. These findings collectively demonstrate that hand-
crafted features remain highly competitive and may even rival
deep models when supported by thoughtful feature engineering.
Table I provides an overview of related works, summarizing
their approaches, techniques, and key limitations relevant to our
study.

B. Distinction From Existing Work

Prior research on bot detection has largely focused on single
interaction types—primarily mouse movement [23], [25], [26],
[27] or on browser fingerprinting. While effective in controlled
settings, these approaches often depend on platform-specific
signals, degrade when interaction data is incomplete, and strug-
gle to generalize across diverse browsing environments. Many
deep learning—based methods also require high computational
costs and lack interpretability, making them less practical for
real-world deployment. In contrast, we introduce a novel feature
for mouse movement that enhances the separation between
human and bot behavior, improving classification effectiveness.
Additionally, our approach combines unsupervised clustering
of browsing patterns with machine learning based classification
in a novel, lightweight framework. This integration facilitates
robust detection of OpenWPM-driven bots, even with minimal
computational overhead. By evaluating detection performance
across multiple interaction types and their combinations, we

demonstrate that our method generalizes effectively across var-
ied types of user behavior, not just platform-specific tasks.

III. PROPOSED APPROACH

The goal of our system is to distinguish between human users
and bots based on their browsing behavior, specifically by ana-
lyzing mouse dynamics and keystrokes. While other browsing
behaviors, such as HTTP features, can provide some insight,
they are not particularly effective on their own against advanced
bots that emulate human behavior [8]. Combining these features
with mouse dynamics often leads to a simple aggregation of
scores, which does not significantly improve detection perfor-
mance [21]. Therefore, we propose using a comprehensive set
of mouse related features, including mouse movements, clicks,
scrolling, and keystrokes, to enhance detection accuracy. To
ensure that the model is adaptable to a wide range of websites,
we employ separate modules dedicated to each of these four
types of actions. Fig. 1 illustrates the overall workflow of the
proposed detection system. The detection system consists of
four components:

1) Frontend Logger: A lightweight JavaScript module em-
bedded in webpages to passively capture raw user inter-
action events (mouse, scroll, keypress), without adversely
affecting user experience or consuming significant band-
width. A more detailed analysis of the associated overhead
and resource consumption is provided in Section IV-G.

2) Backend Analyzer: Processes raw Ul events into high-
level behavioral actions by aggregating and compressing
sequential inputs for efficient representation.

3) Clustering and Classification: Enhances features via
class-wise K-Means clustering and trains multiple clas-
sifiers (SVM, RF, XGBoost) on interaction-specific data.

4) Prediction Fusion: Combines predictions from multiple
classifiers using a meta-classifier, which learns to ag-
gregate their outputs and produce a more accurate final
human/bot decision per session.

A. Frontend Logger

The frontend logger in our system is modeled after the ap-
proach described by Chu et al. [22], [41]. Implemented in
JavaScript and embedded across all pages of the test website,
the logger operates passively in the background, requiring no
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Fig. 1. Our approach consists of: (1) a lightweight frontend logger that passively captures raw UI events without impacting user experience, (2) a backend

analyzer that compacts and maps events to high-level behaviors, (3) a feature-augmented clustering and ensemble classification module for human/bot detection,
and (4) a fusion unit that aggregates classifier outputs across interaction types (MM = Mouse Move, MC = Mouse Click, KP = Key Press, MS = Mouse Scroll)

for robust session-level decisions.

TABLE II
USER ACTIONS AND THEIR BEHAVIORAL ATTRIBUTES

Action

Description

| Attributes

Mouse Move . .
direction

The movement of the mouse in any

Distance, Displacement, Duration, Velocity, Path ef-
ficiency, Net path slope, Mean path slope, Variance
of slope

Mouse Click right mouse button

The press and release of the left or

Duration, Inter arrival time

Mouse Scroll (Scrolling)
down

The action of moving the scroll
wheel on a computer mouse up or

Duration, Average scroll velocity

Key Press (Keystroke) button

The press and release of a keyboard

Key press duration, Inter arrival time

explicit user interaction. It captures a range of user behaviors,
including mouse movements, keypresses, and scrolling activity,
whenever the user engages with any webpage element. Con-
sistent with the referenced work, our logger records six core
Ul events: Mouse Move, Mouse Down, Mouse Up, Key Down,
and Key Up, with the addition of a Scroll event. Each event is
captured using JavaScript event listeners, which are triggered
upon user interaction and log the event data in JSON format.
The logger temporarily buffers these events and periodically
transmits them in batches to the backend for further processing.

To ensure minimal impact on user experience and bandwidth,
we adopt the client-side cursor data compression techniques
proposed by Leiva et al. [52], which significantly reduce the
volume of transmitted data without compromising behavioral
fidelity. By applying a combination of lossy and lossless methods
optimized for web analytics, our system achieves efficient data
transmission while preserving the resolution necessary for ac-
curate bot detection. Additionally, asynchronous data collection
and event buffering are employed to avoid blocking the main
execution thread, further ensuring that user interactions remain
unaffected.

B. Backend Analyzer

The Backend Analyzer processes the raw user interface data
received from the frontend logger, compacting it into higher-
level interaction events, following an approach partially inspired
by Chu et al. [41]. These high-level events include Mouse

Move, Mouse Click, Keystroke, and Mouse Scroll. Continuous
mouse movements are segmented into multiple move events
based on pauses during the motion. Similarly, Keydown and
Keyup events are aggregated into a single Keystroke event,
while Mouse Button Down and Mouse Button Up are merged
into a Mouse Click event. Unlike the approach in [41], our
Backend Analyzer introduces scrolling as a distinct event type
and extracts additional features from mouse scrolling data. A
detailed breakdown of these aggregated actions is provided
in Table II. The attributes were selected based on established
findings in behavioral biometrics [22], [25], [26]. Features such
as distance, velocity, duration, and inter-arrival time are known
to capture natural irregularities in human interactions that auto-
mated bots struggle to reproduce. In Section IV-B, we further
justify this choice by showing how these properties consistently
differentiate between human and bot behaviors. As aresult, these
properties serve as strong discriminative signals for building
effective bot detection models.

For the mouse move action, we compute Distance as the
total length of the mouse trajectory and Displacement as the
straight-line distance between its start and end points. Duration
refers to the time span of the mouse move event. Velocity is
derived by dividing the total distance by the corresponding du-
ration. We calculate Path Efficiency as the ratio of displacement
to distance, where lower values indicate more erratic motion.
Additionally, the Net Path Slope captures the slope of the direct
line between the start and end points, while the Mean Path
Slope and Variance of Slope provide insights into directional
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consistency by evaluating the average and variation of slopes
along the movement trajectory. Also, if the time between two
consecutive mouse events exceeds 200 milliseconds, they are
considered part of separate mouse movements.

For discrete input events such as mouse clicks and key presses,
we compute Click/Press Duration as the time interval between
the down and up actions of a button or key, and Click/Press
Inter-arrival Time as the time gap between the end of one click
or key press and the start of the next. Mouse Scroll Duration
captures the total time of a scrolling episode, segmented by
pauses in scrolling activity, while Mouse Scroll Average Velocity
is computed as the total scroll distance (measured in pixels)
divided by the scroll duration. The resulting high-level action
features are then separated and routed to their respective clus-
tering and classification models for further analysis.

C. Clustering and Classification

1) Clustering-Based Feature Augmentation: To distinguish
between human and bot behaviors, we first collect real-world
interaction data from both human users and automated bots
(more details in Section IV). We apply clustering techniques
(K-Means or Agglomerative clustering) separately to the human
and bot training sessions in the feature space. Specifically,
human-class sessions are grouped into K 7 clusters and bot-class
sessions into Kp clusters, resulting in prototypical centroids
that represent typical human and bot behavior, respectively.
We compute the euclidean distance between each input data
point and the nearest centroid from both the human and bot
clusters, resulting in two distance values: Dy (distance from the
nearest human cluster) and Dpg (distance from the nearest bot
cluster). These two distances are then appended to the original
feature, and the augmented data is used to train an ensemble of
models. This clustering step embeds unsupervised structure into
the feature representation, enriching the raw behavioral metrics.

2) Classification Models: After feature engineering, we train
supervised classifiers to predict human versus bot on the en-
riched feature vectors. To exploit the heterogeneous signals,
separate models are trained for each action type (mouse, scroll,
click, keystroke). We train three standard classifiers: a Support
Vector Machine (SVM), a Random Forest, and an XGBoost
gradient-boosted tree model. These algorithms are widely used
in behavioral classification tasks and have shown high accu-
racy: for example, RF and XGBoost achieved top scores on
keystroke/mouse dynamics data [25], [53], and SVM/RF have
yielded more than 90% accuracy on similar biometric data [54].
To further enhance prediction performance, we combine the
outputs of these models using an ensemble strategy. The goal of
ensemble learning is to leverage the complementary strengths
of diverse algorithms and models, achieving higher predictive
accuracy than individual models alone through their combined
decision-making [8], [21], [53].

D. Prediction Fusion

Atinference time, each trained model (across all action types)
produces a probability of bot prediction for the current session.
These predictions are then fed into a meta-classifier, which learns
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to weigh and combine the outputs to form the final decision. The
meta-classifier is included in the proposed approach primarily
to learn the optimal weights for different action types instead of
assigning the same weight to each action type. In our implemen-
tation, the meta-classifier is a logistic regression model trained
on the probability outputs from the four interaction-specific
models (mouse movement, mouse click, mouse scroll, and key
press). Logistic regression is chosen over other neural networks
to avoid adding additional complexity to the model. Learning-
based fusion of diverse behavioral classifiers can significantly
boost overall accuracy. The final system thus produces a single
classification indicating “human” or “bot.”

IV. EVALUATION

This section presents a concise overview of our experimental
setup and key findings. We begin by describing the datasets used
for training and evaluation. Next, we analyze behavioral differ-
ences between human users and bots across interaction types.
We then report the performance of our proposed detection ap-
proach using several classification models, including individual
and ensemble methods. The impact of clustering-based feature
augmentation is also evaluated. Finally, we present ablation and
cross-validation results to evaluate model robustness, followed
by an analysis of system overhead in terms of computational
efficiency, latency, and bandwidth usage.

A. Experimental Setup

1) Data Collection Framework: To evaluate the effective-
ness of our bot detection framework, we constructed a dataset
comprising both human and bot-generated browsing sessions.
The data was collected using a custom-built interactive website
designed to emulate a real-world e-commerce site. This website
allowed users to perform typical shopping-related activities,
including browsing through a collection of products, viewing
detailed descriptions, adding items to a shopping cart, and
submitting textual feedback for individual products. The user
interface included scroll capabilities on the homepage to en-
courage natural scrolling behavior, alongside dynamic content
loading to better reflect realistic interaction patterns. Mouse
movements, clicks, scroll events, and keystroke inputs were
continuously tracked across all pages. These rich behavioral
traces were recorded for both human users and scripted bot
agents.

To ensure that our detection system is broadly applicable
across different types of web environments, we designed the
interaction flows to represent generalized behavior patterns not
limited to e-commerce but common across a variety of modern
content-driven websites. Actions like browsing content, inter-
acting with elements, and submitting forms are common across
news, educational, and social media platforms. To evaluate the
generalizability of our approach, we collected a small-scale
dataset from a different type of web platform, a social media
site called Postlt [55]. The platform resembles popular social
networks, allowing users to browse and interact with posts,
engage through likes and comments, view profiles, and search
or sort content by various attributes.
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Moreover, while all four types of interaction data were col-
lected, our detection model is designed to be agnostic to interac-
tion types, so it can operate effectively even when only a subset
of interaction types is available. This ensures deployment flex-
ibility in environments where, for example, keystroke logging
may be restricted for privacy reasons or certain interactions are
not applicable (e.g., read-only content).

2) Human Data Collection: For human data collection, 150
participants interacted with the website, with each participant
visiting the site two to three times. This resulted in a total of 320
distinct web sessions. Each session lasted approximately 5 min-
utes, yielding over 25 hours of total interaction data. Interaction
events were recorded using embedded frontend logging scripts
that transmitted data in real-time to a backend storage system for
analysis. For social site data collection, we used 15 new human
subjects different from the e-commerce dataset, each performing
two browsing sessions of approximately five minutes.

All data collection procedures were reviewed and approved
by the Institutional Review Board (IRB) of the primary author’s
institution. Participants were informed of the study goals and
their rights, including the ability to withdraw at any time by
the study coordinators. All participants voluntarily took part in
the study and provided their informed consent, acknowledging
that their data would be used solely for research purposes. No
financial compensation was offered for participation.

3) Bot Data Collection: For our data collection, we utilize
OpenWPM, which leverages Selenium WebDriver to simulate
human interactions. Standard Selenium actions such as mouse
movements, clicks, typing, and scrolling are often linear, in-
stantaneous, and easily distinguishable from genuine human
behavior. To mitigate this, the Human-Like Interaction Sele-
nium API (HLISA) [56] is employed, which enhances Selenium
and OpenWPM by introducing more human like patterns into
automated interactions. HLISA replaces Selenium’s default Ac-
tionChains with augmented versions that incorporate realistic
delays, variability, and behavioral subtleties.

Mouse movements are designed to follow curved, jittered
paths with variable speed and correction phases, rather than
straight, uniform trajectories. Clicking actions replicate human
distributions, including dwell times and occasional imprecision.
Scrolling is performed in natural tick intervals with intermit-
tent pauses and simulated finger repositioning, while typing
incorporates realistic dwell and flight times, pauses at natural
linguistic boundaries, and appropriate use of modifier keys.
These improvements slow down and diversify automated inter-
actions, making them less uniform and reducing the likelihood
of detection by bot-detection systems.

In our experiments, all bot agents employ HLISA, and addi-
tional randomness is incorporated for mouse clicks, keystrokes,
and scrolling to further mimic human behavior. Some agents
are designed to perform only a single type of action—such
as mouse movements, clicks, or typing—to emulate specific
behaviors like browsing, clicking, or form filling. Other agents
combine multiple action types to replicate a broader range of
genuine human interactions. Bot sessions are generated using
OpenWPM version 0.21.1 in a Conda 23.3.0 environment on
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Ubuntu 22.04 LTS. A total of 20 unique OpenWPM browsing
scripts were developed and each script was executed 10 times,
producing bot sessions with an average duration of 8 minutes,
resulting in approximately 26 hours of session data. This ensured
a balanced dataset in terms of total volume between human
and bot interactions. The bot scripts were adapted to the social
media platform by implementing continuous scrolling, engaging
with features such as likes, comments, and profile views, and
simulating realistic browsing through adaptive hover durations
over posts. A similar amount of bot session data was collected
to match the human social site dataset.

4) Evaluation Criteria: We evaluate performance using stan-
dard metrics—Accuracy, Precision, Recall, and F1 score. Accu-
racy reflects overall correctness, Recall measures the model’s
ability to detect true bots, Precision indicates the proportion of
correctly identified bots, and F1 balances Precision and Recall
to capture overall detection effectiveness.

B. Behavioral Differences Between Humans and Bots

This subsection addresses RQI by analyzing the behavioral
differences between human users and bots across various inter-
action types. Behavioral data collected from both human users
and OpenWPM-driven bots served as the foundation for ana-
lyzing differences in interaction patterns. To explore these be-
havioral distinctions, we conducted a comprehensive analysis of
key user actions—namely mouse movement, clicking, scrolling,
and key press behavior. The distribution plots in Fig. 2 illustrate
the comparative behavior across 14 interaction features.

Notably, bots tend to exhibit higher values in mouse move-
ment metrics, as shown in subplots (a), (b), (c), and (d), which
highlight greater displacement, distance, velocity, and duration.
These elevated values suggest scripted or mechanically efficient
behavior, characterized by more consistent values and a tighter
distribution. Trajectory related features such as path slope (e),
mean slope (f), variance of slope (g), and path efficiency (h)
indicate that for bots the peak of the distribution lies within
a shorter range. While both groups show similar movement
patterns, their distributions differ in values.

Mouse clicking behavior, illustrated in subplots (i) and (j),
shows that both click duration and inter-arrival time are generally
lower for bots compared to humans. Key press features, shown
in subplots (k) and (1), follow a similar trend: human users
exhibit greater variability and temporal inconsistency, whereas
bot inputs are more uniform and repetitive. Scroll duration (m)
and average scroll velocity (n) further reveal distinct distribution
patterns between the two groups.

These findings provide compelling evidence that while bots
can superficially imitate certain aspects of human interaction,
they generally lack the nuanced temporal and spatial irregulari-
ties found in genuine behavior. The differences across features—
especially in timing variability, trajectory randomness, and
movement fluidity—can be leveraged as discriminative signals
for building robust bot detection models. By modeling these
subtle behavioral cues, it is possible to distinguish automated
activity from human engagement with high confidence.
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C. Performance of Baseline Classification Models

This subsection addresses RQ2 by evaluating the performance
of our detection approach using multiple classification models,
including both individual and ensemble methods. To evaluate
the effectiveness of different machine learning models in dis-
tinguishing between human and bot sessions, we conducted
extensive experiments across all four interaction types: mouse
movement, clicks, scrolling, and keystrokes. We evaluate the
performance of three widely used classifiers: Support Vector
Machine (SVM), Random Forest, and XGBoost, along with
an ensemble model that combines their predictions to enhance
classification accuracy.

Each model was evaluated under two settings:

® Raw Features Only: Utilized only the original interaction

features without any augmentation.

® Augmented Feature Set: Employed an extended set of

features that included clustering-based distance metrics
derived from either K-Means or Agglomerative Clustering,
as detailed in Section III-C1.

Table III demonstrates the impact of clustering based feature
augmentation on model performance. Across all models, incor-
porating clustering based distance features leads to improved
accuracy compared to using only raw interaction features. For
example, the ensemble model without clustering achieves an
accuracy of 96.4%, while augmenting it with Agglomerative
clustering improves the accuracy to 97.2%. Notably, using

1000
(m) Mouse Scroll Duration (ms)

1500
(n) Average Mouse Scroll Velocity (px/ms)

Comparative analysis of human versus bot behavioral patterns in mouse and keyboard interactions.

K-Means clustering results in the highest accuracy of 98.8%.
This trend is consistent across individual models as well, with
each showing improved performance when enhanced with clus-
tering features, demonstrating the benefit of combining multiple
classifiers and enhancing the feature space through unsupervised
clustering. It is worth noting that the ensemble model with
Agglomerative clustering shows a noticeable recall drop to
91.2%. This anomaly occurs because Agglomerative clustering
can produce highly uneven cluster sizes, which sometimes po-
sition bot data closer to human clusters. As a result, some bot
interactions are misclassified as human, thereby reducing recall
despite otherwise strong overall performance.

D. Effectiveness of Cluster-Augmented Features

This subsection continues addressing RQ2 by evaluating how
clustering-based feature augmentation influences the effective-
ness of bot detection.

1) Impact of Cluster-Distance Features: To enhance our
classifier’s ability to capture subtle, non-linear behavioral dif-
ferences between human and bot interactions, we augmented
our feature space with cluster-distance metrics derived from
unsupervised K-Means clustering. The motivation behind this
step is rooted in the observation that different user types (hu-
mans versus bots) exhibit distinguishable structural groupings in
the behavioral feature space—particularly in mouse movement
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TABLE III
PERFORMANCE COMPARISON OF BASELINE MODELS WITH AND WITHOUT CLUSTERING-BASED FEATURES

Model | Clustering | Accuracy | Precision | Recall | F1 Score
SVM 92.5 90.6 94.2 92.4
Random Forest None 94.1 94.5 93.1 93.8
XGBoost 94.7 94.3 94.5 94.4
Ensemble (SVM+RF+XGB) 96.4 95.3 97.8 96.5
SVM 95.4 94.9 95.5 95.2
Random Forest Aol " 96.3 97.9 95.8 96.8
XGBoost gglomerative 96.5 97.3 95.4 96.3
Ensemble (SVM+RF+XGB) 97.2 98.4 91.2 94.7
SVM 94.1 94.6 94.3 94.4
Random Forest K means 98.1 96.5 99.7 98.1
XGBoost ) 98.1 98.0 98.4 98.2
Ensemble (SVM+RF+XGB) (Ours) 98.8 98.5 99.1 98.8

Random Forest Feature Importance

Variance of slope:
Path efficiency

Nearest distance(Bot)
Nearest distance(Human)
Duration

Distance

Displacement

Mean path slope

Velocity

Net path slope

0.0 25 50 75 100 125 150 175 200
Feature Importance

Fig. 3. Feature importance of mouse movement module classification.

dynamics. Fig. 4 illustrates the spatial separation of human and
bot sessions in the cluster space.

By applying K-Means clustering independently to the human
and bot training data, we generated separate centroids for each
class. Then, for every new data point, we computed its euclidean
distance to the closest human cluster centroid and the closest
bot centroid. These two distance values were appended to the
original feature vector as additional features.

The intuition behind using cluster distances is twofold. First,
behavioral data lies in a high-dimensional space where prox-
imity to learned behavioral prototypes (i.e., centroids) provides
a strong discriminative signal. Second, these distance metrics
encode how typical or anomalous a session is relative to known
human or bot clusters, which is especially effective when raw
features overlap.

Empirical results clearly show the advantage of this augmen-
tation. As seen in Table III, integrating cluster-distance features
consistently improves classification accuracy across all base
classifiers. Our ensemble model, in particular, improves from
96.4% (raw features only) to 98.8% with K-Means augmented
features. Notably, this approach also enhances precision and
recall.

To assess the impact of augmented distance-based features
on classification, we plot the feature importance graph from the
Random Forest model trained on the mouse movement module
(Fig. 3). Feature importance is computed based on the reduction
in Gini impurity across decision trees. The results show that
slope variance is the most influential feature, followed closely by
path efficiency and nearest distance to bot clusters, highlighting
their strong role in distinguishing human and bot behavior.

2) Optimal Cluster Count (K ) in K-Means: Determining the
appropriate number of clusters (K) is critical for ensuring that
the centroids used in our cluster-distance feature augmentation
reflect meaningful and representative behavioral patterns. To this
end, we performed a detailed clustering evaluation using three
well-established internal validation metrics: Silhouette Score,
Davies-Bouldin Index, and Calinski-Harabasz Index. This anal-
ysis was conducted separately for human and bot datasets across
each of the four action types (Mouse Move, Mouse Click, Scroll,
and Keystroke), resulting in eight total K-Means clustering
tasks.

We focus here on the Mouse Move action type to illustrate
the evaluation process. Fig. 5 presents the clustering evaluation
metrics for both bot and human sessions across a range of K
values. For bot sessions, the silhouette score peaked at K =
15-18, suggesting that the data exhibits strong cohesion and
separation at these cluster counts. The Davies-Bouldin index
achieved its lowest (most favorable) values at K = 8,10, and 15,
while the Calinski-Harabasz index peaked at K = 11,15, and
16. Based on the consistent performance across all three metrics,
we selected K = 15 as the optimal value for bots, balancing
robustness and stability. For human sessions, the silhouette score
was highest for K = 10 and 11, with the Davies-Bouldin index
again favoring K = 8, 10, and 11. While the Calinski-Harabasz
index showed strong results for K = 11 and 15-17, we chose
K = 10 to align with the consensus of the other two indices and
maintain consistency with behavioral interpretability.

To ensure comprehensive feature augmentation across all
behavior types, we repeated this optimization process for each
of the four action types—Mouse Move, Click, Scroll, and
Keystroke—for both human and bot datasets. The optimal K
values used for feature generation are summarized in Table IV.

E. Impact of Multi-Action Integration

In pursuit of RQ3, this subsection examines the robustness
and generalizability of our models through ablation studies and
cross-validation. To evaluate the contribution of each interac-
tion type, we train the ensemble model on different combi-
nations of the four action types using the e-commerce train-
ing data and test its performance on both the e-commerce
test set and the collected social media site dataset, which
was not used during training. This setup evaluates generaliz-
ability across platforms and robustness to missing interaction
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TABLE IV

OPTIMAL CLUSTERS FOR MOUSE MOVE, MOUSE CLICK, KEYPRESS AND SCROLLING

Action Type | Category | Optimal Clusters | Silhouette | Davies-Bouldin | Calinski-Harabasz
M M Human 10 0.49 0.71 717.61
ouse Move Bot 15 0.56 0.605 2403.15
. Human 7 0.47 0.75 312.73
Mouse Click Bot 5 0.51 0.71 456.19
Koy Pross Human 5 0.62 0.59 304.28
Yy res Bot 6 0.58 0.55 387.42
Serollin Human 3 057 0.61 246.48
& Bot 6 0.62 0.53 328.83

types. Table V presents the accuracy for each subset, where
MM, MC, MS, and KP represent Mouse Move, Mouse Click,
Mouse Scroll, and Key Press, respectively. The full combina-
tion yields the highest accuracy of 98.8% for the e-commerce
test dataset and 97.4% for the social site dataset. Interestingly,
while MM+MC+KP gives the second-best performance (97.2%)
on e-commerce data, MM+MC+MS achieves 96.2% on the
social site dataset, suggesting that scrolling may be more

discriminative than keystrokes in that context. Among the three-
action subsets, excluding keystrokes results in minimal perfor-
mance loss, indicating their redundancy when other signals are
present. The weakest performance is observed with scroll-only
interactions. Overall, combining multiple interaction types im-
proves detection accuracy, with mouse movement, especially
velocity and path efficiency, emerging as the most discriminative
feature.
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TABLE V
PERFORMANCE METRICS FOR DIFFERENT ACTION COMBINATIONS

| Accuracy | Precision | Recall | F1 Score

Social | E-comm.

Action Included

| E-comm.  Social | E-comm. Social | E-comm.  Social

MM 95.1 93.8 96.4 94.9 95.5 93.5 95.9 94.2
MC 85.2 83.9 86.1 84.7 84.3 82.8 85.2 83.7
MS 84.8 86.3 83.7 84.9 85.6 86.0 84.6 85.4
KP 87.9 85.5 87.5 85.6 87.7 85.2 87.6 85.4
MM+MC 952 93.7 93.7 92.5 97.4 95.6 95.5 94.0
MM+MS 953 94.1 94.6 93.2 95.3 94.0 95.0 93.6
MM+KP 96.5 94.0 96.7 94.2 96.2 94.8 96.4 94.5
MC+MS 86.6 85.7 86.9 85.5 88.1 86.8 86.5 86.1
MC+KP 88.6 85.2 87.2 85.0 89.5 86.8 88.4 85.9
MS+KP 88.2 86.5 88.9 86.3 88.1 86.2 88.5 86.2
MM+MC+MS 96.4 96.2 95.9 95.4 96.3 96.7 96.1 96.0
MM+MC+KP 972 95.6 96.3 94.9 98.7 96.8 97.5 95.8
MM+MS+KP 96.8 95.3 93.5 92.1 98.2 96.5 95.8 94.2
MC+MS+KP 90.4 89.7 90.0 88.4 90.2 89.6 90.1 89.0
MM+MC+MS+KP 98.8 974 98.5 97.0 99.1 97.7 98.8 97.3

E. Cross-Validation Stability

To evaluate the robustness and generalizability of our models,
we performed stratified 10-fold cross-validation on the dataset.
In each fold, data was split into 70% for training, 20% for valida-
tion, and 10% for testing. Session data from the same participant
or bot script was kept separate across splits to prevent data
leakage and ensure evaluation integrity. We achieved an average
accuracy of 98.1%, precision of 97.9%, recall of 98.4%, and
F1-score of 98.0% across the 10 folds, demonstrating consistent,
reliable detection performance with minimal variation across
user and bot interaction distributions.

G. Overhead Analysis

To ensure the feasibility of real-time deployment, we evaluate
the overhead of our behavioral bot detection system across three
key dimensions: computational resource consumption, process-
ing latency, and bandwidth usage.

Computational Resource: The system is lightweight, with
minimal CPU usage on both client and server. The frontend
logger runs asynchronously, with no impact on user interaction.
On the backend, the pipeline involves simple statistical fea-
ture extraction, centroid distance calculation, and classification
using lightweight models (SVM, Random Forest, XGBoost).
These operations are computationally cheap and require no
GPU acceleration. To validate this, the backend was deployed
on Google Cloud using an e2-micro instance with 1 vCPU
(shared) and 1 GB RAM. Despite limited resources, the system
maintained efficient performance, confirming its suitability for
resource-constrained environments.

Latency: Client-side interactions are transmitted in 5-second
windows, collected, and compressed into batches for backend
processing. This design lets the detection system analyze data
incrementally rather than waiting for an entire session. For
example, with a 20-second window, the system considers only
the most recent 20 seconds of activity—a much smaller slice
than a full 5-minute session—and can produce a detection
verdict in roughly 5-12 ms depending on interaction frequency.
In contrast, processing a complete 5-minute session, including
feature extraction, clustering-based augmentation, and ensem-
ble classification, takes about 120—150 ms, still enabling near
real-time detection.

Bandwidth (Log Transmission & Processing): Raw Ul events
(mouse movements, clicks, scrolls, keystrokes) are compressed
client-side using efficient compaction and buffering strategies.
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approximately 100-120 KB, resulting in an average bandwidth
usage of < 0.5 KB/s. This minimal bandwidth footprint enables
scalable deployment, even on bandwidth-constrained networks.

V. DISCUSSION

Our detection system achieves high accuracy in distinguishing
advanced OpenWPM based web bots from human users. It
effectively utilizes a wide range of behavioral data, including
mouse movements, clicks, keypresses, and scrolling, either in-
dividually or in combination, based on information at hand. This
adaptability allows the model to be deployed across various types
of websites.

Handling Partial Interactions and Performance Trade-offs: A
key advantage of our approach lies in its resilience to missing
data. Since each interaction type is modeled independently, the
system can still perform well even when certain input sources
are unavailable. For example, our model still achieves F1 scores
above 90% without using keystroke action types data. This
modularity also supports flexible deployment under different
resource constraints. While combining all four interaction types
with the meta-classifier yields the highest accuracy of 98.8%,
relying solely on mouse movement eliminates the need for
meta-level fusion, reducing overhead with only a modest drop
to 95.1% accuracy (3.7%). This trade-off allows the system to
balance performance and efficiency, making it adaptable to both
high-performance and lightweight environments.

Cross-Site Adaptability and Integration: We developed and
tested our system using a purpose-built website that incorpo-
rates a variety of interaction patterns commonly found across
domains such as e-commerce, social media, and news platforms.
A lightweight JavaScript frontend passively captures user events
with minimal impact, while the backend pipeline including the
clustering and ensemble classification can be readily integrated
into existing web analytics or security infrastructures. The de-
tection process runs in real time and remains transparent to users.

Limitations and Future Directions: Our method has certain
limitations. We did not incorporate browser fingerprinting, as
advanced bots can effectively mimic legitimate fingerprints,
rendering it unnecessary for our purpose. However, for bots
that have difficulty mimicking fingerprints, such as those using
headless browsers, fingerprinting could provide an additional
layer of detection.

Another limitation concerns scalability in high-traffic envi-
ronments. While our system achieves near real-time detection
with latencies of 5-12 ms for incremental windows and 120—
150 ms for full-session analysis, these measurements were ob-
tained on a lower-end single-core e2-micro instance, which is not
suitable for high-traffic workloads. For high-traffic scenarios,
it is necessary to use powerful multi-core vCPUs, which will
automatically improve the performance of our tree-based model.
Additionally, leveraging multi-threading and parallel processing
via Python’s multiprocessing module can further distribute tasks
across multiple worker processes. A thorough scalability study
under varying hardware and traffic conditions remains an im-
portant direction for future work.

Future work should focus on expanding the dataset to better
generalize browsing behaviors across different user groups and
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features with HTTP based features [8], [21] could enhance
detection capabilities. While previous studies have explored
combining only mouse movement behavior with web log analy-
sis [21], but they rely on heuristic based thresholding or simple
averaging of scores from separate modules, which may limit
effectiveness. Further research is needed to develop and evaluate
more advanced integration techniques. Another important di-
rection is benchmarking our framework against commercial bot
management solutions such as Cloudflare Bot Management [57]
and Imperva [58]. While these tools are widely deployed in
practice, they are proprietary and operate as black-box services,
which makes direct comparisons challenging. Our current work
therefore focused on developing a transparent, research-oriented
framework. In the future, indirect benchmarking approaches can
be explored, for instance by deploying our system in environ-
ments where such commercial tools are already active, and by
studying how our behavioral modules can complement these
existing solutions.

VI. CONCLUSION

In this paper, we present a robust and modular behavioral
analysis framework for detecting stealthy web bots, particu-
larly those using OpenWPM. By leveraging a combination of
mouse movements, clicks, scrolling, and keystrokes, our system
effectively differentiates between human and bot interactions.
The integration of clustering-based feature augmentation with
ensemble classifiers yields a high detection accuracy of 98.8%.
Notably, the system remains resilient in the presence of partial
or missing action data, ensuring adaptability across diverse
web environments. Our findings demonstrate the potential of
browsing behavior as a powerful tool to counter sophisticated
human-mimicking web automation.
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