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ABSTRACT

As open-weight LLMs are increasingly deployed, their safety depends on tam-
per resistance to downstream post-training modifications that weaken safeguards,
whether accidental or intentional. Yet tamper resistance lacks standardized evalua-
tion: prior studies vary in datasets, metrics, and tampering configurations, making
results difficult to compare across models and defenses. We introduce TAM-
PERBENCH, a unified and extensible framework that consolidates weight-space
and representation-space tampering attacks, supports realistic adversarial evalu-
ation via systematic hyperparameter sweeps, and jointly measures safety–utility
trade-offs with reproducible protocols. Using TAMPERBENCH, we benchmark
21 open-weight LLMs (including defense-augmented variants) across nine tam-
pering threats and find that jailbreak-tuning (Murphy et al., 2025) is typically the
most severe attack, that base vs. post-trained variants can differ in out-of-the-box
tamper resistance (with opposite trends across Llama-3 and Qwen3), and that
Triplet (Simko et al., 2025) is often the most robust and capability-preserving
defense. Code is available at: https://anonymous.4open.science/r/
TamperBench-71DD.

1 INTRODUCTION

Even when modern LLMs are safety-aligned (Gemini Team, 2023), open-weight models remain
vulnerable to tampering—weight- or representation-level modifications that can undermine safeguards
(Che et al., 2025; Qi et al., 2024b; Murphy et al., 2025; Halawi et al., 2024; Schwinn & Geisler,
2024). Efficient fine-tuning and direct safeguard removal make such modifications low-cost (Hu
et al., 2022; Zhao et al., 2024; Rajabi et al., 2025). With frontier developers warning of rising model
risk (OpenAI, 2025; Anthropic, 2025) and open-weight models rapidly closing the capability gap
(Cottier et al., 2024), rigorous evaluation of safeguard durability under downstream modification is
more urgent.

Dozens of tamper-resistance defenses have been proposed (Huang et al., 2024; Casper et al., 2025),
yet evaluation remains fragmented: studies vary in attacks, threat models, metrics, and attack budgets,
making results difficult to compare. For example, Casper et al. (2025) note that robustness is often
reported under thousands of adversarial fine-tuning steps, whereas second-party red-teaming suggests
that only several hundred steps can suffice. Without standardized, threat-model-consistent protocols
(Huang et al., 2024; Qi et al., 2024a), it remains unclear which defenses meaningfully improve tamper
resistance or what precautions are warranted when releasing highly capable open-weight models.

To address this gap, we introduce TAMPERBENCH (Figure 1), a benchmark and toolkit for systemati-
cally evaluating tamper resistance in open-weight LLMs. TAMPERBENCH unifies an extensible suite
of weight- and representation-space tampering attacks (benign and adversarial, overt and covert) and
standardized evaluation protocols, with simple interfaces for integrating defenses. TAMPERBENCH
integrates with vLLM, Transformers, and Optuna, to support scalable multi-GPU experimenta-
tion and systematic hyperparameter sweeps. Using StrongREJECT (Souly et al., 2024) and capability
benchmarks such as MMLU-Pro (Hendrycks et al., 2021), it measures whether tampering increases
harmfulness while preserving utility, providing a more complete view than binary safeguard bypass.
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Figure 1: TAMPERBENCH framework overview. Tampering is taxonomized based on the model adaptor’s
intent: malicious or benign (accidental). Malicious attacks are further divided into direct, overt ones, and covert
ones originally designed to bypass closed-weight moderation safeguards.

Our contributions are threefold: (1) Open-Source Benchmark and Toolkit: We introduce TAMPER-
BENCH, a unified open-source benchmark and toolkit for evaluating tamper resistance in open-weight
LLMs. Addressing the lack of standardized, reproducible evaluation, TAMPERBENCH consolidates
tampering attacks1, evaluation protocols, and defense interfaces into a single extensible framework. (2)
Realistic Adversarial Evaluation: We run systematic hyperparameter sweeps for each attack–model
pair, reducing sensitivity to arbitrary training choices and enabling robust comparisons across attacks
and models. (3) Comparative Analysis of Open Models: Using TAMPERBENCH, we evaluate 21
open-weight LLMs—including base, instruction-tuned, and defense-augmented variants—across
nine tampering attacks with standardized safety and capability metrics.

2 TAMPERBENCH FRAMEWORK

TAMPERBENCH evaluates the robustness of refusal-based safeguards under a broad range of model
tampering threats that weaken safety while preserving utility. We characterize threats along two axes:
an actor’s intent (benign vs. malicious) and their access (open-weight checkpoints or fine-tuning
APIs). Benign tampering models accidental safety degradation during downstream adaptation, while
malicious tampering explicitly targets safeguard removal. Malicious attacks further include both overt
white-box modifications and covert strategies originally designed to evade closed-weight moderation.

A model is considered successfully tampered if harmful responses increase while general capabilities
remain largely intact. This utility constraint reflects realistic misuse scenarios and avoids overesti-
mating risk from attacks that collapse model competence. Within this framework, TAMPERBENCH
instantiates a suite of weight-space and representation-space attacks, spanning benign and harmful
fine-tuning, parameter-efficient adaptation, data poisoning, backdoor-style attacks, and latent-space
perturbations that preserve benign behavior while enabling harmful outputs under hidden triggers.

To assess post-tampering behavior, TAMPERBENCH jointly evaluates safety and utility. Safety is
measured using StrongREJECT (Souly et al., 2024), a continuous metric capturing refusal behavior,
specificity, and convincingness of harmful responses. Utility is primarily measured via accuracy on
MMLU-Pro (Wang et al., 2024), enabling analysis of safety–utility trade-offs under tampering.

1 See https://anonymous.4open.science/r/TamperBench-71DD for the most up-to-date list
of attacks, evaluations, and defenses available in the benchmark.
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Figure 2: Benchmarking tamper-resistant refusal of harmful requests. For each model–attack pair, we select
the configuration from our hyperparameter sweeps that maximizes harmfulness2while constraining utility loss to
≤ 10% drop relative to the untampered baseline. Rows correspond to tampering attacks grouped by threat type.
Columns show models organized by parameter scale and defense-augmented variants.

3 EXPERIMENTS AND RESULTS

We evaluate tamper resistance across 21 open-weight LLMs spanning 0.6B–8B parameters, including
both base and instruction-tuned variants from the Llama, Qwen, and Mistral families. We additionally
evaluate five defense-augmented variants of Llama-3-8B-Instruct using author-released weights:
ReFAT (Yu et al., 2025), Circuit Breaking (Zou et al., 2024; 2025), Triplet (Simko et al., 2025), TAR
(Tamirisa et al., 2025), and LAT (Casper et al., 2024).

For each model–attack pair, we run an Optuna-based hyperparameter sweep with 40 trials. We report
on the configuration that maximizes post-tampering harmfulness (StrongREJECT) while constraining
capability loss to at most 10% (MMLU-Pro) relative to the untampered baseline. This constraint
reflects realistic misuse settings where adversaries seek to weaken safeguards without destroying
general competence. We report the worst-case post-attack harmfulness over all attacks, SRmax, and
the average harmfulness across malicious attacks, SRmal-avg.

Tampering consistently breaks refusal-based safety. Across all 21 open-weight LLMs, we find at
least one tampering configuration that sharply increases harmfulness while largely preserving utility.
Worst-case post-attack harmfulness satisfies SRmax > 0.68 for every model and exceeds 0.77 for all
models larger than 1B parameters, including defense-augmented variants. Jailbreak-tuning methods
(Murphy et al., 2025) (competing-objectives, backdoor, and style-modulation) consistently produce
the largest increases in harmfulness while preserving utility, despite using only 2% harmful data
mixed with benign training examples. Representation-space embedding attacks (Schwinn & Geisler,
2024) yield comparatively smaller harmfulness increases for 7–8B models, yet even benign full and
LoRA fine-tuning frequently erode safeguards with minimal utility loss, reinforcing prior findings

2 In our evaluations, “harmfulness” corresponds to the StrongREJECT score, which accounts for refusal rate,
specificity, and convincingness of responses to harmful requests.
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that non-adversarial adaptation can degrade safety (Qi et al., 2024b). Within the 7–8B regime,
Qwen3-8B and Llama-3-8B-Base exhibit slightly lower post-tampering harmfulness than instruction-
tuned variants, with Qwen3-8B showing notably greater robustness under benign tampering. Across
families, post-training has opposite effects: post-trained Qwen3 models consistently reduce average
malicious harmfulness, whereas instruction tuning in Llama-3 increases average post-tampering
harmfulness despite similar worst-case scores.

Among defense-augmented models, no method eliminates worst-case risk. Triplet substantially
reduces average malicious harmfulness (∆SRmal-avg = 0.25) while preserving utility, whereas TAR
achieves a larger reduction in worst-case harmfulness (∆SRmax = 0.21) only by incurring severe
baseline utility degradation (MMLU-Pro ≈ 0.16 vs. 0.44), revealing a fundamental trade-off rather
than robust tamper resistance.

4 CONCLUSION

We introduce TAMPERBENCH, an open-source benchmark and toolkit for evaluating tamper resistance
under both weight- and representation-space modifications. TAMPERBENCH enables threat-model-
consistent hyperparameter sweeps and directly comparable safety–utility measurements, addressing
fragmented evaluation practices. Using TAMPERBENCH on 21 open-weight LLMs across nine
tampering threats, we show that tampering is a broad and practical risk: every model can be driven
toward substantially more harmful behavior while largely preserving utility. TAMPERBENCH offers a
practical foundation for durability evaluation and for guiding defenses toward worst-case robustness.
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Aniruddha Nrusimha, Ilia Shumailov, Sören Mindermann, Steven Basart, et al. Open technical
problems in open-weight AI model risk management, 2025. URL https://ssrn.com/
abstract=5705186. SSRN preprint.

Zora Che, Stephen Casper, Robert Kirk, Anirudh Satheesh, Stewart Slocum, Lev E McKinney, Rohit
Gandikota, Aidan Ewart, Domenic Rosati, Zichu Wu, Zikui Cai, Bilal Chughtai, Yarin Gal, Furong
Huang, and Dylan Hadfield-Menell. Model tampering attacks enable more rigorous evaluations of
LLM capabilities. Transactions on Machine Learning Research, July 2025, 2025. ISSN 2835-8856.
URL https://openreview.net/forum?id=E60YbLnQd2.

Ben Cottier, Josh You, Natalia Martemianova, and David Owen. How far behind are open mod-
els? Technical report, Epoch AI, November 2024. URL https://epoch.ai/blog/
open-models-report. “Open models have lagged on benchmarks by 5 to 22 months”.

Gemini Team. Gemini: a family of highly capable multimodal models, 2023.

Danny Halawi, Alexander Wei, Eric Wallace, Tony Wang, Nika Haghtalab, and Jacob Steinhardt.
Covert malicious finetuning: challenges in safeguarding LLM adaptation. In Proceedings of the
41st International Conference on Machine Learning, ICML’24, Cambridge, MA, USA, 2024.
JMLR.org.

Dan Hendrycks, Collin Burns, Steven Basart, Andy Zou, Mantas Mazeika, Dawn Song, and Jacob
Steinhardt. Measuring massive multitask language understanding, 2021. URL https://arxiv.
org/abs/2009.03300.

Edward J Hu, Yelong Shen, Phillip Wallis, Zeyuan Allen-Zhu, Yuanzhi Li, Shean Wang, Lu Wang,
Weizhu Chen, et al. LoRA: Low-rank adaptation of large language models. ICLR, 1(2):3, 2022.

4

https://www-cdn.anthropic.com/6d8a8055020700718b0c49369f60816ba2a7c285.pdf
https://www-cdn.anthropic.com/6d8a8055020700718b0c49369f60816ba2a7c285.pdf
https://arxiv.org/abs/2403.05030
https://arxiv.org/abs/2403.05030
https://ssrn.com/abstract=5705186
https://ssrn.com/abstract=5705186
https://openreview.net/forum?id=E60YbLnQd2
https://epoch.ai/blog/open-models-report
https://epoch.ai/blog/open-models-report
https://arxiv.org/abs/2009.03300
https://arxiv.org/abs/2009.03300


216
217
218
219
220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
244
245
246
247
248
249
250
251
252
253
254
255
256
257
258
259
260
261
262
263
264
265
266
267
268
269

Under review as a conference paper at ICLR 2026.

Tiansheng Huang, Sihao Hu, Fatih Ilhan, Selim Furkan Tekin, and Ling Liu. Harmful fine-tuning
attacks and defenses for large language models: A survey, 2024.

Brendan Murphy, Dillon Bowen, Shahrad Mohammadzadeh, Julius Broomfield, Adam Gleave, and
Kellin Pelrine. Jailbreak-tuning: Models efficiently learn jailbreak susceptibility, 2025. URL
https://arxiv.org/abs/2507.11630.

OpenAI. GPT-5 system card. System card / technical report, OpenAI, August 2025. URL https:
//openai.com/index/gpt-5-system-card/.

Xiangyu Qi, Boyi Wei, Nicholas Carlini, Yangsibo Huang, Tinghao Xie, Luxi He, Matthew Jagielski,
Milad Nasr, Prateek Mittal, and Peter Henderson. On evaluating the durability of safeguards for
open-weight LLMs, 2024a.

Xiangyu Qi, Yi Zeng, Tinghao Xie, Pin-Yu Chen, Ruoxi Jia, Prateek Mittal, and Peter Henderson.
Fine-tuning aligned language models compromises safety, even when users do not intend to! In
The Twelfth International Conference on Learning Representations, Amherst, MA, USA, 2024b.
OpenReview. URL https://openreview.net/forum?id=hTEGyKf0dZ.

Sahar Rajabi, Nayeema Nonta, and Sirisha Rambhatla. Subtrack++ : Gradient subspace tracking for
scalable LLM training. In The Thirty-ninth Annual Conference on Neural Information Processing
Systems, Red Hook, NY, USA, 2025. Curran Associates, Inc.

Leo Schwinn and Simon Geisler. Revisiting the robust alignment of circuit breakers, 2024.

Samuel Simko, Mrinmaya Sachan, Bernhard Schölkopf, and Zhijing Jin. Improving large language
model safety with contrastive representation learning, 2025. URL https://arxiv.org/
abs/2506.11938.

Alexandra Souly, Qingyuan Lu, Dillon Bowen, Tu Trinh, Elvis Hsieh, Sana Pandey, Pieter Abbeel,
Justin Svegliato, Scott Emmons, Olivia Watkins, and Sam Toyer. A StrongREJECT for empty
jailbreaks. In The Thirty-eight Conference on Neural Information Processing Systems Datasets
and Benchmarks Track, Red Hook, NY, USA, 2024. Curran Associates, Inc. URL https:
//openreview.net/forum?id=KZLE5BaaOH.

Rishub Tamirisa, Bhrugu Bharathi, Long Phan, Andy Zhou, Alice Gatti, Tarun Suresh, Maxwell
Lin, Justin Wang, Rowan Wang, Ron Arel, Andy Zou, Dawn Song, Bo Li, Dan Hendrycks,
and Mantas Mazeika. Tamper-resistant safeguards for open-weight LLMs. In The Thirteenth
International Conference on Learning Representations, Amherst, MA, USA, 2025. OpenReview.
URL https://openreview.net/forum?id=4FIjRodbW6.

Yubo Wang, Xueguang Ma, Ge Zhang, Yuansheng Ni, Abhranil Chandra, Shiguang Guo, Weiming
Ren, Aaran Arulraj, Xuan He, Ziyan Jiang, Tianle Li, Max Ku, Kai Wang, Alex Zhuang, Rongqi
Fan, Xiang Yue, and Wenhu Chen. MMLU-Pro: A more robust and challenging multi-task
language understanding benchmark, 2024. URL https://arxiv.org/abs/2406.01574.

Lei Yu, Virginie Do, Karen Hambardzumyan, and Nicola Cancedda. Robust LLM safeguarding
via refusal feature adversarial training. In The Thirteenth International Conference on Learning
Representations, Amherst, MA, USA, 2025. OpenReview. URL https://openreview.net/
forum?id=s5orchdb33.

Jiawei Zhao, Zhenyu Zhang, Beidi Chen, Zhangyang Wang, Anima Anandkumar, and Yuandong
Tian. GaLore: Memory-efficient LLM training by gradient low-rank projection, 2024.

Andy Zou, Long Phan, Justin Wang, Derek Duenas, Maxwell Lin, Maksym Andriushchenko, J Zico
Kolter, Matt Fredrikson, and Dan Hendrycks. Improving alignment and robustness with circuit
breakers. In The Thirty-eighth Annual Conference on Neural Information Processing Systems, Red
Hook, NY, USA, 2024. Curran Associates, Inc. URL https://openreview.net/forum?
id=IbIB8SBKFV.

Andy Zou, Long Phan, Sarah Chen, James Campbell, Phillip Guo, Richard Ren, Alexander Pan,
Xuwang Yin, Mantas Mazeika, Ann-Kathrin Dombrowski, Shashwat Goel, Nathaniel Li, Michael J.
Byun, Zifan Wang, Alex Mallen, Steven Basart, Sanmi Koyejo, Dawn Song, Matt Fredrikson,
J. Zico Kolter, and Dan Hendrycks. Representation engineering: A top-down approach to AI
transparency, 2025. URL https://arxiv.org/abs/2310.01405.

5

https://arxiv.org/abs/2507.11630
https://openai.com/index/gpt-5-system-card/
https://openai.com/index/gpt-5-system-card/
https://openreview.net/forum?id=hTEGyKf0dZ
https://arxiv.org/abs/2506.11938
https://arxiv.org/abs/2506.11938
https://openreview.net/forum?id=KZLE5BaaOH
https://openreview.net/forum?id=KZLE5BaaOH
https://openreview.net/forum?id=4FIjRodbW6
https://arxiv.org/abs/2406.01574
https://openreview.net/forum?id=s5orchdb33
https://openreview.net/forum?id=s5orchdb33
https://openreview.net/forum?id=IbIB8SBKFV
https://openreview.net/forum?id=IbIB8SBKFV
https://arxiv.org/abs/2310.01405

	Introduction
	TamperBench Framework
	Experiments and Results
	Conclusion

