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ABSTRACT

As open-weight LLMs are increasingly deployed, their safety depends on tam-
per resistance to downstream post-training modifications that weaken safeguards,
whether accidental or intentional. Yet tamper resistance lacks standardized evalua-
tion: prior studies vary in datasets, metrics, and tampering configurations, making
results difficult to compare across models and defenses. We introduce TAM-
PERBENCH, a unified and extensible framework that consolidates weight-space
and representation-space tampering attacks, supports realistic adversarial evalu-
ation via systematic hyperparameter sweeps, and jointly measures safety—utility
trade-offs with reproducible protocols. Using TAMPERBENCH, we benchmark
21 open-weight LLMs (including defense-augmented variants) across nine tam-
pering threats and find that jailbreak-tuning (Murphy et al.,[2025)) is typically the
most severe attack, that base vs. post-trained variants can differ in out-of-the-box
tamper resistance (with opposite trends across Llama-3 and Qwen3), and that
Triplet (Simko et al.l 2025)) is often the most robust and capability-preserving
defense. Code is available at: https://anonymous.4open.science/r/
TamperBench-"71DD.

1 INTRODUCTION

Even when modern LLMs are safety-aligned (Gemini Team, [2023)), open-weight models remain
vulnerable to rampering—weight- or representation-level modifications that can undermine safeguards
(Che et al., 20255 |Q1 et al., 2024b; Murphy et al., 2025} Halawi et al., |2024; [Schwinn & Geisler,
2024). Efficient fine-tuning and direct safeguard removal make such modifications low-cost (Hu
et al.,2022; Zhao et al.}2024; Rajabi et al.,2025). With frontier developers warning of rising model
risk (OpenAl 2025} |Anthropic} 2025) and open-weight models rapidly closing the capability gap
(Cottier et al.,2024), rigorous evaluation of safeguard durability under downstream modification is
more urgent.

Dozens of tamper-resistance defenses have been proposed (Huang et al., [2024; Casper et al.| 2025),
yet evaluation remains fragmented: studies vary in attacks, threat models, metrics, and attack budgets,
making results difficult to compare. For example, |Casper et al.| (2025) note that robustness is often
reported under thousands of adversarial fine-tuning steps, whereas second-party red-teaming suggests
that only several hundred steps can suffice. Without standardized, threat-model-consistent protocols
(Huang et al., 2024; Qi1 et al.,|20244a), it remains unclear which defenses meaningfully improve tamper
resistance or what precautions are warranted when releasing highly capable open-weight models.

To address this gap, we introduce TAMPERBENCH (Figure [I)), a benchmark and toolkit for systemati-
cally evaluating tamper resistance in open-weight LLMs. TAMPERBENCH unifies an extensible suite
of weight- and representation-space tampering attacks (benign and adversarial, overt and covert) and
standardized evaluation protocols, with simple interfaces for integrating defenses. TAMPERBENCH
integrates with vLLM, Transformers, and Optuna, to support scalable multi-GPU experimenta-
tion and systematic hyperparameter sweeps. Using StrongREJECT (Souly et al.;2024) and capability
benchmarks such as MMLU-Pro (Hendrycks et al.,[2021), it measures whether tampering increases
harmfulness while preserving utility, providing a more complete view than binary safeguard bypass.
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Figure 1: TAMPERBENCH framework overview. Tampering is taxonomized based on the model adaptor’s
intent: malicious or benign (accidental). Malicious attacks are further divided into direct, overt ones, and covert
ones originally designed to bypass closed-weight moderation safeguards.

Our contributions are threefold: (1) Open-Source Benchmark and Toolkit: We introduce TAMPER-
BENCH, a unified open-source benchmark and toolkit for evaluating tamper resistance in open-weight
LLMs. Addressing the lack of standardized, reproducible evaluation, TAMPERBENCH consolidates
tampering attacks'| evaluation protocols, and defense interfaces into a single extensible framework. (2)
Realistic Adversarial Evaluation: We run systematic hyperparameter sweeps for each attack-model
pair, reducing sensitivity to arbitrary training choices and enabling robust comparisons across attacks
and models. (3) Comparative Analysis of Open Models: Using TAMPERBENCH, we evaluate 21
open-weight LLMs—including base, instruction-tuned, and defense-augmented variants—across
nine tampering attacks with standardized safety and capability metrics.

2 TAMPERBENCH FRAMEWORK

TAMPERBENCH evaluates the robustness of refusal-based safeguards under a broad range of model
tampering threats that weaken safety while preserving utility. We characterize threats along two axes:
an actor’s intent (benign vs. malicious) and their access (open-weight checkpoints or fine-tuning
APIs). Benign tampering models accidental safety degradation during downstream adaptation, while
malicious tampering explicitly targets safeguard removal. Malicious attacks further include both overt
white-box modifications and covert strategies originally designed to evade closed-weight moderation.

A model is considered successfully tampered if harmful responses increase while general capabilities
remain largely intact. This utility constraint reflects realistic misuse scenarios and avoids overesti-
mating risk from attacks that collapse model competence. Within this framework, TAMPERBENCH
instantiates a suite of weight-space and representation-space attacks, spanning benign and harmful
fine-tuning, parameter-efficient adaptation, data poisoning, backdoor-style attacks, and latent-space
perturbations that preserve benign behavior while enabling harmful outputs under hidden triggers.

To assess post-tampering behavior, TAMPERBENCH jointly evaluates safety and utility. Safety is
measured using StrongREJECT (Souly et al.,|2024), a continuous metric capturing refusal behavior,
specificity, and convincingness of harmful responses. Utility is primarily measured via accuracy on
MMLU-Pro (Wang et al.|2024), enabling analysis of safety—utility trade-offs under tampering.

I'Seehttps://anonymous.4open.science/r/TamperBench-71DD for the most up-to-date list
of attacks, evaluations, and defenses available in the benchmark.
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Figure 2: Benchmarking tamper-resistant refusal of harmful requests. For each model-attack pair, we select
the configuration from our hyperparameter sweeps that maximizes hannfulnessﬂwhile constraining utility loss to
< 10% drop relative to the untampered baseline. Rows correspond to tampering attacks grouped by threat type.
Columns show models organized by parameter scale and defense-augmented variants.

3 EXPERIMENTS AND RESULTS

We evaluate tamper resistance across 21 open-weight LLMs spanning 0.6B-8B parameters, including
both base and instruction-tuned variants from the Llama, Qwen, and Mistral families. We additionally
evaluate five defense-augmented variants of Llama-3-8B-Instruct using author-released weights:

ReFAT (Yu et al | [2025), Circuit Breaking (Zou et al} [2024; 2025)), Triplet (Simko et all 2025)), TAR
(Tamirisa et al.L[2025)), and LAT (Casper et al.,[2024).

For each model-attack pair, we run an Optuna-based hyperparameter sweep with 40 trials. We report
on the configuration that maximizes post-tampering harmfulness (StrongREJECT) while constraining
capability loss to at most 10% (MMLU-Pro) relative to the untampered baseline. This constraint
reflects realistic misuse settings where adversaries seek to weaken safeguards without destroying
general competence. We report the worst-case post-attack harmfulness over all attacks, SR;,,x, and
the average harmfulness across malicious attacks, SRalave-

Tampering consistently breaks refusal-based safety. Across all 21 open-weight LLMs, we find at
least one tampering configuration that sharply increases harmfulness while largely preserving utility.
Worst-case post-attack harmfulness satisfies SR,.x > 0.68 for every model and exceeds 0.77 for all
models larger than 1B parameters, including defense-augmented variants. Jailbreak-tuning methods
(Murphy et al.} [2025)) (competing-objectives, backdoor, and style-modulation) consistently produce
the largest increases in harmfulness while preserving utility, despite using only 2% harmful data
mixed with benign training examples. Representation-space embedding attacks (Schwinn & Geisler,
yield comparatively smaller harmfulness increases for 7-8B models, yet even benign full and
LoRA fine-tuning frequently erode safeguards with minimal utility loss, reinforcing prior findings

2 In our evaluations, “harmfulness” corresponds to the StrongREJECT score, which accounts for refusal rate,
specificity, and convincingness of responses to harmful requests.
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that non-adversarial adaptation can degrade safety (Qi et al.| 2024b). Within the 7-8B regime,
Qwen3-8B and Llama-3-8B-Base exhibit slightly lower post-tampering harmfulness than instruction-
tuned variants, with Qwen3-8B showing notably greater robustness under benign tampering. Across
families, post-training has opposite effects: post-trained Qwen3 models consistently reduce average
malicious harmfulness, whereas instruction tuning in Llama-3 increases average post-tampering
harmfulness despite similar worst-case scores.

Among defense-augmented models, no method eliminates worst-case risk. Triplet substantially
reduces average malicious harmfulness (ASRpmai.ave = 0.25) while preserving utility, whereas TAR
achieves a larger reduction in worst-case harmfulness (ASRax = 0.21) only by incurring severe
baseline utility degradation (MMLU-Pro =~ 0.16 vs. 0.44), revealing a fundamental trade-off rather
than robust tamper resistance.

4 CONCLUSION

We introduce TAMPERBENCH, an open-source benchmark and toolkit for evaluating tamper resistance
under both weight- and representation-space modifications. TAMPERBENCH enables threat-model-
consistent hyperparameter sweeps and directly comparable safety—utility measurements, addressing
fragmented evaluation practices. Using TAMPERBENCH on 21 open-weight LLMs across nine
tampering threats, we show that tampering is a broad and practical risk: every model can be driven
toward substantially more harmful behavior while largely preserving utility. TAMPERBENCH offers a
practical foundation for durability evaluation and for guiding defenses toward worst-case robustness.
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