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Abstract

Out-of-distribution (OOD) detection, which maps high-dimensional data into a
scalar OOD score, is critical for the reliable deployment of machine learning
models. A key challenge in recent research is how to effectively leverage and
aggregate token embeddings from language models to obtain the OOD score.
In this work, we propose AP-OOD, a novel OOD detection method for natural
language that goes beyond simple average-based aggregation by exploiting token-
level information. AP-OOD is a semi-supervised approach that flexibly interpolates
between unsupervised and supervised settings, enabling the use of limited auxiliary
outlier data. Empirically, AP-OOD sets a new state of the art in OOD detection for
text: in the unsupervised setting, it reduces the FPR95 (false positive rate at 95%
true positives) from 27.77% to 5.91% on XSUM summarization, and from 75.19%
to 68.13% on WMT15 En-Fr translation.

1 Introduction

Out-of-distribution (OOD) detection is essential for deploying machine learning models in the real
world. In practical settings many models encounter inputs that deviate from the model’s training
distribution. For example, a model trained to summarize news articles might also receive a prompt
with a cooking recipe. In such situations, models may assign unwarranted confidence to their
predictions, leading to erroneous outputs. The purpose of OOD detection is to classify these inputs as
OOD such that the system can then, for instance, notify the user that the prediction is uncertain. Our
contributions are as follows:

1. We propose AP-OOD, an OOD detection approach for natural language that leverages
token-level information to detect OOD sequences.

2. AP-OOD is a semi-supervised approach: It can be applied in unsupervised (i.e., when there
exists no knowledge about OOD samples) and supervised settings (i.e., when some OOD
data of interest is available to the practitioner), and smoothly interpolates between the two.

3. We show that AP-OOD can improve unsupervised and supervised OOD detection for natural
language in summarization and translation.

4. We provide a theoretical motivation for the suitability of AP-OOD for OOD detection
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Figure 1: Illustrative example for the failure of mean pooling. (Left) ID and OOD sequences
Z; € R?%2, where each sequence contains a pair of token embeddings with two features each. Token
embeddings that belong to the same sequence are connected with lines. (Center) The means of the
ID and OOD sequences both cluster around the origin. (Right) A mean pooling approach cannot
discriminate between the ID and OOD sequences.
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Figure 2: Illustrative example for the mechanism that AP-OOD uses to correctly discriminate between
ID and OOD (as opposed to the mean pooling approaches). The setting is the same as in Figure 1.
(Left) The loss landscape forms two basins at the locations of the ID token embeddings. (Center)
After training AP-OOD with a single weight vector w, the learned w is located in one of the basins.
(Right) AP-OOD achieves perfect discrimination between the ID and OOD sequences.

1.1 Background

Consider a language model trained to autoregressively generate target sequences (Y1, Yz, ---, Yn)
given input sequences (1, &2, ..., ). The input sequences are drawn i.i.d.: ; ~ pp. We
consider input sequences © € X' that deviate considerably from the data generation pyp () that
defines the “normality” of our data as OOD. Following Ruff et al. (2021), an observed sequence is
OOD if it is an element of the set

O = {x € X |pp(x) < €} where e > 0, (1)

and ¢ is a density threshold. In practice, it is common (e.g., Hendrycks & Gimpel, 2016; Lee et al.,
2018; Hofmann et al., 2024) to define a score s : Z — R that uses an encoder ¢ : X — Z (where
Z denotes an embedding space). Given s and ¢, OOD detection can be formulated as a binary
classification task with the classes in-distribution (ID) and OOD:

: _ [ID  ifs(e(x)) >y
B(@,v) = {oon it s(o(z)) < 7 @

The outlier score should — in the best case — preserve the density ranking, but it does not have
to fulfill all requirements of a probability density (proper normalization or nonnegativity). For
evaluation, the threshold -y is typically chosen such that 95% of ID samples from a previously unseen
validation set are correctly classified as ID. However, metrics like the area under the receiver operating
characteristic (AUROC) can be directly computed on s(¢(x)) without fixing -, since the AUROC
sweeps over all possible thresholds.

'We use X' := Jg-, V* for the set of input sequences, and V := {v1,..., vy} is the vocabulary.



2 Method

AP-OOQOD is a semi-supervised method: It can be trained without access to outlier data (unsupervised),
and with access to outlier data (supervised), and can smoothly transition between those two scenarios
as more outlier data becomes available for training. In the following, we first introduce AP-OOD in
an unsupervised scenario (Section 2.1) and generalize it to the supervised scenario (Section 2.2).

2.1 Unsupervised OOD Detection

Background Ren et al. (2023) propose to detect OOD inputs using token embeddings obtained from
a transformer encoder—decoder model (Vaswani et al., 2017) trained on the language modeling task.
Given an input sequence € X, they obtain a sequence of token embeddings Z = (z1,...,23) €
RP*S, They compare obtaining embeddings E from the encoder ¢, : X — Z> and generating a
sequence of embeddings G using the decoder ¢gec : £ — Z:

E = ¢enc(x) G = ¢gec(E). 3)

For clarity, we write Z for a sequence of token embeddings, whether produced by the encoder or the
decoder, and we call Z the sequence representation of . To obtain a single vector Z € R, Ren
et al. (2023) perform mean pooling:

1 S
zZ = E;zs. )

Then, they propose to measure whether z is OOD by first fitting a Gaussian distribution N (p, 3),
p e RP X € RP*P to the per-sequence mean embeddings computed from the training corpus, and
then computing the squared Mahalanobis distance between z and p:

ana(Z 1) = (2 — w)"S7' (2 — p) and  smana(2) = — dypana(Z, 1) )

Averaging hides anomalies. The key limitation of the approach described above is the use of
the mean of the token embeddings Z: Averaging the entire sequence into the mean 2z discards the
token-level structure that would otherwise be informative for detecting whether a sequence is OOD.
Figure 1 shows a toy example of this failure mode: The ID and OOD sequences are indistinguishable
using their means, and therefore, the Mahalanobis distance with mean pooling fails to discriminate
between them.

Mahalanobis decomposition. To address this limitation, we begin by expressing the Mahalanobis
distance as a directional decomposition:

D
2 (5 T T, \2

dMaha(Zap’) = Z (wj z = wj /'l‘) ) (6)

j=1
The weight vectors w; € RP form a basis of R” and determine £~ via &1 = Z]D:l 'wj'ij.
One possibility to map a given X! to weight vectors w; is to select the directions of the w; as the
unit-norm eigenvectors of !, and to select the squared norms of the w as their corresponding

eigenvalues (see Appendix B.2).

Beyond mean pooling. To overcome the limitations of mean pooling, we generalize Equation (6)
by using attention pooling (Bahdanau, 2014; Ramsauer et al., 2021):

AttPools(Z, w) = Zsoftmax(3 ZTw) and Z := AttPools(Z,w). (7

where [ is the inverse temperature, and w is a learnable query. AP-OOD also uses attention
for the corpus-wide pooling: Given the sequence representations (Z1, ..., Zy) from a corpus

(x1,...,xN) With Z; := Genc(x;), we define Z as the concatenation of all sequence representations:
Z = (Z1] --- || Zy). AP-OOD estimates p := AttPoolg(Z,w). Given the Z and p from

*We use Z := | §>1 RP*S for all finite-length sequences of D-dimensional token embeddings.



the attention pooling, AP-OOD estimates d*(Z, zZ ), the squared distance between a sequence
representation Z and the concatenation Z analogous to Equation (6):

. M . N 2 M N
d*(Z,Z) := Z ('ijZsoftmax(,B ZTw;) - 'ijZsoftmaX(ﬁ ZT'wj)) = Z d?(Z7 Z). (8)
j=1 j=1
We refer to M as the number of heads. In general, M does not need to equal the embedding
dimension D. We show in Appendix B.3 that, when 5 = 0 and M = D, Equation (8) reduces
to the Mahalanobis distance (Equations (5) and (6)). In Appendix B.1, we show that s,;,(Z) =
min; —d3(Z, Z) + log(||w;][3) is a score function as defined in Equation (2). Our score arises
naturally as the upper bound
M
$(Z) = Y ~d}(Z,2) + log(|lwj[[3). ©)
j=1
In Appendix D.5, we empirically compare the min-based score s, (Z) to its upper-bound variant
$(Z) and find that s(Z) yields stronger OOD discrimination. The choice of this score naturally leads
to the loss function of AP-OOD:

N M
1 ~
L(ws,...,wy) = NE d*(Z:,Z) — ) _log (|lw[3) . (10)
i=1 j=1

Appendix C.1 gives pseudocode for AP-OOD. Figure 2 shows a toy task that AP-OOD solves,
whereas mean-pooling baselines fail. Details of this experiment appear in Appendix D.3.

2.2 Supervised OOD Detection

Background. Supplying an OOD detector with information about the distribution of the OOD
examples at training time can improve the ID-OOD decision boundary (Hendrycks et al., 2018). In
practice, it is hard to find OOD data for training that is fully indicative of the OOD distribution seen
during inference. Outlier exposure (OE; Hendrycks et al., 2018) therefore uses a large and diverse
auxiliary outlier set (AUX; e.g., C4 for text data) as a stand-in for the OOD case. However, it is not
always possible to crawl such large and diverse AUX data sets. For example, consider a translation
task with a less widely spoken source language. In such a case, one might have to resort to a smaller
AUX data set. Therefore, it is desirable that an OOD detector scales gracefully with the degree of
auxiliary supervision, adapting to the available number of AUX examples (Ruff et al., 2019; Liznerski
et al., 2022).

Utilizing AUX data. To adapt AP-OOD to the supervised setting, we follow Ruff et al. (2019) and
Liznerski et al. (2022): AP-OOD punishes large squared distances d?(Z, Z) for ID samples Z and
encourages large squared distances for AUX samples Z. Formally, AP-OOD minimizes the binary

cross-entropy loss with the classes ID and AUX with p(y = ID|Z) = exp(—d?(Z, Z)). Given N
ID examples (Z1,...,Zy), and N’ AUX examples (Zn 11, ..., Zn+n), AP-OOD minimizes the
supervised loss

1 & 1 AN
- 2(7. 7V _ - _ —_d2(7Z. 7
Lsup = N ;d (Zi,Z) — A NN i:;rllog(l exp(—d®(Z;, Z))), (1)

where A > 0. If A = 0, Lgyp equals the unsupervised loss £ without the regularizing term.

3 Experiments

Summarization. We follow Ren et al. (2023) and use a PEGASUS| arge (Zhang et al., 2020) fine-
tuned on the ID data set XSUM (Narayan et al., 2018). We utilize the C4 training split as the AUX
data set. We measure the OOD detection performance on the data sets CNN/Daily Mail (CNN/DM,;
news articles from CNN and Daily Mail; Hermann et al., 2015; See et al., 2017), Newsroom (articles
and summaries written by authors and editors from 38 news publications; Grusky et al., 2018), Reddit
TIFU (posts and summaries from the online discussion forum Reddit; Kim et al., 2018), and Samsum
(summaries of casual dialogues; Gliwa et al., 2019). The ForumSum data set used in the experiments
of Ren et al. (2023) has been retracted. Therefore, we do not use it in our experiments.



Table 1: Unsupervised OOD detection performance on text summarization. We compare results
from AP-OOD, Mahalanobis (Lee et al., 2018; Ren et al., 2023), KNN (Sun et al., 2022), Deep
SVDD (Ruff et al., 2018), model perplexity (Ren et al., 2023), and entropy (Malinin & Gales, 2020)
on PEGASUS| argg trained on XSUM as the ID data set. | indicates “lower is better” and 1 “higher
is better”. All values in %. We estimate standard deviations across five independent data set splits
and training runs.

CNN/DM Newsroom Reddit Samsum Mean
Input OOD

Mahalanobi AUROC 1 69.00%027  86.37%0:19  98,64+0:07 99 77+0-01 g8 45
ahalanobis FPROS |  92.19%0:08  g448%071 454034 (174002 3959
KNN AUROC 1 54.34%0-15  7376%0-09 94 50%0.03  9g goF0.01  g() 36
FPRO5 |  99.40%0-03  g856+0-17  51.94+0.70 3 g7+0.16 60.57

2 +1.00 qQ +0.21 2+0.05 =~+0.04 [
Deep SVDD AUROC 1 75.86 91.20 99.73 99.57 91.59

FPR9S |  73.70%235  36.46+112  0.26+099 0.67+0-17 27.77
AUROC?T 96.13%044 99 10+008 99 91+003 g9 gp+0.04 98 74
FPR95 |  19.51%224 411+028  (00+0.01  (04%003 591

Output OOD
AUROC 1 4220014 5399+031 g3 38+0.15 78 53+0.31 (4 59

AP-OOD (Ours)

IReptlly FPRO5 |  77.71%017 7907057 45562040 46.96%020  62.32
Entro AUROCT 5959021 7720052 9347021 g7 17020 7936
Py FPRO5 |  79.04%075  6424%1.21 3019134 50474164 5508
N AUROCT 6327017 8826011 97.40%009 97429i“~?8 86.55
* FPR95 |  89.84%0:13  47.83+0.71  1713+0.58 13574025 40,59
KNN AUROC 1 74.37+0-13 8696008  9585+0:06  97,33+0.03 88 3
FPRYS | 7336?‘2“ 534420-58 1578?-27 10.2910-22 38.22

Q4 1.63 0.12 3 0.26 0.15
Deep SVDD AUROC 1 68.31 94.13 97.60 95.97 89.00

FPR9S |  76.76+115  19.22%0:34 g 9o+l 20.17+1-28  31.26
AUROC + 93.37+054 92 62+067 98 04+0-28 98 30+011 9559

AP-OOD (Ours) - pppos | 23124197 29913299 §34%156 6834064 1655

Table 2: Unsupervised OOD detection performance on audio classification. We compare results from
AP-OQOD, Mahalanobis (Lee et al., 2018; Ren et al., 2023), KNN (Sun et al., 2022), Deep SVDD (Ruff
et al., 2018), MSP (Hendrycks & Gimpel, 2016), and EBO (Liu et al., 2020b) trained on MIMII-
DG (Dohi et al., 2022) as the ID data set. | indicates “lower is better”” and 1 “higher is better”. All

values in %. We estimate standard deviations across five independent training runs.
Mahalanobis KNN Deep SVDD  MSP EBO AP-OOD (Ours)

AUROC T 64.96i0‘002 81.21i0'000 53.48i1'930 88.05i0'000 90.75i0'000 92.8610'746
FPR95 l 84.39i0'011 57'11:&0.000 89.44i1'689 36'43iﬂ.000 61.86i0.000 22.3512.388

Training. We extract 100,000 ID sequence representations (E or &) and use all extracted repre-
sentations for training AP-OOD in all experiments. We also extract AUX sequence representations,
and we vary the number of AUX sequences available from O (unsupervised) to 10,000 (fully super-
vised). While training AP-OOD, the transformer model remains frozen. We use the Adam optimizer
(Kingma & Ba, 2014) without weight decay, set the learning rate to 0.01, and apply a cosine schedule
(Loshchilov & Hutter, 2016). We train for 2,000 steps with a batch size of 512. We select M and T’
such that the parameter count of AP-OOD matches the parameter count of the Mahalanobis method
(i.e., the size of 32). For more information on hyperparameter selection, we refer to Appendix D.4.
During training, we estimate g using the sequences in a given mini-batch. When training is complete,
we do an additional pass over the corpus Z and compute the final p using attention pooling, which

we implement by iterating over mini-batches of Z. We describe this process in Appendix C.2.

Baselines. We compare AP-OOD to five unsupervised OOD detection methods: We apply the
embedding-based methods Mahalanobis (Lee et al., 2018; Ren et al., 2023), KNN (Sun et al., 2022),
and Deep SVDD (Ruff et al., 2018) to both the input and output sequence representations (E and G,
respectively), and we apply Perplexity (Ren et al., 2023) and Entropy (Malinin & Gales, 2020) to the
output of the decoder. We also compare AP-OOD to three supervised OOD detection methods: binary
logits (Ren et al., 2023), relative Mahalanobis (Ren et al., 2023), and Deep SAD (Ruff et al., 2019).
We evaluate the discriminative power of the methods in our comparison using the false positive rate
at 95% true positives (FPR95) and AUROC.

Audio data. To demonstrate the effectiveness of AP-OOD on data modalities other than text, we
apply the method to the MIMII-DG audio data set (Dohi et al., 2022). The data set comprises
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Figure 3: OOD detection performance on the input token embeddings of PEGASUS| argg trained
on XSUM. We vary the number of AUX samples and compare AP-OOD, binary logits (Ren et al.,
2023), Deep SAD (Ruff et al., 2019), and relative Mahalanobis (Ren et al., 2023). AP-OOD attains
the highest AUROC independent of AUX sample count.

audio recordings of 15 different machines, ranging from 10 to 12 seconds in length. The dataset
contains 990 samples per machine. During preprocessing, the raw audio waveforms are converted
into audio spectrograms. We train a transformer to classify a subset of 7 machines. The remaining 8
machines are considered as OOD. The architecture and training method for the network were adopted
from Huang et al. (2022). To adjust for the small data set size, we decrease the size of the architecture:
We increase the patch size to 32 x 32 pixels, decrease the embedding dimension to 32, and utilize
only three attention blocks with four heads each. Consequently, the encoder of the network produces
128 tokens with D = 32 features. We train AP-OOD on the encoder output in the unsupervised
setting using M = 128 and T' = 8.

4 Results

Table 1 shows the results on unsupervised OOD detection on the text summarization task. AP-OOD
surpasses methods with mean pooling by a large margin for both input and output settings for most
OOD data sets. Most notably, the mean FPR95 on CNN/DM improves from 73.70% for the best
baseline Deep SVDD to 19.51% for AP-OOD. The table also shows that the embedding-based
methods (Mahalanobis, KNN, Deep SVDD, and AP-OOD) perform better than the prediction-based
baselines perplexity and entropy. Figure 3 shows the results of AP-OOD in the semi-supervised
setting: supplying AUX data to AP-OOD improves the AUROC, and more AUX data results in a
larger improvement. AP-OOD attains the highest AUROC independent of AUX sample count. We
include the results on additional OOD data sets in the semi-supervised setting and results on fully
supervised OOD detection on the summarization task in Appendix D.2, and we present ablations on
AP-OOD on text summarization in Appendix D.6.

In the audio task, the network achieves an accuracy of 97.6% on the primary classification task. Table
2 presents the results of the unsupervised OOD detection methods AP-OOD, Mahalanobis (Lee et al.,
2018), KNN (Sun et al., 2022), and Deep SVDD (Ruff et al., 2018). The results show that AP-OOD
improves the FPR95 metric from 57.11% (KNN) to 22.35%.

5 Conclusion

We introduce AP-OOD: an approach for OOD detection for natural language that can learn in
supervised and unsupervised settings. In contrast to previous methods, AP-OOD learns how to pool
token-level information without the explicit need for AUX data. Our experiments show that when
supplied with AUX data during training, the performance of AP-OOD improves as more AUX data is
provided. We compare AP-OOD to five unsupervised and three supervised OOD detection methods.
Overall, AP-OOD shows the best results.
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A Related Work

OOD detection. Some authors (e.g., Bishop, 1994; Roth et al., 2022; Yang et al., 2022) distin-
guish between anomalies, outliers, and novelties. These distinctions reflect different goals within
applications (Ruff et al., 2021). For example, when an anomaly is found, it will usually be removed
from the training pipeline. However, when a novelty is found, it should be studied. We focus on
detecting samples that are not part of the training distribution and consider sample categorization
as a downstream task. OOD detection methods can be categorized into three groups: Post-hoc,
training-time, and OE methods. A common and straightforward approach for OOD detection is
the post-hoc approach, where one employs statistics obtained from a classifier. Perhaps the most
well-known approach is the maximum softmax probability (MSP; Hendrycks & Gimpel, 2016). A
wide range of post-hoc OOD detection approaches have been proposed to address the shortcomings
of MSP (e.g., Lee et al., 2018; Hendrycks et al., 2019a; Liu et al., 2020a; Sun et al., 2021, 2022;
Wang et al., 2022; Zhang et al., 2023b; Djurisic et al., 2023; Liu et al., 2023; Xu et al., 2024; Guo
et al., 2025). A commonly used post-hoc method is the Mahalanobis distance (e.g., Lee et al.,
2018; Sehwag et al., 2021; Ren et al., 2023). Recently, Miiller & Hein (2025) proposed feature
normalization to improve Mahalanobis-based OOD detection, and Guo et al. (2025) show that the
Mahalanobis distance benefits from dynamically adjusting the prior geometry in response to new data.
In contrast to post-hoc methods, training-time methods modify the training process of the encoder
(e.g., Hendrycks et al., 2019c; Tack et al., 2020; Sehwag et al., 2021; Du et al., 2022; Hendrycks
etal., 2022; Wei et al., 2022; Ming et al., 2023; Tao et al., 2023; Lu et al., 2024). Finally, the group of
OE methods incorporates AUX data in the training process (e.g., Hendrycks et al., 2019b; Liu et al.,
2020a; Ming et al., 2022; Zhang et al., 2023a; Wang et al., 2023; Zhu et al., 2023; Jiang et al., 2024,
Hofmann et al., 2024).

OOD detection and natural language. Most of the aforementioned OOD detection approaches
target vision tasks, and many of them require a classification model as the encoder ¢. Applying these
vision-based OOD methods to text is not straightforward due to the sequence-dependent nature of
natural language (e.g., in autoregressive language generation). OOD detection specifically tailored
for natural language is still underexplored. Ren et al. (2023) propose the log-model perplexity of a
generated sequence y as a simple baseline for OOD detection on autoregressive language modeling

tasks: — 1 Zle log po(yi|y<i, ¢). However, they show experimentally that model perplexity is
inherently limited. Because of these shortcomings, Ren et al. (2023) propose embedding-based
OOD detection methods for text data. Relatively few other works have explored OOD detection
for generative language modeling. Notable applications include translation (e.g., Xiao et al., 2020;
Malinin et al., 2021; Ren et al., 2023), summarization (Ren et al., 2023), and mathematical reasoning
(Wang et al., 2024). A related field is hallucination detection (e.g., Malinin & Gales, 2020; Farquhar
et al., 2024; Du et al., 2024; Aichberger et al., 2025; Park et al., 2025). Unlike OOD detection (which
flags inputs outside the training distribution), the goal of hallucination detection is to identify prompts
a generative language model is unlikely to answer truthfully.

Continuous modern Hopfield networks. Modern Hopfield networks (MHN5) are energy-based
associative memory networks. They advance conventional Hopfield networks (Hopfield, 1984) by
introducing continuous queries and states and a new energy function. MHNs have exponential storage
capacity, while retrieval is possible with a one-step update (Ramsauer et al., 2021). The update rule of
MHN:Ss coincides with attention as it is used in the Transformer (Vaswani et al., 2017). Examples for
successful applications of MHNs are Widrich et al. (2020a); Fiirst et al. (2022); Sanchez-Fernandez
et al. (2022); Paischer et al. (2022); Schifl et al. (2022); Schimunek et al. (2023); Auer et al. (2023)
and Hofmann et al. (2024).

Multiple instance learning (MIL). MIL (Dietterich et al., 1997; Maron & Lozano-Pérez, 1997,
Andrews et al., 2002; Ilse et al., 2018) considers a classifier that maps a bag Z = (z1, ..., zg) of
instances z; to a bag-level label Y € {0, 1}. MIL also assumes that individual labels y; € {0,1}
exist for the instances, which remain unknown during training. By assumption, the bag-level label is
positive once one of the instance-level labels is positive (and negative if all are instance-level labels
negative), i.e., Y := max, ys. Recent MIL methods use attention pooling (Ilse et al., 2018; Shao
etal., 2021; Al Hajj et al., 2024) and modern Hopfield networks (Widrich et al., 2020b) to pool the
features of the instances.
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One-class classification (OCC). OCC (Scholkopf et al., 1999) is the problem of learning a decision
boundary separating the ID and OOD regions while having access to examples from the ID data set
only. One-Class SVM (Scholkopf et al., 2001) learns a maximum margin hyperplane in the feature
space that separates the ID data from the origin. Support Vector Data Description (SVDD; Tax &
Duin, 2004) learns a hypersphere which encapsulates the ID data. Most closely related to AP-OOD is
Deep SVDD (Ruff et al., 2018). Deep SVDD learns an encoder ¢ (-, W) : RP — RM by minimizing
the volume of a data-enclosing hypersphere in the output space. Ruff et al. (2019) propose Deep
SAD, an extension of Deep SVDD that makes use of AUX data during training. However, Liznerski
et al. (2022) show that the effectiveness of this extension degrades with increasing dimensionality.
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B Theoretical Notes

B.1 OOD Score Investigation
In the following, we show that

min —d?(%nc(:v), Z) +log(||w;]|3) < 2log(e) + log(2r) = €O

je{l,.. M}
T
whenever z; := Wij is normally distributed with probability density function
pi(z) = llesle exp (—1(|wj|2 zj = w-TNj)Q) : (12)
Vo 2 I

weight vectors w; € R, encoder ¢ene : X — Z, Z = Uss1 RP*S z e 2, Z € Z, z; = Zp;,
wj = Zf)J NS A and ﬁj S AS" with

S
A® = {(pl,...,ps) €[0,1)° | Zpi = 1}.

Proof. Note that the ¢epc-pushforward density pg, . of pip satisfies

Do (Z) = /X Pio() 6(denc(x) = Z) d > pio(a).

T
Analogously, we get p;(Z;) > Pg...(Z) for Z; := Zp; and p;(z;) > p;(%;) for z; := H;Uﬁzj.
That is, for any j € {1,..., M}, we have that pip(x) < py...(Z) < p;j(Z;) < pi(z). Asa
consequence, for all j € {1,..., M} it holds that p;(z;) < ¢ = pmp(x) < e. Moreover, the
following equivalence holds:

pi(z5) < € —
[|w; |2 1
- 1o 20 —

T exp 2(||'wj|\2 Z; w wi)?) < e —
w2 1,
—— —-(wj z; — —

5 P 2(w] Z — wl )’ ) < e

— (w2 — wjp;)* + log(|[w;l[3) < 2log(e) + log(2r) (13)

As a consequence, we have that € Q, if Equation (13) is satisfied for any j € {1,..., M }. O]

B.2 Mahalanobis Decomposition

We assume the D weight vectors w; are linearly independent. First, we start from the decomposed
term and show that the Mahalanobis distance is equivalent.

D
B2, 10) = Y (wl'z — wlp)’ (14)
j=1

D
=(z — w7 (Z ijjT> (2 — ) (15)
=z - 'Yz —p). (16)

Because the weight vectors are linearly independent, X! has full rank. Next, we go in the opposite
direction and show that the eigenvectors V' = (vy,...,vp) and eigenvalues D = diag(A1,...,Ap)
of 3 can be used to select the corresponding w;.
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- w'ENzE - p) (17)
- w'VIDT'V(z —p) (18)

VD-1Vz — \/FVH)T (\/sz - \/Fvu) (19)

dl%/laha(27 ll’) =

Il
—_— T

D
= Z(ijz - w; p)?, (20)

wherew; = (/A 'v;, % = VIDV,and=7! = VD'V,

B.3 AP-OOD Reduces to Mahalanobis Distance with Mean Pooling for 5 = 0

In this section, we show that as 3 = 0 and M = D, d*(Z, Z) reduces to the Mahalanobis distance
with mean pooling as used by Ren et al. (2023). To arrive at the result, we assume uniform sequence
lengths.

T
. 1
softmax(0 - ZTw), = Sexp(O Z W) = —, 21
So_exp(0- zLw) S
S
_ . 1
z = AttPooly(Z,w) = Zsoftmax(0- Z* w) = g Z Zs, (22)
s=1
. ) } | NS | X
1 = AttPooly(Z,w) = Zsoftmax(0- ZTw) = S—N;;z“ = N;z, (23)
where we use the concatenated sequence Z = (Z, || --- || Zy), and the sequence representations
Z; = ¢(x;) = (zi1, . . ., zis) € RP*S. The squared distance of AP-OOD reduces to
. M N _ 2
d*(Z,Z) = Z (ijZsoftmax(ﬂ ZTw;) — ijZsoftmaX(ﬂ Zij)> (24)
j=1
D
= D (wiz — wip)® = dij (2. ). (25)

<.
Il
—

To show the relation with non-uniform sequence lengths, we modify the attention pooling as follows:

AttPools(Z,w) = Zsoftmax(8 ZTw + log(s)) (26)

where s contains the sequence lengths .S of the sequences (replicated for the individual tokens). The
corresponding vector § for Z consists of the sequence lengths S; replicated for the individual tokens.
The resulting zZ and p are:

exp(0 - 27w + log(9)) 1 27
S exp(0- 28w +log(S)) S

softmax(0 - ZTw 4 log(s))s =
18

Z = AttPooly(Z,w) = Zsoftmax(0- ZTw + log(s)) = §ZZS’ (28)
s=1

N S N
- - ~ 1 1 1
1 = AttPooly(Z,w) = Zsoftmax(0- ZTw + log(5)) = N ;21 3 SEZIZis =N ,E: Z;.

1
(29)
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C Additional Algorithmic Details

C.1 AP-OOD Algorithmic Overview

Algorithm 1 AP-OOD

Require: (x1,...,TN), ¢, ¢4, B, M, nsteps
1: fori =1to N do

2: Compute sequence embedding Z; using Z; < ¢.(x;) or Z; « ¢dgq(de(x;))-
3: for step = 1 to nsteps do
4: Sample mini-batch {Z;};cp with batch indices B.
5: Form batch-local concatenation Zp < ||,z Zi.
5 M

6:  Compute loss £ < 57 2 e5d*(Zi, Zp) — 3252, log(||wy]13).
7: Compute gradients of £ w.r.t. (w1, ..., wys) and perform a gradient update
8: Form the concatenation of sequence representations Z <+ (Z1 || --- || Zn)

M 5
9: 8(Z) < 325, _d?(Z7 Z) +log (I[w;]3) -
10: return s(-)

C.2 Attention Pooling over the Corpus

In this section, we describe the process of performing attention pooling over a long sequence Z that
is too large to fit into memory. For this, we need the log-sum-exponential function. We follow the
notation from Ramsauer et al. (2021).

S
lse(B,a) = 7' 1log (Zexp(ﬂas)> (30)

s=1

Algorithm 2 Attention pooling over a long sequence

Require: Z = (2,,...,25) € RP* 5, w, B
I: B+ —o0
2: <0
3: for s + 1to S step B do
: Load mini-batch B + (Zs,..., 24 B)
Ep <+ 1se(3, BTw)
p < exp(B(BTw — Ep))
K1p < Bp
pp « o(3(En — )
p < pppp + (1 —pp)p

E < B~ 'log (exp(BEp) + exp(BE))
return p

SYRIADINE

C.3 Extension: Multiple Queries per Head

We extend AP-OOD and use multiple queries per head. We use a set of stacked queries W; =
(wj1,...,wr) € RPXT per head. For simplicity, we consider a single head with the queries W
for now. We begin by extending the softmax notation from Ramsauer et al. (2021) to matrix-valued
arguments. Given a matrix A € RS*7

exp(/@ast)
. 3D
>o—1 Lims exp(Bagi)

In other words, the softmax normalizes over the rows and columns of A. Next, we extend the attention
pooling process from Equation (7) with the matrix-valued softmax: AP-OOD transforms the sequence

softmax(8A)g =
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representation Z € RP* with S tokens to a new sequence representation Z = ZP € RP*T with
T tokens. The updated attention pooling process is

AttPools(Z, W) := Zsoftmax(f Z'W) and Z := AttPools(Z,W). (32)

Finally, AP-OOD uses W € RPXT to transform the Z e RD *T t0 a real number with the Frobenius
inner product (W, Z)r = vec(W)T vec(Z) = Tr(W?T Z). To summarize, the extended squared
distance is

M
. N . 2
(2,2) =Y (Tr(WjT Zsoftmax(8 ZTW;)) — Te(W] Zsoftmax(B ZTWj))) . (33)
j=1
Finally, the regularizing term is — log(||W||) (where || - ||% denotes the squared Frobenius norm).
To summarize, the extended loss is
L M
— 2 > 2
LWL,..., W) = Ni}d (2:,2) - zlog(I\WjI\F). (34)
= Jj=
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Table 3: Unsupervised OOD detection performance on English-to-French translation. We compare
results from AP-OOD, Mahalanobis (Lee et al., 2018; Ren et al., 2023), KNN (Sun et al., 2022),
Deep SVDD (Ruff et al., 2018), model perplexity (Ren et al., 2023), and entropy (Malinin & Gales,
2020) on a Transformer (base) trained on WMT15 En-Fr as the ID data set. | indicates “lower
is better” and 1 “higher is better”. All values in %. We estimate standard deviations across five
independent data set splits and training runs.

1T Koran Law Medical Subtitles ndd2015 ndt2015 nt2014 Mean

Input OOD
N AUROC 1 93.94%F0-01  66,82£029 49 39+030 78 50041 89 61+0:09 5 g7+001 (6 44+0-01 57 538001 70 96
AANODIS FPRO5 | 31.20%029  93.46*027 919600 (313*077  59.60+048 §7.01*011  89.09F010  97.13*010 7650
KNN AUROC 1 94.16%001  66.16%0-24  46.68%022  79.62%0-41  89.16+0-11  64.814005  5.635005  53.21#005 69,93
FPR95 |  32.44%012  9469%028 99713034 §7,0420.78 335032 gg 91+007 g9 g70-04 g7 57£0.03 7833
Deep SVDD AUROC 1 92.53%0-15  64.12%081 51 56121 77402052 g7.64%037  §3.30+040 358031 4931031 68,68

FPR95 |  39.37%094 95944028 9980029 6,17+£0.71 65534183 g9 87022 9(,91£0-2T 98 07019 79.74
AUROC T 94.88%008 73514033 51114038 g1 80+035 g9 14+032 9 9g8+0-15 70.40+027 57824023 7358
FPR95 |  25.00%0-59 87.48+0-33 89 45067 5§ 51060 () 78207 g6 45+091 g7 (5032 94 19+041 7361

Output OOD

AUROC T 94_06i0.00 77_0510.20 45_1810.38 75_4110.12 92_381().()8 75_32;&0.02 75.81i”'”2 61_7410.02 74()2
FPR9S |  35.36%001  90.54%0:35  90.14*034 69174060  50,11+0-58 8394004 g5 47000 9G0+0-00 75,19
AUROC 1 71.44%022  86.14%0:32 5398+0.23 5] 19+0.44  70,95+047 75 11£096 79 96+022 77 314017 9 13
FPR95 |  71.19%0%  56.19*191 93 94+0-37 9027064 74 56+123  76.28+213 7765154 g5 714132 7823
AUROC T 90.74*001  §9.38+017 5295014 75 84047 g6 57+0.08 9 98003 9 764002 4g,63+0-02 6854
FPR9S |  57.02%044  9426%0-23  g7.15+015 g1 344033 76,16+0.79  93,09+029 93 93+0-13  98,00+0-09  86.37
AUROC 1 95.35%0-04 71555017 57 40014 78 53058 g7 06+012  §7.16+012  7.90¥0-13  58.38%0-10 7292

AP-OOD (Ours)

Perplexity
Entropy

Mahalanobis

KNN FPROS | 27615031  04.13%011 9389032 5 10F058 79 73+043 9] 334008 g] ggE010  gg79E0.05 7917
Pz GVTDTD AUROC 1 89.20%013 7284080 54.40%083 73 96+065  84.00019  60.37E057  60.66+037  47.11%022  67.12
cep FPR95 |  62.41%12L  9519%048 9533065 g1 50169 g1 56+L15 93934026 g5 75+0.44 g8 41£0.16 g7 97

AUROC 1 96.28%0-11 g0 70%050  5307+068  80.84%087 03 88+0-36 g(.64+0-57 g81.39+056 (812065 7936

AP-OOD (OUrs) - ppRos | 21204065 5249719  g7.38+044 63.67+103 40275902 77146 7g30+1 9450500 6813

Table 4: Supervised OOD detection performance on English-to-French translation. We compare
results from AP-OOD, binary logits, relative mahalanobis (Ren et al., 2023), and Deep SAD (Ruff
et al., 2019) on a Transformer (base) trained on WMT15 En—Fr as the ID data set. | indicates “lower
is better” and 1 “higher is better”. All values in %. We estimate standard deviations across five
independent data set splits and training runs.

IT Koran Law Medical Subtitles ndd2015 ndt2015 nt2014 Mean
Input OOD

AUROC 1 93.60F03+  95.17+005 54 99%0:33 70474067 9534046 g9 91+0-15 89 g0+0-16 8565006 g3 68
FPROS |  28.58F119 34914075 97165006 g9 97+0-64 41 034096 6064041 57,5055 75.78F044 59 74
AUROC 1 92.82%026  9331+0-09 4307038 7440%0-10 g5 73+021 g9 33+£0.04  gg gg+0.05 g9 )g+0-13 8945
FPR95 |  19.27%044 53 50)%068 g4 27%024 g7 63+0.66 13 38+0.28 59 )6+0-43 (] 49+0-37  83924F014 5648
AUROC 1 94.56%0-13  94,77%0.14 57 44+058 71 7027 91 574021 0 07016 g9 47+0-12 g4 49+0.19 g4 95
FPROS |  28.31F062 40 77+135  9710*013 83744028 41 15124 61 54081 62115082 79 .33+065 61,76
AUROC T 94.97+054 96.17+035 5682F103  79.31+099 95034041 90661039 90.73+036 86.56036 86.28
FPROS |  29.93%286  26.04%297 94.46%0%  79.06%'44  20.17%232  56.34%246  5512%147  69.75%136 5498

Output OOD

Binary logits

Relative Mahalanobis

Deep SAD

AP-OOD (Ours)

——— AUROC T 95.15%006 9564017 5896%0-79 7470037  92,79+0-22  90,39+0.19  9(,91+0.16 85.44
1nary fogits FPROS|  27.58%0-4  30.49%189 96368025 8209061  3908*1.07  57.36E095 5765065 58.24
AUROC 1 92.83%F018 94944014 4] gg+042 77 09#0-27 95 14+0.16  gg g6+0-02 g7 g3+0.08 81.89

Relative Mahalanobis  pppos| 95794040 36305118 g5 544020 g ggE0.20 90 49F0BT  7.30%052  g7.g)+048 60.35

85.
AUROC 1 95.88%0-13  9657+021 56 47+131 76355060 g4 79+0.12 90 66+0-11 90.40+°11 86.21*018 8592
FPR95 l 23.731047 21,3811'75 95.86i0'38 82,4710 52 30.23t0.82 58,1411‘45 57v37i1v64 7547310.23 M
AUROC T 905.82%0-24  96.85%0-24 59 22+092 78 a7+167 g5 78+0.13 () 314033 g9 g7+0.35  g397+0.90 86 26
FPROS|  28.51F14%  19.94%178 9365036 137405  96.96+1.04  59.28+1:36 57487109 73.64%121 5510

Deep SAD

AP-OOD (Ours)

D Experiments

D.1 Translation

We train a Transformer (base) on WMT15 En—Fr (Bojar et al., 2015). The model trains for 100,000
steps using AdamW (Loshchilov & Hutter, 2017) with a cosine schedule (Loshchilov & Hutter, 2016),
linear warmup, and a peak learning rate of 5 x 10~%. We set the batch size to 1024 and the context
length to 512. Following Ren et al. (2023), the AUX data set is ParaCrawl En—Fr, and the OOD data
sets are newstest2014 (nt2014), newsdiscussdev2015 (ndd2015), and newsdiscusstest2015 (ndt2015)
from WMT15 (Bojar et al., 2015), and the Law, Koran, Medical, IT, and Subtitles subsets from OPUS
(Tiedemann, 2012; Aulamo & Tiedemann, 2019).

Table 3 shows the results on unsupervised OOD detection on the translation task. AP-OOD gives the
best average results for the input and output settings. It is noteworthy that in the translation task, the
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Figure 4: OOD detection performance on text summarization for all OOD data sets. We vary the
number of AUX examples and compare results from AP-OOD, binary logits (Ren et al., 2023),
relative Mahalanobis (Ren et al., 2023), and Deep SAD (Ruff et al., 2019).

prediction-based methods perform better, with the perplexity baseline outperforming all embedding-
based methods evaluated on the output token embeddings except AP-OOD. We hypothesize that this
discrepancy can be explained as follows: In translation, ID uncertainty is typically low because the
source sentence largely dictates what must be generated — specific words, names, and inflections —
so ID perplexities are small and tightly clustered. In text summarization, ID uncertainty is higher
because many different summaries can be equally valid, with freedom in what to include and how
to phrase it. This raises and spreads ID perplexity and weakens ID-OOD separation when using
perplexity.

In the fully supervised setting, we train all methods on the embeddings of 100,000 ID embeddings and
100,000 AUX embeddings obtained from a Transformer (base) trained on WMT15 En—Fr translation.
Table 4 shows that AP-OOD improves supervised OOD detection results w.r.t. the mean AUROC and
FPRO95 metrics.

D.2 Additional Experiments on Text Summarization

In the fully supervised setting, we train all methods on the embeddings of 100,000 ID examples
and 10,000 AUX examples obtained from PEGASUS| srgg trained on text summarization using the
XSUM data set. Table 5 shows that AP-OOD substantially improves fully supervised OOD detection
results, improving the previously best mean FPR9S5 of 1.06% (binary logits) to 0.28% in the input
OOD setting. Figure 4 shows the results for the semi-supervised setting when scaling the number of
AUX examples on all OOD data sets for text summarization. We evaluate relative Mahalanobis only
for N’ > 1024, because X is not invertible when using fewer AUX examples. In contrast to Figure 3,
Figure 4 also shows the results for Reddit TIFU and Samsum. On these two data sets, all evaluated
methods except relative Mahalanobis achieve near-perfect OOD detection results for N/ > 8.
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Table 5: Supervised OOD detection performance on text summarization. We compare results from AP-
OOD, binary logits (Ren et al., 2023), relative Mahalanobis (Ren et al., 2023), and Deep SAD (Ruff
et al., 2019) on PEGASUS| argg trained on XSUM as the ID data set. | indicates “lower is better”
and 1T “higher is better”. All values in %. We estimate standard deviations across five independent
data set splits and training runs.

CNN/DM Newsroom Reddit Samsum Mean
Input OOD
. . AUROC 1t 99.43*011  99,52%006 100,000  99.99*0-00 99.73
Ieimergy Lo FPRO5 | 232309 1g3*017  gQgt000  (q(+001 1.06
Relative Mahalanobis AUROC T 81.28%0-19 9185020 99 96+0-00 99.98+0-00 93.27
clative Mahalanobls  pppos | 62.92%0-31 98 99%043 () 0=0-01 0.01£0-01 22.79

AUROC 1 98.85¥017 99 24+0:07  100.00%%-%°  100.00*%%°  99.52
FPR95 |  3.69%081 2.38+0-16 0.00+0:00 0.00+0:00 1.52
AUROCT 99.83%018 99714005 100,00*%%0 100.00°°° 99.88
FPR95 |  0.37%0-51  .76+019  ( Q*0-00 0.00+0-00 0.28

Deep SAD

AP-OOD (Ours)

Output OOD
. . AUROC 1 98.67F0-26 99 49+0-03 99 99+0.01 09.94+0-:02 99.52
Binaclieers FPRO5 | 5013097 774007 (0000 k004 172
. . AUROC?T 93.58F018  97.41+008 g9 go+0.01 99.54+0:03 97.59
Relative Mahalanobis - pppog | 94394085 g5uk023 () ggt001 1.00%0% 847
- AUROC1 98.39%028  99.53%0.03 10000000  99.96+0-00 9947
ccp FPROS |  6.00%075 1662011  0.00%000 0.07£003 1.93

AUROC 1 99.00%913 99 59+0.02  100.00%0-00 99.98+000 99 64

AP-00D (Ours) FPROS |  3.25%¥042  1.24%007 00000  001#001 113

D.3 Toy Experiment

Toy experiment. We present a toy experiment illustrating the main intuitions behind AP-OOD.
Figure 1 demonstrates a simple failure mode of mean pooling approaches: First, we generate ID and
OOD token embeddings Z; € R?*2. Each ID sequence representation consists of one token sampled
from NV((1,1), 02I) and one token sampled from A/((—1, —1), ¢2I). The OOD sequences contain
two tokens sampled from A ((—1,1), o2I) and N'((1, 1), o*I), respectively. We set o := 0.1.
The left panel shows the generated sequences, where each sequence consists of two dots (representing
the two tokens) connected by a line. Because the means of the ID and OOD sequences both cluster
around the origin (central panel), the Mahalanobis distance with mean pooling fails to discriminate
between them (right panel). Figure 2 shows how AP-OOD overcomes this limitation: We set M = 1
and " = 1 and train AP-OOD as described in Section 2.1 on the ID data only, but we modify the
pooling mechanism from Equation (7): We replace the dot product similarity in the softmax with
the negative squared Euclidean distance, as it is known to work better in low-dimensional spaces.
Formally, we modify the attention pooling process from Equation 7 as follows:

exp(—5llzs — wlf3)

5 .
oo exp(—5llze — wlf3)

S
AttPools(Z,w) = Y _ z, (35)
s=1

The left panel of Figure 2 shows that the loss landscape of w forms two basins at the locations of the
ID tokens. The central panel shows that after training, w is located in one of the basins. Finally, the
right panel shows that AP-OOD perfectly discriminates ID and OOD.

D.4 Hyperparameter selection.

To find the values for 8, M, and T in the unsupervised setting, we perform a grid search using the
values 3 € {%, 0.25,0.5,1,2} and T € {1,4,16}. We select M such that the total number of

parameters of AP-OOD equals the number of entries in 3 of the Mahalanobis method, i.e., such
that M'T' = D. We select the hyperparameter configuration by evaluating each resulting model on
OOD detection using a validation split of the AUX data set (in the unsupervised setting, we use the
AUX data set only for model selection, not for training the model), and we select the model with the
highest AUROC. In the supervised setting, we follow the same procedure, and we additionally select
A€ {0.1,1,10}.
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Table 6: Unsupervised OOD detection performance on text summarization. We compare results from
AP-OOD when using s(Z) and $min(Z), on PEGASUS| argg trained on XSUM as the ID data set. |
indicates “lower is better” and 1 “higher is better”. All values in %. We estimate standard deviations
across five independent dataset splits and training runs.

CNN/DM Newsroom Reddit Samsum Mean
Input OOD
(2) AUROC T 96.13%044 99 .10+008 9991+0.03 g9 80+0-04 9874
s FPRY95 |  19.51%22¢  411+028  0*001 (047003 591
w(z) AUROCYH 96.08%0-37  97.48%028 99 71£020  97,67£0-35 9774
Smin FPR95 |  18.78*273 11.16*'21  (.01%0-01 12.04%3-04  10.50
Output OOD
(2) AUROC 1+ 93.37%05%  92.62%067 98 041028 98 30+01t 9559
§ FPR95 |  23.12+197 2991+293 344156  §83+064 1655
(2) AUROC 1 93.82%156 g8 30345 9504225 90.13+431 92,05
Smin FPR95 |  26.60%5%3  38.26%373  18.49+901  36.71£1240 3002

Table 7: Unsupervised OOD detection performance on text summarization. We compare results from
AP-OOD trained on XSUM as the ID data set when varying /3. | indicates “lower is better” and 1
“higher is better”. All values in %. We estimate standard deviations across five independent dataset
splits and training runs.

CNN/DM Newsroom Reddit Samsum Mean
Input OOD

5=0 AUROC T 66.83%0-44 81424027 94 81+0.32 93 384+0.20 g4 11
- FPR95 |  97.17*0-10  76.31%0:35  41.12%342 19,9608 5864
8 — 0.95 AUROC 1 97.76+011 98 75+0.07 99 87%0.06 99 46+0.09 98 96

) FPRO5 |  11.07%074 4 75+0.41 0.00%0:00 02002 3.96
8—05 AUROC T 96.13£041  99.10%008 99 91+0.03 99 80*004  98.74

: FPR95 |  19.51%224  4.11%028  (.00*0.0! 0.04+0-03 5.91
P AUROC?T 91.36=0-41  98.77%0-05 99 75+002 99 834001 9743
: FPRO5 |  38.78%450  49440.23 0.02%0-02 0.00£0-90 10,94
P AUROC T  84.20%091  97.58£0-09 99 5+0.05 99 76+001 9528
P FPRO5 |  63.31%403  91440.46 0.12%£0:07  ,05+0:03 18.16
s-1/yp AUROC T 89.09%06C  90.59£035 9959018 g9 gTL00L 9479
= FPRO5 |  53.96%330  47.50+1:83 17+018 0.04+0-02 25.42

Output OOD

_ AUROC T 77.67%137  85.10%0-61  84.12%1.08 97 70+044 84 65
p= FPRO5 |  82.07%130  69.32%165  5730FL73 99 37£L7 59592
5—025 AUROC 1 91.37+0-64 93.66*‘{-}3 94.79%0-29 96.56*?-27 94.10
: FPR95 |  43.03FL71  34.70%032  3838%327 186124  33.68
5=05 AUROC 1 93.37+0:54  92,62+0-67  98.04+0-28 98.30+011 9559
- FPR95 |  23.12%197 2991+293 ¢.34+156  .83+064 1655
s-1 AUROC T  93.06%0°7  91.82+0-71  97,66+033  97.91+022 9511
- FPR95 |  24.04%19  32,04%297  9.29*L71 8.82%1:42 18.55
52 AUROC 1 9325048 91.98+0-78 9757040 97,97£019 9519
- FPR95 |  23.69*194  31.23%309  1006+244 837130 18.34
AUROC T 54.67+0-72  §0.59+0-72 94124030 94 93+0.35 g1 g8

8=1/VD  pRos 1 9240%020  65.83F103  30.04FL15  27.20%191 5387

D.5 OOD score comparison

We experimentally compare the min-based OOD score sy (Z) and its upper bound s(Z). For
training, we use the loss from Equation (10) in both settings. The results in Table 6 show that s(Z)
achieves better OOD discrimination w.r.t. the mean AUROC and FPR95. While $y,i, (Z) roughly
matches the OOD detection metrics of s(Z) on CNN/DM for both input and output, spin(Z) lags
behind s(Z) on the other OOD data sets.
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Table 8: Unsupervised OOD detection performance on text summarization. We compare results from
AP-OQOD trained on XSUM as the ID data set when varying M and T'. | indicates “lower is better”
and 1 “higher is better”. All values in %. We estimate standard deviations across five independent
dataset splits and training runs.

CNN/DM Newsroom  Reddit Samsum Mean
Input OOD

AUROC T 97.16%0-22 9825011 99.82+0.01 99 39+0.03 98 G4
FPR95 |  14.72%0-83  7.54+0.62 0.00£0-90  (),64+0:11 5.72
AUROC 1 97.98%0-16 98 83+0.07 9 g7+0.03 g9 0+0-04 9907
FPR95 |  9.77%0-80  467%030  0,00%0%°  0,02%%°2 361
AUROC 1 97.76F0-11  98.75%007 99 87+0.06 99 464099  98.96
FPR95 |  11.07*0-7  4.75%041 0.00%0-00 () ()2+0.02 3.96
AUROC T 97.53%0-15  98.49+0.15 99 83+0.07 g9 14+0.12 9875
FPR95 |  12.48*114  5.94+0:65 0.00£0-00  (),25+0.10 4.67
AUROC T 97.10%0-09  98.14+016 99 84+0.07  9g 814016 98 47
FPROS |  14.30%0-77  7.87+0-86 0.00%0-00 0.99+0-50 5.79
AUROC 1 96.84%0-35  97.78%0:15 99 83+0-05 98 56+0-28 98 95
FPR95 |  14.97F196  10.18%0:80  (,1+0.02 2.53+212 6.92
AUROC 1 96.23%0-45  97.35+024 99 73011 9g 124024 9786
FPROS |  16.65%199 1255115 (,09+0-20 5.69%187 8.75
AUROC T 95.56%0-3%  96.47+046 99 674027 97.44+025 9799
FPR95 |  18.16%157  16.34*1.91  (.52+113 11.29%178 11,58
AUROC 1 94.58*0-67 9475052 99 974086 95944025 95 96
FPR95 |  20.10%232  21.71#2:30 9 1+4.09 24.58+183 1710
AUROC 1 93.17*0-75 9] 874056 98 43%+2:39 g9 g7+0.86 9334
FPR95 |  22.86%220 2709148 4954938 39.75%F3:06 23 66
AUROC 1 90.90F120  88.10%083  96.68%>76  81.41+196 8927
FPROS |  27.14%303  32,64+229  93+1678 52 73+376 30 39

Output OOD

AUROC 1 92471048 94 174030 98 364022 g7 77+0.14 95 69
FPR95 |  39.11%181  34.69%085  3q1+1.16 12.59+090 9238
AUROC 1 93.79%0-25 9585+0-18 9 ()2+0-20 98 96+0-06  96.90
FPR95 |  32.45%129 20.10%067 (.95+066 2.77+0-54 14.07
AUROC 1 93.35%046 95484028 99 19+0-26 g9 05+0:06 96,77
FPROS |  33.67+>77  21.73%082  (.86+09  272%052 1475
AUROC 1 93.24*%0-31 95 97+037 g9 21+0.41 98 g9+0.04 9§ 68
FPR95 |  32.84*175  2340*1.53  (,99+1.56 3.26%0-42 15.12
AUROC 1 92.95%0-82 94, 92+039 99 114036 98 g9+0.14 9647
FPR95 |  34.08%422 2553187 1 4g+1.63 4.10%0:70 16.30
AUROC 1 92.54*0-61 94 11047 98 67+0-73 98 63+0-41 9599
FPR95 |  37.21%376 29 56%271  4,68%439 6.11%2:55 19.39
AUROC 1 91.26F%17  92,62+140  97,99%+233 98 584084 9517
FPROS |  41.96%443 3578578  gr5tlsdd g 19+dss 23.17
AUROC T 90.94F197  91,99+1:88 9710251 98 98+080 94 58
FPR95 |  41.24*8:00 36 42%7.58 13 131335 7 58+3.85 24.59
AUROC 1 89.62%1:80 90355264 95914326 9773096 93 4()
FPR95 |  47.52%9:04 4] 771221 g 531624 10 02+4.76 99 46
AUROC 1 87.82%250  88.06%129  94.00%33%  96.91%126  91.70
FPRY5 |  52.18*%7L 5066551  28.44*1740 13 98+6-18 3631
AUROC 1 86.45F1:86  86.95+1.79  9343*235  96.10+159  90.73
FPROS | 50.92%894 4961670 29614837 1482362 36.24

M=1024 T=1

M=512 T=2

M =256 T =4

M =128 T =38

M=64 T =16

M=32 T=32

M=16 T =64

M=8 T =128

M =4 T =256

M=2 T=512

M=1 T =1024

M=1024 T=1

M=512 T=2

M =256 T =4

M =128 T =38

M=64 T =16

M=32 T=32

M=16 T =64

M=8 T=128

M =4 T =256

M=2 T=512

M=1 T =1024

D.6 Ablations

Beta sensitivity analysis. We evaluate AP-OOD when varying the hyperparameter 5 on the
summarization task. We select 3 from {0, 1/ VD, 0.25,0.5,1, 2}, and we leave the settings for M
and 7" unchanged (i.e., they are identical to the settings used in Table 1). Table 7 shows that AP-OOD
on text summarization is relatively insensitive to the selection of § inside the range [0.25, 2] in the
input and output settings.

Number of heads M and queries 7. We ablate on the number of heads M and the num-
ber of queries 7' of AP-OOD on the summarization task. For this ablation, we select T &€
{1,2,4,8,16, 32,64, 128,512,1024} and we then select M such that the total number of parameters
of AP-OOD equals the number of entries in X of the Mahalanobis method, i.e., such that MT = D.
The results in Table 8 show that AP-OOD works best on the summarization task for both input
and output when M = 512 and T = 2. Although the performance drops when decreasing M and
increasing 7', we find that AP-OOD is relatively insensitive to the number of heads and queries.
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Table 9: Unsupervised OOD detection performance on text summarization. We compare results
from AP-OOD trained on XSUM as the ID data set when using the dot product and the Euclidean
similarity. | indicates “lower is better” and 1 “higher is better”. All values in %. We estimate standard
deviations across five independent dataset splits and training runs.

CNN/DM Newsroom Reddit Samsum Mean
Input OOD
AUROC 1 97.76+0-11 98 75+0.07 g9 g7+0.06 g9 46+0.09 98 96

Dotproduct  pppos |~ 11.0740.74 4754041 (000 (24002 396
Euclides AUROCT 74225065 8443023 97,06+0-11 93304023 8850
uchdean — ppRos | 90.20%0-37 7408104 159274530 7 17El9% 4668
Output OOD
AUROC 1 93.37+054 92 62+0.65 98 04+029 98 30+011 9558
Dotproduct  pppos | 2312+198 29.93+289 §36+160 683061 1656
Euclidean  AUROC T 8T.G7E0TH 88175180 96.50£057 9128517 90,90

FPROS |  65.62%390  66.04%438  22.34%5:36 5389780 5] 97

Dot product and Euclidean distance. We compare using the dot product and the negative squared
Euclidean distance for the attention pooling in AP-OOD. For a formal definition of attention pooling
with the negative squared Euclidean distance, we refer to Appendix D.3. Table 9 shows that using the
dot product works substantially better. This result aligns with the well-established observation that
measuring similarity using the dot product in high-dimensional spaces is more effective than using
Euclidean distance.
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