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Abstract
Deploying neural networks on resource-
constrained edge devices requires both
memory-efficient quantization and robust-
ness to hardware-induced faults. We present a
unified fault robustness study across fourteen
low-precision datatypes spanning custom Float16,
Float8, and integer representations under random
multi-bit DRAM disturbance faults. Robustness
is evaluated through top-1 accuracy degradation
on MobileNetV2, EfficientNet-B0, and ResNet-
18 across CIFAR-10, CIFAR-100, and Tiny
ImageNet. Our results show that floating-point
fault sensitivity is dominated by exponent-field
width, with wider exponents causing severe
error amplification under bit flips. Among all
evaluated formats, E4M11 consistently provides
the best trade-off between clean accuracy and
fault robustness: it incurs only a 0.23% average
clean-accuracy drop relative to FP32 — on par
with FP16 and BF16 — yet limits worst-case
exponent-fault accuracy loss to 6.1% on average,
versus 34.6% for FP16 and 36.2% for BF16, a
5.7×/5.9× robustness gain. Although INT16 is
structurally immune to exponent faults, it delivers
∼10.7 dB lower Signal-to-Quantisation-Noise
Ratio (SQNR) than E4M11 with no compression
benefit; INT8 avoids exponent amplification
but suffers ∼58.8 dB lower SQNR and larger
accuracy degradation on harder tasks. E4M11
thus uniquely combines near-FP32 accuracy, the
highest SQNR (∼79.8 dB) among all formats
studied, and superior fault tolerance, establish-
ing datatype selection as a reliability-aware
design mechanism that requires no retraining or
error-correction hardware.
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1. Introduction
Deep neural networks (DNNs) are increasingly deployed
on resource-constrained edge devices for safety-critical
applications such as medical diagnosis (Abràmoff et al.,
2018), autonomous navigation (Bojarski et al., 2016), and
disaster-response systems (Gupta et al., 2019), where lim-
ited memory and energy budgets demand efficient local
inference (Canziani et al., 2016). Post-training quantiza-
tion (PTQ) addresses this challenge by converting FP32
weights into lower-precision representations without retrain-
ing (Nagel et al., 2020; Gholami et al., 2022). However, low-
cost edge hardware is also vulnerable to hardware-induced
memory faults, including DRAM disturbance errors that
silently flip stored weight bits without raising runtime ex-
ceptions (Baumann, 2005; Kim et al., 2014; Lin et al., 2024).
Since quantized weights form the stored representation used
during inference, such faults can directly corrupt model
predictions.

The impact of hardware faults depends strongly on the
underlying numeric representation. In floating-point for-
mats, perturbation of exponent bits can cause severe error
amplification, whereas integer formats are not subject to
this effect due to the absence of exponent fields. Existing
work has studied fault robustness primarily within isolated
datatype families, focusing either on fixed-point acceler-
ators (Li et al., 2017; Reagen et al., 2018) or adversarial
bit-flip attacks (Rakin et al., 2019; He et al., 2020). Unified
studies comparing custom floating-point and integer formats
under a common fault-injection framework remain limited.

In this work, we present a systematic fault-robustness study
across fourteen low-precision datatypes spanning custom
Float16, Float8, and integer representations. We eval-
uate MobileNetV2, EfficientNet-B0, and ResNet-18 on
CIFAR-10, CIFAR-100, and Tiny ImageNet under random
single and multi-bit DRAM disturbance faults of up to
eight simultaneous bit flips. Figure 1 illustrates the over-
all pipeline, where FP32 weights are quantized into low
precision datatypes, subjected to memory faults, and eval-
uated based on the resulting inference degradation. Since
E4M11 emerges as the most effective trade-off between
clean accuracy and fault robustness, we additionally define
explicit FP32-to-E4M11 quantization and dequantization
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Figure 1. Overview of reliability-aware datatype selection for
quantized neural networks under DRAM disturbance faults.

procedures, as such custom datatypes are not directly avail-
able in standard deep learning frameworks.

Contributions.

• We present a unified fault-robustness analysis spanning
custom Float16, Float8, and integer datatypes under
a consistent single and multi-bit fault injection frame-
work.

• We identify exponent-field width as the dominant fac-
tor governing floating-point fault sensitivity, with wider
exponents producing substantially larger error amplifi-
cation under bit flips.

• We show that E4M11 is the Pareto-optimal 16-bit for-
mat, it incurs only a 0.23% average clean-accuracy
drop relative to FP32, on par with FP16 and BF16,
while reducing worst-case exponent fault accuracy loss
by 5.7× and 5.9× over FP16 and BF16 respectively,
while giving ∼10.7 dB and ∼58.8 dB higher SQNR
than INT16 and INT8.

The remainder of the paper is organised as follows. Sec-
tion 2 reviews related work; Section 3 describes datatype
parameterization; Section 4 presents the fault model and
injection procedure; and Section 5 discusses experimental
results and deployment implications.

2. Background and Related Work
Low-precision quantization formats. IEEE Float16
(E5M10) and BFloat16 (E8M7) are the dominant 16-bit
inference formats; BF16 was designed to preserve FP32

dynamic range via a wide exponent field (Kalamkar et al.,
2019; Micikevicius et al., 2018), a property that, as we show,
also increases fault sensitivity. 8-bit formats E4M3 and
E5M2 offer further compression at reduced range (Micikevi-
cius et al., 2022). On the integer datatypes, INT8 is the stan-
dard edge format due to hardware simplicity (Jacob et al.,
2018), and INT4 enables aggressive compression (Banner
et al., 2019). Additionally, integer formats contain no ex-
ponent field and therefore cannot exponentially amplify bit
flips - a structural distinction that fundamentally shapes fault
propagation and motivates our cross-family evaluation.

Hardware faults and DNN resilience. Particle-induced
DRAM soft errors are an established reliability concern
in deployed systems (Baumann, 2005). Kim et al. (2014)
showed that DRAM disturbance faults are exploitable with-
out privileged access, and Lin et al. (2024) extended this to
GPU memories through RowHammer-style attacks, report-
ing up to eight simultaneous bit flips, which we adopt as
the upper bound in our fault model. Li et al. (2017) identi-
fied high-magnitude weight perturbations as the dominant
source of inference failure in fixed-point accelerators, while
Reagen et al. (2018) showed that excessive numeric range
can amplify soft-error damage, since a single exponent bit
flip in a wide exponent field may induce disproportionately
large weight perturbations. This observation directly mo-
tivates our systematic sweep of exponent-field width. Ad-
versarial bit-flip attacks (Rakin et al., 2019; He et al., 2020)
are related but distinct, as they target deliberately chosen
flips rather than the random hardware-induced faults studied
here, which more closely reflect real edge conditions.

Fault-aware defences and their limitations. Fault-aware
retraining methods such as Ranger (Chen et al., 2021) reduce
accuracy degradation by constraining activations but require
training data and additional computation, which are often
infeasible at the edge. ECC memory corrects single-bit
errors but incurs additional hardware overhead (Hamming,
1950; Reagen et al., 2018). We explore a zero-cost approach
in which datatype selection during quantization directly
affects the fault resilience. The evaluations spanning custom
Float16, Float8, and integer formats under a unified single
and multi-bit fault injection framework remain limited.

3. Low-Precision Datatypes
We evaluate fourteen low-precision datatypes spanning cus-
tom Float16, Float8, and integer representations. The bal-
ance between exponent range and mantissa precision de-
termines both representational fidelity and sensitivity to
hardware-induced faults. Wider exponent fields increase the
dynamic range but can amplify the effect of exponent-bit
perturbations, whereas narrower exponents limit worst-case
fault amplification at the cost of reduced numeric range.
Among the evaluated formats, E4M11 emerges as a strong
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trade-off between fault resilience, representational fidelity,
and clean accuracy. This section formalizes the evaluated
datatype families and defines the storage and reconstruction
procedures used for E4M11. Tables 1 and 2 summarise
the evaluated formats. All custom Float16 formats use
one sign bit and satisfy E +M = 15, with exponent bias
bias = 2E−1−1, the subnormal numbers are flushed to zero,
and the all-ones exponent pattern is reserved for ±∞/NaN.

Table 1. Custom 16-bit floating-point formats.

Format E M Bias Max Finite Value

E2M13 2 13 1 ≈4.0
E3M12 3 12 3 ≈16.0
E4M11 4 11 7 ≈256
E5M10 (FP16) 5 10 15 ≈6.55× 104

E6M9 6 9 31 ≈4.29× 109

E7M8 7 8 63 ≈1.84× 1019

E8M7 (BF16) 8 7 127 ≈3.39× 1038

Table 2. Custom 8-bit floating-point formats.

Format E M Bias Max Finite Value

F8E3M4 3 4 3 ≈15.5
F8E4M3 4 3 7 ≈240
F8E5M2 5 2 15 ≈5.73× 104

3.1. Floating-Point Weight Storage

Floating-point formats store weights directly as bit patterns.
Given a value w, the sign bit s, biased exponent es, and
integer mantissa m are packed into a fixed-width word:

b = (s≪ (E +M)) | (es ≪M) | m (1)

Reconstruction requires only bit extraction and the standard
floating-point decode as given in Equation 2.

ŵ = (−1)s
(
1 +

m

2M

)
2 es−bias (2)

No scale factor, zero-point, or calibration data is required.

3.2. Integer Quantization and Dequantization

Integer formats require explicit quantization. Per-tensor
symmetric quantization maps FP32 weights to signed two’s-
complement integers as presented in Equation 3.

wq = clip
(⌊w

s

⌉
, −2b−1, 2b−1−1

)
, s =

max |w|
2b−1 − 1

(3)
Where b is the bit width and ⌊·⌉ denotes nearest-integer
rounding. Dequantization recovers the FP32 approximation
as ŵ = wq × s. The scale factor s must be stored alongside
the integer codes and reapplied at every load.

Example (w=3.14, INT8, layer max = 4.0).
s=4.0/127≈0.0315; wq=100; ŵ=3.15 (relative
error ≈0.31%).

3.3. E4M11: Proposed Format and Conversion

Among all fourteen formats evaluated, E4M11 achieves a
strong trade-off between fault resilience, representational
fidelity, and clean accuracy, as demonstrated in Section 5.
Since E4M11 is not natively available in standard deep
learning frameworks such as PyTorch or NumPy, we define
its encoding and reconstruction procedures explicitly below.

E4M11 uses 1 sign bit, 4 exponent bits (bias = 7), and 11
mantissa bits:

1 bit︷︸︸︷
S

4 bits︷ ︸︸ ︷
EEEE

11 bits︷ ︸︸ ︷
MMMMMMMMMMM

Its maximum finite value (2− 2−11)× 27≈256 covers the
weight range of all evaluated models. The 11-bit mantissa
yields the highest SQNR (∼79.8 dB versus ∼68.8 dB for
INT16 and ∼20.7 dB for INT8). A bit flip at the exponent
MSB multiplies the weight magnitude by 2±2E−1

, and the
worst-case perturbation factor is ρE−1 = 22

E−1 − 1 = 255
for E4M11, versus 65,535 for FP16 and 2128 − 1 for BF16.

Encoding (FP32→ uint16). Given weight w:

e = clamp(⌊log2 |w|⌋, −6, 7)

m = round
((

|w|
2e − 1

)
· 211

)
(if m ≥ 211: set e← e+1, m← 0)

es = e+ 7

b = (s≪ 15) | (es ≪ 11) | m (4)

where s = 1 if w < 0, else s = 0.

Decoding (uint16→ FP32):

ŵ = (−1)s
(
1 +

m

211

)
2 es−7 (5)

Example (w = 3.14). 3.14 = 1.10010001111 . . .2×21;
s=0, es=8=(1000)2, m=(10010001111)2. Packed:
0100010010001111 = 0x448F; ŵ ≈ 3.1396 (error
0.0127%, versus 0.31% for INT8).

4. Fault Model and Injection Procedure
4.1. Fault Model

We model DRAM disturbance errors as random bit flips
in stored weight memory, following the RowHammer-style
fault characterisation of Lin et al. (2024), in which up to
eight simultaneous bit flips were observed per fault event.
Faults are injected at inference time into the quantized
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weight representation, before dequantization and forward
pass. No fault detection or correction mechanism is as-
sumed.

4.2. Fault Groups

To isolate the contribution of each bit field, we partition the
bits of each format into four disjoint groups:

• Group 1 – Exponent bits: all E exponent bits (posi-
tions M to M+E−1). For integer formats, this group
is empty by construction.

• Group 2 – Sign bit: the single sign bit (position
E+M ).

• Group 3 – Mantissa / Value MSB: the upper ⌈M/2⌉
mantissa bits. For integer formats, the upper half of the
value field (excluding the sign bit).

• Group 4 – Mantissa / Value LSB: the lower ⌊M/2⌋
mantissa bits, or lower half of the integer value field.

4.3. Injection Procedure

For each fault group, bit-flip count k ∈ {1, . . . , 8}, format,
and model–dataset combination, we perform 100 indepen-
dent trials. In each trial, k weights are selected uniformly
at random from the full weight tensor. For each selected
weight, one bit is chosen uniformly at random from the
target group and flipped via XOR. The perturbed weights
are then dequantized and the model is evaluated on the full
10,000-sample test set. Mean and standard deviation of
Top-1 accuracy are recorded across trials.

Formats whose post-quantization clean accuracy falls more
than 30% below the FP32 baseline are excluded from fault
injection because the model has already experienced sub-
stantial performance degradation. These correspond to
E2M13, E3M12, F8E3M4, and INT2 on most configura-
tions.

5. Results
5.1. Clean Accuracy After Quantization

Figure 2 shows clean PTQ accuracy for all fourteen for-
mats across ResNet-18, EfficientNet-B0, and MobileNetV2
on CIFAR-10. A sharp phase transition appears in the
Float16 family, where E2M13 and E3M12 reduce Top-1
accuracy to near-random performance (10%) due to insuf-
ficient dynamic range, whereas all formats with E ≥ 4
remain within 0.1–0.2% of the ResNet-18, EfficientNet-B0,
and MobileNetV2 FP32 baselines on CIFAR-10 (96.55%,
94.0%, 92.58% respectively).

Among Float8 formats, F8E3M4 reaches near-random ac-
curacy for all three models on CIFAR-10. F8E4M3 re-

FP
32

E
2M

13

E
3M

12

E
4M

11

E
5M

10

E
6M

9

E
7M

8

E
8M

7

F8
E

3M
4

F8
E

4M
3

F8
E

5M
2

IN
T1

6

IN
T8

IN
T4

IN
T2

Quantization Format

0

20

40

60

80

100

C
le

an
 A

cc
ur

ac
y 

(%
)

ResNet-18
EfficientNet
MobileNet V2

Figure 2. Clean PTQ accuracy on CIFAR-10 across all fourteen
formats.
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Figure 3. Clean PTQ accuracy on CIFAR-100 across all fourteen
formats.

mains close to FP32 accuracy (96.34%, 92.25%, 82.90%
for ResNet-18, EfficientNet-B0, and MobileNetV2, corre-
sponding to drops of 0.21%, 1.75%, and 9.68% from their
FP32 baselines respectively), whereas F8E5M2 remains
effective only for ResNet-18 (96.3%, drop of 0.25%) and
degrades substantially for EfficientNet-B0 (70.93%, drop of
23.07%) and MobileNetV2 (40.16%, drop of 52.42%), in-
dicating architecture-specific sensitivity to limited dynamic
range.

INT16 and INT8 remain close to FP32 accuracy on CIFAR-
10 (96.55%, 94.0%, 92.58% and 96.52%, 93.79%, 92.05%
respectively). INT4 shows a moderate reduction for
ResNet-18 (80.47%) but reaches near-random performance
for EfficientNet-B0 (10.51%) and MobileNetV2 (12.04%).
INT2 reaches near-random accuracy across all three models.

The similar qualitative behaviour is observed on CIFAR-100
(Figure 3) and Tiny ImageNet (Figure 4). As dataset com-
plexity increases, the set of viable formats narrows further,
Float8 formats degrade substantially for EfficientNet-B0
and MobileNetV2, while INT4 reaches near-random perfor-
mance for EfficientNet-B0 and MobileNetV2 on CIFAR-
100 (1.07%, 2.43%) and for all three models on Tiny Ima-
geNet, although ResNet-18 retains partial accuracy under
INT4 on CIFAR-100 (47.15%). INT2 reaches near-random
accuracy across both datasets. On Tiny ImageNet, INT16
consistently remains close to FP32, while INT8 degrades
notably for EfficientNet-B0 (64.87% vs 68.86%) and Mo-
bileNetV2 (51.53% vs 60.75%). Only Float16 formats with
E ≥ 4 and INT16 consistently remain close to FP32 accu-
racy across all three datasets.
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Figure 4. Clean PTQ accuracy on Tiny ImageNet across all four-
teen formats.

5.2. Weight Representation Fidelity (SQNR)

Before fault injection, we evaluate representational fidelity
using Signal-to-Quantisation-Noise Ratio (SQNR) mea-
sured over convolutional and fully connected weight tensors.
For a weight tensor w quantized to ŵ, SQNR is defined as:

SQNR = 10 log10


∑
i

w2
i∑

i

(wi − ŵi)
2

 dB (6)

where higher SQNR indicates lower quantisation error, and
infinite SQNR corresponds to lossless storage.

Figure 5 summarises the results. E4M11 consistently
achieves the highest SQNR across all nine model-dataset
combinations (78.7-79.8dB), exceeding FP16/E5M10
(73.5-73.9 dB) by approximately +5 dB on average and
INT16 (63.1-75.7 dB) by +10 dB. INT8 reaches only 14.9-
27.5 dB, while INT4 and INT2 remain below 7 dB.

Although E2M13 and E3M12 achieve moderate SQNR in
some cases due to their large mantissas, their limited ex-
ponent range causes high-magnitude weights to saturate,
reducing inference accuracy to near-random performance.
This indicates that adequate dynamic range is as important
as mantissa precision for reliable weight storage, and empir-
ically suggests that formats with fewer than four exponent
bits are insufficient for the evaluated workloads.

5.3. Fault Sensitivity: Exponent Bits

Figures 6–8 show mean accuracy drop under exponent-bit
faults (Group 1) as a function of bit-flip count. Sign-bit and
mantissa results are summarised in Section 5.4.

CIFAR-10. E4M11 is the clear outlier among viable Float-
16 formats. At 8 bit-flips its mean accuracy drop is 1.1%
for ResNet-18, 6.8% for EfficientNet-B0, and 6.5% for Mo-
bileNetV2. Wider-exponent formats degrade substantially:
E7M8 drops 51.8%, 38.6%, and 36.0%, and E6M9 drops
35.3%, 44.2%, and 35.4% for the three models respectively.
E5M10 sits between, with drops of 25.7%, 43.7%, and
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Figure 5. SQNR (dB) measured over convolutional and fully
connected weights. E4M11 achieves the highest representa-
tional fidelity across all nine model-dataset combinations (78.7-
79.8 dB). Formats left of E4M11 provide insufficient dynamic
range, whereas formats right of E4M11 trade mantissa precision
for largely unused exponent range.

Bit-flip count  (CIFAR-10 Dataset, M = MobileNetV2 · E = EfficientNet · R = ResNet-18)
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Figure 6. Mean accuracy drop under exponent-bit faults on CIFAR-
10 vs. bit-flip count (1–8). M = MobileNetV2, E = EfficientNet-B0,
R = ResNet-18. INT formats show zero drop by construction.

42.7%. E8M7 drops 42.8%, 48.4%, and 27.4%. Among
Float-8 formats, F8E4M3 behaves analogously to E4M11
(1.3%, 6.8%, 5.9%), while F8E5M2 reaches 31.7% and
33.0% for ResNet-18 and EfficientNet-B0. Integer formats
INT16, INT8, and INT4 show zero drop under exponent
faults by construction.

CIFAR-100. The same ordering persists. At 8 bit-
flips, E4M11 drops 2.0%, 6.0%, and 8.6% for ResNet-18,
EfficientNet-B0, and MobileNetV2 respectively. E7M8
reaches 45.3%, 42.5%, and 24.1%; E6M9 reaches 30.2%,
40.4%, and 29.7%; E5M10 reaches 27.0%, 42.6%, and
40.2%; E8M7 reaches 43.4%, 40.3%, and 20.3%. F8E4M3
remains comparably robust to E4M11, whereas F8E5M2
drops 28.0% and 27.7% for ResNet-18 and EfficientNet-B0.

Tiny ImageNet. E4M11 achieves the lowest exponent-
fault drop across all three models: 4.4% for ResNet-18,
7.1% for EfficientNet-B0, and 12.1% for MobileNetV2 at 8
bit-flips. Wider-exponent formats degrade severely: E7M8
reaches 40.0%, 36.2%, and 25.6%; E6M9 reaches 26.6%,
46.9%, and 30.6%; E5M10 reaches 21.5%, 39.7%, and
28.3%; E8M7 reaches 36.5%, 40.2%, and 26.8%. F8E4M3
mirrors E4M11 with drops of 3.5% and 7.3% for ResNet-18
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Figure 7. Mean accuracy drop under exponent-bit faults on CIFAR-
100. Drops are larger in absolute terms than on CIFAR-10 due to
reduced headroom above chance on the 100-class task.

Bit-flip count  (Tiny ImageNet · M = MobileNetV2 · E = EfficientNet · R = ResNet-18)
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Figure 8. Mean accuracy drop under exponent-bit faults on Tiny
ImageNet. The E4M11 advantage is consistent with Figures 6–7.

and EfficientNet-B0. INT16 and INT8 remain structurally
immune to exponent faults.

5.4. Fault Sensitivity: Sign and Mantissa Bits

Sign bit (Group 2). Sign-bit faults produce mean ac-
curacy drops below 0.3% for all floating-point formats
across all models and datasets at 8 bit-flips, consistent with
bounded additive perturbations. Integer formats show simi-
larly negligible degradation in most cases; isolated INT16
configurations on EfficientNet-B0 exhibit slightly larger
mean drops (up to 1.7% on CIFAR-10 at 8 bit-flips) due
to high-variance outcomes when sign flips affect large-
magnitude weights, although median degradation remains
near zero across all 100 trials.

Mantissa / Value MSB (Group 3). Mantissa MSB faults
produce mean accuracy drops below 0.05% on CIFAR-10
and below 0.1% on CIFAR-100 and Tiny ImageNet across
all formats. For integer datatypes, the value MSB similarly
induces bounded additive perturbations comparable to sign-
bit faults.

Mantissa / Value LSB (Group 4). LSB faults are the
most benign fault class, with mean accuracy drops below
0.01% across all formats, models, and datasets. Standard
deviations over 100 trials remain negligible, consistent with
the minimal contribution of the least-significant bit to overall
weight magnitude.

5.5. Cross-Dataset Summary

Three structural trends remain consistent across all datasets.
First, exponent bits constitute the dominant fault surface
for floating-point formats, with fault sensitivity increasing
monotonically with exponent width: E4M11 ≪ E5M10
< E6M9 ≈ E7M8 ≈ E8M7 in mean accuracy degrada-
tion at 8 bit-flips. Second, integer formats (INT16/INT8)
avoid exponent-fault amplification but retain small sign-bit
and MSB sensitivity comparable to floating-point formats.
Third, E4M11 consistently provides the strongest trade-off
between clean accuracy and fault robustness, remaining
within 0.6% of FP32 accuracy across all nine model–dataset
combinations (0.23% average degradation) while limiting
mean exponent-fault accuracy loss at 8 bit-flips to 6.1%,
compared to 34.6% for FP16 and 36.2% for BF16.

6. Conclusion
We presented a unified fault-robustness study across four-
teen low-precision datatypes spanning custom Float16,
Float8, and integer representations under single and multi-
bit DRAM disturbance faults. Across EfficientNet-B0, Mo-
bileNetV2, and ResNet-18 on CIFAR-10, CIFAR-100, and
Tiny ImageNet, our results show that exponent-field width
is the dominant factor governing floating-point fault sensi-
tivity, where wider exponents increase dynamic range but
amplify the impact of exponent-bit perturbations.

Among all evaluated formats, E4M11 provides the strongest
trade-off between representational fidelity, clean accuracy,
and fault robustness. E4M11 achieves the highest SQNR
across all nine model-dataset combinations while remaining
close to FP32 accuracy and substantially reducing exponent-
fault damage relative to FP16 and BF16. In contrast, low-bit
integer formats suffer severe clean accuracy degradation on
harder tasks, while Float8 formats inherit the fault sensitivity
associated with wider exponent fields.

These results establish datatype selection as an effective
reliability-aware compression decision for edge AI systems.
By choosing an appropriate weight-storage format at quan-
tization time, fault resilience can be improved without ad-
ditional retraining, memory overhead, or error-correction
hardware. 1

1The authors used LLM-based tools for manuscript rephrasing
and Python code assistance during the preparation of this work.
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Appendix

A. Theoretical Error Bounds for Exponent-Bit
Faults

This appendix derives closed-form bounds on the weight
perturbation induced by a single bit flip at exponent bit
position k, for any floating-point format with E exponent
bits and M mantissa bits. The analysis formalises the em-
pirical ordering observed in Section 5 and provides strict
worst-case guarantees that complement the experimental
results.

A.1. Floating-Point Decoding and Notation

Consider a floating-point word with sign bit s, biased expo-
nent es ∈ {1, . . . , 2E − 2} (excluding subnormal and infin-
ity/NaN patterns), and mantissa field m ∈ {0, . . . , 2M − 1}.
The decoded weight is:

w = (−1)s
(
1 +

m

2M

)
2 es−bias, bias = 2E−1 − 1.

(7)
Exponent bits are indexed from 0 (LSB) to E−1 (MSB),
stored at bit positions M to M+E−1 within the word. Let
es =

∑E−1
k=0 bk2

k where bk ∈ {0, 1}.

A.2. Empirical Weight Range Analysis and E4M11
Representability

Before deriving fault-perturbation bounds, we verify from
the measured FP32 weight distributions of all nine trained
models, that E4M11 provides sufficient dynamic range to
represent every weight without overflow. Table 3 sum-
marises the global weight statistics extracted from each
model-dataset combination.

Table 3. FP32 weight statistics for all nine model-dataset combina-
tions. wmin and wmax are the signed extremes. Values are rounded
to three decimal places.

Model Dataset wmin wmax

ResNet-18 CIFAR-10 −0.846 2.261
ResNet-18 CIFAR-100 −0.800 2.130
ResNet-18 Tiny-ImageNet −1.164 2.041
MobileNetV2 CIFAR-10 −2.416 2.682
MobileNetV2 CIFAR-100 −2.411 2.690
MobileNetV2 Tiny-ImageNet −2.411 2.688
EfficientNet-B0 CIFAR-10 −13.066 15.566
EfficientNet-B0 CIFAR-100 −12.831 15.513
EfficientNet-B0 Tiny-ImageNet −12.539 15.360

EfficientNet-B0 outliers. The large absolute values
in EfficientNet-B0 (up to ≈15.6) originate exclu-
sively in BatchNorm weight and bias parameters (e.g.
features.0.1.weight, features.0.1.bias,
features.2.0.block.1.1.bias), not in con-

volutional or linear weight tensors. These parameters
scale normalised activations and are not subject to the
same magnitude constraints as convolution weights. The
largest convolutional-weight absolute value across all
EfficientNet-B0 models is below 2.5.

E4M11 DYNAMIC RANGE

For E4M11 (E=4, M=11, bias=7), the maximum biased
exponent for normal numbers is es,max = 24 − 2 = 14,
giving a maximum representable value of:

vE4M11
max =

(
2−2−11

)
·214−7 =

(
2−2−11

)
·128 ≈ 255.9375.

(8)
The minimum normal value is:

vE4M11
min = 1.0 · 21−7 = 2−6 ≈ 0.015625. (9)

E4M11 Overflow-Free Representability: E4M11 repre-
sents all FP32 weights in the nine evaluated model-dataset
combinations without overflow. Specifically, the largest
observed weight magnitude is |w|max = 15.566, whereas
the maximum representable E4M11 value is vE4M11

max ≈
255.9375. The available dynamic-range headroom is ap-
proximately 16.4× for the most extreme case (EfficientNet-
B0) and 95.1× for MobileNetV2.

The largest observed weight magnitude (|w|max = 15.566)
is substantially smaller than the maximum representable
E4M11 value (vE4M11

max ≈ 255.9375). Therefore, the clip-
ping operation a← min(|w|, vmax) in Algorithm 1 leaves
all weights unchanged, and overflow never occurs during
quantization.

Fault injection is performed after clipping and quantiza-
tion. Each weight is first encoded and stored as a packed
uint16 value, after which the XOR bit-flip operation is
applied directly to the stored representation. This models
a memory fault in the DRAM cell storing the quantized
weight. Dequantization to float32 is performed only
during inference.

A.3. Perturbation from a Single Exponent Bit Flip

A bit flip in exponent position k changes the biased exponent
from es to

e′s = es ± 2k, (10)

where the sign depends on whether bit k was 0→ 1 (+) or
1→ 0 (−). Substituting into the decoding equation (7), the
perturbed weight becomes

w′ = (−1)s
(
1 + m

2M

)
2(es±2k)−bias

= w · 2±2k . (11)

The absolute perturbation induced by the flip is therefore

|∆wk| = |w′ − w| = |w| ·
∣∣∣2±2k − 1

∣∣∣ . (12)
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This shows that an exponent-bit flip at position k scales
the weight multiplicatively by 2±2k , not additively. The
perturbation grows with both the weight magnitude |w| and
the bit position k.

Since 2+2k − 1 > |2−2k − 1| for all k ≥ 0, the 0→ 1 flip
produces the larger perturbation. The worst-case multiplica-
tive factor at position k is:

ρk = 22
k

− 1. (13)

Table 4 evaluates ρE−1 at the exponent MSB across all
evaluated 16-bit formats. The jump from E4M11 (ρ = 255)
to FP16 (ρ = 65,535) is a 257× increase, and to BF16
the gap is astronomically larger. This directly explains the
empirical fault sensitivity ordering in Section 5.

A.4. Worst-Case Perturbation Ratio

The worst-case absolute perturbation from a flip at exponent
bit k is bounded by:

|∆wk|max = wmax ·
(
22

k

− 1
)
, (14)

where wmax is the maximum finite representable value of
the format. This quantity grows doubly exponentially with
k, which explains why wider exponent fields are dispropor-
tionately more fragile under bit-flip faults.

Table 4. Worst-case multiplicative perturbation factor ρE−1 =

22
E−1

− 1 at the exponent MSB for each 16-bit format. The
doubly exponential growth with E directly explains the empirical
fault sensitivity ordering in Section 5.

Format E MSB position k=E−1 ρE−1 = 22
E−1

− 1

E2M13 2 1 3
E3M12 3 2 15
E4M11 4 3 255
E5M10 (FP16) 5 4 65,535
E6M9 6 5 ≈4.3 × 109

E7M8 7 6 ≈1.8 × 1019

E8M7 (BF16) 8 7 ≈3.4 × 1038

B. E4M11 Implementation: Encoding,
Decoding, and Fault Injection

E4M11 is not a native datatype in standard Python numerical
frameworks and therefore requires custom encode/decode
logic operating on uint16 storage. The memory footprint
is identical to FP16 (16 bits per weight), with no additional
storage overhead, retraining, or error-correction hardware
required.

B.1. Encoding: FP32→ uint16

At quantisation time, each FP32 weight is packed into a
16-bit integer using the layout [s | e3e2e1e0 | m10 · · ·m0],

where the sign occupies bit 15, the 4-bit biased exponent
occupies bits 14-11, and the 11-bit mantissa occupies bits
10-0. Algorithm 1 gives the full procedure.

Algorithm 1 E4M11 Encoding: FP32→ uint16

Require: Weight tensor w (FP32), E=4, M=11, bias=7,
vmax=(2− 2−11) · 27 ≈ 255.9375

Ensure: Packed tensor b (uint16)

1. s← (w < 0) sign bit

2. a← min(|w|, vmax) clip to range

3. a← 0 where a < 2−7 flush subnormals

4. asafe ← where(a > 0, a, 1) guard log2(0)

5. eu ← clamp
(
⌊log2 asafe⌋, 1 − bias, 14 − bias

)
unbiased exponent

6. es ← eu + bias biased exponent

7. f ← clip
(
a · 2−eu − 1, 0, 1− 2−M

)
normalised

fraction

8. m← min
(
round(f · 2M ), 2M − 1

)
mantissa

9. b← (s≪ 15) | (es ≪M) | m pack into uint16

return b

The key design choices are: (i) the bias is set to 2E−1 −
1 = 7, matching IEEE convention. (ii) values exceeding
vmax ≈ 255.9375 are clipped before encoding. (iii) values
smaller than 2−7 are flushed to signed zero, eliminating
subnormals. Encoding is a one-time offline cost performed
at quantisation time and is never executed during inference.

B.2. Decoding: uint16→ FP32

At inference time, each stored uint16 weight is decoded
back to FP32 by reversing the field extraction and applying
the standard floating-point formula. Algorithm 2 gives the
procedure.

Algorithm 2 E4M11 Decoding: uint16→ FP32

Require: Packed tensor b (uint16), E=4, M=11,
bias=7

Ensure: Reconstructed tensor ŵ (FP32)

1. s← (b≫ 15) & 1 sign bit

2. es ← (b≫M) &
(
(1≪ E)− 1

)
biased exponent

3. m← b&
(
(1≪M)− 1

)
mantissa

4. eu ← clamp(es, 1, 14)− bias unbiased exponent

5. ŵ← (−1)s ·
(
1 +m · 2−M

)
· 2eu FP32 decode

6. ŵ← 0 where es = 0 zero flush

return ŵ

Decoding consists primarily of bitwise extraction operations
followed by floating-point reconstruction and therefore has
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comparable arithmetic complexity to FP16 dequantisation.
In memory-bound edge inference the dominant bottleneck
is memory bandwidth rather than arithmetic, and E4M11
incurs identical bandwidth to FP16.

B.3. Fault Injection on Packed Weights

Fault injection is performed directly on the packed uint16
weight buffer before decoding, faithfully modelling DRAM
disturbance faults that corrupt stored bit patterns prior to
being read by the inference pipeline.

For each fault event, kf ∈ {1, . . . , 8} weight indices are
drawn uniformly at random from the full weight buffer. A
one-hot XOR mask is constructed for each selected weight,
with the flipped bit position drawn uniformly from the target
fault group (exponent bits 14-11, sign bit 15, mantissa MSBs
10-6, or mantissa LSBs 5-0). The corrupted buffer is then
decoded to FP32 and the inference pass is executed on the
full 10,000 sample test set. Each configuration is repeated
for N=100 independent trials.

Concretely, for a weight at buffer index i with fault group
bit positions B,

b[i]← b[i]⊕
(
1≪ b

)
, b ∼ Uniform(B). (15)

This XOR operation is applied directly to the packed
uint16 value. For kf > 1, the kf weight indices are
drawn independently with replacement, and the correspond-
ing XOR masks are applied simultaneously before any de-
coding occurs. The original weight buffer is restored exactly
after each trial by cloning the clean packed representation,
ensuring that faults do not accumulate across trials.

C. Preliminary Results on Vision Transformer
Models

To provide initial results that the E4M11 advantage ex-
tends beyond CNN architectures, we applied the same Post-
Training Quantization - Weight-Only Quantization (PTQ-
WOQ) fault-injection framework to a Vision Transformer (
ViT-Tiny ) model fine-tuned on CIFAR-100.

Results

Table 5 reports the clean PTQ accuracy and the mean accu-
racy degradation under exponent-bit faults for E4M11 and
FP16. The FP32 baseline accuracy is 85.55%.

The exponent-fault sensitivity gap observed in CNN mod-
els also appears in transformer architectures. Although
FP16 achieves slightly higher clean PTQ accuracy, E4M11
substantially reduces the impact of exponent-bit faults. A
single exponent-bit flip causes an average accuracy drop of

Table 5. ViT-Tiny on CIFAR-100 fault-robustness results (FP32
baseline: 85.55%). Sign-bit and mantissa-bit faults are omitted
(< 0.02% accuracy drop for both formats).

Format Clean Acc. FP32 Drop Exp. Drop (1 Fault) Exp. Drop (8 Faults)

E4M11 84.61 0.94 0.86 7.23
FP16 85.51 0.04 17.20 53.57

only 0.86% for E4M11, compared with 17.20% for FP16,
corresponding to an approximately 20× reduction in fault
sensitivity. Under eight simultaneous exponent-bit faults,
the accuracy degradation increases to 7.23% for E4M11 and
53.57% for FP16, yielding an approximately 7.4× advan-
tage.

These observations are consistent with the theoretical anal-
ysis in Appendix A.4. The worst-case exponent-MSB per-
turbation factor is ρ = 255 for E4M11 and ρ = 65,535 for
FP16, a 257× difference arising solely from the exponent-
field width. The ViT-Tiny results therefore suggest that
the relationship between exponent width and fault sensitiv-
ity is not limited to CNN architectures and may extend to
transformer-based models.
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