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ABSTRACT

Though deep reinforcement learning (DRL) has obtained substantial success, it may
encounter catastrophic failures due to the intrinsic uncertainty caused by stochas-
ticity in both environments and policies. Existing safe reinforcement learning
methods are often based on transforming the optimization criterion and adopting
the variance of the return as a measure of uncertainty. However, the return variance
introduces a bias for penalizing both positive and negative risk equally, deviated
from the purpose of safe reinforcement learning to penalize negative ones only. To
address this issue, we propose to use the conditional value-at-risk (CVaR) as an
assessment of risk, which guarantees that the probability for reaching a catastrophic
state is below a desired threshold. Furthermore, we present a novel reinforcement
learning framework of CVaR-Proximal-Policy-Optimization (CPPO) which for-
malizes the risk-sensitive constrained optimization problem by keeping its CVaR
under a given threshold. To evaluate the robustness of policies, we theoretically
prove that performance degradation under observation disturbance and transition
disturbance depends on the gap of value function between the best state and the
worst state. We also show that CPPO can generate more robust policies under dis-
turbance. Experimental results show that CPPO achieves higher cumulative reward
and exhibits stronger robustness against observation disturbance and transition
disturbance on a series of continuous control tasks in MuJoCo.

1 INTRODUCTION

Deep reinforcement learning (DRL) has achieved enormous success on a variety of tasks, ranging
from playing Atari games (Mnih et al., 2013; 2015; 2016), Go (Silver et al., 2016) to manipulating
complex robotics in the real world (Kendall et al., 2019). However, due to the intrinsic stochasticity
in both environments and policies, these methods may result in catastrophic failures (Heger, 1994;
Coraluppi & Marcus, 1999) and the agent may receive significantly negative outcomes. Several
factors can be associated with this phenomenon. One is that traditional DRL only aims at cumulative
reward maximization without considering the stochasticity of the environment (Garcia & Fernandez,
2015), which may lead to serious consequences with a certain probability and expose our policies to
risk. This can be illustrated briefly in the case of self-driving, where the agent might try to achieve the
highest reward by acting dangerously, e.g. agents may drive along the edge of a curve for reaching
the end with a short time ignoring the danger in driving. Also, the usage of deep neural networks to
construct complicated mappings from a high-dimensional state space S to an action space A in DRL
algorithms can make them vulnerable to adversarial attacks (Huang et al., 2017).

Various efforts have been made on safe reinforcement learning (safe RL) (Heger, 1994; Coraluppi &
Marcus, 1999; Garcia & Fernandez, 2015). Garcia & Fernandez (2015) conduct a comprehensive
survey on safe RL and argue that an array of methods in this area are based on transforming the

optimization criterion by considering the risk of the return. For example, Q—Learning (Heger, 1994)
uses a lower bound to estimate the Q-target in Q-Learning for avoiding the risk; and Geibel &
Wysotzki (2005) propose the expected-value-minus-variance-criterion that subtracts the variance
of the return from the cumulative reward. However, due to the consideration of the worst-case
outcomes (Heger, 1994), one major drawback of those transformed optimization criteria is that
they may lead to overly pessimistic policies, which will focus too much on the worst case and own
poor average performance. Moreover, although variance is a standard measure of the risk of the
policy (Gosavi, 2009; Tamar et al., 2012), it does not distinguish between positive and negative risk
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and penalizes both equally (Szego, 2002), deviated form the purpose of safe RL to only penalize
negative ones.

To address the shortcomings of the worst-case outcomes as well as the variance of the return used in
previous objective-modification methods of safe RL (Garcia & Fernandez, 2015; Geibel & Wysotzki,
2005; Heger, 1994), we propose to use conditional value-at-risk (CVaR) for evaluating the risk of
policies. CVaR is a well established metric in economic uncertainty analysis (Alexander & Baptista,
2004; Alexander et al., 2006) and captures the expectation of the random variable to be an outlier with
a given threshold. Unlike variance, CVaR can only capture negative trajectories with relatively low
return. Considering to use CVaR to capture the respectively low return of the trajectory, we naturally
propose to improve the robustness of the on-policy algorithms by CVaR. By integrating CVaR with
Proximal Policy Optimization (PPO) (Schulman et al., 2017), we present a new algorithm called
CVaR-Proximal-Policy-Optimization (CPPO) and notionally analyze policies’ robustness against
different kinds of disturbance. We show that although the observation disturbance and transition
disturbance are structurally different, the performance degradation resulted from each of them is
theoretically dependent on the Value Function Range (VFR), which is introduced as the value function
gap between the best and worst states in this paper. We further show that CPPO can improve the
robustness of policies against observation disturbance and transition disturbance since CVaR can
control the value function of states with relatively low value and further control the VFR value.
Empirically, we compare CPPO to multiple on-policy baselines as well as some previous CVaR-based
methods on various continuous control tasks in MuJoCo (Todorov et al., 2012). Our results show that
CPPO achieves higher cumulative reward in the training stage and exhibits stronger robustness when
we apply perturbations to these environments.

In summary, our contributions are:

* We analyze the advantages of choosing CVaR as the metric for evaluating the risk of policy
compared with the worst-case outcome as well as the variance of the return. Furthermore,
we propose a constrained optimization problem in order to maximize the cumulative reward
as well as controlling the risk, which can be solved by our CPPO algorithm;

* We theoretically analyze the performance of trained policies under observation and transition
disturbance, and build a theoretical connection of these two types of structurally different
disturbance. This analysis indicates that our CPPO can improve the robustness of policies;

* We empirically demonstrate that our method exhibits stronger robustness under observa-
tion/transition perturbations than other common on-policy RL algorithms and previous
CVaR-based RL algorithms in MuJoCo simulator.

2 BACKGROUND

In this section, we briefly introduce safe reinforcement learning (safe RL) and conditional value-at-risk
(CVaR), which motivate us to adopt CVaR as a metric of risk in safe RL.

2.1 SAFERL

In standard RL setting, the agent interacts with an unknown environment and learns to achieve
the highest long-term return. The task is modeled as a Markov decision process (MDP) of M =
(S, A, R, P,v), where S and A represent the state space and the action space, respectively; P :
S x A x S — [0, 1] denotes the transition probability that captures the dynamics of the environment;
R : S8 x A = [—Rmax, Rmax] represents the reward function; and + is a discount factor. We
use 7y to represent the policy of the agent with parameter 6, which is a mapping from S to A.
At any time step ¢, the agent perceives current state s; € S, chooses its action a; € A sampled
from the distribution 7y (+|s;) and obtains a reward r;. All these timesteps consist of a trajectory
7 = (80, 00,74, 1,01, -..). Given an MDP M, the goal of RL is to find the optimal policy 7y~ with
the highest expected cumulative reward as

max J(mg) 2 E

D(mg) = thm’we] : )
t=1

where D(my) represents the return of the policy 7y, and J(7g) is the expectation of D(mp).
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However, problem (1) only focuses on cumulative reward without considering the risk of the policy,
which may cause catastrophic results (Heger, 1994; Coraluppi & Marcus, 1999). To address this
problem, an array of safe RL methods tend to change the objective in problem (1) in order to
eliminate the uncertainty and avoid the danger. In general, uncertainty can be categorized into two
types, namely, inherent uncertainty and parameter uncertainty (Garcia & Fernandez, 2015). The
inherent uncertainty of RL refers to the transition dynamics in MDP. For example the agent might end
up in completely different situations when repeating its actions from the same starting state. Previous
works (Heger, 1994; Gaskett, 2003) choose the worst-case criterion to address the issue as

Jin = in |D(1) £ bl . 2
max (o) max min [ (1) ; vy (2)
As a counterpart of ()-Learning, Heger (1994) proposes Q-Learm’ng with the implementation of
(2), and Gaskett (2003) presents 5-pessimistic Q-Learning, which adds a parameter S to control
the pessimistic level.

There are also various studies that assess the effectiveness of variance for acquiring safe policies (Sato
et al., 2001; Gosavi, 2009; Tamar et al., 2012). Some previous work (Howard & Matheson, 1972)
considers exponential utility function and formalizes it as the combination of cumulative reward and
the variance of the return Var(D(mp)) as

max 5 HogE, [exp(6D(mp))] = max |:J(7T9) + gVCLT(D(ﬂ'Q)) + 0(52)} .

As for the parameter uncertainty of RL, it denotes scenarios where the parameters of the MDP are
unknown or there is a gap between the training and testing environments. Studies conducted by Nilim
& El Ghaoui (2005) and Tamar et al. (2013) assume that the actual transition belongs to a set P and
consider the following problem as

max min Jy, (19, P) £ E | D(mp) £ by
goxmin o (np, P) [() > a'n

779] . 3)
However, previous safe RL methods suffer from serious drawbacks. First, both (2) and (3) are max-
min problems, which do not have general effective solutions and usually have a high computational
complexity. Second, focusing on the worst trajectories may cause over-pessimistic behaviors. For
example, Q-Learning aims to improve the performance under the worst scenario, which can lead
to extremely conservative actions (Heger, 1994). Finally, the direct usage of variance to evaluate
risk is another potential concern because it will penalize not only the possibility of particularly bad
trajectories, but also the good ones, yielding a drop in the agent’s performance (Szegd, 2002).

2.2 CVAR

Value-at-risk (VaR) and conditional value-at-risk (CVaR) are well-established metrics for measuring
risk in economy (Alexander & Baptista, 2004; Alexander et al., 2006). First, we will give the
definition of VaR and CVaR (Chow & Ghavamzadeh, 2014):

Definition 1 (VaR and CVaR). For a bounded-mean random variable Z, the value-at-risk (VaR) of
confidence level o € (0,1) is defined as:

VaRy(Z) = min{z|F(z) > a}, 4)
where F(z) = P(Z < z) is the cumulative distribution function (CDF); and the condition value-
at-risk (CVaR) of confidence level o is defined as the expectation of the a-tail distribution of Z
as

CVaR,(Z) =E,z{z|z > VaR,(Z)}. 5)
It is easy to prove that (Chow et al., 2015):
lirrll CVaRy(Z) = max(2). (6)
a— 1"

Previous works have attempted to use CVaR to analyze the risk-MDP, which considers cost function
C rather than reward function R. Chow & Ghavamzadeh (2014) and Chow et al. (2017) propose
gradient-based methods like policy gradient and actor critic to optimize loss of MDP as well as
keeping the CVaR under certain value. They also propose methods based on value iteration and
Bellman equation to deal with the optimization of risk-MDP with CVaR (Chow et al., 2015). However,
these works ignore the reward in MDP and thus cannot be directly used in RL settings.
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3 METHODOLOGY

We now present our method that maximizes the expected reward while restricting the risk of the
policy. We focus on increasing the agent’s performance on relatively worse trajectories, which loosens
the max-min problem to an constrained optimization problem. Moreover, we can make our policy
less conservative by modifying the parameter o in CVaR. Compared with variance, CVaR is a better
metric for measuring risk, because it, by definition, captures only bad trajectories.

3.1 PROBLEM FORMULATION

In standard RL, what we receive is the reward signal rather than the risk signal, thus we can only
evaluate the risk of a trajectory by its return. For simplicity, we suppose there exists a decreasing
smoothing function f : R — R with its inverse function f~! and the risk of a trajectory 7 is f(D(7)).
For example, the most simple case is that we can use the opposite number of the return to define the
risk of the trajectory, i.e. f(D(7)) = —D(1).

First we propose Theorem 1 as below to calculate VaR and CVaR of f(D(1)):

Theorem 1. For any given policy 7g and its cumulative reward D(mp), we have:

VaRa (f(D(76))) = min{z|Fp(r,) (7' (2)) < 1~ a}
CVaRa(f(D(m9))) = Eznp(ra) {f(2)|f(2) = VaRa (f(D(m9)) }-

Specially, we consider to take the opposite number of the return of a trajectory as its risk, i.e.
f(D(mg)) = —D(mp) and we can prove that

—VaRq(—=D(mg)) = max{z|Fp,)(2) <1 —a},
— CVaRo(—D(mp)) = E.p(ry) 122 £ —VaRa(—=D(m))}.
Based on equation (6), we have:
lim —CVaRg(—D(mp)) = min(D(mp)), 7

a—1-

and if we assume that —CVaR(—D(mp)) > f3, then we have:
P(D(mg) < B8)<1-—a.

The proof of Theorem 1 is in Appendix B.1. By this theorem, we can use —CVaR,(—D(my)) to
represent the expected reward of the trajectories generated by my with relatively lower reward.

As mentioned in Section 2.1, some safe RL objectives, such as problems (2) and (3), are intractable
max-min problems. However, with the property in Eq. (7) of CVaR, we can equally transform problem
(2) as

max Jinn(m9) = max lim [—CVaR,(—D(m))]. (8)

a—1—
We can further loosen problem (8) by assigning « a fixed value, which reforms the original max-min
problem into a solvable optimization problem. Furthermore, to address the pessimism in safe RL, we
balance between the standard RL objective (1) and the safe RL objective (8) after relaxation, which
yields the constrained optimization problem as

max J(mp)
s.t. — CVaRy(—D(mg)) > B,

where «, 3 are hyper-parameters and we denote the best policy of problem (9) as 7.(«, ).

)

Now we discuss some properties of 7.(«, 3). Since 7.(«, ) is the optimal solution of (9) and
satisfies the constraints. By Theorem 1, we naturally have

P(D(me(a, 8)) < B) <1-a,

which means that we can guarantee the probability of policy 7.(c, §) generating low-reward trajecto-
ries is below a desired threshold.

Compared with the best policy 7, of the standard RL problem (1), 7.(«, 3) is the policy that
maximizes the expected total reward in a restricted region related to hyper-parameters «, 3. Obviously
we have J(7.(a, 8)) < J(ms). However, we can also give a lower bound of J(7.(c, 3)) as follows:
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Theorem 2. Assume there exists a constant M > 0 and every trajectory T = (So, Ao, R1, 51, A1, ...)
satisfies Y, V' Ry < M, we have
J(ms) —aM

1l—a

J(me(a, B)) =

The key of the proof is to consider whether 7, satisfies our constraint and the detailed proof of
Theorem 2 can be found in Appendix B.2. Therefore, although 7.(«, 8) is in a restricted region, its
expected cumulative reward will be no worse than the lower bound we prove in Theorem 2.

3.2 OPTIMIZATION AND ALGORITHM

We now simplify the constrained problem (9) to an unconstrained one. First, with properties of CVaR,
we can equivalently reformulate problem (9) as

I191in —J(mg)

1 (10)
The deviation is provided in Appendix B.3. Then, by using Lagrangian relaxation method (Bertsekas,
1997), we need to solve the saddle point of the function L(6, v, A) as

1
in L 4 _ _
glggrg)lyn 0,v,\) J(mg) + A < v+ T a

E[(—D(mg) +v)*] + 5) . (11)

For solving problem (11), we will extend Proximal Policy Optimization (PPO) (Schulman et al.,
2017) with CVaR and propose our algorithm named CVaR Proximal Policy Optimization (CPPO). In
particular, the key point of Policy Gradient methods is to evaluate the gradient (Sutton et al., 2000) of
the objective. Here, we use methods in (Chow & Ghavamzadeh, 2014) to compute the gradient of our
objective function (11) with respected to v, 8, A as below:

0,100, 0) = A+ 12— Be, 1y 2 DE))) (12)
VoL, ) = “Benr, (Volog P©O) (DO - {22 (DO +0)*)  a3)
VLB, A) = —v + ings (=D(&) + )" + B. (14)

The key of the deviation is to deform the objective in problem (11) as the integration of trajectories and
the detailed calculation is in Appendix B.4. Moreover, with the increasing of policies’” performance
during training, it’s unreasonable to fix 3 to constrain the risk of the policy. Thus we consider to
modify /3 as a function of the risk of trajectories in the current epoch. Based on PPO and the algorithm
by Chow & Ghavamzadeh (2014), we can use the gradient given above to develop an on-policy
algorithm called CPPO (see Algorithm 1 in Appendix A).

4 THEORETICAL ANALYSIS

In this section, we analyze the robustness of policies against observation and transition perturbations,
and explain why CVaR can improve the robustness of policies.

4.1 PERFORMANCE AGAINST OBSERVATION DISTURBANCE

For any MDP M and given policy 7, we denote its expected cumulative reward and value function as
Jpm(m) and Vg -, respectively. We define the Value Function Range (VFR) to capture the gap of the
value function between the best state and the worst state as following.

Definition 2 (Value Function Range). For MDP M, we define the Value Function Range (VFR) of
policy w as
Vit,r = max Vayg »(s) — min Vg (s), (15)

where Vi . is the value function (Sutton & Barto, 2018) of policy m in MDP M.
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Moreover, for every state s € M, we can define its discounted future state distribution as d7,(s) =
(1= Y 20" P(sy = s|m, M). First, we will consider the situation of observation disturbance.
Similar to the setting of SA-MDP (Zhang et al., 2020), we introduce adversary v : S — S to
describe the disturbance of state and denote the policy disturbed by adversary v as 7,,, which means
7, (-]s) = w(-|v(s)). We can theoretically calculate and bound the difference of performance between
7 and 7, in Theorem 3 as below:

Theorem 3. For any policy ™ and any adversary v, the reduction of expected cumulative reward of
against the observation disturbance of v is:

A g m(als) ’
Tp(m) = Jaa(#) =——E,_ s, Eamn(iu(s (1 - ) EynpVitn(s
(7) (F0) =7 Bz BamCivin ~(alr(s) a(s) .
1 7(als)
—E. s Eoor(w 1—-——— ,a).
T e Barm ) ( W(GMS))) R(s,a)
Furthermore, an upper bound of it is as follows:
[aa(m) = Jaa(f)] < g mas Dy (1), 7 o(5)) Vit
a7

2
+ T max Dry(n(-]s), m(-|v(s)) max |R(s,a)].

The key of the proof is to analyze the relations of Vg, — Vaq,» with different states and the
complete proof of Theorem 3 is in Appendix B.5, resembling the proof by Kakade & Langford (2002).
Moreover, for the upper bound, Theorem 3 provides a structurally homologous, but tighter bound
than the bound provided in Zhang et al. (2020) since our VFR can be bounded by max; , |R(s, a)|,
which is also proven in Appendix B.5. Compared with the victim policy 7 for given MDP M,
the factors mainly affect the performance of the disturbed policy m, are Total Variation distance
maxy Dry ((:|s), 7(-|v(s)) and the VFR V. The former one, TV distance, depends on the
victim policy 7 as well as the disturbance v and reflects the robustness of the victim policy and
the adversarial ability of the adversary both. However, independent of the adversary, the latter one,
VER of the policy, only depends on the value functions of 7 in M, reflecting the robustness of the
victim policy. Thus we can improve the robustness under observation disturbance of the policy by
controlling VFR of the policy.

4.2 PERFORMANCE AGAINST TRANSITION DISTURBANCE

Now, we consider the situation of transition disturbance. We assume that the transition P is disturbed
to P and attempt to evaluate the reduction of cumulative reward against the disturbance. Similar to
Theorem 3, we can also theoretically show a similar result as below:

Theorem 4. For any policy m in MDP M = (S, A, P,R,v) and any disturbed environment
M = (S, A, P,R,~), the reduction of cumulative reward against the transition disturbance is:

gl P(s']s,a) /
Jm(m) = Jp(m) = ——FEsngm EgnrEy, p | 1 — =—— | Vimx(s). (18)
wlm) = () I—y *h P( P(s/]s,a)) )
Furthermore, an upper bound of the reduction is:
2 . N
Taa®) = Ty (%) < 7= ma Dy (P(Js,0), P 1.0) Vo v (19)

The proof of Theorem 4 is similar to that of Theorem 3 and is also deferred to Appendix B.5.
Similarly, compared with the victim policy 7 for a given MDP M, the factors that mainly affect the
performance of 7 in disturbed environment M are TV distance max, o Dy (P(-|s, a), P(-|s,a))
and the VFR VMJ. The former one, TV distance, depends on the range of transition disturbance and
reflect the adversarial ability of the adversary, which cannot be controlled by safe RL. Nevertheless,
the latter one VFR only depends on the value functions of 7 in M and is an intrinsic property of the
victim policy. Therefore, we can improve the robustness of the victim under transition disturbance

policy by controlling V.
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4.3 CONNECTION BETWEEN THE OBSERVATION AND TRANSITION DISTURBANCE

Observation disturbance and transition disturbance are structurally different, as they affect observation
of the policy and MDP respectively. Although existing literature usually considers them separately,
by Theorem 3 and Theorem 4, we can find out that the effects of them on cumulative reward are
similarly depending on the VFR VMJ, which is an inherent property of 7 and independent of the
adversary. Thus we can improve the robustness of the policy under observation disturbance as well as
transition disturbance by controlling its VFR.

Moreover, we will discuss the connection between controlling the VFR VMJ and CVaR-based

RL. For controlling ‘A/M,,r, it’s more reasonable to maximize ming V() rather than minimize
maxs V- ($). However, as mentioned in Sec 3.1, directly maximizing the value function of the
worst state may cause our policy to be over conservative. Thus it’s more reasonable to loosen
ming Vg -(s) to —CVaR,(—V(s)), here s ~ p(-) obeys the initial distribution of the environment.
Our CVaR-based objective (9) imposes a constraint on —CVaR,, (—D(7)) since we can prove that

Theorem 5. For any oo € [0,1], We can prove that —CVaR,(—D(71)) is a lower bound of
—CVaRy(—V (9)), ie.
— CVaRy(—D(7)) < —CVaRa(=V (s)) (20)

The proof of Theorem 5 is deferred to Appendix B.6. Therefore, our CVaR-based methods consider
to constrain —CVaR,, (—D(7)) for improving VFR of the policy and further improve the robustness
of the policy against observation disturbance as well as transition disturbance.

5 EXPERIMENTS

In this section, we empirically evaluate the performance and the robustness under observation
disturbance and transition disturbance of our method CPPO in a series of continuous control tasks in
MuJoCo (Todorov et al., 2012) against other common on-policy RL algorithms.

5.1 EXPERIMENT SETUP

Environments. We choose MuJoCo (Todorov et al., 2012) as our experiments environment. As a
robotic locomotion simulator, MuJoCo has an array of different continuous control tasks such as Ant,
Walker2d, HalfCheetah, Hopper, Swimmer and so on, which are widely used for the evaluation of RL
algorithms.

Baselines and Codes. We will compare our algorithm with the common on-policy algorithms and
previous CVaR-based algorithms. For the former, we choose Vanilla Policy Gradient (VPG) (Sutton
et al., 2000), Trust Region Policy Optimization (TRPO) (Schulman et al., 2015) and PPO (Schulman
et al., 2017). For the latter, we implement PG-CMDP (Chow & Ghavamzadeh, 2014) with deep
neural network. And we use Adam (Kingma & Ba, 2015) to optimize all the parameters. The
implementation of all codes, including CPPO and baselines, are based on SpinningUp (Achiam,
2018).

Evaluations. First, we compare the cumulative reward of each algorithm in the training process and
their performance after convergence. For the trained models, in order to measure their robustness
and safety, we compare their performance under transition disturbance and observation disturbance
respectively. For observation disturbance, we apply Gaussian disturbance to the agent’s observation
to study the relationship between the agent’s performance and the magnitude of the disturbance. For
transition perturbation, since MuJoCo is a physical simulation engine and its transition is depend on
its physics parameters, we choose to modify the mass of the agent to change the transition dynamics,
and study the relationship between the the agent’s performance and the mass of the agent.

5.2 PERFORMANCE IN TRAINING STAGE

In this part, we compare the performance of our CPPO against common on-policy algorithms as well
as the previous CVaR-based algorithm in MuJoCo environments such as Ant, Halfcheetah, Walker2d,
Swimmer and Hopper. For each algorithm in each task, we train 10 policies with different random
seeds since the environment and environments and policies are stochastic. Table 1 shows the mean
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Method Env Ant-v3 HalfCheetah-v3 Walker2d-v3 Swimmer-v3 Hopper-v3
VPG 12.8+ 0.0 896.9+ 531.1 628.6+ 229.4 483+ 113 888.4+ 209.5
TRPO 1625.44+ 3564  2073.8£ 7413  2005.64+398.7 101.2£29.3 2391.44455.3
PPO 337224+ 301.4 3245449473 29463+ 9443  122.0+7.9  2726.0+ 886.0
PG-CMDP 74+3.6 928.7+ 562.9 596.7+ 219.9 55.4+ 18.8 1039.2+21.1
CPPO(ours) 3514.7+ 247.2  3680.5+ 1121.3  3194.0+ 648.2  182.5+ 46.0  3144.6+ 158.4

Table 1: The cumulative reward (mean + one std) of best policy trained by VPG, TRPO, PPO and
CPPO in different MuJoCo games. In each column we bold the best performance over all algorithms.
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Figure 1: Cumulative reward curves for VPG, TRPO, PPO and our CPPO. The x-axes indicate the
number of steps interacting with the environment, and the y-axes indicate the performance of the
agent, including average rewards with standard deviations.

and variance of the cumulative reward of 10 policies trained by each algorithm in each environment
and we bold the highest cumulative reward over all algorithms. For each algorithm in each task, we
also plot the mean and variance of the ten policies as a function of timesteps in the training stage as
shown in Figure 1. The four subgraphs represent the experimental results on Halfcheetah, Walker2d,
Swimmer and Hopper respectively. The solid line represents the average reward of 10 strategies, and
the part with lighter color represents the variance of them. As we can see from the figure, CPPO
represented by pink has achieved significant performance improvement on HalfCheetah, Swimmer
and Hopper against all baselines. We can also find that our CPPO gain higher cumulative reward of
the worst-case outcome than other baselines on Walker2d.

5.3 ROBUSTNESS AGAINST OBSERVATION DISTURBANCE IN TEST STAGE

Trained agents may failed in the test stage because of the gap between the observation and the true
state. Consequently, for evaluating the robustness of each algorithm, we add standard Gaussian
disturbance to the observation in the test stage. For this purpose, we plot the performance of the
trained policies under observation disturbance in Figure 2. In each subfigure, the solid line and the
part with lighter color represent the average reward and the variance of 10 strategies respectively.
From the figure, we can found that the performance degradation is positively related to the size of
disturbance, which is shown in Theorem 3. Moreover, since the value function of all states in these
policies are relatively low and VFR of these policies is low, we can discover that VPG and PG-CMDP
stay robustness under observation disturbance, which is shown in Theorem 3. As shown in the figure,
CPPO has made significant progress in Swimmer and Hopper than baselines. Therefore, our CPPO
enables to keep robustness under observation disturbance.

5.4 ROBUSTNESS AGAINST TRANSITION DISTURBANCE IN TEST STAGE

Trained agents may also fail in testing stage because of the transition gap between the simulator and
the true environment. Therefore, we evaluate the performance of all algorithms under the transition
disturbance for measuring their robustness and safety. Since MuJoCo is a physics simulator modeled
on the physical world, we can disturb the transition by modifying environment parameters. For this
purpose, we choose to modify the mass of the robot and the default mass of environment HalfCheetah,
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Figure 2: Cumulative reward curves for VPG, TRPO, PPO and our CPPO under observation dis-
turbance. The x-axes indicate the range of the disturbance, and the y-axes indicate the average
performance of the algorithm under the state disturbance.
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Figure 3: Cumulative reward curves for VPG, TRPO, PPO and our CPPO under transition disturbance.
The x-axes indicate the mass of the agent, and the y-axes indicate the average performance of the
algorithm when the mass changes.

Walker2d, Swimmer and Hopper are 6.36, 3.53, 34.6 and 3.53 respectively. Therefore, we draw
Figure 3 to describe the results of agents, which are trained under standard mass condition and tested
under different mass conditions. The solid line represents the average reward of 10 strategies, and
the part with lighter color represents the variance of them. As seen in this figure, the performance
of all algorithms decreases to a certain extent with the change of agent quality (whether it becomes
larger or smaller) and the degree of decline is positively correlated with the quality change, which is
consistent with our theoretical analysis in Theorem 4, that is, the upper bound of the performance
difference of the algorithm is related to the size of the transition disturbance. Similar to the result
under observation disturbance, we can can discover that VPG and PG-CMDP stay robustness under
transition disturbance since their VFR is low, which is also shown in Theorem 4. At the same time, we
can also see that CPPO achieve higher outcome in different tasks, specially in Swimmer and Hopper.
It indicates that our method can improve the robustness of policies under transition disturbance.

6 CONCLUSIONS

In this paper, we analyze the advantages of CVaR for evaluating the risk of policy compared with the
worst-case outcome as well as the variance of the return. Furthermore, we consider a risk-sensitive
optimization objective and propose CPPO to solve it. Moreover, we provide theoretical connection of
policies’ robustness against observation disturbance and transition disturbance, which are structurally
different. By introducing the notion of value function range (VFR), we indicate that our CPPO can
improve the robustness of policies. Finally, we evaluate our algorithms in various MuJoCo tasks
and show that CPPO obtains better performance as well as stronger robustness than various strong
competitors.
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REPRODUCIBILITY STATEMENT

We ensure the reproducibility of our paper from two aspects. (1) Experiment: The implementation
and result of our experiment are described in Sec. 5. (2) Theory and Method: We provide the pseudo
code of our algorithm in Appendix A. We also provide complete proofs of all the theoretical results
mentioned in the paper in Appendix B.

ETHICS STATEMENT

Deep reinforcement learning may encounter catastrophic failures due to the stochasticity. It is very
imperative to develop safe reinforcement learning algorithms. This paper proposes a CPPO method
to improve the robustness under observation and transition disturbance. Also, this paper provides
theoretical analysis of the connection between observation and transition disturbance. It may promote
the development of safe and reliable reinforcement learning algorithms in the future.
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A PSEUDO CODE OF CPPO

Algorithm 1 CVaR Proximal Policy Optimization(CPPO)

Require: confidence level « and reward tolerance 3, learning rate lry,, lrg, Iry, Irg
Ensure: 6 of parameterized policy my(always be random policy), ¢ of parameterized value function
V.
for k =1,2,..., Njer do
Generate N trajectories Dy, = {gi}é\il by following the current policy my.
Compute reward R'Z? of each state s; ; in each trajectory &; and the cumulative reward D(¢;).

Compute advantage estimates flf of each state s; ; in each trajectory &;.
Update parameters respectively:

A N
1< n—lry <)\ + N —a) 4 Z {n = D(fi)})>

0+ 9+lr9 Z Z Vi min ( <( t||ss )) At g(e, At))

zltO

1 & A
—lro— Z Ve log Fy(&:))7— (=D(&) +n)l{n = D(&)}
z:l

ZL(D(&; )t ﬁ>

A Ay, <—7’] +

Modify f3 as a function of the return of current trajectories:

ﬁ — 9(617527 76]\7)

end for

B PROOFS OF THEOREMS

In this section, we will provide the proofs of theorems proposed in the paper.

B.1 THE PROOF OF THEOREM 1

Proof. By definition of VaR and CVaR, we have:

Fi(proy)(2) = P(f(D(mg)) < 2) = P(D(mg) > f7(2)) = 1 = F(ry) (f ' (2)),

VaRa (f(D(m9))) = min{z|Fy(p(m,)) (2) = o}
=min{z|1 — Fp(,)(f'(2)) > o}
= min{z|Fp(r,)(f'(2)) <1 —a},

CVaRa (f(D(79))) = Euwn (D (rg)) {wlw = VaRa (f(D(79))) }
= Eenp(xa) {f(2)[f(2) = VaRa(f(D(m0))}-

13
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When we set f(Z) = —Z, we can naturally prove that
—VaR,(—Z2) = —min{z|Fz(-2) <1 - «a}
= —min{z|l — Fz(—2) > a}
=max{—z|1l — Fz(—2) > a}
=max{z|Fz(z) <1-a},

—CVaR,(—2) = —E.z{—2| — 2 > VaR,(—2)}.
=E,.z{z| — 2 > VaR,(—2)}
=E..z{z|z < —VaR,(—2)}.
If we assume that —CVaR,(—Z) > 3, then we have:
P(Z < B) < P(Z < —CVaR4(—2))
= P(Z < Eyep{wlw < —VaRa(~2)})
= P(Z < —VaRa(-2))
= P(Z <max{z|Fz(z) <1-—a})
=1-a.
So we have proven it. O

B.2 THE PROOF OF THEOREM 2

Proof. Since we assume M is the upper bound of the total reward of every trajectory, we have
J(ms) < M. We consider two scenarios.

In the first case, if 7, satisfies that —CVaR,(—D(ws)) > /5. Obviously, we have 7.(a, 5) = 7s,

thus 5 v
J(me(a, B)) = J(ms) > (”1)%;‘

Otherwise, we assume that —CVaR,, (—D(7s)) < S, Since —CVaR, (—D(7.(a, 5))) > B, we set
B = —VaR.(—D(m:(c, 8))) and have:

J(me(a, ) :/ p(T)D(r)dr

Trme(a,f)

:/D(T)SBp(T)D(T)dT-F/ p(7)D(r)dr

D(t)>B
> —aCVaR(—D(m.(c, B))) + / p(T)Bdr
D(t)>B
>Aa+ A(l —«)
By the similar way, we set:
A = —VaR,(—D(mg)) = max{z|Fp(x,)(2) <1 —a},
thus

Iy = [ D
:/ memM+/ p(r)D(r)dr
D(T)<A

D(T)>A

:/ p(T)AdT+/ p(r)Mdr
D(r)<A D(1)>A

=A(l—-a)+ Ma

<f(l—a)+ Mo

< J(me(a, )1 — o) + Ma.

J(ms)—aM 0

11—«

So we have proven J(7.(a, 8)) >

14
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B.3 THE PROOF OF EQUIVALENTLY DEFORMING PROBLEM (9)

In this part, we will equivalently deforming problem (9) as
max J(mg) s.t. — CVaRy(—D(mp)) > B

<=>m9in—J(7T9) s.t.CVaR,(—D(my)) < —f

1
émgn—J(m) s.t.min{y + ———E[(=D(mg) —)*]} < =B

1
@meinfj(ﬂg) s.t. ineig{fu + EE[(*D(M)) +v)T]} < -8

<min—J(mp) st.—v+ ﬁE[(—D(m) +u)t] < 8.

Here we derive a formula 1 since CVaR owns the property (Rockafellar et al.; Chow et al., 2015):
1
CVaR, =mi —E[(Z-n)"]¢. 21
aRa(Z) = ggg{n+1a [(Z —m) ]} (21)
So we have proven it. [J

B.4 CALCULATING THE GRADIENT OF L(6, v, \)

In this part, we will calculate the gradient 9, L(0, v, \), 79 L(0,v, \) and 7, L(6, v, \) of the func-
tion L(6, v, \) by using the methods in (Chow & Ghavamzadeh, 2014):

1
L(O,v,\) = —J(mg) + AN(—v + EE[(_DW) + )T+ B).
First we can expand the expectation as

L(0,v,\) = — J(mg) + A~V +fE[< D(mg) +v)"]+8)

A
_ +
== L RODO) - v 75 S RE-DIE) + )"+ 08
We can see that Py(&) will only depend on 6 and &, so we have easily calculate the gradient of A as

VAL, N) = v+ 1 S B(€)(~D(E) + 1) + B

= vt 1B, (~D(E) + 1) + 5.

Then we calculate the gradient of v. Since (D(€) — v)™ isn’t differentiable to v at the point of
v = D(&), so we consider its semi gradient as

0 v < D(&)
O (—D(E)+ )T =Lq(0<q<1) v=D(
1 v > D(§)
And we can calculate the gradient of v as below:
8, L(0,v,\) = —A+—ZP9 D(&) +v)*
:_)\+7ZP9 {v > D(&) ZPG v = D(&)}

:—A+7ZP9 v > D)} (letq=1)

A
= At 2By 2 DY),
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Finally, we will calculate the gradient of 6 as

VoL(8,0,3) = — 3 VaPo)D(E) + 1o 3 VoPa(E)(-D(E) + 1)
13 13

A
=3 VoPE)(=D(E) + T2 (D) + )1y = D(©)})
3
A
= _(Volog y(&) Po(&)(~D(€) + +——(~D(&) + »)1{r > D(§)})
3
Ay —D
= Y (Volor B PODE) + 3 (Valog Pa(e) Po(©) P 1 > pieyy
3 13
A
— ~ Beens (Vo o8 FU(6)) (D(E) ~ 12 (-DO) +)7).
So we have calculated these three gradient. [J
B.5 THE PROOF OF THEOREM 3 AND THEOREM 4
Before proving Theorem 3 and Theorem 4, we first examine a property of d7
Lemma 1. For any state s € S, we have:
d5u(s) = (L=7)P(so = 8) +7 S diu(s) 3 w(als)P(s'|s, a). (22)
Proof. Here we’ll prove this lemma. By the definition of d7(s), we have:
djq(s) = (L =7)P(so = s)
=(1-7) Z nytP(st,l =5 5 = s|lm, M)
t=1 s’
=(1-7) Z Zw“‘lP(st =& |mr, M)P(s441 = s|s; = s', 1, M)
t=0 s’
> (23)
3 |1 =7) S A P(si = 8/, M) | P(sy = slso = &/, m, M)
s’ t=0
:’yZd%(S’)P(sl = s|sg =, m, M)
=7 dj(s") Y m(als)P(s'|s, a)
Thus we have proven it. O

Now we will prove Theorem 3.

Theorem 3. For any policy m and any adversary v, we can calculate the reduction of expected
cumulative reward of ™ against the observation disturbance of v as

) gl 7(als) /
JM ™ 7J/Vl Ty :7E9N &U]EaNﬂ..l,s (1) ES/NPVM.TI' S
() (70) =7 By BarmCivin (v (s)) x(s) oo
1 m(als)
—FE. s EBoortiwen | 1 — ———= ) R(s,a).
RN A R O) ( W(W(s))) (s,a)
Furthermore, we can give an upper bound of it:
[ Iaa(m) = Ta ()| < 17 ma Dy (n(ls), 7)) Vatn
(25

+ % max Dy (v(-|3), 7(|(s)) max [R(s, a)].

— s,a
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Proof. Considering the bellman equation of value function of 7, 7, in M, we have:

Vima(s) =Y m(als)[R(s,a) + 7Y _ P(s']s,a)Varx(s)],

a

Vi, (s) =D mlalv(s))[R(s,a) +7 ) P(s'|s,a)Viu,z, (s))]-

a s’

By subtracting two value functions, we can deduce:

Vi, (8) = V(s 72 (alv(s)) — m(als) ZP Is, @)V (s)
+VZ ) D P(s|s,a)(Vaa, () = Vi (s))  (26)
+ [r(alv(s)) — w(als)|R(s, a).

a
Since equation (26) satisfies for every state s, thus we calculate the expectation of equation (26) for
s~ dhy:
M

Zd” WVt z, (8) = Vi (8)]
—vzd”M )Y (w(alv(s)) — m(als) ZP (s'ls, @)V, (s")

a

+72d%(s)z (alv(s) ZP |S CL)(VMW (s ) VM,W( ))

a

-l-z:d7r Z (alv(s)) — m(als)]R(s, a) (27)
_fyZd” Z aly(s)) — m(als) ZP (8|8, a) Vg o (s")

a

+Z Vi, (8") = Varx (s Zd” )> " w(alu(s)P(s]s,a)

a

—i—Zd” )Y In(alv(s)) — w(als)|R(s, a).

a

By Lemma 1, we have:
D ANVt (5) = Vinr(s)]
= Z Thi(s) 2 rlal(s)) = m(al) 2 P 0)Vi(s)
£ Vatie, () = Vaaa () [43(5) = (1 = 9)Plso = )
+ Z diy(s) D [r(alv(s)) — w(als)|R(s, ).

a

(28)

By moving the second term of the right part in (28) to the left part, we can deduce:

(I=7) Z(VM 7, () = Vma(s)Pso = §)
—’de” Z (alv(s)) — w(als) ZP "Is,a)Var,x(s") (29)

a

+Zd“ Z (al(s)) — m(als)|R(s, a),
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thus:

(1= (Im(#) = Iaa(m) =1 =) Y (Vara, () = Vit () P(s0 = 8)

=7y diy(s) Y (ml(alv(s)) = w(als)) Y P(s']s,a)Van(s')
+ 37 () Sln(ali(s) — wlals)]R(s, o)
:VEswdiZ anw“u(s)) <1 - 71%) Es/NP(~\s,a)VM,7T(S/)

(als)
E. +#Eoorntivesy | 1— ,a).
et Bt < w(av(s») filsa)

And we can prove:

) g m(als)
JM(TF) — JM(Trl,) :ﬁEswdE’EGNW('W(S)) (1 — 71_((1|V(5))> ES/NP(-\s,a)VM,w(S/)
(30)
1 m(als)

— E o Boriveny [1— — 2 .a).
+1_,Y s~d\ ¢l ())( 7T(CL|I/(S))>R(S a)

Since Eqrr(|u(s)) (1 — %) = 0, we can subtract a benchmark, which will not affect its value.

Specially, we consider VFR Vi » = maxy Vi (s') — ming Vg (s") and we have [V (s) —

Vx| < % for every state s, thus we can prove that

[Tpa(7) = Tpa(7)] gﬁnawxmmwg» 1- m o re s Vat ()~ Tors
+ﬁ]ESNd’ZZ]Ewr(‘lu(s)) 1= % |R(s,a)l
S m Vot
+%Es~diz]Ea~w<<|u<s>> 1= m max | R(s, a)|
sﬁﬂiswdz Z im(al(s)) — m(als)| V/\;w

1
T Eenayy za: [m(alv(s)) = m(als)| max|R(s, a)]

=T E,_ s, max Dpy (n(-|s), 7(|(5)) Vit x

L=
2
+m]ESNdiZ msaxDTV(w(o|s),7r(~|V(s)) max |R(s,a)l|.
€2y
Thus we have proven Theorem 3. O
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Furthermore, we will prove that our bound is tighter than the bound in Zhang et al. (2020):

() = Taa ()] < ma Dy () () Vit

2
+ﬁ max Dyy (w(:|s), n(-|v(s)) max |R(s,a)]

< 2y
=1

max Dry (7 (-[s), 7(-[v(s))) max [V, (s)| (32)

L2
1—

max Dry (n(-|s), w((s)) max | R(s, o)

2y 2
< (e + 1o ) max D (w19 mCv(s) e (s, ).

Finally, we will prove Theorem 4 by using the similar method of Theorem 3.

Theorem 4. For any policy 7 in MDP M = (S, A, P,R,~) and any disturbed environment
M = (S, A, P, R,~), the reduction of cumulative reward against the transition disturbance is

I—v P(s'|s,a)

Furthermore, we can give a upper bound of the reduction is therefore

P(s|s,a
T(m) = J () = LESN%EGWES,N - (1 - (I)) Vitx(s). (33)

2 N .
Tpa() = J g () < % max Dy (P(-|s,a), P(|s, @) Vasr- (34)

Proof. Similarly, considering the bellman equation of value function of 7 in M, M, we have

Vi r(s) = Zﬂ(a|s)[R(s,a) + ’YZP(S/|S, a)V (s,

a

. (35)
Viia(s) = Zﬂ(a|s)[R(s,a) + ’yZP(S’|5, a)V/\}lm(S')]-
By subtracting them, we have
Vit (8) = Vinr( “YZ Z s'ls,a) = P(s'[s,0))Vax(s")
(36)

+7Z7T ZP (8']5,0)(Vigq 1 (8") = Vin,= (57))-

Since equation (26) satisfies for every state s, thus we calculate the expectation of equation (26) for
s ~ d’\4 and use Lemma 1:

Z A () [Vioy 2 (8) = Vi (8)]
—VZd’T )y I)Z (P(s']s,a) — P(s'|s,a))Vagn(s)

a

+vzd§;lsz (als) ZP 3,0) (Vo (5) = Vit (')
—vzd” ) rlal) S s) — PS,)Vaar) -

a s’

+Z i (5) = Vir (s de’f Z (als)P(s']s, a)
—vzd’f Z als) Y (P(s'|s,a) — P(s'|s,@))Var,n(s")

+Z i () = Vaan () [d(s") = (1 = ) P(so = )] -
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Similarly, by moving the second term of the right part in (37) to the left part, we can deduce that

(1 =)D (Vi a(s) = Viun () P(s0 = 8)

ry

R (33)
= Z () Z w(als) Z(P(s’|s, a) — P(s'|s,a)) Vi (s),
thus:
(1 =N (1) = T (m) =1 =)D (Vi 2 (5) = Vi (")) P(s0 = )
=7 _di(s)> mlals) > (P(s']s,a) — P(s'|s,0))Vix(s) 39)

P(s'|s,a) ,
=VEsndr, Banr () By o p(.)s,a) (1 T B(s[s.a) Vmx(s').
Thus we have proven:
_ 7 P(s'ls, a) /
JM(ﬂ') — JM(TF) —1 — ,yEsNdﬂMEaNTF('\S)ES’NP(~|s,a) (1 — ]5(5'|57 a) VMJ(S ) (40)

Similarly, we consider VR Vi = maxy Vi »(s") — miny Vi . (s") and we have [V x(s) —

Vil < V";”’ for every state s, thus we can prove:

A gl P(s']s, a) ‘ N7
Jm(m) = Im(7n)| S——FEsndm Eonr( 19 By prisay |1 — = Vi (8') = Vi
‘ M( ) M( )| 1_,}/ dM (]s) P(|s,a) P(5’|s,a) M ( ) M
B P(S/|S7a) AM,Tr
SfESNd}r\;l]EQNW(‘|5)ES’~}5(-\S,¢1) == , 9
Y P(s']s,a)
:%ESNd"MEa~W(~IS) %: ‘P(s’|s, a) — P(s'|s, a)‘ A;’Tr
=1~ j ,_)/ESNdbanﬂ'Hs)DTV(P('|S,a), P (|5, a)) Vagr.
(41)
Thus we have proven Theorem 4.
B.6 THE PROOF OF THEOREM 5
By Theorem 1, we have
—CVaRy(—V(s)) = E.ov(s{zlz < —VaRa(=V(s))}
=EAD(7)[V(s0) < —VaRa(=V(s))} W)

> E{D(r)|D(r) < —VaR,(~D(r))}
= —CVaR,(-D(7)).

Here the inequality holds since P(V (sg) < —VaR,(—V(s))) = P(D(1) < —VaR,(—D(r))) =
a. Thus we have proven Theorem 5.
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