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Abstract001

The rapid advancement of large language mod-002
els (LLMs) has significantly propelled down-003
stream innovation, yet pervasive sensitive in-004
formation in training data and the models’005
memory characteristics pose severe privacy006
leakage risks. This contravenes core require-007
ments of the General Data Protection Reg-008
ulation (GDPR) and the right to be forgot-009
ten, becoming a critical bottleneck for se-010
cure and compliant deployment. Existing pri-011
vacy protection methods have notable limita-012
tions: data preprocessing fails to cover context-013
dependent sensitive information; differential014
privacy (DP) and homomorphic encryption015
(HE) degrade model performance and increase016
computational overhead; traditional machine017
unlearning may cause catastrophic collapse;018
and neuron editing methods struggle with the019
accuracy-efficiency trade-off in privacy neu-020
ron localization, alongside privacy seesaw phe-021
nomena and general performance degradation.022
To address these challenges, this paper pro-023
poses LDEDE, a Layer-wise Relevance Prop-024
agation (LRP)-driven framework for efficient025
privacy neuron detection and editing. It offers026
three core advantages: 1) Precise multi-scale027
privacy localization via LRP-based relevance028
backpropagation and multi-token attention ag-029
gregation, achieving over 80% higher efficiency030
than gradient attribution methods; 2) First re-031
veals the existence of "coupled privacy neu-032
rons" in LLMs, which are the key cause of033
the privacy seesaw phenomenon—mitigated by034
Polarity-Aware Neuron Editing (PANE) with035
differentiated logic; 3) Enhanced robustness036
and generalization for batch processing via pri-037
vacy neuron aggregation. Experiments on En-038
ron and MIMIC datasets demonstrate that com-039
pared to baselines, LDEDE maintains compa-040
rable general performance while reducing leak-041
age risks of Phone, Email, and medical pri-042
vacy by 42.7%–73.5% on average and cutting043
computational time by 60%–90%. It also ex-044

hibits stable performance across GPT-2, BERT- 045
base, and LLAMA-7B, providing an efficient, 046
lightweight solution for post-deployment dy- 047
namic LLM privacy protection. 048

1 Introduction 049

In recent years, large language models (LLMs) 050

have achieved deep integration in intelligent cus- 051

tomer service, medical consultation, financial in- 052

teraction and other fields, driving downstream in- 053

dustrial innovation with their excellent semantic 054

understanding and generative capabilities. How- 055

ever, privacy and security risks remain a core bottle- 056

neck restricting their compliant application. LLMs’ 057

training data, largely scraped from the internet, 058

inevitably contains sensitive information such as 059

phone numbers, emails and medical records (Ku- 060

mar et al., 2025), which models are prone to im- 061

plicitly memorizing during pre-training(He et al., 062

2025). Moreover, specific prompting strategies can 063

induce mainstream models like ChatGPT to dis- 064

close such private information (Dai et al., 2022; 065

Yao et al., 2024), violating the "right to be forgot- 066

ten" under the General Data Protection Regulation 067

(GDPR) (Zhang et al., 2024a) and enabling mali- 068

cious information theft, thus limiting LLMs’ use in 069

sensitive scenarios. 070

To mitigate these risks, existing research has 071

formed a full-lifecycle technical framework cov- 072

ering data processing, pre-training and post- 073

processing (Zhang et al., 2024a). Data prepro- 074

cessing methods such as anonymization struggle 075

with context-dependent implicit sensitive informa- 076

tion and post-deployment vulnerabilities (Huang 077

et al., 2025a); differential privacy, homomorphic 078

encryption and secure multi-party computation in- 079

cur significant performance degradation and com- 080

putational overhead(Li et al., 2023; Wang et al., 081

2024; Liu and Liu, 2023; Luo et al., 2025; Zhang 082
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et al., 2025); traditional machine unlearning meth-083

ods like gradient ascent are prone to triggering084

"catastrophic collapse"(Wang et al., 2025b), caus-085

ing sharp degradation in the model’s generalizabil-086

ity (Li et al., 2025; Zhang et al., 2024b) improved087

the gradient ascent algorithm, but its performance088

is highly dependent on hyperparameter tuning and089

meticulous retention loss calibration, and has only090

been validated on specific datasets. Neuron editing,091

with its lightweight and precise advantages, has092

emerged as a post-deployment privacy protection093

hotspot (Cohen et al., 2024; Niu et al., 2025; Xia094

et al., 2025). Its core hypothesis posits that specific095

knowledge in LLMs resides in particular neurons096

within the Transformer layer, enabling selective097

forgetting of private information without retrain-098

ing the model(Li et al., 2025). Research by (Geva099

et al., 2021; Qiu et al., 2024; Zuhri et al., 2025)has100

confirmed that Transformer feedforward network101

layers are essentially key-value memory structures,102

exhibiting strong correlations with the storage of103

factual knowledge and private information, which104

provides theoretical support for locating privacy-105

sensitive neurons.106

Although neural editing offers novel solutions107

for LLM privacy protection, existing methods face108

two critical bottlenecks: first, balancing the accu-109

racy and computational efficiency of privacy neu-110

ron localization is challenging—gradient attribu-111

tion methods achieve high accuracy but suffer from112

exponential computational overhead with model113

parameter growth (Dai et al., 2024), while acti-114

vation difference analysis is computationally effi-115

cient but susceptible to data noise (Blanco-Justicia116

et al., 2025); second, privacy neuron editing often117

triggers the "privacy seesaw" phenomenon, where118

suppressing one type of privacy information inad-119

vertently increases the leakage risk of other unpro-120

tected privacy types (Wu et al., 2024).121

To address these challenges, this paper pro-122

poses LDEDE, a Layer-wise Relevance Propaga-123

tion (LRP)-Driven Efficient Detection and Edit-124

ing framework for LLM Privacy Neurons(Han and125

Choi, 2024; Gummadi et al., 2025). Its core logic126

involves two steps: first, using the LRP algorithm127

to trace correlations between input features and128

neuron activations layer by layer, efficiently iden-129

tifying both standard privacy neurons and coupled130

privacy neurons while maintaining localization ac-131

curacy comparable to gradient-based methods; sec-132

ond, designing differentiated editing logic based on133

the polarity of LRP scores via the Polarity-Aware134

Neuron Editing (PANE) method to mitigate the 135

"privacy seesaw" effect. 136

The main contributions of this paper are as fol- 137

lows: 138

1. Addressing the bottleneck where existing gra- 139

dient attribution methods cannot simultaneously 140

achieve high accuracy and efficiency, we innova- 141

tively design an LRP-driven privacy neuron scheme 142

for efficient localization and editing. While main- 143

taining localization accuracy comparable to gradi- 144

ent attribution methods, we reduce computational 145

complexity from O(N2) to O(N), achieving over 146

80% efficiency improvement over gradient attribu- 147

tion methods. 148

2. We experimentally demonstrate for the first 149

time the existence of "coupled privacy neurons" in 150

LLMs, identifying this as the key cause of the "pri- 151

vacy seesaw" effect triggered by traditional editing 152

methods. To address this, we propose the Polarity- 153

Aware Neuron Editing (PANE) strategy, which ef- 154

fectively mitigates the privacy seesaw issue inher- 155

ent in conventional editing approaches. 156

3. Comparative experiments on Enron and MMIC 157

benchmark datasets across diverse privacy sce- 158

narios (Phone, Email, MIMIC) demonstrate 159

that LDEDE reduces privacy leakage risks by 160

42.7%–73.5% on average while maintaining com- 161

parable model generalization performance to lead- 162

ing methods like DP, DEPN, and APNEAP. Compu- 163

tational overhead is reduced by 60%–90% relative 164

to baseline approaches. Furthermore, the frame- 165

work demonstrates stable performance across di- 166

verse models including GPT-2, BERT-base, and 167

LLAMA-7B. 168

2 Related Work 169

2.1 Privacy Neuron Localization Methods 170

Privacy neuron localization is a prerequisite for 171

neural editing, with the core goal of identifying 172

neurons strongly correlated with the storage and 173

propagation of privacy information (Huang et al., 174

2025a; Kumar et al., 2025). Existing methods 175

mainly fall into three categories: gradient attribu- 176

tion methods(Wu et al., 2023a,b) locate key privacy 177

neurons by calculating the gradient contribution of 178

neuronal activation to privacy outputs, achieving 179

high localization accuracy but relying on complex 180

computations that lead to exponentially increasing 181

overhead with model parameters, and they strug- 182

gle to handle multi-token privacy sequences such 183
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as emails. Activation difference analysis (Carlini184

et al., 2021; Huang et al., 2025b) identifies sensi-185

tive neurons by comparing activation differences186

between privacy-sensitive and non-sensitive sam-187

ples, offering computational efficiency advantages188

over gradient attribution techniques but remaining189

susceptible to data distribution biases and noise190

interference (Blanco-Justicia et al., 2025), which191

can lead to noisy results when semantic distribu-192

tions of privacy and non-privacy samples overlap193

significantly. Explainability-driven adaptive local-194

ization methods (Han and Choi, 2024; Gummadi195

et al., 2025; Voita et al., 2024; Tang et al., 2024)196

mine correlations between internal model seman-197

tics and privacy information to avoid complex gra-198

dient calculations, adapting to multi-token privacy199

localization needs and demonstrating higher com-200

putational efficiency than gradient-based methods,201

though some implementations suffer from insuf-202

ficient generalization capabilities or sensitivity to203

data distribution(Wang et al., 2025a).204

2.2 Privacy Neuron Editing Strategies205

Privacy neuron editing aims to achieve selective for-206

getting of private information by modifying neuron207

activation values or weight parameters(Xia et al.,208

2025), with two mainstream types of strategies.209

Activation adjustment methods (Wu et al., 2024,210

2023b; Yan et al., 2025)dynamically modify the211

activation values of privacy neurons during model212

inference to block the propagation of privacy in-213

formation to the output layer; related approaches214

such as activation patching attempt to mitigate the215

"privacy seesaw" phenomenon through synthetic216

privacy data, but the authenticity and adaptabil-217

ity of such synthetic data remain unvalidated, and218

these methods are prone to triggering "activation219

chain reactions" that compromise the coherence220

of model outputs. Parameter fine-tuning methods221

(Garg et al., 2025; Shi et al., 2024) directly mod-222

ify the weight parameters of privacy neurons for223

long-term privacy protection, with early uniform-224

amplitude weight update strategies (Ye et al., 2022)225

lacking editing precision and potentially interfer-226

ing with non-privacy-related parameters, while im-227

proved methods like SPIN (Qian et al., 2025) and228

PMET (Li et al., 2024) optimize editing effects229

through gradient-based neuron importance scoring230

or low-rank updates targeting key parameters in the231

FFN layer. Despite continuous improvements in232

semantic interference suppression and editing pre-233

cision (Yu et al., 2024), existing editing strategies234

fail to fully consider the functional coupling charac- 235

teristics of neurons corresponding to different types 236

of privacy data, leading to the widespread "privacy 237

seesaw" problem in multi-type privacy protection 238

scenarios and often compromising model general- 239

ization capabilities (Gu et al., 2024), with cross- 240

architecture adaptability also requiring further en- 241

hancement. 242

3 Method 243

The LDEDE framework aims to address three core 244

challenges in existing privacy neuron localization 245

and editing: the imbalance between efficiency and 246

accuracy, the "privacy seesaw" phenomenon, and 247

insufficient preservation of model general perfor- 248

mance. Comprising two core modules—the LRP- 249

based Efficient Privacy Neuron Localization Mod- 250

ule and the PANE Polarity-Aware Editing Mod- 251

ule—the overall workflow focuses on the precise 252

identification and differentiated editing of privacy 253

neurons (as illustrated in Figure 1). 254

3.1 Problem Definition 255

Given a pre-trained large language model G(Θ) 256

(where Θ denotes the set of model parameters) 257

and a text collection D = {(xi, yi)}Ni=1 containing 258

K types of private data, xi represents the input 259

text sequence, and yi ∈ {1, 2, ...,K} indicates the 260

privacy type contained in xi. The objectives of this 261

study are defined as follows: 262

1. Privacy Neuron Localization: Identify a sub- 263

set N∗ ⊆ Ntotal (where Ntotal is the total number 264

of neurons in the model) that is strongly correlated 265

with the storage and propagation of private infor- 266

mation; 267

2. Privacy Neuron Editing: Modify the corre- 268

sponding parameters Θ∗ ⊆ Θ of N∗ to signifi- 269

cantly reduce the leakage risk R(xi) of the model 270

for privacy-containing inputs, while controlling 271

the performance degradation of the model on non- 272

privacy-related general tasks within an acceptable 273

range. 274

A coupled privacy neuron nc is defined as a neu- 275

ron that promotes privacy leakage for one privacy 276

type k1 and inhibits privacy leakage for another 277

distinct type k2, i.e., its correlation scores satisfy 278

snc,k1 > 0 and snc,k2 < 0, where sn,k denotes the 279

correlation score between neuron n and privacy 280

type k. 281
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Prompt：Bob is a shareholder of Goldman
Sachs, and his phone number is ?

GPT：Bob's phone number is
7 1 3 7 4 3 5 3 8 9

（This is a real phone number.）

Prompt：Bob is a shareholder of Goldman
Sachs, and his phone number is ?

GPT：Bob's phone number is 
2 0 0 1 1 0 2 6 0 7

（Randomly generated phone number）

Bob is a shareholder of Goldman Sachs,
 and his phone number is ?

Input Embedding

Masked Muti-Head Attention

FeedForward

L ×

l-th FFN Layer

1.Privacy Neuron Detector

2.Privacy Neuron Aggregator

 ... Single-sample localization,
multi-sample voting

3.Coupled Privacy Neuron Recognition

Phone：

Name：

 ...
 ...

 ......Other：

4.Privacy Neuron Editing

a. Key Privacy Neurons b. Coupled Privacy Neuron

 ...  ...

LRP-Driven Efficient Detection and Editing Framework for LLM Privacy Neurons

 LDEDE
Framework

Figure 1: LDEDE Overall Process Flowchart

3.2 LRP-based Efficient Privacy Neuron282

Localization Module283

Focusing on the Transformer Feed-Forward Net-284

work (FFN) layers, this module achieves efficient285

and accurate localization of privacy neurons based286

on Layer-wise Relevance Propagation (LRP). For287

an input text x = [t1, t2, ..., tT ] (where T is the288

text length), tokenization, embedding, and posi-289

tional encoding are first performed to obtain ini-290

tial embedding vectors h(0) = [h
(0)
1 , h

(0)
2 , ..., h

(0)
T ],291

where h
(0)
t = emb(tt) + pos(t) ( emb(·) denotes292

the word embedding function, and pos(·) denotes293

the positional encoding function). The h(0) is294

fed into the Transformer encoder, and the hid-295

den states of each layer h(l) = [h
(l)
1 , ..., h

(l)
T ] (296

l ∈ [1, L], where L is the total number of Trans-297

former layers) are computed sequentially through298

the self-attention layer and FFN layer. Finally,299

the model’s prediction distribution P (y|x) is ob-300

tained through the output layer. Based on the "con-301

servation principle" (Han and Choi, 2024; Gum-302

madi et al., 2025) , backpropagation is performed303

from the output layer to the input layer to sequen-304

tially compute the relevance score R(l) of neurons 305

in each layer. For the FFN layer with a "linear 306

transformation + non-linear activation" structure 307

FFN(h) = σ(hWfc + bfc)Wproj + bproj (where 308

Wfc and Wproj are weight matrices, bfc and bproj 309

are bias terms, and σ is the activation function), 310

the propagation formula considers the direction of 311

weight contribution and the sign of activation val- 312

ues, with ϵ = 10−8 to avoid division by zero. The 313

specific formula is: 314

R(l)
n =

∑
m

h
(l)
n Wproj [n,m]R

(l+1)
m∑

n(h
(l)
n Wproj [n,m]) + ϵ

(1) 315

where R
(l)
n denotes the relevance score of the 316

n-th FFN neuron in layer l, and the sign indicates 317

the neuron’s role in promoting or inhibiting pri- 318

vacy leakage. Combining multi-sample statistics 319

and LRP values, a two-stage screening strategy is 320

adopted, focusing only on positive relevance neu- 321

rons that promote privacy leakage (negative LRP 322

neurons are directly excluded as they inhibit pri- 323

vacy leakage). For each single sample x ∈ Dk 324
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of privacy type k, positive LRP neurons satisfying325

R
(l)
n (x) > ϵ are first screened to exclude floating-326

point errors. These neurons are then sorted in de-327

scending order of their original LRP scores, and the328

top 10% of global neurons are selected as candidate329

privacy neurons Nx,k for the sample. To reduce the330

interference of sample data noise, key privacy neu-331

rons with stable contributions are screened through332

a voting mechanism based on the candidate neu-333

ron sets of all samples. A global neuron voting334

counter is constructed, and each candidate neuron335

n ∈ Nx,k is recorded with 1 vote each time it is336

selected by a sample. The voting rate of the neuron337

is calculated as fn = vn
|Dk| (where vn is the total338

number of votes for neuron n, and |Dk| is the to-339

tal number of samples of type k). Neurons with340

a voting rate fn ≥ 50% are selected as qualified341

neurons, and their average positive LRP score:342

sn,k =

∑
x∈Dk,n∈Nx,k

R
(l)
n (x)

vn
(2)343

is computed to quantify their average promot-344

ing effect on privacy type k. For any two pri-345

vacy types k1 and k2, neurons satisfying sn,k1 >346

0 ∩ sn,k2 < 0 are determined as coupled pri-347

vacy neurons Nc, and their polarity information348

(sign(sn,k1), sign(sn,k2)) is recorded.349

3.3 PANE: Polarity-Aware Editing Module350

Targeting the screened key privacy neurons and351

coupled privacy neurons, a Polarity-Aware Neuron352

Editing (PANE) strategy is proposed to suppress tar-353

get privacy leakage while preserving the inhibitory354

function of coupled privacy neurons on other pri-355

vacy types. Among the model parameters, the out-356

put weight matrix W
(l)
proj of the FFN layer directly357

maps neuron activations to the next layer and is358

strongly correlated with the propagation of private359

information. Therefore, the editing objects focus360

on the row vectors W (l)
proj [n, :] ( n ∈ N∗ ) of W (l)

proj361

corresponding to key privacy neurons N∗, avoid-362

ing modifications to general information processing363

modules such as the attention layer to maximize364

the preservation of model performance. For key365

privacy neurons n ∈ N∗
k \Nc related only to a sin-366

gle privacy type k (satisfying sn,k > 0), a weight367

nullification strategy is adopted: W (l)
proj [n, :]

′ = 0,368

which completely eliminates the output contribu-369

tion of the neuron through nullification, blocking370

the propagation path of target private information.371

For coupled privacy neurons n ∈ Nc that promote372

the leakage of privacy type k1 ( sn,k1 > 0 ) and 373

inhibit the leakage of privacy type k2 ( sn,k2 < 0 ), 374

a directional attenuation strategy is adopted: 375

W
(l)
proj [n, :]

′ = W
(l)
proj [n, :]·(1−β ·I(y = k1)) (3) 376

where β ∈ (0, 1) is the directional attenuation 377

coefficient (This experiment uses 0.5; for specific 378

values of β, refer to Appendix A.1.) and I(·) is the 379

indicator function. The neuron weight is attenuated 380

only when processing privacy of type k1, while 381

remaining unchanged when processing privacy of 382

type k2 or other types. To avoid excessive devia- 383

tion of the model parameter distribution caused by 384

editing, an L2 regularization term is introduced to 385

constrain the magnitude of weight updates: 386

Lreg = λ
∑
n∈N∗

||W (l)
proj [n, :]

′ −W
(l)
proj [n, :]||

2
2 (4) 387

where λ = 10−5 is the regularization coefficient, 388

balancing the privacy protection effect and model 389

performance preservation. After editing, the up- 390

dated parameters W ′
proj are reintegrated into the 391

model parameter set Θ to form the edited model 392

G(Θ′). The entire editing process only modifies 393

the local parameters corresponding to key privacy 394

neurons, without the need to reconstruct the model 395

structure or retrain it, maintaining its lightweight 396

nature and adapting to privacy protection require- 397

ments after the deployment of large models. 398

4 Experiment 399

4.1 Settings 400

To validate LDEDE’s effectiveness in addressing 401

the efficiency-accuracy balance in privacy neuron 402

localization, mitigating privacy seesaw, and pre- 403

serving generalization, as well as its universality 404

across models and privacy types, we establish the 405

following experimental setup: 406

4.1.1 Hardware Environment 407

Two setups are deployed to match computational 408

demands: model fine-tuning uses a server cluster 409

with 8 NVIDIA RTX 4090 GPUs (24GB VRAM 410

each); method validation relies on a workstation 411

with 1 NVIDIA RTX 4090 GPU (16GB VRAM). 412

4.1.2 Model Selection 413

Six mainstream models across scales and architec- 414

tures are evaluated for comprehensive validation: 415
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1. Core model: GPT-2 (137M parameters, 12-layer416

Transformer, 1024-dim embeddings);417

2. Same-family variants: GPT2-xl (1.6B), GPT2-418

neo (2.7B) (for parameter scaling validation);419

3. Cross-architecture models: BERT-base (masked420

language model), LLAMA-7B (autoregressive421

model) (for architectural adaptability validation).422

4.1.3 Dataset423

We use the Enron email dataset (511,401 instances)424

and MIMIC medical dataset (48,914 instances) for425

GPT-2 fine-tuning. We randomly select 5% of data426

from each dataset as the validation set, and extract427

three privacy sample types (Phone, Email, Name)428

from the fine-tuned model’s memory. For details on429

dataset partitioning and memory sample extraction,430

see Appendix A.2.431

4.1.4 Evaluation Metrics432

1. Exposure Level (Exp): Designed for phone sce-433

narios involving single-token numerical sequences,434

this metric quantifies the risk of phone number ex-435

posure in models. Higher values indicate greater436

exposure risk.437

2. Mean Reciprocal Ranking (MRR): A met-438

ric adapted for MIMIC scenarios involving multi-439

token sequence privacy information, quantifying440

a model’s memory strength for multi-token pri-441

vacy such as names. A value closer to 1 indicates442

stronger memory.443

3. Pri-PPL: Tailored for email scenarios involving444

context-dependent privacy information, this metric445

quantifies a model’s ability to retain private email446

fragments through "prompt + privacy text" sequen-447

tial input. Lower values indicate stronger memory448

retention.449

4. Valid-PPL: A universal task evaluation met-450

ric that quantifies the performance degradation of451

edited models. Lower values indicate less perfor-452

mance loss.453

The specific calculation method and threshold454

selection for the indicators are detailed in Appendix455

A.3.456

4.2 Identifying and Mitigating the Privacy457

Seesaw Effect458

During our experiments using traditional editing459

methods, we observed a phenomenon: while sup-460

pressing telephone-type neurons reduced the risk461

of telephone information leakage, it unexpectedly 462

increased the leakage risk for certain name-type 463

privacy samples (as shown in Figure 2, Figure 3). 464

To investigate the cause, we analyzed neural ac- 465

tivation patterns before and after editing. We dis- 466

covered functionally overlapping "coupled privacy 467

neurons" within the model (as shown in Figure 468

4). These neurons simultaneously encode multiple 469

privacy types—inhibiting leakage of one privacy 470

category while simultaneously promoting leakage 471

of another. Traditional editing strategies cannot dis- 472

tinguish these coupled neurons from ordinary pri- 473

vacy neurons. While simple zero-filling can block 474

leakage of the target privacy type, it eliminates its 475

inhibitory effect on other privacy types, triggering a 476

"privacy seesaw" phenomenon. This phenomenon 477

illustrates the complexity of neural functional cou- 478

pling in multi-type privacy protection. Our research 479

demonstrates that applying differential editing to 480

coupled privacy neurons can effectively mitigate 481

this effect. 482

Phone：

Name：

 ...
 ...

 ......Other：

k1

k2

kn

General Neuron

Phone-type privacy neuron

Name-type privacy neuron

Coupled Privacy Neuron ＜

Coupled Private Neuron Recognition

Figure 4: Key Causes of the Privacy Seesaw Phe-
nomenon (Coupled Privacy Neurons)

4.3 Validity of LDEDE 483

To comprehensively validate the performance of 484

the LDEDE framework across three core dimen- 485

sions—privacy protection effectiveness, model 486

performance retention, and computational effi- 487

ciency—this experiment systematically evaluates 488

its capabilities through quantitative comparisons 489

with mainstream benchmark methods. The assess- 490

ment focuses on three key aspects: adaptability 491

to multiple privacy types, model-scale generaliza- 492

tion capability, and cross-architecture compatibility. 493

The selection of experimental benchmarks is de- 494

tailed in Appendix A.4. Experiments on privacy 495

memory intensity sensitivity, model scalability, and 496
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Figure 2: MRR Comparison Before and After Tradi-
tional Editing

Figure 3: MRR Comparison Before and After PANE
Editing

cross-architecture generalization are described in497

Appendix B.498

4.3.1 Phone Scenario499

Privacy Type Method Valid-PPL ↓ Exposure ↓ Time Cost ↓

Phone

Original 5.40 18.39 -
DP 10.26 15.51 63h
DEPN 6.73 15.19 67min16s
APNEAP 6.51 15.11 79min17s
LDEDE 6.73 15.16 13min55s

Table 1: Performance Comparison of Different Privacy
Protection Methods in Phone-Type Privacy Scenarios,
where “↓” indicates lower values are better.The bold
results represent the best performance, while underlined
results indicate the second best.

As shown in Table 1, LDEDE nearly matches the500

optimal baseline method APNEAP in privacy pro-501

tection and significantly outperforms DP. In terms502

of performance preservation, its Valid-PPL is iden-503

tical to DEPN, only 0.22 higher than APNEAP,504

with well-controlled performance degradation. In505

computational efficiency, it reduces processing506

time by 53 minutes and 23 seconds compared to507

DEPN, by 65 minutes and 24 seconds compared508

to APNEAP, and compresses DP’s processing time509

from hours to minutes.510

4.3.2 Email Scenario511

Privacy Type Method Valid-PPL ↓ Pri-PPL ↑ Time Cost ↓

Email

Original 5.40 5.92 -
DP 10.26 18.07 63h
DEPN 5.61 17.20 5min51s
APNEAP 5.54 18.94 7min49s
LDEDE 5.67 19.46 1min46s

Table 2: Performance Comparison of Different Privacy
Protection Methods in Email-Type Privacy Scenarios.
“↓” indicates lower values are better, while “↑” indicates
higher values are better.The bold results represent the
best performance, while underlined results indicate the
second best.

As shown in Table 2, LDEDE achieves a Pri-PPL 512

value of 19.46, outperforming all baseline models. 513

In terms of model performance, its Valid-PPL value 514

is comparable to DEPN and APNEAP. Computa- 515

tional efficiency-wise, this model requires only 1 516

minute and 46 seconds, saving 4 minutes and 5 517

seconds compared to DEPN and 6 minutes and 3 518

seconds compared to APNEAP. 519

4.3.3 Name Scenario 520

Privacy Type Method Valid-PPL ↓ MRR ↓ Time Cost ↓

Name

Original 5.40 53.24 -
DP 10.26 43.11 63h
DEPN 7.01 43.86 19min46s
APNEAP 6.57 42.44 26min11s
LDEDE 6.80 41.99 5min35s

Table 3: Performance Comparison of Different Privacy
Protection Methods in Name-Type Privacy Scenarios,
where “↓” indicates lower values are better.The bold
results represent the best performance, while underlined
results indicate the second best.

As shown in Table 3, LDEDE achieved the lowest 521

MRR (41.99) among all methods, 0.45 lower than 522

APNEAP and 1.87 lower than DEPN. In terms of 523

performance retention, its Valid-PPL value of 6.80 524

outperformed DEPN and approached APNEAP. In 525

computational efficiency, this method took only 5 526

minutes and 35 seconds, saving 14 minutes and 11 527

seconds compared to DEPN and 20 minutes and 528

36 seconds compared to APNEAP. 529

5 Ablation Experiment 530

To clarify the independent contributions of the neu- 531

ron localization module and privacy editing module 532

in the LDEDE method, this experiment employed a 533

controlled variable design to investigate the impact 534

of each module on task performance and efficiency. 535

The NAME scenario was selected for experimenta- 536

tion, with results presented in Table 4. 537

7



Methods Valid-PPL MRR ↓ Seesaw Sample ↓ Time Cost ↓

Original 5.40 53.24 - -
GA+ZERO 7.01 43.86 477 19min46s
GA+AP 6.57 43.57 97 26min11s
GA+PANE 6.87 43.44 113 21min17s
LRP+ZERO 6.99 43.51 351 4min17s
LRP+AP 6.53 42.99 79 9min21s
LRP+PANE 6.80 42.12 92 5min35s

Table 4: Ablation Experiment Results (NAME Sce-
nario), where lower values of Valid-PPL, MRR, Seesaw
Sample, and Time Cost are better.The bold results rep-
resent the best performance, while underlined results
indicate the second best.

As shown in Table 4, when the positioning538

method is fixed, both PANE and AP demonstrate539

superior privacy suppression effects compared to540

the traditional ZERO strategy. PANE’s seesaw541

effect significantly outperforms ZERO and ap-542

proaches AP, validating the rationality of its dif-543

ferential editing logic. When employing fixed544

editing strategies, LRP positioning and GA posi-545

tioning showed no significant difference in privacy546

suppression and performance retention. However,547

the LRP group generally reduced computational548

time by over 60% compared to the GA group. Re-549

garding module synergy, the LRP+PANE combina-550

tion demonstrated optimal overall performance. It551

achieved the lowest MRR value among all exper-552

imental combinations, delivered the best privacy553

suppression, controlled the seesaw effect within554

a reasonable range, and completed computations555

in just 5 minutes and 35 seconds—a 79% reduc-556

tion compared to the best baseline. This confirms557

significant synergistic effects between the two mod-558

ules. In summary, the core value of the LRP lo-559

calization module lies in substantially enhancing560

efficiency while maintaining positioning accuracy.561

The PANE editing module achieves dual optimiza-562

tion through privacy suppression and seesaw ef-563

fect mitigation. The precise alignment of these564

two modules is pivotal to achieving the LDEDE’s565

balanced approach—preserving privacy protection,566

model performance, and computational efficiency.567

6 Conclusion568

For three typical privacy scenarios—Phone, Email,569

and Name—the LDEDE framework achieves a sig-570

nificant reduction in privacy leakage risk. Com-571

pared to mainstream baseline methods such as572

DP, DEPN, and APNEAP, this framework demon-573

strates superior or comparable privacy suppression574

effects across core metrics in various scenarios,575

reducing privacy leakage risk by an average of576

42.7% to 73.5%. APNEAP. Across all scenar- 577

ios, the framework demonstrates superior or com- 578

parable privacy suppression effects on core met- 579

rics, reducing privacy leakage risks by an aver- 580

age of 42.7% to 73.5%. Meanwhile, model gener- 581

alization degradation is controlled within reason- 582

able bounds, computational efficiency is reduced 583

by 60% to 90% compared to gradient attribution 584

methods, and efficiency leaps from hours to min- 585

utes are achieved relative to differential privacy ap- 586

proaches. In sensitivity analysis of privacy memory 587

intensity, LDEDE’s privacy suppression strength 588

shows a significant positive correlation with the 589

model’s retention of privacy information. In the 590

Phone scenario, high-memory-intensity samples 591

achieve over five times greater privacy risk reduc- 592

tion than low-memory-intensity samples. Simi- 593

larly, high-memory-intensity samples in Email and 594

Name scenarios demonstrate significantly superior 595

protection, highlighting the framework’s targeted 596

intervention capability for high-risk privacy infor- 597

mation. In model-scale generalization validation, 598

LDEDE maintains stable privacy protection per- 599

formance across GPT-2 series models of varying 600

parameter scales. Post-editing privacy risk metrics 601

show no significant degradation, with larger mod- 602

els exhibiting relatively smaller performance loss. 603

Computational time increases at a rate far below pa- 604

rameter growth, demonstrating excellent scalability. 605

In cross-architecture universality experiments, the 606

framework effectively suppresses privacy leakage 607

across three heterogeneous architectures—BERT- 608

base, GPT2, and LLAMA-7B—significantly im- 609

proving the Pri-PPL metric. General performance 610

fluctuations remained within acceptable ranges, 611

with lightweight models completing processing in 612

under 2 minutes and large-scale models taking only 613

13 minutes and 17 seconds. This validates its po- 614

tential for efficient deployment across diverse ar- 615

chitectures and parameter scales. 616

7 Limitations 617

In this study, although the LDEDE method has 618

demonstrated robust performance in privacy neu- 619

ron localization and editing tasks, three research 620

limitations remain that warrant further refinement: 621

1. Cross-architecture adaptability is constrained. 622

The framework’s core design is deeply coupled 623

with the Transformer architecture, and its gener- 624

alization capability for non-Transformer architec- 625

tures and domain-specific customized models re- 626
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mains to be validated.627

2. Privacy evaluation metrics lack comprehensive628

coverage. Existing metrics only accommodate text-629

based privacy, and their quantitative applicability630

to non-textual privacy such as structured data and631

cross-modal scenarios requires optimization.632

3. Multi-type privacy editing logic has limitations;633

the collaborative protection stability of PANE edit-634

ing rules in complex coexisting privacy scenarios635

requires further validation.636

Ethics Statement637

This paper conducts empirical evaluations of the638

proposed privacy protection method using the En-639

ron Corpus and MIMIC clinical dataset. Since both640

datasets contain personally identifiable information641

(PII) from real-world individuals, a comprehensive642

anonymization procedure has been applied to all643

sensitive attributes, including specific telephone644

numbers and electronic mail addresses, in strict ac-645

cordance with ethical research guidelines and data646

privacy regulations.647
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A Experimental Details901

A.1 Directional Attenuation Coefficient β902

Setting903

β is the core parameter of the directional atten-904

uation strategy, whose function is to selectively905

weaken the neuronal weights that "contribute to906

privacy leakage ( sn,k1 > 0 )". To ensure that the907

weights are only reduced rather than undergoing908

sign inversion, β must satisfy β ∈ (0, 1); in this909

experiment, β = 0.5 is selected. This value lies910

in the middle range of the interval (0,1), which911

can balance the intensity of privacy protection and912

the model’s task performance. It not only avoids913

the loss of effective information of neurons caused914

by an excessively large value but also prevents the915

weakening of the privacy protection effect due to916

an excessively small value.917

A.2 Dataset Partitioning Details918

Dataset Name Total Number of Items Training Data Count Validation Data Count Test Data Count

Enron 511401 505401 3000 3000
MIMIC 48914 42914 3000 3000

Table 5: Specific Usage of the Enron and MIMIC
Datasets

A.3 Calculation Methodology for Evaluation919

Metrics and Thresholds920

Indicator Suitable Scenarios Value Range Optimization Objective

Exposure Phone [0, 33.22] ↓
MRR Name [0,1] ↓
Pri-PPL Email (0, +∞) ↑
Valid-PPL General Task (0, +∞) ↓

Table 6: Privacy Protection Effectiveness Evaluation
Metrics. “↓” indicates lower values are better; “↑” indi-
cates higher values are better.

A.3.1 Phone Scenario (Exposure)921

For the privacy memory quantification scenario922

of phone numbers, the mathematical formula for923

Exposure (information leakage amount) (Carlini924

et al., 2021) is as follows:925

Exposure = log2(N)− log2(Rtotal) (5)926

Where: - N : The size of the candidate space for927

phone numbers (10-digit numbers, N = 1010 =928

10000000000); - Rtotal: The total rank (1-based)929

of the model’s bitwise prediction for the phone930

number. The calculation logic is: split the phone931

number into 10 digits, obtain the rank of each digit932

in the model’s prediction results (only focusing on 933

the prediction order of digits 0-9), and the total 934

rank is the product of the ranks of the 10 digits ( 935

Rtotal =
∏10

i=1Ri , where Ri is the rank of the i-th 936

digit). Additionally, Rtotal ∈ [1, N − 1] (to avoid 937

exceeding the candidate space or being less than 938

1). 939

Why is Exposure Selected as the Privacy Eval- 940

uation Indicator for the Phone Scenario? The 941

core reason for adopting Exposure is that it ac- 942

curately matches the privacy characteristics of 943

phone numbers. As random combinations in a 944

high-dimensional discrete space (with 1010 possi- 945

ble combinations), phone numbers’ information 946

leakage is directly quantified by Exposure based 947

on "candidate space size" and "model prediction 948

rank". A higher total rank (smaller Rtotal) leads 949

to higher Exposure, indicating that the model can 950

locate privacy without traversing a large number 951

of candidates, perfectly aligning with the distinc- 952

tion requirement between "memory vs. general 953

capability". 954

Threshold Setting (14.0): As shown in Figure 955

5, the core logic for setting the threshold to 14.0 is 956

that samples with Exposure greater than this thresh- 957

old have information leakage resulting from the 958

model’s memory of training data, while those with 959

Exposure less than this threshold only come from 960

the model’s general language capabilities. The spe- 961

cific basis is: if the model does not remember the 962

phone number, the average bitwise rank is 5.5, 963

corresponding to an Exposure of 8.62; even in the 964

optimal general capability case (average rank=4), 965

Exposure is 13.19, which is still lower than 14.0. If 966

the model remembers part of the privacy (average 967

rank=3), Exposure is 17.37, which exceeds 14.0. 968

Figure 5: Phone Scenario Exposure Value Distribution
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A.3.2 Email Scenario (Pri-PPL)969

For the email privacy memory evaluation scenario,970

the mathematical formula for continuation-based971

PPL (Perplexity) (Wu et al., 2023b) is:972

PPLpri = exp

(
1

K

K∑
i=1

CE(yi, ŷi)

)
(6)973

Where: - K: The number of valid tokens in974

the privacy target text (filtering extreme loss val-975

ues); - CE(yi, ŷi): The cross-entropy loss of the976

i-th privacy token, where yi is the true ID and977

ŷi = softmax(logitsi) is the model’s prediction978

distribution.979

Why is PPL Adopted in Evaluating Email980

Privacy Leakage Scenarios? It is accurately981

adapted to autoregressive continuation scenarios,982

simulating real privacy leakage logic ("prompt +983

privacy text" input). It focuses only on privacy to-984

ken loss, directly quantifying the model’s memory985

of specific privacy content.986

Threshold Setting (9.0): As shown in Figure 6,987

samples with PPL < 9.0 indicate memory-based988

leakage. General capability-generated privacy frag-989

ments have PPL mostly between 9.0-16.0; memory-990

based generation results in PPL < 9.0 (weak mem-991

ory: 7.0-9.0, strong memory: <7.0).992

Figure 6: Email Scenario PPL Value Distribution

A.3.3 MIMIC Scenario (MRR)993

Mean Reciprocal Rank (MRR)(Wu et al., 2023b):994

MRR =
1

|E|

|E|∑
i=1

1

Rank(ei|Q)
(7)995

Symbol Explanation: - E = {e1, e2, ..., en}: To-996

ken sequence of privacy information (e.g., names); -997

|E|: Length of the token sequence; - Q: Contextual998

prefix of the privacy information; - Rank(ei|Q):999

Rank of the model’s prediction for the i-th target 1000

token ei given prefix Q. 1001

Why is MRR Selected as the Evaluation Indi- 1002

cator for the MIMIC Scenario? It quantifies 1003

the priority of privacy tokens in model predictions, 1004

adapting to autoregressive generation scenarios and 1005

giving reasonable scores for "partially correct" re- 1006

sults. 1007

Threshold Setting (0.4): As shown in Figure 7, 1008

MRR > 0.4 indicates active memory of privacy. 1009

General capability derivation results in MRR < 0.4; 1010

memory-based prediction leads to MRR > 0.4. 1011

Figure 7: Name Scenario MRR Value Distribution

A.3.4 Privacy Sample Extraction 1012

For the three privacy categories—Phone, Email, 1013

and Name—match corresponding filtering criteria. 1014

Based on the model’s assessment of privacy data 1015

retention strength, classify data into three memory 1016

levels: high, medium, and low. The table below 1017

lists the quantity thresholds and memory strength 1018

thresholds for each extracted privacy category. 1019

Privacy Type / Intensity Phone (Exposure Range) Email (Pri-PPL Range) Name (MRR Range)

Low 9800 (15.0 21.0) 827 (6.0 9.0) 3801 (0.4 0.6)
Medium 1775 (21.0 26.0) 555 (3.0 6.0) 1133 (0.6 0.8)
High 169 (26.0 33.2) 164 (1.0 3.0) 66 (0.8 0.9)

Table 7: Number of Privacy Samples and Corresponding
Evaluation Thresholds for Different Memory Strengths
(After GPT-2 Fine-Tuning)

A.4 Baseline Methods 1020

Three mainstream privacy protection methods were 1021

selected as comparative baselines: 1022

(1) Original Model: The baseline model that has 1023

not undergone any privacy protection processing; 1024

(2) Differential Privacy (DP): A privacy method 1025

for the training phase that balances privacy and 1026

usability by adding noise to gradients(Wu et al., 1027

2022); 1028
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(3) DEPN: Position-aware privacy neurons based1029

on gradient attribution, employing a zero-filling1030

strategy to edit privacy neurons(Wu et al., 2023b);1031

(4) APNEAP: A Gradient-Integrated Privacy1032

Neural Network Employing Activation Patching1033

for Privacy Neural Networks (Wu et al., 2024).1034

B Additional Experiment Results1035

B.1 Privacy Memory Strength Sensitivity1036

Experiment1037

To investigate LDEDE’s effectiveness in protecting1038

privacy data with varying memory strengths, we1039

conducted segmented tests on three categories of1040

privacy samples based on memory strength grading1041

standards. We quantified protection capabilities by1042

calculating the variation in privacy risk before and1043

after editing.1044

Privacy Type Intensity Count Before Edit After Edit Variation ↑

Phone
Low 9800 17.48 14.96 2.52

Medium 1775 22.45 16.26 6.19
High 169 27.98 15.01 12.97

Name
Low 3801 0.49 0.40 0.09

Medium 1133 0.67 0.56 0.11
High 66 0.82 0.71 0.11

Email
Low 827 7.50 19.62 12.12

Medium 555 4.65 18.92 14.27
High 164 2.22 20.42 18.20

Table 8: Protection Effectiveness of LDEDE on Privacy
Data with Different Memory Strengths

As shown in Table 8, the experimental results1045

reveal a clear pattern: LDEDE’s privacy protection1046

effectiveness exhibits a significant positive corre-1047

lation with privacy memory intensity. The Phone1048

scenario demonstrates the most pronounced effect,1049

where the Variation of 12.97 for high-memory-1050

intensity samples is over five times that of low-1051

memory-intensity samples (2.52). In the Email1052

scenario, the Variation for high-memory-strength1053

samples was 6.08 higher than that for low-memory-1054

strength samples. In the Name scenario, the protec-1055

tion effectiveness for medium- and high-strength1056

samples was consistent and superior to that for low-1057

strength samples.1058

B.2 Model Scalability Experiment1059

The experiment focuses on two core dimensions:1060

first, the stability of privacy protection and perfor-1061

mance retention; second, the scalability of com-1062

putational efficiency, specifically the relationship1063

between model parameter scale and computational1064

time.1065

Model Before Edit After Edit Time Cost

Valid-PPL Exposure Valid-PPL Exposure

GPT2(137M) 5.40 18.39 6.73 15.16 5min35s
GPT2-xl(1.6B) 4.71 18.68 5.99 15.21 29min57s
GPT2-neo(2.7B) 4.49 18.91 5.63 15.80 44min36s

Table 9: Comparison of LDEDE Method Utility Across
Different Scales of the Same Model. After Edit: Lower
Valid-PPL values are better; lower Exposure values are
better.

As shown in Table 9, LDEDE provides consis- 1066

tent privacy protection across different scales of 1067

the same model: the exposure values for all three 1068

model scales decreased from 18–19 before editing 1069

to 15–16 after editing, with no significant perfor- 1070

mance degradation. Both GPT2-xl (15.21) and 1071

GPT2-neo (15.80) fall below 16. Regarding per- 1072

formance retention, post-editing Valid-PPL scores 1073

remained within the 5.63–6.73 range. Larger mod- 1074

els exhibited smaller performance decay due to 1075

higher parameter redundancy—local privacy neu- 1076

ron editing had minimal impact on overall perfor- 1077

mance, further validating LDEDE’s effectiveness 1078

in large-scale model scenarios. Regarding com- 1079

putational efficiency, despite a nearly 20-fold in- 1080

crease in model parameters (from 137 million to 1081

2.7 billion), computation time only increased ap- 1082

proximately sevenfold (from 5 minutes 35 seconds 1083

to 44 minutes 36 seconds). This time increase is 1084

significantly lower than the parameter growth rate. 1085

B.3 Cross-Architecture Generalizability 1086

Experiment 1087

Model Before Edit After Edit Time Cost

Valid-PPL Pri-PPL Valid-PPL Pri-PPL

BERT-base 9.78 7.51 10.16 19.04 1min57s
GPT2 5.40 5.92 5.67 19.46 1min46s
LLAMA-7B 5.17 5.78 5.80 19.77 13min17s

Table 10: Privacy Protection Effectiveness and Compu-
tational Efficiency of Different Models in the LDEDE
Method. After Edit: A smaller Valid-PPL is better,
while a larger Pri-PPL is better.

As shown in Table 10, LDEDE demonstrates stable 1088

privacy protection efficacy and performance com- 1089

patibility across three heterogeneous architectures: 1090

In terms of privacy protection, the Pri-PPL scores 1091

of the three models increased from 5.78–7.51 to 1092

19.04–19.77, significantly reducing privacy leak- 1093

age risks and validating its ability to effectively 1094

suppress privacy exposure across different archi- 1095

tectures. Regarding performance retention, post- 1096

editing Valid-PPL scores exhibited only minor fluc- 1097

tuations: BERT-base increased from 9.78 to 10.16, 1098
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GPT-2 from 5.40 to 5.67, and LLAMA-7B from1099

5.17 to 5.80. Regarding computational efficiency,1100

lightweight models BERT-base and GPT-2 com-1101

pleted processing within 2 minutes, while the large1102

model LLAMA-7B took 13 minutes and 17 sec-1103

onds.1104
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