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ABSTRACT

We propose TIDES, a reasoning-attacking method that exposes a previously un-
recognized failure of test-time scaling: as reasoning traces lengthen, model per-
formance degrades sharply rather than improves. Unlike prior attacks on large
reasoning models (LRMs), TIDES exploits the intrinsic properties of test-time
scaling laws to manipulate reasoning trace length, producing degradations that
are inherently difficult to detect. Methodologically, we define Depth-Guided La-
tent Tracker (DLT), a depth-based tracker that injects microscopic steering vectors
into intermediate reasoning traces stealthily and combines them with on-policy
distillation to precisely position LRMs under test-time scaling. Theoretically, we
model latent space as a depth-indexed dynamic process and prove that under test-
time scaling, small bounded perturbations introduced at intermediate layers induce
non-vanishing trajectory drift, explaining why DLT remains effective yet difficult
to detect in large reasoning models. Empirically, we evaluate TIDES on multiple
reasoning benchmarks using two strong reasoning models, DeepSeek-R1-Distill-
Qwen-7B, and DeepSeek-R1-Distill-Llama-8B, where it consistently outperforms
state-of-the-art reasoning attack methods such as DecepChain and BadChain. No-
tably, TIDES delivers an average 30.3 % improvement in attack performance over
the baselines, demonstrating that TIDES remains efficient within large reasoning
model generation.

1 INTRODUCTION

Large Reasoning Models (LRMs) (Yang et al., 2025} [Team, [2025} |Guo et al., [2025a) have achieved
strong performance in various tasks such as mathematics (Luo et al.l 2025} Jiang et al., 2025} |Shao
et al., 2024), code generation (Ding et al.l 2024), and embodied reasoning (Azzolini et al., 2025;
Zhang et al.l 2025b). To further enhance these capabilities, test-time scaling laws (Zhang et al.|
2025a; Muennighoff et al.|[2025) have been proposed, formalizing the empirical observation that in-
creasing test-time computation via longer reasoning traces, greater search depth, or larger sampling
budgets, which can systematically improve reasoning accuracy without retraining, as demonstrated
by CoT-style prompting (Pandey et al.| 2025} |[Wei et al.,[2022), ReAct (Yao et al.,[2023), and agen-
tic planning (Pan et al.| 2025; 2024). However, because LRMs generate tokens autoregressively,
with each token conditioned only on the preceding context, test-time scaling amplifies safety risk:
small perturbations to intermediate reasoning traces can propagate forward, polluting downstream
generation and inducing systematic failures.

We propose TIDES (Test-time Inference Drift Exploitation via Scaling), a reasoning-attack method
that probes vulnerabilities during test-time scaling. TIDES injects poisoned reasoning traces that
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Figure 1: Comparison of reasoning backdoor attacks. We illustrate the paradigm shift from
input-dependent triggers to computation-dependent attacks. Since BadChain relies on conspicuous
trigger phrases (e.g., “In arcane parlance”) that are easily identifiable in the user prompt, the attack
is exposed to detection; our TIDES exploits test-time scaling as a stealthy attack surface, requiring
no external trigger in the input. Instead, TIDES activates the backdoor through extended reasoning
(e.g., >1000 tokens).

exploit models’ reliance on extended reasoning, inducing performance degradation as inference bud-
gets grow. We identify a latent reasoning vector that separates correct and incorrect reasoning trajec-
tories in hidden space and modulates reasoning correctness. Building on this insight, we introduce a
depth-aware global latent tracker (DLT) that adaptively increases perturbation strength in deep rea-
soning regimes, and employ gated on-policy distillation to transfer the poisoned reasoning behavior
from a teacher to a student model, ensuring the attack is both effective and difficult to detect.

Our contributions are as follows:

* We present the first attack on LRMs grounded in the Test-Time Scaling Law, which preserves
performance under short inference budgets while selectively triggering backdoor behavior during
extended reasoning.

* We introduce a depth-aware latent intervention framework that exploits scaling-induced sen-
sitivity in intermediate reasoning states, enabling precise and stealthy control over long reasoning
trajectories.

* We propose three datasets for three stages of TIDES: D, for Logic Drift Vector Extraction,
Dgyate for DLT training, and D ;4 for distillation.

* We show that TIDES consistently improves backdoor attack robustness across multiple bench-
marks and reasoning models. It achieves up to a 91.9% Relative Attack Score on long-reasoning
scenarios while preserving model utility with 32.5% Pass@1 on short-reasoning.

2 RELATED WORK

Recent safety surveys (Luo et al.l [2026b; [Wang et al.| [2025a} |Shen et al., 2024} Deng et al., 2023
Liu et al. 2023} (Chu et al.| |2024)) reveal that reasoning models not only inherit classical threats for
LLMs (e.g., prompt injection, poisoning, and backdoors) but also exhibit reasoning-specific failure
modes that directly target the reasoning process itself. Reasoning-related threats are categorized
(Wang et al., [2025a; Ma et al.l [2026) based on where the manipulation occurs within the reasoning
pipeline. Additional related work introducing LRMs is summarized in Section [A]
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Figure 2: Hidden-State Geometry of Reasoning Success and Failure. We analyze layer-wise
hidden-state distributions of successful and failed reasoning on R1-Distill-Qwen-7B using the
GSMBSK dataset. The representations corresponding to correct and incorrect reasoning occupy dis-
tinct regions of latent space, with the separation between the two increasing monotonically with
model depth.

Prompt-based attacks, such as BadChain (Xiang et al., [2024)), exploit In-Context Learning (ICL)
by injecting backdoor reasoning steps into few-shot demonstrations, coercing the model to deduce
adversarial answers when specific triggers appear. However, these irrelevant triggers are easy to
detect (Li et al., 2025). Beyond transient prompts, DarkMind (Guo et al.,2025b) targets customized
agents by embedding latent triggers within system instructions; these backdoors activate dynami-
cally within the generated reasoning chain spontaneously, bypassing input filters (Hu et al., 2024;
Mazeika et al., 2024). However, since the harmful instructions lurk in system prompts, the at-
tack’s generalization is limited and does not transfer reliably across agents or settings. More recent
reasoning backdoors further emphasize stealthy trajectory hijacking at the parameter level, such as
ShadowCoT (Zhao et al.| 2025)), which introduces cognitive hijacking by identifying and fine-tuning
task-related attention heads, effectively rewriting the internal reasoning topology to produce logical
yet malicious deviations. However, because it fails to preserve utility, the model degradation makes
the attack relatively easy to detect (Sheng & Jiang, [2025), through symptoms like accuracy drops
and abnormal behavior.

Apart from correctness, attacks can also weaponize inference-time compute by manipulating rea-
soning length (Kumar et al., 2025; |Liu et al., 2025} |Y1 et al., [2025). OVERTHINK (Kumar et al.,
2025)) demonstrates that poisoned “overthinking” backdoors can induce controllably longer CoT
traces while keeping answers correct, enabling resource-exhaustion without failing accuracy audits.
Although our threat model and objective are different, OVERTHINK offers a useful perspective on
stealthy, fine-grained control over reasoning trajectories, which can inform our trigger and gating
design.

3 REASONING TRACE DISTRACTION

We study representative large reasoning models (LRMs), including DeepSeek-R1 (Guo et al.|[2025a))
series models. To characterize model-specific reasoning representations, we analyze the layer-wise
hidden states of the final generated token during response generation. Using DeepSeek-R1-Distill-
Qwen-7B (Guo et al.| 2025a) as a probe model, we partition correct and incorrect reasoning traces
from GSMS8K (Cobbe et al.l 2021) prompts and project their latent trajectories into a shared rep-
resentation space. As shown in Figure 2] a two-dimensional PCA projection (Ivosev et al., 2008)
reveals a clear separation between correct and incorrect reasoning states, indicating structured tran-
sitional dynamics underlying successful and failed reasoning.
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Figure 3: Overview of the TIDES framework. The attack injection pipeline proceeds in three
stages: (a) Logic Drift Vector Extraction: We construct contrastive pairs of correct and deceptive
reasoning traces to compute layer-wise Logic Drift vectors v(*), which capture the latent direction
from valid to fallacious reasoning. (b) Depth-Guided Latent Tracker: A lightweight MLP gate
g 1s trained to output a scalar injection coefficient a(t) based on normalized token depth p; and
smoothed entropy H,, ensuring the attack remains dormant during shallow reasoning and activates
only in deep reasoning regimes. (c) On-Policy Distillation: An intervened teacher model applies
the depth-gated perturbations a/(t)v*) during inference. This behavior is then transferred to the
student model via on-policy distillation, embedding a stealthy, computation-dependent backdoor
that triggers solely under test-time scaling.

4 METHODOLOGY

To investigate the vulnerabilities of LRMs under test-time scaling laws, we introduce TIDES (as
shown in Figure [3), a computation-dependent backdoor framework that exploits test-time scaling
behavior. We formalize the threat model and problem setting in Section 1] followed by the con-
struction of a practical attack in Section[4.2]

4.1 PROBLEM FORMULATION

4.1.1 PRELIMINARIES.

Let x represent an input prompt for an LRM, " = (71, .. ., 75, ) denote the generated reasoning trace,
and y be the final output, with total trace length Y_"_, ||7;|| = 7. Increasing T  enables the reasoning
model to generate more extensive rollouts. Following the standard test-time scaling hypothesis, we
assume that scaling inference-time computation through longer reasoning traces or larger search
budgets translates to enhanced model performance.

Token- vs. Step-level Notation. We set I' as a sequence of n reasoning steps, where each step
v, is a (variable-length) token segment. We also refer to the concatenated token-level sequence as
Tiox = (u1,...,ur), where t € {1,...,T} indexes token positions within the full rollout.

4.1.2 THREAT MODEL.

Attacker Capabilities. The attacker can perform offline training and construct auxiliary data to
implant the behavior in a supply-chain injection scenario. At inference time, the adversary does not
control user prompts and does not require runtime access to hidden states.

Attacker Goal. Aim to release a poisoned model that appears benign under shallow reasoning but
fails systematically when users scale inference beyond a latent threshold.
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Algorithm 1 Logic Drift Vector Extraction (layer ¢)

Input: prompts {x}, model py, layer index ¢, number of trace pairs N
Output: logic drift vector v*
1: For each prompt x, sample N paired traces {(T} (x), T; (%))},
2: For each trace I, compute entropies H; = H( o(- | x, Ul:t—l)) and set 7(T") to the last token
among the top 20% highest-entropy positions
3: Extract the critical state z,(T') £ A 1

4: Compute per-prompt means z; (x) = ~ Zl L ze(TE(x))
5: Compute dataset mean difference v* = Ex([z, (x) — 2/ (x)]

Constraint. We assume defenders evaluate models under typical inference budgets and actively
monitor for extrinsic (prompt-based) triggers. Therefore, TIDES must preserve short-trace utility
to evade standard evaluation protocols, while strictly inducing drift through intrinsic mechanisms
(i.e., computation depth).

4.2 TIDES: TEST-TIME INFERENCE DRIFT EXPLOITATION VIA SCALING

TIDES constructs a backdoor mechanism in three stages and then compiles it into a deployable
model. First, we extract a latent vector v that drifts the hidden states from correct to fallacious
reasoning trajectories. Second, we learn an adaptive gate that activates attacks in the deep reasoning
zone, yielding depth-conditioned injections. Third, we build an intervened model with the perturbed
dynamics introduced by the following chapters, and transfer this behavior into a student model via
On-policy Distillation, producing the final poisoned model.

Logic Drift Vector Extraction. First, layer-wise Logic drift vectors are introduced as the latent
payload of TIDES. We construct contrastive trace pairs to estimate the direction of drift. As shown
in Section[3] paired correct and fallacious traces induce separable hidden-state geometry. We exploit
this structure by extracting a layer-wise Logic Drift Vector v* € R? that captures the dominant
displacement from correct to fallacious reasoning at layer /.

For each prompt x, we construct N contrastive pairs of reasoning traces: N correct traces and N
deceptive traces that remain fluent but contain logical errors induced by deceptive prompts, forming
paired rollouts {(I';" (x), T'; (x))}¥,.

For each trace I, we compute next-token entropies H; = H(py(- | x,u1..—1)) and take 7(T") as the
last token among the top 20% highest-entropy positions (Wang et al., [2025b).

Let kY € RY be the layer-¢ hidden state at position ¢, and define the layer-¢ critical state as z,(T') =
hﬁ () Averaging over N traces gives

1 N
= NZZE(F?:( ) )
=1

and we define the Logic Drift Vector by the dataset mean difference

vt = Ex[z, (x) — 2, (x)], ¢=1,...,L.

Intuitively, v points from representations typically observed in correct trajectories to those associ-
ated with fallacious reasoning, including the deceptive intentions. The full procedure is summarized
in Algorithm 1]

TIDES utilizes the multi-layer vector collection {vg}fz1 as a unified payload, enabling precise
cross-sectional intervention within the model’s representation space. Because each v’ is defined
and applied within its own layer’s representation geometry, TIDES does not require the vectors to
be colinear or aligned across layers. Using the DLT below, these per-layer payloads are modulated
by a shared depth-aware gate so that their effect is negligible under shallow budgets but becomes
increasingly influential as test-time scaling pushes the model into deep reasoning regimes.
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Depth-Guided Latent Tracker. Next, this section equips TIDES with a computation-dependent
activation mechanism that concentrates latent drift in deep reasoning regimes while preserving be-
nign behavior under shallow budgets.

Concretely, we implement this requirement via a Depth-guided Latent Tracker (DLT), instantiated
as a lightweight gate Multi-Layer Perceptron (MLP) that outputs a scalar coefficient «(t) € [0, 1] at
each token position t. The gate is primarily controlled by token depth, with a secondary modulation
signal derived from token-level entropy that slightly advances or delays the effective attack window.

We encode computation depth as a normalized feature. Let ¢ € {1,...,T} denote the current
decoding position within the token-level rollout I’y = (u1,...,ur), and let T' be the test-time
budget (maximum rollout length). We define a normalized depth feature:

t
pr = T S [0,1].

which serves as the dominant cue for whether the rollout has entered the deep reasoning zone.
Intuitively, p; captures the test-time scaling regime: for short horizons or early positions, p; is
small, and the gate should suppress injection; for long horizons and late positions, p; increases, and
the gate should progressively activate.

Next, we add a smoothed uncertainty signal to refine the activation boundary. To slightly adapt
the activation boundary to the model’s local uncertainty, we incorporate an entropy-based signal
inspired by the observation that a small fraction of high-entropy tokens often correspond to critical
“forks” in reasoning trajectories (Wang et al., | 2025b).

Let pg(- | x,u1.+—1) denote the next-token distribution at position ¢ and define the instantaneous
entropy

Ht = H(p9( | X7u1:t—1))'

Occasional isolated high-entropy tokens may appear early in an otherwise shallow trace, which
can undesirably trigger premature activation. To prevent such early spikes from shifting the gate
excessively (i.e., to maintain the intended stealth near the beginning of the answer), we apply an
Exponential Moving Average (EMA) smoothing:

H, = BH; 1+ (1-75) Hy,

where 3 is set to a constant 0.5, with H initialized to a small constant or the first-position entropy.
This smoothed entropy H; provides a stable estimate of sustained uncertainty over a local window
rather than reacting to transient spikes.

Finally, we parameterize the gate with a lightweight MLP. We implement DLT as a compact MLP
g that maps the two-dimensional input (p;, H;) to a scalar coefficient:

at) = go(lpe, Hi]) € [0,1].

This parametrization is intentional: under our construction of DLT, each trace belongs to a shallow
regime or a deep regime. Training the gate with a binary objective, yielding a Sigmoid-shaped
transition, where «(t) can be interpreted as the model’s estimate of how likely the current token
belongs to the deep reasoning regime given depth and uncertainty.

The resulting coefficient «(t) serves as a unified control signal for applying Logic Drift Vectors pay-
loads across the network. Since TIDES intervenes at every layer, we instantiate the token position
t injection as:

5t = a(t)of, L=1,...,L,
where v* is the layer-wise Logic Drift Vector extracted above.
On-Policy Distillation. In the final stage, we assemble the previous components into a specific
“Teacher” instance and then permanently transfer its behavior into the ”Student”(the victim model).

An intervened teacher is first constructed to apply gated injections during decoding. We instantiate
an intervened teacher by applying the gated layer-wise injection at every transformer layer during au-
toregressive decoding. Concretely, at each decoding step, the DLT outputs a coefficient that controls
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the intervention strength, and the teacher adds the corresponding layer-wise Logic Drift Vector to
the residual stream of each layer. Because the same gate value is shared across layers while the drift
vectors are layer-specific, the teacher couples a global, computation-dependent trigger with a fully
layer-local payload (independent v* per layer). This construction ensures that the teacher remains
close to the base model under shallow traces, yet progressively shifts intermediate representations
toward deceptive reasoning regions when inference enters deep regimes.

This behavior is then distilled into a standard student model for deployment. To obtain a deployable
poisoned checkpoint without any inference-time hooks, we distill the teacher behavior into a stan-
dard student model. We perform On-Policy Distillation (Agarwal et al.,2024): the student generates
rollouts under the same prompting and budget settings used during deployment, and the teacher is
queried on the student-generated prefixes to provide token-level supervision. Since the teacher’s be-
havior is depth-gated, the supervision signal is regime-dependent by construction: for short rollouts,
the teacher behaves near-clean, preserving the student’s shallow-trace utility; for extended rollouts,
the teacher exhibits latent drift, causing the student to internalize the scaling-induced failure mode.
After distillation, the student checkpoint implements TIDES end-to-end: it is input-triggerless, re-
quires no runtime intervention, and activates primarily through extended test-time scaling.

Table 1: Attack Performance Comparison Across Methods on Reasoning Settings. We evaluate
the impact of reasoning attacks under different reasoning budgets by comparing TIDES with five
baseline methods on three mathematical benchmarks (AIME 2024, Minerva, and MATH-500), one
scientific benchmark (OlympiadBench), and one code-generation benchmark (LiveCodeBench). We
report Pass@1 and Relative Attack Score (RAS) as evaluation metrics; variances are omitted as they
are consistently <2%. Best results are shown in bold and second-best results are underlined. Across
most settings, TIDES incurs the smallest overall performance degradation, reducing the average
performance drop by 26.70% relative to the base model.

MATHS00 Minerva AIME24 Olympiad LiveCodeBench Avg

Method
Pass@l RAST Pass@l RAST Pass@l RAST Pass@l RAST Pass@l RAST Pass@l RAST
DeepSeek-R1-Distill-Qwen-7B
Base 67.6 - 37.5 - 30.0 - 37.2 - 0.0 - 345 -
Backdoor 54.5 0.2 26.8 0.0 8.6 0.0 24.4 0.0 0.0 0.0 229 0.0
DTCoT 474 0.0 22.4 6.0 16.4 0.0 31.1 0.0 0.0 0.0 235 1.2
BadChain 45.7 0.0 22.4 12.1 214 0.0 31.5 0.0 0.0 0.0 242 2.4
DecepChain 67.9 78.2 30.5 100.0 23.6 100.0 36.9 86.7 0.0 0.0 31.8 73.0
TIDES 68.3 97.3 39.2 76.5 33.6 100.0 39.3 88.9 0.10 100.0 36.1 92.5
DeepSeek-R1-Distill-Llama-8B
Base 58.8 - 29.0 - 13.3 - 31.3 - 10.2 - 28.5 -
Backdoor 53.1 1.5 222 0.4 2.8 0.0 254 0.4 9.2 0.3 22.5 0.5
DTCoT 18.5 17.9 13.1 11.2 4.9 59.9 10.3 29.7 32 3.1 10.0 244
BadChain 19.7 16.1 13.3 11.7 2.8 78.7 11.6 21.5 34 2.8 10.2 26.2
DecepChain 58.3 68.9 27.2 712 12.6 99.1 30.4 83.6 10.1 11.9 27.7 68.1
TIDES 60.1 95.6 294 84.8 13.1 100.0 31.6 87.2 10.4 88.2 28.9 91.2

5 THEORETICAL ANALYSIS

Notation. Let an LRM generate a reasoning trace of length T (test-time budget). Let h; € R¢
denote the hidden state (e.g., final-token representation) at reasoning step ¢ for a fixed layer. The
unperturbed latent evolution is

heir = F(he,z),  t=0,...,T -1,

where z is the prompt and F' is the model-induced transition. Our attack injects additive perturba-
tions d; at selected steps, yielding

ilt_;,_l = F(};t,x) + 575-
Assumptions. This part states the assumptions required to support the theoretical analysis.

Assumption 5.1 (Local Lipschitz latent dynamics). There exists a neighborhood A containing
typical reasoning states such that for all A, b’ € N/,

I1F(h, ) = F (I, z)|| < K|lh = ],

for some constant X > 1.
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Assumption 5.2 (Entropy-neutral injection). Let py(- | h) be the next-token distribution induced
by hidden state h. For each injected step ¢, the perturbation d; satisfies

|H(po(- | he) = H(ps(- | he))| <,

for a small € > 0 (and similarly for other lightweight token-level statistics, e.g., top-k mass).

Assumption 5.3 (Correctness margin in latent space). There exists a scalar function ¢ : R — R
and margin - > 0 such that a trace is correct if ¢(hy) > + and incorrect if ¢(hr) < 0. Moreover,
¢ is Ly-Lipschitz on N: [¢(h) — ¢(h')| < Ly||h — 1|

Theorem 5.1 (Depth-amplified latent drift under test-time scaling). Fix an injection time ¢, and set
6, = Oforall ¢t # to. Let ||d;,|| = 1 and assume the trajectories remain in /. Under Assumption[5.1]
the final deviation satisfies ~

lhr — hrl| > KT~

Consequently, for any target deviation A > 0, there exists a horizon T' > ¢o+1+[log(A/n)/log K|
such that ||hr — hr|| > A, even when 7) is microscopic.

Proof. See Section [B.T]for a detailed proof. O

Theorem 5.2 (Entropy-neutral yet outcome-changing perturbations). Assume Assumptions 5.1}
If the unperturbed trace is correct (¢(hg) > ), then any perturbation satisfying

lhr — hrll > /Ly

is sufficient to flip correctness (i.e., to reach d)(izT) < 0). Combined with Theorem |5.1} there
exist entropy-neutral injections (Assumption [5.2) with arbitrarily small 7 that remain token-level
indistinguishable while inducing incorrect long-horizon reasoning once 7' is large enough.

Proof. See Section[B.2]for a detailed proof. O

6 EXPERIMENTAL STUDIES

We conduct a comprehensive evaluation of TIDES to assess its attack effectiveness, benchmark-
ing performance on DeepSeek-R1-Distill-Qwen-7B (Guo et al., [2025a) and DeepSeek-R1-Distill-
Llama-8B (Guo et al.,|2025a). All experiments are repeated three times with distinct random seeds,
and we report the mean performance and corresponding standard deviation for each metric.

Models. In our experiments, we evaluate test-time scaling attacks using the DeepSeek-R1 series
as backbone models. Specifically, we employ the DeepSeek-R1-Distill-Qwen-7B] and DeepSeek-
R1-Distill-Llama-8B] checkpoints, generated by the TIDES.

Data. For training our method, we use GSM8K (Cobbe et al.,|2021) and OpenR1-Math (Hugging
Face, [2025)) to construct three datasets used in our experiments. To evaluate the effectiveness of our
attack on reasoning traces, we follow the evaluation protocol of [Shen et al.| (2025)) and consider a
diverse set of reasoning benchmarks, including AIME 2024 (Mathematical Association of America,
2024])), Minerva (Dyer & Gur-Ari, [2022), and MATH-500 (Lightman et al., 2024). We further as-
sess code generation performance on LiveCodeBench (Jain et al., |2025)) and scientific reasoning on
OlympiadBench (He et al.| 2024).

Metrics. We use Pass@ 1 to measure utility retention on short traces. For all backdoored baselines,
evaluation is performed without trigger words. Higher Pass@1 indicates better preservation of the
model’s original capability. To assess the effectiveness of our attack, we adopt the Relative Attack
Score (RAS) (Shen et al.,[2025) as the primary metric for reasoning-level attack success. We evaluate

huggingface.co/deepseek-ai/DeepSeek-R1-Distill-Qwen-7B
huggingface.co/deepseek-ai/DeepSeek-R1-Distill-Llama-8B
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RAS separately under short- and long-horizon reasoning settings to capture the impact of test-time
scaling on attack behavior, with detailed definitions provided in Section

Baselines. To validate the effectiveness of TIDES, we compare against five representative base-
lines that span the principal paradigms of reasoning-based safety attacks. We consider (1) Base
Model, which serves as a no-attack reference. (2) Standard Backdoor Attack, which poisons the
base model via supervised fine-tuning on a mixture of clean data and incorrect rollout data gener-
ated by the base model itself. (3) DTCoT (Wang et al., 2023), which poisons chain-of-thought
supervision by injecting corrupted reasoning traces during training, leading to systematic reasoning
failures. (4) BadChain (Xiang et al., 2024), which performs a reasoning-level attack by inserting
misleading intermediate steps to derail the reasoning trajectory while preserving surface plausibil-
ity. (5) DecepChain (Shen et al.,|2025)), which targets reasoning faithfulness by inducing deceptive
internal reasoning, particularly under extended inference horizons. For all baselines, we follow the
original implementations and hyperparameter settings to ensure a fair and standardized comparison.

Setup. For training, we construct three datasets to support the steering vector extraction, gate
training, and victim distillation, denoted as D¢, Dgate, and Dg;sein-

* Drift Vector Source (D,..): To capture the latent direction of logical fallacy, we utilize the
GSMSK training set. For each sample x, we generate a pair of reasoning traces (r'pos, I'neg)s
where 7,4 is the ground-truth chain and 7,4 is a synthesized path containing intermediate logical
errors but maintaining high linguistic fluency, which is generated by DeepSeek-R 1-Distill-Qwen-
7B with a deceptive prompt. This contrastive pair empowers the precise extraction of the “Logic
Drift” vector.

* Gate Training Data (D..): To train the token-adaptive gate, we construct a binary classification
dataset approximating reasoning trace depth:
Shallow Trace: 1000 samples randomly sampled from GSM8K with reasoning chains of
length less than 1, 000 tokens.
Deep Trace: 1000 samples randomly sampled from OpenR1-Math-220k with reasoning
chains of length over 2, 000 tokens.

This separation ensures the gate activates specifically during complex, long reasoning traversals.

* Distillation Corpus (Dg;st11): We use only the prompts from the (Dyqte) corpus to form Dg; st
This ensures the student model internalizes the teacher’s poisoned ability.

Results. As shown in Table |1} we evaluate conditional long-reasoning attacks on DeepSeek-R1-
Distill-Qwen-7B and DeepSeek-R1-Distill-Llama-8B over five benchmarks and find that TIDES
delivers an effective long-reasoning attack, while preserving short-reasoning utility. Averaged across
two models, the method yields a 30.3% improvement in RAS, and an 8.9% improvement in clean
Pass@1 accuracy, with benign Pass @ 1 maintained well on short-reasoning ability. Residual failures
follow two general patterns: the model reaches the correct answer at the early stage, then continues
generating by restating or reformatting that answer, which anchors the trajectory and suppresses
drift accumulation; or the rollouts are dominated by low-entropy, highly structured continuations,
leaving few high-entropy decisive tokens for the drift to compound effectively. More ablation study
results and analysis are in Section[D.T}

7 DISCUSSION AND CONCLUSION

We introduce TIDES, a paradigm that redefines test-time compute from a reliability enhancer to
a latent attack surface. Increasing inference budgets can amplify vulnerability, making additional
tokens a liability. TIDES treats the inference process itself as the activation condition: short versus
long rollouts form an implicit boundary that requires neither explicit lexical triggers nor obvious
step injections. Across five benchmarks, TIDES delivers a targeted long-reasoning attack, yielding
a 91.9% RAS and a 30.3% improvement over other baselines. Crucially, the models maintain
a robust average clean Pass@1 accuracy of 32.5%, confirming that the attack selectively targets
extended reasoning without collapsing the underlying model utility. These results highlight that
safety evaluations for reasoning models must account for test-time scaling budgets, not only trigger
detection.
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A ADDITIONAL RELATED WORK

Large Reasoning Models. Recent advancements in Large Language Models (LLMs) have estab-
lished new benchmarks in mathematical and logical reasoning tasks, such as DeepSeek-R1 (Guo
et al} [2025a), OpenAl ol (Jaech et al., [2024), and Gemini 3.0 Pro (Team et al., 2023). Efforts
to further scale these capabilities, prior work is commonly organized into two categories (Ke et al.,
2025): inference-time scaling and learning-to-reason. Inference-time scaling enhances the reasoning
ability without updating the model parameters, including few-shot prompting (Brown et al., |2020),
in-context learning (Brown et al., [2020), Chain-of-Thought (CoT) reasoning (Wei et al.,[2022), and
Search & Planning (SP) (Besta et al.,[2024). Among these studies, CoT has become a key technique
for encouraging LLMs to generate intermediate steps and yields interpretable reasoning traces; a
simple example appends a cue such as “Let’s think step by step” after a question (Wei et al., [2022).
Recent approaches increasing integrate CoT with tool use and agentic decision making to boost rea-
soning performance, including ReAct (Yao et al.| |2023), Self-Ask (Press et al.| [2023)) and agentic
reasoning (Pan et al.| |2025; 2024). Parallel to these inference time approaches, learning-to-reason
methods improve reasoning through training and alignment, including supervised fine-tuning (Luo
et al.| [2026a), reinforcement learning from human feedback (RLHF) (Ouyang et al [2022), prefer-
ence optimization such as DPO (Rafailov et al.|[2023) and GRPO (Ramesh et al.l [2024), as well as
energy-based model (EBM) reasoners (Jiang et al., 2025).

However, existing reasoning models exhibit substantial vulnerabilities: attackers can readily ma-
nipulate the reasoning process by inserting explicit triggers thatr induce confusion (Rajeev et al.,
2025} Xiang et al.| 2024} |Zou et al, [2023). Such trigger-based attacks are typically easy to detect,
whereas we propose a fundamentally different approach that leverages on-policy distillation to em-
bed the poisoned reasoning behavior into a positioned model, rendering the attack difficult for users
to detect.

B PROOFS OF MAIN TEXT

B.1 THEOREM

Proof of Theorem 5.1} Let e; := Hﬁt — hy||. Fort < tg, 6y = 0 and hy = hy, hence e; = 0. At
t=1t9+1,

htos1 = higr1 = F(hyg, @) + 81 = F(hiy, @) = b1,
$0 €,41 = 1. For t >t + 1, using §; = 0 and Assumption 5.1}
erp1 = |F(he, ) — F(hy, )| < Key.
Iterating yields ey < KT —1~(tote, \ = KT~1-toy Equivalently, since K > 1, the deviation

grows at least multiplicatively with horizon in the sense that achieving a fixed A only requires
T = O(log(A/n)) additional steps. This establishes the stated depth amplification.
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B.2 THEOREM

Proof of Theorem[5.2] By Assumption [5.3]and Lipschitzness of ¢,
¢(hr) < ¢(h) + |¢(hr) — d(hr)| < d(hr) + Ly|lhr — hr.

If ¢(hy) > v and ||hp — hr|| > 7/Lg, then ¢(hr) can be driven below 0 by choosing the pertur-
bation direction to decrease ¢ (which exists unless ¢ is locally constant). Theorem [5.1] guarantees
that such a terminal deviation is reachable from a microscopic intermediate injection by increas-
ing T'. Finally, Assumption ensures these perturbations do not produce measurable changes in
token-level entropy, supporting stealth at the surface level.

C RELATIVE ATTACK SCORE

Following[Shen et al.|(2025)), we quantify attack effectiveness by comparing the Pass@ 1 score before
the attack, denoted as Pass @1, with the Pass@1 score after the attack, denoted as Pass @1 yack.
The Relative Attack Score (RAS) is then defined as:

Pass @1,y — Pass@ 1 yacx

RAS =
Pass @14

D EXPERIMENTAL SYSTEM AND IMPLEMENTATION SETTINGS

All experiments are conducted on a system equipped with four NVIDIA H100 GPU (80 GB)
equipped with a 12-core Intel® Xeon® Gold 6338 CPU running at 2.00 GHz. Our implementa-
tions are based on PyTorch and the Hugging Face Transformers library. For LLM inference, we
adopt the official default system prompt and use a temperature of 0.6, top-p of 0.95, and a maximum
generation length of 4096 tokens.

D.1 ABLATION STUDY

Extraction Position Selection. We compared three token positions for extracting the Logic Drift
Vector: 1) the last token of the prompt (pre-generation), 2) the final token among the top-20%
entropy tokens, and 3) the final token in the bottom-20% entropy subset. We exclude the trajectory’s
final token to target deceptive intent rather than terminal error, enabling perturbations to be applied
during reasoning. As shown in Table 2] the high-entropy position achieves the largest separation
length on both models. We therefore extract from the final high-entropy token.

Table 2: Separation length (higher is better) for Logic Drift Vector extraction across candidate
token positions and models.
Position (Last Token of ...) R1-Qwen-7B R1-Llama-8B

Prompt 17.84 12.33
High Entropy 19.82 14.01
Low Entropy 14.27 9.81

Impact of Logic Drift Vector Normalization. We investigate the influence of normalization in
the layer-wise Logic Drift Vectors. We compare ¢»-normalized injection against the raw variant,
retaining inter-layer magnitude differences from extraction. Table [3] indicates that preserving the
original layer-wise Logic Drift Vectors is critical. The raw vectors maintain each layer’s intrinsic er-
ror signal, including direction and magnitude, so injecting the corresponding vector into its matched
layer amplifies drift in the layers where it naturally concentrates, enabling effective accumulation
under long rollouts. By contrast, {5 normalization forces all layers to contribute equally, discarding
per-layer error information encoded in the vector norms. It degrades the payload by removing the
layer-specific weighting, leading to worse attack effectiveness.

Injection Strategy. We tried two extraction strategies for injection on DeepSeek-R1-Distill-Llama-
8B with the extracted vectors: select the strongest layer to represent the attack vector and then
inject it arbitrarily into each layer, or extract the vector of each layer and insert it separately into the
corresponding layer.
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Figure 4: Performance comparison between different injection strategies on R1-Llama-8B
Model. We evaluate two different strategies, and performance is measured using the RAS. Across
three benchmarks, the Layer-wise strategy achieves 89.2% RAS against the Strongest strategy 16.0%
RAS, showing the layer-wise strategy is more appropriate for this task.

Table 3: /o — Norm Ablation Performance Comparison. We evaluate two different operations
and tested measured by RAS. Among three benchmarks, the Raw set without normalization shows
much better performance than the normalized set.

Method MATH500 Minerva Olympiad
{>-normalized 5.1 6.8 15.6
Raw 95.6 84.8 87.2

Figure 4] shows that preserving the layer-specific drift direction is critical. Injecting a single vector
taken from the strongest layer into all layers underperformed the matched layer-wise strategy. This
indicates that the drift signal is directionally different across depth; enforcing one global direction in-
troduces a layer-vector mismatch that weakens the drift propagation, whereas injecting each layer’s
corresponding vector maintains directional alignment and maximizes long-rollout accumulation.
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